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1 Overview

This document describes a messaging environment that combines the benefits of the popular Microsoft® Exchange Server 2007 and
Symantec® Backup Exec 12.5 software when paired with the mission-critical advantages of a Fujitsu ETERNUS® disk storage system. This
document also shows how to best configure the environment.

Microsoft Exchange Server is the most widely used messaging software in the world. Fujitsu ETERNUS storage systems are designed to
meet the requirements of a mission-critical-environment. The combination of Exchange and Fujitsu ETERNUS storage systems brings
the reality of extreme high availability to this messaging environment.

As a backup and recovery solution, Exchange supports Volume Shadow Copy Service (VSS) provided by Microsoft. With
VSS-supported backup software (a VSS requester) and storage systems, backups can be done quickly without system interruption. Fujitsu
provides a VSS Hardware Provider (VSSHP) in order to support this VSS backup solution. Setting up ETERNUS VSSHP makes it
possible to use Advanced Copy Functions, (built-in ETERNUS utilities for fast disk replication) from standard backup software.

We have documented a highly efficient backup solution for an Exchange Server messaging environment with Symantec Backup Exec
12.5 as backup software and VSS backup with ETERNUS Advanced Copy Functions. This document also provides a step-by-step
procedure for flexible recovery of an Exchange mailbox from a VSS backup.

As examples, this document describes the evaluation environment in the second chapter, the key technologies in the third chapter, and
the allocation of mailbox database and logs in the fourth chapter. The software installation procedures are covered in the fifth and sixth
chapters. The seventh chapter describes how to perform Exchange VSS backups and restores. The eighth chapter explains the summary
of these best practices.
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2 Evaluation System Configuration

PRIMERGY Server
PRIMERGY Se}ver Exchange PRIMERGY Server
Exchange Passive node Media Server

Active node

e, :

Passive ETERNUS storage array
Tape

Active ETERNUS storage array

Figure 1 - System Configuration

The evaluation environment was set up as follows:
e  The Active Directory Domain Controller is running Windows Server® 2008 x64
e The Exchange and Backup Exec servers are running Windows Server 2008 x64

e  Using the LUN mapping functions on the ETERNUS disk storage systems, dedicated LUNSs are allocated to each node of the
Exchange CCR cluster. Each node has storage assigned from a unique ETERNUS storage array

e  Using the LUN mapping functions on the ETERNUS disk storage system, dedicated Snap Volumes are allocated for the
Backup Exec server from both storage arrays. Additional LUNs are allocated on the Passive storage array for the Backup
Exec’s Backup-to-disk storage.

e The Backup Exec job is using the ETERNUS Advanced Copy Functions via VSSHP.

e  Backup Exec obtains backup data from the target snap volumes, catalogs and then stores the data to Backup-to-disk folders.
Optionally the backup can then be spooled to tape through an additional backup policy.

The servers are defined as follows:

e Exchange Servers: The servers in which the Microsoft Exchange CCR cluster is installed. There are two servers used in a CCR
cluster. The Backup Exec Remote Agent is also installed on both of these servers.

e Media Server: The server where Backup Exec Media Server is installed.
Download the following applications on an Internet-connected environment before you start to configure:
e ETERNUS VSS Hardware Provider 1.3.0
0  http://www.fujitsu.com/global/support/computing/storage/system/vsshp.html

e  Windows® SDK for Windows Server 2008 and NET Framework 3.5
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0  http://www.microsoft.com/downloads/details.aspx?familyid=E6E1C3DF-A74F-4207-8586-711EBE331CDC&displayl
ang=en

e  Microsoft Exchange Server MAPI Client and Collaboration Data Object 1.2.1

0  http://www.microsoft.com/downloads/details.aspx?FamilyID=E17E7F31-079A-43A9-BFF2-0A110307611E&displayl
ang=en

It is assumed that the Active Directory Domain Services and Exchange Server (HUB/CAS/MB) installations have already been
completed in this evaluation environment.

2.1 Hardware Configuration
Server Configuration
Exchange Servers and Backup Server
e Model: Fujitsu PRIMERGY" servers
e Type 2 xIntel® Xeon® CPU , 4096 MB RAM
e  OS: Microsoft Windows Server 2008 Enterprise Edition (x64)
HBA Configuration
e Dual Port 4Gb HBA x 3 (Exchange servers and backup server)
e 2 FC4Gbps ports

Storage System Configuration used for prototype purposes. The actual configuration will be dependent on sizing and performance
requirements of the Exchange environment. In this prototype we combined the storage into a single array due to lab availability.

e  Model: Fujitsu ETERNUS8000 Model 900
e  Firmware: V11L71-0000
e Type: 16GB Cache, 4 x FC port
e  RAID configuration: RAID1+0(4+4, 146GB/15krpm), RAID5(4+1, 300GB/15krpm), RAID6(4+2, 1TB/7.2krpm)
2.2 Software Configuration
Exchange Servers
e  Backup Exec agent
e Microsoft Exchange Server MAPI Client and Collaboration Data Object 1.2.1
e  VSSHP provider 1.3.0
Backup Server
e  Backup Exec for Windows Server

e  VSSHP provider 1.3.0
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3 Key Technologies

This section describes the general outline of the key technologies - ETERNUS Advanced Copy Functions and Volume Shadow Copy

Service.

3.1 Advanced Copy Function

Fujitsu ETERNUS disk storage systems provide a point-in-time copy feature that creates a copy of the source volume data at a

certain point in time within the storage system without stopping the operation of a database or other applications. This is called

the Advanced Copy Function.
ETERNUS provides two types of replication features: One Point Copy (OPC) and Equivalent Copy (EC). With OPC, a copy
volume can be instantly created on demand. With EC, the source and target volumes are previously synchronized and split when

the replicated volume is required.
The One Point Copy offers three different flavors: OPC, QuickOPC, and SnapOPC.

Page 9 of 55

OPC snapshot replication copies all the data at a certain point in time (logical copy) to the copy destination disk area.
After the OPC snapshot completes, the destination volume is a complete and independent replica of the source volume at
the point in time that the copy was started.

QuickOPC initial replication copies all the data at a certain point in time (logical copy) to the copy destination disk area.
Subsequent replications copy only the data that has been updated since the previous replication. Like the OPC snapshot,
the QuickOPC snapshot is a complete and independent replica of the source volume at the point in time of the copy.
However, the QuickOPC continues to track changes between the source and destination volumes so that a subsequent
QuickOPC snapshot will only physically copy the differences that have occurred since the last QuickOPC.

SnapOPC is a function that enables only data that has been updated in the copy source disk area after a certain point in
time (a logical copy) to be copied to the destination disk area. The destination volume for a SnapOPC is a virtual volume
created on the ETERNUS storage (called a Snap Volume). This destination volume has a virtual size equal to the size of
the source volume; however the physical size can be set to a fraction of this size as it is only required to contain changes to
the source volume during the life of the SnapOPC.
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Exchange Virtual Server

Media1
CCR1 CCR2 Backup Server
Exchange ( MB ) Exchange ( MB )
Active Node Passive Node

X L4

Snap Data Snap Data
Volumes Volumes
Tran Tran Copy by CCRJ Tran Tran Backup
il
= DB DB DB
16 Storage Groups Total
Tran
Tran Copy by CCR | Tran Tran
—_—
) DB DB = Total Storage
5,469GiB
Active | Total Storage Total Storage Total Storage Total Storage Passive
ETERNUS|  97GiB 3,545GiB 2,812GiB 97GiB ETERNUS
array array

Figure 2 - Sample Configuration

For our purposes, we will employ the SnapOPC feature, which allows a Copy on Write (COW) snapshot of
the original volume.

3.2 Volume Shadow Copy Service

Volume Shadow Copy Service (VSS) is a function that creates a snapshot copy of a volume on a Microsoft Windows Server. By using
the Advanced Copy Function of the ETERNUS disk storage systems with VSS-compatible business applications and backup software, it is
possible to create snapshot copies with zero server loads.

The ETERNUS VSS Hardware Provider (VSSHP) is software that is compatible with the Microsoft Volume Shadow Copy Service
interface, offering the services of the ETERNUS disk storage systems. VSSHP makes it possible to back up using the ETERNUS disk
storage system’s Advanced Copy Function with backup software that is compatible with Windows VSS. VSSHP supports both Windows
Server 2003 and 2008.
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4 Allocation of Mailbox Database and Logs

The Mailbox database and logs must be located on volumes of the ETERNUS disk storage systems. This makes it possible to use the
high reliability and performance of the ETERNUS disk storage systems in the Exchange messaging environment. This section provides
the steps to create a new storage group on the ETERNUS disks, to create a new mailbox database in the new storage group, and to move
existing mailbox recipients to the new mailbox database.

Symantec Backup Exec 12.5 currently has a limitation such that it will backup dependencies for mount points. If you create a mount
point for the ETERNUS LUNSs on a non-ETERNUS disk then Backup Exec 12.5 will fail when it tries to issue a VSS snapshot of the
non-ETERNUS LUN. For this reason it is a best practice to always create a small ETERNUS LUN (100MB is sufficient) and mount all
ETERNUS LUNSs under this disk. If you are using drive letters for the ETERNUS LUNSs then this is not an issue.

4.1 Creating a New Storage Group
This section includes the steps to create a new storage group for Exchange 2007.
1.  Start the Exchange Management Console on the Exchange server.
2. Select [Server Configuration]->[Mailbox] on the left pane.

3. Click [New Storage Group...] on the right pane.
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4. Specify the storage group name on the New Storage Group window. Click [Browse] to specify the path on the volume of the
ETERNUS disk storage system. The “Log files path:” should point to the LUN allocated for the logs and the “System files
path:” should point to the LUN allocated for the database.

j New Storage Group

[ New Storage Group Mew Storage Group
J Complation Thiz wizard helpz you create a new storage group.
Server Mame:
fr+200:3EXCH2007

Storage group name:

|Fourth Storage Group

Log files path:
|E:Kmnt'\SG4Lug\SG4LDg Browse. ..

I System files path:

[\ SGADE S GADE

Help | < Back Mew Cancel

Figure 3 - New Storage Group Window

5. Click [New] to create the new storage group.
6. Read and accept the completion status, and then click [Finish].
4.2 Creating a New Mailbox Database
After the creation of the new storage group, perform the following steps to create a new mailbox database in the new group.
1.  Start the Exchange Management Console on the Exchange server.
2. Select [Server Configuration]->[Mailbox] on the left pane.

3. Select the storage group created in the previous section, and click [New Mailbox Database...] on the right pane.
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4. Specify the Mailbox database name on the New Mailbox Database window. Click [Browse] to specify the path created on
ETERNUS disk storage system volume.

D‘ﬁ MNew Mailbox Database

[ New Maibos Databaze | Mew Mailbox Database

J Complation Thiz wizard helpz you create a new mailbox databaze.

Storage group name:
IIHEDD$3E><EH2DD?‘\FDurth Storage Group

tailbox database name:
|MaiIbDHDatabase

[ atabaze file path:

[Cmnt\SGADE S GADB MaiboDatabase. db

V¥ Mount this database
Help | £ Back MNew Cancel

Figure 4 - New Mailbox Database Window

5. Click [New] to create the new mailbox database

6. Read and accept the completion status, and then click [Finish].
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4.3 Moving Mailbox Recipients

After the creation of the new mailbox database, create mailbox recipients to use the new mailbox database. This section provides the
steps to move the existing mailbox recipients to the new mailbox database.

1. Start the Exchange Management Console on the Exchange server.
2. Select [Recipient Configuration]->[Mailbox] on the left pane.
3. Select the mailbox recipients to move, and then click [Move Mailbox...].

4. Click [Browse] on Move Mailbox - Introduction window to select the target mailbox database.

y =
1 Move Mailbox

O Introduction Introduction

Thiz wizard helps pou move selected mailboxes to a different server or to a different mailbox

A M Opti
s B databaze on the zame server,

I Move Schedule
[ Move Mailbox

[ Completion

Specify the destination by zelecting the target mailbox database.

4 albox databasze:

[<20053EXCH20075T hird Storage Group 56 MaiBox

Help | £ Back Mest x Cancel

Figure 5 - Move Mailbox Introduction Window

5. Read the Move Mailbox - Move Option windows, and then click [Next].
6. Read the Move Mailbox - Move Schedule windows, and then click [Next].
7. Read the Move Mailbox - Move Mailbox windows, and then click [Move].

8. Read and accept the completion status, and then click [Finish].
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9. Verify that a moved mailbox recipient can read existing messages and send a new message by using Outlook® or your
preferred messaging client software.

5 Installing ETERNUS VSS Hardware Provider

This section includes the steps to install ETERNUS VSSHP, the post-install processes, and the steps to verify the installation. For more
detailed information about the following installation or configuration sections, please see the Software Information ETERNUS VSS
Hardware Provider 1.3.0.

The installation and configuration of the ETERNUS VSSHP includes the following tasks:
1. Install the VSSHP package on the Media server.
2. Install the VSSHP package on the Exchange servers.
3. Change the Firewall settings on the Backup server to open the communication port.
4. Restart the Exchange and Backup servers, and then verify the VSSHP installation.
5. Use the vshadow.exe test tools included in the VSS SDK to verify the VSSHP backup environment.
5.1 Installing ETERNUS VSSHP on the Media Server
This section explains how to install the ETERNUS VSSHP on the Media Server
1. Login to the Media Server as an administrator.

2. Double-click the VSSHP package (setup.exe) to start the install wizard. The Welcome window is displayed. Click [Next] to

continue.
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i-'.%l‘ ETERNUS ¥55 Hardware Provider - InstallShield Wizard |

Welcome to the Installshield Wizard for
ETERNUS ¥55 Hardwrare Provider

The InstallshieldiR) Wizard will install ETERMUS %55 Hardware
Provider on vour computer. To conkinue, click Mext.

WARMNING: This program is prokected by copyright law and
international treaties,

= Back

Cancel |

Figure 6 - Install Shield Wizard Welcome Window
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3. Click [Next] to accept the default directory for the installation files.

i'.‘% ETERNUS ¥55 Hardware Provider - InstallShield Wizard

Destination Folder

Click Mext to install to this Folder, or click Change ko install to a different F

G Insktall ETERMUS VS5 Hardware Pravider ko

:\Program Files\ETERMUS WSS Hardware Prowvider), Change. .. |

Install5hield

Cancel |

< Back

Figure 7 - Destination Folder Window

4. Click [Install] to start the installation.
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jii ETERNUS ¥55 Hardware Provider - InstallShield Wizard

Ready to Install the Program

The wizard is readw to begin installation.

Click Install ko begin the installation,

If wau wank ko review or change any af waur inskallation settings, click Back, Click Cancel ko
exit the wizard,

Install5hield

< Back

Cancel |

Figure 8 - Ready to Install the Program Window

5.  After the installation finishes successfully, the VSSHP registration confirmation window is displayed. Click [OK] to register a
provider.

¥%% Hardware Provider |

Reeizter a provider.

Figure 9 - VSSHP Registration Confirmation Window

6. Click [OK] to confirm the successful registration.
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¥55 Hardware Provider |

| Provider registration successful,

Figure 10 - VSSHP Registration Successful Window

7. Click [Backup Server] to register this server as the Media Server.

V55 Hardware Provider

Select server tvpe.

Backup Server Product ion zerver Stand-alone

Figure 11 - VSSHP Server Type

8. Click [OK] to confirm port number assigned for the VSSHP provider.

VS5 Hardware Provider x|

Fort Mo, = G000t

Figure 12 - VSSHP Port Number

9. Click [OK] to register disks (See the ETERNUS VSSHP Readme guide for using disk registration).

V5SS Hardware Provider ﬂ

B The target disk wil be registered/deleted.
¥' Do not register it for a copy set operation.

Cancel |

Figure 13 - VSSHP Register Disks
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10. Select all of the target disks assigned to the media server and click the move arrow [---=2].

¥55 Hardware Provider

Disk list Target disk list
Disk WBR/GFT 3DY  Size(MB) tountPaint /Driveletier Disk WBR/GFT 3DY  Size(MB)

HountPaint /Driveletier

20371520
20371520
204300000

.;;;2.]
..i:::_J

lsed target disk list
Disk WBR/GFT 3D Size(MB)

HountPaint /Driveletier

w | canceL |

Figure 14 - Target Pool Selection

11. Click [OK] to register the disks.

¥55 Hardware Provider

HountPoint /Driveletier

Disk list Target disk |ist
Disk WER/GPT SDV  Size(MB) HountPoint /Driveletier Disk WER/GPT SDV  Size(MB)
Disk 1 MBR 20971620 B Disk 4 WER 102400
Disk 2 HER 20971520 ei¥ Disk & MBR 102400
Disk 3 HBR 204800000 f¥ Dizk B MER SOV 20971520
Disk 7 MER SDY 20871520
Dizk 8 HER SOV 20871520
Disk 9 MER SOV 20971520
. Dizk 10 MER DY 20971620
Dizk 11 HER SOV 20871520
Dizk 12 MER DV 20971520
Disk 13 MER DY 20971620
Dizk 14 HER SOV 20871520
Dizk 15 HER SOV 20971520

Used target disk list
Digk WER/GFT  3DY  Size(MB)

=l

HountPoint /Dr i veletter

wo | canceL |

Figure 15 - Target Pool Registration
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12. Confirm the completion of the installation, then click [Finish] to exit the wizard.

i-'.%l‘ ETERNUS ¥55 Hardware Provider - InstallShield Wizard |

InstallShield Wizard Completed

The Installshield Wizard has successfully installed ETERNUS
Y55 Hardware Provider, Click Finish o exit the wizard,

i Cancel |

= Back

Figure 16 - Install Shield Wizard Completed Window

5.2 Installing ETERNUS VSSHP on the Exchange Servers
This section explains how to install the ETERNUS VSSHP on the Exchange Servers

1. Login to the first node of the Exchange CCR Cluster as an administrator.
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2. Double-click the VSSHP package (setup.exe) to start the install wizard. The Welcome window is displayed. Click [Next] to
continue.

ji ETERNUS ¥55 Hardware Provider - InstallShield Wizard |

Welcome to the InstallShield Wizard for
ETERNUS ¥SS Hardwrare Provider

The InstallshigldiR) Wizard will install ETERMUS %35 Hardware
Provider on wour computer, To conkinue, dlick Mext,

WARMIMNG: This program is protected by copyright law and
international treaties,

Zancel |

= Bach

Figure 17 - Install Shield Wizard Welcome Window
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3. Click [Next] to accept the default directory for the installation files

i'.‘% ETERNUS ¥55 Hardware Provider - InstallShield Wizard

Destination Folder

Click Mext to install to this Folder, or click Change ko install to a different F

G Insktall ETERMUS VS5 Hardware Pravider ko

:\Program Files\ETERMUS WSS Hardware Prowvider), Change. .. |

Install5hield

Cancel |

< Back

Figure 18 - Destination Folder Window

4. Click [Install] to start the installation.
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fii ETERNUS ¥55 Hardware Provider - InstallShield Wizard

Ready to Install the Program

The wizard is ready to begin installation.

Click Install ko begin the installation,

IF wau wank ko review or change any af your inskallation setkings, click Back, Click Cancel ko
exit the wizard,

Install&hield

< Back

Cancel |

Figure 19 - Ready to Install the Program Window

5.  After the installation finishes successfully, the VSSHP registration confirmation window is displayed. Click [OK] to register a
provider.

¥55 Hardware Provider |

Register a provider.

Figure 20 - VSSHP Registration Confirmation Window

6. Click [OK] to confirm the registration
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¥55 Hardware Provider |

| Provider registration successful,

Figure 21 - VSSHP Registration Successful Window

7. Click [Production Server] to register this server as the Production Server

Vss Hardware Provider

Zelect zerver type.

Backup Server Froduct ion server Stand-alone

Figure 22 - VSSHP Server Type

8. Enter IP Address for the Media Server and click [OK]

V5SS Hardware Provider x|

Backup zerver IP address I 286 . 25K . #KR . 2ER

K Cance| |

Figure 23 - VSSHP IP address
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9. Confirm name of Media Server and click [OK]

V55 Hardware Provid x|

Computer Name @ EXBACK

=

Figure 24 - VSSHP Computer Name

10. Click [Cancel] for register disks. (Disks are only registered on the Media Server.)

VS5 Hardware Provider x|

The target disk will be registered /deleted.
‘ Do not register it for a copy set operation.

_ Concd |

Figure 25 - VSSHP Register Disks

11. Confirm the completion of the installation, and then click [Finish] to exit the wizard.

fii ETERNUS ¥5S Hardware Provider - InstallShield Wizard |

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed ETERMUS
W35 Hardware Provider, Click Finish to exit the wizard,

Cancel |

= Bach

Figure 26 - Install Shield Wizard Completed Window
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12. Repeat Steps 1-11 for the second node of the CCR cluster.
5.3 Open VSSHP Communication Port

Since the Windows Server 2008 Firewall is enabled by default, open the port for the communication service to be able to connect to the
Exchange servers.

1. Login to the Backup server as a local administrator. Click [Start]->[Control Panel]
->[Windows Firewall].

* windows Firewall M= E3
.@.

AT M - -
T;lfm Windows Firewall an or Windows Firewall
o
Windows Firewall can help prevent hackers or malicious software from gaining access to

Allow a program thraugh your computer through the Internet or netwark.

Windaows Firewall

How does a firewall help protect my computer?

'a-] Winclows Firewall is helping to protect your computer

Windaows Firewall is an, Change settings
Inbound connections that do not have an exception are blacked.

Display a natification when a program is blocked: Mo

Metwark location: Damain netwark

What are network locations?

See also

Metwark Center

Figure 27 - Windows Firewall Window
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2. Click [Change settings].
* Windows Firewall Settings
aeneral |Excepti|:|ns I Advanced I
Windows Firewall can help prevent hackers or malicious software From gaining
access bo wour compuber through the Internet or a network,

Windows Firewall is helping ko proteck your o

This setting blocks all outside sources From connecting to this
computer, except far those unblocked on the Exceptions tab,
[ Block all incoming connections

Select this option when you connect to less secure netwarks, All

exceptions will be ignored and you will nok be notified when
Windows Firewall blocks programs.

'g' " Off
R 4

&void using this setking, Turning off Windows Firewall will make this
computer more vulnerable to hackers or malicious software.

Tell me more about Fhese setkings

| Ok I Cancel Appli

Figure 28 - Windows Firewall Window

3. Click [Exceptions] tab and then click [Add port...].
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4. Specify Name and Port number (port number should be the same value as was displayed during the VSSHP installation), and
then click [OK].

Add a Port |

IUse these sektings ko open a port through Windows Firewall, To find the
port number and protocol, consulk the documentation For the program or
service you wank to use,

hame: | YWSSHP
Part nurnber: I so001|
Protocol: = TCP

" UDP

wehat are the risks of opening a pork?

Change scope... | (04 Zancel

Figure 29 - Windows Firewall Add a Port Window
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5.
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Click [OK] to confirm and close Windows Firewall Settings.
* Windows Firewall Settings

"General Exceptions |.ﬁ.dvanced|

Exceptions control how programs communicate through windows Firewall, Add a
pragram of part exception ko allow communicakions thraugh the Firewall,

Windows Firewall is currently using settings For the domain netwark location,
What are the risks of unblocking a program?

To enable an exception, select its check box:

Prograrn or pork |i|
Oremate Yalurme Managernent

Orouting and Remate Access

[ 5ecure socket Tunneling Pratacal

Securs Waorld Wide Web Services (HTTPS)
C15MMP Trap

50L Server (BKUPEXEC)

S0L Server Browser

WSSHP

CJ'Windows Firewall Remoke Management
Windows Management Instrumentation (W)
OwWindows Remote Management

(Jwindows Security Configuration ‘Wizard

Wiorld Wide Web Services (HTTP) LI

&dd prograrm. .. |

[ Motify me when Windows Firewall blocks a new program

Propetties | [elete |

Ok | Cancel | Appli

Figure 30 - Windows Firewall Settings Window
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5.4 Verifying the VSSHP Installation
1. Login to each of the Exchange servers as a local administrator.
2. Click [Start]->[Command Prompt].

3. Type the following command to confirm that the VSSHP is registered successfully:

C:\>vssadmin list providers

Example:

[z] Administrator: Command Prompt

C:nrussadmin list providers
vssadmin 1.1 — Uolume Shadow Copy Service administrative command—line tool
(C>» Copyright 2001-2885 Microsoft Corp.

Frovider name: °'ETERMUE USS Hardware Provider’
Provider type: Hardware
Provider Id: {38a7d4bl-9b?5-45ab—82el-—-edfc5?138%ef?
Uersion: 1.2.8

Provider name: 'Microsoft Software Shadow Copy provider 1.8
Provider type: System
Provider Id: {h5946137-7b?f-4725—-af88-51abd6c@h2Bd5>
Uersion: 1.8.8.7

Gz

Figure 31 - Output of vssadmin command

4. Close the Command Prompt window.

5. Complete the above steps for the Backup server.

5.5 Verifying VSSHP Operations with VSHADOW

To verify that the VSS functionality works correctly, use the VSHADOW tools. VSHADOW is a lightweight VSS requestor provided
by Microsoft as a test tool. This section shows the steps for verifying VSS operations with the VSHADOW tools.

1. Prepare the Windows Server 2008 SDK (see Section 2).

2. Double-click setup.exe to extract VSHADOW tools. The files are stored in the following location by default:
C:\Program Files\Microsoft SDKs\Windows\V6.1\Bin\x64\vsstools

3. Install the Windows Server 2008 SDK on both Exchange servers and the Backup server.

4. Execute the following command on one of the Exchange servers.

5. If VSHADOW finishes successfully, filel.xml is created.

‘ C:\>vshadow -p -y=filel.xml E:

6. Copy filel.xml to the Backup server manually.

7. Execute the following command on the Backup server:

| C:\>vshadow —i=filel.xml

8. Verify the Windows Event log contains no errors on the Backup server.
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6 Installing Symantec Backup Exec for Windows Servers
After verifying the VSSHP installation, you can start installing Backup Exec for Windows Servers.
The following section describes the Backup Exec installation overview.
1. Install Backup Exec for Windows Servers on the Backup server.
2. Run Live Update to install any updates for Backup Exec.
3. From the Backup server, install Backup Exec Remote Agent on each node of the Exchange CCR cluster.
4. Install the Exchange MAPI Client on each node of the Exchange CCR cluster.

For more detailed information about the following installation, please refer to the Symantec Backup Exec for Windows Servers

Administrator’s Guide.
6.1 Installing Backup Exec
To install Backup Exec, perform the following steps.
1. Login to the Backup server as a domain administrator.
2. Start the Backup Exec CD Browser from the CD media.
3. Click [Start the Backup Exec Installation].
4. On the Welcome panel, click [Next].

5. Select [I accept the terms of the license agreement] on the License Agreement window, then click [Next].
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6. Check [Local Install] and [Install Backup Exec software and options], and then click [Next].

iig'.:'— Symantec Backup Exec {TM) 12.5 for Windows Servers (=[]

Symantec Backup Exec for Windows Servers Install Menu
Flease select the components you wish to install

Welcome
License

b Menu

License Keys ' |nstall Backup Erec software and options

Local Options .@ Ingtall @ Symantec Backup Exec media server and options on this computer,
Credentials

Settings

Install

Finizh

" Install Remote &dministiation Console anly

Inztall the Symantec Backup E xec Administration Console on thiz computer az a Femote ddministrator,
which alloves you ta remotely administer media servers from a Windows server ar work station.

[ Remaote Install

Push install a Spmantec Backup Exec media server, additional agents and options, or Remate Agents to
remote computers.

Support 'wWeb Site
iew Readie

, symantec. Back Mext Cancel

Figure 32 - Backup Exec Install Menu Window (Local Install)

7. Review the Environment Check results, and then click [Next].
8. Since we will be using the evaluation version this time, specify no License keys and click [Next].

a. Note, if installing a licensed version of Backup Exec, then you should enter the license key that came with the
software.
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9.

10.

11.

12.

13.

14.
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Select the following optional components on the Symantec Backup Exec Options windows, then click [Next]:
-Agent for Microsoft Exchange Server

-Advanced Disk-based Backup Option

=]

Symantec Backup Exec {TM) 12.5 for Windows Servers [_ [ =]

Symantec Backup Exec Options
Feview the options that you selected to be installed on wWIN-FrEA2ZEQAH,

To select mare options, or ta clear the optiots that pou do not want ta install, click the check boxes in the list,

‘Welcome Features Feature Description:

License =54 Backup Exec for Windows Servers 21 | Enable faster backups and
[] Tape Device Drivers restores through advanced
Online D ocumentation disk-baged backups, including
[¥] Enable Robatic Library Support Synrthetic and offhotsLbaEkups to
[ Crete Clane CO perform zera impact backups.
[] Copy Server Configurations
[ tManaged Media Server
_ [ sdvanced Open File Option
Seftings | L] [T Inteligent Disaster Recovery
----- [ &ctive Directory Recavery Agent
Advanced [ d B {
Finish | & [ Agent for DBZ on wWindows Servers Dirive [
----- [ &gent for Enterprise Vaul Heqﬁired: 905 MB
----- [] #gent for Lotus Doming Available: 117319 ME
Agent for Microsoft Exchange Server - X
----- [ &gent for Microzaft S harePaint A additional 330MB of disk

. space is required if 3 SOL Express
""" [ Agent for Miciosoft SOL Server instance is selected for install
----- [ Agent for Microsoft Witual Servers
----- [ &gent for Draclke on wWindows or Linux Servers
----- [ agent for S4P &pplications
----- [ Agent for WMware Virtual Infrastiuctune
----- [ Central &dmin Server Option
----- [7] Desktop and Laptop Option LI

Menu
License Keys
p Local Options

Credentials

Install

Support Web Site
D estination Folder:

J C:\Program Files\SymantechBackup Exech Change... |
Wiew Headhe

, symantec. Back Next Cancel

Figure 33 - Backup Exec Options Window (Local Install)

Provide the Backup Exec system account user name, password, and domain. This must be a domain Administrator account.
Click [Next].

Check [Create a local Backup Exec SQL Express instance on which to store the database. This instance will be installed in
C:\Program Files\Microsoft SQL Server\MSSQL$BACKUPEXEC]. Click [Next].

Check [Use Symantec device drivers for all tape devices (recommended)] on the Symantec Tape Device window, and then
click [Next].

Review the Ready to Install Program windows, and then click [Install].

Click [Finish] on the Install Wizard Completed window to exit.
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6.2 Updating Backup Exec

1.

2.

3.
4.
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Login to the Backup server as a domain administrator.

Select [Tools]->[Live Updates] on the Symantec Backup Exec Console.

@LivEUpdate
Options

]

Frivacy statement

Welcome to Livellpdate , S}'Inantecm

The following Symantec products and components are installed on
YOur computer:

@) Livelpdate
I:' Symantec Backup Exec [TM] 125 for Windows Servers

Livellpdate will uze the [ntermet to zearch for updates to your
ingtalled Symantec products and components.

Click Next to zee available updates.

Mest > I Cancel Help

Select [Next] to display updates.

Install any updates that are available.

Figure 34 - Live Updates Window
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6.3 Installing Backup Exec Remote Agent

The Backup Exec Remote Agent can be installed remotely on the Exchange servers from the Backup server. This section provides the
steps to install the Remote Agent.

1. Login to the Backup server as a domain administrator.

2. Select [Tools]->[Install Agents and Media Servers on other servers...] on the Symantec Backup Exec Console.

iig'.:'— Symantec Backup Exec {TM) 12.5 for Windows Servers (=[]

Welcome to the Spmantec Backup Exec for Windows Servers install wizard

b Welcome
Femote Install
Install
Finizh " . [ N
% Thisg ingtall wizard will guide you through installing Symantec Backup Exec (Th] 12.5 for

“windows Servers and Backup Exec agents to remote computers.

To continue, click Next.

Support 'wWeb Site

iew Readie

, symantec. Capyright Cancel

Figure 35 - Exec Install Agents Welcome Window
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3. Click [Next] to see the agent selection window.

iig'.:'— Symantec Backup Exec {TM) 12.5 for Windows Servers (=[]

Symantec Backup Exec Hemote Installation
Install agents to remote computers

j|J Ir the Fiemote Computers list, select the item that pou want to install, and then click Add to
enter the name of the remate computer that you want to install ta.

Welcome

p Remate Install Remote Computers Irstallation Summay
Install * B‘?CkUP Exec Servers You can push-install a Backup Exec media server, a remaote agent, or an
Finich * Windows Remaote Agents ophion ko one or mare remate computers.

@ Metware Remate Agerts )
Select Backup Exec Servers to install Backup Exec on a remate
cornputer,

Select Windows Remote Agents to install any of the following:
- Remate Agent for Windows Systems

- Advanced Open File Option

- Desktop and Laptop O ption

Select Metwiare Remaote Agents to install the Remate Agent for
Metw!are Spstems.

If & media server or agent iz already installed on a remate computer, in
the Remate Computers list, select the remote computer, and then click
Maodify to change the installation.

For more information, see Instaling Backup Exec in the Symantec
Backup Exec Adminiztrators Guide.

Support 'wWeb Site

Add T adify Bemaove

iew Readie

,syma ntec. More Information Back MNext Cancel

Figure 36 - Backup Exec Agent Selection Window
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4. Select [Windows Remote Agent], then click [Add]

Remote Installation Sequence |

Manual Entry of Remote Computer Hame

Enter the computer namedF address and the domain of the remaote
computer that wou want bo add.

Example: Servermame
Marme/IF address: ||

Ewarmple: Domainnane. com
Diomair; I

Browse... |

[F I Cancel |

Figure 37 - Backup Exec Agent Install Computer Name Window

5. Enter the Computer Name and Domain Name for one of the Exchange servers
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6.
7.

8.

Remote Installation Sequence

Remote Computer Logon Credentialz

Enter the uzer name and pazsword for an account that haz adminiztrative
rights on the remate computer, and then enter the domain that the remate
computer iz in. |f the computer iz in a workgroup, zelect or enter the computer
name in the Domain field,

Serer Mame:  W129.212.4019

Uszer Mame: ||

Pazzword: I

Dornair: ||:|><3|:||1.n_~.' j

[T Use this user name and pazsword when attempling to connect ta
additional computers during the installation

ok I Cancel

Figure 38 - Backup Exec Agent Install Credentials Window

Enter the User Name and Password, then click [OK]
Select [Windows Remote Agent], then click [Add] to repeat the process for the second Exchange Server.

Click [Next], then click [Install] to complete the agent installation.

6.4 Installing Exchange MAPI Client

This section includes the steps to install the Microsoft Exchange MAPI client on the Exchange server. The MAPI client needs to be

installed on each node of the Exchange CCR cluster, so perform these steps on both Exchange servers. This installation enables you to use

the combination of Exchange and Backup Exec GRT (Granular Recovery Technology) functions (to be described later).

1.

2.
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Prepare the Microsoft Messaging API and Collaboration Data Object 1.2.1 (see section 2).
Login to the Exchange server as a local administrator.

Double-click ExchangeMapiCdo.exe.

Double-click the extracted file (ExchangeMapiCdo.msi) to start the installation.

Confirm that the following window is displayed, and then click [Finish] to complete the installation.
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i'él Microsoft Messaging API and Collaboration Data Objects 1.2.1 Installation Wizard

Completing the Microsoft Messaqging API
and Collaboration Data Objects 1.2.1
Installation Wizard

You have successfully installed Microzoft Messaging APl and Callaboration
Data Objects 1.2.1 an thiz computer.

T exit the wizard, click Firizh.

¢ Back |

Figure 39 - Installation Complete Window

Cancel |
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7 Exchange Backup and Restore

This section provides the steps to backup the Exchange mailbox database with VSSHP, and to restore the mailbox database from the
VSS backup.

VSSHP supports a two-server configuration, such as an Exchange server and a Backup server. In this environment, the backup is
performed as a Symantec Backup Exec Oft-Host backup. Off-Host backup enables Backup Exec to move backup processing from the
Exchange server to the Backup server. This process includes executing the Exchange utility to check the consistency of the backup data.

ETERNUS disk storage systems perform the high-speed Advanced Copy at the request of Backup Exec via VSSHP. Backup Exec
obtains the backup data from the target volumes of the Advanced Copy of the ETERNUS disk storage systems.

Restoration of the Exchange mailbox database is performed using Backup Exec functions. We confirmed three kinds of restores in this
evaluation program.

1. Full restore of Mailbox database: It is assumed that the database is corrupt or damaged.

2. Restoring the individual mailbox data with GRT (Granular Recovery Technology): It is assumed that a particular mailbox
user deleted messages by mistake.

3. Restoring the messages from the Recovery Storage Group: It is assumed that no system interruption is permitted when the
restoring operation is performed.

7.1 Performing Off-Host VSS Backup
To execute a backup with VSSHP, perform the following steps to create the job.

1. On the Backup server, click [Backup Task]->[New Job] on the Backup Exec Job Setup window.
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2. Select the Exchange Information Store as the backup resource. Select [Source]-> [Selections], and then expand
[Domains]->[Active Directory Domains]->[domain name]-> [mailbox server name]->[Microsoft Information Store] on the
View by Resource pane.

Backup Job Properties

5 r~ Selections
ource .

Selections Selection list name:

Resource Order IBackup 0ooz? j Load selections from existing list... | ¥ Inglude subdirectaries

Fesource Credentials Selection list description: v | i

Priority and &-vailability I Include/Exclude. . | 17" Show fle deals

Selection List Notification
Destination Wigw by Resource I Wiew Selection Details |

Device and Media £ 7] 4 Domains & ||| name | Size | 1
Settings =8 é Active Directory Domains Eﬂ SG1MailBo: I
General B & rx300a.local

Advanced

O & allel
[ § bobcat_vsr

Metwork and Security
Pre/Post Commands

: O B oPMMan
Advanced Dpen File D@ EXBACK
Advanced Dizk-based Backup : O & Exchzonani
Microzoft SEL

O & Exchzonanz

O § exchzo0zwzo0int
O g exchz00iwzoninz
O § ExcHzoo7

Microzoft Exchange
Microzoft SharePoint
Microzoft Active Directary
Lotuz Domino

conFlg
Oracle jirni
B2 markl
N.et\'\-"ale _SM 5 . MODEEWS
Lins, Uris, and Macintosh onsks1
HDMP onstorkest

Enterprise v ault
Whdweare Witual Infrastructune
Microzoft Wirtual Server
Motification

Frequency
Scheduls

CIER rwznns3-1
-] 5 rx20s3-2
=

B[] G Third Storage Group
0[] 5 rx300s2-196
7 5 rx300s2-199
0[] 5 rx800-s2-nwrl
A 5 rx800-s2-rwr2
7-[] 5 sFsCLUSTER.
01 5

n M

spec .
[= [p—— £~
| | _bl_I | | |

I e W e B W W

Bun Mow I Cancel | Help |

Figure 40 - Backup Job Selection Window

Verify that storage group name and mailbox name are displayed correctly, and then check the storage group name.

If the Microsoft Information Store is not displayed on the View by Resource pane, confirm the Microsoft Information
Store service is started normally on the Exchange server. If the service is not started, start the service manually and
restart creation of the backup job.
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3.

4.
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-> Check

-Snapshot provider

Select [Settings]->[Advanced Disk-based Backup Option]’ and then specify as follows:

-> Select “Hardware — Use technology provided by hardware manufacturer”.

-Job disposition

-Use ofthost backup to move backup processing from remote computer to media server

-> Select “Fail backup job [further selections are not backed up after failure occurs]”.

-> Check

Source
Selections
Resource Order
Resource Credentials
Friarity and Availability
Selection List Motification
Destination
Device and Media
Settings
General
Advanced
Metwork and Security
Pre/Post Commands
Advanced Open File
Advanced Dizk-bazed Backup
Mizrozaft SOL
Microzoft Exchange
Microgoft ShareFoint
Microzoft Active Directary
Lotus Diomino
Oracle
B2
Metwiare S5
Linwe, Uniz, and Macintosh
HDMP
Enterprige W aulk
Whdware Wirtual Infrastructune
Microgoft Virtual Server
Matification
Frequency
Schedule

< | ]

-Process logical volumes for offhost backup one at a time

SG1 Full Active Mo GRT Properties

—Advanced Disk-bazed Backup

W Use offhost backup to move backup processing from remote computer to media server

Shapshot provider: | Hardware - Use technology provided by hardware marnufacturer

Job dispozition
It any of the selected resources do nat suppart ofthost backup:
" Continue the backup job [offhost backup iz not used]

% Fail the backup job [futher selections are not backed up after failure occurs]

v iProcess |ogical volumes for ofthost backup one at a time

Subrnit I

Cancel | Help

4

-Backup Method

Figure 41 - Backup Job Advanced Disk-based Backup Window

Select [Settings]->[Microsoft Exchange], and then specify as follows:

-> Select “Full - Database & Logs [flush committed logs]”.

-Continuously backup transaction logs with Backup Exec Continuous Backup Server
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5.
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-> Uncheck

-Use Backup Exec Granular Recovery Technology to enable the restore of individual mailboxes, mail messages, and

public folders from Information Store backups [Exchange 2000 and later only; incremental backups supported with
policy-based jobs only]

-> Check

-Perform consistency check before backup when using Microsoft Volume Shadow Copy Service [VSS] snapshot

provider

-> Uncheck

-If Exchange 2007 backup source is LCR or CCR

-> Select “Backup from the active copy only (job fails if not available)”.

Backup Job Properties

Source
Selections
Fesource Order
Fesource Credentials
Priority and & ailability
Selection List Motification
Destination
Device and Media
Setlings
General
Advanced
Metwork and Security
Pre/Post Commands
Advanced Open File
Advanced Dizk-bazed Backup
Microzoft SOL
Microzoft Exchange
Microgoft SharePoint
Microzoft Active Directary
Lotus Diomino
Oracle
B2
Metwiare S5
Linux, Urix, and Macintozh
HDMP
Enterprize W aulk
Whdware Virtual Infrastructure
Microsoft Virtual Server
Matification
Frequency
Schedule

< | ]

—Microzoft Exchange

i~ Information Store Backups
B ackup methad:

IFuII - Database & Logs [flush committed logz)

I Continuously back up transaction logs with Backup Exec Continuous Protection Server

IMake a recovery point that creates browsable backup sets and IB :j’
trunzates logs eveny

full backup.

backups supported with policy-bazed jobs onlv]

[+S5] snapshot provider

¥ | Cortinue with backup it consistency check fails
It Exchange 2007 backup source 1z LCR or CCR:

I Hours

Without recoveny points, individual mail messages and folders ean only be recovered|from the [ast

¥ Use Backup Exec Granular Recovery Technology [GRT) to enable the restore of individual mailboxes. mail
meszages, and public folders from |nformation Store backups [Exchange 2000 and later only; incremental

[~ Perfom consistency check before backup when using Microsoft Yolume Shadow Copy Service

]

Guide Me. .. |

Bun Maw I

Cancel

Help

Figure 42 - Backup Job Microsoft Exchange Window

Verify the above specifications and then click [Run Now].
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6. Refer to the job history and verify the successful completion in the Job Monitor Window.

E Symantec Backup Exec - [Job Monitor]
File Edit Yiew MNetwork Took  MWindow  Help Search Knowlace Sare Q,
% Backup Exec 12.5 for Windows Servers Need Assistance?
T —
Backup w Restore h Setup Job Monitor Alerts Reports {:13 Media
General Tasks JobLlist | Calendar | Systern Summary
O Hold job queue Current Jobs - 8 Items Filter: IAH jobs ﬂ ""-ﬁ'l
a
Delet Stake | Mame | Device Name | Job Type | Elapsed Time | Byke Count | JbRrate | Current Op... | JobStatus |
Preue:rties @Scheduled 5G13-Al 55 Active ... CR Folder Backup Mone None Mone &n Hold
P @Scheduled 5G1-5G1 Active Polic... CR Folder Backup Mone MNone Mone On Hold
Active Job Tasks @Echeduled 5G13-Al 5G Active ... CR Folder Backup Mone Mone Mone On Hold
@Scheduled 5G13-Al 53 Active ... CR Folder Backup Mone None Mone ©n Hold
@Scheduled 551 Full Passive All Devices (E¥E... Backup Mone None Mone On Hold
@Scheduled 5G1-5G1 Active Polic... CR Folder Backup Mone MNone Mone ©On Hold
@Echeduled 5G13-Al 5G Active ... CR Folder Backup Mone Mone Mone On Hold
@Scheduled 5G1-5G1 Active Polic,.. CR Folder Backup Mone None Mone ©n Hold
Custom Filter Tasks | J L4
Manage custom filers Job Histary - 322 Items Filter: |4l jobs | '"'ti'l
Mame | Device Name | Job Type | Joh Status | Elapsed Time | Byte Count | Job Rate | Percent Complete = |
QErase Library 00024 R Folder Erase Successful  0:00:02 100%
QErase Library 00023 CR Folder Erase Successful - 0:00:27 100%
@Erase Library 00022 Exchange2007 Erase Successful  0:00:18 100%
QSGI Full Active CR Folder Backup Successful  0u03:36 3,869,936,414 2,069,00M,.. 100% _'_I
< |
Ready 8 (0 5cheduled Jobs, 8 Jobs on hold, 0 Active Jobs |°|jﬁ)| E:' EXBACK ‘.:E

Figure 43 - Backup Exec Job Monitor Window
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7.2 Restoring from Exchange Backup

To restore the mailbox database from an Off-Host backup, perform the following steps to create and execute the restore job in the
Backup Exec Job Setup window.

1. Before you start restoring the mailbox database, you should dismount the mailbox database from the Exchange Management

Console.
2. On the Backup server, click [Restore Task]->[New job] on the Backup Exec Job setup windows.
3. Select [Source]->[Selection], and then expand [All Resources]->[mailbox server name]-> [Microsoft Information
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Store]->[storage group name]->[backup date]->[mailbox name], and then select mailbox name.

Restore Job Properties

Source

Selections

Resource Credentials

Device
Destination

File Redirection

Microsoft SOL Redirection
Microgoft Exchange Redirection
Microsoft ShareFoint Redirection
Oracle Redirection

DB2 Redirection

Enterprize W ault Redirection
hdware Redirection

Microsoft Virtual Server Redirectior
Settings

General

Advanced

Metwork and Security

Pre/Pozt Commands

Micrasoft SOL

Microsoft Exchange

Microzoft SharePoint

Microsoft Active Directory

Latus Darming

Oracle

De2

Enterprize W ault

Metvw/ane S35

Linue, Unix, and Macintosh
MDMP

b s mres ik 2l Lo cbreh e x
<i | »

|»

- Selections
Selection list:
Restore 00058

Load selections from existing list. ..

| ¥ Show file details

Inciude/Exclude. .. )
V¥ Preview pane

||_ 742342009 v[

View by Rissource | View by Media | View Selection Detaik |

Search Catalogs. . |

Ending
backup date:

Beainning

backup date: I_ £/23/2003 -

| ¥ Include subdirectories

=7 @ Al Resources Harne |

Size | Tvpe

Lags

£ sa1MailBnx

=5 8 RAXZ0053ERCHE007 Rx3008, LOCAL
(& Microsoft Information Store
Eﬁ Firsk Storage Group

B
= @ Third Storage Group

4 |

4

| B

IMicrao:
File Fi

TI2172009 9:06:24 A (Ofthost Fully

General
Resource Mame:
Backup Date:
Method:

2008 3EXCH2Z007 m300a.lacal - First Storage Group
Ti21/2008 9:06:24 Ad
Offhost Full

Cancel

Bun Mow I

Figure 44 - Restore Job Selections Window
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4. Do not change the settings of [Settings]->[Microsoft Exchange].

Restore Job Properties

~ Microzoft Exchange

Source =
Selections [ Automatically recreate user accounts and mailboxes
HES_UU'CE Credentials Mate: To set the password assighed to recreated user accounts, click the Tools menu, then click Options, and then
Device under Job Defaults, chck Exchange.
Destination ™ ‘when restoring individual mail messages and folders, restare over existing messages and folders
File Redirection
Microzoft SGL Redirection - Exchange v5.5
Microsaft Exchangs Redirection V¥ Mo loss restore [do nat delete existing transaction logs)
Microsoft SharePoint Redirection ¥ Restore public folder oy
Oracle Redirection [V Restore private mailboxes M
DB 2 Redirection
Enterprise ¥ ault Redirection — Exchange 2000 and later
VMWE"E H"jd"EC“m o Log recovery options when restoring the Information Store
SM';[DSDH Wirtual Server Redirectior ' Restore all ransaction logs: do not delete existing transaction logs [no loss restore)
ettings
Gereral ~ Fo_r cqnti_nuous protection _iobs only, restore all tranzaction logs until ZA0000 9345 AM j
pairit-in-time; skip transaction logs after this time
Advanced
Metwork and Security " Purge esisting data and restore orlp the databases and transaction logs from the backup sets

Pre/Post Commands §
Microsoft SOL Fath on Exchange Server for temporary storage of log and patch files

! t nge: JCATEMP
Microzoft SharePoint
Microsoft Active Directory
Lotus Doming V¥ Commit after restore completes .

Oracle ¥ Mourt database after restore Guide Me... |
DeZ2 —
Enterprize Y ault

Metwiare SMS

Linux, Unix, and Macintosh

NDMP

“hd i ara birkal Lnfractch re i
<i | »

[T Dismount database befors restors

Bun Mow I Cancel Help |

Figure 45 - Restore Job Microsoft Exchange Window

5. Click [Run Now] to start the restore job.
6. Confirm the successful completion of the restore job, and mount the target mailbox database.

7. Confirm that the messages that were sent and received before backup was taken are restored successfully from the mail client
software.
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7.3 Recovering Mailbox Data with GRT

With the Granular Recovery Technology (hereinafter called GRT), it is possible to recover the individual mailbox data with an easy

operation.

To recover the mailbox data with GRT, perform the following steps:

1.  On the Backup server, create the restore job. Select [Source]->[Selections] on the Job Setup window, and expand [All
Resources]->[mailbox server name]->[Microsoft Information Store]->[storage group name]->[backup date]->[mailbox
name]->[target account name], and then select the mailbox recipient(s).

2. Do not change the settings of [Settings]->[Microsoft Exchange].

3. Click [Run Now] to start the restore job.

4. Confirm the successful completion of the restore job.

Restore Job Properties

Source
Selections
Resource Credential:
Device
Destination
File Redirection
Microzoft SGL Redirection
Microsoft Exchange Redirection
Microzoft SharePoint Redirection
Oracle Redirection
DB 2 Redirection
Enterprize ¥ ault Redirection
Widware Redirection
Microzoft Virtual Server Redirectior
Seltings
General
Advanced
Metwork and Security
Pre/Post Commands
Microsoft SEL
Microsoft Exchange
Microzoft SharePoint
Microsoft Active Directory
Latus Doming
Oracle
DeZ2 i
Enterprize Y ault
Metwiare SMS
Linux, Unix, and Macintosh

NDMP

“hd i ara birkal Lnfractch re i
<i | »

|»

r Selections
Selection list:
Festore 00058 =l Load selections from existing list.. | I Include subdirectories
v Show file detail
Search Catalogs... | Include/Exclude. . | :: 5 DU_\I B EEEE
v Preview pane
geanning [ ereaoms ¢ NS R g
backup date: backup date:
Wiew by Resource | Yiew by Media I Yiew Selection Details I
= Q All Resources Al _Mame Size | Ty«
7] E R200S3EXCH2007 . RX3004,LOCAL B e e Me
-7 3R grosoﬂ Information Store 4 Deferred Action Me
First Storage Group @ Finder Me
- AFD 712112009 9:06:24 AM (Offhos 2 Freehusy Data Ml
= % gl EﬂalIBoxb B Reminders Me
. = e [oexec] eyt B schedule e
7
[ 5h rx200s3EXCH2007 B6L % ghmtlc"'ts :‘
5 rxz00s3ERCHZ007 B & posler Queue y
5B r200s3E4CH2007 Bol Lo;Eolsearch g M
[ rxe00s3EXCH2007 B6 B T.DD of Informati... Me
[ EY r200s3EXCH2007 B61 B views Me
[5H re2ns3EXCH2007 B 1 B4 <No Subject» KB Me
1 M eennnescweunnng oo || R B #hln Sobierts KR ML
1] 1] | 3
r20053EXCH2007 BE11FESC-LGU000000 [b611fesc-lqu000000] =
General |
Date:
Twpe: Mailbox
Mame: 2005 3EXCH2007 BE11FESC-LGLI000000 [bE1 1feSc-lgudooona) -
Bun Mow I Help |

Figure 46 - Backup Selections Window (Individual Mailbox selection)

5. Start mail client software and confirm the messages are successfully restored.
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7.4 Recovering Mailbox Data from RSG
Backup Exec supports recovery from the Recovery Storage Group (RSG) provided by Microsoft.
To use the Recovery Storage Group, perform the following steps:

1.  On the Exchange server, double-click [Disaster recovery tools]->[Database Recovery Management] on the Exchange
Management Console to start the Troubleshooting Assistant.

P& Exchange Management Consoale =]
File Action Yiew Help
&=

£3 Microsoft Exchange = Toolbosx 0 Actions
Jass| Drganization Configuration

= i Toolbox -
= 5] Server Confiquration Configuration management tools 1=
i- Mailbos: _ ‘% Open Tools Websit..,
_33) Client Access ;& Eest Practices .\_lnalyger View ,
- Hub Transpart ¥ Checkthe corfiguration and health of your Exchange topology
iL-, Unified Messaging €4 Refresh
= S) Recipient Configuratian D Details Templates Edikar )
@ Mailbas: Allows management of Exchange Server 2007 Details Templates, @ 2006, .. Help
2 Distribution Group ) _ Database Recovery M... =
2] Mail Cortact j Public Folder Management Console _ _
@ Disconnected Mailhox Allovs management of Exchange Server 2007 Public Folders, © 2007 Mic... é Cpen Toal. ..
& Taolbox Help
Disaster recovery tools

- ? Database Troubleshooker
oood| Troubleshoot stare mounting and other database-related problems

Mail flow tools

- Mail Flow Troubleshooter
= Troubleshaoot mail flave and transport-related problems

. Message Tracking
" Examine messaoe tracking loos LI

Figure 47 - Exchange Management Console Toolbox Window
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2. Click [Manage Recovery Storage Group]->[Create recovery storage group] to create the Recovery Storage Group.
& Microsoft Exchange Troubleshooting Assistant
M 2 M & el
Microsoft Exchange Troubleshooting Assistant 14 Windows Server System
|
[ welcome .
Enter Server and User Information
[ Select a task
O Restart curent task Enter an identifying label for this activity: |
[ Select a result file to view
[~ Perform analysis of raw data files [ignore server and credentials entries below)
E “iew a report
See also Exchange server name [required]: |[320033egch2007|
[ The Exchange
Lgﬁfﬁmgf&ng Domain contraller name [required): Im30032.1 99,1300, local
[ sbout the Exchange
Troublezhoating
Agzsgistant P
[ Send feedback and \\_’) Show advanced logon options
suggestions about this
toal to Microzaft [~ Hide informational display
] Updates and Customer Selecting thiz option will zkip the individual databasze analysis rezults and recommendations and go to the File Header Summary page.
Feedback
Steps:
Mext
Getting Fun [nformation E] =
Select Task
Checking if running on Edge Tral
Fiead Registry Information
Enter Server and User Infarmatio
o o
22007 Microzoft Corporation. All rights rezerved.
Figure 48 - Troubleshooting Assistant Server and User Information Window
3. Create the restore job on the Backup Exec Job Setup Window. Select the same items [Resource]->[Selections] as a normal
database restore job.
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4.

8.
9.

10. Confirm that the messages are restored successfully using the mail client software.
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-Redirect Exchange sets

Select [Destination]->[Microsoft Exchange Redirection], and check the following boxes:

-Redirect using Volume Shadow Copy Service (VSS) snapshot provider

-Redirect to Recovery Storage Group (RSG) [Exchange 2007 only]

Restore Job Properties

Source -
Selections
Resource Credential:
Device
Destination
File Redirection
Microzoft SGL Redirection
Microsoft Exchange Redirection
Microzoft SharePoint Redirection
Oracle Redirection
DB 2 Redirection
Enterprize ¥ ault Redirection
Widware Redirection
Microzoft Virtual Server Redirectior
Seltings
General
Advanced
Metwork and Security
Pre/Post Commands
Microsoft SEL
Microsoft Exchange
Microzoft SharePoint
Microsoft Active Directory
Latus Doming
Oracle
DeZ2 i
Enterprize Y ault
Metwiare SMS
Linux, Unix, and Macintosh

NDMP

“hd i ara birkal Lnfractch re i
<i | »

i

r

~ Microzoft Exchange Redirection

v Redirect Exchange zets

Server logon account:

Festore to server: I

|System Logon Account

Redirect using Yolume Shadow Copy Service [W55] snapshot pravider

LChange |

" Redirect to Storage Group and Database [Exchange 2007 only]

Fiestore to Storage Group: I

Fiestore to Database; I

* Redirect to Recovery Storage Group [ASG] [Exchange 2007 only

(" Redirect to diive and path [E xchange 2003 and 2007)

Frestore to diive: I

Fiestore to path: |

Fiedirect mailboxes or public folders

% Bedirect mailbos sets

Fiestore ta mailboz: I

I ailba logen accournt: |Sy3tem Logon Account

Change | [Clear |

" Fledirect public folder sets

Festore to public fiolder: I

Fublic falder logon accaunt: |System Logon Account

Chanage | Clear |

Bun Mow I

Cancel | Help |

2

Figure 49 - Restore Job Microsoft Exchange Redirection Window

Do not change the settings of [Settings]->[Microsoft Exchange].

Click [Run Now] to start the restore job.

Confirm the successful completion of the restore job, and then mount the mailbox database of the Recovery Storage Group.

Start the Troubleshooting Assistant from the Exchange Management Console.

Select [Manage Recovery Storage Group]->[Merge or copy mailbox contents], and then merge the mailbox database.
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8 Conclusion

With the combination of Exchange Server 2007, Backup Exec 12.5, and ETERNUS VSSHP, a highly protected messaging environment
is created on the Fujitsu ETERNUS disk storage system. This combination provides the solution for high-speed backup without any
system interruption, and the flexible recovery of both full mailbox restores and individual mailbox recovery.

8.1 Summary of Configuration Tasks
1. Allocate the Exchange mailbox database and log on the ETERNUS disk storage systems.
2. Install the ETERNUS VSSHP on the Exchange and Backup servers.
3. Configure VSSHP to take a SnapOPC backup of the mailbox database and log on the Exchange servers.
4. Configure the Backup server to recognize SnapOPC target volumes
5. Install Backup Exec 12.5 on the Backup server and Backup Exec 12.5 Remote Agent on the Exchange servers.
6. Create and execute an Off-Host backup job on the Backup server.
7. Restore and recovery with Backup Exec functions:
a. Restoring from an Exchange backup
b. Recovering mailbox data with GRT

¢.  Recovering mailbox data from Recovery Storage Group
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Appendix A: References
VSSHP
e  Software Information ETERNUS VSS Hardware Provider 1.3.0

e  http://www.fujitsu.com/global/support/computing/storage/system/vsshp.html

Symantec Backup Exec

e  Symantec Backup Exec 12.5 for Windows Servers Administrator’s Guide

e  http://www.symantec.com/business/products/family.jsp?familyid=backupexec

Microsoft Exchange Server 2007

e  http://www.microsoft.com/exchange/default. mspx
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Appendix B: Glossary

ADBO

Advanced Disk-based Backup Option
CAS

Client Access Server
CCR

Cluster Continuous Replication
COwW

Copy On Write
GRT

Granular Recovery Technology
HBA

Host Bus Adapter
HUB

Hub Transport Server
LCR

Local Continuous Replication
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LUN
Logical Unit Number
MAPI

Messaging Application Program Interface

MB

Mailbox Server
OPC

One Point Copy
RAID

Redundant Array of Inexpensive Disks
RSG

Recovery Storage Group
VS§S

Volume Shadow Copy Service
VSSHP

VSS Hardware Provider
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