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shaping tomorrow with you

Enterprise & Cyber Security

Advanced Cyber Security with AA and Al
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Fujitsu Enterprise & Cyber Security (E&CS) FujiTSu

» Security Threat Today
» Fujitsu E&CS

» Cyber Security with
Advance Analytics
and Al

» SAMURAI

T o G L, S - ;

O O H O
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®
Threatscape and I
Opportunities

Americas
Enterprise and Cyber Security
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Acceleration of Threat Evolution... FUjITSU
..Demands Fundamental Change

User and Entity Behavioral Analytics (UEBA) Market Threat
Intelli .
Invention of Prevalent use Trf]weealtgence
Invention of Stateful of Antivirus, URL Filtering, NGFW, Prevention,
Firewall Inspection VPN, ISPs UTM Sandboxing Mobile Security
25 20 15 10 ) :
years ago years ago years ago years ago NOW OU[ g |Oba| InVEStment

in Enterprise and
Cyber Security is helping

1998 2006/ | 20102012 2016 companies respond to
Melissa WikilLeaks DDoS | Malware Yahoo |
Attacks: Hack this demand for
Stuxnet
1988 2 SCAD 2013 202
1960 AN AR i o fundamental change
o g0 2003 2007 2011 2GR 20 | | PR
Green Card Anonymous Zeus Stolen Bitcoin  Driverless
Lottery Formed Trojan  Authentication Recent Cars
Information DDoS Hacked

Attacks

The need for more adaptive tools leveraging Al and Global Threat Feeds that are capable of evolving at the pace
of the threat without defined architectural limitations or scalability issues of past solutions is at an all time high
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Threatscape FUJITSU

More than 7 million cyber attacks occur every day.

Ransomware attacks will cost $1B this year

Health care fraud costs the US tens of billions each year. Some
put it close to $100B a year

There will be 20 billion connected devices by 2020 - all
interacting with the cloud

Virtual sensors resulting from social media sentiment tracking
will add exponentially to the multitude of data and complexity

The global cyber security market will continue to grow a and |s
projected to reach $202B by 2020 5
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Enterprise Security is Job Security FUJITSU
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No. 1 Attack Vector:

Weak or Compromised Passwords

814

of Data Breaches are caused
by weak, default, or stolen
passwords

- 2017 Data Breach Industry Forecast
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"It takes 20 years to build a reputation
and five minutes to ruin it.”

- Warren Buffet

SONY

Emails Exposed, Senior
Management Ousted




Cyber Security is a business necessity today FujiTSU

Artificial Internet
Intelligence (Al) of Things (loT)
/”,——>~\\\\
|:::| - Data
. N =
Knowledge Cloud ‘ / o N CEER G s e i
Inte ratlon N i J/
9 Big Data/, o2 et Customer
A RS o Proposition

a Security
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Connected Security Shield FujiTSu

Security
Information

and Event
Management

Enterprise & Cyber Security Portfolio

Comprehensive portfolio provides security protection across
the enterprise

SIEM is the core for our connected security services and
supports each of the four areas for security protection by
providing single pane of glass actionable visibility

Governance surrounds the shield to guide policies and
practices to manage risks and ensure compliance to
industry standards like PCl, HIPAA, & GDPR

Customers may choose to benefit from Fujitsu services
starting in any one of these six essential security domains

Fujitsu is able to advise customers by developing roadmaps
to immediately address their most urgent cyber-security
threats, followed up by build and management services

12 Copyright 2018 FUJITSU



Fujitsu Americas ECS Key Offerings

ADVISE BUILD RUN

Independent, comprehensive reviews Customized, business-

of architecture and security controls, environmentally sensitive
including: approaches to design and
implementation, including:

Providing cost effective alternatives
for Security as a Service delivered
from iSOCs, including:

= Managed SIEM
= Network and Perimeter Security
= Vulnerability Management

= Biometrics Consulting

= Compliance Consulting

= Security Assessment

= Roadmap Development

= Privacy Assessment

= Secure Development Lifecycle

= Data Governance/Data Loss
Prevention

= |nstallation and Integration
Services

= Network Architecture and Design

. _ . = |dentity Access Management
= Security Architecture and Design

= Network Data Loss Prevention

= Database and Server Hardening - el e

BIOMETRIC IAM THREAT DETECTION ISOC
W McAfee g ; inf
= ~ QUALYS ALIEN vAULT #Recorded Future Check Point
FU]ITSU %: /Symantec @ Conmusios Secumry 2 Lothythm - g SOFTWARE TECHNOLOGIES LT

<=~ Fore

o8
FUJITSU
PRODUCTS/SOLUTIONS

Best of breed integrated solutions from
our select vendors, including:

= SAMURAI Platform™
= RoboSOC™ (SOC in a Box)
= Endpoint
= Anti-Malware/Ransomware

= Encryption
= Data Loss Prevention

= Network Access Control (iNetSec)
= Firewalls

= Trusted Identity-as-a-Service™
= Biometrics-as-a-Service™
= Security loT Platform

NETWORK

@FireEye

paloalig

www.fujitsu.com/us/solutions/business-technology/security/security-services/
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Fujitsu Global SOC FUJITSU

EMEIA
EMEIA FI Helsinki
UK Warrington O
OO EMEIA
DE Neckarsulm i .
O O Americas
US Dallas
India
O Asia Americas OAnje.ricas
Singapore Costa Rica Trinidad
Oceania
Australia
Fujitsu SOC provides Managed O S0C

Security Services (MSS) globally
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Offering Portfolio FUJITSU

Intelligent
Security

Operations
Centers

Americas
Enterprise and Cyber Security
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SAMURAI Platform™ (Protect, Detect, Correct)

Security Advanced Monitoring & Unified Remediation with Artificial Intelligence

Threat Intelligence

Gateway Anti-Malware

o8
FUJITSU

Publishers ASBfl\c/;l)Tl
. (ATD, MWG, GTI, OTX)
Certified [ Network N [ 0o N\
Partners
AVEeCto &a Gheck Point
:*LogRhythmr JUHLBQI [i%?lUBDSDC ] ©
(VirusTotal) n Af E30] FU]ITSU
STIX/TAXII -
CATEee i |
U Together is power. prOOprInt' . 3l
technologies
m SECUREAUTH palo Biome{trics

FUJTSU =:ATINET.
(v |NetSec

NETWORKS

splunk>

CISCO.

.lll.lll./

| Da\n)ss
Pre ion

Al

Incident/
Ticketing

etect

(Unknown Malware

(=N
End E
Sec ec
Data Loss
|cs oreﬁcs FTEEMTEND
Fujitsu Al Fujitsu Al
16
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Fujitsu Trusted Identity-as-a-Service™ (Trusted IDaaS) FUﬁTSU

Fujitsu Trusted Identity-as-a-Service™ (Trusted IDaa$) is a set of Identity & Access Management offerings to
allow the right users with access to the right systems, applications, data and resources (for the right
reasons), delivered on an ‘as-a-Service' basis.

Capable of being hosted in a multi-cloud environment, it enables convenient access to resources in
heterogeneous IT ecosystem, while alignment with applicable compliance requirements in a context aware
manner. This includes multiple features and functions such as:

= Authentication through traditional username / password = Identity Lifecycle Management

= Stronger methods such as Multi-Factor, including = Self-Service capabilities including Password Reset
Biometric, authentications = |dentity Management related applications & acceptance
= |[dentity Federation workflows

= Single Sign-0n (SSO)

Trusted Identity-as-a-Service™ (Trusted IDaaS) also supports and secures the next generation “Internet of
Things” (loT) and Machine-to-Machine (M2M) communications through the establishment of identity for

the devices participating in the network.

17 Copyright 2018 FUJITSU



ECS Americas

Fujitsu Trusted Identity-as-a-Service™ (Trusted IDaaS)

Use Cases

= Multifactor SSO
= Token replacement
= VPN & Secure Login
= Password reset
= Physical Access Control
= Out of Band verification
= Authorize payment
= Patient Check-in
= Business partners
= MedClick™ - FDA Cleared
= Secure DirectClick™

* Single or bulk onboarding of individuals
= loT DNA Use Cases:

= llot - Industrial loT

= OT - Operational Technology

= |CS - Industrial Control Systems

= Authenticating loT Firmware Upgrades

Size and Capabilities

= 100s of Users
(T2

= 100s of Millions of Users

Only pay for current user base
‘Pay as you grow’

Modalities
= Face
Access Channels = Voice
= Finger
= Online = PalmSecure
= In Person = Palm Image (APM™)
= Tablet « Iris

= PDA - 10S, Android, MS

18
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Biometrics-as-a-Service™
loT DNA

= Future Proof

On Premise

Industries

= Manufacturing
= Financial Services
= Retail
= Comms & Utilities
= Transportation
= Healthcare
= Education
= Federal / State & Local
= Internal
= (Corporate
= External
= Customers
= Business Partners

o8
FUJITSU

Onboarding
= Fully digital, secure, compliant
Digital Identity using a
customer's smartphone or tablet

= Ownership of PIl Data remains
with the customer

= Blockchain integrated and FIPS-2
level 3 compliant

= Real-time authenticated data
updates in secure digital vaults

= Integrated customer ecosystem
enabling secure productization

= Industry agnostic, globally
relevant with live client market
adoption

Integrations

= ServiceNow & SecOps

= SAP

= Salesforce

= 0365 & Active Directory
= (A

= |BM

= Aruba

= [oT.nxt

Copyright 2018 FUJITSU
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Offering Portfolio FUJITSU

Biometrics-
as-a-Service

Americas
Enterprise and Cyber Security
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Threatscape for Biometrics FUjITSU

The USA has the 3™ highest rate of e-commerce fraud in the world, more than Nigeria®

B2~ 10 o P B The use of stolen card data to pay for
A ssvord B ngerpint ] Voke merchandise on websites, in mobile apps
T pAsP < and by dialing call centers surged 40 percent
( - T last year™
|

® In 2015 alone, $15 billion was stolen from

JHW 13.1 million American consumers**8

B |dentity Theft™™" Health care fraud costs the
United States tens of billions of dollars each
year. Some estimates put the figure close to
$100 billion a year

B The typical organization loses a median of
5% of annual revenue to fraud™ ™"

I Voice Verified |
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Fujitsu Biometric Offerings FUJITSU

Capabilities to deliver the right solution for each customer

= Biometrics Consulting
= Biometrics Health Check
= Product & Performance Evaluation
= Biometric selection
= Architectural Assistance

= Systems Integration

= Hosting and Cloud Services
= Biometrics as a Service (BlOaaS)

= Products
= Fujitsu & Trusted Partners

21 Copyright 2018 FUJITSU



Cloud-based Biometrics-as-a-Service™ FUJITSU

The Fujitsu multi-modal Biometrics as a Service is a massively
scalable secure solution that is capable of running in a variety
of ways:

= Complete Identity Management as a Service
= Securely store all Biometric and Biographic information in the cloud

= Anonymous Biometrics as a Service
= No Personally Identifiable Information (PII) leaves the organization

= Anonymous Biometrics matching service
= All information is stored in house and only the Biometrics being
matched are sent to the cloud
= Flexible design to integrate new Biometrics technologies
= New biometrics can be added to existing identities

22 Copyright 2018 FUJITSU
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Offering Portfolio FUJITSU

Secure
DirectClick™

Americas
Enterprise and Cyber Security
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Secure DirectClick™ High-Level Overview FUjITSU

Embedded encrypted instant communication and data transfer solution for enterprise
grade contact centers, help desk and sales / marketing organizations

= The user clicks and is securely connected to the desired

, Secure DirectClick™
end—pomt Powered by FUJITSU :
= Patented Visual Directory allows user to select from P
various contacts and/or departments FU ]ITSU et T (Y
§ ; ¥, s : L g tented visual direct
= Communications are initiated right within the oear e
browser or application oo T 7 ey
m“]su Gen;r?.gTUSpor; - irectly, from any device
= No plugins or software downloads required oo HClpDeSk_
= Uses 256-bit encryption key over Secure Sockets Layer sy Ush e sire
(SSL) and Transport Layer Security (TLS) i UsA vt
= Utilize Analytics Platform to Drive Business Performance iy 'Nf;fggnat'zﬂg'&;ppo“
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Back End Data Analytics FUJITSU

N
Murnber of Calls Map Satellite a i
160
1 United o]
8 Kit',dom i
Irel | L Paland v 4
120 ac S ¥
- PR UK
&1 E Franc: 2o nia‘:‘
&0 - NE i W I o o |
a0 T J«ted SL/:QS MO wviHE Poruaas Gréece Turkey Turkmer
oK J i) ke Sy
] 2 itia Tunisia
0 M Iraq Iran
. A a A A 4 a a & A 4 4 = _ Algeria Liby Egypt *
) ) & & & ) ) & sulf estér 3
& o > ey o ¢ & o &' o o & Mexico | e e 1 < - .
~ = Cuba \ Do
L) \:f’e ) Mauritania | ,,_,, s { Map data ©2018 Google, INEGI Ivmw f U
Fast Facts Fast Facts
Avg Calls/Day : 1.0 Peak Hour : 500 EST Avg Calls/Day : 2.7 Peak Hour: 5:00 EST
Mobile:Web Ratio : 3.57:1 Avg Call Length (mins): 0:24 Mobile:Web Ratio : 1:8.84 Avg Call Length (mins): 3:54
Successful Calls: 162 First Time Callers : 202 Successful Calls: 2607 First Time Callers : 3049
Total Calls: 393 Avg WoW Call Growth : 841.92 % Total Calls: 3049 Avg WoW Call Growth : 364.86 %

Data capture and analytics for improved business decisions and customer care

= SDC captures and displays data about the caller in real time

= Session information and data can be used to understand customer concerns and optimize customer service

= Solution can be integrated into your CRM system to leverage existing customer profiles for faster, personalized service and

improved marketing / sales lead generation
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Customer Success Example: Retail Company FujiTSU

Before

8YY # Inventory: 36+

Avg. per minute cost: $0.3027

Global reach: 84 countries

AHT: 30+ minute average

26

After

Single universal button
$0.0175/min (94% reduction)
195 countries (2.3X more penetration)

Avg. 3-6 minutes (80% reduction)

Copyright 2018 FUJITSU



s
Offering Portfolio FUJITSU

Securing the

Enterprise using
loT DNA and

Biomeltrics as a
Service

Americas
Enterprise and Cyber Security
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What is loT DNA?

The Internet of things (loT) is the network of
physical devices, vehicles, home appliances and
other items embedded with electronics, software,
sensors, actuators, and connectivity which enables
these object to connect and exchange data.

Each thing is uniquely identifiable through its
embedded computing system but is able to
inter-operate within the existing internet
infrastructure. - Wikipedia

loT DNA is the unique signature of an loT device that
can be used to identify that device as it is connected
to the enterprise. Each loT device has a set of unique
characteristics and identifiers that make up its DNA.

28
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v What is OT ?

OT Systems Examples

= Supervisory Control and Data Acquisition (SCADA)
* Process Control Networks (PCN)

* Distributed Control Systems (DCS)

« Manufacturing Execution Systems (MES)

= Telematics

* Robotics

* Facilities Management/Building Automation Systems
= Fleet Management Systems

[1] https://www.gartner.com/doc/3786163/market-quide-operational-technology-security

v" Targeted OT/ICS market

loT has a broader meaning and our target is
possible subjects of managed service, such
as lloT(Industrial loT), OT(Operational
Technology) or ICS(Industrial Control System).

Copyright 2018 FUJITSU
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What Role will loT Play in Enterprise Security? FujiTSU

= Examples include:
= |loT - Industrial loT
= OT - Operational Technology
= |CS - Industrial Control Systems
= How do you identify the devices on the
Enterprise network?

= How do you identify who has permission to
use them?

29

Market forecast from 2017 to 2022

ICS Security Global Market

$10.2 $11.3 W EX

Billion Billion Billion
by 2017 by 2019' by 2022'

CAGR(2017,2022)2 6.3%

http://www.marketsandmarkets.com/PressReleases/industrial-control-

systems-security-ics.asp

https://www.gartner.com/doc/3840570/forecast-analysis-information-
security-worldwide

Copyright 2018 FUJITSU
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loT DNA and Biometric Authentication FUjITSU

= Use (Cases
= Dynamically identifying devices that connect
to the Enterprise

= |oT to loT - authenticating devices that talk to
each other

= User to loT - users that have permission to
interact with loT device(s)

= Platform Requirements

= Biometrics as a Service - supports both loT
DNA and user identification and
authentication

= lol.nxt, ZinBox or equivalent - supports loT
protocol integration

30 Copyright 2018 FUJITSU



Fujitsu Incident Resolution o
AA and Al Maturity Model and Vision FUJITSU

. . * Al respond to known and unknown Iv
Incident Resolution incident types Humans only for

all handled by Al * Al automatically creates response exception cases
process and automatedsteps

Machine Assisted * Machine assist in de(\jfeloping . New automations
Q response process andautomate .
Automation Development steps (validation, triage) more quickly

Handle new scenarios
automatically

Machine Assisted . Ianntgl‘!jiggln;tirfscommendations based on learning user-behavior Respond faster and more
Incident Resolution « Automated decisions on statistical probabilities from results acCcurq tEIY
and user-behavior

Advanced Incident * What incident types to automate next Where to invest the
« What response process to automate !
time and effort

Resolution Analytlcs » What decision tree process to optimize

Disclaimer: Fujitsu Systems at its own discretion may update the roadmap based on changing business and market drivers
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Fujitsu Advanced Analytics & Artificial Intelligence  »
(AA and Al) =

The Fujitsu AA and Al platform, at its core, is a problem-solving enterprise automation solution
focused on Machine Reasoning and Machine Learning.

With our AA and Al offering we enable a fundamental shift in your organization on the
following four areas:

= Reduced Cost - Automation has been proven to bring in at least 50% cost savings on the processes
it touches and yields recovery of 25-40% of the entire IT operating budget

= [mproved Efficiency - Automating with Fujitsu AA and Al results in reduction of processing time with
an average of less than 3 minutes

= Graphed Data - Data availability creates many opportunities for optimizing business which are
dependent on indexing atomic information

= Designed for Change - The Fujitsu AA and Al platform can manage legacy systems, adapt with
modernization and leverage knowledge through change

32 Copyright 2018 FUJITSU



To contact the Fujitsu Security Team: FUﬁTSU

Telephone: 800.831.3183 or 408.746.6000
Website: www.fujitsu.com/us
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Secure DirectClick™ for VolP protection

o8
FUJITSU

Secure DirectClick Enables Customers to Securely Contact Businesses from any Internet-connected Device

What is Secure DirectClick™?

Patent-protected cloud telephony solution that
enables secure and free global communication

Businesses place secure, instant call buttons on
their website, app, or any digital touchpoint

Unlike Skype, WhatsApp, Facebook Messenger
etc., there are no logins, plugins, or software
downloads required - customers just click and
connect!

Captures real-time data about each inbound call
such as IP address, call initiation source, website
session ID, cart information, call duration and
much more

Managed through a self-admin panel from which
users can generate call buttons within minutes

What can it do?

L

Ccustomer Ul

Encrypted

Securely ties together voice, video, messaging, and

data

Works with any existing phone system (SIP or
PSTN) with no development work/knowledge
required (unlike Twilio)

Integrates with the business's contact

management system to leverage customer profiles

for superior service

Geo-location and smart call routing available to
route to specific reps or locations based on
customizable set of criteria

Patented visual directory feature allows users to
navigate to specific rep, department, location or
specific end-point for more direct contact

FUJITSU Secure DirectClick™ is a completely
secure, embedded calling solution that
enables encrypted, instant communication
and data transfer through any website or
mobile application.

Security

® VolIP calls are placed through secure WebRTC
channels to any phone number of business’
choosing, anywhere in the world

B FUJITSU Secure DirectClick™ uses 256-bit
encrypted key over SSL and TLS while leveraging
an additional 128-bit encryption for browser-
based communication to provide secure voice
and data transmission

® Ability to mask numbers and block specific IP
addresses

Host

Host Ul

Encrypted

Voice, Video, Data, SMS

Server
35

Voice, Video, Data, SMS
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The Fujitsu Difference with AA and Al FujiTSU

)

&

Unified Incident Process Automation Playbooks and Enterprise-Class
Response Experience Orchestration Automations Capabilities

Single pane of glass for Consistent and standards- Powerful human-quided Prebuilt processes and Scalable, redundant and

all Incident Response based process guidance, automation and end-to- automations with most available on-premise or in the
tasks, investigations, processes, decision trees and end automation to common security and IT cloud with proven success in

automation and notes. instructions based via automate incrementally systems and “no code” the most complex and largest

SAMURAI ™ and pragmatically. automation design tools. organizations.
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Fujitsu Security Operating Model with AAand Al rujitsu

- Fujitsu Artificial Intelligence
SAMURAI™
8 Advanced Analytics

External
Intelligence

A
Governance | ISMS Organization
Alignment >

Intelligence

Reporting
& Analysis

Vulnerability
Da ta . . ops . . .
Core Device Compliance | Vulnerability Incident Continuity Business
Security View
e Q \/
A

Aied pnyl % jeusaxg

Security Architecture

Context Change Data Identity Data | =
A

Management
View
Intelligence m Packet Capture Vulnerability | ¢ _
Operations
A View
T picaton || teworc || platoms || vata | 2
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Assessment




ujitsu Maturity Model

Value & Effort to achieve

Disinformation

Disparate Sources of Data

Inaccurate and Reactive
incomplete data
Ad-hoc manual
Static out of date Processes
procedures

High level of

Endangered Firefighting

decision making

High Levels L1
escalations

Basic Task-level
Automations,
Scripting

Point to point
integrations

o8
FUJITSU

Proactive
Human Guided

Intelligent
Automation

Service
Orchestration

Few escalations

/

Connectivity & Aggregation

Stage 1
Reactive Ad-hoc

Stage 2
Basic Automation,
scripting, integrations

38

Orchestration

Automation

Stage 4
Human quided Intelligent
Automation
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Next Generation iSOC using Advanced Analytics

& Artificial Intelligence for Cyber Security

Automating iSOC operations through Advanced
Analytics and Artificial Intelligence providing a
360° view of your environment

CONFIDENTIAL R S e p 88 Copyright:2018 FUJITSY C .



Next Generation iSOC: Fujitsu SAMURAI™ Platform  rujitsu

Security Advanced Monitoring and Unified Remediation with Artificial Intelligence

The Solution We grow as you continue to grow
= Breaking silos by automating and reusing knowledge = No vendor lock in as an open the APl enables you to integrate into
around vulnerabilities and exploits on all layers of the IT the platform as you grow
stack = Bridge the gap on IT modernization as we support your legacy
= Machine Learning End-to-End SIEM platform focusing on services and newer services across all IT layers to enable agility
analysis, remediation and human/machine collaboration = (onsistent quality levels that enhance your path to compliance and
= Qperates in a Multi-Tenant, Legacy, Cloud and/or Hybrid reduce risk

environment while built to support loT

= Pattern recognition engine enabling a proactive approach
to security management

Key Al enabled functions

= Real time monitoring & management
= Logs, response and remediation
= Reporting and a consolidated view

= Security analysists & professionals knowledge retained and
leveraged, all via our Al platform

= After- Action Analysis
= AA and Al backed forensics and investigation

41 Copyright 2018 FUJITSU
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Fujitsu E&CS Standard Security Offerings

Fujitsu offers a full spectrum of
standard Cyber and Network
Security offerings

CONFIDENTIAL 42 COPYRIGHT 2016 FUJITSCopyrightt2018 RUJITON c .



Fujitsu Global Security FUJITSU

Global SOC Headquarters (Japan)

*Total service management
*Business-related operation

l-----------J
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What Makes Us Different FujiTSu
o

Customer Partnerships

S customized solutions to enable
3!: your business 40+
Cyber Intelligence Platform Over 40 Year Experience
delivering advanced cyber in design and delivery of large scale,
intelligence 24 x 365 iSOC security services for public and private

sector customers

S n

Security Across the IT Lifecycle
Fujitsu designs, delivers and manages
the full IT lifecycle, with strong
engagement from security throughout

Cutting Edge Vendor Technology
through our own R&D and our
collaborative vendor partnerships,
Fujitsu is a partner for now and the
future

L, Copyright 2018 FUJITSU



FAI Security Offerings

ADVISE BUILD

= Compliance Consulting = Endpoint Protection - Anti-Malware

= Security Assessment = Endpoint Encryption

* Roadmap Development = \/PN Services

= BC/DR Review, Design = |ntrusion Prevention & Detection (IDS/IPS)

= Endpoint Data Loss Prevention

= Web Content and URL Filtering

= Data Encryption and Key Management

= Advanced Threat Detection and Protection
= (Cloud Access Security Broker (CASB)

BIOMETRIC AM THREAT DETECTION 1SOC

ALIEN VAULT

ca U McAfee @y Quatys BN goesron

(2]
FU]]TSU technologies lsymantec T '.Og Rhythm W'McAfee

45
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RUN

* Managed iSOC Services

= Security Information and Event Management
(SIEM)

= Firewall Management Services

= Vulnerability Management

= |dentity Access Management (IDAM)

= Penetration Tests

= Threat Intelligence

= Network Access Control (NAC)

= Web Application Scanning

= Security Incident Response and Forensics

NETWORK

Q 9160'5 PDOII'It <O Fi reEye
=~ Fore palo-‘k woRKE
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Fujitsu Advanced Analytics & Artificial Intelligence

Fujitsu take an agnostic approach to
integrating our AA and Al capability
with security platform vendors

CONFIDENTIAL 46 COPYRIGHT 2016 FUJITSCopyrightt2018 RUJITON c .



Fujitsu Advanced Analytics & Artificial Intelligence  rufitsu
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Fujitsu Advanced Analytics and o
Artificial intelligence (AA and Al) FOjS

Within Fujitsu Al:
Arc&ghf@: Manager of Managers™ = Single Pane of Glass via

multiple SIEM sources

= Common and complex
problem solving automation
and necessary action to

: | Fujitsu events

B s = Machine to Machine

interaction with limited to no

human intervention

= Resolution consistency via
automation

= 90% manual interaction
reduction on resolutions via

silogRhythm / e " automation
eV

ALIEM WAULT

Radar’ @ McAfee

Fujitsu Al (Artificial intelligence)

An HP Compan\\;

Supervised

Learning
*Neural Deep Convolutional

Al Machine

Learning | Networks Learning  Neural Networks

Unsupervised
Learning

splunk >
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Current-State Security Operations Challenges FujiTSU

Too many
events

Antiquated /

manual tools Shortage
Alert Fatigue

Ad hocresponse
Process/

coordination

Unsustainable operations and increasing risk profile
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Security Incident Response Landscape

Broad

Incident
Coverage

Limited

Knowledge

Mgmt

Repeatable processes, but limited scale
and speed

Broad Uses Cases Supported and Automate-ability
to greatly improve incident response times

Antiquated
and disparate End-to-End
processes Automation
| Tools
Existing
Manual
Processes
Save time, but limited applicability
Long Short

Incident Response Time
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Fujitsu Security: SAMURAI™ Capability Offerings FUjITSU

Security
Services
Security Endpoint
Management Protection

Endpoint
Detection &
Response

Threat

Neutralize Emerging Threats Sandboxing Fortify Critical Environments

Safequard Vital Data Threat

Data Optimize Security Operations
Intelligence

Security

Network
Security

Server
Security

Web
Security
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FAI Enterprise & Cyber Security (E&CS)

Unified Monitoring and Event Management Platform

Within Fujitsu AA and Al

Single Pane of Glass via
multiple SIEM sources

Common and complex problem
solving automation and
necessary action to resolve
events

Machine to Machine interaction
with limited to no human
intervention

Resolution consistency via
automation

90% manual interaction
reduction on resolutions via
automation

Avecto
Prevention

D

[ Endpoint

/

I Check Point

Detection

I McAfee

by Intel

=

& Check Point

Network

il Shocek ot
Monitoring

FUjiTsu Al
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Agenda

= Introductions & Objectives

= Fujitsu Cyber Security

= Current and desired situakion
= Qur understanding of ygur businesk

= Fujitsu Systems

= What we do, how we do that
= Demonstrations

= Fujitsu & Fujitsu
= Methodology and approach

= Next steps

o8
FUJITSU

Add to agenda format on slide 2
above...need clarification on what we
want the agenda to be

S

urity Offerings

= Fujitsu Artificial Intelligence based Cyber Security

= Next Generation iSOC using Artificial Intelligence

= Open Source “SOCin a Box" using Open Stack

= Biometrics Based Security

= Closing Statements / Q&A

53

Copyright 2018 FUJITSU



Our understanding of your business FUJITSU

Corporate objectives

N Jason not sure if you
Key strategies want this but added for fustomers
. for pro-active mitigation - getting ahead of the threat curve
your review

Key initiatives

The ability to:

. = Support accelerated growth AND varying demand, real-time and at pace across wide toolset and operations
Key success factors = Put the human at the center of it all, maintaining control, focusing collective brainpower
and challenges = Deliver accelerated resolution of all types of incidents with lower cost and/or less resources

» Remove laborious, repetitive, manual tasks by automating incident and event handling, analysis, diagnostics and triage
» Break down silos, share collective knowledge and enable operational staff to automate processes quickly and effectively

How Fujitsu can help
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FAI Enterprise and Cyber Security (E&CS)
“Threatscape”

There are over 7 million cyber attacks taking place daily.”

o8
FUJITSU

— — B Ransomware™* According to ZDNet, the
cost of ransomware attacks: $1 billion this
¥ ETNOSCOPE year

B [dentity Theft*** Health care fraud costs
the United States tens of billions of dollars
each year. Some estimates put the figure
close to $100 billion a year.

There will be 20 billion connected devices
by 2020 - all interacting with the cloud

® \Virtual sensors resulting from social media
sentiment tracking will add exponentially
to the multitude of data and complexity

The global cyber security market will
continue to grow and is projected to reach
$202B by 2020
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shaping tomorrow with you



