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Kamolpat Summote, CISSP, CISM, Security+, ITIL, is the Security
Consultant Team Lead at Fujitsu Thailand. He has worked in the 
cybersecurity field as a system engineer, security analyst and consultant for 
more than 15 years. His area of expertise include large-scale enterprise 
security issues, design policy and procedure, recruitment and training of staff, 
enhance level of  system protection, threat detection, and update of modern 
\technology and techniques. 
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Enhance  cybersecurity 
awareness training program
for employees.Refining

Company
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User : 111  Password : 111

Retweet 4.9k
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CMS Hacking (Content Management System)

Joomla!
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CASE
STUDY1 Application Vulnerabilities 

and Web Application Attacking

Government 
Agency

Education 
Institution

Enhance knowledge
on cybersecurity 
to reach efficient level.

Install web application 
firewall to block any 
attacking.

Cybersecurity Threat incidents
in Thailand
Cybersecurity shall be considered as the top priority for your enterprise by the combination of effective 
security governance and management, using the effective tools and staff skills including risk management 
approach, secure operation, and up to date system to reduce the vulnerabilities. These are essential to 
protect and guard your business against any negative impacts such as the loss of organizational reputation, 
loss of trust from data leakage and etc.

4 Cases

Install and update 
patch to overcome 
any  vulnerability 
(Patch Management).

CASE
STUDY2 Social threat & Fraud

& Cyber Crime

Enhance the cybersecurity 
awareness training 
program to share the 
cybersecurity knowledge 
with all employees.

Guide to Solution : 

Guide to Solution : 

Guide to Solution : 

Guide to Solution : 

Cybersecurity

The expected hackers found a 
vulnerability on Joomla of one of the 
websites. Then used the mentioned 
vulnerability to break into the system 
to attack other websites. The hacker 
created the new username / password 
and published their illicit possession on 
Twitter to prove the sites 
have been
hacked.

Business Email Compromise (BEC)
Spear phishing emails to trick the 
transfer of money to a criminal's 
destination account.

Deployment the Advanced E-Mail 
Security Solution System to 
combat with the BEC.

Attack campaign by fake email that
stores the malware to compromise
the hotel information system to get

the traveler's credit card
information.

Deploy the advanced 
threat/malware protection 
to protect the information 
system.

Deployment the 
Advanced E-Mail Security 
Solution System to 
combat with the BEC.

Security researchers found the customers 
data have been leaked to the public from 
cloud storage service of the main mobile 
operation of Thailand.

Cloud based 
services

Electronic 
transaction 
services

To do the cloud security 
assessment system.

Staff knowledge to manage 
the security of cloud services.
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