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Fujitsu Security - Advanced Threat Prevention Solution

Fujitsu Advanced Threat Prevention solution analyzes program behavior to proactively
protect against both known and unknown threats, observes the system events and
blocks programs that exhibit malicious cyber activity.

Features

m Monitor malicious threats and behaviors of malware embedded in attachment files and network connection followed by an analysis
of the potential threats.

m Generate reqular reports with in-depth analysis of malware behaviors for a better understanding of the threats involved.

m Provide professional security advices on how to tackle and eliminate the malwares within the IT environment.

Fujitsu Advanced Threat Prevention Model

1. Threat Detection

m Unknown malware that travels into internal
system are detected; network monitoring
observes network activities for malicious
behavior that has circumvented trusted
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* C&Cserver: Control server controls by sending out signs to infected computer after being attacked.
» Backdoor: It allows hacker to access secretly into computer without notification.



Why Fujitsu?

The explosion of more and more sophisticated
cyber threats means the impact of doing
nothing is huge. Fujitsu understands the
challenges faced by enterprises nowadays-
from not having enough insights of what's
roaming behind their corporate systems to a
lack of dedicated and skilled security team.

From early malware detection, fixing the
programs that exhibit malicious activity to
providing post attack support, Fujitsu brings

a complete end-to-end suite of security
solutions to our customers, ensuring a high
level of protection against new, unknown,

and emerging threats. We want to ensure
organizations are better prepared by sharing
insights and best practices into IT security from
leading experts around the world.

Fujitsu Total Support

Holistic security
solution as a service

We provide security
services and operation
solutions based on
customers' policies
and security control
requirements

Benefits

Visualization and
Analysis on Network

We continuously verify
ICT status against
threats in real time
even for malwares
that are unknown and
difficult to detect

Threat Analysis and
Control for Customer

¢~

O’E@

We protect customer from
threats through a dedicated
system that generates
comprehensive reports
with professional security
measure and solutions

m Better understanding of potential cyber threats that could lead to business risks
m Reduction of operational expenses and time spent on blocking malware
m Establishment of anti-virus structure to reduce threat risks

Leveraging on the advanced persistent threat and custom defense technology of Trend Micro, Fujitsu offers a holistic approach in tackling
and managing malware activities - from detecting the threats at an early stage, analyzing the behaviors to providing advices and support
on to how to stop the malware from disrupting your operations.

Service Content

Installation Service

Detecting Malware /

Aftercare Support
Operation Service
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Initial Setup,
Operational Configuration

Security Incident Notice

Advisory Report

Solution Support

Incident Response Support

* Preparation of requirements including design and installation
* Operations design

* Update and maintenance of APT at customer's site

* Immediate incident notification

« Supporting inquiries from detection results and reports
* Updating information about new security development

* Quarterly report of detected malware

* Inspection and analysis with prospective solutions against
suspicious malware detected on network
* **Update customer AV environment with custom signature
against detected threat

* Engineer support on-site to handle problems

This service only available for customers using Premium Onsite Response
Support. For more details, please contact Fujitsu.

What's next?

To find out more, contact:
Email: info@sg.fujitsu.com
Web: fujitsu.com/sg
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