
Why is Vulnerability Management Important?

Almost daily, we hear of vulnerabilities that are being announced 
enabling attackers, malware and rogue operators to compromise 
systems and services within the enterprise.

Many of these vulnerabilities allow access which can go 
undetected by traditional security controls and enterprise 
management tools.

Effective Vulnerability Management allows an organization to 
proactively gain and then maintain intelligence of the state of  
the assets within the enterprise. Discovery of vulnerabilities,  
and the subsequent prioritization of remediation actions,  
enable a holistic security/risk view of the enterprise that cannot  
be readily achieved by the use of other systems and toolsets.

Having intelligence of what has been deployed before, what  
exists now, and early intelligence of future problems provide a 
foundation to build confidence in the security of the enterprise.

Vulnerability Management provides a key enabler for managing 
the security risk and protecting the organization’s reputation  
and revenues.
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What do we Offer?

Fujitsu’s Vulnerability Management service provides a comprehensive 
solution, covering:

  Vulnerability Management
 Discovery – identify what is really on the network – systems, 

applications, services, ports, certificates.
 Assessment – scanning the discovered devices, systems and 

applications for vulnerabilities.
 Prioritize – rate vulnerabilities using a comprehensive, fully 

searchable knowledge base.
 Remediate – track vulnerability management actions, create 

patching lists and manage exceptions.
 Reporting – ability to create on demand customizable reports.

  Continuous Monitoring
 Continuously monitor internet services whether in your own 

DeMilitarized Zone (DMZ) or cloud service provider.
 Check for unexpected hosts/operating systems, expiring SSL 

certificates, open ports, vulnerabilities and undesired software.
 Deployment of Cloud SaaS, appliance or VM deployment options to 

suit every infrastructure requirement.
 24x7 monitoring on infrastructure and services.
 Scalable and tailored solutions to meet the organization’s specific 

requirements.
 Ability to facilitate regulatory (including PCI) and security 

compliance reporting for the enterprise.
 Data mining analysis and trending.
 Integration with service desk.
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Fujitsu’s Security Operations Center

Fujitsu’s state-of-the-art Security Operations Center (SOC) provides:
 Co-ordination of security monitoring and security incident 

management.
 Acute situational awareness through a broad view of the 

security threat landscape due to the breadth of the Fujitsu client 
base and the links with Cyber Security agencies and strategic 
technology partners.

 Ongoing support and tuning of technology platforms to enable 
the service to stay current against emerging security threat.

 Security event and incident-related information to better enable 
risk mitigation.

 Expert security advice and reporting.
 Compliance assessment and support of associated reports and 

remedial actions. 

Benefiting from Experience

Effective security that strikes the right balance between protection 
and productivity is driven by the implementation of an intelligent 
security policy. Fujitsu has a large number of skilled, qualified and 
experienced security practitioners and consultants, enabling us to 
offer a comprehensive portfolio of professional services, including:

 Security assessment, review and health checks. 
 IT Security architecture review and solution design.
 Business and service continuity review, design, implementation 

and testing.
 Identity and Access Management.

What’s next?
To find out more, contact: 
Email: info@sg.fujitsu.com 
Web: fujitsu.com/sg

Service Levels 

In today’s business world, security is a 24-hour a day requirement; 
Fujitsu provides round the clock service availability with a number of 
service level options designed to meet specific business needs.

Why Fujitsu?

 Over a number of years Fujitsu has built an enviable 
reputation for delivering global security solutions to 
public and private sector customers.

■ We have a portfolio of integrated managed security 
services covering the complete spectrum of Information 
Security and Data Privacy.

■ Our security expertise covers the complete solution life-
cycle, enabling us to help our customers assess their 
security requirements, design, build and operate security 
solutions and services.

■ Our services are backed up by our renowned global ITIL 
aligned service delivery capability, enabling us to 
provide an end-to-end service that can be integrated 
into an organization’s IT services.


