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[IPHiEHER]

teop:

95 packets sent

90 data packets (16322 bytes)

data packets (0 bytes) retransmitted
resends initiated by MTU discovery
ack-onlv packets (1 delaved)
URG only packets
window probe packets
window update packets
cont rol packet
156 packets received

87 acks (for 18322 bytes)

1 duplicate ack

0 acks for unsent data

72 packets (103 bytes) received in-sequence
completely duplicate packets (0 bytes)
old duplicate packets
packets with some dup. data (0 bwtes duped)
out-of -order packet (0 bvtes
packets (0 bytes) of data after window
window probes
window update packets
packets received after close
discarded for bad checksums
discarded for bad header offset fields
discarded because packet too short
0 correction requests
2 connect ion accepts
0 bad connection attempts
0 listen aueue overf lows
2 connections established (including accepts)
1 connection closed (including 0 drops)

1 connect ion updated cached RTT on close

1 connect ion updated cached RTT variance on close

0 cornect ions updated cached ssthresh on close
0 embryvonic connections dropped
87 segments updated rtt fof 38 attempts)
0 retransmit timeouts

0 conrect ions dropped by rexmit timeout
0 persist timeouts

0 connect ions dropped by persist timeout
0 keepal ive timeouts

keepalive probes sent
0 connect ions dropred by keepal ive
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udp:

icm

ipsec:

ipG:

76 correct ACK header predictions
B8 correct data packet header predictions

151 datagrams received

0 with incomplete header

0 with bad data length field

0 with bad checksum

0 dropeed due to no socket

74 breoadcast/mult icast datasrams dropeed dus to no socket
0 dropped due to ful | socket buffers

0 rot for hashed pch

i1 delivered

0 datazrams output

307 total packets received

bad header checksums

with size smaller than minimum

with data size < data lenzsth

with ip length > max ip packet size
with header lenzth < data size

with data length < header lenzth

with bad options

with incorrect version number

fragments received

fragments dropped (dup or out of space)
0 fragments dropped after 1imeout

0 packets reassembled ok

307 packets for this host

0 packets for unknown/unsupported protocol
0 packets forwarded

0 packets not forwardable

0 redirects sent

95 packets sent from this host

0 packets sent with fabricated ip header
0 output packets dropped due to no bufs, etc.
0 output packets discarded due to no route
0 output datagrams frasmented

0 frasgments created

0 datagrams that can’t be frazmented

0 tunnel ing packets that can’t fird zif

oo oo OoOOoOoOOoOoO

0 calls to icmp_error

0 errors not gererated 'cuz old messaze was icmp
0 messazes with bad code fields

0 messages < minimum length

0 bad checksums

0 messazes with bad lensth

message responses generated

irbound packets processed successful |

inbound packets violated process security policy
inbound packets with no 34 available

inval id inbound packets

inbound packets failed due to insufficient memory
inbound packets failed getting SPI

irbound packets failed on AH replav check

irbound packets failed on ESP replay check

inbound packets considered authentic

irbound packets failed on authent ication

inbound packets considered authent ic(ESPinduth)
irbound packets failed on authent icat ion(ESFinduth)
outbound packets processed successful |y

0 outbound packets vicolated process security policy
0 outbound packets with no S4 available

0 irval id outbound packets

0 outbound packets failed due to insufficient memory
0 outbound packets with no route

oo oo o oo oo _

0 total packets receiwved

0 with size smal ler than minimum

0 with data size < data lenzth

0 with bad options

0 with incorrect version number

0 frasgments received

0 fragments dropped (dup or out of space)
0 frazments dropped after timeout

o0oooooooo
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(0 tragments that exceeded limit
0 packets reassembled ok
0 packets for this host
0 packets forwarded
0 packets not forwardable
0 redirects sent
& packets sent from this host
0 packets sent with fabricated ip header
0 output packets dropped due to no bufs, etc.
0 output packets discarded due to no route
0 output datazrams frasmented
0 fragments created
0 datagrams that can’t be frazmented
0 packets that violated scope rules
0 multicast packets which we don’t join
Mhut =statistics:
0 one mbuf
0 one ext mbuf
0 two or more ext mbuf
0 packets whose headers are not continuous
0 turnel ing packets that can’t find gif
0 packets discarded due to too many headers
0 failures of source address selection
0 forward cache hit
0 forward cache miss

ik :
0 calls to icmp_error
0 errors not generated because old messaze was icmpB error or =o
0 errors not zenerated because rate limitation
Output histogram:
multicast |isterer report: 5
neizhbor solicitation: 1
0 messages with bad code fields
0 messages < minimum length
0 bad checksuns
0 messages with bad lenzth
Histoeram of error messagzes to be zenerated:
0 ro route
0 adninistratively prohibited
[ bevord scope
0 address unreachable
0 port unreachable
0 packet too bie
0 time excesd transit
0 time exceed reassenmbly
0 erronecus header field
0 unrecoznized next header
0 unrecognized option
0 redirect
0 urlenown
0 message responses generafed
" 0 messages with too many MO opt ions
Cpb

0 packets sent

data packets (0 bvtes)

data packets (0 bvtes) retransmitted
ack-only packets (0 delaved)

URG only packets

window probe packets

window uedate packets

cont rol packets

rece i ved

acks (for 0 byvtes)

duplicate acks

acks for unsent data

packets [0 bytes) received in-sequence
completely duplicate packets (0 bytes)
old duplicate packets

packets with some dup. data (0 bvtes duped)
out-of ~order packets (0 bvtes

packets (0 bytes) of data after window
window probes

window update packets

packets received after close

discarded for bad checksums

discarded for bad header offset fields

discarded because packet too short

0 packet

SO oo O O O ) T i
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[ connect ion reguests
0 connect ion accepts
0 bad connection attempts
0 connections established (including accepts)
0 conrections closed (including 0 drops)
0 embryvonic connect ions dropped
0 sesments updated rtt (of 0 attempts)
0 retransmit timeouts
0 connect ions dropped by resmit timeout
0 persist timeouts
0 conrections timed out in persist
0 keepal ive timeouts
keepal ive probes sent
0 connect ions dropped by keepalive
0 correct ACK header predictions
0 correct data packet header predictions
0 PCE cache misses
ucf :
0 dataszrams received
0 with incomplete header
0 with bad data lensth field
0 with bad checksum
0 with no checksum
[ dropped due to no socket
0 multicast datazrams dropped due to no socket
0 dropped due to ful |l socket buffers
0 delivered
0 datazrams output
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cal |l setup count
cal |l busy count
cal |l error count
cal led accept count
called reject count
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0
0
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Output frame dropped
underrun

CTS lost

s

ISDNOOOCOOODOS-R1300 00000000000 stins0000O0O0O0OODODODODOD

m (0000 00ooagad
0000000000000000000000

1. gboooboooboobobboobooobooboooon

gbobobooooobooboboboboooo

[FL—ALYL—153R]

[OLCI: 17]
CIR 1 32
trans state : disable
load state 1 stop

possible send bytes
max send bwtes :
tax send bvtes(lower) : 102
max send bvtes(upper) : 1638
max send bvtes(CIR)  : 409
zending bytes :

send throuput bytes/s
waiting send packets
fecn received

becn received

send errors

receive errors

send bytes

receive bytes

Lo e o o N o s e o o ]

goooOOoOoOooOoOoOoOoOoos-Riso000O0O0O0O0O0O0O000 frstatO 0000000
gooooo

m IPsecO0 000000

IPsecO000O0O0OOOOO

1. g00O0oOoOoOoOolPsecOO0OO0OOOOOOOO
OlPsecOO0DOOOOOODOOOOO

[IPsectE#])

[IPsec SA Information]

[1] Remote MName(ISP-0), rmt0
Side(Initiator), Gateway(192.168.2.1, 192.168.1.1), OUT
Protocol (ESPJ, nctype(des che), Authtype(hmac-mdd), PFS(mode763)
Status(mature), Spi=171237444 (0x0a34e044)
Created(Sep 29 17:59:03 2001), NewSA(23040secs, 3276Kbyte)
Lifet ine(28800secs), Durrent (337secs), Remain(28468secs)
Lifebyte(4098Kbyte), Current (2528Kbytes), Remain(1568Kbyte)

(2] Remote Name(I3P-0), rmt0
Side(Initiator), Gatewav(192.1688.1.1, 192.168.2.1), IN
Protocol (ESF), Enctypel(des-chbc). Authtype(bmac-mda), PFS(mode?63)
Status(mature), Spi=131913669(0x0ad?c845)
Created(Sep 29 17:59:03 2001}, NewSA(23040secs, 327BKbyte)
Lifetime(26800secs), Current (33Z2secs), Remain(28468secs)
Lifebyte(4098kbvte), Current (2528Kbvtes), Remain(1568Kbyvte)
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[3]

[4]

[5]

[IKE 54
]

IPsecO
oo0oo

Dest inat ion(192.168.2.20/24), Source(192.168.1.10/24), rmt]
Side(Initiator), Gateway(192.168.2.1, 192.168.1.1), OUT

Protocol (ESP), Eretype(des-che), Authtype(hmac-ndb), PFS(mode768)
Status(mature), Spi=171237444(0x0a34e044)

Created(Sep 29 17:59:03 2001}, NewSA(23040secs, 3276Kbvie)

Lifet ime(28800s=cs), Current(33%secs), Remain(284B8secs

Lifebyte(4098Kbyte), Current (2528Kbyvtes), Remain(1568Kbyvte)

Dest inat ion(192.168.1.10/24), Source(192.168.2. 20/24) rimt 1
Side(Initiator), Gateway(192.168.1.1, 192.168.2.1),

Protocol (ESPY, Enctype(des-chc), Authtype(hmac-ndd), PFS(modp?BS)
Status(nature), Spi=181973669 (0x0ad7c845)

Created(Sep 29 17:59:03 2001), NewSA(23040secs, 3276Kbyte)

Lifet ime(28800secs), Current(332secs), Remain(28468secs)
Lifebyte(4098kbvte), Current (2528Kbvtes), Remain(1568Kbyte)

Destination(192.188.3.30/24), Source(192,168.2,20/24), rmt2
Side(Marual), Gatewav(192.188.3.1, 192.168.2.11, IN

Protocol (ESP), Enctvpe(des-cbe), Authtype(hmac md5) FFS(=--)
Side(Manual ), Status(mature), Spi=4096(0x1000)

Created(Sep 29 17:59:02 20013, MewSA(--- secs, --- Kbyte)
Lifetime(--- secs), Current(332secsj, Remaln(--- secs
Lifebyte(--- Kbyte), Current(2528Kbytes), Remain(--- Kbyte)

Informat ion]

Destinat ion(192.168.1.1.5007, Source(192.168.2.1.500)

Cock i es(2ee33630dec?a837 1 ece?adhbe] 28891 )

Side(Initiator), Status(ESTABLISHED), Exchanzetvpe(AGGRESSIVE)
Enctvpe(des-chel, Hashtype(hmac mda), PFS(madp7t8)
Created(Sep 29 17:59:08 2001)

Lifet ime(86400secs), Current(10secs), Remain(86390secs)

gobooogosS-R1300000000bDb000Nipsecstat 00 00O0D0OOOODO

m VRRPOOOOOODO

VRRPO

goboobogoboobooboobdg

1. O0OOOOOCOOVRRPOOOOOODOOODOOO

OVRRPOOODOODODODOODOODOO

[VRRPi&R]

buthent icat ion Type Text
Authent icat ion Pass: "fujitu

[nterf
0

ace statistics informat ion:
Bad checksum packets

0 WRRP Yersion illezal packets
0 WRID illezal packets
YRID 10
Master (PRI 255 rmow 255/PREEMPT ON)

Mo
Wirt
Wirt

Master : Me

val MAC Address : 00:00:5E:00:01:04
ual Router IP Address:

10.124.2.126

10.124.2.224

YERP advertisement interval 1

Shut
Shut

down interface trizger:

rmt11 reduce 100 OFF

down node trizzer:

10.232.79.192 bl reduce 100 OFF

Grou? statistics information:

624 ooooooooo

become master-router
0 received VRRP advert isement packets
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YERF advertisement interval confiszuration mismatched packets
buthent ication failed packets

TTL illegal packets

received priority 0 advert izsement packets

zent priority 0 advertisement packets

YERP type illezal packets

Yirtual router IP address confizuration mismatched packets
huthentication twpe illegal packets

Authent ication twpe mismatch packets

Length illegal packets

Lo oo o T w ool v - o R w4

YRID 20
Backup (PRI 100 now 50/PREEMPT OFF)
MNow Master @ 10.124.2.100 Priority 255
Yirtual MAC Address : 00:00:5E:00:01:14
Yirtual Router IP Address:
10.124.2.138
10.124.2.139
YRRF advertisement interval 1
Shutdown interface trizzer:
rmtl  reduce 100 F
Group statistics informat ion:
become master-router
received YRRP advert isement packets
YERF advertisement interval confiszuration mismatched packets
buthent ication failed packets
TTL illegal packets
received priority 0 advert izsement packets
zent priority 0 advertisement packets
YERP type illezal packets
Yirtual router IP address confizuration mismatched packets
huthentication twpe illegal packets
Authent ication twpe mismatch packets
Length illegal packets

oo oo oo o oo oo

VRRPOOOOOOOSFRI30DODOODUODO0O0OOOOvrpstat0 0000000000
goo

m O000oon
000o000o0o00oo

1. ggoobobboooooobbooooobooo

ggbogobooboobboon

[(RAERZ]

Mon Jan 1 00:00:00 2001

m OO goooot
00000000000000000000

1. gogoobooboooooboobobooooooboobog
ggbooobooboobobooboo

[#ArRREEH]

00071.071:48:23
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3 Welcome to Si-R130 - Netscape

[
w £ & B Z 6

EV s
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HE A
o= =Eg
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e OO0 - S-FR1300 00000000
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Si-R130
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ROM:

1.2
FIRM:¥04.00
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[02] B1ch : Recv LCP Configure-Request id=00 len=19 97.09.01 09:19:54.225
data=c021 0100 0013 0305 c223 0505 06f0 1eda
5007 0208 02
gobodboboooboobbooboobboobooobobo
[02] B1ch : Recv LCP Configure-Request id=00 len=19 97.09.01 09:19:54.225

T 1

ooao oooao 000000 0Oppptraced 000
gooao oboooooo IDoDoOOOoOoO
0000ooooo1o9sn
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ooooowwwoooOoOooooooooooooooooooouoooooooooo
gbobooboooooooooobon

gboobooooooobobobobooobooooboobobobobobooooooban

CHWIEEICREDIIT
- DO00OOOOO0OOOOODOOOODOOOOOOOOOOOODOO
- DO00OO0OO0OO0O0OO0OO0O0OOCOOODOOOOOOOODOOOOOOOOOOOOn

gbobooboooooobooboboboboooooooobooboboboboo

IPOOODO 192.168.1.20

ooooib sirQ]
ooooooooo sir-passwdl] oooooooooo

gooOooooooa /SIR/SIRSOFT.ftp

1. gooobooboobobboobooboobooboboon
gboboooooobooboboooo
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2. 0000000D0O0O0OO0OODOOOOOOOOOOOOO0OO

e JObOOooog - 192.168.1.2

e OJOOOID - Sir

e JOOOOOODODO - sir-passwd

e JODOOODOODODO - /SIR/SIRSOFT.ftp

/SIRASIRSOFT. f1p

3. 00000O0D0DO0O0oOooOooOoo
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o0o0oooooooooooo
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CHIEICTEDITIT
JoOOodoOoOomproooobooooOomwrooo0ooooooooOoooon

clear all

line fr 128k

0 isdn global accept
isdn number 0 any
isdn number 1 ary
izdn numbersend default
izdn limit charze 3000 ves
isdn limit time 0d ves
izdn accept enable
izdn autodial erable
isdn keeptime 2h

0 fr Imi a933a
fr fecn on
fr becr on
frcllmon
ip address 192.168.1.1/24 2
ip rip off off 0 off
ip dhep info dns 192.168.1.1
ip dhep info address 192.168.1.2/24 64
ip dhep info time 1d
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good
ocooooooooooOoOoOoOoOoOOOOOOOOOOOOOOO
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- JOOO0O0OOODOO0O0O0O0OOODOO0O0O0OOOODOOOO0O0OO
- JO0OO0O0OOODOO0OO0O0O0OODODOO0O0OOOOOOO
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ogoooooooooooooooOoobobobooboobooooboo

|
goooboooooono FTPOOOOOO0O0OO0
gooOooooooono ooooo

\\> 2. -]
0oooooo
goooooooog ooooo
ooooooooo M

FfPOOOOOO0ODOOOOOCOOOOOOOOOOOOOOCOOOOOOO0O0

e OOOO O ftp-admin

e JOOOO oooooboooobooboooboobooooo

Jodoo00000U000U000U0UUOUUOFTPOODODODODOUUOODODUODODUOODUOOOOO
goooo

e 0000 DDOOODODOOO
FTPOODOOOOODOOUOOOOOOOOOOOOOOUOODOOOOOOO

e JOODDOO1 O config1

e JOODODOO?2 O config2

e JOODODO O firmware
e JOODOMO

ftfp0 0000000000000 Ogetreset0 00000000000 OO0DBOODO

CARBEICREDIIT
goo0oooobooboobo0oooobooooooobooooobooooooono
goo0oooooooooooooboooooooboooooooooooooonoo
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m FTPOOOODOOOOOOOOOOOOO
000000 #p00000000000000000000000000000

fip0000O0000O000O0Y

d—
ISDNOO D DO

POOOOO
192.168.1.1

CHAIBEICREDIIT
Oood0o0bOOo0o0oooOo0ooooooooooooooo
- JOODOOOODODOOODODODOOO
- J0OOOOO0ODODOOODODOOOOODODDODOOODDOOOd
- WWWOOOOODODOOODOOOUODOOoOOo0oOoooooooooooooooooo
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o ftp00IO0DOOODO
000000OconfiglDOOO0O0OOODOconfigl-100000000000D00000OO0O

OcdO0OOOOOOODOOOOOO
O ftp 192.168.1.1 oobooooooo

Connected to 192.168.1.1.
220 Si-R130 FTP server(Ver1.0) ready.
Name(192.168.1.1:root); ftp-admin oooooooooo

331 Password required for ftp-admin.
Password: gooboboooooobg

230 User ftp-admin logged in.
ftp>bin gooboooooooo

200 Type set to I.
ftp>get config1 config 1-1 O00O0O0O00OOconfiglOO configl-1000O0OCOCOODO

local: config1 remote: config1-1

200 PORT command successful.

150 Opening BINARY mode data connection for ‘config1’(2753 bytes).
226 Transfer complete.

2857 bytes received in 1.10 seconds (2.44 Kbytes/s)

ftp>bye gooooood

221 Goodbye.
O

gooooooooooboooooobooobooooOoOoObOOOOOoOobOobOoOooooooboobooon
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m FTPOOOODOOOOOOOOOOOOO
000000 f#p0000000000000000000000000000

fp0 00000000000
putd 0O

FTPOOOOOOY

iPOOOOO
192.168.1.1

CHWIREICTEDIIT
O0o0000000o00o00o000b0oooooooooo
- JO0OO0OO0OO0OO0OOOODOODOO
- JO0OOO0OOO0OOOOOOOOOOOOOOOODODOOO
- WWWOOOOOOOOOOOOODOODOODOOoOoooooooooooooooo
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o ftp00IO0DOOODO
000000OconfiglDO0O0O00O0Oconfigl-100000000000000000O00O0O

OcdO0OOOOOOODOOOOOO
O ftp 192.168.1.1 oobooooooo

Connected to 192.168.1.1.
220 Si-R130 FTP server(Ver1.0) ready.

Name(192.168.1.1:root); ftp-admin gooooooooo

331 Password required for ftp-admin.

Password: goooooooooag

230 User ftp-admin logged in.

ftp>bin gooboboooooobg

200 Type set to I

ftp>put config1-1 config1 Oconfig1-10000000000O0Oconfigl00O0O00O0OO

local: config1-1 remote: config1
200 PORT command successful.
150 Opening BINARY mode data connection for ‘config1’.
226- Transfer complete.
update : File information check now!
update : File information check ok.
a
a
226 Write complete.
2856 bytes sent in 1.10 seconds (2.44 Kbytes/s)
ftp>get reset
local: reset remote: reset
200 PORT command successful.
421 reset Request OK.bye.
ftp>bye goooboooo

O

-JO000000000DOO0O0DO0OO00DOOO0ODOOODOOODODOOODOOODODOOOn
oono

fto0 0000000000000 Ogetreset0 000000000000 O0OOOO
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m FTPOODOODOOOOOOOOOOOOOO
000000 #p000000000000000000000000000000

fp0 00000000000
Oputd 00

FTPOOOOOOO

iPOOOOO
192.168.1.1

CHWIREICTEDIIT
O0o0000000o00o00o000b0oooooooooo
- JO0OO0OO0OO0OO0OOOODOODOO
- JO0OOO0OOO0OOOOOOOOOOOOOOOODODOOO
- WWWOOOOOOOOOOOOODOODOODOOoOoooooooooooooooo
- J0ODOOO0O0ODODOOO0ODODOOODDOOODDOOOODOOOODnDO
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o ftp00IO0DOOODO
gboboboboboobooobooboboboobooooooobobo

OcdO0OOOOOOODODOOOODO
O ftp 192.168.1.1 ooooooooo

Connected to 192.168.1.1.
220 Si-R130 FTP server(Ver1.0) ready.

Name(192.168.1.1:root); ftp-admin goo0ooooooo

331 Password required for ftp-admin.

Password: goooooooooo
230 User ftp-admin logged in.

ftp>bin goobooooooog
200 Type set to I.

ftp>put Si-R130SOFT.ftp firmware goooooooboooboon

local: Si-R130SOFT.ftp remote: firmware
200 PORT command successful.
150 Opening BINARY mode data connection for ‘firmware’.
226 Transfer complete.
update : Transfer file check now!
update : Transfer file check ok.
O
O
226 Write complete.
631 1966 bytes sent in 97.80 seconds (6.31 Kbytes/s)
ftp>get reset oooooooooo
local: reset remote: reset
200 PORT command successful.
421 reset Request OK.bye.
ftp>bye oooooooo

O

0000000000000 O0O00DOOO00DOOO0O0DOOO0O0ObOO0OOOO0OoO0O0n
ooo

ftp0000000000000OOgetresetd000000000O0O0O0OOOOO
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