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Copyright©1991-2, RSA Data Security, Inc. Created 1991. All rights reserved.
Copyright©1980, 1986, 1991, 1993 The Regents of the University of California. All rights reserved.

License to copy and use this software is granted provided that it is identified as the "RSA Data Security, Inc.
MD5 Message-Digest Algorithm" in all material mentioning or referencing this software or this function.

License is also granted to make and use derivative works provided that such works are identified as "de-
rived from the RSA Data Security, Inc. MD5 Message-Digest Algorithm" in all material mentioning or refer-
encing the derived work.

RSA Data Security, Inc. makes no representations concerning either the merchantability of this software or
the suitability of this software for any particular purpose. It is provided "as is" without express or implied
warranty of any kind.

These notices must be retained in any copies of any part of this documentation and/or software.

00000000 000000000O0
0000000 FreeBSDOOOOOO
@#COPYRIGHT 8.2 (Berkeley) 3/21/94

O goboooooooooooocoOoooboOoooooOobooOooOoooo
0 ooooooooo
#

All of the documentation and software included in the 4.4BSD and 4.4BSD-Lite Releases is copyrighted by
The Regents of the University of California.

Copyright 1979, 1980, 1983, 1986, 1988, 1989, 1991, 1992, 1993, 1994 The Regents of the University of
California. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that
the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the
following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following
acknowledgement: This product includes software developed by the University of California, Berkeley and
its contributors.

4. Neither the name of the University nor the names of its contributors may be used to endorse or promote
products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS "AS IS" AND ANY EX-
PRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES
OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT
SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PRO-
CUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSI-
NESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN
ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.

The Institute of Electrical and Electronics Engineers and the American National Standards Committee X3,
on Information Processing Systems have given us permission to reprint portions of their documentation.
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In the following statement, the phrase "this text" refers to portions of the system documentation.

Portions of this text are reprinted and reproduced in electronic form in the second BSD Networking Soft-
ware Release, from IEEE Std 1003.1-1988, IEEE Standard Portable Operating System Interface for Com-
puter Environments (POSIX), copyright C 1988 by the Institute of Electrical and Electronics Engineers, Inc.
In the event of any discrepancy between these versions and the original IEEE Standard, the original IEEE
Standard is the referee document.

In the following statement, the phrase "This material" refers to portions of the system documentation.

This material is reproduced with permission from American National Standards Committee X3, on Informa-
tion Processing Systems. Computer and Business Equipment Manufacturers Association (CBEMA), 311
First St., NW, Suite 500, Washington, DC 20001-2178. The developmental work of Programming Lan-
guage C was completed by the X3J11 Technical Committee.

The views and conclusions contained in the software and documentation are those of the authors and
should not be interpreted as representing official policies, either expressed or implied, of the Regents of the
University of California.

oo0oooOowlibEDO KAMEOOOOOOOOOOOOODODODOOOOOoOOooOoooOobOobooooo
ocooooooooooooo

Copyright (C) 1995, 1996, 1997, and 1998 WIDE Project.
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that
the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the
following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

3. Neither the name of the project nor the names of its contributors may be used to endorse or promote
products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE PROJECT AND CONTRIBUTORS TAS IS" AND ANY EXPRESS
OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT
SHALL THE PROJECT OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PRO-
CUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSI-
NESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CON-
TRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY
WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.
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Jan 07 09:00:08 init: system startup now

Jan 01 15:22:58 enabled: system confieuration restarted

Jan 01 15:23:55 protocol: MAT:table: UDP 192 168.1.3 -» 10 234 77 2053
Jan 01 15:23:55 protocol: MAT:table: UDP 10, 232 79 224 -> 10, 232 16. 12:53
Jan 01 15:23:85 protocol: MAT:table: TCP 192 168.71.3 -> 10,232 77 22:21
Jan 01 15:24:12 protocol: MAT:table: TCP 192 168.1.3 -> 10,232 77 22:20
Jan 01 15:42:36 protocol: MAT:table: TCP 192, 168.1.3 -> 10,234, 21. 6123
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ONetVehicle 00 OO00000000000
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OwwwOOOOODOOOO0O0O00000000000000000000000000

o ftpU OO OOOOMN
00000O00configdOUNIXOOOOOO configlOOOOOOOOOOODOODOOOOOO

#cdODOOODOOOOOOOOOO
# ftp 192.168.1.1 ONetVehicleOOOOO

Connected to 192.168.1.1.
220 NetVehicle-L10 FTP server(Verl.0) ready.
Name (192.168.1.1:root): ftp-admin oo0oooooooo

331 Password required for ftp-admin.
Password: goooooooooo

230 User ftp-admin logged in.
ftp> bin goooopooooo

200 Type set to |
ftp> get config configl 0000000 (config)d configlOOOOOOOOO

local: config remote: configl

200 PORT command successful.

150 Opening BINARY mode data connection for ‘config' (2753 bytes).
226 Transfer complete.

2857 bytes received in 1.10 seconds (2.44 Kbytes/s)

ftp> bye gooooopoo

221 Goodbye.
#

@"@’1 gooooooOoOO0OO0OO0OO0OO0OO0OO0OO0O0O0O0O0O0O0O0O0O000000O0O0O0O0O0OOCOOOOAO
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IPO0ODOOOOD0192.168.1.10192.168.2.1000 NetVehicleOOOOOODODOOOODODOOO

ooooogoo

#1/bin/sh

ftp -vn <<!EOF

open 192.168.1.1

user ftp-admin password
bin

get config configl

close

open 192.168.2.1

user ftp-admin password
bin

get config config2

close

bye

IEOF

Oooooooooooo

ftp0 00000000
NetVehicle(192.168.1.1)0 0000
oo0ooOooooooooooon
gooooooooo

Oo0000O(config)d configl DO OOOOOOO
NetVehicleOOOOOOOOOOO
NetVehicle(192.168.2.1)0 0000
oo0ooOooooooooooon
gooooooooo

Oo0000O(config)d config20 00000000
NetVehicleDOOOODOOOOO
ftpO000O0OD0O0OO0OO

E-r-TPOO0000000D0OODOOOOO0O

UNIXOOOOOFTPOOOOOOODODODOOOODOOOODOODODODODODOODOOOO

puttD 00

XO
FTPOOOOOO

ftp0 00000000000

N2

LAN1

[192.168.1.1]

Q;DDDDDDDDDDE000ooooooooooounooooooooooooooooooo
000000000000000000000000000
ONetVehicle D0 DOO0OOO00O0O0O00000
ONetVehicle 00000000000 000000000D0000
OwwwOOOODOOO0O00O0O0000000000000000000000000
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o ftpU OO OOOOMN

000000C0configdOUNIXOOOOOO configlOOOOOOOODOOOOOOOOOOOD

#cd00O0000000000000

# ftp 192.168.1.1

Connected to 192.168.1.1.

Password:

230 User ftp-admin logged in.
ftp> bin

200 Type set to |
ftp> put configl config

local: configl remote: config

226- Transfer complete.

226 Write complete.

ftp> get reset

local: reset remote: reset

421 reset Request OK. bye.
ftp> bye

#

ONetVehicleO OO OO

220 NetVehicle-L10 FTP server(Verl.0) ready.
Name (192.168.1.1:root): ftp-admin gooopoooood

331 Password required for ftp-admin.

gooooooooooo

goooooooooo

OconfiglOOOOOO0OO0OO0OO0OOOOconfiglOOOOOODO

200 PORT command successful.
150 Opening BINARY mode data connection for ‘config'.

update: File information check now!
update: File information check ok.

2856 bytes sent in 1.10 seconds (2.44 Kbytes/s)

ONetVehicleOOOOOO

200 PORT command successful.

gooooooo

DDDDDDDEIDDDDDDEIDDI:IDDDDDDDDDDDDDDDDDDDDDDDDDDD

Oftp0 0000000000000 OGget reset0 000000 NetVehiceOOOOOOOO

o UL OOOBOLOLLL

IPOO0O0O0O0O0O0 192.168.1.10 192.168.2.1 000 NetVehicleOOOOOOO0O configD OO

gobobooooooogo

#!/bin/sh

ftp -vn <<!IEOF

open 192.168.1.1

user ftp-admin password
bin

put configl config

get reset

close

open 192.168.2.1

user ftp-admin password
bin

put config2 config

get reset

close

bye

IEOF

OOooDooooooooogooadg

ftp0 00000000

NetVehicle] 192.168.1.10 00000
oo0oo0ooooooooooon

gooooooooo
configlOOOOOOOOOOOOconfigtOOOOOOO
NetVehicleOOOOOO
NetVehicleD OO OODOOOODO

NetVehicle1 192.168.2.10 00000
oo0oo0ooooooooooon

gooooooooo

config20 00000000000 configlOOOOOOO
NetVehicleD OO O OO
NetVehicleOOOOOOOOOOO
ftpO0O0O0O0OODO0OOO0OO

FTPOOO0OO0O0OO0O0O0O0O0O0O0O0O0O0O0
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BErFTPOO000000O0O0O0O0OOOOOOO

UNIXODOOO ftp0 00000000 O0O0DOOOOODOCOOOOODOOOOOOO0DOO

ftp0 00000000000
OputdOO

UNIXO
FTPOOOOODO

LT

LAN1

[192.168.1.1]

Q;DDDDDDDDDDE----oo------oonn---oo------oo------
000000000000000000000000000
ONetVehicleDODOODOOOOOO0OOO
ONetVehicleD 0D OOOO0OODO0O0O0O00O0O000O0O0OO
OWwWWOOOOOOOOOODOOOO0O0OO00O0000000000000000000
00000000000000000000000000000000000

o ftpU OO OOOON
oboooooouNXOboooooooooobooooooooo

#cd0D0OOO0O0O0OO0OO0O0O0O0O0OO
# ftp 192.168.1.1 ONetVehicleOOOOO

Connected to 192.168.1.1.
220 NetVehicle-L10 FTP server(Verl.0) ready.
Name (192.168.1.1:root): ftp-admin gopoooooooo

331 Password required for ftp-admin.
Password: poooooooooo

230 User ftp-admin logged in.
ftp> bin ooooOooooooo

200 Type set to |I.
ftp> put LLOSOFT.ftp firmware goooooooooooo

local: LLOSOFT.ftp remote: firmware

200 PORT command successful.

150 Opening BINARY mode data connection for ‘firmware’.
226- Transfer complete.

update: Transfer file check now!

update: Transfer file check ok.

226 Write complete.
631966 bytes sent in 97.80 seconds (6.31 Kbytes/s)

ftp> get reset ONetVehicleOOQOOOO

local: reset remote: reset

200 PORT command successful.

421 reset Request OK. bye.

ftp>% oooooooo

O
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@)Y oooon000000N000000000000000000000000000000000
Oftp000000000000000getresetd 000000 NetVehicle 00000000

e OO OOOBOOONLNL

IPOOOODDOO 192.168.1.10 192.168.2.1 000 NetVehicleOODODOOODO OO firmwared
gobooooooocooobooono

#1/bin/sh

ftp -vn <<!EOF 0O ftp00000000OO

open 192.168.1.1 0 NetVehicle 192.168.1.10 00000

user ftp-admin password 0ooo0o0ooooooooooo

bin 0o0o0ooooooooo

put L1OSOFT.ftp firmware O L1IOSOFT.ftp0 0000000000 COOfirmwareD DO O0O0O0O0OO
get reset 0 NetVehicleO OO OQOO

close 0O NetVehicleOOOOOOOOOOO

open 192.168.2.1 0 NetVehicle 192.168.2.1000000

user ftp-admin password 0oooooooopoooooooo

bin 0o00ooooooooo

put L1OSOFT.ftp firmware 0 L1OSOFT.ftp0 00000000000 OfirmwareD 00000000
get reset 0 NetVehicleOOOGOOO

close 0 NetVehicleOOOOOOOOOOO

bye O ftpO00000D00OOO

'EOF

FTPOOO0OO0O0OO0O0O0O0O0O0O0O0O0O0O0
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NetVehicleO SNMPOOOODOOODOOOOOOOOMIBOOOOODODOOO

system O 00O

MIB OID SYNTAX ACCESS
sysDescr system.1 DisplayString R
sysObjectIiD system.2 OBJECT ID R
sysUpTime system.3 TimeTicks R
sysContact system.4 DisplayString R
sysName system.5 DisplayString R
sysLocation system.6 DisplayString R
sysServices system.7 INTEGER R

interface 0 0 00O

MIB OID SYNTAX ACCESS
ifNumber interfaces.1 INTEGER R
ifTable interfaces.2 Aggregate NA
ifEntry ifTable.1 Aggregate NA
ifindex ifEntry.1 INTEGER R
ifDescr ifEntry.2 DisplayString R
ifType ifEntry.3 INTEGER R
ifMtu ifEntry.4 INTEGER R
ifSpeed ifEntry.5 Gauge R
ifPhysAddress ifEntry.6 PhysAddress R
ifAdminStatus ifEntry.7 INTEGER R
ifOperStatus ifEntry.8 INTEGER R
ifLastChange ifEntry.9 TimeTicks R
ifinOctets ifEntry.10 Counter R
ifinUcastPkts ifEntry.11 Counter R
ifinNUcastPkts ifEntry.12 Counter R
ifinDiscards ifEntry. 13 Counter R
ifinErrors ifEntry.14 Counter R
ifinUnknownProtos ifEntry. 15 Counter R
ifOutOctets ifEntry.16 Counter R
ifOutUcastPkts ifEntry.17 Counter R
ifOutNUcastPkts ifEntry.18 Counter R
ifOutDiscards ifEntry.19 Counter R
ifOutErrors ifEntry.20 Counter R
ifOutQLen ifEntry.21 Gauge R
ifSpecific ifEntry.22 OBJECT ID R

address translation 00 00O

MIB OID SYNTAX ACCESS
atTable at.1 Aggregate NA
atEntry atTable.1 Aggregate NA
atlfindex ateEntry.1 INTEGER R
atPhysAddress atEntry.2 PhysAddress R
atNetAddress atEntry.3 NetworkAddress R
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ip0000

MIB OID SYNTAX ACCESS
ipForwarding ip.1 INTEGER R
ipDefault TTL ip.2 INTEGER R
iplnReceives ip.3 Counter R
ipInHdrErrors ip.4 Counter R
ipInAddrErrors ip.5 Counter R
ipForwDatagrams ip.6 Counter R
iplnUnknownProtos ip.7 Counter R
ipInDiscards ip.8 Counter R
iplnDelivers ip.9 Counter R
ipOutRequests ip.10 Counter R
ipOutDiscards ip.11 Counter R
ipOutNoRoutes ip.12 Counter R
ipReasmTimeout ip.13 INTEGER R
ipReasmReqds ip.14 Counter R
ipReasmOKs ip.15 Counter R
ipReasmpFails ip.16 Counter R
ipFragOKs ip.17 Counter R
ipFragFails ip.18 Counter R
ipFragCreates ip.19 Counter R
ipAddrTable ip.20 Aggregate NA
ipAddrEntry ipAddrTable.1 Aggregate NA
ipAdEntAddr ipAddrEntry.1 IpAddress R
ipAdEntifindex ipAddrEntry.2 INTEGER R
ipAdEntNetMask ipAddrEntry.3 IpAddress R
ipAdEntBcastAddr ipAddrEntry.4 INTEGER R
ipAdEntReasmMaxSize ipAddrEntry.5 INTEGER R
ipRouteTable ip.21 Aggregate NA
ipRouteEntry ipRouteTable.1 Aggregate NA
ipRouteDest ipRouteEntry.1 IpAddress R
ipRoutelfindex ipRouteEntry.2 INTEGER R
ipRouteMetricl ipRouteEntry.3 INTEGER R
ipRouteMetric2 ipRouteEntry.4 INTEGER R
ipRouteMetric3 ipRouteEntry.5 INTEGER R
ipRouteMetric4 ipRouteEntry.6 INTEGER R
ipRouteNextHop ipRouteEntry.7 IpAddress R
ipRouteType ipRouteEntry.8 INTEGER R
ipRouteProto ipRouteEntry.9 INTEGER R
ipRouteAge ipRouteEntry.10 INTEGER R
ipRouteMask ipRouteEntry.11 IpAddress R
ipRouteMetric5 ipRouteEntry.12 INTEGER R
ipRoutelnfo ipRouteEntry.13 OBJECT ID R
ipNetToMediaTable ip22 Aggregate NA
ipNetToMediaEntry ipNetToMediaTable.1 Aggregate NA
ipNetToMedialfindex ipNetToMediaEntry.1 INTEGER R
ipNetToMediaPhysAddress ipNetToMediaEntry.2 PhysAddress R
ipNetToMediaNetAddress ipNetToMediaEntry.3 IpAddress R
ipNetToMediaType ipNetToMediaEntry.4 INTEGER R
ipRoutingDiscards ip 23 Counter R
ipForward ip 24 Aggregate NA
ipForwardNumber ipForward.1 Gauge R
ipForwardTable ipForward.2 Aggregate NA
ipForwardEntry ipForwardTable.1 Aggregate NA
ipForwardDest ipForwardEntry.1 IpAddress R
ipForwardMask ipForwardEntry.2 IpAddress R
ipForwardPolicy ipForwardEntry.3 INTEGER R
ipForwardNextHop ipForwardEntry.4 IpAddress R
ipForwardIfindex ipForwardEntry.5 INTEGER R
ipForwardType ipForwardEntry.6 INTEGER R
ipForwardProto ipForwardEntry.7 INTEGER R
ipForwardAge ipForwardEntry.8 INTEGER R
ipForwardinfo ipForwardEntry.9 OBJECT ID R
ipForwardNextHopAS ipForwardEntry.10 INTEGER R
ipForwardMetricl ipForwardEntry.11 INTEGER R
ipForwardMetric2 ipForwardEntry.12 INTEGER R
ipForwardMetric3 ipForwardEntry.13 INTEGER R
ipForwardMetric4 ipForwardEntry.14 INTEGER R
ipForwardMetric5 ipForwardEntry.15 INTEGER R
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icmpd 000

MIB OID SYNTAX ACCESS
icmpinMsgs icmp.1 Counter R
icmplnErrors icmp.2 Counter R
icmpinDestUnreachs icmp.3 Counter R
icmpIinTimeExcds icmp.4 Counter R
icmplnParmProbs icmp.5 Counter R
icmpIinSrcQuenchs icmp.6 Counter R
icmplnRedirects icmp.7 Counter R
icmplnEchos icmp.8 Counter R
icmplnEchoReps icmp.9 Counter R
icmpIinTimestamps icmp.10 Counter R
icmpInTimestampReps icmp.11 Counter R
icmplinAddrMasks icmp.12 Counter R
icmpinAddrMaskReps icmp.13 Counter R
icmpOutMsgs icmp.14 Counter R
icmpOutErrors icmp.15 Counter R
icmpOutDestUnreachs icmp.16 Counter R
icmpOutTimeExcds icmp.17 Counter R
icmpOutParmProbs icmp.18 Counter R
icmpOutSrcQuenchs icmp.19 Counter R
icmpOutRedirects icmp.20 Counter R
icmpOutEchos icmp.21 Counter R
icmpOutEchoReps icmp.22 Counter R
icmpOutTimestamps icmp.23 Counter R
icmpOutTimestampReps icmp.24 Counter R
icmpOutAddrMasks icmp.25 Counter R
icmpOutAddrMaskReps icmp.26 Counter R
tcpO oo

MIB OID SYNTAX ACCESS
tcpRtoAlgorithm tcp.1 INTEGER R
tcpRtoMin tcp.2 INTEGER R
tcpRtoMax tcp.3 INTEGER R
tcpMaxConn tcp.4 INTEGER R
tcpActiveOpens tcp.5 Counter R
tcpPassiveOpens tcp.6 Counter R
tcpAttemptFails tcp.7 Counter R
tcpEstabResets tcp.8 Counter R
tcpCurrEstab tcp.9 Gauge R
tcpinSegs tcp.10 Counter R
tcpOutSegs tcp.11 Counter R
tcpRetransSegs tcp.12 Counter R
tcpConnTable tcp.13 Aggregate NA
tcpConnEntry tcpConnTable.1 |Aggregate NA
tcpConnState tcpConnEntry.1 |INTEGER R
tcpConnLocalAddress tcpConnEntry.2 |[IpAddress R
tcpConnlLocalPort tcpConnEntry.3 |INTEGER R
tcpConnRemAddress tcpConnEntry.4 |[IpAddress R
tcpConnRemPort tcpConnEntry.5 |INTEGER R
tcplnErrs tcp.14 Counter R
tcpOutRsts tcp.15 Counter R
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udp 0000

MIB OID SYNTAX ACCESS
udplnDatagrams udp.1 Counter R
udpNoPorts udp.2 Counter R
udpInErrors udp.3 Counter R
udpOutDatagrams udp.4 Counter R
udpTable udp.5 Aggregate NA
udpEntry udpTable.1 Aggregate NA
udpLocalAddress udpEntry.1 IpAddress R
udpLocalPort udpEntry.2 INTEGER R
snmpdQdog

MIB OID SYNTAX ACCESS
snmplinPkts snmp.1 Counter R
snmpOutPkts snmp.2 Counter R
snmpinBadVersions snmp.3 Counter R
snmpinBadCommunityNames snmp.4 Counter R
snmplinBadCommunityUses snmp.5 Counter R
snmpIinASNParseErrs snmp.6 Counter R
snmpinTooBigs snmp.8 Counter R
snmpinNoSuchNames snmp.9 Counter R
snmpinBadValues snmp.10 Counter R
snmpinReadOnlys snmp.11 Counter R
snmpinGenErrs snmp.12 Counter R
snmpinTotalReqVars snmp.13 Counter R
snmplinTotalSetVars snmp.14 Counter R
snmpinGetRequests snmp.15 Counter R
snmpinGetNexts snmp.16 Counter R
snmplnSetRequests snmp.17 Counter R
snmpinGetResponses snmp.18 Counter R
snmpinTraps snmp.19 Counter R
snmpOutTooBigs snmp.20 Counter R
snmpOutNoSuchNames snmp.21 Counter R
snmpOutBadValues snmp.22 Counter R
snmpOutGenErrs snmp.24 Counter R
snmpOutGetRequests snmp.25 Counter R
snmpOutGetNexts snmp.26 Counter R
snmpOutSetRequests snmp.27 Counter R
snmpOutGetResponses snmp.28 Counter R
snmpOutTraps snmp.29 Counter R
snmpEnableAuthenTraps snmp.30 INTEGER R
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(1)000O0000

init: system down occured. data is followings:
init:  <elog>

gboboboooooo LOG_INFO
gogo gbooooooboboooboobobo
O000oC0ocoOO0nD <elog> :000O0OO0OCO

(2)000000

init: system startup now.

gboboboooooo LOG_INFO
oooo oooooooooo

EloHCPOOOOOOOOOOODO

(1) POODOOOOO

dhcpd: Client received DHCPACK [<IP address>] [lan<interface>]

gboboboooooo LOG_INFO

oooo DHCPOOOOUO DHCPACKOOOODOOOO IPOOOOOOOOOOO
Oo0ooocoooo  <IP address> :DHCPOOOOOOOOOOOOIPOOOO
<interface> 00 LANODOOOODODODOO

(2)0000000

dhcpd: DHCPACK contains different 'your' IP address. reconfigure to new address

ooooooooo LOG_INFO
gogo gbooooDHCPODOODODHCPACKOODOOOOOODODOODOIPODO
gboooooooobobobooooooobooboboooobooooobooon

ooooooooo od

(3)0000000 1

dhcpd: Received DHCPNAK(RENEWING). lan<interface> go to INIT state

gboboboooooo LOG_INFO

oooo OOO0OO0OOOORENEWINGOOOO DHCPOOO OO DHCPNAKOOOODOO
OOINITOOOOOO LANODOOOOOODOOooOoDbooo

O00000000 <interface> LANOODOOOOODODO

MiBOO
goooOooooooag




(400000000

dhcpd: Received DHCPNAK(REBINDING). lan<interface> go to INIT state

gboobooooo  LOG_INFO

oooo OO0O0OO0O(REBINDINGOO)ODHCPOOOOODHCPNAKOOOOOOOO
INTOOOOODO LANOOODOOOODOooOooooo

O0o00o0o0o000  <interface> LANOODOOOOOODO

(5) 0000000

dhcpc: The lease time expired. [lan<interface>]

obobobooooo LOG_INFO
oooo ooooocoooooo
obobobooooo <interface> :LANOOOOODOOOO

Bl ftpd OO0 000

(1)000000

ftpd: login <user> from <address>

oooooooonOo  LOG_INFO

oooo ftpdOOOOCOOOOO

ooooooooo <user> 0oooooaao
<address> 0000000 IPOOODO

(2)000000@O0000)

ftpd: <user> login incorrect from <address>

obobobooooo LOG_INFO

gogo ftpd0O00O0O000O0O0O
goooocooooooooooOooooboono
gobobooogoo  <user> :0oo0ooogo

<address> 0000000 IPODDOO

(3)00000000

ftpd: <filename> Write complete

obobobooooo LOG_INFO
gogo gboooooooobobobobputb0oROMOODOOOOODOODOOO

ooooooooo  <filename> 00000000000
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Bl OO0 o0o0o0ooog

010 Proxy DNSO OO DNSOODOO

proxydns: rejected by <no>: QNAME [<type>:<gname>] from <ipaddr>

gboboboooooo
oooo
gboboboooooo

LOG_NOTICE
ProxyDNSOOOOOOOOOOOOOOOOO0OOO0OO0O0O0O

<no> creject0 000 proxydnsOO OO OODOO

O goooooOoOooOoOoOoOoOooOoOoOoOoOooOOOOOoO
<type> :0oooooooo

<gname> :0o0o00oo0oogo

<ipaddr> :00o0o0oooiPOOOOOo

gzoprooboooooooooo

protocol: rejected at filter(<name>.<no>) : <P> <SA>:<SP> -> <DA>:<DP>

ooooooooo
oooo
ooooooooo

LOG_NOTICE

IPFiter00D0D0O0OOD0ODOOODODOODOODODOOODOO

<name> 000000 0OoOWANODODOO
goo0oDOo00ooO0oLANODOODOO

<no> creject0000 ipfiter00O0O0O00DDO
Jjoooo0ooo0ooOooooOooooooooooDooo

<p> :00000000TCP,UDP,ICMP,IP,000O00OO
TCPUO SyNOOOODODOOTCP(S)UOODODOO

<SA> : source IP address

<SP> ;source port0 0000000 DOTCPOOOUDPODODOOO

<DA> : destination IP address

<DP> cdestination port 000000000 TCPOOO UDPODOODO
ood

UO3ONATOODODOODOOO

protocol: rejected at NAT(<name>) : <P> <SA>:<SP> -> <DA>:<DP>

ooooooooo
oooo
ooooooooo

LOG_NOTICE

NATOOOOOOOOOOOOOOOOOO0oOooooooooooooon

<name> 0000000 owANOODOOO
J00o0o0OdoooOLANOOOOO

<P> :00000000TCP,UDPJICMP,IP,O00O0OOO

0 TCPUO SyNOOOODODOOTCP(S)UOODODOO

<SA> : source IP address

<SP> csourceportJ 00000000 TCPOOOUDPOOOOOOO

<DA> : destination IP address

<DP> cdestination port 000000000 TCPOOO UDPODOODO
oo
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protocol: NAT:table: <P> <SA> -> <DA>:<DP>

obobobooooo
oooo
obobobooooo

LOG_NOTICE

NATOOODODODODOOOODOOODODODODODO0ODOoOooooooooDOo

<P> :00000000TCP,UDP,ICMP,IP,0 000000
OONATOOODOOOODODODODALLOOOOOO

<SA> . source IP address

<DA> . destination IP address

<DP> sdestination port 000000000 TCPOODO UDPOOOO
ooo

gsbobHCpPOOODOOOODOODO

dhcpd: Server allocation <ip_address> to <mac_address>

obobobooooo
oooo
obobobooooo

LOG_NOTICE
DHCPOOOO DHCPODOOOOOOOOOOOOOOOOOOODOO
<ip_address> DHCPOOUOOOOOOOOOMNRPOOOO
<mac_address> :DHCPODOOODOOO MACOOODO

Bl OO0 o0oooog

gip0iprPoooooo

enabled: lan <no> has same network/address as lan <other_no>

goooocoooo
oooo

goooocoooo

LOG_WARNING

<no>[ <other_no>0 LANO IPO0O0O0OO0OOD0OOODOODOOOOOIIPODOOO
oooo0ooooooooooooooo

<no> Jlan0 000

<other_no> :lanO0000O
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