@ QUCI'VS. Enterprise

Scan Results
July 27, 2020

This report was generated with an evaluation version of Qualys

Report Summary

User Name: B HE RS

Login Name: fujitsu

Company: FUJITSU LIMITED

User Role: Scanner

Address:

City:

Zip:

Country: Japan

Created: 07/27/2020 at 11:04:53 (GMT+0900)
Launch Date: 12/25/2019 at 19:47:39 (GMT+0900)
Active Hosts: 1

Total Hosts: 1

Type: On demand

Status: Finished

Reference: scan/1577270859.10831

Scanner Appliances: Demo (Scanner 11.6.51-1, Vulnerability Signatures 2.4.777-2)
Duration: 00:04:35

Title: Jfe5sPE72 Wisample

Asset Groups: -

IPs: 10.0.0.4

Excluded IPs: -

FQDNSs: -

Options Profile: Initial Options

Summary of Vulnerabilities

Vulnerabilities Total Security Risk (Avg)

by Severity

Severity Confirmed Potential Information Gathered Total
5 0 0 0 0
4 0 0 0 0
3 0 1 1 2
2 2 0 2 4
1 0 0 10 10
Total 2 1 13 16
5 Biggest Categories

Category Confirmed Potential Information Gathered Total
TCP/IP 0 0 7 7
General remote services 1 1 3 5
RPC 1 0 1 2
Information gathering 0 0 2 2
Total 2 1 13 16
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Vulnerabilities by Severity

e Severity Level

0 Severity 5
Severity 4
Severity 3
Severity 2

OdOE .

0
0
2
0 Severity 1
Z Total

Yulnerabilities

F F F_ F__
o

Severity 5 Severity 4 Severity 3 Severity 2 Severity 1

Severity

Operating Systems Detected

Hosts

Services Detected

ﬂ 1 rpc udp

Iﬂir‘pc

1 =szh

Services

Detailed Results

10.0.0.4 (-, -)

Vulnerabilities (2)

| | 2 0000 RPCOODODO (Hidden RPC Services)

QID: 11
Category: RPC
CVE ID: -
Vendor Reference: -
Bugtraq ID: -
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Scan Results

Service Modified: 01/01/1999
User Modified: -

Edited: No

PCI Vuln: Yes

THREAT:

Portmapper /Rpcbind 000000 111 00000000000000O00O0O0OO RPC
OO00ORPCOOODOOOOOOOOOOOODOOOOOOPortmapper /RpecbindD OO0
O0o00oooOoOooRPCOODOOOOOOOOOOODODOOOOODOO

portmapper / rpcbind0 O J0o0oo0ooooooooooooooooRrRPCODOO oooo
oooooooooooo 0000o0o00oo0o00oO0o00ooOo0ooOoOo0oOoORPCOODOOOOOOOODOODOO
0ooooooooooo g000o0o0O0oO0oOO0OO0ORPCOODOOOOOOOOOOOOOOOTCPOUDPOOOOOOOO
ORPCOODOOOODOOOODOOOportmapper/rpchind 00000000000 OOCOOOOLINnuxO
0O0000ORPCOOOONOOOOOONOOONOOOOOODO10240000000 Solarisd RPCOOOOOOOO3

700 00000000000 ODOOODODOO

o

gooooo
gooooo
O ooo
g R

gooo
oooo oo
oooo

O
O

IMPACT:

goooooooooooOobooooobooORreC
0000000000000000000000000000000000000 RPC
goboooooooooboooobooooboooooboooobobooo

SOLUTION:

ooo0ooooOoOoRrRPCOOOO0OO0O0OO0O0C0O0O0O0Oportmapper 100000000O0O000O0O00O0 portmapp
er

000o0o0oooooooooooooooooooRrRPCO0O0O0O0O00O000O000O000O0O00O

COMPLIANCE:
Not Applicable

EXPLOITABILITY:
There is no exploitability information for this vulnerability.

ASSOCIATED MALWARE:
There is no malware information for this vulnerability.

RESULTS:

Name Program Version Protocol Port

portmap/rpcbind 100000 2-4 tep 111

portmap/rpcbind 100000 2-4 udp 717

portmap/rpcbind 100000 2-4 udp 111
2 00000000 ssHOOOOO (Deprecated SSH Cryptographic Settings) port 22/tcp

QID: 38739

Category: General remote services

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Service Modified: 01/03/2019

User Modified: -

Edited: No

PCI Vuln: Yes

THREAT:

SSHOOOOOOSecureShellOOOOOOOOOOOOOOOOOOOO0OOOOOOOOOOOOOOOOOODOODO
oo

000000oo0oooooooooossH00000000000000000

IMPACT:
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gobooooooooooooooooboboOoooo0oooOoOoO0OoOOoOoOoOoOoO0OOOO0OOOOO0OOOO0ObOOOObOOOObOOO

SOLUTION:

gooooooooooooooOoooOoooobooOoO0oboDOoO
sSHOOOOOOOoOOooDooooooboobobobooooo

Security of Interactive and Automated Access Management Using Se

cure Shell (SSH) (https://csrc.nist.gov/publications/detail/nist

ir/7966/fina) 00 0 O00OO00O0OOODDOO

gooobobobobooboooooooboo

OFBO CRBOOOOODOO
crrRocCMUOUOUOOOOOOOODOODODODODOODOOOOUOODUODODUODODODUOODUOODLDUOLODODO
RC4 O O O arcfourd arcfour1280 arcfour2560
RC4A0OD0D0O0O0OOODODODODODODODUOOODOUOOLODOLOODODODODUODODO

00000000 640000000 DESO 3DESO Blowfishd IDEAC CASTO

o000 e4000000000LOLUODODODODOOD Sweet320

DH O O 00O 10 diffie-hellman-groupl-shalll gss-groupl-shal-*0 0 0000000

ooooooo

DHOOOO 10 1024000000000000000000000 LogiamOOO0OO0OoO0OoOooooooooO
ooooo

000000000 rsal024shal *~”

RSAOOUODOOOOOOOODOOOOODObDODbODObDUObDOoODUOOOO

cooooon0 umac-32 7~
MACOOOOOOOOOOOOOOOoOooOoOoooooooooooo
ooo oo =~

gooOssHviOoOoooooooo

COMPLIANCE:
Not Applicable

EXPLOITABILITY:
There is no exploitability information for this vulnerability.

ASSOCIATED MALWARE:
There is no malware information for this vulnerability.

RESULTS:

Type Name

key exchange diffie-hellman-group1-shal
cipher blowfish-cbc

cipher cast128-cbc

cipher 3des-chc

Potential Vulnerabilities (1)

3 OpenSSHOOOOOOOOOOO (OpenSSH Username Enumeration Vulnerability)

QID: 38726

Category: General remote services

CVE ID: CVE-2018-15473

Vendor Reference: OpenBSDH OpenSSH

Bugtraq ID: 105140

Service Modified: 07/23/2020

User Modified: -

Edited: No

PCI Vuln: Yes

THREAT:

OpenSSHO OpenBSD Secure ShellO O OSSHO OO OOOOOOOOOOOOOOOOOOOOOOOOOO
0o0ooooooooooooooooooooooooooooog

OpenSSHO OO UOUOOOUOOUOODUOOODUOOUUOODUOOLUOOUOUUOOLUUOLDUUOLUUODUUOLDUUODUUDUUDUUODOO
goooooooooooooooooooooooooo0ooooo0ooooo00oo00ooooL0oLoooLoooOoooOoooooo
00000000000000000000 SSH2_MSG_USERAUTH_FAILUREDO OO DOOODOOODOOODOOOODOO
0000000000000 fatal)DOOCOOOOODOOODODOO SSH2_MSG_SERVICE_ACCEPT O OO

oooog
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Scan Results

0o0ooooooooo:

OpenSSH 7.7 0 O

Qbonooooon:

J0000000ssh-vOOOOOODOOODOOODOOODOOO OpenSSHOOOODOOOODOOODODO
0000000000000 00000000000 OpensSHOOOOOOOOOOOOOQ

IMPACT:
gbodoooodoooboooobooooobooooboooo0ooooOoooooooboOoono

SOLUTION:
oooooooo
oooooooo
Patch:

Following are links for downloading patches to fix the vulnerabilities:
OpenSSH 7.8 or later: 0 0 O O (https://www.openbsd.org/)

0000 0O0OOpensSSH 7.8 (https:///www.openbsd.org/) D OO0 O0O0O0O0O0OOOO
oopooooo

COMPLIANCE:
Not Applicable

EXPLOITABILITY:
.=. Metasploit
Reference: CVE-2018-15473
Description: SSH Username Enumeration - Metasploit Ref : /modules/exploit/linux/http/dreambox_openpli_shell
Link: https-figithub.com/rapid7/metasploit-framework/blob/master/modules/auxiliary/scanner/sshissh_enumusers.ro

Reference: CVE-2018-15473
Description: SSH Username Enumeration - Metasploit Ref : /modules/post/windows/gather/credentials/gpp
Link: hitpsigithub.com/rapid7imetasploit-framework/blob/master’modulesfauxiliary/scanner/sshissh_enumusers.rb

Reference: CVE-2018-15473
Description: SSH Username Enumeration - Metasploit Ref : /modules/auxiliary/scanner/ssh/ssh_enumusers
Link: hitpsfigithub.com/rapid7imetasploit-framework/hlob/master’modules/auxiliary/scanner/sshfssh_enumusers.rb

Reference: CVE-2018-15473
Description: SSH Username Enumeration - Metasploit Ref : /modules/exploit/multi/http/apache_roller_ognl_injection
Link: hitps:figithub.com/rapid7/metasploit-ramework/bloh/master//modulesiauxiliary/scanner/sshissh_enumusers.rb

Reference: CVE-2018-15473
Description: SSH Username Enumeration - Metasploit Ref : /modules/exploit/linux/samba/chain_reply
Link: hitps:#github_ com/rapid? /metasploit-framework/bloh/masterimodules/auxiliary/scanner/sshissh_enumusers rb

Reference: CVE-2018-15473
Description: SSH Username Enumeration - Metasploit Ref : /modules/post/windows/manage/ie_proxypac
Link: hitps:figithub.com/rapid7/metasploit-ramework/bloh/masterfmodulesiauxiliary/scanner/sshissh_enumusers.rb

Reference: CVE-2018-15473
Description: SSH Username Enumeration - Metasploit Ref : /modules/auxiliary/scanner/http/ektron_cms400net
Link: hitps:fgithub_com/rapid7imetasploit-framework/blob/master/modules/auxiliary/scanner/sshissh_enumusers.rb

Reference: CVE-2018-15473
Description: SSH Username Enumeration - Metasploit Ref : /modules/exploit/linux/http/dlink_dspw215_info_cgi_bof

Link: hitps:figithub.com/rapid7imetasploit-framework/bloh/masterimodules/auxiliang/scannerisshissh_enumusers.rb

Reference: CVE-2018-15473
Description: SSH Username Enumeration - Metasploit Ref : /modules/exploit/linux/http/docker_daemon_tcp

Link: httpsJ/fgithub.com/rapid7/metasploit-framework/blob/masterimodules/auxiliany/scanner/sshissh_enumusers.rb

!! The Exploit-DB
Reference: CVE-2018-15473
Description: OpenSSH 2.3 < 7.7 - Username Enumeration - The Exploit-DB Ref : 45233
Link: hitp-fiwww. exploit-db.com/exploits/45233

Reference: CVE-2018-15473
Description: OpenSSH < 7.7 - User Enumeration (2) - The Exploit-DB Ref : 45939
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Link: hitp:/fwww.exploit-db.com/exploits/45939

Reference: CVE-2018-15473
Description: OpenSSH 2.3 < 7.7 - Username Enumeration (PoC) - The Exploit-DB Ref : 45210
Link: hitp:fiwew. exploit-db.comiexploits/45210

@ Qualys
Reference: CVE-0000-0000
Description: OpenSSH Username Enumeration

Link: hitp:fseclists orgfoss-sec/2018/g3M125

ASSOCIATED MALWARE:
There is no malware information for this vulnerability.

RESULTS:
Vulnerable SSH-2.0-OpenSSH_7.4 detected on port 22 over TCP.

Information Gathered (13)

[ [ ]| 3 00000000000000000000 (Remote Access or Management Service Detected)

QID: 42017

Category: General remote services

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Service Modified: 05/24/2019

User Modified: -

Edited: No

PCI Vuln: No

THREAT:
joooooooooooU0DoO0U0DoOO0U0DOO0U0DOO0U0DOOU0DOO0O0ODO0O0ODOO0ODOO0OOO0ODDODDODOOOOOOOOOO
good0ooboooooboooooobuooooboo0o0oooDbLO00oooDLO00oODbO OO0 LoD OO LoD boOoO o
jood0oooU0ooOOoU0DOOoO0U0DoOO0U0DOO0U0DOO0OO0ODOOODODOOOOOUODOOOOO

Results 000000000 D0OOO0ODOOO0ODOOO0ODOOOODOOOODOOOOOOOOOOODOOOOO
TelnetO Rlogind SSHO Windows 0 0 0 0 0 0 0 O O O O pcAnywherel Citrix Managemen

t Consoled Remote Admin (RAdmin)0 VNCO OPENVPNO O OO ISAKMP OO OOOOOOO
oooooooo

Ooo

IMPACT:
gobooooooooooobooo

SOLUTION:
goooooooooobooooboooobooooooooooOoooooooooooooobooOooooOooooOboooboOoooDoboOooooo

COMPLIANCE:
Not Applicable

EXPLOITABILITY:
There is no exploitability information for this vulnerability.

ASSOCIATED MALWARE:
There is no malware information for this vulnerability.

RESULTS:
Service name: SSH on TCP port 22.

[ ] | 2 TCPTimeStamp U DO UODOO0O0OOO0ODOOOOOOOOOOO (Host Uptime Guess Based on
TCP TimeStamp Option)
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Scan Results

QID: 82063
Category: TCP/IP
CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Service Modified: 05/30/2007
User Modified: -

Edited: No

PCI Vuln: No

THREAT:

oooog Tep/iPODODOO
gbooooooooooo
goooooooooooo
osOOoODOOOOO
pOOOoOO O
oooooo

OTCP TimeStampO kind 8000000000000
oo0o0oo0o0d1/100001/10000000000
goboooooooooooooobooooooo
gbooooobooooooooOoobooOoOooooo
goOoooooooobooooooooooooo
gobooooOoocoooooooooooOooOooooooo

oot
ooOd

O
O

IMPACT:

N/A

SOLUTION:
N/A

COMPLIANCE:
Not Applicable

EXPLOITABILITY:
There is no exploitability information for this vulnerability.

ASSOCIATED MALWARE:
There is no malware information for this vulnerability.

RESULTS:

Based on TCP timestamps obtained via port 111, the host's uptime is 0 days, 0 hours, and 8 minutes.

The TCP timestamps from the host are in units of 1 milliseconds.

2 OORPCOOODOOOODO (OpenRPC Services List)

QID: 9
Category: RPC

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Service Modified: 01/25/2019
User Modified: -

Edited: No

PCI Vuln: No
THREAT:

00000000000RPCOHOOOOOOOOOOOOOOOOOOO0O0O0O0O0O0O0O0O

IMPACT:
gbobooooooooboooboooobooooboooobooooooooooOooooooon

SOLUTION:

oooooooooooo
gooooooOooooooooooooo
Result OO OOOOOOODOO
00000000 MacOSO OpenBS
00o0o0oo0o0ooO ooooooooooo

port 111/tcp
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Scan Results

gooao
oooo
oooooooo

COMPLIANCE:
Not Applicable

EXPLOITABILITY:

There is no exploitability information for this vulnerability.

ASSOCIATED MALWARE:

There is no malware information for this vulnerability.

RESULTS:
program

100000
100000
100000
100000
100000
100000

version protocol
tcp
tcp
tcp
udp
udp
udp

N WA DN W

1 DNSOOODO (DNS Host Name)

QID:

Category:

CVE ID:

Vendor Reference:
Bugtraq ID:
Service Modified:
User Modified:
Edited:

PCI Vuln:

THREAT:

IMPACT:
N/A

SOLUTION:
N/A

COMPLIANCE:
Not Applicable

EXPLOITABILITY:

6
Information gathering

01/05/2018
No
No

There is no exploitability information for this vulnerability.

ASSOCIATED MALWARE:

There is no malware information for this vulnerability.

RESULTS:
IP address

10.0.0.4

Host name

goboooooooooooooOooboOoOoOobOboOoooOoboOooobooOoo

RPCOOOOODOOOODOOOODODOOODOOO
goooooboocoobooooboooon

RPCOOOOOUDPODOO TCPOOOODODOOODOOO

1110 “* portmap >~
oooooo
oooooo

port
111
111
111
111
111
111

ooboo0bo0oobo0oO00o0b0ob00b0000000O000 RESULT

No registered hostname

oobog

name
rpchind
rpchbind
rpchind
rpchind
rpchind
rpcbind
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1 0000000000 (HostScan Time)

QID: 45038

Category: Information gathering
CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Service Modified: 03/19/2016

User Modified: -

Edited: No

PCI Vuln: No

THREAT:

0000000000OHostScan TimeD OO ODOOODOOODODO 1000000000000000000O0O0O0O0OO
000000000000 00000000OResultd 000OHost Scan TimeD O oooo

OHostScan TimeO O OO OOOOOODOOOOOOReport Summaryd 000 Durationd O

000000000000 0000000ODurationD 0000000000000 C0O0OO00O00O0O0O00O00O0O00OOO Durat

ion0 00 00000000000000000000000000000000000000O0O0O0O0O0O0O0OOOOOOOO0O0O0O0OO0
O0OScanner Appliance 000 0000000000000 O0O0OO0OOOO0OOOOOOOOOOOOOOOOODODOO
0o0o00o00ooo0oo0oooooooooooo0oooooooooooo0ooo0ooo00oo0oooooooooooooooooOoooo
00000000 ODurationD 00000000

QualysWindows 0 0 0 0000000000000 000O0QIDOOOOOOOOOOODOODODODOODODODODDO
00000000000000000000000000000

IMPACT:
N/A

SOLUTION:
N/A

COMPLIANCE:
Not Applicable

EXPLOITABILITY:
There is no exploitability information for this vulnerability.

ASSOCIATED MALWARE:
There is no malware information for this vulnerability.

RESULTS:
Scan duration: 260 seconds

Start time: Wed, Dec 25 2019, 10:50:26 GMT

End time: Wed, Dec 25 2019, 10:54:46 GMT

1 JOubpPOOODOOOO (Open UDP Services Listd

QID: 82004
Category: TCP/IP
CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Service Modified: 07/12/2005
User Modified: -

Edited: No

PCI Vuln: No
THREAT:

goboooooooooooboooooooobooooboOoooOoOooooOooOooOooOooobO vubPOOODOOOODOOOOODOOOO
pgoooooooooooobooooooooOoboOoooOboOoOoOOoOoOoOoOoO0O0oOO0ObOOOOOOOObOO0O0DbOOOOOOOOOOOn
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gooooooboooobooooOooOooOoboOoOoOoOoOoOoOoOoOoOooOoOoOoubPOOOOO
PortUnreachable DO OO OOCOOOCOOOOOOOOOOODOOODOODODODDO
gboooooooooocooboOoooOobo0oOooOooOoOoOOoOoOoOOoOoOooOoOO ubkPO
00000000o00ooooooooooooooooooogaog filter/block/drop UD
gboooooooooooobooOoooOooboOoOoOoboOoOobOOoOoOooOoboOoOooboOoooDo

oo on
OocB

oo0oooooog IcMpP
O

oooooooooo

IMPACT:
goooooboooooooobooooboooooooooOooooOooooOooobooOooono

SOLUTION:

Jo00oo0o00o0o00o0000o0000O00D00O00D00O0000O0000O0000DOD00O0O0000OOUOO0O0DDDOOOOO
oo0o0oooOo0ooOo0o0OoOo00oOo00OoO00OO0O0O0O0O0O0O0O0DO0DOO00OO00ODO0O0OOO0O0OOO0O0ODOOOD
0000000000000 gOoOcERT

O WebOOO (http://www.certorg)J 0 00000OO0O0O0O

COMPLIANCE:
Not Applicable

EXPLOITABILITY:
There is no exploitability information for this vulnerability.

ASSOCIATED MALWARE:
There is no malware information for this vulnerability.

RESULTS:

Port IANA Assigned Ports/Services Description Service Detected
68 bootpc Bootstrap Protocol Client unknown

111 sunrpc SUN Remote Procedure Call rpc udp

1 00O TCPOUODOOOODO (Open TCP Services List)

QID: 82023
Category: TCP/IP
CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Service Modified: 06/16/2009
User Modified: -

Edited: No

PCI Vuln: No

THREAT:
ooooboo
oooooo
ooooboo
Results 00000000000 OOOPortD O
rts/Services 0 0 0 0 0 0O 0O O O Descriptiond
rvice Detected0 000 O0OODODO

goooobbooobobooo gooobobooooboboooboboooo
O0o00ooooooooooa 0000 >»>0000b0oOo0ooooa
0 IANA Assigned Po

goooooooose

oo 94

IMPACT:
gbodoooodoooboooobooooobooooboooo0ooooOoooooooboOoono

SOLUTION:
gooOooooOooooooooooooo
jo0o0oooo0ooooo0oooooooo
0000000000000 O0O0O0OCERT
0 Web OOO (http://www.certorg)0 0000000 OOOO

gobobooooooooooobooooboooobooOooooobOOoOoooOoOoooooooboooo
gooboooooooooooooobooooboooooooobooooDoOoOooooooooo

COMPLIANCE:
Not Applicable

EXPLOITABILITY:
There is no exploitability information for this vulnerability.
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Scan Results

ASSOCIATED MALWARE:
There is no malware information for this vulnerability.

RESULTS:

Port IANA Assigned Ports/Services Description

22 ssh SSH Remote Login Protocol
111 sunrpc SUN Remote Procedure Call

1 ICMPOOOOOOOO (ICMP Replies Received)

QID: 82040
Category: TCP/IP
CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Service Modified: 01/17/2003
User Modified: -

Edited: No

PCI Vuln: No

THREAT:

ICMPUO Internet Control and Error Message Protocold OO IPOO0O0O0O0O0O0OOO
goooooooooooicMPOOOOOOODOOOOOOOOOOOOOOOOOOOOODODOOOOOOOOOOOODOOOODO

000000000000 0oo0ooooOooo
ooooicMpPOOOOOO0DOOOOODOOOOOOOOOOOOODO:
Echo Request (EchoReply OO OO OODOO)

Timestamp Request (Timestamp Reply DO O OO0 O0O)

Address Mask Request (Address Mask Reply OO O OO OO0O)

UDP Packet (Port Unreachable Reply O OO OO OOO)

IP Packet with Protocol >= 250 (Protocol Unreachable Reply O [
ooooono)

““Result>’0000000000000ODO0OOOOODODO ICMPOOOOO

IMPACT:
N/A

SOLUTION:
N/A

COMPLIANCE:
Not Applicable

EXPLOITABILITY:
There is no exploitability information for this vulnerability.

ASSOCIATED MALWARE:
There is no malware information for this vulnerability.

RESULTS:
ICMP Reply Type

Echo (type=0 code=0)
Unreachable (type=3 code=3)
Time Stamp (type=14 code=0)

Triggered By
Echo Request
UDP Port 31335
Time Stamp Request
UDP Port 1
UDP Port 10276
UDP Port 555
UDP Port 51109
UDP Port 26409
UDP Port 9875
UDP Port 48092
UDP Port 1011

Unreachable (type=3 code=3)
Unreachable (type=3 code=3)
Unreachable (type=3 code=3)
Unreachable (type=3 code=3)
Unreachable (type=3 code=3)
Unreachable (type=3 code=3)
Unreachable (type=3 code=3)
Unreachable (type=3 code=3)

Service Detected

ssh
rpc

Additional Information

Echo Reply

Port Unreachable
10:50:27 GMT
Port Unreachable
Port Unreachable
Port Unreachable
Port Unreachable
Port Unreachable
Port Unreachable
Port Unreachable
Port Unreachable

OS On Redirected Port
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Unreachable (type=3 code=3) UDP Port 15253 Port Unreachable

1 TCPOOODOOOOOODOOOOOODODOOD (Degree of Randomness of TCP Initial Sequence Numbers)

QID: 82045
Category: TCP/IP
CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Service Modified: 11/20/2004
User Modified: -

Edited: No

PCI Vuln: No
THREAT:

gooOoOon0 sYyYNACKOODOO TCP
gboooobooooOomiNooobooooboooobooooooooboOoon ISN

goooooo0ooooOoobOo0oOoboOo0oOooDOO RESULT
gboooobooooooooboOoOooOoboOoOoOoOoOoOooOOoOoOoOOoOoOooOn TCPISN
gooooooooobooooooooo

IMPACT:

N/A

SOLUTION:

N/A

COMPLIANCE:

Not Applicable

EXPLOITABILITY:
There is no exploitability information for this vulnerability.

ASSOCIATED MALWARE:
There is no malware information for this vulnerability.

RESULTS:

Average change between subsequent TCP initial sequence numbers is 1160069590 with a standard deviation of 643614797. These TCP initial

sequence numbers were triggered by TCP SYN probes sent to the host at an average rate of 1/(5138 microseconds). The degree of difficulty to

exploit the TCP initial sequence number generation scheme is: hard.

1 IPOOODOIDOOOOOOO (IPID Values Randomness)

QID: 82046

Category: TCP/IP

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Service Modified: 07/28/2006

User Modified: -

Edited: No

PCI Vuln: No

THREAT:
JoodO0owPOO0OO0OO0OOU0ODOOUOODOWPOOOOUDOIDOODOOUOODOOUODOOOODOOOOODOOOOUODOOOOO
jO0000000000000000000000000000O0O0O00O0O000O0O0O0 200 IDOO0O0OOCOOOOOOOOOO
000000000 0O00ORESULTOOOOOOUOODOOOUOOOOOUOODOOUODOOOUODOOOOO OSO TCP/IPOODOO
J0o00000000000000000000000000000000000000O0O000O0O00O0O00DOO
JOoo0d0d0odU0ooOoUo TCcPUL0O0OO0OU0OOUOUOOOUDOOUDODOUOODOUUDODOUDOOUODOOO
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IMPACT:
N/A

SOLUTION:
N/A

COMPLIANCE:
Not Applicable

EXPLOITABILITY:
There is no exploitability information for this vulnerability.

ASSOCIATED MALWARE:
There is no malware information for this vulnerability.

RESULTS:

IP ID changes observed (network order) for port 111: 00000000000000000000000000000

Duration: 23 milli seconds

1 0000000000 (Host Name Not Available)

QID: 82056
Category: TCP/IP
CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Service Modified: 10/08/2004
User Modified: -

Edited: No

PCI Vuln: No
THREAT:

00000000000000000FQDNOODODODO Netbios
goooooooooboooboooooOoboOoooooa

COMPLIANCE:
Not Applicable

EXPLOITABILITY:
There is no exploitability information for this vulnerability.

ASSOCIATED MALWARE:
There is no malware information for this vulnerability.

RESULTS:
No results available

1 ssHOOOOOOOOO (SSH daemon information retrieving)

QID: 38047

Category: General remote services
CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Service Modified: 04/05/2018

User Modified: -

Edited: No

PCI Vuln: No

port 22/tcp

page 13



Scan Results

THREAT:

ssHOOOOOOO0O0OO0O0O0O00ooooooooormpPsOOOOOOOOOOOOODODOOODOOODOODODOODOOODDBO

Red HatES4 0 0O O -
000000000 ssHL

od

SSH1O0OOOOO0O0O0000000000 RSApassword
SSH1OOOOOOOOOOOO0OO0OOO 3desblowfish

obooooogn SsH2

od

sSH2 0 OOOUOO0oOooO0oooOooooOoooooo diffie-hellman-group-exchange-shal,d
iffie-hellman-group14-shal,diffie-hellman-groupl-shal

SSH2 000000000000 000 aes128-cbe,3des-chbe,blowfish-cbe,cast128-c
bc,arcfour,aes192-cbc,aes256-cbc,rijndael-cbc@lysator.liu.se,aes
128-ctr,aes192-ctr,aes256-ctr
SSH2O0OODOOOOO0OOOO0OD0OO0OO000 aes128-che,3des-che,blowfish-cbe,cast128-
cbc,arcfour,aes192-chc,aes256-chc,rijndael-cbc@lysator.liu.se,ae
5128-ctr,aes192-ctr,aes256-ctr
SSH2 0 OOOOODOOOO0O0O0O0000 mac hmac-md5,hmac-shal,hmac-ripemd160,hma
c-ripemd160@openssh.com,hmac-shal-96,hmac-md5-96

SSH2 0 OOOOOOOOO0O0O0O0000 mac hmac-md5,hmac-shal,hmac-ripemd160,hma
c-ripemd160@openssh.com,hmac-shal-96,hmac-md5-96

SSH2 0O OOUOO0OOO0O00O000000 publickey,gssapi-with-mic,password

IMPACT:

SOLUTION:

goboooooooooooboon SssH

SSHOOOOO 20 ssHOOOOO 10000000

COMPLIANCE:
Not Applicable

EXPLOITABILITY:

There is no exploitability information for this vulnerability.

ASSOCIATED MALWARE:

There is no malware information for this vulnerability.

RESULTS:
SSH1 supported

SSH2 supported

Supported key exchange algorithms for SSH2

Supported host key algorithms for SSH2

Supported decryption ciphers for SSH2

Supported encryption ciphers for SSH2

Supported decryption macs for SSH2

Supported encryption macs for SSH2

Supported decompression for SSH2

Supported compression for SSH2

Supported authentication methods for SSH2

1 SSHOOO (SSH Banner)

QID:
Category:

38050

no
yes

curve25519-sha256, curve25519-sha256@libssh.org, ecdh-sha2-nistp256,
ecdh-sha2-nistp384, ecdh-sha2-nistp521,
diffie-hellman-group-exchange-sha256, diffie-hellman-group16-sha512,
diffie-hellman-group18-sha512, diffie-hellman-group-exchange-shail,
diffie-hellman-group14-sha256, diffie-hellman-group14-shal,
diffie-hellman-group1-shal

ssh-rsa, rsa-sha2-512, rsa-sha2-256, ecdsa-sha2-nistp256, ssh-ed25519

chacha20-poly1305@openssh.com, aes128-ctr, aes192-ctr, aes256-ctr,
aes128-gcm@openssh.com, aes256-gcm@openssh.com, aes128-cbc,
aes192-cbhc, aes256-chc, blowfish-cbe, cast128-cbc, 3des-cbc

chacha20-poly1305@openssh.com, aes128-ctr, aes192-ctr, aes256-ctr,
aes128-gcm@openssh.com, aes256-gcm@openssh.com, aes128-cbc,
aes192-cbhc, aes256-chc, blowfish-cbc, cast128-chc, 3des-cbc

umac-64-etm@openssh.com, umac-128-etm@openssh.com,
hmac-sha2-256-etm@openssh.com, hmac-sha2-512-etm@openssh.com,
hmac-shal-etm@openssh.com, umac-64@openssh.com, umac-128@openssh.com,
hmac-sha2-256, hmac-sha2-512, hmac-shal

umac-64-etm@openssh.com, umac-128-etm@openssh.com,
hmac-sha2-256-etm@openssh.com, hmac-sha2-512-etm@openssh.com,
hmac-shal-etm@openssh.com, umac-64@openssh.com, umac-128@openssh.com,
hmac-sha2-256, hmac-sha2-512, hmac-shal

none, zlib@openssh.com
none, zlib@openssh.com
publickey, gssapi-keyex, gssapi-with-mic, password, keyboard-interactive

General remote services

port 22/tcp
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Scan Results

CVE ID:

Vendor Reference:
Bugtraq ID:
Service Modified:
User Modified:
Edited:

PCI Vuln:

COMPLIANCE:
Not Applicable

EXPLOITABILITY:

There is no exploitability information for this vulnerability.

ASSOCIATED MALWARE:

There is no malware information for this vulnerability.

RESULTS:
SSH-2.0-OpenSSH_7.4

02/05/2003
No
No
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Hosts Scanned (IP)
10.0.0.4

Target distribution across scanner appliances
:10.0.0.4

Options Profile

Initial Options

Scan Settings

Ports:

Scanned TCP Ports: Standard Scan
Scanned UDP Ports: Standard Scan
Scan Dead Hosts: Off

Load Balancer Detection: Off
Perform 3-way Handshake: Off
Vulnerability Detection: Complete
Password Brute Forcing:

System: Disabled
Custom: Disabled
Authentication:

Windows: Disabled
Unix/Cisco: Disabled
Oracle: Disabled
Oracle Listener: Disabled
SNMP: Disabled
VMware: Disabled
DB2: Disabled
HTTP: Disabled
MySQL: Disabled
Tomcat Server: Disabled
MongoDB: Disabled
Palo Alto Networks Firewall: Disabled
Jboss Server: Disabled
Oracle WebLogic Server: Disabled
MariaDB: Disabled
InformixDB: Disabled
MS Exchange Server: Disabled
Oracle HTTP Server: Disabled
MS SharePoint: Disabled
Sybase: Disabled
Overall Performance: Normal
Authenticated Scan Certificate Discovery: Disabled
Test Authentication: Disabled
Hosts to Scan in Parallel:

Use Appliance Parallel ML Scaling: Off
External Scanners: 15
Scanner Appliances: 30
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Processes to Run in Parallel:

Total Processes: 10
HTTP Processes: 10
Packet (Burst) Delay: Medium
Port Scanning and Host Discovery:

Intensity: Normal

Dissolvable Agent:

Dissolvable Agent (for this profile): Disabled

Windows Share Enumeration: Disabled

Windows Directory Search: Disabled

Lite OS Discovery: Disabled

Host Alive Testing: Disabled

Do Not Overwrite OS: Disabled

Host Discovery: TCP Standard Scan, UDP Standard Scan, ICMP On
Ignore firewall-generated TCP RST packets: Off

Ignore all TCP RST packets: Off

Ignore firewall-generated TCP SYN-ACK packets: Off

Do not send TCP ACK or SYN-ACK packets during host discovery: Off

Report Legend

Vulnerability Levels

A Vulnerability is a design flaw or mis-configuration which makes your network (or a host on your network) susceptible to malicious attacks from local or
remote users. Vulnerabilities can exist in several areas of your network, such as in your firewalls, FTP servers, Web servers, operating systems or CGI bins.
Depending on the level of the security risk, the successful exploitation of a vulnerability can vary from the disclosure of information about the host to a
complete compromise of the host.

Severity | Level | Description

[ ] 1 Minimal Intruders can collect information about the host (open ports, services, etc.) and may be
able to use this information to find other vulnerabilities.

[ |} 2 Medium Intruders may be able to collect sensitive information from the host, such as the
precise version of software installed. With this information, intruders can easily
exploit known vulnerabilities specific to software versions.

] ] 3 Serious Intruders may be able to gain access to specific information stored on the host,
including security settings. This could result in potential misuse of the host by
intruders. For example, vulnerabilities at this level may include partial disclosure of
file contents, access to certain files on the host, directory browsing, disclosure of
filtering rules and security mechanisms, denial of service attacks, and unauthorized use
of services, such as mail-relaying.

HEEE | 2 Critical Intruders can possibly gain control of the host, or there may be potential leakage of
highly sensitive information. For example, vulnerabilities at this level may include
full read access to files, potential backdoors, or a listing of all the users on the
host.

HEEEN s Urgent Intruders can easily gain control of the host, which can lead to the compromise of your
entire network security. For example, vulnerabilities at this level may include full
read and write access to files, remote execution of commands, and the presence of
backdoors.

Potential Vulnerability Levels

A potential vulnerability is one which we cannot confirm exists. The only way to verify the existence of such vulnerabilities on your network would be to
perform an intrusive scan, which could result in a denial of service. This is strictly against our policy. Instead, we urge you to investigate these potential
vulnerabilities further.

Severity | Level | Description
1 Minimal If this vulnerability exists on your system, intruders can collect information about the

host (open ports, services, etc.) and may be able to use this information to find other
vulnerabilities.
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Severity | Level | Description

2 Medium If this vulnerability exists on your system, intruders may be able to collect sensitive
information from the host, such as the precise version of software installed. With this
information, intruders can easily exploit known vulnerabilities specific to software
versions.

3 Serious  If this vulnerability exists on your system, intruders may be able to gain access to
specific information stored on the host, including security settings. This could result
in potential misuse of the host by intruders. For example, vulnerabilities at this level
may include partial disclosure of file contents, access to certain files on the host,
directory browsing, disclosure of filtering rules and security mechanisms, denial of
service attacks, and unauthorized use of services, such as mail-relaying.

4 Critical  If this vulnerability exists on your system, intruders can possibly gain control of the
host, or there may be potential leakage of highly sensitive information. For example,
vulnerabilities at this level may include full read access to files, potential
backdoors, or a listing of all the users on the host.

5 Urgent  If this vulnerability exists on your system, intruders can easily gain control of the
host, which can lead to the compromise of your entire network security. For example,
vulnerabilities at this level may include full read and write access to files, remote
execution of commands, and the presence of backdoors.

Information Gathered

Information Gathered includes visible information about the network related to the host, such as traceroute information, Internet Service Provider (ISP), or a
list of reachable hosts. Information Gathered severity levels also include Network Mapping data, such as detected firewalls, SMTP banners, or a list of open
TCP services.

Severity | Level | Description
1 Minimal Intruders may be able to retrieve sensitive information related to the host, such as
open UDP and TCP services lists, and detection of firewalls.
2 Medium Intruders may be able to determine the operating system running on the host, and view banner versions.
3 Serious Intruders may be able to detect highly sensitive data, such as global system user lists.

This report was generated with an evaluation version of Qualys

CONFIDENTIAL AND PROPRIETARY INFORMATION.
Qualys provides the QualysGuard Service "As Is," without any warranty of any kind. Qualys makes no warranty that the information contained in this report is
complete or error-free. Copyright 2020, Qualys, Inc.
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