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Lack of interoperability or standards

Security concems

Uncertain ROl (e.g., insufficient business cases)

Legacy equipment (e.g., no connectivity or embedded
S2NS0Ms)

Technology immaturity (e.g. large-scaie analytics)

Privacy concems

I 20%
NN 5%

Lack of skilled workers (e.g., data scientists) | 12%

I 20% Mot
Bl Norih America (n=43)
o

Societal concerns (e.g., economic disiocation) [ 5% B Europe (n=30)

3%

(Source)World Economic Forum, “Industrial Internet of Things : Unleashiag t .

Protection of Connected Products and Services” (January 2015)
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“In their use of ICTs States must observe, among other principles of international
law, State sovereignty, the settlement of disputes by peaceful measures, and non-
intervention in the internal affairs of States.” (YA /\—ZERIZH(THERE1E.
ER0 R ERRTF)

* Existing obligations under international law are applicable to State use of 1CTs
and States must comply with their obligations to respect and protect human rights
and fundamental freedomd EFRiE (&1 /\—ZE R I 2@ A AT 88)

* States must not use proxiesto commit internationally wrongful actsusing I CTs,
and should seek to ensure that their territory is not used by non-State tactors
commit such acts(H A /N\—ZERIZEITHEETAZFADEEDEL)

“The UN should play a leading role in promoting dialogue on the security of
| CTsin their use by States, and in developing common understandings on the
application of international law and norms, rules and principles for responsible

State behavior{H 4 /\—ZEEZ KL ER/IZH (THEED EE/MRE)

(Source) UN General Assembly, Group of Governmental Experts on Develbpntke Field of

Information and Telecommunications in the Context of International Sg¢dumne 2015) ot
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