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Governance Dashboard

LiR— I\tljjj RUBCIA RSO

Plaintext authentication 3= DR ,m( __]'4 * /E %
There are 140 open alerts g (— D
["im udlll C .
Explanation
Kyushu R&D Center New York Office xR
Server is running a service that uses authentication, but the network traffic is not encrypted. This means that anyone
connected to the network can capture traffic and leam the credentials.
Compliance Score Compliance Score Compliance Score )
The risk with plaintext authentication is that it allows a malicious agent connected to the network te gain access to the
st Updated: 01/07/2021 16:14:10 Last Updated: 09/15/2020 16:35:15 Last Updated: 09/15/2020 16:41:05 service and the credentials.
Additionally, these credentials might be used by the legitimate user for other services as well, and a malicious agent could
access those other services using the same credentials — leading to data theft by unauthorized entities, putting critical
42% 42% 63% network services and industrial processes at risk.
10 of 24 10 of 24 150f 24 Affected IPs
# 1w Hostname Count
Mandatory Findings: 110 Mandatory Findings: 47 Mandatory Findings: 38
Optional Findings: © optional Findings: © optional Findings: 0 1 163.50.140.109 eng_ws_748 4
2 163.50.140.130 mbitasset.hyper.com 8
3 163.50.158.169 mBo0sg9.hyper.com 4
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@ xititFw
Cisco ASA. Palo Alto PAY)—X, FortiGate>—X
@ iNetSec SF
BIENEHR R/ HIER Ry ND—ID1EH T /N4 2D HAE.
EIE5)\A 2Dy ND =I5 Db « kT

© rencE-G
USBXEYZFDINERT )\ AND 7 72 A I
@ WhiteSec

HB—)\—/EWSETEET 27 ST —>a> 0l
© FENCE-Works
1EERFTRY D —JEDERDEN 2 71 L DIREAL,

OTRYMI—=JtF1UF1mIR{EY—EX (SCADAfence)
Cyber Vision(Stealtwatch)
HIAEEERR/ IR Ry N - D ER - EE1R

@ 15A3000. EdgeFire
R T71T7IA-)
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@ EdgeIPS
EEZEITREAIPS
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Cybereason/EDRY L2, Cisco ASA, Palo Alto PAYU—X,
Trend Micro Apex One™ FortiGatesU— X'

SaaS with XDR,* | —
Palo Alto Networks Cortex XDR ( BHEhENr A )

SERERODEIR @ iNetSec SF

135S TYARZ—I K e
EELUFAH—ER C USBHIR % )

fESSIEEZH Q eSS

SecurityScorecard, ( TRy —I8134E =)

%1 [U—ER&#R] FENICS CloudProtect I>RR+> MMz+1U7¢ powered by Apex One SaaS + XDRAT>a>H—EZ
%2 [H—EZ2£#57] FENICS CloudProtect XDR for Endpoint powered by Cortex XDR from Palo Alto Networks
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https://www.fujitsu.com/jp/solutions/business-technology/security/secure/seminar/

73 © 2022 Fujitsu Limited


https://www.fujitsu.com/jp/solutions/business-technology/security/secure/seminar/

Y 3

C RO
-EOMSAMIELIE HEESTER
contact-securus@cs.jp.fujitsu.com



mailto:contact-securus@cs.jp.fujitsu.com

FUjiTsu

https://fujitsuvoice.eu.qualtrics.com/jfe/form/SV 7aNpLiTMYIzGtGC

(o)
FUJITSU

(8 A4 EHE]
BEEHNEDONTVS | S, BERYA)(—BEWR
~EEDESRERDIT/OTRIEZEEN STIHRE [F~

ABESITUWHR, TSMWVEEERCHDNESTETNET,

BFHTIN, 7oo— A ADTBNEB UL BBENWNELET,

Q/ARRIHTIFET

© 2022 Fujitsu Limited


https://fujitsuvoice.eu.qualtrics.com/jfe/form/SV_7aNpLiTMYIzGtGC

Thank you




