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  OpenSSL Project が提供する OpenSSL にリモートからメモリ情報を参照可能な脆弱

性（CVE-2014-0160）の存在が報告されています。 

  本脆弱性の Interstage Application Server 製品における影響についてご報告致しま

す。 

 

１． OpenSSLのメモリ情報暴露の脆弱性の概要 

OpenSSL 1.0.1 ～ 1.0.1f / OpenSSL 1.0.2-beta ～ 1.0.2-beta1 にリモートからメモ

リ情報を参照可能な脆弱性が報告されています。 

詳細は、下記の情報をご参照ください。 

・CVE-2014-0160（英文） (CVE)  

 http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-0160 

・OpenSSL の脆弱性に関する注意喚起（和文） (JP/CERT)  

 https://www.jpcert.or.jp/at/2014/at140013.html 

・OpenSSL の heartbeat 拡張に情報漏えいの脆弱性（和文） (JVN)  

 https://jvn.jp/vu/JVNVU94401838/index.html 

・OpenSSL の脆弱性対策について（和文） (IPA) 

 http://www.ipa.go.jp/security/ciadr/vul/20140408-openssl.html 

 

２． Interstage Application Server 製品への影響について 

Interstage Application Server製品では、本脆弱性の影響はございません。 

 

   [Interstage Application Server製品] 

本情報の対象製品 [Windows(x86)] 

Interstage Application Server Enterprise Edition V3～V11 

Interstage Application Server Standard-J Edition V8～V11 

Interstage Application Server Standard Edition V3～V7 

Interstage Application Server Plus V5～V7 

Interstage Application Server Web-J Edition V3～V8 
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INTERSTAGE Application Server Web Edition V3 

Interstage Web Server Express V11 

Interstage Web Server V9～V10 

INTERSTAGE Enterprise Edition V2 

INTERSTAGE Standard Edition V2 

INTERSTAGE V1 

 

[Windows(x64)] 

Interstage Application Server Enterprise Edition V9～V11 

Interstage Application Server Standard-J Edition V9～V11 

 

[Windows(Itanium)] 

Interstage Application Server Enterprise Edition V8～V9 

Interstage Application Server Standard-J Edition V9 

 

[Solaris(32bit)] 

Interstage Application Server Enterprise Edition V3～V11 

Interstage Application Server Standard-J Edition V8～V11 

Interstage Application Server Standard Edition V3～V7 

Interstage Application Server Plus V5～V7 

Interstage Application Server Web-J Edition V3～V8 

Interstage Web Server Express V11 

Interstage Web Server V9～V10 

INTERSTAGE Enterprise Edition V2 

INTERSTAGE Standard Edition V2 

INTERSTAGE V1 

 

[Solaris(64bit)] 

Interstage Application Server Enterprise Edition V11 

Interstage Application Server Standard-J Edition V11 

 

[Linux(x86)] 

Interstage Application Server Enterprise Edition V4～V11 

Interstage Application Server Standard-J Edition V8～V11 

Interstage Application Server Standard Edition V4～V7 

Interstage Application Server Plus V5～V7 
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Interstage Application Server Web-J Edition V3～V8 

Interstage Web Server Express V11 

Interstage Web Server V9～V10 

 

[Linux(Intel64)] 

Interstage Application Server Enterprise Edition V9～V11 

Interstage Application Server Standard-J Edition V9～V11 

 

[Linux(Itanium)] 

Interstage Application Server Enterprise Edition V7～V9 

Interstage Application Server Standard-J Edition V9 

対象製品の動作 OS [Windows(x86)版] 

Microsoft(R) Windows Server(R) 2012 Foundation 

Microsoft(R) Windows Server(R) 2012 Standard 

Microsoft(R) Windows Server(R) 2012 Datacenter 

Microsoft(R) Windows Server(R) 2012 R2 Foundation 

Microsoft(R) Windows Server(R) 2012 R2 Standard 

Microsoft(R) Windows Server(R) 2012 R2 Datacenter 

Microsoft(R) Windows Server(R) 2008 Standard 

Microsoft(R) Windows Server(R) 2008 Enterprise 

Microsoft(R) Windows Server(R) 2008 Datacenter 

Microsoft(R) Windows Server(R) 2008 Foundation 

Microsoft(R) Windows Server(R) 2008 Standard without 

Hyper-V 

Microsoft(R) Windows Server(R) 2008 Enterprise without 

Hyper-V 

Microsoft(R) Windows Server(R) 2008 Datacenter without 

Hyper-V 

Microsoft(R) Windows Server(R) 2008 R2 Standard 

Microsoft(R) Windows Server(R) 2008 R2 Enterprise 

Microsoft(R) Windows Server(R) 2008 R2 Datacenter 

Microsoft(R) Windows Server(R) 2008 R2 Foundation 

Microsoft(R) Windows Server(R) 2003 Standard Edition 

Microsoft(R) Windows Server(R) 2003 Enterprise Edition 

Microsoft(R) Windows Server(R) 2003, Standard x64 Edition 

Microsoft(R) Windows Server(R) 2003, Enterprise x64 
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Edition 

Microsoft(R) Windows Server(R) 2003 R2, Standard Edition 

Microsoft(R) Windows Server(R) 2003 R2, Enterprise Edition 

Microsoft(R) Windows Server(R) 2003 R2, Standard x64 

Edition  

Microsoft(R) Windows Server(R) 2003 R2, Enterprise x64 

Edition  

Microsoft(R) Windows(R) 2000 Server 

Microsoft(R) Windows(R) 2000 Advanced Server 

Microsoft(R) Windows NT(R) Server 4.0 

Microsoft(R) Windows NT(R) Server, Enterprise Edition 4.0 

 

[Windows(x64)版] 

Microsoft(R) Windows Server(R) 2012 Foundation 

Microsoft(R) Windows Server(R) 2012 Standard 

Microsoft(R) Windows Server(R) 2012 Datacenter 

Microsoft(R) Windows Server(R) 2012 R2 Foundation 

Microsoft(R) Windows Server(R) 2012 R2 Standard 

Microsoft(R) Windows Server(R) 2012 R2 Datacenter 

Microsoft(R) Windows Server(R) 2008 Standard 

Microsoft(R) Windows Server(R) 2008 Enterprise 

Microsoft(R) Windows Server(R) 2008 Datacenter 

Microsoft(R) Windows Server(R) 2008 Foundation 

Microsoft(R) Windows Server(R) 2008 Standard without 

Hyper-V 

Microsoft(R) Windows Server(R) 2008 Enterprise without 

Hyper-V 

Microsoft(R) Windows Server(R) 2008 Datacenter without 

Hyper-V 

Microsoft(R) Windows Server(R) 2008 R2 Standard 

Microsoft(R) Windows Server(R) 2008 R2 Enterprise 

Microsoft(R) Windows Server(R) 2008 R2 Datacenter 

Microsoft(R) Windows Server(R) 2008 R2 Foundation 

Microsoft(R) Windows Server(R) 2003, Standard x64 Edition 

Microsoft(R) Windows Server(R) 2003, Enterprise x64 

Edition 
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Microsoft(R) Windows Server(R) 2003 R2, Standard x64 

Edition 

Microsoft(R) Windows Server(R) 2003 R2, Enterprise x64 

Edition 

 

[Windows(Itanium)版] 

Microsoft(R) Windows Server(R) 2008 for Itanium-Based 

Systems 

Microsoft(R) Windows Server(R) 2003, Enterprise Edition 

for Itanium-based Systems 

Microsoft(R) Windows Server(R) 2003, Datacenter Edition 

for Itanium-based Systems 

 

[Solaris(32bit)版] 

Oracle Solaris 11 

Oracle Solaris 10 

Oracle Solaris 9 

Oracle Solaris 8 

Oracle Solaris 7 

Oracle Solaris 2.6 

 

[Solaris(64bit)版] 

Oracle Solaris 11 

Oracle Solaris 10 

 

[Linux(x86)版] 

Red Hat Enterprise Linux 6 (for x86) 

Red Hat Enterprise Linux 6 (for Intel64)  

Red Hat Enterprise Linux 5 (for x86) 

Red Hat Enterprise Linux 5 (for Intel64)  

Red Hat Enterprise Linux AS (v.4 for x86) 

Red Hat Enterprise Linux AS (v.4 for EM64T) 

Red Hat Enterprise Linux AS (v.3 for x86) 

Red Hat Enterprise Linux ES (v.3 for x86) 

Red Hat Enterprise Linux AS (v.2.1 for x86) (Red Hat Linux 

Advanced Server 2.1) 
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Red Hat Enterprise Linux ES (v.2.1 for x86) 

Red Hat Linux 7.0J 

Red Hat Linux 6.2J 

Turbolinux Server 6.5 

Turbolinux Server 6.1 

 

[Linux(Intel64)版] 

Red Hat Enterprise Linux 6 (for Intel64) 

Red Hat Enterprise Linux 5 (for Intel64) 

 

[Linux(Itanium)版] 

Red Hat Enterprise Linux AS (v.4 for Itanium) 

Red Hat Enterprise Linux 5 (for Intel Itanium) 

 

－以上－ 
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