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1.1 SYRATLDAYytE—D
111 YRTLIES

[Ay+E—2)

‘initl system startup now.

(F34A4YT+]
LOG_INFO

=19
AT ANEILIZZ EERLET,

1.1.2 N— R TT7IZ5—O7HM

(A vtE—2)

‘initi hard errlog write to temporary. down code [<down_code>]

(F34A4UT+]
LOG_INFO

=]
N RU =TI I—ORECLY, EEAFERB SN L AR LET.

Flo, =7 —nul %77 v a AE ) (RO ISR L2 L AR L ET,

(/35 A 2 DEK]

<down_code>
N—= R 2T TT7—ONEERT T a—FR




1.2 BEREEFEOAYytE—Y
1.2.1 ether a< 2 K

[Ayv+E—2)

‘protocoli ether <number> duplex half definition is ignored

[FS54AUT )
LOG_INFO
)
ether duplex EEIZ LD, P EHE— MEENRME e/od, REEFMEA LI L E2RLET,

(/X5 A2 DEBK]

<number>
ether EXE =

(A vtE—2)

‘protocoli ether <number> mdi auto definition is ignored.

[T544Y5 4]
LOG_INFO
=)
ether mdi EFIZ LD, E— NEENRE /e d, RELER L L AR LET,

(/35 A 2 DEK]

<number>
ether EFRE =

1.2.2 ieee80211, wlana< > K

[Ay+—2]

‘protocoli ieee80211 <number> not attached: mode is not configured

(FS34A4YT1]
LOG_INFO

=19
LY LAN TV 2 — LOERBET— RRRESN T RNED, ZOERIAN T 22— LVERMEA T 202
LERLET,
MR AN TP 2 — VA EES T A 72010, BREEET— FERTTIXENH Y £,
(/X5 A2 DEK]
<number>

MR LAN 30 2 — L ERE B

(A vtE—2)

‘protocoli ieee80211 <number> not attached: invalid channel.

T
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(FTS34A4YT«]
LOG_INFO

=]

FEE SN TV D BERUEIE T — N E 3 ERB(E FE CIMEH TE 7o), ZOER LN €2 = — IV iE

JAc&E VW tERLET,
MEGRE T — FB XL OB ETIRIEOX R L2 F v RV ERET HALERH Y £7,
+ 1la, 1la/n, 1lla/n/ac
36, 40, 44, 48, 52, 56, 60, 64, 100, 104, 108, 112, 116, 120, 124, 128, 132, 136, 140 M & i1
MERIRIEHHIRIE T 40MHz 295 & &3 140 F v 1L,
MERLE (S IE C SOMHz Z{HH T 5 & X1 132, 136, 140 v %L
IIERACE A,
- 11b
1-14 ® &
- 11g, 11b/g, 1lg/n, 11b/g/n
1-13 D Ens

(/N5 A2 DEK]

<number>
MERL LAN B 2 — LV ERR R

[Ay+E—2)

FOME

‘protocoli ieee80211 <number> not attached: invalid secondary—channel.

(75445 ]
LOG_INFO

2]

BESNTWA I XT3V A 7y hTIHEATE 20z, ZOEBLAN €Y a2 — VERMBHEH T

NI EERLET,
TIA< )T FNVCHIG LIz X F 27y bR ETIVLERD D 7,

(/35 A2 DEBK]

<number>
EAL AN B 2 — LV ERE S

(A vtE—2)

‘protoco]: ieee80211 <number> not attached: STA limit is over max number.

(FS34A4YT1]
LOG_INFO

=0K]

B MERR LAN B ¥ 2 — /VICRE STV 5 MR LAN SR OBt wRE R B O G 2Y . R AR OEER TeE % B 2

L2, ZOEBRLAN TV 2 —LE éﬁ%f%&w LERLET,
KM LAN £ 2 = — VOB AR B RO AFHE EREOBHGRARREHMUTICRET O2LERNH Y 7,




(/35 A 2 DEK]

<number>
LS AN B 2 — VERE S

[Ayv+—2)

‘protocoli ieee80211 <number> apscan mode is not attached: no wlan interface for apscan.

(F34A4UT+]
LOG_INFO

=0K]

AT 7 ARA v MEHEICLEER R LAN A  F 7 = — AR W28, 2D ieee80211 apscan mode EFEHMH

AcEhnW LERLET,

(/X5 A2 DEBK]

<number>
A LAN B30 o — LV ERER

[Ay+E—2)

‘protocoli ieee80211 <number> not attached: no available wlan.

(FS34A4YT1]
LOG_INFO

=0K]

T LAN B 2 — VR AT DN RERR LAN A X 7 2 — ANEZRSH TN, OB LAN £

2= VEBRBNMEHTERNZ L EZRLET,

(/35 A 52 DEK]

<number>
AL LAN BV 2 — LV ERE S

(A vtE—2)

‘protoco]: ieee80211 <number> secondary-channel is ignored. secondary—channel <offset> is invalid.

(F514 Y7 4]
LOG_INFO

=]

RE LTI LAN F v R VE B LT, BESNTWA I A ) Fy Nt 7ty MERERETHDHZ0.

ORI HFVFRNA Ty NEREENCLIZ EERLET,

(/35 A 2 DEK]

<number>
AL LAN B o — VERE S

[Ay+E—2]

‘protocoll ieee80211 <number> noise—detect is ignored. the interface which is not ap exists.

%1
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(FTS34A4YT«]
LOG_INFO

=]

wlan type DEFEIT ap US DM LAN A L F 7 = —ZANGFIELIZZ &I1T LV, /A X[EIRsEE 2 R L7 2 &
ERLET,

(/35 A 2 DEK]

<number>
AL LAN EY o — VERE S

[Ay+E—2)

‘protocoll ieee80211 <number> not attached: invalid beacon interval.

(F354F0)T4]
LOG_INFO

BRE LT — o EEWMMRE CEETRE/ VAP A2 CTWA 7D, ZOBERLAN TV 2 — VEENMEFTE 20N
ZLEERLET,

(/35 A 2 DEK]

<number>
MR LAN B2 2 — L ERE R

[Ay+E—2]

‘protocoli ieee80211 <number> not attached: supportrate required in mode is not set.

(FTS34A4UT+]
LOG_INFO

L)

BE LI EBEEET— RCHARYR—FL— FOERRESIN TN, O LAN £ o — LERN
HEHTERWZ AR LET,

(/X5 A2 DEK]

<number>
AR LAN £ ¥ 2 —VERE S

[Ay+E—2]

‘protocoli ieee80211 <number> not attached: supportrate is not support in mode.

(F54F )T 1]
LOG_INFO

=0K]

BE LI BAREE— RCTAM TRV A= L — FOERREINTND 2D, TOMHLLAN TV = —/LE
EMEATEARNWI L ERLET,




(/X5 A 2 DEK]

<number>
LS AN B 2 — VERE S

[Ayv+—2)

‘protocoli ieee80211 <number> not attached: basicrate is not included in supportrate.

(F34A4YT 4]
LOG_INFO

=0K]

PR— b — FOMEIZREINTORVER, X—v vy 7 L— hDEE LTREIN TS, Z O LAN

EVa— VEEMEATERV T AR LET,

[/85 A2 DERK]

<number>
AR LAN B30 o — LV ERER

[Ayv+E—2]

‘protocoli ieee80211 <number> not attached: basicmcs is not included in supportmcs

(F514YT]
LOG_INFO

=0K]

PAR— b MCS DEICERE SN TWVARVMER, N—2 v 7 MCS DfiE L TRHESNTWATZD, O LAN £

Va— )VERENERHTERWI EERLET,

(/35 A 2 DEK]

<number>
AL LAN BV 2 — VERE S

(A vtE—2)

‘protocoli ieee80211 <number> not attached: vhtbasicmcs is not included in vhtsupportmcs.

(FS34A4YT1]
LOG_INFO

=]

VAT AR — k MCS DEIZERE SN TWARVMED, VHT R— v 7 MCS D E L TRESNTWD 2D, Z OHER

LAN BV 2 — VEFNHFHTCERWI EERLET,

(/35 A 2 DEK]

<number>
AL LAN B o — VERE S

[Ay+E—2)

‘ protocol: ieee80211 <number> not attached: invalid txpower




(FTS34A4YT«]
LOG_INFO

=]

HERRIIE T — NI 2 AR ) OENREE) Th 5720,

LERLET,

(/35 A 2 DEK]

<number>
AL LAN Y o — VERE S

[Ay+E—2)

OB AN Y 2 — /LERMEHTE 2N

‘protocoll ieee80211 <number>: module error has been detected.

(F354FUT 4]
LOG_INFO

K]
W LAN £ Y 2 — VO RE DRI S W2 L 2R LET,

(/35 A 52 DEK]

<number>
MR LAN B2 2 — L ERE R

[Ay+E—2]

‘protocoli wlan <number> not attached: no line

(FS54A4YUT«]
LOG_INFO

)

COMLAN A ¥ 7 2 —A%MHT D72 DICHERIHR LAN T Y 2 — AR ERINTWRWZD, Z OMH

LANA & 72— ARFEHTCERNZ EERLET,

AR LAN o > & 7 = — 2% AT 51218, TR IAN T 2 —LEERETILERH Y 7,

(/X5 A2 DEK]

<number>
ML LAN A L X 7 = — AEFHE S

[Ay+E—2]

‘protocoli wlan <number> not attached: ieee80211 <ieee80211_number> apscan mode is disable.

(TS54F) T 4]
LOG_INFO

=0K]

TR LAN A > X 7 = — AOEMEX A TREIWCH LT, BT 7B ARA > MIHOBHEE — RERENELTH D
72, TOMEBIANA L Z 7 c—ARNFEHATX VWS LA RLET,

T
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(/35 A 2 DEK]

<number>

BELAN A VX T 2~ AEHRE S
<ieee80211_number>

LA T 2 — VERE S

[Ay+E—2]

‘protocoli wlan <number> not attached: wlan type scanonly exists.

(FS34A4YT1]
LOG_INFO

EK]

MEHRLAN A ¥ 7 = — ADEWEX A TREICK LT, BBT 7B ARA > MaHO8EfEE— R ENELTH D
., TOMBMIANA X T 2 —APMEHTEXARNZ A2 RLULET,

(/X5 A2 DEBK]

<number>
MM LAN A 7 7 = — AEHE S

(A vtE—2)

‘protocoli wlan <number> not attached: ssid empty

(FS34A4YT«]
LOG_INFO

=]

B IAN A X T2 —ADSSID WKRBEDT-D., TOEMMIAN A L Z 72— APMERATEX RN AR LET,
B LAN A V¥ 7 = — A& T 51205, SSID OFENLETT,

(/35 A 2 DEK]

<number>
HEMLAN A X 7 = — A EHE S

(A vytE—2)

‘protocoll wlan <number> not attached: STA guarantee is over STA limit.

(F354F)T 1]
LOG_INFO

=]

AR B IR L O RARRIE B DO A FH IR LAN ¥ 2 — LV OBR A REE A B2 5726, Z O LAN o
&7I~zmﬁﬁfgﬁw LERLET,

(/35 A 2 DEK]

<number>
AR LAN B 2 — L ERE R




(A vtE—2)

‘protocoli wlan <number> not attached: auth shared need wep enable

(F514Y7+]
LOG_INFO

=]

ZHEFE— NIT shared GEEAEERED) NEE SN TV AEEIT, SEL 725 WEP BNER L 7o TV BT, Z DR
LAN A V& 72— ANPFEHTERN EERLET,

(/35 A 2 DEK]

<number>
MM LAN A X 7 = — A EHE S

[Ay+E—2]

‘protocoll wlan <number> not attached: auth shared need wep key.

(F354F)T 1]
LOG_INFO

=]

FRLE — FIZ shared GEBHERERE) M8 E SN TV DIHEIT, MHEL 72D WEP B L 72> TN D728, Z O
LANA V& 72— ARFEHTERN EERLET,

(/35 A 52 DEK]

<number>
MM LAN A X2 7 = — AEHER S

[Ay+E—2)

‘protocoli wlan <number> not attached: wep key <{index> selected by send key is not defined.

(FTS34A4UT+]

LOG_INFO
=0K]

WEP AR EN TV DIBAIC, FEF—ITHESILD WEP F—PRRETHLZ L anmLET,
(/35 A5 DEK]

<number>

HERIAN AV F T = — AEHREB
<index>

fif F WEP 2 —%& 5

[AytE—]

‘protocoli wlan <number> not attached: wep mode enable but no available wep key

(F54F)T 1]
LOG_INFO

w1E v xFan s ER—% 18



=]

WEP AR ESNTNDN, WEP F—DREINTWARWED, ZOERIAN A VX 72— ANFEATER
WZ EERLET,

(/35 A2 DEK]

<number>
HERLLAN A V¥ T = — AERE D

(A y+E—]

‘protocoli wlan <number> wep type is not attached: dotlx use off

(54T 4]
LOG_INFO
=19
FREEE— RN open (A —7F 2 383F) TH Y . WEP 2N 2hH D WEP Bh{EX A 7° & L T dynamic (WEP % — ZEhAI2 A%

L) N EE STV D AT, TEEES02. IX RREAFEH LR WG EIL /> T\ D72, WEPEMEX 4 7 %
static(a~>2 RCEEINTZWEP F—%2HH) E L TRELEZZ 2R LET,

(/35 A2 DFEK]

<number>
BEMLIAN A VX T = — AERE S

[AytE—]

‘protocoli wlan <number> wep type is not attached: wep mode disable

(F34F0T4]
LOG_INFO

EK]
FRFEE— R23 open (A —7 L 38FE) ThH Y . 1EEES02. 1X FRFEZE {# i H>> WEP #ifE# 1 & L T dynamic (WEP % —
ZENFICAR U CHEH) M E SN TV D IHAIT, WEP 2 H L2 WEREIZ /2> TWDH T2, WEP BIiEX A 7N i
NZlp ot Z R LET,

(/85 A 2 DEK]

<number>
AL LAN f VX 7 = — A ERKE S

[Ay+—2]

‘protocoli wlan <number> not attached: auth wpa-psk/wpa2-psk need psk key

(F34A4YT 1]
LOG_INFO

=0K]

FREEE— FIZ WPA THATIA F— PSK) FRAENFEE SN TWAEAIC, HAEL R HEEAEF—NRRETHD
720, TOWEBIANA L Z 72— ARNFEHATX VW LA RLET,

T

wm1E AT rn s ER - 19



(/35 A 2 DEK]

<number>
MEILLAN A F 7 = — A ERRSD

[Ay+E—2)

‘protocoli wlan <number> wep mode is not attached: auth wpa is selected.

(F34A4YT 4]
LOG_INFO

=0K]

SREEE— RNIZWPA DMEE SN TV AEAIT, RAEEAR WEP NEZNZ /> TWA T2, WEP 25 L TRE L

ZEERLET,

(/X5 A2 DEBK]

<number>
AR LAN A X 7 = — A EHFRE S

[Ay+E—2)

‘protocoli wlan <number> not attached: type wds need MAC address of neighbor

(F34A4YT1]
LOG_INFO

=0K]

MARILAN A X T 2—ADH AT E L TWDS BEESINTWVDD, KHAIMAC 7 R L AMEEE STV,

TOEMIAN AV Z 72— APNMERATERNWZ L 2R LET,

(/35 A 2 DEK]

<number>
MM LAN A X 7 = — AEHE S

(A vtE—2)

‘protocoli wlan <number> vlan tag not attached: already attached vlan untag

(F514Y7+]
LOG_INFO

=]

MR LAN A > % 7 = — AT tag £ & VLAN DNRE SN TWABN, Fl—A ¥ 7 = — AT tag 72 L VLAN BRE S

TWb 70, tag £ & VLAN NN -7mZ L 2R LET,

(/35 A 2 DEK]

<number>
MM IAN A 2 7 = — A EHE S

[Ay+E—2]

‘protocoll wlan <number> not attached: authentication setting is invalid.

F1E VAT ha s FR—
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(FTS34A4YT«]
LOG_INFO

=]

FRRAEHE (IEEES02. 1X FRAE, MAC 7 N L AFRGE) O ENKICERF BN H DT, TOWRIAN AV F T 2 —R
MERATERVWZ LEZRLET,

(/35 A 2 DEK]

<number>
MM LAN A X 7 = — A EHE S

[Ay+E—2)

‘protocoll wlan <number> not attached: authentication is not available except wlan type ap.

(F354F0)T4]
LOG_INFO

)

M LAN A V2 T 2 — ADEMEX A THRENER LAN 7 7 & AR A > NS OSSR FEHRE (IEEES02. 1X 2R3,
MC7FVKME#N%T%EVK  ZODERIAN A H T 2= AMEATERNZ EERLET,

(/35 A 2 DEK]

<number>
ML LAN A L X 7 = — AEFE

[Ay+E—2]

‘protocoli wlan <number> not attached: wep is invalid in 1ln or 1llac mode.

(FTS34A4UT+]
LOG_INFO

L)

BET— KR 1InE— R, ¥ llac = FERESNTWAEHEA, BEEFE— K& L TWEP BB IIEICTH D
-, TOMBIANA VX 72— APMEATER N2 EERLUET,

(/X5 A2 DEK]

<number>
ML LAN A L X 7 = — AEFE S

[Ay+E—]

‘protocoli wlan <number> not attached: auth shared is invalid in 1ln or 1llac mode.

(F54F4)T4]
LOG_INFO

=0K]

BEET—FN1InET—F, £/ llac T— FEHFEINTWDIEHA., 83ET— K& LT SHARED |33 TH 5 7=
W, TOBEMIAN A L F T 2 —AMERATE RN L E2RLET,




(/35 A 2 DEK]

<number>
MEILLAN A F 7 = — A ERRSD

[Ay+E—2)

‘protocoli wlan <number> not attached: only tkip is invalid in 1ln or llac mode.

(FS54A4YT1]
LOG_INFO

=0K]

BET— KN 1nE—F, i llac T— FEHEESINTWDIHE, BE5E— K& LTTKIP O&ATEHTH D

72, TOBBIANA Z 72— APNERATERNZEEZRLET,

(/X5 A2 DEBK]

<number>
AR LAN A X 7 = — A EHFRE S

[Ayv+E—2)

‘protocoli wlan <number> not attached: dotlx backup setting is invalid

(F34A4YT+]
LOG_INFO

=0K]

dotlx FFED N 7 T v THEDRENBTICERFERH D720, ZOWEBIAN A X 7 = —ARHHTE 20

ZEERLET,

(/35 A 2 DEK]

<number>
MM LAN A X 7 = — AEHE S

(A vtE—2)

‘protocoli wlan <number> is invalid: 5GHz interface typed wds with tagged vlan is invalid

(FS54A4YT1]
LOG_INFO

=]

5GHz MIDIERR LAN A X T 2 —ADZ A T L LTWDS DR E SN TWBN, tag fi1& VLAN DNRESNTWAD T2

O, ZOEBRLAN A 2T 2 —ABMEATERNZ L 2R LET,

(/35 A 2 DEK]

<number>
AL LAN BV o — VERE S

F1E VAT La s ER—
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1.2.3 viana<w > K

(A vtE—2)

‘protocoli vlan <vid> is not attached: no available vid

(FS54A4YT1]
LOG_INFO

=]

%2495 VID @ VLAN 28 ether EF. wlan ERD EDL LICHREINTWRWNZD, ZOEFRIIEH SN
LERLET,

(/35 A 2 DEK]

vid>
VLAN VID

1.2.4 lana<w > K

(A vtE—2)

‘protocoli lan <number> vlan <vid> definition is invalid. vlan <vid> is not available.

(544U T«]

LOG_INFO
BK]

M4 VID @ VLAN WA TR W=, 20 lan EENMFHTE RNV 2R LET,
(/X5 A2 DEBK]

<number>

IANA VR T 2 — AEHRE
vid>

VLAN VID

[Ay+E—2]

‘protocoll lan <number> vlan <vid> definition is invalid. same vid defined already other lan.

(F354F)T 1]
LOG_INFO

Z0K)
U5 VID AT TITUEND lan EHETHEA SN TWVDD, 2O lan EFEMEATERWVWZ 2R LET,

(/35 A 2 DEK]

<number>

LANA VBT = — RAEHRE S
vid>

VLAN VID




1.2.5 ether type backup, backup A< > F

(A vtE—2)

protocol: ether <num> type backup <group_num> definition is invalid. ether <num> <priority> definition exists
already.

(F54F)T1]
LOG_INFO

=0K]

FTTIINRY I T v TR —=PFDTAFR—=FETIINR Y I T v TR = FIFBRREINTNDTEO, TOR— FHBR Ny
IT T R—NIREINRPSTZZ L ERLET,

(/35 A2 DELK]
<num>

ether N — + &=
<group_num>
Ny T P ITN—TEKE
<priority>
N— b DESEE (master—port, backup—port)

(A vtE—2)

‘protoco]: backup <group_num> definition is invalid. <priority> is not defined.

(FS34A4YT1]
LOG_INFO

=]
Ny I T v TR=bDTAZR—=NELINRN 7T v TR— EBRRERTHDTD, Ny 7T v T HR— FOBRE
DEZh L 7p ol Z EBRLET,

[/55 2 5 O]

<group_num>

Ny DT T IN—TEKE

<priority>

R—  OESEE (master—port, backup—port)

1.2.6 ether viana<v > K

(A vtE—2)

protocol: ether <number> vlan tag <vid> definition is invalid.
ether <number> is untagged definition

(F54F)T1]
LOG_INFO

=0K]

Z @ ether A"— MZiE, [Rl—@ VLAN ID R X 772 LE LTEESNTNETD, ¥ TBVICEESNIroT2Z
LEIRLET,




(/35 A 2 DEK]

<number>

ether EHXRE
vid>

VLAN 1D

1.2.7 vian filtera<>F

[Ay+E—]

‘protocoli vlan <vlan_id> filter definition is ignored. system bridge acceleration definition is enabled

(F544 )T «]
LOG_INFO
=19
B EE— RRENEIDT-D, VLAN 7 4 L2 EFRE BN L2 2R LET,

(/35 A 2 DERK]

vlan_id>
VLAN 1D

1.2.8 vian forwarda<> K

[Ay+E—]

protocol: vlan <vlan_id> forward <count> definition is invalid. <interface> port is not defined in vlan
<vlan_id>.

[(F514Y74]
LOG_INFO

=179
BER—FBRVLANZV R U IR TR, F7 RUABENRESINRh-oTmZ L E2RLET,

(/35 A2 DEBK]

vlan_id>
VLAN ID

<count>
ERF

<interface>
« ether <IR— FEE>
© wlan <EEBRLAN A Z 7 2 — A EHRFED

[Ay+E—2]

‘protocoli vlan <vlan_id> forward <count> definition is invalid. driver cannot set this definition(<error>).

(T4 )T 4]
LOG_INFO

F1E VAT ha s EFR—
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=S|
EEERE AR AN — R = T BER LICE D AL Y F RIA N~ORENKE LI 2R LET,

(/X5 A2 DEK]

vlan_id>
VLAN ID
<count>
ERT
<error>
K LR =2 — R

-1 : Operation failed

-3 : Value is out of range

-4 : Illegal parameter(s)

-6 . Wrong length

-12 : Entry not found

-17 @ Table is full

-19 : This request is not support
-21 @ The item is not initialized
—22 : Operation is still running

1.2.9 vian idsa< > F

[Ay+E—2]

‘protocoli vlan <vlan_id> ids definition is ignored. system bridge acceleration definition is enabled.

(544U T 4]
LOG_INFO
Z0K)
ENREAIEE— RRENELIO- 6, VLAN IDS ERAENCLI-Z L 2R LET,

(/X5 A2 DERK]

vlan_id>
VLAN ID

1.2.10  X&T1v9 ARP EX

[Ay+E—2)

‘nsmi This static ARP entry became invalid. <dst> of <interface>

(FT34A4UT+]
LOG_INFO

L)

RESNIZA L Z 72— IPvA 7 RLUARRN, F0E, A2 7 x2—AT7 FLADOFMS & 725 & TH 1P
T RUAPRESNTNSTZD, AXT (w7 ARP = U BN RRBIC R 2722 L 2R LET,

(/35 4 52 DEKR]
<dst>

HTHIPT FLA

#1E A7 ansER—% 26



<interface>
A BT — A

1.2.11 RET 4 v EEK0O ECMP A —/N\

[Ay+E—2)

‘nsmi This route cannot be added because the number of ECMP routes has reached maximum. <route> from <protocol>

CEREDESD
LOG_INFO

=0K]

ARAT 4 v 7 REOBIRHT, %4 O BOMP B R RIEICE L TV D 72, Fic ik iE e Lz 2 &
ZRLET,

(/X5 A2 DEK]

<route>
EE U 7o iR I
<protocol>
PA=RN=V% Vil

1.2.12 FTHLGSNP IT—P 2 F7 FLADERE

[Ayv+E—2)

‘(component>l illegal SNMP agent address

(F34A4UT+]
LOG_INFO

=19

HIEBFDIP 7 RLALLTEYV Y TOLNTWARANWIP T RLARSNWMP =—V 2 F7 RLRELTERSNT
WET, FOD, S\WP =—V =2 P LI OVTRAP BEETIX, HEEDO IP 7 FUAZMHEHLEJ, SNMP <~ F—
/’\”& j:IEl% - %1::“(%7‘&1/‘%/\7533?)@ iﬁ—o

[/85 A2 DERK]

<component>
HAa=avR—xr b
+ enabled
+ snmpd

1.2.13  1EEE802. IXEZBEE(AAA J)L—T ID EERER)

[AytE—]

‘protocoli AAA group ID is not defined [<interface>]

(F54F)T 4]
LOG_INFO

=0K]

{interface> CERENT-A ' Z 7 =— AT, IEEES02. IX SRIEAMEHT 5 AMA DT L —7 1D RERBETHDHT-
W, R—FRPEINTZZEERLET,




(/35 A2 DELK]
<interface>

+ ether <IR— FEH>
« wlan <EEFRLAN A V¥ 7 = — RAERE >

1.2.14  1EEE802. 1X F2&E (VLAN B &

[Ay+E—]

‘protocoli VLAN and port authentication cannot be defined at same time [<interface>]

(T54F) T 4]
LOG_INFO
={73

IEEE802. 1X FBREAY, VLAN EF S 7z wlan ER CROE Siz/od, R— FBHEShZZ L 2R LET,

[/N5 A ZDERK]
<interface>
wlan <HEEHRLAN A > % 7 = — A E#F

1.2.15 1EEE802. 1X FR5L GREIEET )

[Ay+E—2]

‘protocoli IEEE802. 1X is needed for WPA/WPA2 on wireless LAN [{interface>]

(FT34A4UT+]
LOG_INFO

=]

WPA E721F WPA2 2 -4 DR LAN A > % 7 = — A D 7=, IEEES02. IX HEfEDRENMNETHDH Z L Z R L £

D
(/N5 A 2 DEK]

<interface>

wlan <HERELAN A V¥ 7 = — A EZRF >

1.2.16  1EEE802. 1X FR5L GRALE ZERN)

/)

[Ay+E—2)

‘protocoll IEEE802. 1X cannot be used on wireless LAN for WPA/WPA2-PSK mode [<interface>]

(F354F)T 1]
LOG_INFO

EK]
WPA/WPA2-PSK % -9~ 2 MR LAN A % 7 = — A D 7= %, IEEES02. IX #RENFIHA TE R W Z L AR L ET,

Tf

W1E AT A SER
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(/35 A2 DELK]
<interface>
wlan <HE#RELAN A > % 7 = — A ERHHF >

1.2.17 MACT7 FLRZBEE(AM JIL—T ID EREER)

[Ay+E—]

‘protocoli AAA group ID is not defined [<{interface>]

(TS54F) T 4]
LOG_INFO

=0K]

{interface> T, MAC 7 RURFIENEAT B AMA DT A —T ID MKRBETHAH, F— MARHEINF-Z &
R LET,

(/N5 A2 DEK]
<interface>

+ ether <AR— F&5>
« wlan <EEFRLAN A % 7 = — AFEHEEZ B>

1.2.18  ACL (MAC £%)

[Ay+E—2]

‘<?<V~y R4 :<#EHEA > acl <acl_count> mac is invalid

(T34 A4YT«]
LOG_INFO
=0K]

<acl_count>® ACL EFICEFRAENH Y . MACICEAT A ERAZEETHZ L 2R LET,

(/X5 A2 DERK]

<acl_count>
TEFENH D ACL F 5

1.2.19  ACL (IP ##1R)

[Ay+E—2)

‘<X1/‘7 R4 :<#EHEA > acl <acl_count> ip is invalid

(F354F)T 1]
LOG_INFO

EK]
<acl_count>®D ACL ERIZERFERH V., IPICHTIERZEBHT LI L2 RLET,

Tf
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(/35 A 2 DEK]

<acl_count>
EFHA GRS D ACL F5

1.2.20  ACL (TCP Z #+R)

(A y+E—]

‘<?< Ly R4 <HERE4 > acl <acl_count> tep is invalid

(F54F )T 1]
LOG_INFO

[(Enk)
<acl_count>® ACL EFIZERFENH Y, TCPICHTLIERZERHT LI 2R LET,

(/X5 A2 DERK]

<acl_count>
TEEFENH D ACL F =

1.2.21  ACL (UDP % #E4R)

[Ay+E—2]

\<;< Lo R4 HsRE4> acl <acl_count> udp is invalid

(FT34A4UT+]
LOG_INFO
(EK]

<acl_count>® ACL BEIZERFENH Y, UDPICHTIERZERT L 2R LET,

(/X5 A2 DFEK]

<acl_count>
EEFENH D ACL F 5

1.2.22  ACL(ICMP % #&%R)

[Ay+E—2]

‘<?<V~y R4 :<#EHE4 > acl <acl_count> icmp is invalid

(544U T 4]
LOG_INFO
[EnK]
<acl_count>® ACL ERICEZRFERH Y . ICMP I+ HERAYEHRT L 2R LET,

(/X5 A2 DERK]

<acl_count>
TEFENH D ACL F 5




1.2.23 AL(E&EHFEEY)

(A vtE—2)

‘<X L R4 > <MEEE4 > acl <acl_count> doesn’ t exist

(F34A4UT+]
LOG_INFO

EK]
<acl_count>® ACL NEAEET, ZOALFZICEL TUII_XTOTr ba) L TERETHIZLE2RLET,

(/35 A 2 DEK]

<acl_count>
TFAE L7200 ACL &5

1.2.24  ACL (E&=EXh)

(A vE—2)

‘(X Ly R4 <BHE4 > acl <acl_count> is invalid

[(F5440UF 4]
LOG_INFO
BIK)
<acl_count> TOMBIRERMN 2\, FRIXERTENH D720 ACL NS THDH Z L E2/RLET,

(/35 A 2 DEK]

<acl_count>
fezh e LTS ACL B

1.2.25 7 FLRERE

[Ayv+E—2]

‘enabledi lan <no> has same network/address as lan <other_no>

(F34A4YT+]
LOG_INFO

BK]
<no> & <other_ no>®LAND IP Ry hU—2  F7XIP 7T RVAREHE LI EE2RLET,

(/35 A 52 DEK]

<no>
lan ERE S
<other_no>

=1

lan EFHRE =

Tf
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1.2.26 nodemanager node address A< > K

(A vtE—2)

‘enabledi the address for node <number> is already used

(F34A4UT+]
LOG_INFO

=)

BHNFSOFEBIROTERT, TTIZEAILIP T FLARBESN TWAID, ZOFEEIRO IPT FLARE
NETHDH L ERLET,

(/35 A 2 DEK]

<number>
BRI D EFRE S

1.2.27 nodemanager wlan scan unmanaged A< > K

(A vtE—2)

‘enabledi the mac address for unmanaged node <ap_num> is already used

(7544 T«]
LOG_INFO

=19
DTFOELELNI—ET 510, ZOFHINERLANT 7B ARA L FOMCT RLARENE THDHZ L&
FLET,

c BOFSOFEINELRLAN T 7 EARA LV FOEFRT, TTIZFELMAC T RUAREESNTWD,
s R IANT 7B ARA L P TTTIZFEUMAC Y RLARKBEHEN TV,
(/85 A 2 DEK]

<ap_num>
EHIMERR LAN 7 7 2 ARA N OEHRES

T
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1.3 I—TFT A9 %2—TvDAyvE—
1.3.1 IP7RLRDEY LT

[Ayv+E—2)

‘nsmi {address> was assigned to <interface> from <{protocol>.

(FT34A4YT+]
LOG_INFO

=19
IPv4 DHCP $r— NN L7 IP 7 RLRAZA U H 72— A ZEID STl 2R LET,

(/X5 A 2 DEK]
<address>
IPT RL2A
<interface>
A BT — R
<protocol>
AR =%

1.3.2 IP7 FLADERE

(A vtE—2)

‘nsmi <{address> cannot be assigned to <interface> from <{protocol>, because duplicated.

(FS54A4YT«]
LOG_INFO

=0K]

IPv4 DHCP — "B L7 IP T RLANEE L TWALED A VX 72— AIZE DY THZ LN TE )
T2 EtERLET,

(/35 A 2 DEK]

<address>

IPT RL2A
<interface>

A UHT =2 — AL
<protocol>

AR =Y % il

T
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1.4 BEBREDAYE—D
141 #ER—+OYLIT VT

[Ay+E—2)

‘protocoli ether <{port_num> link up

(F51417 4]
LOG_INFO
(k]
WHIR— RV 77 v 7T L L &R LET,

(/X5 A 52 DERK]

<port_num>
ether Ih— N E 5

1.4.2 MBR—bDY T

[Ay+—2)

‘protocoli ether <{port_num> link down

(F54F)T1]
LOG_INFO
=]
WER— IR 7 Xy Ll bR LET,

(/35 X 2 DEK]

<port_num>
ether " — + &=

1.4.3 MEBR— F DEAEKE~DIIT
[Avyt—)

‘protocoli ether <port_num> is force down

(F34H4)T4]
LOG_INFO
(=0k]
AR L= SRR L 5T, WEA— EPAERBICBIT L2 L 2R LET

(/35 X 2 DEK]

<port_num>
ether " — F& &

34



1.4.4 WER—FOYVUITYT

(A vtE—2)

‘protocoli lan <port_num> link up

(544U T«]
LOG_INFO
EK]
WELR— N T o T L EERLET,

(/35 A 2 DEK]

<port_num>
lan EFRE

.45 @wER—-—FDYUIEDY

(A vtE—2)

‘protocoli lan <port_num> link down

(FT34A4)T+]
LOG_INFO
=]
ERN— IR 7 F T Ll L ERRLET,

(/35 A 2 DEK]

<port_num>
lan EFXE =

1.4.6 Ny P Ty TiR— FDIREEFR

[Ay+E—2)

‘protocoli backup <group_num> <priority> is <status> (ether <num>)

(F34A4UT+]
LOG_INFO

K]
Ny 7Ty TR P SRIEER LoD AR LET,

(/35 A 52 DEK]

<group_num>
NPT P T N—TEE
<priority>
A— h OB
master—port:
< AHR— |k

1t

VAT La T

T
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backup-port:
N 7T TR— b
{status>
B LIk
up :
EEUNNS
standby:
FEHEIRHE
down :
2 IR AE
<num>
ether N— + &=

1.4.7 oo Rx o) L—#EEIC K HFAE
[Avyt—]

‘protocoli link down relay occurred from <port>. wlan <wlanlist> is force down

(F54F)T 1]

LOG_INFO
=0K]

Voo By ) b—BREIC R Y | BERIAN A 7 7 = — 2 AZERIBIC L Z & 2R LET,
(/35 452 DEK]

<port>

Voo 2y szt LicR— b

wlanlist>

Vo7 Z0 ) L—HEERIC L 0 SRR L Ao o To AR LAN f & 7 = — A FEF U A b

[Ay+—2)

‘protocoli link up relay occurred from <port>. wlan <wlanlist> is force up

[(F544UF 1]
LOG_INFO
=19
Vo7 B U—BEMRRREREIC LD . BERRLAN f ¥ 7 = — ADHIERIEZ R L= Z L 2R LET,

(/35 A 2 DEK]

<port>
Vo7 v PERE LIZAR— b
<wlanlist>

Voo 2o U L—AZEMRRAEIC L 0 PASEIRIE 2 RFR L7 B LAN A > ¥ 7 = —RF 5 U A |

(A vytE—2)

‘protocoli link down relay occurred from backup <group>. wlan <wlanlist> is force down

(F34FU)T4]
LOG_INFO

T

FB1E VAT a7 FERE



Z0K)
Vo7 B L—HSREIC LD, R LAN A > X 7 2 —AZHIEREIC LI L2 R LET,

(/N5 A2 DEK]
<group>
Voo B i LNy 77 v T I N—TH S
<wlanlist>
Vo Z ) L—HSREIC LV EBAZEIREE L 7R o TR AN A U X 7 = — AFHB Y A b

[AytE—]

‘protocoli link up relay occurred from backup <{group>. wlan <wlanlist> is force up

(T340 T 4]
LOG_INFO

=19
Vo7 By ) L—BABEMRRREREIC LD . ERLLAN 4 ¥ 7 = — ADOHERIEZ MR L2 L 2R LET,

(/35 A2 DEK]

<group>
Voo T w7 e#RB LIy I T v T IN—TEHKE
<wlanlist>
Voo Zy ) L—PAEMEREEREIC L 0 BAZEIRREZRBR LR LAN A 0 X 7 2 — R FE S Y A K

T

F1E VAT a7 FERE
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1.5 HERLANBEEDAYE—
1.5.1  L—4#H

[Ay+E—2)

‘protocoli ieee80211 <number>: radar was detected on <channel>ch by DFS.

(F34A4YT1]
LOG_INFO

K]
Ll S 2 L ERLET,

(/N5 A2 DEK]
<number>
MERL LAN B 2 — LV ERR R
<channel>

L—XERE LT v 3L
FXYRNRT A THEEET2F vy X NVUEEFEHA LTS L&, Fy RV EENEREETREINET,

BOLEMNT T4~ ) F v RxLeEHRLET,
f51) 36, 40

1.5.2 EBRAFYRILER

[Ay+—2)

‘protocoli ieee80211 <number>: current channel was moved to <{channel>ch by DFS.

(T34 )T 4]

LOG_INFO
k]

WHF ¥ IAPNERESIZ L amLET,
(/35 A2 DEK]

<number>

HERL LAN £ 2 — LVEFHRR B
<channel>

BATHRDT v RV

1.5.3 2F v RILFIAFRT

[Ayv+E—2)

‘protocoli ieee80211 <number>: all channel is unavailable on <band> by DFS

(FS34A4YT1]
LOG_INFO

=]
FE B ORT ¥ KA TL—FERI L, RIARAIC 722 &R LET,

w1E vRxFan s ER—% 38



(/35 X 2 DEK]

<number>

HERL LAN £ 2 — L EFR K
<band>

G D JE ks (W53/W56)

1.5.4 FIBAEF v =JLIEIR
[Avyt—]

‘protocoli ieee80211 <number>: <channel>ch is available by DFS.

(FT34A4YT+]

LOG_INFO
=)

FARAHOF v RANEIBLIZZ E 2R LET,
(/35 X 2 DEK]

<number>

HEML LAN B 2 — LEFHRR
<channel>

BRALET ¥ 2L

1.5.5 BIBILAN A VA7 T —ADAERE~ADIBIT

[Ay+—2)

‘protocoli wlan <number> is force down

(F54F )T 1]
LOG_INFO
=19
FARL—HEERIC L ST, MR IAN A VX 72— A ZFEREBICBIT L2 E 2R LET,

(/35 X 2 DEK]

<number>
AR LAN A > 4 7 = — A% 5

1.5.6 SREEY—/\FHRAAIZ & HELE LAN ESNE
[Avyt—]

‘protocoli aaa <aaa> radius is dead, disabled master wlan <number>

(F54F)T4]
LOG_INFO

(Enk)
AAA TEF% F D RADIUS Y— MEARTNC LV | wlan NEGLEINT-Z L 2R LET,
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(/35 X 2 DEK]

<aaa>

AN EFF
<number>

wlan EZXHE

1.5.7 IJ'L.\IJIE-'j-_/ \1EFHT_.” ct 6ms‘f‘§ LAN ;ﬁ j]ﬂ:
(AvtE—2]

‘protocoli aaa <aaa> radius is dead, enabled backup wlan <number>

(7544 T 4]

LOG_INFO
[(Enk)

AAM EF LD RADIUS — A MHEHAARFNIZ L Y, wlan AL ENZZ L 2R LE T,
(/35 A2 DEK)

<aaa>

AN BT S
<number>

wlan EZXHE

1.5.8 IJ'L.\I:IIE-'j-_/ \1EFH_IHI:. - /n\%% LAN ;ﬁ j]ﬂ:

[Ay+—2)

‘protocoli aaa <aaa> radius is alive, enabled master wlan <number>

(F54F)T4]
LOG_INFO

=19
AAA TEF% LD RADIUS H— MEHAIREIZ L V. wlan AL SN2 2R L ET,

(/35 A2 DEK]

<aaa>

AN EFRTE S
<number>

wlan EFEE 5

1.5.9 FI'L,\I:IIE-'j-_/ \1EFH_I-§E[~ m\%% LAN ,.\\?j]ﬂ:

[Ayv+E—2)

‘protocoli aaa <aaa> radius is alive, disabled backup wlan <number>

(F34A4YT+]
LOG_INFO
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Z0K)
AAA TEF% E D RADIUS Hr— A AREIZ LV . wlan BNERML SN2 L 2R LE T,

(/X5 A2 DFEK]

<aaa>

AM ERT R
<number>

wlan EFRXE

1.5.10 EREEHY—/\{ERATEEIC Kk HEIBRFDL
[Avt—)

‘protocoli aaa <aaa> radius is alive, waiting <wait> for master wlan <number>

(T340 T 4]

LOG_INFO

=Kl

AAA TEZE B RADTUS Y — MEHTFIREIC/2 D F LD, BRICL Y —ERMELIXERa~vy ReffoTWnWa Z &
ZRLET,

(/35 A2 DEK]
<aaa>
ANA EFR
<wait>
<seconds> seconds
—ERMGFDORBRHZ TR LET,
command
HBIHa~y FAJIFbZRLET,
<number>
wlan EFKE 5

1.5.11  FBEEY—/\ERATTZ & HEIBFF L AR

[Ayv+E—2)

‘protocoli aaa <aaa> radius is dead, canceled waiting for master wlan <number>

[FS5441UTF 4]
LOG_INFO

=19
AAA TEF £ RADIUS Y — EHFIREIC /e 7= d & HEMBEIRfF D E/zid o~ v REDLOREECHEM AR/
Sl EERLET,

(/X5 A2 DEK]
<aaa>
AN EFRE
<number>
wlan E#HRE 5

T
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1.6 HEELWNT7IEARSY FEREDA vE—D

1.6.1 HFEAZLAN 7O € RARA > FOFEHA
[Avyt—2)

‘protocoli wlan <number> ap: synchronized with <bssid> ssid "<ssid>” auth <auth> channel <ch> start <{rate>Mbps.

(F34A4YT1]
LOG_INFO

=19
AR LAN T 7 B ARA bR L CE—a U REEHB LIzt 2R LET,
[/X5 A5 DERK]

<number>
HEML LAN A > B 7 = — A TEFHR S
<bssid>
AR LAN 7 7 2 ARA D BSSIDMAC 7 KL &)
<ssid>
HERR LAN 7 27 & AR A k@ SSID
<ch>
R L7=F v 3L
FX¥ FNRT 4V THERE T2 F vy FNLUEEERA L T D L&, Fy B SNEEFRENET,
BLEMN T 74~ Fr 12 aBRLET,
) 36, 40
<auth>
FRRE T2
* open
+ shared
* wpa
- wpa—psk
* wpa2
+ wpa2-psk
+ wpa/wpa2
+ wpa/wpa2-psk
<rate>
E— o R EBRAARE DR L —

1.6.2 R LAN Ui R D FE 85t
(A y+E—]

protocol: wlan <number> ap: [<mac>] station associated at aid <aid>: <infol>, <info2>, [<info3>], [<info4>]
[<info5>], [<info6>].

protocol: wlan <number> ap: [<mac>] station reassociated at aid <aid>: <infol>, <info2>, [<info3>]
[<info4>], [<infob>], [<info6>].

(F54F)T1]
LOG_INFO
(E]

MR LAN 7 27 2 ARA > MOEERR LAN SR D B £ 721wt L7 2 2R LET,

w1E vRTFaAn S ER—E 42




[/~

1.6.3

[A

(7

=z
=3

[/~

A2 DEK]

<number>
WERLLAN A > 2 7 = — R EFHRE =
<mac>
AR LAN 36K D MAC 7 R L A
<aid>
AR LAN SRRICEI Y Y CloT7 Y vm—T g v 1D
<infol>
R LAN Ui R & OFfelE# 1 (7Y 77 v)
+ short preamble
+ long preamble
<info2>
HERR LAN 5K & OFEfEiE R 2 (R ey M & A L)
« short slot time
« long slot time
<info3>
ML LAN iR & OBERE R 3(1lg T uT 7 va ) KAERFOHFR
+ protection
<infod>
MR LAN SR & OBEREE R 4 (1in 707 7 3 v) KEMFOLER

* ht-protection

<infob5>

SERR LAN SR & OBEREE S 5 (W) A RO A2 FoR
*  wmm

<info6>

AR LAN 3K & OBEGE SR 6 (A « ZA—T v F /RU = « Z)—T" v |) KEFOHRFER

+ ht (20MHz)
+ ht (40MHz)
- vht (20MHz)
- vht (40MHz)
- vht (80MHz)

R LAN 3K 0D U B

vt—)

‘protocoli wlan <number> ap: [<mac>] station with aid <aid> leaves: <reason> [(<{code>)].

SAF YT 4]
LOG_INFO

=X
HERLLAN 7 27 B ARA > b &R LAN SRl S -2 L 2R/ LET,

I A2 DEK]

<number>
HERIAN AV F T 2 — AEHRE S
<mac>
MR LAN MR 0O MAC 7 R L&
<aid>
MR LAN SRIZBI D YT 7 vy vm—2a v 1D

T
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<reason>
Gk EE
+ disassociated
MR LAN 7 7 2 2R A 2 kB DI
+ disassociated by peer
AR LAN 5 A 72> & O B
+ disconnect timer expired
IEBEEIWT & A <0 7. EIEEED T A BEEERIZ L 5k
* by roaming
M@ LAN SR 2 — X v 7 L2 2 & L 2 O
+ disassociated by cipher key limit exceeded
5 S — I o REGERIE T & % Bl
<code>
GIBTELEH = — I (JE#R LAN SR 2> O YIERE D H.3R7%)
FEAE, TR LAN PR =2 — R0 2L TS0,

[Ay+E—2)

‘authdi wlan <number> ap: [<mac>] Supplicant is deauthenticated by wlanctl command

(F34A4UT 4]
LOG_INFO

=0K]

wlanctl authenticator disconnect 2~y RKIZ LV, MR LAN SR s&ilGIr S iz 2 2R LET,

(/X5 A2 DEBK]

<number>

HERR LAN A > B 7 = — A TEFHR B
<mac>

MERE LAN SRR D MAC 7 K LR

1.6.4 EEFEEEE

[Ayv+E—2)

‘protocoli wlan <number> ap: [<mac>] changed the channel width to <width> MHz.

(F34A4YT1]
LOG_INFO

=iK]
REWEEA LT L 2R LET,

(/35 A 2 DEK]

<number>

WAR AN A VX T = — ATCHEE
<mac>

AR LAN UK O MAC 7 K LA
<width>

PPDU {51

+ 20

1t
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+ 40
- 80

1.6.5 J 14 B

[Ay+—2)

‘protocoli ieee80211 <number>: noise was detected on <channel>ch

(F34A4YT1]
LOG_INFO

]
EAROF ¥ XNV T/ A XM LI 2 L 2R LET,

(/X5 A2 DEBK]

<number>

HERL LAN £ 2 — LK B
<channel>

F ¥ FNEE

1.6.6 J A RXBRHEICEDERF Y RILESR

[Ay+E—2)

‘protocoli ieee80211 <number>: current channel was moved to <{channel>ch by noise—detect.

(FS544 )T 1]

LOG_INFO
k]

A R it%, EHTF Y XV OO BRI LI 2R LET,
(/X5 A 2 DEK]

<number>

HERE LAN £ 2 — LK
<channel>

Fx RNV EFE

1.6.7 WPAMIC =5 —4&H)

[Ay+E—2)

‘authdi wlan <number> ap: [<mac>] MIC ERROR was detected [(by EAPOL-Key Error Request)].

(T34A4YT+]
LOG_INFO

=0K]

ZAENR ) RO TKIP BB bRl MIC = T — 2 L2 L 2R LET,
(by EAPOL-Key Error Request) BFERINT-HAEIL. STARMIC =T —ZMHH L, =5 —@MEZEELTERLD
LERLET,

T

i
S~
ol
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(/X5 A 2 DEK]

<number>
MR IAN A VX T = — ACHER S
<mac>
MIC =F —% i L7 STA D MAC 7 R LA

1.6.8  WPA(60 #fEIC 2 BLLED MIC T5—1&H)

[AytE—]

‘authdl wlan <number> ap: [<mac>] MIC ERROR was detected [ (by EAPOL-Key Error Request)] twice in 60sec.

(F54F)T 4]
LOG_INFO

=0K]

TKIP 5L TMIC =5 —% 60 BPRIC 2 RIL EMHH L2 L 2R LET,

MR LAN A > X 7 = — AT ERF O, REIRIEL 720 | (REIER (60 7)) 23 & D F TR T 2 72V ik
HEL 720 F9,

(by EAPOL-Key Error Request) WHE R IN7-HAIE. STANMIC =S5 —5 KL, =5 —@HMEHELTX=2
EERLET,

(/X5 A2 DEK]

<number>
A LAN A VX 7 = — AER/E
<mac>
MIC =T —%H L7z STA®MAC 7 KL A

1.6.9  WPA(31E EAPOL-Key D EE & H)

[AytE—]

‘authdl wlan <number> ap: [<mac>] discard invalid EAPOL-Key: <reason>.

(F54F)T 4]
LOG_INFO

=19
{5 L7z EAPOL-Key 7 L — A CEEEZRM L2720, WHEE LI LE2RLET,

(/X5 A2 DFEK]

<number>
BERRLAN A > % 7 = — A EHE S
<mac>
EAPOL-Key % 1%{5 L 7= STA ® MAC 7 K LA
<reasony
T —CEELTCRRK, LT EE LR ERREINET,
- Key Ack set
ACK 77 7ty hENTWET,
+ Key MIC not set
MIC 7 — & Mt E SN TWERA,

Tf
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1.6.10  WPA(52{E EAPOL—Key O MIC EE#&H)

(A vytE—2)

‘authdl wlan <number> ap: [<mac>] discard EAPOL-Key with invalid MIC

[(F5441UF4]
LOG_INFO
EK]
%15 L72 EAPOLKey 7 L—ATMIC R ZHHE L2720, BELEZZ 2R LET,

(/35 A 2 DEK]

<number>

MM LAN A X 7 = — A EHE S
<mac>

EAPOL-Key % %418 L 7= STA ® MAC 7 K L &

1.6.11  WPA(S{E EAPOL-Key Request @ MIC EE#&H)
(A ytE—]

‘authdl wlan <number> ap: [<mac>] discard EAPOL-Key Request with invalid MIC

(F544UT4]

LOG_INFO
EK]

%15 L7 EAPOLKey 7 L—ATMIC R ZHH L7720, BELEZZ 2R LET,
(/35 A2 DEBK]

<number>
MM LAN A X2 7 = — A EHE S
<mac>
EAPOL-Key % %{E L 7= STA ® MAC 7 KL &

1.6.12  WPA(31E EAPOL-Key @ o —% > R BEMNHFFESN)
(A ytE—]

authd: wlan <number> ap: [<mac>] discard EAPOL-Key <mstype> with unexpected replay counter.
[expected=<expected>, received=<received>]

(F54F)T1]
LOG_INFO
(E]

WIFF Lo o —7 VA BT S 72 BAPOLKey 7 L — A& ZA(E L7272, %15 EAPOLKey 7 L — A& EHEE L
7z ERLET,

(/35 A 2 DERK]

<number>
HEHLLAN A & 7 = — A EHFE S

H1E AT Lu T

Tf
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<mac>
Iy AT HH D BAPOL-Key %2155 L 7= STA D MAC 7 R LA
<mstype>
A =R, LFOENNBRFRRINET,
+ Request
+ 2/2 Group
« 2/4 Pairwise
« 4/4 Pairwise
<expected>
Moy —Fr o A% S
{received>
ZELy—r v AR

1.6.13  WPA(S2{E EAPOL-Key Request d S —4 U XA B E N EAFBELLT)

(A vtE—)

authd: wlan <number> ap: [<mac>] discard EAPOL-Key Request with replayed counter

[expected=<expected>, received=<received>]

(T34 T 4]
LOG_INFO

(Ek]

WFFT 20— AFEL VNSV —F U AFEDIEE ST EAPOLKey 7 L — A& Z 5 LTzT20, %15

EAPOL-Key 7 L— A ZRIE L2 L 2R LET,

(/X5 A 2 DEK]
<number>
MHLLAN A V4 7 = — AEREE
<mac>
=y v A BUR D EAPOL-Key % 1%{5 L7 STA ® MAC 7 R L X
<expected>
WA — 7 A%E
<received>

ZIELiey—r v A% S

1.6.14  WPA(PTK/GTK 883! bS5 A A —/\)
(A ytE—]

‘authdl wlan <number> ap: [<mac>] cannot handshake by retry over for EAPOL-Key <mstype>.

(F34A4YT+]
LOG_INFO

=0K]

PTK/GTK $EAZHMLERFFIZ Y b T A A — N K RS A LR L= L 2R L E T,

(/35 A 2 DEK]

<number>
MR LAN A % 7 = — AERES

1t

VAT a7
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<mac>
STA D MAC 7 R L&
<mstype>
LI TO Y N T A A —SRHRFOILERE D X v — VR, LTOERPRERRINET,
+ 2/4 Pairwise
+ 4/4 Pairwise
« 2/2 Group

il
dl

1.6.15 WPA(4 way handshake * v+t — < 54
[Ay+E—2)

‘authdi wlan <number> ap: [<mac>] discard EAPOL-Key msg 2/4 in invalid state (<state>).

(F34A4UT+]
LOG_INFO

BK]
4 way handshake D 2 ZRHD A v —V 2P LARVIREETCZE LT, BELZZ 2R LET,

[/85 A2 DERK]

<number>

HEML LAN A > B 7 = — A TEFHR B
<mac>

STA D MAC 7 R L&
{state>

ZAZ R O IR HEZ HfiE

1.6.16 WPA(ZB FaJL/INT AR F—E)

(A vtE—2)

‘authdl wlan <number> ap: [<mac>] discard EAPOL-Key msg 2/4 mismatch WPA IE

(FS54A4YT«]
LOG_INFO
Bk)

STARAREFE LR L&D a han T 22 ERIRB /T XX IRGEE Sz EAPOL-Key #5215 L1729
RNz RLET,

(/35 A 2 DEK]

<number>

MERLLAN A % 7 = — A ERE S
<mac>

STA D MAC 7 R LA

1.6.17 WPAGGREEH—/\D L D@EMBEREFEIZ K DLW
(A ytE—]

authd: wlan <number> ap:

[<mac>] Supplicant cannot be accepted without PMK information [user=<username>
type=<type>]

F1w 27 ausERE 49




(FTS34A4YT«]
LOG_INFO

=rR]
REEY — NI BRI R BA SR Tolod BEENKIM LT Z 2R LET,

(/35 A 2 DEK]

<number>
R LAN A V2 7 = — AERE
<mac>
STA D MAC 7 RL- &
<username>
Z—H 1D
<type>
FRRET R 3k, LUFO ENRBRRINET,
« TTLS
« TLS
+ PEAP
+ MD5

1.6.18  WPA(FIEImE L DIEHGIESR)
[Avt—)

‘authdi wlan <number> ap: [<mac>] receive unauthorized association request.

(FS34A4UT«]
LOG_INFO

)

HERE LAN SR O RIEREEGE N b o 12720, B A S L2 2" LET,
MR LAN 7 27 2 AR A > N3 PME BSRER D CEIME L T A5 AICo M L E T,

(/35 A2 DELK]
<number>
MERLLAN A ¥ 7 = — A EREE
<mac>
RIEZR R & - 7= B LAN SR O MAC 7 R L&

1t

VAT La T

T
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1.7 EXa)T4ArtytE—
1.7.1 ProxyDNS [Z & % DNS ZE R ZE

[Ay+E—2)

‘proxydnsi rejected by <no> : QNAME [<type>:<gname>] from <ipaddr>

(7544 T 4]
LOG_NOTICE
[(Enk)
ProxyDNS T, MEEEEICLVMEESNZ L 2R LET,
(/N5 A2 DEK]
<no>
reject 1T o 7= proxydns iy H DERIEIEEFTRH 5
<type>
nabgZ A7
<gname>
WA bERA M
<ipaddr>

FMETARARDIPT FLX
1.7.2 ProxyDNS [Z & % unicode DNS ERDIHE

[Ay+E—2]

‘proxydnsl rejected by unknown character : QTYPE [<{type>] from <ipaddr>

(544U T+]

LOG_NOTICE
[ErK])

ProxyDNS C, FEF R LTFOMWEREICIVEEINZIEE2RLET,
(/35 A2 DEK]

<type>

Wbt A7
<ipaddr>

BETARZAIDIPT FL 2R
1.7.3 TFIVG—3 0740 RIZ&KBNTy MEE

[Ay+E—2]

‘protocoll rejected at filter (<name>.<no>) : <SA> —> <DA>

(F54F)T 1]
LOG_NOTICE
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=iK]
TIV =y ar T4 BT, Ay MBS NI EERLET,

(/X5 A2 DFEK]

<name>

H—SBhe

<no>

TUNE Y T ERERE

WHEEIT ST TV = a v T4 VB EBEBOT A NVE Y TERERESVPHISNET, Eov o2V
ERCHEYET. T 740 NERICH > THEEIT> A, “default” LHASIHET,

<S>

EETLT FL A

<DA>

HTHT FL X

fit

PRAF hu ER—E b2

B
11t
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1.8 avy—LDrAvtE—
1.8.1  AyA mI

[Ay+E—2)

‘logonl login <user> as <class> on console

(F34A4YT+]
LOG_INFO

=19
VY= )V TEBIIe /A rcai-EalcthEanEd,

(/X5 A 2 DEK]
<user>
0y ra—isg
{class>
asAryIA
admin
EHEE T T A
user
— =7 72

1.8.2 74 KRB GEERET 5 —)

[Ay+E—2)

‘logoni failed login <user> on console

(544U T +]
LOG_INFO
[ErK])
ALY TRIA v a—PLEIFRRAT = FNREI DI A o TERpoGaicHhanE+,

(/35 A 2 DEK]

<{user>
0y A ra—Hg

1.8.3 74 U887

(A vtE—2)

‘]ogonl exit <user> as <class> on console [ (Kreason>)]

(TS54F)F«)
LOG_INFO

=]

a Y —)LTexit LTZEAICH A ENFE T, consoleinfo autologout =~ ROREIZ LV 58l exit S’z
Lalcbthsngd,




(/35 A 2 DEK]

<user>
0JArya—H4
{class>
=78 VS A S
admin
EHE Y T A
user
—f— s T2
<reason>
Tl
exit 2~ RFE[TIZXL AT U b
autologout

MEELVERAR I L B8 o 77 v b

11t

AT sa S

T

#—%
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1.9 telnetDAvE—o
1.9.1 A4 B

[Ayv+E—2)

‘telnetdi login <user> as <class> on telnet from <address>

(F34A4YT1]
LOG_INFO

2K]
telnet CIEEIZR 7 AV CEEGAICHIENET,

(/X5 A 2 DEK]

<user>

0y A ra—ig

<address>

telnet ¥t 7 FL- &

<class>
arsAry 7R
admin
EHE T T A
user
—f—F s 7

1.9.2 R4 KRB EREETS—)
[Avyt—)

‘telnetdi failed login <user> on telnet from <address>

(F54H4 )T 4]

LOG_INFO
=)

telnet TR 7 A L a—PLEHITNRRATY— RKREI DICe T o TEhroBAIcHhEInEd,
(/N5 A2 DEK]

<{user>

nJA v a—H4

<address>

telnet #fitot 7 KL &
1.9.3 A48T
[Ay+E—2]

‘telnetdi exit <user> as <class> on telnet from <address> [({reason>) ]

(F354F)T 1]

LOG_INFO

T

FB1E VAT a7 FERE
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=]

telnet CTexit L7ZHEICH I SN E T, telnetinfo autologout I~ KD
b hEsnEd,

(/35 A2 DEK]

<user>
nJA v a—F4
<address>
telnet Bt 7 KL &
<class>
nryArT TR
admin
EEE T T A
user
= T2
<reasony
Tl
exit A REFTICL DRI T D b
autologout
RS L 20l 77 v b
exclusive
ayvy—pra A AL 77 Yk

=4

AxX B

12X 0asil exit SNT2HE

1t

AT sa st

Tf

#—%
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1.10 ftpDAytE—2

1.10.1 B8J4 2
[Avt—2)

‘ftpdi login <user> as <class> on ftp from <address>

(F34A4)T 4]
LOG_INFO

EK]
ftp CEEICR /A v CERGAICHDENE T,
[/X5 A2 DERK]
<{user>
oy A v a—HL
<class>
arA T T A
admin
BHFE T T A
user
— =7 TR
<address>
74T ROIPT RLA

1.10.2 BJA4 kB EHTS—)
[Avt—)

‘ftpdi failed login <user> on ftp from <address>

(F54A4 )T 4]

LOG_INFO
[EnK])

ftp TR A Va—PHEIFRAT = FREI 2OICu A U TEehos eIt anE 7,
(/N5 A2 DEK]

<{user>

n A a—Fs4
<address>

IJI7AT7 L DOIPT RLA
1.10.3 774 ILERETT
[Av+t—)

‘ftpdi {filename> Write complete

(FT34A4UT+]
LOG_INFO




(ErK]

T ANERB(I FAT I b0put) IZL D RO EEE SN EEZRLET,

(/X5 A2 DERK]

<filename>
EEEXINET AL

1.10.4 J7AJ)LEURSET

[Ay+E—2]

‘ftpdi {filename> Read complete

(T340 T 4]
LOG_INFO

(ErK]

T ANAU(T FTA TV B D get) IZX Y ROM BFiH SN2 2R LET,

(/35 A 2 DEK]

<filename>
HAHEINTZT 7 A NV4

1.10.5 BOJ4 8T

(A vtE—2)

‘ftpdl exit <user> as <class> on ftp from <address> [ (<reason>)]

(F54F0T 4]
LOG_INFO

(ErK]
ftp CORTA L EKET LizGaiciihahET,

15 53 RSBV RRRE 25 e\ T H B BIINIC K 0 3] exit Sz BIc b s E T,

(/35 A 2 DEK]

<user>
0y A ra—g
{class>
nJyAry TR
admin
EEE T T A
user
—f—H s F 2
<address>
IIAT MO IPT KL A
<reasony
Tl

exit I RETICL DT U B




autologout
VBRI L B5Rfln 77 D b
exclusive
ayy—iu s A4 AL 5He 77T b

H

11t

fit

AT hua T

il
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1.11 sshDAvtE—
1.11.1  ssh7RX FEREEEE A BBABA

[Ay+E—2)

‘sshdl generating public/private host key pair

(F34A4YT1]
LOG_INFO

]
AL D ssh kA N BIFEOERE BRI LI H A SnET,

1.11.2  ssh/hR FEREEBERSET

(A vtE—2)

‘sshdl generated public/private host key pair

(F34A4YT+]
LOG_INFO

=0K]

AZLED ssh A A MBRERO LR EZET LIz eI anE7,
KAy E—UHNBRIT sshERITE DRIV £,

1L1.3 nJ4 kRBERETS—)

[Ay+E—2]

‘sshdl failed login <user> on ssh/sftp from <address>

(T340 T 4]
LOG_INFO

[ErK])
ssh £721% sftp T2 —VZ FHITNAT—=RKNEI 2DICa 7 A TR A ICHhENET,

(/35 A 2 DEK]

<{user>

a4 ra—¥4
<address>
J7IFAT L RDIPT KL A

60



1.12 ssh@dA4 DA vtE—2

1.12.1 Ao 4 B
[Avt—2)

‘sshlogini login <user> as <class> on ssh from <address>

(FT34A4YT+]
LOG_INFO

2IK]
ssh CIEWIZR 74V CEGEAICHDERET,

[/85 A2 DERK]

{user>

0 JArya—i4
{class>

arsArr 7R

admin

EHE T T A

user

— R —F 7 72
<address>
JI7AT L NDIPT LA

1.12.2 OJA4 kB EHTS—)
[Avyt—)

‘sshlogini failed login <user> on ssh from <address>

(F54A4 )T 4]

LOG_INFO
=9

ssh C—PZNES =D /A o TEhpoHGaicHhsnE,
[N A2 DEK]

<{user>

nyA A=
<address>

IJIAT D IPT R A

1.12.3 B 4 8T
(AvtE—2]

‘sshlogini exit <user> as <class> on ssh from <address> [({reason>)]

(FT34A4UT+]
LOG_INFO

1t

VAT La T

T
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=]

ssh Texit L7 AICH A ENFE T, telnetinfo autologout =~ ROREIZ LV il exit SNZHBAEICDH
HhEnxEd,

(/35 A2 DEK]
<user>
nJA v a—F4
<class>
=R A
admin
EHE T T A
user
—fga— s T2
<address>
VAT NOIPT KL A
<reasony
Tl
exit A REFTICL DRI 7D b
autologout
RS L 2 0le 77 v b
exclusive

ayvy—pua Ak AHEe 27k

T

i
o
()
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1.13 sftpDAvtE—2

1.13.1 Ao 4 B
[Avt—2)

‘sftpdl login <user> as <class> on sftp from <address>

(544 1)T 4]
LOG_INFO
2K)
sftp TEEICR /A v C&GHICHhInET,
(/35 A 2 DEK]

{user>

0y A ra—isg
{class>
arsArr7A
admin
EHE T T A
user

— =7 72
<address>

IS4 T ROIPT KL%
1.13.2 B4 kB EHTS—)
[Avyt—)

‘sftpdi failed login <user> on sftp from <address>

(F54H4 )T 4]

LOG_INFO
[EnR])

sftp TZ—VANBED I2DICn T4 U TE R EAICHI SN E T,
[N A2 DEK]

<{user>

nyAf va—¥
<address>

IJIAT DO IPT LA

1.13.3 74 ILERBET
[AvE—2)

‘sftpdi {filename> Write complete

(FS54A4UT+]
LOG_INFO

F1E VAT ha s EFR—
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(=nk]
T ANER(I TAT Y F b put) IZE D RM A EEE SRz 2 L 2R LET,

(/X5 A2 DERK]

<filename>
EEEXINET AL

1.13.4 74 J)LERSET

[Ay+E—2]

‘sftpdi {filename> Read complete

(F354F)T1]
LOG_INFO

[Enk])
T ANAU(TZ FTA T B D get) IZ XY ROM BFihH ENT-Z 2R LET,

(/35 A 2 DEK]

<filename>
MAHEINTZT 7 A NV4

1.13.5 g4 T

(A vtE—2)

‘sftpdl exit <user> as <class> on sftp from <address> [({reason>)]

(F354F0T 4]
LOG_INFO

€3

sftp TORTA U EKT LEGAICHhEnE T,
15 Sy [ EE BV RIRRE 3 58V C H BhUIITIC X 0 38 exit SR b SN E T,

(/35 A 2 DEK]

{user>
0y A ra—g
<class>
nJyArr TR
admin
EEE T T A
user
= F 2
<address>
IIAT UMD IPT KL A
<reason>
Tl

exit I RETICL DT U B

F1E VAT ha s EFR—
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autologout
VBRI L B5Rfln 77 D b
exclusive
ayy—iu s A4 AL 5He 77T b

H

11t

fit

AT hua T

il
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1.14 httpDAvE—2

1.14.1 AOv4 B
[Avt—2)

‘httpdl login <user> as <class> on http from <address>

(F34A4YT 4]
LOG_INFO

=19
http TIEFEICR 7 A v CEHEAICHENE T,

[/85 A2 DERK]

{user>

0 JAva—¥4
{class>
arsAry A
admin

EHE T T A
user

— =7 72
<address>

http $&ftL7 N LA

1.14.2 OJA4 kB EHTS—)
[Avyt—)

‘httpdi failed login <user> on http from <address>

(7544 T 4]

LOG_INFO
=)

http TR A v a—PAEHIT AT = RRE DI n /A TR AICHASET,
[N A2 DEK]

<{user>

nyA va—Y
<address>

http B3keoc7 RL-&
1.14.3 O4v4 8T
[AvE—2)

‘httpdi exit <user> as <class> on http from <address> [({reason>)]

(FS54A4UT+]
LOG_INFO

1t

VAT La T

T
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(ErK]

http Texit LB EICHAISNET, FRHIBRIC & 5 BETINNC 20 58 exit SH7ZBEICHHISNET,

(/X5 A2 DFEK]

<user>
nJA v a—F4
<class>
sy T A
admin
EHE T T A
user
g — s T2
<address>
http #&keL7 K LA
<reasony
Tl
exit I~ RETICL DT U b
autologout
RS L 2 0lle 77 U b
exclusive
Enou s A AL bie 77w b

B1E VAT LA TIER—
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1.15 admina<v> KDAvtE—
1.15.1  admin FZh

[Ay+—2)

‘(name>l admin: authentication to <user> succeeded on <apl_name>

(F34A4YT+]
LOG_INFO

=0K]

admin 2~ N CRIECHKII L, EFICEHEE 7 7 AT CEREAICHIENET,

(/X5 A 2 DEK]
<name>
admin 2~ REFATLIZT BT T A
telexec
telnet Tadmin I~ R&FEITL7Z
sshexec
ssh CTadmin 2~ REE{TLT=
cmdexec
o Y —)LTadnin a2~ REFETLE
<user>
0 JA v a—F4
<apl_name>
admin 2~ > REFEITLET IV r—v a4
telnet
telnet CTadmin =~ R&ZFEIT L7
ssh
ssh Tadmin 2~ RZFE(TLZ
console
o Y —)LTadnin a2 REFETLE

1.15.2  admin kB (REET 5 —)

(A vtE—2)

‘(name>l admin: authentication to <user> failed on <apl_name>

(FT34A4UT+]
LOG_INFO

=0K]

admin 2~ RCERFEICRI L., BHEV 7 RABITCERD oA ISR ET,

(/35 A 2 DEK]

<name>
admin 2a~v > REFATLIZS BT T A
telexec

telnet T admin =~ K& FEIT L=

1t

VAT a7

Tf
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sshexec
ssh Cadmin 2~ R&EFEITLT-
cmdexec
o Y —)LTadnin a2 REFETLE
<user>
a7 A v a—F4
<apl_name>
admin 23w REFETLET SV r—ra 4
telnet
telnet Tadmin 2=~ R&FEIT L=
ssh
ssh Tadmin =~ R&ZZE{TLT-
console
22 Y —)LCadmin 2= REFET LK

1.15.3 admin#&7T

[Ay+—2]

‘<name>l admin: exit <user> on <apl_name>

(T340 T 4]
LOG_INFO

[Enk])
admin 2~ RTEIEZ 7 AITBITL COTREEDN S — i —F 7 7 AHIF LB AR RENE T,
(/35 A2 DER)

<name>
admin a2~ REFET LT BT T A
telexec
telnet Tadmin =~ > R&FITL72
sshexec
ssh Cadmin 2~ FEFETLT-
cmdexec
o Y —)LTadnin a2 REFETLE
{user>
0 JA v a—F4
<apl_name>
admin 3w REETLET 7V r—va U4
telnet
telnet Tadmin =<2 REFEITL-
ssh
ssh CTadmin =~ REFEITLT=
console
2V —)LCadnin 2= R&F4T LT




1.16 IDSDOAytE—2

1.16.1

IDSICKBEE/Nr v FEA

[Ay+E—2]

protocol: curious packet at ids(vlan<vid>.<cause>) : <packet>
protocol: curious packet at ids(vlan<vid>.<cause>)

¢ {counter> times in <time> seconds

(FS34A4UT«]
LOG_NOTICE

)

IDSIZE-»TC, BEAry b ENZZ 2R LET,

(/35 A 2 DEK]
vid>
VLAN VID
<cause>
FREnFL
IP AT a AL RE Ny NEMOLEIZIP AT v a v AR sET,

1)

IP ~ - & B

Unknown [P protocol

protocol 7 4 —/L KX 134 LA ED L &=

Land attack

WA IP 7 FL AL IP 7 RLARFLT & &
Short IP header

P~y ZDFE&) length 7 4 — /L FORS LD bENE X
Malformed IP packet

length 7 4 —/V REEFEO Ty FORIRES L X
P AT g~y X B
Malformed IP option

F T ar Ny XOMENRRETHD L&
Security IP option

Security and handling restriction header #3Z{E L7z & &
Loose routing IP option

Loose source routing header #5Z{g L7z & &
Record route IP option

Record route header 255 L7- & &
Stream ID IP option

Stream identifier header %5 L7- & &
Strict routing IP option

Strict source routing header %5 L7- & &
Timestamp IP option

Internet timestamp header Z#52{g L7= & &
ICMP RH3E
ICMP source quench

source quench % L7-& &
ICMP timestamp request

timestamp request #5{g L7= & &
ICMP timestamp reply

timestamp reply #5285 L7-& &

1t

VAT La T

T
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ICMP information request
information request Z%{g L7-& &
ICMP information reply
information reply #Z {5 L7z & &
ICMP address mask request
address mask request ZZ{E L7- L =
ICMP address mask reply
address mask reply 2 L= & &
4) UDP B
UDP short header
UDP @ length 7 ¢ —/L ROMEA 8 LV H/hEWn L X
UDP bomb
UDP ~ v #® length 7 4 —/L ROEMNR KX\ 5 & =
5) TCP B
TGP no bits set
7I7IfibEy hETnWing &
TCP SYN and FIN
SYN & FIN BAEFCE y &R Tnd & &
TGP FIN and no ACK
ACK D72\ W FIN 2325 Lz & &
6) FTP B
FTP improper port
PORT ° PASV =2~ > R CHE SN D AR — MEED 1024~65535 OFPH TRV & X
<packet>
BTy FONE
TITT A MDD Ry NRAIET T T 7 A MCET ARSI S ET,
FTP (2030 B 5/ o M@ FIP AR — b ZICET 2 EHmN S hvE T,
ICMP (273730 D B /34 NIBEITZT ICMP type & ICMP code (TP 2 @A SN E T,
WA ry NERBIERMULIEZEGAZ, Y~ —F— ROV ELX, <7y NOFERERIZHIILEREA,
AR E LN PR LET,
<P> <SA>:<SP> —> <DA>:<DP>
<P> <SA>:<SP> —> <DA>:<DP> ftpport:<{ftpport>
<P> <SA> -> <DA> fragment offset:<fragment>
<P> <SA> —> <DA> <icmptype>:<icmpcode>
<P>
~v b = LRERI (TCP, UDP, ICMP, TP, % O fthid% 5
TCP @ SYN Xy R OBEIE, TCP(S) LIS ET,
<SA>
EEIITIPT KL A
<SP>
EETCA— MNES (Fe b a V@ RS TCP & 721 UDP O%E
<DA>
HTHIPT FLA
<DP>
HTHER— FEE (7 b 2)VHERIA TCP % 7213 UDP D3%4&
<ftpport>
ftp port F=
<fragment>
TITANETEY FOR
<icmptype>
ICMP type

T

F1E VAT a7 FR—E



<icmpcode>
ICMP code
<counter>
g L 7= =13
<time>
W L7-#IR




1.17 DHOP 9 SA4T7 Vv bDAvE—D
1171 IP7 FLREFEY

[Ayv+E—2]

‘dhcpcdl Client received DHCPACK [<IP address>] [lan<no>]

(544U T«]

LOG_INFO
=19

DHCP #—/ 378 DHCPACK #ZfE L. IEFIZIP 7 RLAZZITR->7-2 ¢ 2R LET,
[/X5 A5 DERK]

<IP address>

DHCP H— "M BE Y ¥ THNZ IPT FL R
<no>

Z{gE LAN EF%E 5

1.17.2 1) —REHE

[Ay+E—2)

‘dhcpcdi DHCPACK contains different ’your’ IP address. reconfigure to new address

(F34A4YT+]
LOG_INFO

=0K]

Y — AFEHC DHCP H— 375 DHCPACK %525 L7223, BITEEHF O IP 7 RL AL BT RUAREID HTH
NE=H, FHLWT RLURCEHBR LELET,

1.17.3 )—REHEEK1
(A ytE—]

‘dhcpcdl Received DHCPNAK (RENEWING). lan<no> go to INIT state

(TS54F)F«)
LOG_INFO

=]

U — Z g (RENEWING R HE) 12 DHCP $-—/37> 5 DHCPNAK %3212 L7-7-% ., INITHRAEICES LU LAN A % 7 = —
A &AL L E T,

(/35 A 2 DEK]

<no>
Z/3 LAN EHEE 5

1)




1.17.4 ) —REHKEK 2

(A vtE—2)

‘dhcpcdl Received DHCPNAK (REBINDING). lan<no> go to INIT state

[F514174]
LOG_INFO

=]

Y — 2 g (REBINDING R EE) |2 DHCP H-— 37> % DHCPNAK %3218 L7-7-. INITIREEICER L LAN A > &% 7 =
— A HAHE L E T,

(/35 A 2 DEK]

<no>
{2 LAN E#RE 5

1.17.5  U—REARET

(A vtE—2)

‘dhcpcdi The lease time expired. [lan<no>]

(FS54A4YT1]

LOG_INFO
=]

V—2HIMBm T Ll s xR LET,
(/35 A5 DEK]

<no>
Z{5 LAN EEH 5

It




1.18 ProxyDNSD A vt—
1.18. 1 DNS ZaxLiLvEahtE/ N7y k

[Ay+E—2]

‘proxydnsi QNAME  [<type>:<gname>] from <ipaddr> to <remote>

(54405 ]
LOG_INFO
2K]
FEAETME & 22 o 72 DNS DR WVEDE Ty ROWEEZRLET,
(/X5 A 2 DEK]
<type>
BWabex A7
{type> HF5 B
“ A 1 host address
“ NS” 2 authoritative server
“ CNAME” 5 canonical name
“ SOA” 6 start of authority zone
“ MB” 7 mailbox domain name
“ MG” 8 mail group member
“ MR” 9 mail rename name
“ NULL” 10 null resource record
“ WKS” 11 well known service
“ PTR” 12 domain name pointer
“ HINFO” 13 host information
“ MINFO” 14 mailbox information
“MX” 15 mail routing information
“ TXT” 16 text strings
“ AAAA” 28 IP6 Address
“ SRV” 33 Server Selection
“ ANY” 255 wildcard match
“ Typel &#]” EFEL4E
<gname>
MWEbhErR A M
<ipaddr>
HIZTHEARA D IPT KLA
<remote>

BWADEES Y hT—2 4
1.18.2 I S—BHEIZKB/\7y FIEE

(A vtE—2)

proxydns: ERROR: record type <type>, class <class>, from <address>
QNAME [<name>]

(T4 T 4]
LOG_WARNING

EK]
RIEEEbID type XX class ZEODNS BEsRAEE L -2 2R LET,




(/35 A 2 DEK]

<type>

DNS ZE3R /X5 > kD Type DA
{class>

DNS R /3/r > R D Class D
<address>

DNS ZLRFEATILD IP 7 R LA
<name>

DNS ZER A AT - 7o 44 il

11t

DA =/

T

W
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1.19 SNPP DAy E—2
1.19.1  SNMP SBEFKBL

[Ay+E—2)

‘snmpdl authentication failed. from <address> [<name>]

(F34A4YT+]
LOG_INFO

EK]
HFADIRNSNP R A RS DT 7 AR -T2 L R LET,

(/X5 A2 DEBK]
<address>
SNMP FREERM DRI & 72 o7 IP 7 R LA
<name>
SNMP ZREEICfEH &N/ 2 = =T ¢ 4 (SNMPv1/SNMPv2c BF) & 72 i — 944 (SNMPv3 B)




1.20 [EEE802. 1X BRRERSED A vt — ¥
1.20.1  IEEE802. 1X REF#IHIME LB

[Ayv+E—2)

‘authdi open_supplicant: Error opening socket (<errno>)

(FS34A4YT1]
LOG_INFO

=19
IEEE802. 1X RFEH D Y 7w PRI L7=Z 2R LET,

[/85 A2 DERK]

<errno>
=7 —FK 5

1.20.2 ZREEAIN

[Ay+—2]

authd: Supplicant is accepted on <interface> [<mac_addr>
user=<username> type=<type> VLAN ID=<vlan_id>] [from CACHE]

(F354F)T 1]
LOG_INFO

=]
IEEES02. 1X FRFEIC X BRRIAEN I LI Z & &R LE T,

(/X5 A 2 DEK]
<interface>
© wlan <EEBRLAN A ¥ 7 2 — A EREF LD
<mac_addr>
FORES LD URARD MAC 7 N LA
<username>
a—4
<type>
PEET e han, LR ENNRERSNLET,
+ TTLS
« TLS
+ PEAP
+ MD5
vlan_id>
EY BT Bz VLAN 1D
from CACHE
TR LAN BEGERFIC PMK ¢ » ¥ = REDSFIH S - 2 & 28,

T
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1.20.3 EEREREK

(A vtE—2)

‘authdl Supplicant is denied on <interface> [<mac_addr> user=<username>]

(FS54A4UT«]
LOG_INFO

BEK]
TEEEB02. 1X FBAEIC & 0 RBAEMESR SNz Z L AR LET,

(/X5 A2 DEK]
<interface>
« wlan <MEHRLAN A > % 7 = — R ER/E >
<mac_addr>
FRES D URAR D MAC T R L X
<username>
o —H4

1.20.4 a—Hns+47

[Ay+E—2)

‘authdi Supplicant is logged—off on <interface> due to user request [<username>] [in Connecting state]

(T340 T4]
LOG_INFO

Z0K)
I—YPNS5DERICEYV e S AT Ll AR RLET,

(/X5 A 2 DEK]
<interface>
 wlan <EEBRLAN A V¥ 7 =2 — ZAEHREF LD
<username>
a—H4
in Connecting state
IEEE802. 1X RBGERRAAIFIC v VA T EREZSZFE LI Z L 2R LET,

1.20.5 a—¥Ymg%FIns+2
[Avyt—)

‘authdi Supplicant is logged—off on <interface> due to link error or reconfiguration [<username)]

(FTS54A4YUT«]
LOG_INFO

L)

Vo7 BEEIIBRERERICL Y 2—FElifilice /7471 L2 L &R LET,
MR LAN CTHRIJH L CW DAk NI S =2 L2 n L ET,

T
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F7=. dotlxctl initialize 2~y FIZL W R— b3k En=EAICb N ESNET,

(/35 A2 DEK)
<interface>

« wlan <EEFRLAN A V& 7 = — RAEEER T
<{username>
a—H¥4

1.20.6  VLAN EEREBEK

[AytE—]

‘authdi VLAN registration failed [<interface>, user=<username>, VLAN ID=<vlan_id>]

(F54F)T1]
LOG_INFO

(Enk)
BERL LD & LIZVLAN ID & [El— ID DR — FOFEE LW/ EOFIHRIC L 0 BRI L2 2 & 2R LET,

(/35 A 2 DEK]
<interface>
wlan <R LAN A > 8 7 = — A ERF
<username>
a—4
vlan_id>
ekl Lo & L7 VLAN 1D

1.20.7 AFEVFRICKDREFBFLIRERTOLK

[Ay+E—2)

authd: accounting <request> request failed for <username>/<mac_addr> ({interface>) on aaa <aaa_gid>: memory
allocation failed.

(FT34A4UT+]
LOG_WARNING

=]
A Y RRBIC &0 REDIEA E 721 TIREM T EROBEICK LT Z L 2R LET,

(/N5 A 2 DEK]

<{request>
A Bk O FEA
start
A BH AR R
stop
AR T ER
<username>
a—4
<mac_addr>
FRES N DA D MAC T R LA

Tf
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<interface>

« wlan <EEHRLAN A L% 7 = — AFEHRFE S
<aaa_gid>

AAA 7' v—7 1D

1.20.8 AEYUFRICLHEBEELK

[Ay+E—2)

authd: authentication request failed for <username>/<mac_addr>({interface>) on aaa <aaa_gid>: memory
allocation failed.

(F34A4UT+]
LOG_WARNING

K]
ABYRBICL Y RABKELIZZ L 2R LET,

(/35 A2 DEK]
<username>
o —H4
<mac _addr>
FERE S LD AR D MAC T N LA
<interface>
« wlan <IEHRLAN A 4 7 = — A EREF >
<aaa_gid>
AAA 7 v—7" 1D

1.20.9 FI'L.\I:IIE-'j-_/ \o)lﬁﬂ] * V) t_:)iﬁ

[Ay+—2)

‘authdl EAP packet cannot be found within RADIUS/AAA response [<interface>:mac=<mac_addr)>]

(F34A4)T4]
LOG_INFO

(=0k]
RIS — MUOBTE L OHERNC L0 | IS —/ 30 Bl SHIEEIC BAP 37 b EER T mnoTe 2
LamLET,

(/N5 A2 DEK]
<interface>
« wlan <HEBRLAN A > & 7 = — AEREE>
<mac_addr>
muuﬂiéj’béjﬁéj{@ MAC 7 KL A

1.20.10 VLANfEHRAZLIZE BT I4I/L FVLANADEIY BT

[Ay+—2)

‘authdl no tunnel attribute is included [<{interface>, user=<username>, VLAN ID=<vlan_id>]
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(T4 )T «]
LOG_INFO

=]

FRREY— 30 B OFBFERR LB O I 2 —PIZEI D BT H VLAN RN E ENTWRD o720 F 7 L b
VLAN THEER SN Z &2 RLET,

(/35 A 2 DEK]

<interface>

wlan <HEHRLAN A > ¥ 7 = — A EFKE B>
<username>

a—H4
vlan_id>

FY Y-C oA/ VLAN 1D

1.20.11 BBEIH—/\H S DEMEBREEICLDTIAIL EVIANADE|Y HT
[Ay+E—2]

‘authdi illegal tunnel attribute is contained [{interface>, user=<username>, VLAN ID=<vlan_id>]

(FTS34A4UT+]
LOG_INFO

)

FRREY— 30 B OFBEERR LB O I E FN D VLAN FHRIC AR Y 2T — 2 S S =795 7 + /L + VLAN
THEEEINTZZ 2R LET,

(/NS5 A2 DELK]
<interface>
wlan <JESRLAN A > & 7 = — R EFRFE >
<username>
a—¥4
vlan_id>
FY YT HiL/ VLAN 1D

1.20.12 EREEHRERIT
[Avyt—)

‘authdi authentication is restarted on <interface> [cause=<cause>]

(FS547)T4]

LOG_INFO
EK]

{cause> C/REI N EWINIZ LV BFEB2 BT L2 L 2R L ET,
(/N5 A2 DEK]

<interface>
« wlan <HEFRLAN A ¥ 7 = — A EEF >
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<cause>
PAEFRATOERK, RSN OERIITILLTOLDONRH Y £,
EAPOL-start
FRAERH D EAPOL-start A v &— % (E
- EAPOL-logoff
FHFER T O EAPOL-logoff A v ¥ —%1F
+ supplicant timeout

TREEF O TV B "ML D A v B—UZEXA LT U ML
1.20.13 mKXIDEA—/\
[AytE—]

‘authdi Identity Response is ignored on <interface> (too long user name) [user=<username)]

(T340 T 4]
LOG_INFO
=0K]

UK (Supplicant) BB SN2 —F ANV AT A TRZDIRRKEEZBAT-120, A vE—UREHINEZ
EERLET,

(/35 A2 DEK)
<interface>

o wlan <EEFRLAN A V& 7 = — RAEER T
<{username>
a—H¥4

1.20.14 WHEYT)hY A —N
[Avyt—]

‘authdi Supplicant is denied on <interface> because of over supplicant limit [<macaddr>]

(F54F )T 1]
LOG_INFO
=19
IS FTRE 72 Ui R (Supplicant) Z B X CREGEDER Z2ZF L7202, BiEeEG L7z 2R LET,
(/85 A2 DERK]

<interface>

« wlan <EEFRLAN A V& 7 = — RAEER T
<macaddr>
RO MAC 7 R L&

1.20.15 EBEERA LT b+
[Avyt—]

‘authdl retry over in Connecting state on <interface> [user=<username>]
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(FTS34A4YT«]
LOG_INFO

=]

IEEE802. 1X FBRERHARIFIZ, EAP-Identity DAL A LT U MSRAELIZZ L2RLET,

(/N5 A2 DEK]
<interface>
« wlan <EEFRLAN A ¥ 7 = — A EFKHF T

<username>
2—H¥4

11t

AT LE T

T

#—%
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1.21 MAC7 N l/xmu\nIEEgﬁo)} vt—
1.21.1  ZZEERIh

[Ayv+E—2]

‘protocoli MAC authentication is accepted on <interface> [<mac_addr> vid=<vlan_id>]

(F34A4YT1]
LOG_INFO

2K]
MACTF‘VXEL‘H iéu:unﬁﬁ‘ﬁk%bf;_&%ﬂ“bij_

(/X5 A 2 DEK]
<interface>
« wlan <HESRLAN A > % 7 = — AEFRE S
<mac_addr>
FRRE S TR DO MAC 7 R LA
vlan_id>
E D M TH AT VLAN 1D

1.21.2  FREERK

(A vtE—2)

‘protocoli MAC authentication is denied on <interface> [<mac_addr>]

(544U T «]
LOG_INFO
=19
MAC 7 R UARGEIC L W RGENER SNz 2R LET,
(/X5 A2 DEK]
<interface>
« wlan <EEHELAN A L ¥ 7 = — AEHRE S

<mac_addr>
FRES T2 WRAR D MAC 7 R L&

[Ay+E—2)

‘protocoli MAC authentication is already reached the number of maximum terminals on <{interface> [<mac_addr>]

(F34A4UT+]
LOG_INFO

=]

FTIZMAC 7 K U A GRGE TIRIFFRBREm AR B E TRAEF A DT20IT, RREDFATHER SN2 Z L 2R LET,

(/35 A 2 DEK]

<interface>




- wlan <BEFRLAN A > 4 7 = — R EFE B
<mac_addr>
FRRE S VT2 IR O MAC 7 R LA

1.21.3  VLAN EEREEK

(A vtE—)

‘protocoli MAC authentication VLAN ID set failure on <interface> [<mac_addr> vid=<vlan_id>]

(F34A4YT+]
LOG_INFO

=19
Hek L LD & L= VLAN ID & Rl— ID DR — FBEFEE LW EOBBICL Y, BRI L2 2 RLET,

(/35 A 2 DEK]

<interface>

wlan <BEHRLAN A > ¥ 7 = — A EFKE B>
<mac_addr>

WRARDMAC 7 R LA
vlan_id>

BHekL L5 & L7 VLAN ID

1.21.4  MNMAC7 kL AFREEIREEDRT

[Ay+E—2]

‘protocoll MAC authentication logout on <interface> [<mac_addr> vid=<vlan_id>]

(F354F)T 1]
LOG_INFO

BEK]
VAC 7 R L AGRGEA B 7R RE > b RAERT ORISR - 72 = & &R LE T

(/X5 A 2 DEK]
<interface>
« wlan HEBRLAN A >4 7 = — R EHREF >
<mac_addr>
WRADMAC 7 KL A
vlan_id>
E Y 4T HH TV VLAN 1D

1.21.5  VLAN{E#HRAGZLICK DT 74U FVLANADEIY BT

(A y+E—2]

‘protocoli no tunnel attribute is included [{interface>, mac=<address>, vid=<vlan_id>]

(FTS34A4UT+]
LOG_INFO

T

m1E AT LA SER - 86



=]

FREET — 3005 OFBFERR A O I 2 —PIZE D BTH VLAN FRNE EN TR 72720 T 7 4L b
VLAN CHEEREINT=Z L 2R LET,

(/X5 A2 DEK]

<interface>

wlan <M LAN A > & 7 = — R EHRFE >
<address>

WRAD MAC 7 K LA
vlan_id>

FY ETH AL VLAN 1D

1.21.6 EREIH—/N\HhLDBEMEREEICEST 74 FVLANADE|Y BT
[Avyt—]

‘protocoli illegal tunnel attribute is contained [{interface>, mac=<address>, vid=<vlan_id>]

(T340 T 4]
LOG_INFO

=0K]

FRREY — 200 B OFERER DB O HIZE E4 D VIAN HFRICR Y 727 — Z BRI & 72720127 7 4 /L |k VLAN
THREK SN2 ERLET,

(/X5 A2 DEK]
<interface>
wlan <HEHRLAN A 2 7 = — A EEF >
<address>
AR D MAC 7 K LA
vlan_id>
FY YT HAL7 VLAN 1D

1.21.7T A EVUFRREIZK HFRELKRK

[Ayv+—2)

protocol: authentication request failed for <mac_address> on aaa <{group_id>: memory allocation failed.
[<interface>]

(T340 T 4]
LOG_INFO

=iK]
AEYRBICL Y BADBKELIZZ L 2R LET,

(/35 A2 DEBK]
<mac_address>
MAC 7 K L AFBREXRIBEAR D MAC 7 K LA

<group_id>
AAA ' L—T 1D




<interface>
« wlan <EEHRLAN A L% 7 = — AFEHRFE S

F1HE YRAT b iR
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1.22 AAA/RADIUS D A v t—2
1.22.1  RADIUS BBEE Y —/\KIG%

[Ay+E—2)

aaa_radiusd: authentication request failed for <id> on aaa <{group_id>:
no response received.

(544U T 4]

LOG_INFO
Z0K)

RADIUS 7 A 7 o b DFRBFEERIZH LT, RADIUS r— "M BERGE R @M S no-Z 2R LET,
(/X5 A2 DEBK]

<id>

77k 2 a—H4
<group_id>

AMA ' L—T7 1D
1.22.2 RADIUS 7HO T4 2 TH—N\RIE(THO2T 142 BIRE)
[Avyt—)

aaa_radiusd: accounting start request failed for <id> on aaa <{group_id>:
no response received.

(F34A4YT+]
LOG_INFO

=0K]

RADIUS 7 FA T > bDT H T 4 TERIZH LT, RADIUS THD T 4 T =T hH T 4T
BHABEDBREAN SN o122 &R LET,

(/X5 A2 DERK]
<id>
77 A a—H4
<group_id>
AAA 7' v—7 1D

1.22.3 RADIUS 7HO T4 VT —NKIEE(THOUT4 VTR THE)

[Ay+E—2)

aaa_radiusd: accounting stop request failed for <id> on aaa
{group_id>: no response received.

(TS54F) T 4]
LOG_INFO

=]

RADIUS 27 FA 7 b DT AT T 4 TERICKH LT, RADIUS TA Y T 4 T —=NINLT T T 4
T OBMN SN2 -T2 e R/ LET,

T

wm1E AT LA ER—-E 89



(/35 A2 DEK)
<id>
TR AL—Y4,
<group_id>
AAA 7 )V—7 1D

1.22.4 RADIUS FBEERIFFEREA —/\
[Avyt—]

aaa_radiusd: authentication request failed for <id> on aaa <{group_id>:
request too much.

(T340 T 4]
LOG_INFO

(ErK]

RADIUS 7 T A 7 > h OFRIFERIT LT, RIFFEERE)S RADIUS 71 b 2L TR 2 5 BRI A B2 7720, Zk
HREE LRI A R S 2 AR LET,

(/N5 A2 DEK]
<id>
T I A2 —HPL
<group_id>

AAA 7 L— 7 D
1.22.5 RADIUS 7H I T 4 VJRBFERBA—/N(THo 2T« 7 HIER)

[Ay+E—2]

aaa_radiusd: accounting start request failed for <id> on aaa <group_id>:
request too much.

(F54F)T 4]
LOG_INFO

=0K]

RADIUS 27 A 7 NDT I T 4 7 BRIZRH LT, [RIRFEREAS RADIUS 7’1 k2L TR x5 EIRBA %
72728, FEREMIEL RADIUS — NIZEE Lo L &BRLET,

(/35 A2 DEK]
<id>
77 Aa—H4
<group_id>

AAA 7' V— 1D
1.22.6 RADIS 7hooT4 VI RBERBA—NTHOOT4 20 THTH)

[Ay+E—2)

aaa_radiusd: accounting stop request failed for <id> on aaa <group_id>:
request too much.
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(T4 )T «]
LOG_INFO

EK]
RADIUS 7 F AT > bDT H T T 4 ¥ ZERIZH LT, [RRFZERED RADIUS 7' b 2V T x5 EIRE 2 2
7o, BERZRFE L RADIUS — NITEE Lo 2R LET,
(/35 A2 DEK]
<id>
77 A a—H4
<group_id>
AAA 7 )V—7 1D

1.22.7 RADIUS FREEHERLEEES

(A vytE—)

/)

aaa_radiusd: authentication request failed for <id> on aaa <{group_id>:
invalid configuration.

(T340 T 4]
LOG_INFO

(Enk)
RADIUS 7 Z A 7 > b OFBFEERIT®E LT, RADIUS O E RN TELN 2~ 72720, BRZIE LISGEE RS &
-z ERLET,
(/85 A 2 DEK]
<id>
T Ut A a—F4L
<group_id>
AAA 7 L—T7 1D

1.22.8 RADIS 7HO T« VIBREEREN (THhO T4 2 JFRE)
[Avyt—]

aaa_radiusd: accounting start request failed for <id> on aaa <{group_id>:
invalid configuration.

(F354F)T 1]
LOG_INFO

EK]
RADIUS 7 FA 7> b DT I VT ¢ v 7RI LT, RADIUS DAL E NN RN 72 - 7o 7o O R 2 e L
RADIUS Y— NTEE Lol 2 L 2R L E T,
[/35 # 5 OFE]
<id>
T Aa—Y4

<group_id>
AMA ' L—T 1D

T

i
Ne)
[y
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1.22.9 RIS THO VT4 VT BBREREN (THO VT4 0 THETEH)

(A vtE—2)

aaa_radiusd: accounting stop request failed for <id> on aaa <group_id>:
invalid configuration.

(F34F)T4]
LOG_INFO

=0K]

RADIUS 7 A 7> bDT H U T 4 v 7 ERIZH LT, RADIUS OAERREFT NI 72 - T2 7o O TR Al L
RADIUS H— NIZEE L o722 & BRLET,

(/35 A2 DEBK]
<id>
T A—V4
<group_id>

AAA 7 )V—7 1D
1.22.10 RADIUS EZBEEA E ) #4/5

[AytE—]

aaa_radiusd: authentication request failed for <id> on aaa <{group_id>:
memory allocation failed.

(T4 )T «]
LOG_INFO

EK]
RADIUS 77 Z A 7 o F OFEFEERICK LT, AT Y DNHEB L7720, EREAMIE LRGEZ RS2 L 2R L E
ER
(/35 A 52 DEK]
<id>
T 7R a—W4
<group_id>
AA 27— 1D

1.22.11 RADIUS ZHD T4 VT AEVWEB(THI2T 1 2 HEE)

(A vytE—2)

aaa_radiusd: accounting start request failed for <id> on aaa <group_id>:
memory allocation failed.

(F54F)T1]
LOG_INFO

(EK]

RADIUS 7 I AT > DT H T 4 ZTERIZH LT, AT PHEB L7272 D BER 253 L RADIUS H— |23k
BLZehoizZ L a R LET,

Tf

b
©
G}
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(/35 A2 DEK)
<id>
TR AL—Y4,
<group_id>
AAA 7 )V—7 1D

1.22.12 RADIUS Z7HOUT A VT AFRYMB(THOUT 4 U TETE)
[Avyt—]

aaa_radiusd: accounting stop request failed for <id> on aaa <group_id>:
memory allocation failed

(F354F)T 1]
LOG_INFO

EK]
RADIUS 77 FA T > DT AT 4 TERICKH LT, AF YD L7272 D EREZAEZE L RADIUS Y — 3|23k
BLRholzZ a2 R LET,
(/35 A 42 DEK]
<id>
T U A —H 4L

<group_id>
AAA 7 )L—7 1D

1.22.13 RADIUS FEREHBERT—K

[Ay+E—2)

aaa_radiusd: authentication request failed for <id> on aaa <{group_id>:
bad authentication secret

(T340 T 4]
LOG_INFO

=0K]

RADIUS 7 A 7 v b DFFEERIZKS LT, RADIUS r— "I BINEZZ T - 72 b O DOIAFHN —F L=
WEEWIELIZZ EERLET,

(/35 A2 DER]
<id>
77 A a—H4
<group_id>

AAA 7' V—T 1D
1.22.14 RIS 7hooT4 v THRERETI (T ho 2T 14 > JFRKEE)

[Ay+E—2)

aaa_radiusd: accounting start request failed for <id> on aaa <group_id>:
bad accounting secret.

T
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(T4 )T «]
LOG_INFO

=]

RADIUS 7 FA T > bDT H T T 4 ¥ T ERIZH LT, RADIUS — NI DK 2 T - 726 O O H N —

HLARAWEDREEWE L EERLET,

(/N5 A2 DEK]
<id>
77 A a—H4
<group_id>
AAA ' L—T 1D

1.22.15 RADIS 7ho o T4 VI HRBBREA—B(THhOUT4 TR TH)

(A vytE—)

‘aaa_radiusdl accounting stop request failed for <id> on aaa <group_id>: bad accounting secret.

(547U F«])
LOG_INFO

=Kl

RADIUS 7 ZA T > bDT H T T 4 ¥ T ERIZH LT, RADIUS $— DK T - 726 O O AH N —

BLAAWEDREEWE L 2R LET,

(/N5 A2 DEK]
<id>
77 A a—H4
<group_id>
AAA 7 )L—7 1D

1.22.16 O—AILRBEDBFTHho VT4 VT ERODEKRT

[Ay+E—2]

aaad: <id> received service for <{session_time> seconds,

received <input_packets> packets(<input_bytes> bytes), sent <output_packets> packets(<out_bytes> bytes).

(F54F)T1]
LOG_INFO

=19
a—HNVEIADB DT 7T 4 T ERE R LET,

(/85 A 2 DEK]
<id>
T Ut A a—F4L
<{session_time>
v va VB BT E TORRE

1t

VAT La T

T
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<input_packets>

T I RAZ—RZIE LTy MR
<input_bytes>
TIRAZ—YRZE LT — ¥ &
<output_packets>

T 7B AZ—FREE LTy MK
<output_bytes>

T I EAZ—YREEFE LT — ¥ &

1.22.17 Access-Challenge M={E

[Ay+E—2]

‘aaafradiusdi Access—Challenge not support (<id>)

(F354F)T 1]
LOG_INFO

=]

RADIUS 7 A4 7 o F IAIEE TRV R — kD Access—Challenge #ZE L=, 77 v 2a—YFOFFEIT LK
L2 aRLET,

(/N5 A2 DEK]
<id>
T U A2 —HPL

1.22.18 Message-Authenticator A~@& 4

(A vtE—2)

‘aaa_radiusdl received Message-Authenticator have unmatched value (<id>)

(T340 T 4]
LOG_INFO

=Kl

5{g L7z RADIUS /34 b D Message—Authenticator 78 —E Lo 72720, ZE T v FABKEALEN TN D
HOL LT, BELEZEEZEWRLET,

(/35 A 2 DEK]

<id>
T U A2 —HPL

1.22.19 EAP-Message MHEZE (Message—-Authenticator &R i#fT)

(A vtE—2)

‘aaa_radiusdi received EAP-Message without Message—Authenticator (<id>)

(F34A4UT+]
LOG_INFO

T
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(ErK]

%=fg U7z EAP-Message % & e RADIUS /X4 v b Z 57’ t = — F T D Message-Authenticator JEMH: 2N URAT
INTWRhoT2T20, ZEN Ty I\ffﬁﬁﬁbt %%ﬂ%biﬁ‘

(/35 4 2 DERK]
<id>

T I A2 —HL
1.222.20 ZR)Ea—MERREKBRGEENY I 7A—/NT70O—)

[Ay+E—2]

aaa_radiusd: attribute <attr_type> create failed. send buffer overflow
for aaa group <{group_id> user id <id>

(F354F)T 4]
LOG_INFO

=0K]

RADIUS — 3527 T A 7 MIEET AT 7 B AZ—FO2—FIEFRNKREBE B0, RIE 7 v a2
L7722 &% EMLET, RADIUS H—/ 3% 4096 A ML EDORREERER %2 7 T4 72 MIBHTERNWTD, T2
TRV DO2—PERICZHORBIEREZEZLIZBE R LI, ERHEAICLVEEry MBAWESND Z
ERBHY ET,

(/35 A2 DEK]
<attr_type>
F—n"T7a—L7=7 M) Ea— FOREME
<group_id>
AAA 7 v—7" 1D
<id>
T U Aa—HY4

]. 22 2] mh\nIELIE%E& ()( :E U *EIEI)

(A vtE—2)

‘aaadl cannot process due to no resource [mac=<mac_addr>]

(FS34A4YT1]
LOG_INFO

=]
AEYRREOED, BAERPIRS N 2R LET,

(/35 X 2 DEK]

<mac_addr>
FRAFELR DI S 70RO MAC 7 R L&

1.22.22 kYKR—FEAP A TS 3 U215

[Ay+E—2)

‘aaadl received option is not supported [option=<code>]




(544 T«]
LOG_INFO
EK]
ZELFEAP IR R— T+ OF 7T a v BNEgEnNTWEZ 2 RLET,

(/35 A 2 DEK]

<code>
RYR—=FrDA T ara—F

1.22.23 FEE7 LT RLF—

(A vtE—2)

‘aaadi desired algorithm by supplicant is not supported [desired type=<algorithm>]

(F34A4YT+]
LOG_INFO

=0K]

iR (Supplicant) 2> HARZEE N AR — b L TWRWERIET VT Y XA ZERINTZ729]
R LET,

(/35 A 2 DEK]

<algorithm>
UK (Supplicant) INZER L7270 T Y RAha— K

1.22.24 RYR—FrD/NT Yy F2IE

[Ay+E—2)

-

=7
Aicy

A

Ik

DRI LI &

‘aaadl received unrecognized code packet [<code>]

(FS34A4YT1]
LOG_INFO
=]
KYR—b Ty ba—ROEAP RXry bEZELZZIEEZRLET,

(/35 A 2 DEK]

<code>
KUY FR—FrDOry ha—R

1.22.25 N7y b= VAT 5—BH

[Ay+—2)

‘aaadl unexpectable message received [type=<type>, host=<mac_addr>]

(FT34A4YT 4]
LOG_INFO

F1E AT LRI

T
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K]
Ny b= AREERI LIS L ERLET,
(/35 4 52 DEK]

<type>

Ny NEAT

<mac_addr>

Ui A (Supplicant) @ MAC 7 K L&

1.22.26 AEVHEBIZK HEREXK
[Avyt—)

‘aaadi cannot allocate memory to indicate about authentication result

(F354F)T 1]

LOG_INFO

=]
AV FEBIC L BGEBE S R LT 2 L AR LET

1.22.27 RADIUS EBFEERYE L

[AytE—]

aaa_radiusd: authentication request failed for <id> on aaa
{group_id>: authentication canceled.

(T4 F«])
LOG_INFO

=]

RADIUS 7 T A 7> b DFBFFTRITx LT, PREHKFEH T RIEERZMO M L2 L 2R LET,

(/35 A 2 DEK]

<id>

T U A a—HY4
<group_id>

AAA 70— 1D

1.22.28 RADIUS BBEEH—/ 50>

(A vtE—2)

aaa_radiusd: radius authentication server <number> on aaa
{group_id> dead.

(F54F)T 1]
LOG_INFO

(Enk)
RADIUS FREEH— 378 alive IRFEMN DS dead JRFEIC o722 L 2R LET,

1t
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(/35 X 2 DEK]

<group_id>
AAA 7 v—7" 1D
<number>
AR — N ERE S

1.22.29 RADIUS FBREH—/\1EIH

[AytE—]

aaa_radiusd: radius authentication server <number> on aaa
{group_id> alive.

(F354F)T 1]
LOG_INFO

EK]
RADIUS FBAEY— 32 dead JREENN D alive JREEIC /o772 L 2R LE T,

(/35 A 2 DEK]

<group_id>

AAA 7'V —7" 1D
<number>

PRREY — N ERT

1.22.30 RIS 7ho T4 TH—nNEoy

[Ay+E—2]

aaa_radiusd: radius accounting server <number> on aaa
{group_id> dead.

(F54F)T1]
LOG_INFO
=]

RADIUS 7 H 7 T 4 ¥ 7 — 38 alive SREEN D dead IRREIZ AR o722 L 2R L E T,

(/35 X 2 DEK]

<group_id>

AAA 7 v—7" 1D
<number>

TAD T 4 T —NERE

1.22.31 RADIUS 7ho T4 2 JH—/\EIR

[Ayv+E—2]

aaa_radiusd: radius accounting server <number> on aaa
{group_id> alive.

VAT La T

T
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(FTS34A4YT«]
LOG_INFO

=]

RADIUS 7 H 7 > T 4 ¥ 7V —/ )% dead IRRED D alive IRFEIZR o2 Z B/ L E T,

(/35 A 2 DEK]

<group_id>

AAA 7' V—7" 1D

<number>
TAYT 4V T — N EERES

1t

VAT LT

T

#%

100



1.23 UBAEUBEEDA YE—D

1.23.1 USB AEDIEA

[Ay+E—2)

‘mountdi USB memory is inserted.

(F34A4UT 4]
LOG_INFO

=19
USB AU NFHEASINZZ EE2RLET,

1.23.2 USB A& DIk

(A vtE—2)

‘mountdl USB memory is ejected.

[(F544 U7 4]
LOG_INFO

=179
USB AE Y NHEINTZZ 2R LET,

1.23.3 USB 7/\1 R¥Efw

[Ay+E—2)

‘usbd: USB Device Detected.

(F54F)T 1]
LOG_INFO

[(ErK]
USB 7/ AZSHERES L 2 & AR LET,

1.23.4 USB 7/31 RtBR

[Ay+E—2]

‘usbdi USB Device Disconnect Completed.

(TS54F) T 4]
LOG_INFO

(ErK]
USB 7 /31 Al &N 7= 2 & 2R LT




1.23.5 USB VBUS BERFL

(A vtE—2)

‘usbd: USB VBUS Over Current Occurred.

(FT34A4UT+]
LOG_INFO

K]
USB . VBUS BB AFAE LI L 2R LET,
1.23.6 74NNV ATLOARIE
(A vt—2]

‘mountdi file system on USB memory is broken. need format.

(F34A4UT+]
LOG_INFO

Z0K)
USBAEVZALEN T 7 ANV AT ARRETHY, 74—~y "B ERZLEZRLET,

1.23.7 1/0x5—

[Ay+E—2]

mountd: I/0 error on USB memory.
cmdexec: 1/0 error on USB memory.

(FT34A4YT+]
LOG_INFO

=0K]

USBAEYDT 7 EBAPIZI/ 0T —NBELIZZ 2R LET,
1.23.8 74N ATLODARES
(A vtE—2)

‘mountdi file system on USB memory is broken.

(F54F)T 1]
LOG_INFO
=)

USBAEYDT 7 EAFIZT 7 A VY AT LAOFRELSERB L2 2T LET,
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1.24 UBYRRFL—CHIEHBEED A vE2—2
1.241 USBYRR bL—T9 5 RTINS RAOBHH

[Ayv+E—2)

‘usbhfstoragel Mass storage device initializing complete

(F34A4YT1]
LOG_INFO

=0K]

USBAEY (W AR RL—U 7 FRAT AL R)OF ARG, HASNTZT NS AZIEEFRIAA N —V 7 TR
TN AL LI 2R LET,

1.24.2 USBTRRKL—U9 S5 RTINA RDBHKK

(A vtE—2)

‘usbh_storagei Mass storage device initializing failed.

[(F514Y74]
LOG_INFO

=0K]

USB AEY (FARA ML= FRATNA R) DA, ASNEZT NS AZEFRRTAARNL—V T TR
FNRA R LB CE RS T-Z L HRLET,

1.24.3  USB 7/34 RikEFFHINEE

[Ay+E—2)

‘usbhfstorage: Waiting for unplugging the USB device.

(544U T 4]
LOG_INFO

[ErK])
USBAEV (FARRNL—UF7 TRATNARA)DORFE 2 EEBRHE L, USB AT Y ORE[FBIREICA-T-Z L 2R
LT,

1.24.4 USB 7/\4 AL S5 —%4%

(A y+E—2]

‘usbhfstoragei Error occurred. : <error> at <{state>.
(TZ5144) T 4]

LOG_INFO
[(E8K]

USBAEV (FARARNL—V 7 TATNA RA)OREEHRHE L2 EE2RLET,




(/X5 A 2 DEK]

<error>

=7 —ZK

{state>

T T =3R4 LT T O NERIREE

1.24.5 USB T/ XU 5 RHITEREK
[Avyt—]

‘usbdl [usbh_strg] Device detection failed. : The interface should be storage class and bulk only type.

(F54F)T 1]
LOG_INFO

=0K]

AR =0T R« NI F Y —Z A TUSND USBTFIA 22 B LI-Z & 2R LET,
USB AR— RZiZ. USB AE VU LIAD USB F 81 2545kt H 2 LITTEERA,

Tf
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1.25 SNBATATRE—FERED A v tE—
1.25.1  SMERAT 4 7 R A — FEREDBIED A

[Ay+E—2]

‘mountdi start configuration by external storage device

(F34A4UT+]
LOG_INFO

K]
WEAT 47 A5 — MEREICE D o~ > REFRBIAS N Z L a7 LET,

1.25.2 HEAT 4 TR — MEBEDENMERIRRED O J7 A4 IILT 5 —

(A vtE—)

‘mountdl cannot open log file in configuration by external storage device

(F34A4UT+]
LOG_INFO

=]
SR A T 4 T AL — MEREOBIEBIIARHC, 177 7 A L ORI £ 0 BERIr S 2 L 2R LET,

1.256.3  HSMBAT 4 TARE— FMEREDEERIGRD/NR T — RERET 5 —

[Ay+E—2]

‘mountdi authentication error in configuration by external storage device

(F354F)T 1]
LOG_INFO

(=E0k]
WA T 4 7 A4 — MERROBEBIIARIC, /N2 T — FRGET 7 —IC KV BIETI SNz 2 2R LET,

1.25.4 HEAT 4 7RI — FEBEDOENMERIBFED AT R 77 A IILERRT 5 —
[Avyt—)

‘mountdi script error in configuration by external storage device

(TS54F) T 4]
LOG_INFO

(Erk]

SBAT 4 7 AL — MERROEWEBMAIFIZ, 774V FD A<y K7 7 A MMERKBIZ KV @B fEPlrs -2 &
ZRLET,




1.25.5  SMBAT 4 T7RE— FMEBEDEMERIBERD AT Y K I 7 4 ILFRAAAH T

(A vtE—2)

5—

‘mountdl cannot open script file in configuration by external storage device

(TS54F)F«)
LOG_INFO

€3

GNEBAT 4 7 AL — MERROEMERIARIZ, 2~ R7 7 A VOA =7V RBIC LV BEF#SN=Z L 2" L

=7,

1.25.6 SMBATA4T7RE— FMEREDBERBROREI 7/ ILOT S5 —

[Ay+E—2]

‘mountdi invalid status file in configuration by external storage device

(FT34A4UT+]
LOG_INFO

(ErK]

SBAT 4 7 A2 — MERROEMERIARFIC, RIEET 7 A VDT T —IZ X VEETlrahzZ L 2R LET,

1.256.7 SMRAT 47 REZ— MEBEDBMERIRRDORZIIST 5 —

[Ay+E—2]

‘mountdi cannot get time in configuration by external storage device

(TS54F) T 4]
LOG_INFO

(EK]

SR AT 4 7 A2 — MEREOBIERAAIFIC, FZIBRG= 7 —IC K D EIfEPIr S iz 2 L 2R LET,

1.25.8 HNEAT AT AR — MEBEDEMEDTET
[Avyt—)

‘mountdl complete configuration by external storage device

(F54F)T 1]
LOG_INFO

(Znk]
WA T 4 7 A2 — MERIC kD a~ Y FEIFBERRZ T L2 2R LET,

1.25.9 SMBATATRE— FMEBEDEMED T S —H#T

[Ay+—2)

‘mountdi error configuration by external storage device in line <line>
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(FTS34A4YT«]
LOG_INFO

=]

AT 4 T AZ— MERBICE D a3~y FETR T IRV sn/zZ L 2R LET,

(/35 A 2 DEK]

<line>
=T —{TDITE S




1.26 A& PREREEREEDA v E—D
1.26.1  AEYUFREEMES T HERE

[Ayv+E—2)

‘sysmemwatchdi MPB[<no>] is more than <rate>% : <watch_blk>=<max_blk>

(F34A4UT+]
LOG_INFO

(E%]

AEY TIREFHMEECT AT UMERELE AW L2 2R LET,
ARAvE—0F, <max blON L EVMEDO-2%IZE L EXICHDESNET,

(/X5 A2 DEBK]

<no>

AEVEHRT—TNEE
<rate>

ERxg AT Y 7 r vy 7 O HAEE %)
<watch_blk>

R AT Ty 74

MAX block

used mem

<max_b k>
AEVRBIREE LW LR AR Y Ty 7 2=y MR




1.21 20D *Ayte—o
.21 YRFLUEY FIF5—

[Ay+E—2]

‘(name>l ERROR: system reset busy

(F34A4UT+]
LOG_ERROR

=0K]

Uty MUBBZEM L &5 & L7es, 77 — L8, MlERORET, ALy FTU &y ML LI
I, Vey MABATE ot Z 2R LET,

(/35 A2 DEK]
<name>
Vey haeFERLIZT0 7T A
scheduled
AT a—ZLBH Yy b
telexec
telnet NHDaAw 2 NiZkLbdUEy b
sshexec
sshibpa<wr NoksVEy b

1.27.2 BMERRBRET

[Ay+E—2]

‘enabledi system configuration restarted

(F354F)T1]
LOG_INFO

(k]
B ERTB P IAT SN 2 EE2RLET,

1.271.3 BEEAvE—PDEB
[Avyt—)

‘same message repeated <num> times

(TF344 YT 4]
LOG_INFO
(E0k]
AT A Yy E—VRREENTOTRREEM L2 L 2R LET,

(/X5 A2 DFEK]

<num>
[E IR RY W EIE




1.27.4 RH 21— )LHREIZ & BEST

(A vtE—2)

‘schedu]edi schedule command “<command>” executed

(FS54A4YT1]
LOG_INFO
=]
AV a—ERBICRY a v RRETISNTZ L 2R LET,

(/35 A 2 DEK]

<command>
Erasnzav R

1.27.5 <Y FERITERE

(A vtE—2)

‘(name>l command “<command>” executed by <user>

(F34A4YT+]
LOG_INFO

2K]
gy REFShEZ L ERLET,

(/35 A 2 DEK]

<name>
avy NEFET LS r T A
telnetd
telnet T~y R&EFITL-
sshlogin
ssh Ca~y R&FETL=
|ogon
ay Y=L Tavwy FeETLE
<command>
Eirshiza~2 R
{user>

awy REFTLIZa—V4

T
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1.28 4R LAN KEED— K—%&

Nl I=US
0 i
1 ZOfD=T —
2-9 FHRIE T
10 Capability Information TZER X172 9XT®D capability 3R — T 7220
11 TV E—var L TNA I ERNERTERNWLORT Y vo—ra UNER SN
12 COEHEOFBHAOHBIC L D T Y = g VMRS S
13 STA MEE SIIZFBFET VT Y X A% AR — F LTV
14 B LTV W — A U AR RO T L— L EZ(E LT
15 challenge failure |ZX W FFEMER S
16 ALY =V ATOT L—ARHE A AT 7 ML 0 EGERIES Shiz
17 T RARA U MG L TE T STA I TE QWD T Y v —v g UiRER S
18 STA 7% BSSBasicRateSet /37 A X NDTXTD data rate ZHH— LT\ T
vro—ia UyNEEESNT
19 STA 73 short preamble option ZH7HR— KL TCWRW=DT Y vm—a URNESINT-
20 STA %3 PBCC modulation option ZH# R — h L TCWRWZDHT YV r=—ya URERF S
21 STA 2% Channel Agility option ZHR— K LTWNRWEDT Vv m— a3 URMETG Sz
22 Spectrum Management capability 2NZERINT/=7=2DT7 Vv o— g N EREIN-
23 Power Capability element DFWNHFR TEXRNEHT Y vo— a UM ER ST
24 Supported Channels element DIEHRNHR TERWVWEHT Vo —r g URMES S
25 STA 73 Short Slot Time 7' a3 v ZH AR — KL TRV DT Vo —Ta UBRERS
nic
26 STA 28 DSSS-O0FDM 47> 3 > &V R— K LTWARWNWE0DT Y T —y g USRSz
27 STA B HT BfEZ VR — h L QW RN T Vv m— 3 UMER S iz
28-31 TAITE
32 QoS EDREDT T —
33 QoS DA TE e T Vv —va U BEA S
34 AP T v 2V OBER T L — AERELS L C(FRIDLEREMFICL VT Y vz — 3
UG ST
35 STA 23 QoS ¥ AR — K L TWRWedT VY ro— 3 VIMER Iz
36 FHRIE T
37 BLRAMWr & 4172
38 T A BN EIMENEENTWDTZDICERNBRI Lo Tz
39 FRMEA SN2 o To 20T TS BMER SN2 o 7=
40 MR ERIZE W OISz
41 Group Cipher ZNFFR T&E 72\
42 Pairwise Cipher 23FF&A T& 722\
43 R4 75 AKMP (Authentication and Key Management Protocol) WNRE Si7=
44 RYHR— L RN A= g URNEE SN
45 A TE 22V RSN Capability 12K 0 BIr S 7z

fit

18 AT An T

il

w111



RKE=a—F J=US
46 X2 VT AR IR OVEST LT ZABEG S
47 TS BMERL S 72 in o7
48 RY =28 BSS WO Direct link FFAE SN THARWN
49 STA 23 BSS PIZAFAE L TV 720
50 STA 73 QoS 1Zxt)is LTV R
51 Listen Interval DERKEZBE L5707 Vo —T g VG S
52-65535 TAITE
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1.29

HEHRLAN EHa—F—&

Hla—R I=US
0 TRIE S
1 EDMDO=ET—
2 FATRRREDMER) & 72 > Tz
3 IBSS E721% ESS &— R T STA & OFBFENRER S iz
4 FIEARI T2 T Vv m— a VU INMERR S iz
5 TR ARA L RDSSTA DRI TERVIREBICH S 72720l 7 Y v m— v a UBER S
nie
6 Class 2 D7 L— L EFWAES N TWRWSTA 1 HZE LT
7 Class 3D 7 L—Ah%E 7T Vv T— g LTHRDSTANSEELK
8 BSSE— RTSTA L DT YV x=— 3 UIMRRE
9 REEE THID STANT Y om—v g VER L
10 Power Capability AFFARTE/RWZDIZT YV rm—v g VMRS iz
11 Supported Channels BWHFR TEX RN DIZT Vvr=— a3 URRERENT-
12 THRIF R
13 MR ERIZE OISz
14 MIC Failure (2 & v Bl &=
15 4-Way Handshake (PTK $E4541) hic % 4 L7 7 R SIAE LT
16 Group Key Handshake (GTK $8A2#4) F1 2% 4 AT 7 R334 L2
17 ;{ Way Handshake TiHI S IZFEMMNT Vo —3 g VEHCEM SN2 FR E R - Tn
18 Group Cipher FFATE 720>
19 Pairwise Cipher WEF&A TE 72
20 Y 72 AKMP (Authentication and Key Management Protocol) 23EE &7z
21 RYR—F RN A= g UBRE Sz
22 AR TE 72V RSN Capability 12 & 0 BIBT &7z
23 TEEE802. 1X FRFEA KB L 7=
24 X2 VT4 RY =R VST LT Y ZLANES Sz
25-31 THITE
32 QoS IZEE LZFRHIC L W 7 Y v m—v 3 UNMERR S L7
33 QoS D+ 437 Ik A R CE AN I T Vv — 3 VAMRER S Lz
34 ACK BUETHLNZEESNTWRNEL DT L—LRNHDH1DIIT Vo — g )M
BREiuiz
35 STA 73 TXOP (Transmission Opportunity) DfIfRLA EDEE T2/ T Vv 2— 3 v
DR E T
36 BSS 2> HHEME, FAIXFETT L2 LIV STA S UEia ER S
37 BEISNZFRZHEA L2V &2k D STA LS U2 Ek sz
38 Ty by IRRERTRDOT V=L EZFE LI LITRY STA DUk ARk Sz
39 HZA LT ML STA S ER SN
45 STA WESR SN EAL T LT Y X h AP R—F LTHARD
46-65535 FTHRIE S
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