$24iTEHR : Si-R/Si-R brin>U— X% EHI
(NTTEREA / NTTEEAILyYHRIAN)

T AR NCHLRREE IR I 25 ERITT
ILyY KRIZAMDT I M FAL T, #lmfEZVPN (%) #EHRLET .

T—HIRIME. 03FOHINEENSIEFSEEESZHALT. tF17 TREULT —9BEERE I Y -LERTY,
T =A% MOFIFBICHIO T UNDEFEY —EROEH ., BIUFN-FA AT A OZHINBETT,
Si-R G_1{FONU—REIR— AT —bII1A (HGW)BC T L. Si-R G_2(FONUEFEELET

XIPv4)\ 4y NEIPVEAYS THI U4 (IPv4 over IPv6 IPsec tunnel)

[ SRIEIBEARER]
Si-R G31—X V4.06LAB%

[FXERNE]

-Si-R GODether 1 1Z#WAN{, ether 2 1-4ZLANEILLET .
‘WANEITDHCPIS4 7>k (IPv4/IPv6) #EezBRNCLET,
-LANAIIC192.168.1.254/24. 192.168.2.254/24%E|IDHTHLELFET,
-IPv4 over IPv6 IPsec tunnel Tl %iEHLE T,

T =AIRI NOFIFHIGZ64KELET
-IPsecBES{LA&(CS 1-E I %1718, QoSEHALET,

192.168.1.0/24

Ether11 NGN

011-111-1111
ONU

@ — IPsec
HGW

Ether2 1-4
192.168.1.254

192.168.2.0/24

Ether11
022-222-2222

2

U Ether 2 1-4
192.168.2.254
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[E%TESI]
-sir2-key(C(3IPseci#x S EL T2,

Si-R G_15%7EAH)

ether 1 1 vlan untag 1001

ether 2 1-4 vlan untag 1002

lan 0 ip dhcp service client

lan 0 ip route O default dhcp 1 1

lan 0 ipv6 use on

lan 0 ipv6 address 0 dhcp@lan0::/64

lan 0 ipv6 route O default dhcp 1 1

lan 0 ipv6 dhcp service client

lan 0 ipv6 dhcp client option na off

lan 0 ipv6 dhcp client option pd on

lan O vlan 1001

lan 1 ip address 192.168.1.254/24 3

lan 1 vlan 1002

remote 1 name dataconn

remote 1 shaping on 64k

remote 1 ap 0 name IPsec

remote 1 ap 0 datalink type dataconnect
remote 1 ap 0 dial 0 number 022222222
remote 1 ap 0 dial 0 speed 64K

remote 1 ap 0 idle 1m

remote 1 ap 0 ipsec type ikev2

remote 1 ap 0 ipsec ike protocol esp

remote 1 ap 0 ipsec ike encrypt aes-cbc-256
remote 1 ap 0 ipsec ike auth hmac-sha256
remote 1 ap 0 ipsec ike pfs modp1536

remote 1 ap 0 ipsec ike lifetime 1h

remote 1 ap 0 ipsec ike esn disable

remote 1 ap 0 ike local-idtype tel_key_id on
remote 1 ap 0 ike remote-idtype tel_key_id on
remote 1 ap 0 ike name local 011111111
remote 1 ap 0 ike name remote 022222222
remote 1 ap 0 ike shared key text sir2-key
remote 1 ap 0 ike proposal 0 encrypt aes-cbc-256
remote 1 ap 0 ike proposal 0 hash hmac-sha256
remote 1 ap 0 ike proposal 0 pfs modp1536
remote 1 ap 0 ike proposal 0 prf hmac-sha256
remote 1 ap 0 ike nat-traversal use on

remote 1 ip route 0 192.168.2.0/24 1 60
remote 1 ip priority 0 any any any any any any express
remote 1 ip msschange 1280

loopback ip address 0 192.168.1.254

syslog pri error,warn,info

syslog facility 23

time auto server 0.0.0.0 dhcp

time zone 0900

consoleinfo autologout 8h

telnetinfo autologout 5m

ngn sip use on

ngn sip bind lan 0

terminal charset SJIS
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Si-R G_25%7EAH)

ether 1 1 vlan untag 1001

ether 2 1-4 vlan untag 1002

lan 0 ip dhcp service client

lan 0 ip dhcp client option router off

lan 0 ipv6 use on

lan 0 ipv6 address 0 dhcp@lan0::/64

lan 0 ipv6 route O default dhcp 1 1

lan 0 ipv6 dhcp service client

lan 0 ipv6 dhcp client option na off

lan 0 ipv6 dhcp client option pd on

lan O vlan 1001

lan 1 ip address 192.168.2.254/24 3

lan 1 vlan 1002

remote 1 name dataconn

remote 1 shaping on 64k

remote 1 ap 0 name IPsec

remote 1 ap 0 datalink type dataconnect
remote 1 ap 0 dial 0 number 011111111
remote 1 ap 0 dial 0 speed 64K

remote 1 ap 0 idle 1m

remote 1 ap 0 ipsec type ikev2

remote 1 ap 0 ipsec ike protocol esp

remote 1 ap 0 ipsec ike encrypt aes-cbc-256
remote 1 ap 0 ipsec ike auth hmac-sha256
remote 1 ap 0 ipsec ike pfs modp1536

remote 1 ap 0 ipsec ike lifetime 1h

remote 1 ap 0 ipsec ike esn disable

remote 1 ap 0 ike local-idtype tel_key_id on
remote 1 ap 0 ike remote-idtype tel_key_id on
remote 1 ap 0 ike name local 022222222
remote 1 ap 0 ike name remote 011111111
remote 1 ap 0 ike shared key text sir2-key
remote 1 ap 0 ike proposal 0 encrypt aes-cbc-256
remote 1 ap 0 ike proposal 0 hash hmac-sha256
remote 1 ap 0 ike proposal 0 pfs modp1536
remote 1 ap 0 ike proposal 0 prf hmac-sha256
remote 1 ap 0 ike nat-traversal use on

remote 1 ip route 0 192.168.1.0/24 1 60
remote 1 ip priority 0 any any any any any any express
remote 1 ip msschange 1280

loopback ip address 0 192.168.2.254

syslog pri error,warn,info

syslog facility 23

time auto server 0.0.0.0 dhcp

time zone 0900

consoleinfo autologout 8h

telnetinfo autologout 5m

ngn sip use on

ngn sip bind lan 0

terminal charset SJIS
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)
Si-R_G_15=TEfEER

Si-R G1
ether 1 1 vlan untag 1001
#etherl 1/R—MzTag BRUVLAN1001(SERELE D,

ether 2 1-4 vlan untag 1002
#ether2 1-4/R—pMzTag RUVLAN1002(CERELE T,

lan O ip dhcp service client
#WANAA > -J1—-AFU T, IPv4 DHCPISA 7> MEBEZBINICLET,

lan O ip route O default dhcp 1 1
#WANIA>HT1— X TDHCP Y —/)\h5%Z (FBXOIZREPLYDiXAE 7t T JA) ML — NERTELE T .

lan 0 ipv6 use on
#WANI1>45T1—- X TIPVOIEREZBMCLET,

lan 0 ipv6 address 0 dhcp@lan0::/64
#WANIA>HI1—ZTIPv6 DHCP 734 7> M ESUIZIPVE Y RLAZERTELE T,

lan 0 ipv6 route O default dhcp 1 1
#WANMIA>HI1—ZTDHCP ¥ /IS (FEROIZREPLY DS 72T IA) ML — MIERELE T .

lan 0 ipv6 dhcp service client
#WANEA>A—=TJ1—RAHFU T, IPv6 DHCPIS4 7> MEREZBRNICLE T,

lan 0 ipv6 dhcp client option na off
#IPv6 DHCP 7514 7> MDIPV6 7 RLAERZBINCLET

lan 0 ipv6 dhcp client option pd on
#IPv6 DHCP 7317 hDIPVE6 7 RLUAERKZoNICGERTELE T .

lan O vlan 1001
#VLAN ID &lan EEESOREEMMIZITVETD,

lan 1 ip address 192.168.1.254/24 3

#LANRIIP7 RLURZERTELE T,

#-:192.168.1.254/24 : LANBIDIPPRLZ/XATTY,
#:3: JO-REVRARNTRLUADAA T, iIBEI3THEBVFRA.

lan 1 vlan 1002
#VLAN ID &lan EEESOREEMMIZITVETD,
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remote 1 name dataconn
#Si-R G2@IDIPsec,>9—J1—AD&EI ((FE) %R ELFI,

remote 1 shaping on 64k
#31-EIRKELET.

remote 1 ap 0 name IPsec
#TPICARA> I DZET ((ER. remote nametBEUTHAE]) ZHELET.

remote 1 ap 0 datalink type dataconnect
#)\VyNIRIX 75 EELTT AR MERTELE Y,

remote 1 ap 0 dial 0 number 022222222
#IE OB EES TR ELE T,

remote 1 ap 0 dial 0 speed 64K
HEGFOBSREZHRELE T,

remote 1 ap 0 idle 1m
#HEREEERIINEHRELF T,

remote 1 ap 0 ipsec type ikev2
#IPseclBEHRDAA T (CIPsecB ENEERIR(IKE Version2/IPsec Version3)#:&ELE T

remote 1 ap 0 ipsec ike protocol esp
# B BRI IPsecBIROTF1)T1TORIVICESP (BFS) Z™ELET.

remote 1 ap 0 ipsec ike encrypt aes-cbc-256
# BB IPsecIBIRDIE S 1BIRICAES256 LY M iR ELF T .

remote 1 ap 0 ipsec ike auth hmac-sha256
# BB IPsecIBERDFPEEIBHRICSHA2Z R TELE T .

remote 1 ap 0 ipsec ike pfs modp1536
# BB IPsecIBIROPFSERIFODH (Diffie-Hellman) J)L—FCmodp1536%:&ELE Y.

remote 1 ap 0 ipsec ike lifetime 1h
# BB AIPsec [BHRDSA BRFRIZRELE T,

remote 1 ap 0 ipsec ike esn disable
#IPsecV3IBIRDESN(ILERS —T D AE S ) 2 BRRUIGKELE T .

remote 1 ap 0 ike local-idtype tel_key_id on
#IKE Version2|BIROBREID 71 TZEBDXFFHI(NGN HEFEES)IGRELET,

remote 1 ap 0 ike remote-idtype tel_key_id on
#IKE Version2|BIRODIBFREID 71 TZEEDXFHI(NGN HEFEES)GRELEFT,

remote 1 ap 0 ike name local 011111111
#IKEBIROB R E MBI ZHELFT .

remote 1 ap 0 ike name remote 022222222
#IKEBIROBFREHF FHRZHELFT .

5 Copyright 2019 FUJITSU LIMITED



remote 1 ap 0 ike shared key text sir2-key
#IKELYS A MY BF DB (Pre-shared key) %Zi&ELEY.

remote 1 ap 0 ike proposal 0 encrypt aes-cbc-256
#IKERYS 3> RS EHROES 7L JUXACAES256EY MR ELE Y,

remote 1 ap 0 ike proposal 0 hash hmac-sha256
#IKEYS a2 ADREEIBERICSHA2ZERELE T .

remote 1 ap 0 ike proposal 0 pfs modp1536
#IKEIBEEROPFS{ERFODH (Diffie-Hellman) J)L—F1Cmodp1536%:&ELE T,

remote 1 ap 0 ike proposal 0 prf hmac-sha256
#IKE Version2tw> 3> Fprf(Pseudo Random Function)Di&ECSHA2ZERTELE T .

remote 1 ap 0 ike nat-traversal use on
#IKEIBERONAT NP Z2FIFHIT25EZLET

remote 1 ip route 0 192.168.2.0/24 1 60

#XFEFESI-R G2OLANAIRY NI —=IANDRAT 1IN — N s TELE T,
#-192.168.2.0/24 : WMEEESI-R G2OLANEIRY NI —ITY,
#-1 : metriclETY ., BEEI1THEBUVEEA,

#-60 : distancefET9,

remote 1 ip priority 0 any any any any any any express
#HEEHEIHOREZLET .
#31-C )% ERIZRCDELRDET,

remote 1 ip msschange 1280
#MSSESHUZDHTEZLET

loopback ip address 0 192.168.1.254
#loopback®7 RLAZsEELE T,

syslog pri error,warn,info
syslog facility 23
#3 A7 LOJEIROENER / B RIFINTAOKEZLET . BEECOETHEVEEA.

time auto server 0.0.0.0 dhcp

time zone 0900

#DHCP H—)Uh LRI 2FZIRMEY - NICREVET,
#AALY % RTEVET . BREICDEEFTHEVEEA.

consoleinfo autologout 8h

telnetinfo autologout 5m

#U7NI>Y=)b TELNETIRIS3> O AR ANRWNMSE ORI A sz ELFT . 1B
(FTOETEVER Ao

ngn sip use on
ngn sip bind lan 0
#SIPTONIVZRIARS / FIAI21>9I1—R%HELVET,

terminal charset SJIS
#A-ZFIVTERTBEFI—- RzShift JIST-RIGERELET,
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)
Si-R_G_2z%Ef#:NR

ether 1 1 vlan untag 1001
#etherl 1/R—MzTag BRUVLAN1001(SERELE D,

ether 2 1-4 vlan untag 1002
#ether2 1-4/R—pMzTag RUVLAN1002(CERELE T,

lan O ip dhcp service client
#WANAA > -J1—-AFU T, IPv4 DHCPISA 7> MEBEZBINICLET,

lan O ip dhcp client option router off
#IPv4 DHCP 734 7> hDRouter AT 3>z BEhIGRELET .

lan 0 ipv6 use on
#WANI1>45T1—- X TIPVOIEREZBMCLET,

lan 0 ipv6 address 0 dhcp@lan0::/64
#WANIA>AT1—XTIPv6 DHCP 754 7> M BSUIZIPVE Y RLAZ R TELE T,

lan 0 ipv6 route O default dhcp 1 1
#WANMIA>HI1—ZTDHCP ¥ /IS (FEROIZREPLY DS 72T IA) ML — MIERELE T .

lan 0 ipv6 dhcp service client
#WANEA>A—=TJ1—RAHFU T, IPv6 DHCPIS4 7> MEREZBRNICLE T,

lan 0 ipv6 dhcp client option na off
#IPv6 DHCP 7347 hDIPV6 7 RLZAERZOff[CERELE T,

lan 0 ipv6 dhcp client option pd on
#IPv6 DHCP 751 7>MDIPV6 7RLAERZONICERELET .

lan O vlan 1001
#VLAN ID &lan EEESOREEMMIZITVETD,

lan 1 ip address 192.168.2.254/24 3

#LANRIIP7 RLURZERTELE T,

#-:192.168.2.254/24 : LANBIDIPP RLZ/XATTY,
#:3: JO-RFVARNTRLUADAA T, iBEI3THEBVERA.

lan 1 vlan 1002
#VLAN ID &lan EEESOREEMMIZITVETD,
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remote 1 name dataconn
#Si-R G2@IDIPsec,>9—J1—AD&EI ((FE) %R ELFI,

remote 1 shaping on 64k
#31-EIRKELET.

remote 1 ap 0 name IPsec
#TPICARA> I DZET ((ER. remote nametBEUTHAE]) ZHELET.

remote 1 ap 0 datalink type dataconnect
#)\VyNIRIX 75 EELTT AR MERTELE Y,

remote 1 ap 0 dial 0 number 011111111
#IE OB EES TR ELE T,

remote 1 ap 0 dial 0 speed 64K
HEGFOBSREZHRELE T,

remote 1 ap 0 idle 1m
#HEREEERIINEHRELF T,

remote 1 ap 0 ipsec type ikev2
#IPseclBEHRDAA T (CIPsecB ENEERIR(IKE Version2/IPsec Version3)#:&ELE T

remote 1 ap 0 ipsec ike protocol esp
# B BRI IPsecBIROTF1)T1TORIVICESP (BFS) Z™ELET.

remote 1 ap 0 ipsec ike encrypt aes-cbc-256
# BB IPsecIBIRDIE S 1BIRICAES256 LY M iR ELF T .

remote 1 ap 0 ipsec ike auth hmac-sha256
# BB IPsecIBERDFPEEIBHRICSHA2Z R TELE T .

remote 1 ap 0 ipsec ike pfs modp1536
# BB IPsecIBIROPFSERIFODH (Diffie-Hellman) J)L—FCmodp1536%:&ELE Y.

remote 1 ap 0 ipsec ike lifetime 1h
# BB AIPsec [BHRDSA BRFRIZRELE T,

remote 1 ap 0 ipsec ike esn disable
#IPsecV3IBIRDESN(ILERS —T D AE S ) 2 BRRUIGKELE T .

remote 1 ap 0 ike local-idtype tel_key_id on
#IKE Version2|BIROBREID 71 TZEBDXFFHI(NGN HEFEES)IGRELET,

remote 1 ap 0 ike remote-idtype tel_key_id on
#IKE Version2|BIRODIBFREID 71 TZEEDXFHI(NGN HEFEES)GRELEFT,

remote 1 ap 0 ike name local 022222222
#IKEBIROB R E MBI ZHELFT .

remote 1 ap 0 ike name remote 011111111
#IKEBIROBFREHF FHRZHELFT .
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remote 1 ap 0 ike shared key text sir2-key
#IKELYS A MY BF DB (Pre-shared key) %Zi&ELEY.

remote 1 ap 0 ike proposal 0 encrypt aes-cbc-256
#IKERYS 3> RS EHROES 7L JUXACAES256EY MR ELE Y,

remote 1 ap 0 ike proposal 0 hash hmac-sha256
#IKEY2 3> AOFREEIBIRICSHA2ZERELE T,

remote 1 ap 0 ike proposal 0 pfs modp1536
#IKEIBEEROPFS{ERFODH (Diffie-Hellman) J)L—F1Cmodp1536%:&ELE T,

remote 1 ap 0 ike proposal 0 prf hmac-sha256
#IKE Version2tv3>Fprf(Pseudo Random Function)Di&ECSHA2%ZERTELE T

remote 1 ap 0 ike nat-traversal use on
#IKEIBERONAT NP Z2FIFHIT25EZLET

remote 1 ip route 0 192.168.1.0/24 1 60

#XFEFESI-R G1OLANAIRY NI —IANDRIT 1IN — NesRTELE T
#-192.168.1.0/24 : M@EERESI-R G1OLANAIRY NI -ITT,
#-1 : metriclETY ., BEEI1THEBUVEEA,

#-60 : distancefET9,

remote 1 ip priority 0 any any any any any any express
#tEEHIDR EZLE T,
#31-E IR ERTIBRCRELIRDET,

remote 1 ip msschange 1280
#MSSESHUZDHTEZLET

loopback ip address 0 192.168.2.254
#loopback®7 RLAZsEELE T,

syslog pri error,warn,info
syslog facility 23
#3227 AOJIBIROLENEHR / BARRIFINTADREEZLET . BREEIIOMBETHEVERA.

time auto server 0.0.0.0 dhcp

time zone 0900

#DHCP H—)Uh LRI 2FZIRMEY - NICREVET,
#AALY % RTELET . BREICDEFETHEVEEA.

consoleinfo autologout 8h

telnetinfo autologout 5m

#2U7NI>Y=)b TELNETIRIS3> O AR ANRWMSE ORI A IS 2R ELE T, BE
(FCDETEVEEA.

ngn sip use on
ngn sip bind lan 0
#SIPTONIVERIARE / FIAI2A>HI1—R%HELVETS .

terminal charset SJIS
#A-ZFIVTERTBEFI—- RzShift JIST-RICGERELET,
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