$AiTEHR : Si-R/Si-R brin>U— X% EHI
(NTTEEA / NTTEBAILYYHRIZN)

ILyY-VPNT 54 A THLR 2155 3 5% EBITT .
ILwY -VPNTSAAZFIBLT. HlmfiZzVPN (%) #EHRULET .
XIPv4)\ry NEIPVANYS THTU> 4 (IPv4 over IPv4 IPsec tunnel)

Si-RTh>RUZTFBETLUT OB BIREICRDE Y,
HLNBILYY -VPNT A AZIRRU T, - DB—tiC1 -2y b7
HLDBILYY -VPNT A AZIRERU T, T I—-DEEEI A NIBEZITD

[MRIEAELARER]
Si-R GX500 V1.05L40%
Si-R G3U—X V4.051F%

[BRENE]

-Si-R GX (tZ>#%—) MGigakthernet 1/3%ZWAN4I, GigeEthernet 1/5ZLANlEUE T,

‘Si-R G (#lgz) dether 1 1ZWAN/E, ether 2 1-4%ZLANEILLET,

‘WAN (Si-R) {iC192.168.10.2/24 . 192.168.11.2/24 . 192.168.12.2/24%Z0HT3LLFY,
*‘WAN (CPE) f1(C192.168.10.1/24 . 192.168.11.1/24 . 192.168.12.1/24%E|DHT3LLF Y,
<LANIIC172.16.1.254/24, 172.16.2.254/24. 172.16.3.254/24%E|DHT3LLET,

-IPsec tunnel THlREZIEHLET .

‘WANBIOMTU%Z1444E0LFT,

18—y 192.168.11.2/24 172-16.2.254/24

Ether11 Ether 2 1-4
(o)
oL gy
1l \ U

2
m U 6

(T T/ —
) c{| 0]
T Sl N‘ JLwY-VPN
172.16.1.1/24 E LU A FS5AA
IPg o|l C ,
Ether 2 1-4 ec
172.16.1.254/24 Ether11 N : kyotenB
B 192.168.10.2/24 U E
Ether11

Ether 2 1-4

192.168.12.2/24 1, 16.3.254/24
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[E%TESI]
-sir-key(C($IPseci#z s EL TZEL,

=

Centers% &4l

ip route 172.16.2.0 255.255.255.0 tunnel 1

ip route 172.16.3.0 255.255.255.0 tunnel 2

ip route 192.168.11.0 255.255.255.0 192.168.10.1
ip route 192.168.12.0 255.255.255.0 192.168.10.1
ip route 0.0.0.0 0.0.0.0 172.16.1.1

|

survey 172.16.2.254 survey-map SURVEY_IPsec source port-channel 5 nexthop
tunnel 1 interworking

survey 172.16.3.254 survey-map SURVEY_IPsec source port-channel 5 nexthop
tunnel 2 interworking

|

survey-map SURVEY_IPsec

ttl 255

timeout 1000

retry 4

frequency every 10000

stability 5 interval 10000

exit

|

crypto ipsec policy phase2

set security-association always-up
set security-association lifetime seconds 28800
set security-association transform esp-aes esp-sha-hmac
set mtu 1444

set mss auto

set ip tos copy

exit

|

crypto ipsec selector SELECTOR

src 1 ipv4 any

dst 1 ipv4 any

exit

I

crypto isakmp policy phasel
authentication pre-share

encryption aes

group 1

lifetime 86400

hash sha

initiate-mode main

exit

I

crypto isakmp profile ISAKMP_PROF_1
local-address 192.168.10.2

set isakmp-policy phasel

set ipsec-policy phase2

set peer 192.168.11.2

ike-version 1

local-key ascii sir-key

exit

1
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crypto isakmp profile ISAKMP_PROF_2
local-address 192.168.10.2

set isakmp-policy phasel

set ipsec-policy phase2

set peer 192.168.12.2

ike-version 1

local-key ascii sir-key

exit

|

crypto map IPsec_MAP_1 ipsec-isakmp
match address SELECTOR

set isakmp-profile ISAKMP_PROF_1
exit

|

crypto map IPsec_MAP_2 ipsec-isakmp
match address SELECTOR

set isakmp-profile ISAKMP_PROF_2
exit

|

interface GigaEthernet 1/3
channel-group 3

exit

|

interface GigaEthernet 1/5
channel-group 5

exit

|

interface Port-channel 3

ip address 192.168.10.2 255.255.255.0
mtu 1444

exit

|

interface Port-channel 5

ip address 172.16.1.254 255.255.255.0
exit

|

interface Tunnel 1

ip unnumbered port-channel 5

tunnel mode ipsec map IPsec_ MAP_1
exit

|

interface Tunnel 2

ip unnumbered port-channel 5

tunnel mode ipsec map IPsec_ MAP_2
exit

|

end

Copyright 2018 FUJITSU LIMITED



kyotenAZZEH

ether 1 1 vlan untag 1

ether 2 1 vlan untag 2

ether 2 2 vlan untag 2

ether 2 3 vlan untag 2

ether 2 4 vlan untag 2

lan 0 mtu 1444

lan O ip address 192.168.11.2/24 3

lan O ip route 0 192.168.10.0/24 192.168.11.11 1
lan O vlan 1

lan 1 ip address 172.16.2.254/24 3

lan 1 vlan 2

remote 0 name Center

remote 0 mtu 1374

remote 0 ap 0 datalink type ipsec

remote 0 ap 0 keep connect

remote 0 ap 0 ipsec type ike

remote 0 ap 0 ipsec ike protocol esp

remote 0 ap O ipsec ike encrypt aes-cbc-128
remote 0 ap O ipsec ike auth hmac-shal

remote 0 ap 0 ike shared key text sir-key

remote 0 ap O ike proposal 0 encrypt aes-cbc-128
remote 0 ap 0 ike proposal 0 hash hmac-shal
remote 0 ap O tunnel local 192.168.11.2

remote 0 ap 0 tunnel remote 192.168.10.2
remote 0 ap 0 sessionwatch address 172.16.2.254 172.16.1.254
remote 0 ip route 0 default 1 60

remote O ip msschange 1334

time zone 0900

consoleinfo autologout 1h

telnetinfo autologout 10m
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kyotenBiZESH!

ether 1 1 vlan untag 1

ether 2 1 vlan untag 2

ether 2 2 vlan untag 2

ether 2 3 vlan untag 2

ether 2 4 vlan untag 2

lan 0 mtu 1444

lan O ip address 192.168.12.2/24 3

lan O ip route 0 192.168.10.0/24 192.168.12.1 1 1
lan O vlan 1

lan 1 ip address 172.16.3.254/24 3

lan 1 vlan 2

remote 0 name Center

remote 0 mtu 1374

remote 0 ap 0 datalink type ipsec

remote 0 ap 0 keep connect

remote 0 ap 0 ipsec type ike

remote 0 ap 0 ipsec ike protocol esp

remote 0 ap O ipsec ike encrypt aes-cbc-128
remote 0 ap O ipsec ike auth hmac-shal

remote 0 ap 0 ike shared key text sir-key

remote 0 ap O ike proposal 0 encrypt aes-cbc-128
remote 0 ap 0 ike proposal 0 hash hmac-shal
remote 0 ap O tunnel local 192.168.12.2

remote 0 ap 0 tunnel remote 192.168.10.2
remote 0 ap 0 sessionwatch address 172.16.3.254 172.16.1.254
remote 0 ip route 0 default 1 60

remote O ip msschange 1334

time zone 0900

consoleinfo autologout 1h

telnetinfo autologout 10m
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fiREn
Centers&EfzZER

ip route 172.16.2.0 255.255.255.0 tunnel 1
ip route 172.16.3.0 255.255.255.0 tunnel 2
#kyotenADLANEFDStaticiE g Z iR ELEF T .
#:172.16.2.0 : FBHRYNT-ITT,
#-255.255.255.0 : YAUTY,

#-tunnel 1: RIANKYTTY,
#kyotenBOLAN@EIFDStaticR gz ELF T .
#-172.16.3.0 : FBHRRYNT-ITT,
#-255.255.255.0 : YAUTY,

#-tunnel 2: RIZANKYITTY,

ip route 192.168.11.0 255.255.255.0 192.168.10.1
ip route 192.168.12.0 255.255.255.0 192.168.10.1
#kyotenAmllFDStaticR I8 ZEEELE I .
#-192.168.11.0 : 3BFRYNI—ITT,
#:255.255.255.0 : XXJUT9Y,

#-192.168.10.1: RIANRYITY,
#kyotenBmllJDStaticR I8 ZEEELE T .
#:192.168.12.0 : 5EFHAYNI—ITY,
#:255.255.255.0 : XAJUT9Y,

#:192.168.10.1: RIANRYT T,

ip route 0.0.0.0 0.0.0.0 172.16.1.1
#4>9—Fy NEIFDStatickR I8 &S ELE T
#:172.16.1.1 : RIAMNKNYTTY,

|

survey 172.16.2.254 survey-map SURVEY_IPsec source port-channel 5 nexthop tunnel
1 interworking

survey 172.16.3.254 survey-map SURVEY_IPsec source port-channel 5 nexthop tunnel
2 interworking

#kyotenAZE(CIEH B R TEZ I Do

#-172.16.2.254 : kyotenAOLANBIIPY RLXTY,

#-SURVEY_IPsec : {9 3survey-map&zi8ELFE I,

#-port-channel 5 : X{ETA 71— A2 fERALET.

#-tunnel 1 : TunnnelfEAT 2312571 Z2IEELF T,

# -interworking : IPsec tunnel®iREEZREIHALE T,

#kyotenBE(CIEH B R TEZ I Do

#-172.16.3.254 : kyotenBOLANBIIPYRLXTY,

#+-SURVEY_IPsec : {#f9%survey-map&zEELE T,

#-port-channel 5 : X{ETA>F71—- X2 ERALET.

#-tunnel 2 : TunnnelfEAT 2314971 Z2IEELE T,

# -interworking : IPsec tunnel®iRREZREIHALE T,
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survey-map SURVEY_IPsec
#IEG B RO TEZLEF T,

ttl 255
#TTLZ255(CERELFT

timeout 1000
#5914 L7 N 1000UFLERTELE D,

retry 4
#EXOERZ4E(GEEELE T,

frequency every 10000
#TERAESARRAEZ100003VIGERELE T,

stability 5 interval 10000
#IEFREOE|IREFRROREZLE T,
#-5 : B ELHRZHELETT .
#-10000 : X{EMERZHELET .

exit
!

crypto ipsec policy phase2
#IPsec)>—DI>VNOREZLET

set security-association always-up
#SAZE(CHEI IR EZLET,

set security-association lifetime seconds 28800
#IPsec-SA/Child-SAQLETFIEZ28800F (IR ELF T,

set security-association transform esp-aes esp-sha-hmac
#Ha%4b7)bj‘U7\"A RALZINTVALDEEZLED,
#-esp-aes : BSIL7IIVALICAESZRTELE T,
#-esp-sha-hmac SREE7 IV IVALICHMAC-SHA- 1% ELE T,

set mtu 1444
#MTUEZ1444(8TFEULET,

set mss auto
#MSSHEZA—MIERTELE T

set ip tos copy
#ESP/\ 7y NCIPVANYADTOS T4 =)L MB. IPVEAYAID NS T1vII5 2 EZZDFFERT 2.

exit

!

crypto ipsec selector SELECTOR

#IPSEC-SA/CHILD SARDOTLI5DI> NOEEZLET .

src 1 ipv4 any
dst 1 ipv4 any
#IRETBLRELICIPVADIARTOT RLAZIBELE T,

exit
!
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crypto isakmp policy phasel
#ISAKMPRYS -8 FEZLET,

authentication pre-share
#:REEA5 % Pre-shared keySIGERELE T

encryption aes
#ISAKMP-SA/IKE SADIESAL7ILIUZXLAICAESERTELE T,

group 1
#Diffie-Hellman/ ) - T&ES DR TEEZLFT .

lifetime 86400
#ISAKMP-SA/IKE SAQLEFFREZ86400F(ERELF T .

hash sha
#ISAKMP-SA/IKE SAD/\w>a17 )L IVZ L©%ESHA-1(TERELET

initiate-mode main
#IKEV1®Phasel DI I—33>F— REMaint— RIGEELET .

exit

!

crypto isakmp profile ISAKMP_PROF_1
#kyotenASEDISAKMPIOT7 1/ Ve EZRELET o

local-address 192.168.10.2
#IXETT RUAZEELE T,

set isakmp-policy phasel
#ISAKMPIRYS — 2% TE TS B,

set ipsec-policy phase2
#ZOISAKMPTOT74 L TfEFAS BIPSECRUS — 228 TE T .

set peer 192.168.11.2
#kyotenAOWANARIIPY RLAZ1EET 3.

ike-version 1
#IKEV1%ZESTELE Y,

local-key ascii sir-key
#Pre-shared keyZzs%ELE T,

exit
!

Copyright 2018 FUJITSU LIMITED



crypto isakmp profile ISAKMP_PROF_2
#kyotenBFEDISAKMPITOI7 /I e&kEZRELET o

local-address 192.168.10.2
#IRETVRURAZRELET,

set isakmp-policy phasel
#ISAKMPIRYS — 2% TE S B,

set ipsec-policy phase2

#ZDISAKMPTOT7A ) THEAF BIPSECK)S — 2% HTET 3.

set peer 192.168.12.2
#kyotenBOWANIIPY RLAZIEET Do

ike-version 1
#IKEV1%ZE&TELE Y,

local-key ascii sir-key
#Pre-shared keyZzs%ELE T,

exit
|

crypto map IPsec_MAP_1 ipsec-isakmp
#kyotenATEDVPNEL V5 %5%TET D,

match address SELECTOR
#BES1L T3\ MU TIPSECELV9%HTET Do

set isakmp-profile ISAKMP_PROF_1
#kyotenATEDISAKMPIOI741 )V Z{EFET 3.

exit
!

crypto map IPsec_MAP_2 ipsec-isakmp
#kyotenBFEDVPN L V5% EZTE T Do

match address SELECTOR
#BESL T3\ MU TIPSECELI9%EHTET .

set isakmp-profile ISAKMP_PROF_2
#kyotenBFEDISAKMPIOI71 IV E(ER T 3,

exit
!

interface GigaEthernet 1/3
#WANRIDA > 7)1 - AR TEZLUET,

channel-group 3
#FvRIIIN—-T3EIDHTET,

exit
!
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interface GigaEthernet 1/5
#LANBIDA>AT1—- AR EZLE T .

channel-group 5
#FrRIWIIN—-T5%EINHTET,

exit
!

interface Port-channel 3
#WANBIDR— MFrRILDEEZLET

ip address 192.168.10.2 255.255.255.0
#WANBIDIPY RLRAZFEELET .
#-192.168.10.2 : WANMIDIPY RLATY,
#-255.255. 255.0 : WANIOYRITY,

mtu 1444
#MTUR%Z1444bytel 58 ELF T,

exit
!

interface Port-channel 5
#LANBIOR— MFvRILDETEZLET .

ip address 172.16.1.254 255.255.255.0
#LANRIDIPY RLAZHELE Y.
#-172.16.1.254 : LANIDOIP7RLATY,
#-255.255. 255.0 : LANIOYZITT,

exit
!

interface Tunnel 1
#kyotenARID M RIVERTEZLE T .

ip unnumbered port-channel 5
#IXETEL TUR- M RIVSZERAUET,

tunnel mode ipsec map IPsec_ MAP_1
#TunnnITERT3VPNELIIDEEZLET .

exit
!

interface Tunnel 2
#kyotenBID M RIVERTEZLET .

ip unnumbered port-channel 5
#IXIETTEL TR— M RIVSZERAUET,

tunnel mode ipsec map IPsec_ MAP_2
#TunnnITERATBVPNELIIDETEZLET .

exit
!
end

10
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fiRER
kyotenASREfZ

ether 1 1 vlan untag 1
#etherl 1/R—M2Tag RUVLANLIGRELE T

ether 2 1-4 vlan untag 2
#ether2 1-4/R—M=zTag BRUVLAN2(SGGEELET .

lan 0 mtu 1444
#MTUE%R1444(338FUEY,

lan 0 ip address 192.168.11.2/24 3

#WANIIPY RUAZEZELE T,

#-192.168.11.2/24 : WANBIDIPPZRLR/XAITT,
#:3: JO-RFVARNPRUADAA T, iBEIITHEVFRA.

lan 0 ip route 0 192.168.10.0/24 192.168.11.1 11
#Centerfilsa@lF DStaticiRigz R ELE I,
#-192.168.10.0/24 : FEFERYNT—I/NAITY,
#-192.168.11.1 : RIAMNRYITY,

#-1 : metriclE, BEE1THEBOEEA.

#-1 : distancefi. BEE1THEBOEEA.

lan O vlan 1
#VLAN ID &lan EEESOREEMIZITVETD,

lan 1 ip address 172.16.2.254/24 3

#LANRIIPY RLURZERTELET

#+:172.16.2.254/24 : LANfIOIPY RUA/NAITY,
#+3 : JO—RFVARTRUADAA1T , BREIITHELER A,

lan 1 vian 2
#VLAN ID &lan EEESOREEMMIZITVETD,

remote 0 name Center
#CenterlallFDIPsecf >4 —J1—AD&8] ((ER) %Z&%ELEI,

remote 0 mtu 1374
#MTUR%Z1374bytellZRTELET,

remote 0 ap 0 datalink type ipsec
#)\y NIRIR 7535E U TIPsecz 5 TELE T o

remote 0 ap 0 keep connect
#EEHERUET,

remote 0 ap 0 ipsec type ike
#IPsec|BIRMDA1 S IPsec B ENEERIIE(IKE Versionl ) ZE%ELE T,

remote 0 ap 0 ipsec ike protocol esp
# BB A PsecIBIROTF1UT4TORIUCESP (BES) Z/ELET

remote 0 ap 0 ipsec ike encrypt aes-cbc-128
# BB HA A IPseclBIROIE S 1BIRICAES 1288y M s ELE T .
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remote 0 ap O ipsec ike auth hmac-shal
# BB IPsecIBERDFPEEIBIR(CSHA1ZERTELE T .

remote 0 ap O ike shared key text sir-key
#IKELYS A MY BF DB (Pre-shared key) %Zi&ELEY,

remote 0 ap 0 ike proposal 0 encrypt aes-cbc-128
#IKEYS 3> AESEHROBS 7L IUXAICAES128EY MERTELE T .

remote 0 ap 0 ike proposal 0 hash hmac-shal
#IKEYS a2 FADREEIBEHRICSHALZERELE T .

remote 0 ap O tunnel local 192.168.11.2
remote 0 ap 0 tunnel remote 192.168.10.2
#IPsec b RIVDEETT/1EETT RUADKEEZLET .

remote 0 ap 0 sessionwatch address 172.16.2.254 172.16.1.254
#hz‘f;uf‘Et"J/EI/ RO EZLET

#:172.168.2.254 : ICMP ECHON\ZYy hDiX{E7TIPY7 RLUATY,
#-172.168.1.254 : ICMP ECHO/\ hDFESFCIPY RLUATY

remote 0 ip route 0 default 1 60
#Centerflsm@E (T IAN M- MNEERTELE T,

remote 0 ip msschange 1334
#MSSESHIZDREZLET .,

time zone 0900
#AL LI -2 %EELET ., BEEFCOFETHEBVEEA.

consoleinfo autologout 1h

telnetinfo autologout 10m

#2U7N3>Y=)b TELNETIRIS 32D AR ANRWNEZE ORI AN 2R ELE T BEEID
ETHBVEEA.
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fiRER
kyotenBE&E R

ether 1 1 vlan untag 1
#etherl 1/R—M2Tag RUVLANLIGRELE T

ether 2 1-4 vlan untag 2
#ether2 1-4/R—M=zTag BRUVLAN2(SGGEELET .

lan 0 mtu 1444
#MTUE%R1444(338FEUEY,

lan 0 ip address 192.168.12.2/24 3

#WANIIPY RUAZEZELE T,

#-192.168.12.2/24 : WANBIDIPPZRLR/XAITY,
#:3: JO-RFVARNPRUADAA T, iBEIITHEVFRA.

lan 0 ip route 0 192.168.10.0/24 192.168.12.1 11
#CenterfallFDStaticiR i8Rz ELE T,
#-192.168.10.0/24 : FEFERYNT—I/NAITY,
#-192.168.12.1 : RIANRYITY,

#-1 : metriclE, BEE1THEBOEEA.

#-1 : distancefi. BEE1THEBOEEA.

lan O vlan 1
#VLAN ID &lan EEESOREEMIZITVETD,

lan 1 ip address 172.16.3.254/24 3

#LANRIIPY RLURZERTELET

#+:172.16.3.254/24 : LANfIOIPY RUA/NAITY,
#+3 : JO—RFVARTRUADAA1T , BREIITHELER A,

lan 1 vian 2
#VLAN ID &lan EEESOREEMMIZITVETD,

remote 0 name Center
#CenterfalfDIPsecf 25 —J1—AD&E] ((XR) %#5&ELET.

remote 0 mtu 1374
#MTUR%Z1374bytellZRTELET,

remote 0 ap 0 datalink type ipsec
#)\y NIRIR 7535E U TIPsecz 5 TELE T o

remote 0 ap 0 keep connect
#EEHERUET,

remote 0 ap 0 ipsec type ike
#IPsec|BIRMDA1 S IPsec B ENEERIIE(IKE Versionl ) ZE%ELE T,

remote 0 ap 0 ipsec ike protocol esp
# BB A PsecIBIROTF1UT4TORIUCESP (BES) Z/ELET

remote 0 ap 0 ipsec ike encrypt aes-cbc-128
# BB HA A IPseclBIROIE S 1BIRICAES 1288y M s ELE T .
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remote 0 ap O ipsec ike auth hmac-shal
# BB IPsecIBERDFPEEIBIR(CSHA1ZERTELE T .

remote 0 ap O ike shared key text xx sir-key
#IKECYS A MY I BF DB (Pre-shared key) Zi&ELEY.

remote 0 ap 0 ike proposal 0 encrypt aes-cbc-128
#IKEYS 3> AESEHROBS 7L IUXAICAES128EY MERTELE T .

remote 0 ap 0 ike proposal 0 hash hmac-shal
#IKEYS a2 FADREEIBEHRICSHALZERELE T .

remote 0 ap O tunnel local 192.168.12.2
remote 0 ap 0 tunnel remote 192.168.10.2
#IPsec b RIVDEETT/1EETT RUADKEEZLET .

remote 0 ap 0 sessionwatch address 172.16.3.254 172.16.1.254
#hz‘f;uf‘Et"J/EI/ RO EZLET

#:172.168.3.254 : ICMP ECHON\Zy hDiX{E7TIPY7 RUATY,
#-172.168.1.254 : ICMP ECHO/\ hDFESFCIPY RLUATY

remote 0 ip route 0 default 1 60
#Center@E (T IAIMNL—MERELE S,

remote 0 ip msschange 1334
#MSSESHIZDREZLET .,

time zone 0900
#AL LI -2 %EELET ., BEEFCOFETHEBVEEA.

consoleinfo autologout 1h

telnetinfo autologout 10m

#2U7N3>Y=)b TELNETIRIS 32D AR ANRWNEZE ORI AN 2R ELE T BEEID
ETHBVEEA.
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