$AiTEHR : Si-R/Si-R brin>U— X% EHI
(NTTEEA / NTTEBAILYYHRIZN)

ILwY -VPNTSA A TR 23555 I D TEBITI
ILwY -VPNTSAAZFIBLT, #lmfiiZzVPN (%) #EHRULET .
XIPv4)\ oy NEIPVANYS THTU> 4 (IPv4 over IPv4 IPsec tunnel)

Si-RTh>RUZTFBETLUT OB BIREICRDE Y,
HLNBILYY -VPNT A AZIRRU T, - DB—tiC1 >Ry b7 IEX9%
HLDBILYY -VPNT A AZIRERU T, T I—-DEEEI A NBEZITS

[ SRIETBEMREL]
Si-R G31—X V4.05L4p%

[RERE]

-Si-R GDether 1 1Z#WAN{E, ether 2 1-4ZLANEILLET .

‘WAN (Si-R) fl192.168.10.2/24 . 192.168.11.2/24 . 192.168.12.2/24%EIDHTELLFT,
‘WAN (CPE) fiIC192.168.10.1/24 . 192.168.11.1/24 . 192.168.12.1/24%EIDXT3LLET,
-LAN{AIIC172.16.1.254/24, 172.16.2.254/24, 172.16.3.254/24%Z|0HT3LLET,

-IPsec tunnel Tl Bz EELE T,

-WANBIODMTU%1444£0F 9,
A2 3—FRYbk 192.168.11.2/24 172:16-2.254/24
(Y SIre
oo — E
T ) c | 0 |
- RN JLwY-VPN
172.16.1.1/24 E || U] FS5AA
/P of|lc
Ether 2 1-4 SQc
172.16.1.254/24 Etherl11 Mg kyotenB
B 192.168.10.2/24 Ui E
Ether11

Ether 2 1-4

192.168.12.2/24
/ 172.16.3.254/24
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[E%TESI]
-sir-key(C($IPseci#z s EL TZEL,

=

Centers% &4l

ether 1 1 vlan untag 1

ether 2 1 vlan untag 2

ether 2 2 vlan untag 2

ether 2 3 vlan untag 2

ether 2 4 vlan untag 2

lan 0 mtu 1444

lan O ip address 192.168.10.2/24 3
lan O ip route 0 192.168.11.0/24 192.168.1
lan O ip route 1 192.168.12.0/24 192.168.1
lan O vlan 1

lan 1 ip address 172.16.1.254/24 3
lan 1 ip route O default 172.16.1.1 11
lan 1 vlan 2

remote 0 name kyotenA

remote 0 mtu 1374

remote 0 ap 0 datalink type ipsec
remote 0 ap 0 keep connect

remote 0 ap 0 ipsec type ike

remote 0 ap 0 ipsec ike protocol esp
remote 0 ap O ipsec ike encrypt aes-cbc-128

remote 0 ap 0 ipsec ike auth hmac-shal

remote 0 ap 0 ike shared key text sir-key

remote 0 ap 0 ike proposal 0 encrypt aes-cbc-128

remote 0 ap 0 ike proposal 0 hash hmac-shal

remote 0 ap O tunnel local 192.168.10.2

remote 0 ap 0 tunnel remote 192.168.11.2

remote 0 ap 0 sessionwatch address 172.16.1.254 172.16.2.254
remote O ip route 0 172.16.2.0/24 1 60

remote O ip msschange 1334

remote 1 name kyotenB

remote 1 mtu 1374

remote 1 ap 0 datalink type ipsec

remote 1 ap 0 keep connect

remote 1 ap 0 ipsec type ike

remote 1 ap 0 ipsec ike protocol esp

remote 1 ap 0 ipsec ike encrypt aes-cbc-128

remote 1 ap 0 ipsec ike auth hmac-shal

remote 1 ap 0 ike shared key text sir-key

remote 1 ap 0 ike proposal 0 encrypt aes-cbc-128

remote 1 ap 0 ike proposal 0 hash hmac-shal

remote 1 ap 0 tunnel local 192.168.10.2

remote 1 ap 0 tunnel remote 192.168.12.2

remote 1 ap 0 sessionwatch address 172.16.1.254 172.16.3.254
remote 1 ip route 0 172.16.3.0/24 1 60

remote 1 ip msschange 1334

time zone 0900

consoleinfo autologout 1h

telnetinfo autologout 10m

111
111

o o
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kyotenAZZEH

ether 1 1 vlan untag 1

ether 2 1 vlan untag 2

ether 2 2 vlan untag 2

ether 2 3 vlan untag 2

ether 2 4 vlan untag 2

lan 0 mtu 1444

lan O ip address 192.168.11.2/24 3

lan O ip route 0 192.168.10.0/24 192.168.11.11 1
lan O vlan 1

lan 1 ip address 172.16.2.254/24 3

lan 1 vlan 2

remote 0 name Center

remote 0 mtu 1374

remote 0 ap 0 datalink type ipsec

remote 0 ap 0 keep connect

remote 0 ap 0 ipsec type ike

remote 0 ap 0 ipsec ike protocol esp

remote 0 ap O ipsec ike encrypt aes-cbc-128
remote 0 ap O ipsec ike auth hmac-shal

remote 0 ap 0 ike shared key text sir-key

remote 0 ap O ike proposal 0 encrypt aes-cbc-128
remote 0 ap 0 ike proposal 0 hash hmac-shal
remote 0 ap O tunnel local 192.168.11.2

remote 0 ap 0 tunnel remote 192.168.10.2
remote 0 ap 0 sessionwatch address 172.16.2.254 172.16.1.254
remote 0 ip route 0 default 1 60

remote O ip msschange 1334

time zone 0900

consoleinfo autologout 1h

telnetinfo autologout 10m
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kyotenBiZESH!

ether 1 1 vlan untag 1

ether 2 1 vlan untag 2

ether 2 2 vlan untag 2

ether 2 3 vlan untag 2

ether 2 4 vlan untag 2

lan 0 mtu 1444

lan O ip address 192.168.12.2/24 3

lan O ip route 0 192.168.10.0/24 192.168.12.1 1 1
lan O vlan 1

lan 1 ip address 172.16.3.254/24 3

lan 1 vlan 2

remote 0 name Center

remote 0 mtu 1374

remote 0 ap 0 datalink type ipsec

remote 0 ap 0 keep connect

remote 0 ap 0 ipsec type ike

remote 0 ap 0 ipsec ike protocol esp

remote 0 ap O ipsec ike encrypt aes-cbc-128
remote 0 ap O ipsec ike auth hmac-shal

remote 0 ap 0 ike shared key text sir-key

remote 0 ap O ike proposal 0 encrypt aes-cbc-128
remote 0 ap 0 ike proposal 0 hash hmac-shal
remote 0 ap O tunnel local 192.168.12.2

remote 0 ap 0 tunnel remote 192.168.10.2
remote 0 ap 0 sessionwatch address 172.16.3.254 172.16.1.254
remote 0 ip route 0 default 1 60

remote O ip msschange 1334

time zone 0900

consoleinfo autologout 1h

telnetinfo autologout 10m
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fiREn
Centers&EfzZER

ether 1 1 vlan untag 1
#etherl 1/R—M2Tag RUVLANLIGRELE T

ether 2 1-4 vlan untag 2
#ether2 1-4/R—MzTag BRUVLAN2(SGGEELET .

lan 0 mtu 1444
#MTUE%R1444(338FUEY,

lan 0 ip address 192.168.10.2/24 3

#WANIIPY RUAZEZELE T,

#-192.168.10.2/24 : WANBIDIPPZ RLR/XAITT,
#:3: JO-RFVARNPRUADAA T, iBEIITHEVFRA.

lan 0 ip route 0 192.168.11.0/24 192.168.1
lan 0 ip route 1 192.168.12.0/24 192.168.1
#kyotenAmllFDStaticR I8 ZEEELE T .
#-192.168.11.0/24 : FEFERYNT—I/NAITY,
#-192.168.10.1 : RIANRYITY,

#-1 : metricfE, BEE1THEVEB A

#-1 : distancefi. BEE1THEBOFEEA.
#kyotenBmlFDStaticiR 8% TELET .
#-192.168.12.0/24 : EBFARYNI—I/NAITY,
#-192.168.10.1 : RIANRYITY,

#-1 : metricfE, BEE1TEVEB A

#-1 : distancefi. BEE1THEBOFEEA.

0.111
0.111

lan O vlan 1
#VLAN ID &lan EEESOREEMIZITVETD,

lan 1 ip address 172.16.1.254/24 3

#LANRIIPZ RLURZERTELE T,

#-.172.16.1.254/24 : LANIOIPY RLA/NAITY,
#:3: JO-RFVARNTRLUADAA T, iBEI3THEBVERA.

lan 1 ip route O default 172.16.1.1 11
#4>5—2y R aElFDStatickR I8 Z R ELE T .
#:172.16.1.1 : RIZAMNKNYITY,

#-1 : metricfl, BEE1THVEEA.
#-1 : distancef@. BEE1THEVEEA,

lan 1 vlan 2
#VLAN ID &lan EEESOREEMMIZITVETD,

remote 0 name kyotenA
#kyotenAmIFDIPsecA >9—-J1—AD&ET ((ER) %™ ELET.

remote 0 mtu 1374
#MTUR%Z1374bytellZRTELET,
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remote 0 ap 0 datalink type ipsec
#)\ry N 7535 U TIPsecz s ELE T .

remote 0 ap 0 keep connect
#EEHERLE T,

remote 0 ap O ipsec type ike
#1PseclBIRDH1 T IPsec B ENSERIIA(IKE Versionl )z ELEFT .

remote 0 ap 0 ipsec ike protocol esp
# BB IPseclEEROTF1)7¢TONIVCESP (B8S) ZE™ELET,

remote 0 ap 0 ipsec ike encrypt aes-cbc-128
# BB IPsecIBIRDIE S 1BIRICAES 128y M iR ELF T .

remote 0 ap O ipsec ike auth hmac-shal
# BB IPsecIBERDFPEEIBIHR(CSHA1ZERTELE T .

remote 0 ap 0 ike shared key text sir-key
#IKECYS A MY B DB (Pre-shared key) Zi&ELEY.

remote 0 ap 0 ike proposal 0 encrypt aes-cbc-128
#IKELY> 3> AIESIEHROBS 7L JUXACAES128EY MR TELET .

remote 0 ap 0 ike proposal 0 hash hmac-shal
#IKELYS a2 ADREEIBERICSHALZERELE T .

remote 0 ap O tunnel local 192.168.10.2
remote 0 ap 0 tunnel remote 192.168.11.2
#IPsec N RIVDE(ETT/IEETT FLADRTEZLEF T .

remote 0 ap 0 sessionwatch address 172.16.1.254 172.16.2.254
#IER Y AV B RO EZLE T,

#:172.168.1.254 : ICMP ECHO/\rw hDIX(ETTIPP RLUATY,
#:172.168.2.254 : ICMP ECHO/\/Y hDFESEIPT7 RL AT,

remote O ip route 0 172.16.2.0/24 1 60
#kyotenAmE(_Static)l— MR ELET .

remote O ip msschange 1334
#MSSESHIZ DR EZLET .,

remote 1 name kyotenB
#kyotenAmFDIPsecA >A—J1—-2AD&ET ((ER) %% ELET,

remote 1 mtu 1374
#MTUR%Z1374bytellZRTELET,

remote 1 ap 0 datalink type ipsec
#)\y NIRIX 75756 U TIPsecz 5 TELE T o

remote 1 ap 0 keep connect
#AA-FYMERHERLE Y,
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remote 1 ap O ipsec type ike
#1PseclBRDH1 T IPsec B ENSERIIA(IKE Versionl )z ELEFT .

remote 1 ap 0 ipsec ike protocol esp
# BB A IPsecIBmROTF1UT+TORILICESP (BES) Z/ELET.

remote 1 ap 0 ipsec ike encrypt aes-cbc-128
# B R IPsecIBIRDIE S 1BIRICAES 128y M iR ELF T o

remote 1 ap 0 ipsec ike auth hmac-shal
# BB IPsecIEERDFPEEIBIHRICSHA1Z R TELE T .

remote 1 ap 0 ike shared key text sir-key
#IKEYS A I RFDIHEBE (Pre-shared key) Zi&KELET,

remote 1 ap 0 ike proposal 0 encrypt aes-cbc-128
#IKEYS 3> RS BHROBS 7 IUXAICAES128EY MERTELE T .

remote 1 ap 0 ike proposal 0 hash hmac-shal
#IKEYS a2 FDREEIBERICSHALZERELE T .

remote 1 ap 0 tunnel local 192.168.10.2
remote 1 ap 0 tunnel remote 192.168.12.2
#IPsec N RIVDE(ETT/IEETT FLADRTEZLEF T .

remote 1 ap 0 sessionwatch address 172.16.1.254 172.16.3.254
#?sz’bﬁ'ﬁt‘yzilz RO TEZLET

#-172.168.1.254 : ICMP ECHO/\sy hDXIETTIP7 RLU AT,
#:172.168.3.254 : ICMP ECHON\Zw DSBS CIPT7 RLUATY,

remote 1 ip route 0 172.16.3.0/24 1 60
#kyotenBmE(_Static)l— MR ELE T

remote 1 ip msschange 1334
#MSSESHIZDREZLET .,

time zone 0900
#HAL LI -2 %HELEFT ., BEEFCOFETHEBVEEA.

consoleinfo autologout 1h

telnetinfo autologout 10m

#2U7NI>Y=)b TELNETIRI23> O AEANRWNMZEDIRTSAA R EZ SR ELE T . BRI
DIETHEVEE A,
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fiRER
kyotenASREfZ

ether 1 1 vlan untag 1
#etherl 1/R—M2Tag RUVLANLIGRELE T

ether 2 1-4 vlan untag 2
#ether2 1-4/R—M=zTag BRUVLAN2(SGGEELET .

lan 0 mtu 1444
#MTUE%R1444(338FUEY,

lan 0 ip address 192.168.11.2/24 3

#WANIIPY RUAZEZELE T,

#-192.168.11.2/24 : WANBIDIPPZRLR/XAITT,
#:3: JO-RFVARNPRUADAA T, iBEIITHEVFRA.

lan 0 ip route 0 192.168.10.0/24 192.168.11.1 11
#CenterfallFDStaticiR i8Rz ELE T,
#-192.168.10.0/24 : FEFERYNT—I/NAITY,
#-192.168.11.1 : RIAMNRYITY,

#-1 : metriclE, BEE1THEBOEEA.

#-1 : distancefi. BEE1THEBOEEA.

lan O vlan 1
#VLAN ID &lan EEESOREEMIZITVETD,

lan 1 ip address 172.16.2.254/24 3

#LANRIIPY RLURZERTELET

#+:172.16.2.254/24 : LANfIOIPY RUA/NAITY,
#+3 : JO—RFVARTRUADAA1T , BREIITHELER A,

lan 1 vian 2
#VLAN ID &lan EEESOREEMMIZITVETD,

remote 0 name Center
#CenterlallFDIPsecf >4 —J1—AD&8] ((ER) %Z&%ELEI,

remote 0 mtu 1374
#MTUR%Z1374bytellZRTELET,

remote 0 ap 0 datalink type ipsec
#)\y NIRIR 7535E U TIPsecz 5 TELE T o

remote 0 ap 0 keep connect
#A Ay MERHERLE Y,

remote 0 ap 0 ipsec type ike
#IPsec|BIRMDA1 S IPsec B ENEERIIE(IKE Versionl ) ZE%ELE T,

remote 0 ap 0 ipsec ike protocol esp
# BB A PsecIBIROTF1UT4TORIUCESP (BES) Z/ELET

remote 0 ap 0 ipsec ike encrypt aes-cbc-128
# BB HA A IPseclBIROIE S 1BIRICAES 1288y M s ELE T .
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remote 0 ap O ipsec ike auth hmac-shal
# BB IPsecIBERDFPEEIBIR(CSHA1ZERTELE T .

remote 0 ap O ike shared key text sir-key
#IKELYS A MY BF DB (Pre-shared key) %Zi&ELEY,

remote 0 ap 0 ike proposal 0 encrypt aes-cbc-128
#IKEYS 3> AESEHROBS 7L IUXAICAES128EY MERTELE T .

remote 0 ap 0 ike proposal 0 hash hmac-shal
#IKEYS a2 FADREEIBEHRICSHALZERELE T .

remote 0 ap O tunnel local 192.168.11.2
remote 0 ap 0 tunnel remote 192.168.10.2
#IPsec b RIVDEETT/1EETT RUADKEEZLET .

remote 0 ap 0 sessionwatch address 172.16.2.254 172.16.1.254
#hz‘f;uf‘Et"J/EI/ RO EZLET

#:172.168.2.254 : ICMP ECHON\ZYy hDiX{E7TIPY7 RLUATY,
#-172.168.1.254 : ICMP ECHO/\ hDFESFCIPY RLUATY

remote 0 ip route 0 default 1 60
#Center@E (T IAIMNL—MERELE S,

remote 0 ip msschange 1334
#MSSESHIZDREZLET .,

time zone 0900
#AL LI -2 %EELET ., BEEFCOFETHEBVEEA.

consoleinfo autologout 1h

telnetinfo autologout 10m

#2U7N3>Y=)b TELNETIRIS 32D AR ANRWNEZE ORI AN 2R ELE T BEEID
ETHBVEEA.
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fiRER
kyotenBE&E R

ether 1 1 vlan untag 1
#etherl 1/R—M2Tag RUVLANLIGRELE T

ether 2 1-4 vlan untag 2
#ether2 1-4/R—M=zTag BRUVLAN2(SGGEELET .

lan 0 mtu 1444
#MTUE%R1444(338FEUEY,

lan 0 ip address 192.168.12.2/24 3

#WANIIPY RUAZEZELE T,

#-192.168.12.2/24 : WANBIDIPPZRLR/XAITY,
#:3: JO-RFVARNPRUADAA T, iBEIITHEVFRA.

lan 0 ip route 0 192.168.10.0/24 192.168.12.1 11
#CenterfallFDStaticiR i8Rz ELE T,
#-192.168.10.0/24 : FEFERYNT—I/NAITY,
#-192.168.12.1 : RIANRYITY,

#-1 : metriclE, BEE1THEBOEEA.

#-1 : distancefi. BEE1THEBOEEA.

lan O vlan 1
#VLAN ID &lan EEESOREEMIZITVETD,

lan 1 ip address 172.16.3.254/24 3

#LANRIIPY RLURZERTELET

#+:172.16.3.254/24 : LANfIOIPY RUA/NAITY,
#+3 : JO—RFVARTRUADAA1T , BREIITHELER A,

lan 1 vian 2
#VLAN ID &lan EEESOREEMMIZITVETD,

remote 0 name Center
#CenterfalfDIPsecf 25 —J1—AD&E] ((XR) %#5&ELET.

remote 0 mtu 1374
#MTUR%Z1374bytellZRTELET,

remote 0 ap 0 datalink type ipsec
#)\y NIRIR 7535E U TIPsecz 5 TELE T o

remote 0 ap 0 keep connect
#A Ay MERHERLE Y,

remote 0 ap 0 ipsec type ike
#IPsec|BIRMDA1 S IPsec B ENEERIIE(IKE Versionl ) ZE%ELE T,

remote 0 ap 0 ipsec ike protocol esp
# BB A PsecIBIROTF1UT4TORIUCESP (BES) Z/ELET

remote 0 ap 0 ipsec ike encrypt aes-cbc-128
# BB HA A IPseclBIROIE S 1BIRICAES 1288y M s ELE T .
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remote 0 ap O ipsec ike auth hmac-shal
# BB IPsecIBERDFPEEIBIR(CSHA1ZERTELE T .

remote 0 ap O ike shared key text xx sir-key
#IKECYS A MY I BF DB (Pre-shared key) Zi&ELEY.

remote 0 ap 0 ike proposal 0 encrypt aes-cbc-128
#IKEYS 3> AESEHROBS 7L IUXAICAES128EY MERTELE T .

remote 0 ap 0 ike proposal 0 hash hmac-shal
#IKEYS a2 FADREEIBEHRICSHALZERELE T .

remote 0 ap O tunnel local 192.168.12.2
remote 0 ap 0 tunnel remote 192.168.10.2
#IPsec b RIVDEETT/1EETT RUADKEEZLET .

remote 0 ap 0 sessionwatch address 172.16.3.254 172.16.1.254
#hz‘f;uf‘Et"J/EI/ RO EZLET

#:172.168.3.254 : ICMP ECHON\Zy hDiX{E7TIPY7 RUATY,
#-172.168.1.254 : ICMP ECHO/\ hDFESFCIPY RLUATY

remote 0 ip route 0 default 1 60
#Center@E (T IAIMNL—MERELE S,

remote 0 ip msschange 1334
#MSSESHIZDREZLET .,

time zone 0900
#AL LI -2 %EELET ., BEEFCOFETHEBVEEA.

consoleinfo autologout 1h

telnetinfo autologout 10m

#2U7N3>Y=)b TELNETIRIS 32D AR ANRWNEZE ORI AN 2R ELE T BEEID
ETHBVEEA.

11 Copyright 2018 FUJITSU LIMITED



