FAiTlEER « Si-R/Si-R brins U —XEEEH!

[FUJITSU Cloud Service for OSS| & DiEft

Si-R G=U—XT [FUJITSU Cloud Service for OSS| &IPseciZEfit 9 DIHZEDEEM T,

’
192.168.10.0/24

192.168.11.0/24 {RAIL—%H

o Vel Ty e T

Si-RG RIBTSyN T2+ — LIRS
FUJITSU Cloud Service for OSS
] VIV AER IPsecVPN

[MISREABEMREL]
Si-R G3U—X V2.13UB%

[FRENE]

-Si-R GOether 2 1-4 ZLANfIELFT,

-Si-R GOLANARIIC192.168.10.1/24%EIDX3L0FT,
ATV AIRYRND—4

A>TV NI =Tl BEDT RLAEEALT. FUJITSU Cloud Service for OSS#y,I—ICx3 LT,
IPseci&inzB{FEEEY,

sz
BEATAT FTTH/ADSLRE
VPNZE /0-/VLIP7ZRLA XXX XXX XXX XXX /XX
VPNERE 5 —hJT(7RLX (ISPH) XXX XXX XXX .XXZ
VPNIZE O-hILIPYRLA 192.168.10.1/24

-FUJITSU Cloud Service for OSSflIxy~T—4
A>TUZZIEFUIITSU Cloud Service for OSSEITDIPsec (C&D. IPsec boRILENULT, AV TR
MBFUIITSU Cloud Service for OSSEIDARAES 2T Ay NI —H(Cx U TE{E. 3’&.&73‘_] EERDFET,

szt
{REBIL—4 JO0-)VLIP7RL A YYY.-YYY.YYY.YYY
A8 —4 O—NIVIPY R R 192.168.0.1/24

{RAEY—)UIP7RLA 192.168.0.4



[FUJITSU Cloud Service for OSSDE%E ]

FUJITSU Cloud Service for OSSI&. H—EXR—47I)L/APIZFIAL. REBYY -2 %EfE- FIAWIEFSY-EXTTI,

FUJITSU Cloud Service for OSSMIPsec VPN4'— )T/ DRECDOFTELTUL, UTF YA MSEREEL
http://ip.fujitsu.com/solutions/cloud/for OSS/

ASTUZREBEOVPNERE (Si-R G) &for OSSMIPsec VPNY — NITA(CEREITREFIATOENTY,
-IKE J1—-X1

e [for OSSERFEFIH)

. (IKEv1]
IKE version IKEv1 B TR —ECRE
T EriHEH (pre-shared key) AT (SERIHER (pre-shared key) AT)
e SPEIEEE : secret I EEEE TRI—BICETE
[aes-cbc-128/192/256]
ES 1Bk aes-cbc-256 11T EREDOEVENEIEIR

SEEE CR—BECRE
{hmac-shal)

SEEE CR—BECRE
(group 2/5/14]

DHIIL-F group 14(modp2048) 31T REDFVBOZEIR

SEEE CR—ECRE

[(X1>E—R]

XEEE CR—BCRE
[60~864007%2]

IKE SAB%hEFRE 8640072 —REAY MBS TE

MEERETENE R EHELEE

SREE(/ W) 1Bk hmac-shal

R XA E—R

EEEERRME 10

keep alive DPD7%33> : restart (for OSSHIEETE) —RSAYMBICERTE

(DPD) DPD&HEAA LTI : 3078 (for OSS £l MEEEB TENER LR

=IE)
= . o ——— [bi-directional, response-only]
S = , Ij s 1250
1Z3I-9E—-R bi-directional (for OSSIZ%TE) MBS
-IKE J1—X2
EE SEE [for OSSE%EFEE)
e

IPseclBERD ESP (ESP]
TFa1Uz4JORIL X EERE TR — B TE

[aes-cbc-128/192/256]
E= 1Bk aes-cbc-256 11T EEEOEVEDEIEIR
SEEE CR—ECRE
[hmac-shal]

Foslk(/\w21)I5ER hmac-shal S O — Bl aE
(group 2/5/14]
DHII T group 14(modp2048) 31T REDFVBOZEIR
XEERE CR—BIGEE
E-R J1vIE-R X EERE CR—BICETE
T ASTUSRM : 192.168.10.0/24(%1)

e 102.168.11.0/24(%1)  MIEEEETEA/BFAERHCRE
for OSSHl : 192.168.0.0/24
% [60~86400%
;EEJ’SGC SAR B 288007 — MBI
B TADE A NS
%1 AT BRI NI~ 5, BEFASTLIZBIOTRLAL S SHE BRI TE 34502,
VPNEE : #HFAIL>> (192.168.0.0/24) . BAIL>> (any)
1RAE)—4 : FBFAIL>> (0.0.0.0/0) . BIL>S (192.168.0.0/24)


http://jp.fujitsu.com/solutions/cloud/k5/

[ xEHI]
T ORERZ, JE—8R—ANCTRIBOVIK LN TEET,
Si-R GE&EH!

ether 1 1 vlan untag 1

ether 2 1-4 vlan untag 2

lan 0 ip address XXx.XXX.XXX.XXX/XX 3

lan 0 ip route 0 default xxx.xxx.xxx.xxz 1 1

lan 0 ip nat mode multi xxXX.XXX.XXX.XxX 1 5m

lan 0 ip nat static 0 XXX.XXX.XXX.XXX @any XXX.XXX.XXX.XxX any 50
lan 0 ip nat static 1 xXXx.xxX.XXX.xxXX 500 xXx.XxX.XxXx.xxx 500 17
lan 0 ip nat static 2 XXX.XXX.XXX. XXX 22 XXX.XXX.XXX.XXX 22 6
lan O vlan 1

lan 2 ip address 192.168.10.1/24 3

lan 2 ip route 0 192.168.11.0/24 192.168.10.254 1 1

lan 2 vlan 2

remote 0 name 0SS

remote 0 ap 0 name ipsec01

remote 0 ap 0 datalink type ipsec

remote 0 ap 0 keep connect

remote 0 ap O ipsec type ike

remote 0 ap O ipsec ike protocol esp

remote 0 ap O ipsec ike range any4 192.168.0.0/24

remote 0 ap 0 ipsec ike encrypt aes-cbc-256

remote 0 ap O ipsec ike auth hmac-shal

remote 0 ap O ipsec ike pfs modp2048

remote 0 ap O ike shared key text secret

remote 0 ap 0 ike proposal 0 encrypt aes-cbc-256

remote 0 ap 0 ike proposal 0 hash hmac-shal

remote 0 ap 0 ike proposal 0 pfs modp2048

remote 0 ap 0 ike initial connect

remote 0 ap 0 ike dpd use on

remote 0 ap 0 tunnel local xxX.XXX.XXX.XXX

remote 0 ap 0 tunnel remote yyy.yyy.yyy.yyy

remote 0 ap 0 sessionwatch address 192.168.10.1 192.168.0.4
remote 0 ip route 0 192.168.0.0/24 1 1

remote 0 ip msschange 1300

syslog pri error,warn,info

syslog facility 23

time zone 0900

consoleinfo autologout 8h

telnetinfo autologout 5m

terminal charset SJIS



[##557]
Si-R_GE&TERZ:R

ether 1 1 vlan untag 1
R—MeTag RUVLANLICGRELE T

ether 2 1-4 vlan untag 2
R—MeTag RUVLAN2(SERELE T .

lan 0 ip address XXx.XXX.XXX.XXX/XX 3
WANMIIP7RLA (ISP&LDEIY) %Z®ELET .
XXX XXX XXX XXX/XX: WANBIDIPY RLUZ/NATTT,
3 :J0-RFIARTRUADALTTY, BEEITHEOER Ao

lan 0 ip route 0 default xxx.xxx.xxx.xxz 1 1
FUJITSU Cloud Service for OSSADAAT1wII— M aes%ELE T,
XXX XXX XXX.XXZ & ISPEIT—MITIA 7 RLUATY,
1 : metricfE T, BHE(E1THEVEEA.
1 : distancefET3 . BEF1THVEEA,

lan 0 ip nat mode multi xxXX.XxX.XxXX.Xxx 1 5m
NIV FNATOETEZLE T

lan 0 ip nat static 0 XXX.XXX.XXX.XXX any XXX.XXX.XXX.XxX any 50

lan 0 ip nat static 1 xXX.xxX.XXX.xxX 500 xxx.XxX.Xxx.xxx 500 17

lan 0 ip nat static 2 XXX.XXX.XXX. XXX 22 XXX.XXX.XXX.XXX 22 6
AAT49INATICED, IKE,ESP,SSHN\ MBI 5 EZLET .

lan O vlan 1
VLAN ID ¢lan EEHESOREMSIIZITVETD,
LANOICTag RUVLAN1%ZERTELE T,

lan 2 ip address 192.168.10.1/24 3
LANBIIP7 RLRAZERTELFE T .
192.168.10.1/24: LANIDIPY RLURA/XATTT,
3 :J0-RFVARTRUADALTTY, BREEIITHEOER A,

lan 2 ip route 0 192.168.11.0/24 192.168.10.254 1 1
LANBIDRAF199) — NesRTELE T,
192.168.10.254 : 192.168.11.0/2405 - NI4T RLATY,
1 : metricfETY ., BHE 1 THEBLERA.
1 : distancefETY ., BEE1THLFEA.

lan 2 vlan 2
VLAN ID ¢lan EEESOREMSIIZITVETD,
LAN2(CTag RUVLAN2%ZE&RTELE T,



remote 0 name OSS
IPsec{>HJ1—-AN&BI(ER) 2% ELF T

remote 0 ap 0 name ipsec01
TR MDZEIHER. remote nametBUTER)EETELE T,

remote 0 ap 0 datalink type ipsec
NNy N 7555 UTIPsecz s ELE T .

remote 0 ap 0 keep connect
BRAERULE I,

remote 0 ap O ipsec type ike
IPsecl&#kF{ T IPsecE BNz ELE T,

remote 0 ap O ipsec ike protocol esp
B &Rz AR IPseclEIRO T+ 1YT4TOMIIVICESP(BES ) 25 ELE S .

remote 0 ap O ipsec ike range any4 192.168.0.0/24
BB A IPsec (RO SREFZZTELET .
any4 : X{ETIPv4/\y a2 TIPsec JHRELE T,
192.168.0.0/24 : IPsec MEREMRBIBFHIPYRLUR/NATTY,

remote 0 ap 0 ipsec ike encrypt aes-cbc-256
B &R IPsec|BIRDIE S 1EIRICAES256 LY MM s ELF T

remote 0 ap O ipsec ike auth hmac-shal
géﬂﬁ@ }ﬁﬁﬁ]:psecllﬁgﬁa)ubuIElﬁﬂ;(LSHAlE Ebia_o

remote 0 ap O ipsec ike pfs modp2048
B8NS IPseclBiRMOPFSEBRFODH(Diffie-Hellman)Z)L—JCmodp2048% % ELE T .

remote 0 ap 0 ike shared key text secret
IKELYS 3 I B DHEEHE(Pre-shared key)ZiXELE T,

remote 0 ap 0 ike proposal 0 encrypt aes-cbc-256
IKETY> 3> IS IEIROIES 7L TUXAICAES256 %8 ELE T,

remote 0 ap 0 ike proposal 0 hash hmac-shal
IKEY> 3> FERAEIERICSHALZERELE T,

remote 0 ap 0 ike proposal 0 pfs modp2048
IKEtw3>FDH(Diffie-Hellman)/)L—J(Cmodp2048%:&XELE T

remote 0 ap 0 ike initial connect
X EREFROIEFEIZEIPsecd RNy hDX(E% E2H#EL T, IPsec/IKE SA OWEIENMEZRIALET .

remote 0 ap 0 ike dpd use on
IKE TDPD ZFIF 93 EZITVE T



remote 0 ap 0 tunnel local XXX.XXX.XXX.XXX
IPsechoRIVDEETTT7 U AN EZLET .

remote 0 ap 0 tunnel remote yyy.yyy.yyy.yyy
IPsech> R DHTHT RLADFEEZLET .

remote 0 ap 0 sessionwatch address 192.168.10.1 192.168.0.4
ity 3  BEROREZLE T,
+192.168.10.1 : ICMP ECHO/\sy hDX{EFTTIPZ RL AT,
+192.168.0.4 : ICMP ECHO/\/whDFESEIP7RLR (BsfRY—\) T,

remote 0 ip route 0 192.168.0.0/24 1 1
FUJITSU Cloud Service for OSSADAAT4vI)— Maes%ELE T,
192.168.0.0/24 :FUJITSU Cloud Service for OSSflxy~I—-49TY,
1 : metricfETY ., BEEF1ITEVEEA.
1 : distancefET3 . BEE1TEVEEA.

remote 0 ip msschange 1300
MSSHE(C1300bytezsSELE T,

syslog pri error,warn,info
syslog facility 23
S27 LAOJIEBROESER, HHDHRI7INT1%ZHELET BEECOFETHEBLEE A,

time zone 0900
HALY) 2% B TELFET . BEECOFETHEBOEEA.

consoleinfo autologout 8h
telnetinfo autologout 5m

SUZINAYY )b, TELNETIRI2 32O A B AN RS EDIRI S AR Z S TELEF I . @

ZDFFTHBLEE A,

terminal charset SJIS
A-ZFITERTZEFI—RZShift JISI-RIERELET,

i



[IPsectE I FEER T3]
AT ZZM (Si-R GSU—X) TOEGHA RS EZERUET.
1.show access-point I¥ > RZEFEITUTHEZRL T ZE0,

IEE(CIPsech YL CETULWNUE T EED K DIMERNESNET
IKE SA,IPsec SA&E(Cestablished. status connected &72 > TOWNUSIBHRN TS TLE T,

Si-R G100(config)# show access-point
remote0Oap0  :ipsecOl

status : connected

since :Nov 26 11:26:40 2015
speed : not available

send traffic : not available

receive traffic : not available
type : IPsec/IKE

IKE Version 01
exchange type : main

IKE SA : established
IPsec SA : established




