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[Windows Azure |tDiE#RE (JL—MR—ZIPsec)

Si-R G3Y—XTIWindows Azurel)l— MM —XIPseciE#t I dIZE D

[ RIEAREIRER]
Si-R G3U—-X  V04.12L1k%

[FRENE]

Si-R GOether 1 1Z#WAN{I, ether 2 1-4ZLANEILLET,

-WAN4I(Z, PPPOETEIESO—/VL7 RLAN1DEINHTSNDELET .

-Si-RLAN/RIC192.168.1.1/24%ZINHTRELELFET,

-AzurefiIT(&, 10.0.0.0/80{RFERY NI —IDHRAIC,
F—ho1(9J2wh10.1.0.0/24NMF1ET BELET,

-IPv4 over IPv4 IPsec tunnel T % iE#HLE T .
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BATAT FITHAE

EHIokal PPPoE

WAN EE S O—7 V)L T EL Z (XXX XXX.XXX.XXX)
LAN 192.168.1.0/24

AVTVZZABIRY NI - T(E. Si-RTPPPOE(7 RLAEE)ZITWET,
BIEDY RLAZERAL T, Azurery NI —(C3FU T, IPseciEfiizBI{ESEE Y.

Windows Azurefll-ry ~D—%4
pPESISA 7 RL &G

Gateway subnet 10.1.0.0/24

Windows azure {RIERYRI—JT(E. 10.0.0.0/8D7 RLAZEEIOHI(Z, 1 DDOY Ty MFEIEL
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ASIVZA(Si-R)TOEE

ARETIE. Windows AzuretIPsecit#iic 9 21c6DSi-ROETE (COVTHEERUE T,

AzureflllDEEEICDOVWTIZL T 2SEZE L,

https://docs.microsoft.com/ja-jp/azure/vpn-gateway/tutorial-site-to-site-portal

Fa1—KJ7)L:Azure Portal THA MNEiEGZERKR TS

IPsecsREIAH
IPsecsETEMBICDOWVTI(E U FOLIBRABICRDET,
IKEJI—X1
15H RTEME
BRIN LIS RRA>RRLZ XXX XXX . XXX XXX
BFAINRILIS RRA >R RLZ YYY.YYY.YYY.YYY
R=FILPA REDFESR
lanfiO—h)L7 RL X 192.168.1.1/24
B 58 aes-cbc-256
Soel(/\w31)EER hmac-shal
DHYIL - group 2(modp1024)
PRF(RLAELENEIZER) hmac-shal
IKE SAB*hiFRS 8h
NAT-TRAVERSAL on
IKEtya> HEH test
R=AII YA NEEELIAE%ZER
IKEJI—X?2
IPsecl&izntz+1U574JORIIL esp
=5 aes-cbc-256
SslE()\w3 1) 1Bk hmac-shal
IPsec SA BxhiFR 1h
DHY - off
ESN(HLEES —T > ABES) disable
IPsecHxiSREEH (GX1E7T) 192.168.1.0/24
IPsec I SR&fH (5E57) 10.0.0.0/8




config

configDEAGEL TIA T DLSBABCRDFET,

config(FRELH I T, etherR—NEE. lanE#. PPPOETEE. IPsecERERICOISNET . TNENICD
WTIEZE> TERBAL TWLEE T,

ether 1 1 vlan untag 1

ether 2 1-4 vlan untag 2

lan 1 ip address 192.168.1.1/24 3

lan 1 vlan 2

remote 0 name PPPoE

remote 0 mtu 1454

remote 0 ap 0 name PPPoE

remote 0 ap 0 datalink bind vlan 1

remote 0 ap O ppp auth send id@isp pass@isp
remote 0 ap 0 keep connect

remote 0 ppp ipcp vjcomp disable

remote 0 ip route 0 default 1 1

remote 0 ip nat mode multi any 1 5m

remote 0 ip nat static 0 XXX.XXX.XXX. XXX any XXX.XXX.XXX.XxX any 50
remote 0 ip nat static 1 XXX.XXX.XxXX.XxX 500 XXX.XXX.XXx.xxx 500 17
remote 0 ip nat static 2 XXXx.XXX.XXX.XxX 4500 XxX.XXX.XxXX.xxX 4500 17
remote 0 ip msschange 1414

remote 1 name Azure

remote 1 ap 0 name IPsec

remote 1 ap 0 datalink type ipsec

remote 1 ap 0 keep connect

remote 1 ap 0 ipsec type ikev2

remote 1 ap 0 ipsec ike protocol esp

remote 1 ap 0 ipsec ike range 192.168.1.0/24 10.0.0.0/8
remote 1 ap 0 ipsec ike encrypt aes-cbc-256
remote 1 ap 0 ipsec ike auth hmac-shal

remote 1 ap 0 ipsec ike lifetime 1h

remote 1 ap 0 ipsec ike esn disable

remote 1 ap 0 ike local-idtype address

remote 1 ap 0 ike remote-idtype address

remote 1 ap 0 ike shared key text test

remote 1 ap 0 ike proposal 0 encrypt aes-cbc-256
remote 1 ap 0 ike proposal 0 hash hmac-shal
remote 1 ap 0 ike proposal 0 pfs modp1024
remote 1 ap 0 ike proposal 0 prf hmac-shal
remote 1 ap 0 ike proposal 0 lifetime 8h

remote 1 ap 0 ike nat-traversal use on

remote 1 ap 0 ike dpd use on

remote 1 ap 0 tunnel local XXX.XXX.XXX.XXX
remote 1 ap 0 tunnel remote yyy.yyy.yyy.yyy
remote 1 ip route 0 10.0.0.0/8 1 1

remote 1 ip msschange 1350

syslog pri error,warn,info

syslog facility 23

time zone 0900

consoleinfo autologout 8h

telnetinfo autologout 5m

terminal charset SJIS



etheriR—bDERE
#ether/R—MNIVLAN(untag)ZEIDHTEY . CNIL. BDlanTEEY®. PPPOEQEELIEUDEET,

ether 1 1 vlan untag 1
ether 2 1-4 vlan untag 2

wanflIoR—MIFUTvlan 1%, lanflloR— NI U Tvlan 2238 EVUE T,

PPPOEM:SE
WANAEI(ICPPPOEDEETEZLUE Y . PPPOEDiXH FcELTvlan 1(ether 1 1 )ZIEELFT .

remote 0 name PPPoE

remote 0 mtu 1454

remote 0 ap 0 name PPPoE

remote 0 ap 0 datalink bind vlan 1

remote 0 ap 0 ppp auth send id@isp pass@isp
remote 0 ap 0 keep connect

remote O ppp ipcp vjcomp disable

remote 0 ip msschange 1414

1HHE S EME
ID(PPPoE) id@isp
PASS(PPPOE) pass@isp

MtufE. MssBICDVWTIEEHRICEDERDF T, BIFREAICSHETRZE,

remote 0 ip route 0 default 1 1

PPPOEDA>AT1—RICHULTT IAIN ML — MR ELFT .



T7AT I A=V DEETE
PPPOEDTEZR(CT7A 7 IA— I DEXEZLENMLEY o

remote 0 ip nat mode multi any 1 5m

remote 0 ip nat static 0 XXX.XXX.XXX.XXX any XXX.XXX.XXX.XxX any 50
remote 0 ip nat static 1 xxX. xXxXX.Xxxx.xXX 500 xxx.xXxx.xxx.xxx 500 17
remote 0 ip nat static 2 XXX.XXX.XxXX.xxX 4500 XxX.XXX.XXX.Xxx 4500 17

mode multi®zRTECELD. NAPTOERENBZNCRDET,
IPsec/IKENNAZI —DsEEZITVET,

lanfil7 RL ADEE
lanfllD7 RL2%192.168.1.1/24(SFRTFELE T CDlan/>HT1—A(dvlan 20PIBR— hAES
PEELR

lan 1 ip address 192.168.1.1/24 3
lan 1 vlan 2

IPsecD:E%7E
F9\ SWEIT B YT1I—A%IPsech TEBLICT B, 129 T1—ADERX ST, [PsecH( T%
RELETD,

remote 1 ap 0 datalink type ipsec
remote 1 ap 0 ipsec type ikev2




IKEJI—-X1
IPsecs%FIEH : IKEJI-X1RICURRULABTZHELES .

remote 1 ap 0 ike local-idtype address
remote 1 ap 0 ike remote-idtype address
remote 1 ap O ike shared key text test
remote 1 ap 0 ike proposal 0 encrypt aes-cbc-256
remote 1 ap O ike proposal 0 hash hmac-shal
remote 1 ap 0 ike proposal 0 pfs modp1024
remote 1 ap O ike proposal 0 prf hmac-shal
remote 1 ap 0 ike proposal 0O lifetime 8h
remote 1 ap O ike nat-traversal use on
remote 1 ap 0 ike dpd use on

remote 1 ap 0 tunnel local XXX.XXX.XXX.XXX
remote 1 ap 0 tunnel remote yyy.yyy.yyy.yyy

Er1H B (ke shared key). HHFEA LRI I RKRA> M(tunnel remote) ([CDWVWTIE.
Windows Azureh—47)LH A NMCTHESR LI NBZERTELE T,
lifetimeld&. AzurefllDEZBZRVKIICERTEL TZEL,

IKEJI—X2
IPsecs¥TFIEH : IKEJI—-X 2 RICUHRRUIABTZHRELFT .

remote 1 ap 0 ipsec type ikev2

remote 1 ap 0 ipsec ike protocol esp

remote 1 ap 0 ipsec ike range 192.168.1.0/24 10.0.0.0/8
remote 1 ap 0 ipsec ike encrypt aes-cbc-256

remote 1 ap 0 ipsec ike auth hmac-shal

remote 1 ap 0 ipsec ike lifetime 1h

remote 1 ap O ipsec ike esn disable

ike ranges®EDIEHADTI XD MOV TIEEBNMNETT . F'— MITAH TRy N TERL, IRIE
RYRNT=IDET A MEERTEL T,

lifetime(d. AzurefllDEZBXRVEIIERTEL TZEL,

X2014F 11 B L03EI boR)> T MERTIEEERDE U, I F R I % {ER T 35EF. K
ZSBRUTIZE, 85I b RUS T (EDONT




Tt
I—RE&TE . MSSIEDRTEZLEYS . COMSHEFHTIUEDARICLOTENDFT . SOlF1350% % 7E

LET,

remote 1 ip route 0 10.0.0.0/8 1 1
remote 1 ip msschange 1350
syslog pri error,warn,info

syslog facility 23

time zone 0900

consoleinfo autologout 8h
telnetinfo autologout 5m

terminal charset SJIS

B ETERENT T TY,
BRI ERsavelU THIEEILET,

save
reset




Si-RZIEHEL. A URFRIN O THSBshow access-pointdV> REEITU THESRL TKIZEL), IEF(CIPsecht
ML CETVNIE T SEDLORIERNEENET

#show access-point

remote 1 ap 0 : Azure.IPsec
status : connected
since :Oct 12 11:41:29 2020
speed : not available
send traffic : not available
receive traffic : not available
type : IPsec/IKE
IKE Version 12
IKE SA : established
IPsec SA : established

IKE SA,IPsec SAt#HlCestablished. status connectedéR>TUVNIFIBEHN TETVET,



REI >RV IICONT
201441180, 385 N RUS I MERRIREEBDE U, 385 N RS Tl ARAERY NI —IH5B1>
A= NI > RENTE NS TN TR TAY FUIZDIRFRICUSA LY NER (ST CIRENET .

ARETE. BEINRUSTOFECOVTEERLET .

AYITVZA(Si-R)TDERE

BRI, 58 MR I ERUBVERTELFEALBUTY . BR2mRIE. Si-RTDrangei&ENDH T
3_0

TEEDLICGREZZEEL L,

AEEEE(CLD, AVTLZZRIDIPsec/ b SREEFN192.168.1.0/24/50.0.0.0/0([CEECRDET

BRI N>R ZERLBVNEE

remote 1 ap O ipsec ike range 192.168.1.0/24 10.0.0.0/8

~ -

BRI N RS EERT S

remote 1 ap 0 ipsec ike range any4 10.0.0.0/8

Windows AzureT D%E

AzurefIT(E. 129 —RYMODBEEAS T ARBETITONENHDE T ST -T2 TF7-TILiR
EDERTENMNEERDET,

ERECDVTIFAZUreDE R CHEERIZEL,




