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ARET(I. Oracle Cloud&IPseciE#ic 9 A1chDSi-ROETE (COVTHRERLE T,

IPsecs%EIAE

IPsecERTEMECDVTE UFOLSBAREICRDFT .

IKEJI—X1
1I5H SRTE(E
IPsecl&®sROtF+1UT/TOIIL esp
=S5k aes-cbc-256
sl (/\Ww1)IEER hmac-sha256
IPsec SA BxhBFR 8h
DHYIL-T 14
IPseciSR&H (iX/ET) 192.168.12.0/24
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SSEME
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config

configDEAREL TIL T OLSIBABICRDET

config(FRELFFI T, etheriR—NERE. lanEZ. IPsecE&EICHIBNET,
ETNENUDOWVWTERBALEY .

ether 1 1 vlan untag 1

ether 2 1-4 vlan untag 2

lan 0 ip address XXX.XXX.XXX.XXX/XX 3

lan 0 ip route 0 default <Si-R7/O—-/CLE —hI1(> 1 1

lan 0 ip nat mode multi XXX.XXX.XXX.xxX 1 5m

lan 0 ip nat static 0 xxx.xxX.xxX.xxX 500 Xxx.XxX.xxx.xxx 500 17
lan 0 ip nat static 1 XXX.XXX.XXX. XXX any XXX.XXX.XXX.XXX any 50
lan 0 vlan 1

lan 1 ip address 192.168.12.254/24 3

lan 1 vlan 2

remote 0 name Oracle

remote 0 ap 0 name ipsec

remote 0 ap 0 datalink type ipsec

remote 0 ap 0 keep connect

remote 0 ap O ipsec type ike

remote 0 ap 0 ipsec ike protocol esp

remote 0 ap O ipsec ike range 192.168.12.0/24 192.168.10.0/24
remote 0 ap 0 ipsec ike encrypt aes-cbc-256

remote 0 ap 0 ipsec ike auth hmac-sha256

remote 0 ap 0 ike shared key text erfELAyPBMAMsPelIX encrypted
remote 0 ap 0 ike proposal 0 encrypt aes-cbc-256

remote 0 ap 0 ike proposal 0 pfs modp2048

remote 0 ap 0 ike proposal 0 lifetime 1h

remote 0 ap 0 ike initial connect

remote 0 ap 0 ike dpd use on

remote 0 ap 0 tunnel local xxX.XXX.XXX.XXX

remote 0 ap 0 tunnel remote yyy.yyy.yyy.yyy

remote 0 ip route 0 192.168.10.0/24 1 1

remote 0 ip msschange 1350

syslog facility 23

time zone 0900

resource system vlan 4089-4094

consoleinfo autologout 8h

telnetinfo autologout 5m

terminal charset SJIS




etheriR— MDEETE
FetherR—MIVLAN(untag)ZEIDHTEYS, UL BOlanERLEUDEFET,

ether 1 1 vlan untag 1
ether 2 1-4 vlan untag 2

wanfllom—MIxFLUTvlan 1%, lanfldiR— NMIxUTvlan 2%:3&ELE T,

lanfil7? RLADEETE
lanfllm7RL2%192.168.12.254/24( % ELET . COland>4J1—A(dvlan 20O¥FER— he
HEUDEXT,

lan 1 ip address 192.168.12.125424 3
lan 1 vlan 2

IPsecD:%E
F9| WEIT B YTT—A%IPsech TEBRLICT B, 1 >FT1—ADEREA T, [PsecH( T%
MELED,

remote 0 ap 0 datalink type ipsec
remote 0 ap O ipsec type ike




IKEJI—-X1
IPsecs¥FEIEH @ IKEJI—-X1RICUHRRUZABZRELET .

remote 0 ap O ike shared key text erfELAyPBMAMsPeIX encrypted
remote 0 ap 0 ike proposal 0 encrypt aes-cbc-256

remote 0 ap 0 ike proposal 0 pfs modp2048

remote 0 ap 0 ike proposal 0 lifetime 1h

remote 0 ap 0 ike initial connect

remote 0 ap 0 ike dpd use on

remote 0 ap 0 tunnel local <Si-REIVO—/VLIP7RL X >

remote 0 ap 0 tunnel remote <Oraclef1/0—-/VLIP7RLZ>

a1 EHE(ike shared key). HHFAIF>RILI> RRA> M tunnel remote)lCDWT(E. Oracle
CloudY 4 NMCTHERRUE NS ZRTELE T,
lifetimel(&. OraclefllDEZFBRIRVKIITEREL TZEL,

IKEJI—X2
IPseci%FIER : IKEJI—X 2 RICURRUENS 23S TELFT .

remote 0 ap O ipsec ike protocol esp

remote 0 ap O ipsec ike range 192.168.12.0/24 192.168.10.0/24
remote 0 ap O ipsec ike encrypt aes-cbc-256

remote 0 ap 0 ipsec ike auth hmac-sha256

ike rangesREDOMERIOTI A NMIDVWTIHEENMUNETT . F'— NIT B TRYNTEIAL, 18
Y RI=DtH x> NesSTEL TS,
lifetime(d. OracleIDEZEBZRNLIITEETEL TS0,

gq)li
IV—RERTE . MSSIBEDEEZLET . COMSHERDTRIUEDARICIOTENDFT , SEIF1350%HE
LEY,

remote 1 ip route 0 10.0.0.0/8 1 1
remote 1 ip msschange 1350

B ETEENTT T,
BEICGERTEZsavelU THEFULETD,

save
reset
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[IPsectE iR E]

Si-RZ#EHEL. A URFREN 2O THBshow access-pointdv> Rz
YL CETONIE T DL IRERMISNE T,

U THESRL TIZ& L\, IEE(CIPsecht

# show access-point

remote 0 ap 0 : Oracle.ipsec
status : connected
since :Jul 17 13:38:04 2018
speed : not available
send traffic : not available
receive traffic : not available
type : IPsec/IKE
IKE Version 01
exchange type : main
IKE SA : established
IPsec SA . established

status connected. IKE SA,IPsec SAttlCestablishedéB>TUWNIFIBFENTETLET,
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