ReAitiEdR : Si-R G2 —X55%EHI

[Microsoft AzureltMiEft EEI A MBOIERE (RS —R—ZIPsec)

Si-R G3U—X T Microsoft Azure |8 XN (ADTUZZA) SRS —R—RIPseciEfit I 2B EDETE
HTY,

Azure VPNY'— MITAIEFEADOVPNT/{A REL T, MicrosoftitikéE TIBHRFEITSi-R GV —XDI&REE 2 EREL
eUELIE,
WREEBHDVPNT NARETINA 2B A R
https://docs.microsoft.com/ja-jp/azure/vpn-gateway/vpn-gateway-about-vpn-devices

[ M SRIETBEMREL]
Si-R G3U—-X V20.144%
Si-R G3—-X V04.12L4F%

[RERNE]
-Si-R GOether 1 1#WANAI, ether 2 1-4%LANRILLFT
-WAN4I(F. PPPOETEES O—/VUL7 RLAN1DEIDHTAENZELET .
-Si-RLANfAIIC192.168.1.1/24%ENHTRELET
“ASTUZZAITIE, 192.168.1.0/2404B(C, 192.168.2.0/24, 192.168.3.0/2400—-H)LxyNI—o1

FIETBELET (192.168.2.0/24. 192.168.3.0/24045 — ~ITAT7RLA(E, 192.168.1.254%ZI0HT) .
-AzureffI T, 10.2.0.0/160RERY NT—0IDH(C, 4'— MITA Y TRy 10.2.1.0/24MFIES BELET,
-IPv4 over IPv4 IPsec tunnel THLEZiBHRUE T .

Azurefil

A>TV

10.2.0.0/16
192.168.1.0/24 m
1259 -%yh
|:19|2'168'1'1 | (Gateway subnet
IPsec
e | L seztom
192.168.2.0/24] Si-R \\.)\/*/

192.168.3.0/24

A TVZZAIRY R —5

IS IRIBIEHR
BIEATAT FTTHRE
EHJONL PPPoE
WAN EES O—/ VLT BLZ (XXX XXX XXX XXX)
LAN 192.168.1.0/24
192.168.2.0/24
192.168.3.0/24

A TVZZABRY NI - T(E. Si-RTPPPoE(7 RLAEE ) &21TWVE T
BEEDYRLAZFERUT. Azurery NJ—I(CHUT, IPseciEfiiz BI{ESEE Y.

Microsoft Azureffllxy~kD—%4

pPESIS4 7 R REGH|

Gateway subnet 10.2.1.0/24

Microsoft Azure {RA8RY~J—4T(. 10.2.0.0/1607 RLAZERIOH(Z, 1D2OH TRy MYETE
bia_o
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AYIVZA(Si-R)TDEHFE

ARET(I. Microsoft AzuretIPseciE#it 9 BIchDSi-ROETEICDOVWTHERLET

AzureflIOEEECOVTIFA T ZSIRIZE L,

https://docs.microsoft.com/ja-jp/azure/vpn-gateway/tutorial-site-to-site-portal

Fa1—MJ7)L:Azure Portal THA MEiEHZVERR TS

IPsecsEIAH

IPsecs®TEMBCOVTIE. ATOLIBASCRDET,
AzureflldIPsec/IKERYS — TR ESNBIRBIL/TA—4, N DSi-RHIBHR— LTV A—-5%

IBELTVEY,

IKEJI—X1
]S % TEfE
BAIN VI RRA > NP RLZ XXX . XXX . XXX . XXX
HFRINRIVIDRRA>RPRLA YYY.YYY-YYY.YYY

N=F)IL 51 bLOREER

lanfllO—hIL7 RLR

192.168.1.1/24

BB aes-cbc-256
eslk(/\v>1) 1Bk hmac-sha256
DHYI -7 group 2(modp1024)
PRF(ZECAELELEIZR) hmac-shal
IKE SAEXhER 8h
NAT-TRAVERSAL on
DPD off
IKERY>a> HEH# test

R=FIHA MR ELAEREA
IKEJI—X2
1I5H SRTEfE
IPsecl&#sROF1UT4TONIIL esp

BB aes-cbc-256
SREE()\wS1) Bk hmac-sha256
IPsec SA BRhEFE ih
IPsec SA B\ oy hE 100000m
DHIIIL—-T off
[PsecHiSREBH (X{S7T) 192.168.1.0/24

192.168.2.0/24
192.168.3.0/24
IPsecxd SR&GH (565E) 10.2.0.0/16
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config

configD2 A REVTEA T OLSRBRABICIRDET .

configlERELIF T, ether’R—NEZ. lanEF. PPPOETE . IPsecERERICDIFIHNET, TNTNICD
WTIEZB-TERBAL TVEEY,

ether 1 1 vlan untag 1

ether 2 1-4 vlan untag 2

lan 1 ip address 192.168.1.1/24 3

lan 1 ip route 0 192.168.2.0/24 192.168.1.254 1 1

lan 1 ip route 1 192.168.3.0/24 192.168.1.254 1 1

lan 1 vlan 2

remote 0O name PPPoE

remote 0 mtu 1454

remote 0 ap 0 name PPPoE

remote 0 ap 0 datalink bind vlan 1

remote 0 ap O ppp auth send id@isp pass@isp

remote 0 ap 0 keep connect

remote O ppp ipcp vijcomp disable

remote 0 ip address local XXX.XXX.XXX.XXX

remote 0 ip route 0 default 1 1

remote O ip nat mode multi any 1 5m

remote 0 ip nat static 0 XXX. XXX.XXX.XXX any XXX.XXX.XXX.XXX any 50
remote 0 ip nat static 1 XXX.XXX.XXX.XXX 500 XxX.XxX.xXxX.xxx 500 17
remote 0 ip nat static 2 XxXX. XXX.XXX.XXX 4500 XXX.XXX.XXX.Xxx 4500 17
remote O ip msschange 1414

remote 1 name Azure

remote 1 ap 0 hame IPsecl

remote 1 ap 0 datalink type ipsec

remote 1 ap 0 multiroute pattern 0 use 192.168.1.0/24 any 10.2.0.0/16 any any any
remote 1 ap 0 keep connect

remote 1 ap 0 ipsec type ike

remote 1 ap 0 ipsec ike protocol esp

remote 1 ap 0 ipsec ike range 192.168.1.0/24 10.2.0.0/16

remote 1 ap 0 ipsec ike encrypt aes-cbc-256

remote 1 ap 0 ipsec ike auth hmac-sha256

remote 1 ap O ipsec ike lifetime 1h

remote 1 ap 0 ipsec ike lifebyte 100000m

remote 1 ap 0 ike shared key text test

remote 1 ap 0 ike proposal 0 encrypt aes-cbc-256

remote 1 ap 0 ike proposal 0 hash hmac-sha256

remote 1 ap 0 ike proposal 0 pfs modp1024

remote 1 ap 0 ike proposal 0 lifetime 8h

remote 1 ap 0 ike nat-traversal use on

remote 1 ap 0 tunnel local XxX.XXX.XXX.XXX

remote 1 ap 0 tunnel remote yyy.yyy.yyy.yyy
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remote 1 ap 1 name IPsec2

remote 1 ap 1 datalink type ipsec

remote 1 ap 1 multiroute pattern 0 use 192.168.2.0/24 any 10.2.0.0/16 any any any
remote 1 ap 1 keep connect

remote 1 ap 1 ipsec type ike

remote 1 ap 1 ipsec ike protocol esp

remote 1 ap 1 ipsec ike range 192.168.2.0/24 10.2.0.0/16
remote 1 ap 1 ipsec ike encrypt aes-cbc-256

remote 1 ap 1 ipsec ike auth hmac-sha256

remote 1 ap 1 ipsec ike lifetime 1h

remote 1 ap 1 ipsec ike lifebyte 100000m

remote 1 ap 1 ike bind ap 0

remote 1 ap 2 name IPsec3

remote 1 ap 2 datalink type ipsec

remote 1 ap 2 multiroute pattern 0 use 192.168.3.0/24 any 10.2.0.0/16 any any any
remote 1 ap 2 keep connect

remote 1 ap 2 ipsec type ike

remote 1 ap 2 ipsec ike protocol esp

remote 1 ap 2 ipsec ike range 192.168.3.0/24 10.2.0.0/16
remote 1 ap 2 ipsec ike encrypt aes-cbc-256

remote 1 ap 2 ipsec ike auth hmac-sha256

remote 1 ap 2 ipsec ike lifetime 1h

remote 1 ap 2 ipsec ike lifebyte 100000m

remote 1 ap 2 ike bind ap 0

remote 1 ip route 0 10.2.0.0/16 1 1

remote 1 ip msschange 1350

syslog pri error,warn,info

syslog facility 23

time zone 0900

consoleinfo autologout 8h

telnetinfo autologout 5m

terminal charset SJIS
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etherR—MDERE
FetheriRi—MIVLAN(untag)ZZIDHE TEY, NI, ZDlanEE L. PPPOEQERELIEUDEET,

ether 1 1 vlan untag 1
ether 2 1-4 vlan untag 2

wanfllomR—MNIxFLUTvlan 1%, lanfllOR— MIXFUTvlan 2%25%ELE D,

PPPOED%E
WANARIICPPPOEDEREZLE T . PPPOEDIXHSTELTvlan 1(ether 1 1 )ZIEELET.

remote 0 hame PPPoE

remote 0 mtu 1454

remote 0 ap 0 name PPPoE

remote 0 ap 0 datalink bind vlan 1

remote 0 ap 0 ppp auth send id@isp pass@isp
remote 0 ap 0 keep connect

remote O ppp ipcp vjcomp disable

remote 0 ip address local XXX.XXX.XXX.XXX
remote 0 ip msschange 1414

ID(PPPoOE) id@isp
PASS(PPPoE) pass@isp

MtufE, MssBICDWTIFEHRICENDERRDE T, [EIHRANCCHEERIZE W,

remote 0 ip route O default 1 1

PPPOEDA >4 71—RICHLTT IAN M- MR ELET .

IPATIA—IDEETE
PPPOEDTER(CTI7A 7 IA—IDFREZENMLET .

remote 0 ip nat mode multi any 1 5m

remote 0 ip nat static 0 XXX.XXX.XXX.XXX any XXX.XXX.XXX.XXx any 50
remote 0 ip nat static 1 xxx.xxX.xxx.xxx 500 XXX.XXX.xxx.xxx 500 17
remote 0 ip nat static 2 XxX.XXX.XXX.XXX 4500 XXX.XXX.XXX.xxxX 4500 17

mode multiOzZTE(CELD. NAPTOERENERICRDFET,
IPsec/IKE/NN AR —D%EZITVETD,

lanfil 7 RLADEETE

lanfllo7RLA%192.168.1.1/24(38EULET . COland>AJ1—R(dvlan 20YIER— U
PEETH

lanBIDZAFT1vI)— NesRTELE T,

lan 1 ip address 192.168.1.1/24 3

lan 1 ip route 0 192.168.2.0/24 192.168.1.2
lan 1 ip route 1 192.168.3.0/24 192.168.1.2
lan 1 vlan 2

5411
5411
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IPsec:&E (X{S7tc: 192.168.1.0/24)

F9\ WEIT B9 TI—A%IPsech TERLICT B, 129 T1—ADERX AT, IPsecH( T%
RELETD,

multiroute patternT. COapEEZFIAL CGXEITI2RYNI—IZHELE T,

IPsecz EIHERE(CGRTELET .

remote 1 ap 0 name IPsecl

remote 1 ap 0 datalink type ipsec

remote 1 ap 0 multiroute pattern 0 use 192.168.1.0/24 any 10.2.0.0/16 any any any
remote 1 ap 0 keep connect

IKEJI—-Z1
IPseci%FIEH : IKEJ1—X1RICUHRRUIIATZHRELFT .

remote 1 ap 0 ike shared key text test

remote 1 ap 0 ike proposal 0 encrypt aes-cbc-256
remote 1 ap 0 ike proposal 0 hash hmac-sha256
remote 1 ap 0 ike proposal 0 pfs modp1024
remote 1 ap 0 ike proposal 0 lifetime 8h

remote 1 ap 0 ike nat-traversal use on

remote 1 ap 0 tunnel local XXX.XXX.XXX.XXX
remote 1 ap 0 tunnel remote yyy.yyy.yyy.yyy

EFiHBHE (ke shared key). HFAIL>RILI > RRA > M(tunnel remote) lCDWVWTIE.
Microsoft Azure/R—FI Y1 NCTHERRUENB %R TELE T,

IKEJI—X2 (X{EjTc: 192.168.1.0/24)
IPseci%FIER : IKEJI—X 2 RICURRUEAB%ZRTELFT,

remote 1 ap 0 ipsec type ike

remote 1 ap 0 ipsec ike protocol esp

remote 1 ap 0 ipsec ike range 192.168.1.0/24 10.2.0.0/16
remote 1 ap 0 ipsec ike encrypt aes-cbc-256

remote 1 ap 0 ipsec ike auth hmac-sha256

remote 1 ap 0 ipsec ike lifetime 1h

remote 1 ap 0 ipsec ike lifebyte 100000m

ike rangesREDMETI A NI, & —NITA B TRy NTIEL, ARBRYNI—-D0t) XD MNesRTE
LTLIZ&0N,
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IPsecDSE (X{S7T : 192.168.2.0/24)

9| T I BT —A%IPsechH TEBLICTBIesh. 1>FT1—ADERIX AT IPsecH (1 T%
RELEY,

multiroute patternT. COapEEZFALGXEITdRYNI V7% ELF T,

IPsecz B RHERHCERTELEFT .

remote 1 ap 1 name IPsec2

remote 1 ap 1 datalink type ipsec

remote 1 ap 1 multiroute pattern 0 use 192.168.2.0/24 any 10.2.0.0/16 any any any
remote 1 ap 1 keep connect

IKEJI—X2 (X{E7c: 192.168.2.0/24)
IPsecs%FIER : IKEJI—X 2 RICURRUEABZNTELFT,

remote 1 ap 1 ipsec type ike

remote 1 ap 1 ipsec ike protocol esp

remote 1 ap 1 ipsec ike range 192.168.2.0/24 10.2.0.0/16
remote 1 ap 1 ipsec ike encrypt aes-cbc-256

remote 1 ap 1 ipsec ike auth hmac-sha256

remote 1 ap 1 ipsec ike lifetime 1h

remote 1 ap 1 ipsec ike lifebyte 100000m

remote 1 ap 1 ike bind ap 0

ike rangesREDMETI A NI, & —NITA B TRy NTEIEL, ARBRY NI -I0t) XD Mes%TE
LTLIZ&0N,

IPsecD:%E (X{E7c : 192.168.2.0/24)

F9| WEIT B Y TITI—RA%IPsech TEBLICT B, 1>9T1—ADEREA . IPsecH (1 T%
HELEY,

multiroute patternT. COapEEZFIAL CXEITI2RYNI—IZEELE T,
IPsecz@BIHER(CGGRTELE T,

remote 1 ap 2 name IPsec3

remote 1 ap 2 datalink type ipsec

remote 1 ap 2 multiroute pattern 0 use 192.168.3.0/24 any 10.2.0.0/16 any any any
remote 1 ap 2 keep connect

IKEJI—X2 (X{E7T: 192.168.3.0/24)
IPseci%FIER : IKEJI—X 2 RICURRUEABZRTELFT,

remote 1 ap 2 ipsec type ike

remote 1 ap 2 ipsec ike protocol esp

remote 1 ap 2 ipsec ike range 192.168.3.0/24 10.2.0.0/16
remote 1 ap 2 ipsec ike encrypt aes-cbc-256

remote 1 ap 2 ipsec ike auth hmac-sha256

remote 1 ap 2 ipsec ike lifetime 1h

remote 1 ap 2 ipsec ike lifebyte 100000m

remote 1 ap 2 ike bind ap 0

ike ranges¥EDMELIA> NI T NITA BT Ry TR ARIEFRY NI —IDET A> MesTE
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TOfth
I—REETE . MSSIBOTEZLET . COMSSHERDTRIUEDARICEIOTEDDFT , SEIE1350%:%E

L/ig_o

remote 1 ip route 0 10.2.0.0/161 1
remote 1 ip msschange 1350
syslog pri error,warn,info

syslog facility 23

time zone 0900

consoleinfo autologout 8h

telnetinfo autologout 5m

RS —R—=ZT(E. DPDHYR— RSN TER A D8, Azure GWESI-RREIT. IPsecSADR—
HEHEL, BEMTABRVERNIREUCIBEOICITARITIENTEEE A,

Azure GWI(d. FRIVEERBEODO NS T49IN5D L ET7A RIVIRRE(CRZE. MRV EKRZELF T, £S5
SHDFABEIO NS T4v) JO-HQEESNZEBEIINTI N, CORBERITICENTETER A

LFEEESREZOE T BH(C. AzureRDRIEY —/NZE. ICMPIISEIZERE (AzureD{Ri8xy b
=95 = NITAFEIEIART]) HHDIEE(E. &Gy  EEROREZBINT AL #HRELFET,
f51)  remote 1 ap 0 sessionwatch address 192.168.1.1 a.a.a.a
(a.a.a.a~>REY-)(RE)

PAETEHENTTTI,
BEIGRTEZsaveLTHERIULET,

save
reset
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Si-R&#E#HL. D UBRINTZOTHBshow access-pointdv> ReRITU THESRL TKIEE W, IEE(CIPsech’
YL CETONEE T RROLOBERMESNET .

#show access-point
remote 1 ap 0

. Azure.IPsec

status : connected
since : Jul 8 09:45:24 2022
speed : not available
send traffic : not available
receive traffic : not available
type : IPsec/IKE
IKE Version 01
IKE SA : established
IPsec SA : established
remote 1 ap 1 : Azure.IPsec2
status : connected
since : Jul 8 09:45:27 2022
speed : not available
send traffic : not available
receive traffic : not available
type : IPsec/IKE
IKE Version 01
IKE SA : established
IPsec SA : established

remote 1 ap 2

: Azure.IPsec3

status : connected

since :Jul 8 09:45:27 2022
speed : not available

send traffic : not available

receive traffic : not available
type : IPsec/IKE

IKE Version 01

IKE SA : established

IPsec SA : established

IKE SA,IPsec SAtE(Cestablished. status connectedé B> TUVWNISIEFEN TETVET,
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