ReAiTiEdR : Si-R G2 —X55%7EHI

[Microsoft Azure |EDESE 77747 /7974TE—RK (JL—M—ZXIPsec)
Si-R G3U—XTMicrosoft Azure] 79747/79717E—R (JL—M—XIPsec) 1E#IIHEDETEHTY,

Azure VPNY'— MITAIEFERADOVPNT/{A REL T, MicrosoftitikéE TIBHRFEITSI-R G- X DIREE 2 EREL
eUELIE,
REEBHDVPNT NARETINA 2R A R
https://docs.microsoft.com/ja-jp/azure/vpn-gateway/vpn-gateway-about-vpn-devices

[ M SRIETBEMREL]
Si-R G3—-X V20.14L4%
Si-R G3—-X V04.12L4F%

REANE]

-Si-R GDether 1 1Z#WAN1, ether 2 1-4%LANEILLET.

-WAN{(E, PPPOETEESO—/VL7 RLZAN1DEIDHTSNBELET
-Si-RLANAIIC192.168.1.1/24%E|DHT3ELET,

-Azurefl|T(&. 10.2.0.0/16DRERY NI =IO, 5'—NITAHTRYN10.2.1.0/24NFIETRELET
-IPv4 over IPv4 IPsec tunnel Tl 21EHUE T,

-IPsec tunnelITBGPZFIFALE T,

Azureffl
ATV
192.168.1.0/24 ~CY T\ 10.2.0.0/16
192.168.1.1 @_BGP_]__ ~ IPsecli ’()

Gateway subnet

( i
g EL-&GP?. IPsec2 ’(1R110.2.1.0/24

A TVZZAIRY R —7

BIEAT AT FTTHRE

EHJ 0 PPPoE

WAN BEITEST O—/ VLT BLZ (XXX XXX XXX XXX)
LAN 192.168.1.0/24

ATV IR NI—5 T, Si-RTPPPoE(7 RLAETE ) &21TW\E T .
BEED7 RLAZEREUT. AzurerryhJ—J(CUT, IPsecigfiiz&fEaE £,

Microsoft Azurefll-ry hD—%
pPESI4 7 R AEEH
Gateway subnet 10.2.1.0/24

Microsoft Azure {RIERYRNI—4TIE. 10.2.0.0/160F7 RLAZERIOHIC, 1DOY TRy MTETE
LEY,
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AVIVZA(Si-R)TODERE

ARET(I. Microsoft AzuretIPseciE#it 9 BIchDSi-ROETEICDOVWTHERLET

AzurefllOFEEICDOVWTIHLA T ZSIBIZE0N,
https://docs.microsoft.com/ja-jp/azure/vpn-gateway/tutorial-site-to-site-portal

—NJ7)L:Azure Portal THA NEHESE/ERNR T D

IPseciEIAE
IPseciSEMB([CDOVLTE ATOLORANE

(Lnbig-o

AzurefllOIPsec/IKERYS —[ARIE | TR ESNDRBI/(TA—4 ., HhDSi-RHIHR—

X—=H%&iE
—HTBNSGA-HZEHEL T,

IKEJ1—X1

IHH S EAE

BRI RIVIY RRA > R RUR

XXX XXX XXX XXX

~UTWBI(S

EULTWET , RINGA-FLNDEEEITIBE(E. AzureflITIHRAALICEEL, Si-RE

HFR R FIVIS FRAS BT RUR

YYY-YYY-YYY.YYY
777.777.772.77Z

R=BITA hEDFEER

IanLEJJIZI—iJ)l/J7 KL

192.168.1.1/24

=5 aes-cbc-256
uunIEU\‘J/l)lﬁ$§ hmac-shal
DHYI -7 group 2(modp1024)
PRF(ZRELELEIER) hmac-shal
IKE SAEZhEFR 8h
NAT-TRAVERSAL on
DPD on
IKEY>a> HEH test

N=AI YA MEETE UIfEZE A

IKEJI—X2
IS SRTEAE
IPsecl&iROF1U74TONI esp
BB aes-cbc-256
Soel (/) \Ww1)IEEHR hmac-shal
IPsec SA BxhiFR 1h
DHIIIL—-T off
ESN(HLRS -7 RES) disable
IPsecXd SREGH (XS 7T) any
IPsecd SR&BE (585%) any
BGP:&EIHH
BGPERTEMBICDWTIE. L FOLSIBABICRDET,
BRIASES 65000
BFAIASES 65515
BRIBGPE7DIPY RL X 172.16.1.1
HHFRIBGPET7DIPT7 RL X 10.2.1.4
10.2.1.5
R=FIHA REDHESR
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config

configD2 A REVTEA T OLSRBRABICIRDET .

configld K ED I T, etheriR— MNEZ. laniE#. PPPOEEZ:. IPsecE#. BGPEREICDIIBNET,
TNTNICOVTIEZIE>TERBBL TVEE T,

ether 1 1 vlan untag 1

ether 2 1-4 vlan untag 2

lan 1 ip address 192.168.1.1/24 3

lan 1 vlan 2

remote 0 name PPPoE

remote O mtu 1454

remote 0 ap 0 name PPPoE

remote 0 ap 0 datalink bind vlan 1

remote 0 ap 0 ppp auth send id@isp pass@isp
remote O ap 0 keep connect

remote O ppp ipcp vijcomp disable

remote 0 ip address local XXX.XXX.XXX.XXX
remote 0 ip route 0 default 1 1

remote O ip nat mode multi any 1 5m

remote 0 ip nat static 0 XXX. XXX.XXX.XXX any XXX.XXX.XXX.XXX any 50
remote 0 ip nat static 1 XXX.XXX.XXX.XXX 500 Xxx.XxX.xXxX.xxx 500 17
remote 0 ip nat static 2 XxXX.XXX.XXX.XXX 4500 XXX.XXX.XXX.XxXx 4500 17
remote O ip msschange 1414

remote 1 name Azurel

remote 1 ap 0 hame IPsecl

remote 1 ap 0 datalink type ipsec

remote 1 ap 0 keep connect

remote 1 ap 0 ipsec type ikev2

remote 1 ap 0 ipsec ike protocol esp

remote 1 ap 0 ipsec ike encrypt aes-cbc-256
remote 1 ap 0 ipsec ike auth hmac-shal
remote 1 ap O ipsec ike lifetime 1h

remote 1 ap 0 ipsec ike esn disable

remote 1 ap 0 ike local-idtype address

remote 1 ap 0 ike remote-idtype address
remote 1 ap 0 ike shared key text test

remote 1 ap 0 ike proposal 0 encrypt aes-cbc-256
remote 1 ap 0 ike proposal 0 hash hmac-shal
remote 1 ap 0 ike proposal 0 pfs modp1024
remote 1 ap 0 ike proposal 0 prf hmac-shal
remote 1 ap 0 ike proposal 0 lifetime 8h
remote 1 ap 0 ike nat-traversal use on

remote 1 ap 0 ike dpd use on

remote 1 ap 0 tunnel local XxX.XXX.XXX.XXX
remote 1 ap 0 tunnel remote yyy.yyy.yyy.yyy
remote 1 ip address local 172.16.1.1

remote 1 ip address remote 10.2.1.4

remote 1 ip msschange 1350
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remote 2 name Azure2

remote 2 ap 0 name IPsec2

remote 2 ap 0 datalink type ipsec

remote 2 ap 0 keep connect

remote 2 ap 0 ipsec type ikev2

remote 2 ap 0 ipsec ike protocol esp

remote 2 ap 0 ipsec ike encrypt aes-cbc-256
remote 2 ap 0 ipsec ike auth hmac-shal
remote 2 ap O ipsec ike lifetime 1h

remote 2 ap 0 ipsec ike esn disable

remote 2 ap 0 ike local-idtype address
remote 2 ap 0 ike remote-idtype address
remote 2 ap 0 ike shared key text text
remote 2 ap 0 ike proposal 0 encrypt aes-cbc-256
remote 2 ap 0 ike proposal 0 hash hmac-shal
remote 2 ap 0 ike proposal 0 pfs modp1024
remote 2 ap 0 ike proposal 0 prf hmac-shal
remote 2 ap 0 ike proposal 0 lifetime 8h
remote 2 ap 0 ike nat-traversal use on
remote 2 ap 0 ike dpd use on

remote 2 ap 0 tunnel local xxX.XXX.XXX.XXX
remote 2 ap 0 tunnel remote zzz.zzz.zzz.zzz
remote 2 ip address local 172.16.1.1
remote 2 ip address remote 10.2.1.5
remote 2 ip msschange 1350

routemanage ip redist bgp static on
routemanage ip redist bgp connected on
bgp as 0.65000

bgp id 192.168.1.1

bgp neighbor 0 address 10.2.1.4

bgp neighbor 0 as 0.65515

bgp neighbor 0 timers 10s 30s

bgp neighbor 0 source 172.16.1.1

bgp neighbor 0 ip filter 0 act pass out

bgp neighbor 0 ip filter 0 route 192.168.1.0/24 exact
bgp neighbor 1 address 10.2.1.5

bgp neighbor 1 as 0.65515

bgp neighbor 1 timers 10s 30s

bgp neighbor 1 source 172.16.1.1

bgp neighbor 1 ip filter 0 act pass out

bgp neighbor 1 ip filter 0 route 192.168.1.0/24 exact
syslog pri error,warn,info

syslog facility 23

time zone 0900

consoleinfo autologout 8h

telnetinfo autologout 5m

terminal charset SJIS
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etherR—MDERE
FetheriRi—MIVLAN(untag)ZZIDHE TEY, NI, ZDlanEE L. PPPOEQERELIEUDEET,

ether 1 1 vlan untag 1
ether 2 1-4 vlan untag 2

wanfllomR—MNIxFLUTvlan 1%, lanfllOR— MIXFUTvlan 2%25%ELE D,

PPPOED%E
WANARIICPPPOEDEREZLE T . PPPOEDIXHSTELTvlan 1(ether 1 1 )ZIEELET.

remote 0 hame PPPoE

remote 0 mtu 1454

remote 0 ap 0 name PPPoE

remote 0 ap 0 datalink bind vlan 1

remote 0 ap 0 ppp auth send id@isp pass@isp
remote 0 ap 0 keep connect

remote O ppp ipcp vjcomp disable

remote 0 ip address local XXX.XXX.XXX.XXX
remote 0 ip msschange 1414

ID(PPPoOE) id@isp
PASS(PPPoE) pass@isp

MtufE, MssBICDWTIFEHRICENDERRDE T, [EIHRANCCHEERIZE W,

remote 0 ip route O default 1 1

PPPOEDA >4 71—RICHLTT IAN M- MR ELET .

T7PATIA—IDHEE
PPPOEDEEICTI7A 7 IA—IDFEZEIMLET .

remote 0 ip nat mode multi any 1 5m

remote 0 ip nat static 0 XXX.XXX.XXX.XXX any XXX.XXX.XXX.XXx any 50
remote 0 ip nat static 1 xXxx.XxXX.xxX.Xxx 500 XxXX.XXX.xxx.xxx 500 17
remote 0 ip nat static 2 XxX.XXX.XXX.XXX 4500 XXX.XXX.XXX.xxxX 4500 17

mode multiOFZTE(CLD. NAPTOERENBRICBRDFT .
IPsec/IKE/NZZ I —DEEZITVET

lanfil 7 RLADEETE
lanfllO7RLA%2192.168.1.1/24(35FEULF T, CDland>AT1—A(dvlian 20¥)IER— MNFED
PEETH

lan 1 ip address 192.168.1.1/24 3
lan 1 vlan 2
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IPsec1DE&E

F9\ WEIT B9 TTI—A%IPsech TERLICT B, 129 T1—ADERX AT, IPsecH( T%
RELED,

IPseczBHER(CGGRTELE T,

remote 1 name Azurel

remote 1 ap 0 name IPsecl
remote 1 ap 0 datalink type ipsec
remote 1 ap 0 keep connect

IKEJI—-Z1
IPseci%FIEH : IKEJ1—X1RICHERUIABZHRELFT .

remote 1 ap 0 ike local-idtype address
remote 1 ap 0 ike remote-idtype address
remote 1 ap 0 ike shared key text test
remote 1 ap 0 ike proposal 0 encrypt aes-cbc-256
remote 1 ap O ike proposal 0 hash hmac-shal
remote 1 ap 0 ike proposal 0 pfs modp1024
remote 1 ap 0 ike proposal 0 prf hmac-shal
remote 1 ap 0 ike proposal 0 lifetime 8h
remote 1 ap O ike nat-traversal use on
remote 1 ap 0 ike dpd use on

remote 1 ap 0 tunnel local XxX.XXX.XXX.XXX
remote 1 ap 0 tunnel remote yyy.yyy.yyy.yyy

EaitBEHE (ke shared key). HHFE/I L RILI> RRA > M(tunnel remote) (CDWVTIE.
Microsoft Azureih—4)L Y4 MNCTHESBUTENES 238 ELE T,
lifetimel(d. AzurefIDEZEZRVELIIERTEL TZELN,

IKEJI—X2
IPseci&FIEH : IKEJI—X 2 RICUHRRUNBZRELET

remote 1 ap 0 ipsec type ikev2

remote 1 ap 0 ipsec ike protocol esp

remote 1 ap 0 ipsec ike encrypt aes-cbc-256
remote 1 ap 0 ipsec ike auth hmac-shal
remote 1 ap 0 ipsec ike lifetime 1h

remote 1 ap 0 ipsec ike esn disable

lifetimel(d. AzurefllDBZEBZIRVEIICERTEL TZEW,
AEETEBIE. IPsec(IKEJT—R2)DPFSH )L —F(Fof fBRE(CBRO>TET . PFSUIN—TOREZITS
Ha UFEEZRENIZEW,

f51) remote 1 ap 0 ipsec ike pfs modp1024
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IPsec2DE&E

F9\ WEIT B9 TTI—A%IPsech TERLICT B, 129 T1—ADERX AT, IPsecH( T%
RELED,

IPseczBHER(CGGRTELE T,

remote 2 nhame Azure2

remote 2 ap 0 name IPsec2
remote 2 ap 0 datalink type ipsec
remote 2 ap 0 keep connect

IKEJI—-Z1
IPseci%FIEH : IKEJ1—X1RICHERUIABZHRELFT .

remote 2 ap 0 ike local-idtype address
remote 2 ap 0 ike remote-idtype address
remote 2 ap 0 ike shared key text text
remote 2 ap 0 ike proposal 0 encrypt aes-cbc-256
remote 2 ap O ike proposal 0 hash hmac-shal
remote 2 ap 0 ike proposal 0 pfs modp1024
remote 2 ap 0 ike proposal 0 prf hmac-shal
remote 2 ap 0 ike proposal 0 lifetime 8h
remote 2 ap 0 ike nat-traversal use on
remote 2 ap 0 ike dpd use on

remote 2 ap 0 tunnel local XxX.XXX.XXX.XXX
remote 2 ap 0 tunnel remote zzz.zzz.zzz.zzz

Eai B HE (ke shared key). HHFEA LRI I> RKRA > M(tunnel remote) ([CDWVTIE.
Microsoft Azureih—4)L Y4 MCTHESBUTENES 238 ELE T,
lifetimel(d. AzurefIDEZEZRVELIICERTEL TZELY,

IKEJI—X2
IPseci&FIEH : IKEJ1—X 2 RICUHRRUNBZRELET

remote 2 ap 0 ipsec type ikev2

remote 2 ap 0 ipsec ike protocol esp

remote 2 ap 0 ipsec ike encrypt aes-cbc-256
remote 2 ap 0 ipsec ike auth hmac-shal
remote 2 ap 0 ipsec ike lifetime 1h

remote 2 ap 0 ipsec ike esn disable

lifetimel(d. AzurefllDBZEBZIRVEIICERTEL TZEW,
AEETEBIE. IPsec(IKEJT—R2)DPFSH )L —F(Fof fBRE(CBRO>TET . PFSUIN—TOREZITS
Ha UFEEZRENIZEW,

1) remote 2 ap 0 ipsec ike pfs modp1024
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IPsect »AJ1—ABEDETE

IP7RLAGETE. MSSTEDEREZLFT . COMSSIEIH T I EDARICEI I TENDF T, S[El(E1350%
HELFY,

IPsec{>AJ1—ATBGPZFIAIT 3G E(CE. IP7RLUARENNETT,

remote 1 ip address local 172.16.1.1
remote 1 ip address remote 10.2.1.4
remote 1 ip msschange 1350

remote 2 ip address local 172.16.
remote 2 ip address remote 10.2.
remote 2 ip msschange 1350

1.1
1.5

AzureNDRIET -/, ICMPISET2EE (AzureDARAERY R -4 — KNITA5E(EAA])
o355, 1ETYS I BN EZBINT A ERUET,
f51) remote 1 ap 0 sessionwatch address 192.168.1.1 a.a.a.a
remote 2 ap 0 sessionwatch address 192.168.1.1 a.a.a.a
(a.a.a.a~>REH—/)\RRE)

BGPD:RE
BGPREN—T1> ) 1EHRERTELET

routemanage ip redist bgp static on
routemanage ip redist bgp connected on

BGPICRAF Ty IHZIRIFR. A >971— AZ Bk BECh I e EZLF T .

bgp as 0.65000
bgp id 192.168.1.1

BRIASESLIDZRTEZLET .

bgp neighbor 0 address 10.2.1.4

bgp neighbor 0 as 0.65515

bgp neighbor 0 timers 10s 30s

bgp neighbor 0 source 172.16.1.1

bgp neighbor 0 ip filter 0 act pass out

bgp neighbor 0 ip filter 0 route 192.168.1.0/24 exact

bgp neighbor 1 address 10.2.1.5

bgp neighbor 1 as 0.65515

bgp neighbor 1 timers 10s 30s

bgp neighbor 1 source 172.16.1.1

bgp neighbor 1 ip filter 0 act pass out

bgp neighbor 1 ip filter 0 route 192.168.1.0/24 exact

BGPO#EIZIEIREL T, 192.168.1.0/24%LFRLET
ERICMEDARYIPAS) (ZTIARY ROFEEZIBINL TZEL,
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TDMDEETE
I—REETE . MSSIBOTEZLET . COMSSHERDTRIUEDARICEIOTEDDFT , SEIE1350%:%E
L/ig-o

syslog pri error,warn,info
syslog facility 23

time zone 0900
consoleinfo autologout 8h
telnetinfo autologout 5m
terminal charset SJIS

U ETERENT T TI,
BREICSTERsavel THERIULFT,

save
reset
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Si-R&#E#HL. D UBRINTZOTHBshow access-pointdv> ReRITU THESRL TKIEE W, IEE(CIPsech’
YL CETONEE T RROLOBERMESNET .

#show access-point
remote 1 ap 0

: Azurel.IPsecl

status : connected
since :Jul 509:50:04 2022
speed : not available
send traffic : not available
receive traffic : not available
type : IPsec/IKE
IKE Version 12
IKE SA : established
IPsec SA : established
remote 2 ap 0 : Azure2.IPsec2
status : connected
since :Jul 509:50:04 2022
speed : not available
send traffic : not available
receive traffic : not available
type : IPsec/IKE
IKE Version 12
IKE SA : established
IPsec SA : established

10

IKE SA,IPsec SAtHlCestablished. status connectedER>TONISIBRENTETVED,
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