ReAitiEdR : Si-R G- X5 EHI

[Microsoft Azure]&EDtERE (JL— M —XIPsec)
Si-R G3'J—X [ Microsoft Azurel)l— M —XIPseci&itd dIHEDRERFI T,

Azure VPN — MITA B DOVPNT /A REL T, MicrosoftitikéETIBHREITSI-R G- X DI&RET 2 EREL
eUELIE,
REEBHDVPNT NARETINA 2B A R
https://docs.microsoft.com/ja-jp/azure/vpn-gateway/vpn-gateway-about-vpn-devices

[ M SRIETBEMREL]
Si-R G3—-X V20.14L4%
Si-R G3—-X V04.12L4F%

[GRERNF]

-Si-R GDether 1 1Z#WAN1, ether 2 1-4%LANEILLET.

-WAN{(E, PPPOETEESO—/VL7 RLZAN1DEIDHTSNBELET
-Si-RLANAIIC192.168.1.1/24%E|DHT3ELET,

‘Azurefli T3, 10.2.0.0/16DRIERY NI —IDH(C, &' NITA(H TR R0.2.1.0/24NFET BELET
-IPv4 over IPv4 IPsec tunnel Tl 21EHUE T,

- Azurefl
s AR

10.2.0.0/16
(PZES N
192.168.1.1 . (Gateway subnet

g E( IPsec (,R_< 10.2.1.0/24

Si-R \\,\f/

A2 T2 IRy RD -5
IHE

IRIGIER

BRAT AT FTTHRE

EHJORI PPPoE

WAN BEIEST— /LT BL Z (XXX XXX XXX XXX)
LAN 192.168.1.0/24

A TVZZ IR NI4T (L. Si-RTPPPoE(7 RLAEIE ) 21TV\E T,
BEEDTRLUAZFEALT. Azurery hNJ—2(33U T, IPseciEitz #ifESEE Y.

Microsoft Azurefll-ry hD—%
pPESI4 7 R AEEH
Gateway subnet 10.2.1.0/24

Microsoft Azure {RIERYRNI—4TIE. 10.2.0.0/160F7 RLAZERIOHIC, 1DOY TRy MTETE
LEY,
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AYIVZA(Si-R)TDEHFE

ARET(I. Microsoft AzuretIPseciE#it 9 BIchDSi-ROETEICDOVWTHERLET

AzureflIOEEECOVTIFA T ZSIRIZE L,

https://docs.microsoft.com/ja-jp/azure/vpn-gateway/tutorial-site-to-site-portal

Fa1—MJ7)L:Azure Portal THA MEiEHZVERR TS

IPsecs%EIAE

IPsecs&STEIBE(C DV TIE A TFOLSIRAEICRDET,
AzurefllDIPsec/IKERYS —[ARTE | TR TESNBIRBI/(TA—4, HhDSi-RHIMPHR— ML TWB/INS

A=HZIBELTVET . RINSA-HLII DR TEZ
E—ET B/ IA-FEERTEL TS,

,—

17

SizaE. Azurefl| TITHRILICESEL., Si-R

IKEJ1—X1
I5H B[]
BRIN RV RRA KRR XXX XXX XXX . XXX
HBFRINRIVI> RRA S R R YYY.YYY.VYY.YYY

R=BITA hEDEERR

lan@i0—-AIL7RLR

192.168.1.1/24

E=15ik aes-cbc-256

SREE()\wS 1) 1B hmac-shal

DHII—-T group 2(modp1024)

PRF(Z#CAELEREIZR) hmac-shal

IKE SABRhBFR-] 8h

NAT-TRAVERSAL on

DPD on

IKERY>a> HEH# test

M= YA MEEEUEZEH

IKEJI—X2

JEIS SRTEME

IPsecl&®sROtF1UT4TONIIL esp

B 15ER aes-cbc-256

FREE()\w> 1) IEER hmac-shal

IPsec SA BxhBFR ih

DHIIIL—-T off

ESN(IERS -7 RAES) disable

[Psecxd SR&EGH (XS 7T) any

IPseckiSR&BH (585%) any
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config

configD2 A REVTEA T OLSRBRABICIRDET .

configlERELIF T, ether’R—NEZ. lanEF. PPPOETE . IPsecERERICDIFIHNET, TNTNICD
WTIEZB-TERBAL TVEEY,

ether 1 1 vlan untag 1

ether 2 1-4 vlan untag 2

lan 1 ip address 192.168.1.1/24 3

lan 1 vlan 2

remote 0 name PPPoE

remote O mtu 1454

remote 0 ap 0 name PPPoE

remote 0 ap 0 datalink bind vlan 1

remote 0 ap 0 ppp auth send id@isp pass@isp
remote O ap 0 keep connect

remote O ppp ipcp vijcomp disable

remote 0 ip address local XXX.XXX.XXX.XXX
remote 0 ip route 0 default 1 1

remote O ip nat mode multi any 1 5m

remote 0 ip nat static 0 XXX. XXX.XXX.XXX any XXX.XXX.XXX.XXX any 50
remote 0 ip nat static 1 XXX.XXX.XXX.XXX 500 Xxx.XxX.xXxX.xxx 500 17
remote 0 ip nat static 2 XxXX.XXX.XXX.XXX 4500 XXX.XXX.XXX.XxXx 4500 17
remote O ip msschange 1414

remote 1 name Azure

remote 1 ap 0 name IPsec

remote 1 ap 0 datalink type ipsec

remote 1 ap 0 keep connect

remote 1 ap 0 ipsec type ikev2

remote 1 ap 0 ipsec ike protocol esp

remote 1 ap 0 ipsec ike encrypt aes-cbc-256
remote 1 ap 0 ipsec ike auth hmac-shal
remote 1 ap O ipsec ike lifetime 1h

remote 1 ap 0 ipsec ike esn disable

remote 1 ap 0 ike local-idtype address

remote 1 ap 0 ike remote-idtype address
remote 1 ap 0 ike shared key text test

remote 1 ap 0 ike proposal 0 encrypt aes-cbc-256
remote 1 ap 0 ike proposal 0 hash hmac-shal
remote 1 ap 0 ike proposal 0 pfs modp1024
remote 1 ap 0 ike proposal 0 prf hmac-shal
remote 1 ap 0 ike proposal 0 lifetime 8h
remote 1 ap 0 ike nat-traversal use on

remote 1 ap 0 ike dpd use on

remote 1 ap 0 tunnel local XxX.XXX.XXX.XXX
remote 1 ap 0 tunnel remote yyy.yyy.yyy.yyy
remote 1 ip route 0 10.2.0.0/16 11

remote 1 ip msschange 1350

syslog pri error,warn,info

syslog facility 23

time zone 0900

consoleinfo autologout 8h

telnetinfo autologout 5m

terminal charset SJIS
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etherR—MDERE
FetheriRi—MIVLAN(untag)ZZIDHE TEY, NI, ZDlanEE L. PPPOEQERELIEUDEET,

ether 1 1 vlan untag 1
ether 2 1-4 vlan untag 2

wanfllomR—MNIxFLUTvlan 1%, lanfllOR— MIXFUTvlan 2%25%ELE D,

PPPOED%E
WANARIICPPPOEDEREZLE T . PPPOEDIXHSTELTvlan 1(ether 1 1 )ZIEELET.

remote 0 hame PPPoE

remote 0 mtu 1454

remote 0 ap 0 name PPPoE

remote 0 ap 0 datalink bind vlan 1

remote 0 ap 0 ppp auth send id@isp pass@isp
remote 0 ap 0 keep connect

remote O ppp ipcp vjcomp disable

remote 0 ip address local XXX.XXX.XXX.XXX
remote 0 ip msschange 1414

ID(PPPoOE) id@isp
PASS(PPPoE) pass@isp

MtufE, MssBICDWTIFEHRICENDERRDE T, [EIHRANCCHEERIZE W,

remote 0 ip route O default 1 1

PPPOEDA >4 71—RICHLTT IAN M- MR ELET .

T7PATIA—IDHEE
PPPOEDEEICTI7A 7 IA—IDFEZEIMLET .

remote 0 ip nat mode multi any 1 5m

remote 0 ip nat static 0 XXX.XXX.XXX.XXX any XXX.XXX.XXX.XXx any 50
remote 0 ip nat static 1 xXxx.XxXX.xxX.Xxx 500 XxXX.XXX.xxx.xxx 500 17
remote 0 ip nat static 2 XxX.XXX.XXX.XXX 4500 XXX.XXX.XXX.xxxX 4500 17

mode multiOFZTE(CLD. NAPTOERENBRICBRDFT .
IPsec/IKE/NZZ I —DEEZITVET

lanfil 7 RLADEETE
lanfllO7RLA%2192.168.1.1/24(35FEULF T, CDland>AT1—A(dvlian 20¥)IER— MNFED
PEETH

lan 1 ip address 192.168.1.1/24 3
lan 1 vlan 2
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IPsecDsSE

F9\ WEIT B9 TTI—A%IPsech TERLICT B, 129 T1—ADERX AT, IPsecH( T%
RELED,

IPseczBHER(CGGRTELE T,

remote 1 name Azure

remote 1 ap 0 name IPsec
remote 1 ap 0 datalink type ipsec
remote 1 ap 0 keep connect

IKEJI—-Z1
IPseci%FIEH : IKEJ1—X1RICHERUIABZHRELFT .

remote 1 ap 0 ike local-idtype address
remote 1 ap 0 ike remote-idtype address
remote 1 ap 0 ike shared key text test
remote 1 ap 0 ike proposal 0 encrypt aes-cbc-256
remote 1 ap O ike proposal 0 hash hmac-shal
remote 1 ap 0 ike proposal 0 pfs modp1024
remote 1 ap 0 ike proposal 0 prf hmac-shal
remote 1 ap 0 ike proposal 0 lifetime 8h
remote 1 ap O ike nat-traversal use on
remote 1 ap 0 ike dpd use on

remote 1 ap 0 tunnel local XxX.XXX.XXX.XXX
remote 1 ap 0 tunnel remote yyy.yyy.yyy.yyy

EaitBEHE (ke shared key). HHFE/I L RILI> RRA > M(tunnel remote) (CDWVTIE.
Microsoft Azureih—4)L Y4 MNCTHESBUTENES 238 ELE T,
lifetimel(d. AzurefIDEZEZRVELIIERTEL TZELN,

IKEJI—X2
IPseci&FIEH : IKEJI—X 2 RICUHRRUNBZRELET

remote 1 ap 0 ipsec type ikev2

remote 1 ap 0 ipsec ike protocol esp

remote 1 ap 0 ipsec ike encrypt aes-cbc-256
remote 1 ap 0 ipsec ike auth hmac-shal
remote 1 ap 0 ipsec ike lifetime 1h

remote 1 ap 0 ipsec ike esn disable

lifetimel(d. AzurefllDBZEBZIRVEIICERTEL TZEW,
AEETEBIE. IPsec(IKEJT—R2)DPFSH )L —F(Fof fBRE(CBRO>TET . PFSUIN—TOREZITS
Ha UFEEZRENIZEW,

f51) remote 1 ap 0 ipsec ike pfs modp1024
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TOfth
I—REETE . MSSIBOTEZLET . COMSSHERDTRIUEDARICEIOTEDDFT , SEIE1350%:%E

L/ig_o

remote 1 ip route 0 10.2.0.0/161 1
remote 1 ip msschange 1350
syslog pri error,warn,info

syslog facility 23

time zone 0900

consoleinfo autologout 8h

telnetinfo autologout 5m

terminal charset SJIS

AzureRADIRIEY — /)&, ICMPISETEE (AzureDARIERY N =945 — NITA5E(FARE])
NodimaEd. EGTTYS 1 BEROREZBINT A2 ERLET,
f51)  remote 1 ap 0 sessionwatch address 192.168.1.1 a.a.a.a
(a.a.a.a>REH—/12E)

P ETERENT T T,
BEICYTERsaveLTHERILET,

save
reset
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Si-RZ#E#HE L. D UBRFREINZOTHBshow access-pointdv> Rz

B TETCVNETREDOLORERMESNET .

[=—2

=17

UTHEERL TLIZE L, IEE(CIPsech’

#show access-point
remote 1 ap 0
status
since
speed
send traffic
receive traffic
type
IKE Version
IKE SA
IPsec SA

: Azure.IPsec

: connected

:Jul 4 11:41:29 2022
: not available

: not available

: not available

: IPsec/IKE

12

: established

: established

IKE SA,IPsec SAtbHlCestablished. status connectedéR>TUONISIBERENTETVETD,
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