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1.1 RTLDAYytE—D
1.1.1 S 2T LiE#E
[XwvE—)

‘init: system startup now.

(7351707 +]
LOG_INFO
=]

SRFLDEE LI L ERLET,
1.1.2 SRAT LRI UH
[(Xwt—2)

‘init: system down occurred. down code <code>

(751457 ~«]
LOG_INFO
=179

BERBICL BV RAT LAYV ZRE LIS —AJBERAEELTWVWA e EZRLET,

(N5 XEZDEK]

<code>
BEERHENRE AT —OJBROCITLATYO—R

1.1.3 RTC EE&H
[(XwvE—)

‘init: RTC acknowledge error occurred.

(7351407 ]
LOG_INFO
=]

BZINy 07 v 7%175 RTCOBEREZHRHE LI 2R LET,

1S AT LOVER—E
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12 =TI —vDAytE—>
1.2.1 W—FTa > F7—TILA—NT70—
[(Xyvt—)

‘nsm: routing table overflow. <route> from <protocol>

(73517407 +]
LOG_INFO

=0K]

IPVA =T« 2T T7—TIDIY P VBHRAREISELTVWS e, FBERERZMELICLZRLE
ED

[N X2 DEK]

<route>

E O S
<protocol>
70k aJLEER|

1.2.2 AR T4 v IRBOEBEEFRE
[(Xwt—2)

nsm: This route cannot be added because the distance is contradictory. <route> from
<protocol>

(73517407 +]
LOG_INFO

=179
BEEN O DRBESATEERREBERL LS L Led, FrhBREmemELLl e RLET,
AL # TEICERORBEEHFT 3188, BAE0DRBESL IR TE £t A.

[N XZDEK]

<route>

BHEE L 7o iRERIEER
<protocol>
70+ 3)LiER!

1.2.3 AR T4 IO ECMP A4 — N\
[(XvE—)

nsm: This route cannot be added because the number of ECMP routes has reached maximum.
<route> from <protocol>

(751407 ]
LOG_INFO

®m1EIFLOVESR—E 13



[(=0K]

RABT Ay UREROEMEHC, ZEERO ECMP A RAMEICEL TVS 1D, M GERBEREZRELIL
ZRLET,

[N X2 DEK]

<route>

BHEE L 7R BRIEER
<protocol>

70~ 3)LiER!

1.24 ECMP WREBRBRAIT A wIRBDA M) v IFF
[(Xvt—)

‘nsm: This route cannot be added because the metric is contradictory. <route> from <protocol>

(7351407 ]
LOG_INFO
=]

XUy IDRBZREE ECMPIREY LTERLES L LI, FrhRBERELILERLET,
FIL &% TEICIERORERE ECMP Ry LTERT3HA. XMy IHRALTHIBELHD £,
[N X2 DEK]

<route>

BHEE L /iR ERIEER
<protocol>

70+ 3)LiER!

1.2.5 AT IIYMNIEA—NT7O—
[(XyvtE—2)

nsm: This route cannot be added because the number of static routes has reached maximum.
<route> from <protocol>

(751407 ]
LOG_INFO

=179
RET Ay IRBEBMLES £ LIEAIC. 4T« v IRBOIY M UBHBRAEICEL TW-OREL
=l rERLET,

[N X2 DEK]

<route>

E O S
<protocol>

70Ok J)LiER)

wm1EI2FLOVESER—E 14



1.2.6 RERBEROPRT
[(Xvt—)

‘nsm: Re-registration processing of the IPv4 route was interrupted.

(51457 ~«]
LOG_INFO
=179

IPv4 ERIEROBERBE FH L & LTc
1.2.7 IP7RLZXDEIDEHT

[(XvE—)

‘nsm: <address> was assigned to <interface> from <protocol>.

(7351407 ]
LOG_INFO

(Enk]
IPv4 DHCP H—N\H' SEEBLIEIP7RLRAZEAVZ T —RICEIDY T/ ERLE T,

[N X2 DEK]
<address>
IP7EFLX
<interface>
AR TT—REA
<protocol>
70~ 3a)LiER]

1.2.8 IP 7 RLXDEE
[(Xvt—)

‘nsm: <address> cannot be assigned to <interface> from <protocol>, because duplicated.

(7351470 7T+]
LOG_INFO

(En£]
IPv4 DHCP H—N\H'SEEBLIP 7RLANEELTWVWEDH. 12T —XICEDYHTEZ I e TEAD
2l ZRLET,

(XS XZDEK]

<address>
IP7RLXR

<interface>
1VRTIT—R%

<protocol>
70~ 3)LiER]

®m1EIFLOVESHR—E 15



1.3 RIPODXwywt—>
1.3.1 N7y hRESE
[(Xyt—)

‘ripd: recv from <src-addr> (<interface>): invalid packet length(<length>)

(7351707 +]
LOG_INFO
=]

RELIERPNTY bONT Y FRNMBRETH B ZRLET,

(NS XR2DEK]
<src-addr>
RIP /N7 FDERETIP 7 RL R
<interface>
RIPNN7y b EZELEIYRZT7T—R4%
<length>
RIP N7y FDINTY bR

1.3.2 N=—2UavER

[(XvE—)

‘ripd: recv from <src-addr> (<interface>): invalid version(<version>)

(751457 ~«]
LOG_INFO
=179

SELERIPANTY FORPN=23> D0 TH3 xR LET,

(NS XEZDERK]
<src-addr>
RIP /Ny FDZEETIP PRL X
<interface>
RIPNN7wy b EZELIYR T —R4%
<version>
RIP /Xy @D RIP N— 3 V&S

1.3.3 EETR— N ESEE
[(Xvt—)

‘ripd: recv from <src-addr> (<interface>): invalid source port(<port>)

(731407 ]
LOG_INFO

1S AT LOVER—E

16



=0k]
S5 L7 RIP /347 I (RESPONSE) DEfETTK— FESH RIP R— FESTRBVWI L &ZRLET,

(/N5 X2 DEK]
<src-addr>
RIP /X7y EDIXETTIP 7 KL R
<interface>
RIPNTw b EZELIA V27— %
<port>
RIP /X7y b DZEETR— FES

1.3.4 FETIP7RLIEE
[(Xwvt—)

‘Iipd: recv from <src-addr> (<interface>): invalid source address

(7351707 +]
LOG_INFO

=0K]

25 L7 RIP /N7 F(RESPONSE)DZEETT KL ADEKRKBEDO LAV AV T RLIADBLTWS XY hT—7

THBCZTRLET,

[N XZDEK]

<src-addr>

RIP Ny FDZEETIP PRLX
<interface>

RIPNNTw b EZELIEAVE T —R%

1.3.5 TRLRT77IVEE
[(Xwvt—)

‘ripd: recv from <src-addr> (<interface>): invalid address-family(<family>)

(7351707 +]
LOG_INFO
=]

RIP /N I (RESPONSE) TRME L 7o RERIBIRD T KL X7 7 S UM AF_INET THWZ tZRLF T,

(XS X2 DEK]

<src-addr>

RIP /X4y FDIXETTIP 7 KL R
<interface>

RIPNN7w b EZELEAIVRZT7T—R4%
<family>

RIP/N7w FCEELETRLRT 7Y

1S AT LOVER—E
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1.3.6 RERBE®RHD CERER
[(Xvyvt—2)

‘ripd: recv from <src-addr> (<interface>): invalid address (RTE=<address>/<mask> [<metric>])

(751457 ~«]
LOG_INFO

=]

RIP /X7y I (RESPONSE) TRAE L TeRBRBEBHRODH THEN TO—RF v AT RL R Feld L—TNv o7
RLATHZERLETD,

(NS X EZDEK]

<src-addr>

RIP /N 7w FDIXETTIP 7 RL R
<interface>

RIPNTw b ZZELIA V27— %
<address>

RIPNTw FhTRELIEHTETRLR
<mask>

RIP NNy FTRIELIENYRIE
<metric>

RPNy FTRELIEX NI YYD

1.3.7 JRIVEEE
[(Xwvt—)

‘Iipd: recv from <src-addr> (<interface>): invalid mask (RTE=<address>/<mask> [<metric>])

(735177 +]
LOG_INFO

=19
RIP /¥4 v I (RESPONSE) T&HE L 1-iR RIS D H TEN. YRV EQHEEBITVWB L AERLET,
(XS X2 DEK]

<src-addr>

RIP Ny FDZEETIP P RL X
<interface>

RIPNN7y b EZELIEAIYRZT7T—R4%
<address>

RIPINT Y FTRIELIHTHRTFLR
<mask>

RIPNNT Y FTRIELIEYRIE
<metric>

RIP /N7y FTRIELIEX NI w D

®m1EIFLOVESR—E 18



1.3.8 XrJyOREE
[(Xvt—)

‘ripd: recv from <src-addr> (<interface>): invalid metric (RTE=<address>/<mask> [<metric>])

(51457 ~«]
LOG_INFO

=]

RIP /X% (RESPONSE) CEE L 1=BRIBHMOA L) v IH 0 TH B, Fiid. 16 EOHBARTVWIe%ERLE
ER

(NS A ZDEK]

<src-addr>

RIP /N7y FDIRETIP 7 RL R
<interface>

RIPNTw b ZZELIA V27— %
<address>

RIPNTw hTRELIEHTETRLR
<mask>

RIP NNy FTRIELIENYRIE
<metric>

RIPNNT Y FTRELIEX NI Y

139  RIPIL—F4FF—TIA—NTO—(RIP )7 v FZE)
[(XyvtE—)

‘Iipd: RIP routing table overflow. <address>/<mask> from <src-addr>

(735170 7+]
LOG_INFO

=079
RPIN—FTa I T—TIOITY FIEHARAKEISGELTWS S, FHf-ICSELRRBERERELCLE
~LFET,

[N X B2 DEK]

<address>

IRE SN RRIBFROH T
<mask>

REINIRERIEROTIIE
<src-addr>

RIP /N7y FDXETTIP 7R LR

1.3.10 RIPI—FTa I TF—=TILA—N70O— (BEGREZE)
[(Xwt—2)

‘ripd: RIP routing table overflow. <address>/<mask> redistribute from <protocol>

®m1EIFLOVESR—E 19



(51457 ~«]
LOG_INFO

=)
RPIL=—FT a4 >IT—TILDOIY FUBHGRABISELTWS O, FiIf-LBRABRREREL-CERLE
ER

[N X2 DEK]

<address>

IRESNRRBEROH TR

<mask>

WEINIRRBEROTRAIE
<protocol>

BEREAREOIN—T 770 3)LiER]

1311 A2 71— ARRBHRA—/N70—
[(Xwvt—2)

‘ripd: connected route overflow. <address>/<mask>

(731407 ]
LOG_INFO

=079
BEHAINT V27 1 —ARBRERDPEREISEL TWS 0. FiIfcR1I U2 71— ARRIERERELC
cERLET,

[N X2 DEK]

<address>
HEINRRBEROH THE
<mask>
WEINTRBEBROTRAIE

wm1EI27LO00EE—2E 20



14 BGPADAyt—
1.4.1 I—H—T714—ILREE
[(Xyt—])

bgpd: <address> <direct> NOTIFICATION 1/1 (Message Header Error/Connection Not
Synchronized.) <detail>

(751407 ]
LOG_INFO

=19
FUBT—D—T4—LREBELICLERLET,

(NS5 X2 DEK]
<address>
HEFEBOIP7RLZR
<direct>
"received"IIMEFRITEEEZRH L. BRAICZOREEZ@HMLIECCERLET,
"sending"lZEAITEEERE L. BFAICZOEEEZBMLI-ZeERLET,
<detail>
BE R - EROFMEER

1.4.2 Xyt—EEE
[(XyvtE—2)

‘bgpd: <address> <direct> NOTIFICATION 1/2 (Message Header Error/Bad Message Length.)<detail>

(73514707 +]
LOG_INFO
=]

RERBEANDOA v E—IVRDODA Y E—CZREFELIICZEZRLET,

[N X B2 DEK]

<address>
HEFEBDIP7RLZ
<direct>
"received"IIMEFMTEEEZRE L. BAICEOEREZBMLIEC L ZRLET,
"sending"lZEAITEEERHEL. BFAICZOEREEZBMLIECERLET,
<detail>
BE B o FEROFEER

1.4.3 Xwt—S8ATEE
[(XwvE—2)

‘bgpd: <address> <direct> NOTIFICATION 1/3 (Message Header Error/Bad Message Type.)<detail>

(7351407 +]
LOG_INFO

®m1EIFLOVESR—E 21



[=0k]
BR-IADRA Y-V 81 TERELLIEERLET,

(NS X2 DEK]
<address>
HEFEBDIP7RLZX
<direct>
"received"IIMEFAITEEEZRH L. BAICZOREEZ@HMLIECCERLET,
"sending"lZERAITEEEREL. BFAICZOEREEZBMLI-ZeERLET,
<detail>
BE R - EROFMEER

1.4.4 Xyt —IAVvAREEG T ITo—— REBETA
[(Xyt—2)

bgpd: <address> received NOTIFICATION 1/<subcode> (Message Header Error/Unrecognized Error
Subcode) <detail>

(751457 +]
LOG_INFO
=179

XytE—IANySHEE NOTIFICATION 225 L. YT S—O—RZEFEHBTEAL >l ERLET,

(NS X2 DERK]
<address>
HBFEEDIPT7RLZR
<subcode>
HJIZ5—a—FK
<detail>
BR 4o EROFEELR

1.4.5 N—U3VER

[(XvE—)

bgpd: <address> <direct> NOTIFICATION 2/1 (OPEN Message Error/Unsupported Version
Number.)<detail>

(7351707 +]
LOG_INFO
=]

YR—FADBGP N=I 3> DRAyE—DZREFELIIEZERLET,

[INZ XL DEK]

<address>
HFEEDIP 7RL X
<direct>
"received"IIMEFAITEEEZRH L. BAICZOREEZ@BHMLACcERLET,

®m1EIFLOVESR—E 22



"sending"IFBRITEEZREL. BFAICZORBEZBMLICERLED,
<detail>
BB 2o RR O HER

1.4.6 ASESEE
[(XwvE—)

‘bgpd: <address> <direct> NOTIFICATION 2/2 (OPEN Message Error/Bad Peer AS.) <detail>

(7351407 ]
LOG_INFO
=]

RENDASESTIIFBRAEFELCASBESEZZELILIEZRLET,

(X5 X2 DEK]
<address>
HBFEEDIPT7RLZR
<direct>
"received"IIMEFMTEEEREL. BAICZOEREEBMLILCETRLET,
"sending"IFBRITEEZREL. BFAICZORBZBMLIICERLED,
<detail>
BR G o EROFEER

14.7 BGP-ID E&
[(XvE—)

‘bgpd: <address> <direct> NOTIFICATION 2/3 (OPEN Message Error/Bad BGP Identifier.) <detail>

(73514707 +]
LOG_INFO
=]

AEHRBGP-ID ZRELICLZRLET,

(NS A ZDEK]

<address>

HBFEEDIPT7RLR

<direct>
"received"IIMEFAITEEEZRHE L. BRAICZOBREZ@HMLECCERLET,
"sending"IFBRITEEERE L. BFAICZOREZBHMLI-CcERLET,
<detail>

BRE 4o R OFEER

1.4.8 HR—MNA T3
[(Xvt—2)

bgpd: <address> <direct> NOTIFICATION 2/4 (OPEN Message Error/Unsupported Optional
Parameter.)<detail>

E1E T LOVER—E
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(51457 ~«]
LOG_INFO

=0k]
BR— I ADF TS 3V EBELICEETRLET,

(N5 X2 DEK]
<address>
HBFEEDIPT7RLZR
<direct>
"received"IIMEFMTEEEZRE L. BAICZOEREEBMLILCLEZTRLET,
"sending"IFBRITEEERE L. BFAICZOREZBHMLI-CCERLET,
<detail>
B Ao EROFEER

1.4.9 BRI
[(XvE—)

bgpd: <address> <direct> NOTIFICATION 2/5 (OPEN Message Error/Authentication
Failure.)<detail>

(7351707 +]
LOG_INFO
=]

SRELICKRMLIcC e ZRLET,

(N5 X2 DEK]
<address>
HEFEBEDIP 7RLZX
<direct>
"received"IIMEFAITEEEZRH L. BAICZOEREEZBHMLAcERLED,
"sending"IFBEMITEEZRE L. BFAICZOEREEZBHLICcERLET,
<detail>
BE 5o EROFEER

1410 HOLD BRI 1 ANKE
[(Xvt—2)

bgpd: <address> <direct> NOTIFICATION 2/6 (OPEN Message Error/Unacceptable Hold
Time.)<detail>

(7314707 +]
LOG_INFO
[(=0K]

RIFANARA R HOLD K ZREL 2R L& Yo

®m1EIFLOVESR—E 24



(N5 X ZDEK]
<address>
HFEBOIP7RLZR
<direct>
"received"IIMEFAITEEERH L. BRAICZOREEZBHMLILCcERLET,
"sending"IFBMITEEZRE L. BFAICZOEREEZBHLICcERLET,
<detail>
BERE B - EROFEER

1411 74 NED T ZIFANSE]
[(Xvt—2)

bgpd: <address> <direct> NOTIFICATION 2/7 (OPEN Message Error/Unsupported
Capability.)<detail>

(751407 ]
LOG_INFO

=0k]
BFANTARTANEY T4 2RELICEZRLET,

[INS X2 DEK]

<address>

HEFEBOIP7RLZX

<direct>
"received"IIMEFAITEEEZRH L. BRAICZOREEZ@HMLIECCERLET,
"sending"lZEAITEEEREL. BFAICZOEEEZBMLI-ZERLET,
<detail>

BE - EROFMEER

1412 OPEN Xwt—SREHIIS—I— REEFT
[(XvtE—)

bgpd: <address> received NOTIFICATION 2/<subcode> (OPEN Message Header Error/Unrecognized
Error Subcode) <detail>

(7351407 ]
LOG_INFO

[=0k]
OPEN Xy tz—R% NOTIFICATION Z2fEL. #7I5— - RERBTE LD oI LERLET,

(N5 X2 DFEK]

<address>

HFEBEDOIP 7RLX
<subcode>
HJI>5—13—FK

<detail>

BB B o EROFMIEEHR

®m1EIFLOVESHR—E 25



1.4.13 BEER
[(XvE—)

bgpd: <address> <direct> NOTIFICATION 3/1 (UPDATE Message Error/Malformed Attribute
List)<detail>

(73514707 +]
LOG_INFO

[=0k]
RELI B OMEBRICRENRE L ERLET,

(NS X2 DEK]
<address>
HFEBODIP7RLZ
<direct>
"received"IIMEFAITEEEZRH L. BAICZOREEZ@MLICCERLET,
"sending"IFBEMITEEZRE L. BFAICZOEEZBHLI-CERLET,
<detail>
BEE B - EROFHER

1.414 HR—bABXEM
[(Xwt—2)

Attribute.)<detail>

bgpd: <address> <direct> NOTIFICATION 3/2 (UPDATE Message Error/Unrecognized Well-known

(731407 ]
LOG_INFO

=0k]
BR— AORMEBRABEE LTRELLIEERLES,

(/X5 X2 DEK]

<address>

HBFEBDIP7RLZ

<direct>
"received"IIMEFRITEEEZRHE L. BAICZOBREZ@HMLIECCERLET,
"sending"IFBRITEEERE L. BFAICZOREEZBHLI-CCERLET,
<detail>

BE 4o EROFEER

1.415 BEIHIEMDEX
[(Xvt—2)

bgpd: <address> <direct> NOTIFICATION 3/3 (UPDATE Message Error/Missing Well-known
Attribute.)<detail>

(7351407 ]
LOG_INFO

1S AT LOVER—E
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[=0k]
UPDATE Xy —Y%ZELE LIch. BELREMNTRTESZVERATLL,

(NS X2 DEK]
<address>
HEFEBOIP7RLZX
<direct>
"received"IIMEFAITEEEZRHE L. BAICZOREEZ@MLIECCERLET,
"sending"lZERAITEEEREL. BFAICZOEREEZBMLI-CeERLET,
<detail>
BE R - EROFMEER

1416 REBMIZITESE
[(Xyt—)

bgpd: <address> <direct> NOTIFICATION 3/4 (UPDATE Message Error/Missing Well-known
Attribute.)<detail>

(751457 ~«]
LOG_INFO
=179

BHLRME TSV ERELILICEZRLET,

(NS XEZDERK]
<address>
HFEEEDIP 7RLZR
<direct>
"received"IIMEFMTEEEZRE L. BAICZOEREEBMLILCLETRLET,
"sending"IFBRITEEZRHL. HFAICZOBREZ@BMLIZCCERLED,
<detail>
HE - RROFMIER

1.4.17 BEHRES
[(Xvt—)

bgpd: <address> <direct> NOTIFICATION 3/5 (UPDATE Message Error/Attribute Length
Error.)<detail>

(7351707 +]
LOG_INFO
=]

FUREORMERZZE LI ERLET,
[NZ XE2DEK]

<address>
HBFEBEDIPT7RLX

1S AT LOVER—E
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<direct>
"received"IIMEFAITEEEZRH L. BAICZOREEZ@HMLALCcERLED,
"sending"IFEMITEEZRE L. BFAICZOEEZBHLICERLET,
<detail>

BE 5o FEROFEER

1.4.18 ORIGIN B4ERE
[(XwvE—)

bgpd: <address> <direct> NOTIFICATION 3/6 (UPDATE Message Error/Invalid ORIGIN
Attribute.)<detail>

(7351407 ]
LOG_INFO

=0k]
FHLED ORIGIN B ZRME LI L ERLET,

[N X B2 DEK]

<address>

HEFEBODIP7RLZX

<direct>
"received"IIEFRTREEZRE L. BAICEOEREZBMLIC L ZRLET,
"sending"lZERAITEEEREL. BFAICZOEREEZBMLIEZERLET,
<detail>

BE R - EROFMEER

1419 Xytv—2I)IL—7
[(Xyvt—2)

‘bgpd: <address> received NOTIFICATION 3/7 (UPDATE Message Error/AS Routing Loop.) <detail>

(735177 +]
LOG_INFO

=0K]

HFATRERIERZE T EIAVE—INASETIL—FLTWVWE I cZzREL. BRICZOEEZBMLIC
cERLET,

[N X2 DEK]

<address>
HFEBDIP7RLZ
<detail>

BE R o FEROFEER

1.420 NEXT-HOP EMER
[(Xyt—2)

bgpd: <address> received NOTIFICATION 3/8 (UPDATE Message Error/Invalid NEXT_HOP
Attribute.) <detail>

®m1EIFLOVESR—E 28



(751407 +]

LOG_INFO
=009

RYAfBO NEXT-HOP B ZZMEL L L ERLE T,
(/X5 X2 DEK]

<address>
HBFEEDIPT7RLZR
<detail>
BER B o EROFEER

14.21 FToa > ENHERE
[(XvE—)

bgpd: <address> received NOTIFICATION 3/9 (UPDATE Message Error/Optional Attribute Error.)
<detail>

(51474057 +1])

LOG_INFO
6=

HEATRYEA T aVvEEESEL. BRICZOREEBHLACEERLET,
[N X2 DEK]

<address>
HFEEDIP 7RL X
<detail>

BE B o FEROFHEER

1422 AHEKRIER
[(Xwt—2)

bgpd: <address> <direct> NOTIFICATION 3/1@ (UPDATE Message Error/Invalid Network Field.)
<detail>

(7351407 ]
LOG_INFO

=0k]
FUREORBEREZEL LI LERLET,

(/X5 X2 DEK]

<address>

HBFEBEDIPT7RLR

<direct>
"received"IIMEFRITEEEZRHE L. BAICZOREZ@MLIECCERLET,
"sending"IFBERITEEERE L. BFAICZOEEZBHLI-CCERLET,

®m1EIFLOVESR—E 29



<detail>
BE %o EEROMER

1.423 AHAS_PATH
[(Xwt—2)

<detail>

bgpd: <address> <direct> NOTIFICATION 3/11 (UPDATE Message Error/Malformed AS_PATH.)

(751407 ]
LOG_INFO

=1
FUBMBD AS_PATH 225 L L ERLE T,

[INS XA DEK]

<address>
HEFEBOIP7RLZX
<direct>
"received"IZMEFAITEEEZRHE L. BAICZOREZ@HMLIECCERLET,
"sending"lZEAITEEEREL. BFAICZOEEEZBMLI-ZeERLET,
<detail>
BE 4o KRR OFEER

1.4.24 UPDATE Xwt—CEEY J IS5 —I— REBEARA
[(XvE—)

Error Subcode) <detail>

bgpd: <address> received NOTIFICATION 3/<subcode> (UPDATE Message Header Error/Unrecognized

(7351407 ]
LOG_INFO
=]

UPDATE Xt —E & NOTIFICATION Z2fEL. ¥ 7 I S—1—RZEBHETET N> ZZRLET,

(NS X2 DERK]
<address>
HFEBDIP7RLZ
<subcode>
HJIS—a-—RK
<detail>
B G o EROFEER

1.4.25 HOLD BRE&E 7
[(Xvt—)

‘bgpd: <address> <direct> NOTIFICATION 4/0@ (Hold Timer Expired) <detail>

E1EOXTFLOTE

B8
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(51457 ~«]
LOG_INFO

=0k]
HBFRC OWBEREN T TS T—> 3 Y LEBRO HOLD BEEZEBLI L ERLET,

(N5 X2 DEK]
<address>
HBFEEDIPT7RLZR
<direct>
"received"IIMEFMTEEEZREL. BAICZOEREEBMLILCLEZTRLET,
"sending"IZBRITEEERE L. BFAICZOREZBHMLI-CCERLET,
<detail>
BR 4o EROFEER

1.426 REPIKREFE
[(Xvt—)

‘bgpd: <address> <direct> NOTIFICATION 5/0@ (Finite State Machine Error) <detail>

(751407 ]
LOG_INFO

=0k]
bgpd EBDREICFENRELLILERLET,

(/X5 X2 DEK]

<address>

HBFEBDIP7RLZ

<direct>

"received"IZMEFRITEEEZRHE L. BRAICZOREZ@MLIECCERLET,
"sending"IFBRITEEERE L. BFAICZOEEZBHLICCERLET,
<detail>

BRE 4o EROFEER

1.4.27 BGP w3 UiRTY
[(XvE—)

‘bgpd: <address> <direct> NOTIFICATION 6/0 (Cease) <detail>

(7314707 +]
LOG_INFO

=0k]
BGP Dty > a v ERT LIl L &RLET,

(XS XZDEK]

<address>
HFEEBEDIP7RLZR

1S AT LOVER—E



<direct>
"received"(FHEFRTBGP Dty a VxR T LIEZERLED,
"sending"IFBMITBGP Dty 3 >vEKRT LI ZRLET,
<detail>

BE 5o EROFEER

1428 I5—1— FEREFRA
[(Xyt—2]

bgpd: <address> received NOTIFICATION <code>/<subcode> (Unrecognized Error Code/
Unrecognized Error Subcode) <detail>

(7351707 +]
LOG_INFO

=]
NOTIFICATION £2fsL. T5—O—RERFTE AN oI ERLED,

[INS XA DEK]

<address>
HBFEEBOIPT7RLZX
<code>

I>—3—F

<subcode>
HJI>—d—RK

<detail>

BE 5o FEROFHEER

1.429 RENEEHLSDEHZE
[(Xwt—2)

‘bgpd: <address> BGP connection IP address is not configured

(7351707 +]
LOG_INFO
=]

RESNTVWBVWEBED SERBEREZRELILICZRLET,

[N X2 DEK]

<address>
BREKRET REEDIP7RLX

1430 BGPI—FT« I FT—TILA—/N70O—(UPDATE /N7y hZ1E)
[(XwvE—)

‘bgpd: BGP routing table overflow. <route> from <address>

(73517407 +]
LOG_INFO

1S AT LOVER—E
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(Enx]
BGP IL—F 4 VI F—TIDIY FUBHBABEISELTVB 0. FIricSELRRIEREWELLC E
RLET,

[N XZDEK]

<route>
BHEE L 7o iRERIEER

<address>
REREREXELICEFEBDIP 7L

1431 BGPI—FTa > d57—TILA—N70—(BEGEREZE)
[(Xvt—)

‘bgpd: BGP routing table overflow. <route> redistribute from <protocol>

(75147 +]
LOG_INFO

=]

BGPIL—FT 1 I T—TIDIY N VEHERKEISEL TV, il hBRARERERELICCZRLE
ER

[N X2 DEK]

<route>
BHEE L 7o iRERIEER
<protocol>
BEREAREDOI—T 2770 3)LiER]

1.4.32 BGP v g oA —N
[(XvtE—)

‘bgpd: <address> BGP session is failed.(too many sessions)

(FZ1474)57+1])
LOG_INFO
=079
BGP v a vHARABIGEL TWRTSH. B BGP Yy a3 v DEmICKKMLI-CcERLET,

(XS X2 DEK]

<address>
HFEEBEDOIP7RLZX

1.4.33 BGP J L —X7IJ)L) X% — MLIBRALG
[(Xvt—)

‘bgpd: <address> BGP started graceful-restart processing.

®m1EIFLOVESR—E 33



(51457 ~«]
LOG_INFO

=)
HFEEBEORBTIL—X 7L RAZ— MBI LI-CtERLET,

(NS A ZDEK]

<address>
BFEEBEDIPT7RLZX

1.4.34 BGP JL—X7IJL) R X — NLIBIRTY
[(Xvt—2)

‘bgpd: <address> BGP completed graceful-restart processing.

(7351407 ]
LOG_INFO

[=0k]
HFEBLOBMOY L -2 T Y X8~ MUBNRT Lt ERLET,

(N5 X2 DFEK]

<address>
HAFEBEDIP 7RLX

1435 BGPJL—X7TI)LU X% — ~rlif
[Xyt—]

bgpd: <address> BGP stopped graceful-restart processing by the OPEN message without restart
directions.

(73514707 +]
LOG_INFO

=]

JL—X7IL)XRZ— FLIEBRIZ, BFEEHS ) XX — MEBIETUAD OPEN X vt —J#2E L 70,
FJL—RTILIZAEZ— DB ERIFLIECEEZTRLE T,

[N X2 DEK]

<address>
HFEEBEDOIP7RLZR

1.4.36 BGP UXRX— K RAIET
[(Xvt—2)

‘bgpd: <address> BGP stopped graceful-restart processing by timeout of a restart-timer.

(F351F40 7]
LOG_INFO

wm1EI2FLOVESR—E 34



[(=0K]

JRA—RRAIDZA LTI LT, BFEEBrORDIL—IXTILY XE— FOMWMIBERIFLIEZ %
~LFT,

[N XZDEK]

<address>
HFEEBEDOIP7RLZR

1437 BGPstale #1<i&a7T
[(XvE—)

‘bgpd: <address> BGP deleted stale routes received from neighbor by timeout of a stale-timer.

(731407 ]
LOG_INFO

=]

HFEBC ORI stale A IDB XA LTI LIS, HEEEHNSZEL TLVE stale BEZHIBRLIEC
#RLET,

(/X5 X2 DEK]

<address>
HFEBEDIP 7RLX

1.4.38 4F 057w bk AS BESEKRYAR— FMEFESE & DES
[(Xvt—)

‘bgpd: <address> BGP neighbor does not support 4-octet AS number.

(73514707 +]
LOG_INFO
=]

40Ty RASBEBEHR— ML TULWAWMEFEBCEGRLI-CERLES,
AXYE—JEAREBDAS BB LTI0ULEEHRELLBEICEAINET,

(NS X R2DEK]

<address>
BFEEBEDIPT7RLZX

1.4.39 BGPtzwy>3a>o7
[(XwvE—)

‘bgpd: <address> BGP session was cleared by operation command. <option>

(751457 +])
LOG_INFO
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[=0k]
BIEATYRICED BGP £y > a>h o U PEN R RLET,

[N XZDEK]

<address>
HEFEBDIP7RLZ
<option>
BEITY RETREOA T3>
none
BGP w3 > OBERZT oIl Zm LY.
soft out
B zBLRLECZRLETD,
softin
BEROBLERZERLI-CtzRLETD,
soft both
BREOBLEBSLIUVBLEBEKRLILCCEZTRLET,

1440 JL—hKUTLwPaXyt—U%F
[(XwvtE—)

‘bgpd: <address> received ROUTE-REFRESH Message. <AFI/SAFI>

(751457 ~«]
LOG_INFO
=179

IW=bUTLy2aXytE—C%2RFELIlCZRLET,

[N A R2DEK]
<address>
BFEEBEDIPT7RLZX
<AFI/SAFI>
EESNLETRLRT7 73
1441 JL—FUTJLyDaXyt—IKERA

[(XvE—)

‘bgpd: <address> ROUTE-REFRESH Message was not transmitted. <AFI/SAFI>

(751457 ~«]
LOG_INFO

=)
HEEBICIL—FUITL YD atEAN D 57D T ROUTE-REFRESH X wE—J%#FELED T ERL
9,

[N X2 DEK]

<address>
BFEBEDIPT7RLX
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<AFI/SAFI>
BESNLETRLRAT 73U
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1.5 OSPFDODAvwvt—o
1.5.1 T 7 ID A —E
[(Xyt—)

ospfd: interface <interface>:<address>: ospf_read from <router_id> invalid Area ID

<area_id>.
(751474 FT 1]
LOG_INFO
=)
AVRATIT—RIHEESNTVWBRIUTID EBELIEXvE—JICRESNTVWS I U7 IDHPREAE->TWS
_tZRLET,
(NS XZDEK]
<interface>
AT T—R%
<address>
AVRTT—ADT KL X
<router_id>
JL—A&ID
<area_id>

ZIELT- OSPF X w—IAWHICRESNTWBIUTID
1.5.2 PRI A A A—K
[(Xyt—2)

ospfd: interface <interface>:<address>: ospf_read from <router_id> authentication type
mismatch.

(7351407 ]
LOG_INFO

=]

AVRTT—RACRESNTVBRRIEAANEFEBCER>TVWE e EZRLET,
N=FvILU >V IDERIATIE. 12T —RBELTVLINKDARTEIN, PRLARERRINEE Ao

(N5 X2 DEK]
<interface>
AVRTIT—RE
<address>
AVRTT—ADT7RLR
<router_id>
JL—% 1D

1.5.3 T ¥ X FEREERA—
[(Xvt—)

‘ospfd: interface <interface>:<address>: ospf_read from <router_id> authentication failed.
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(51457 ~«]
LOG_INFO

=]

AR TT—RTWESNTWVWS TF X MEREERF 713 MD5 585 ID PMEFREBECEL>TWS e ZRL

=
N=F VLIV IDFFEETIE. A>T —XBLLTVLINKDBERTREIN, 7RLARFRTEINFE A,

(NS X2 DERK]
<interface>
AR TIT—RE
<address>
AVRITT—ADT RL R
<router_id>
JL—% 1D

154 MD5 EREEEAR—EK
[(Xvt—2)

ospfd: interface <interface>:<address>: ospf_read from <router_id> md5 authentication
failed.

(7351707 +]
LOG_INFO

=0K]

IR TT—RTREETNTVS MDS SRRERDIBFRBEEEL > TWVWE I eZRLEY,
N=F vV IDREETIE. 12T —RBELTVLINKHARTEN, 7RLREFIRTEINEEA.

(NS X2 DEK]
<interface>
1B TT—R4%
<address>
AVRITT—ADT RL R
<router_id>
JL—Z 1D

1.5.5 Iy hNI—UOTRIVEFR—HK
[(Xwt—2)

‘ospfd: RECV[Hello]: From <router_id> NetworkMask mismatch.

(73517407 ]
LOG_INFO
=]

<router_id> TR I — R BEBTA VAT I—RCHRESNLIRXIENEL>TWVWB I ERLES,

1S AT LOVER—E



[N X2 DEK]

1.5.6

<router_id>
JL—A& ID
Hello /X% v R X{ERRDA—

[(Xyt—2)

‘ospfd: RECV[Hello]: From <router_id> HelloInterval mismatch.

(73514707 +]
LOG_INFO
=]

<router_id> TRIIL—R L BEET Hello X v FXERROBREENER > TVWB I ERLET,

(/N5 X2 DEK]
<router_id>
JL—Z ID
1.5.7 %)l — 2= LS ER O AR —

[(XvtE—)

‘ospfd: RECV[Hello]: From <router_id> RouterDeadInterval mismatch.

(73514707 +]
LOG_INFO
=]

<router_id> TRIIIL—F E BEBTHE/I — 2 LREEBBOXREBNER > TWVWE I ERLET,

[INS X2 DEK]

1.5.8

<router_id>
JL—4ID

T)7E2ATDAR—E

[(XvE—)

ospfd: RECV[Hello]: From <router_id> option mismatch: my options: <my_option>, his options
<his_option>

(7351707 +]
LOG_INFO
=]

<router_id> TRYIL—R L BEEBT. TVT7EA1TORTEEHIER>TVWBR I ERLET,

[N X ZDEK]

<router_id>
JL—& 1D
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<my_option>
BEBICRESNTWBR IV 721 T2UTICRLED,
"2 transit"
transit T 7
"0 stub"
stubT 7
"8 nssa"
# stub T ') 77(nssa)
"nnn unknown"
ANV T RS
nnn iIZi&. TUT7RA T2 RIEHIRRINET,
<his_option>
router_id TRENBIL—RICRESNTVWEB IV 7R T2 UATICRLE T,
"2 transit"
transit T1J 77
"0 stub"
stubT 7
"8 nssa"
# stub T ') 7(nssa)
"nnn unknown"
o707
nnniZld. TUF7RA T2 RndEIRRRIEINET,

1.5.9 LSA R RE A — /N
[(Xvt—2)

‘ospfd: RECV[LS-Upd]: From <router_id> LSDB overflow.

(7514217 ]
LOG_INFO
=]

LSDB T. LSAmA#=BZ -z LT,

(NS A ZDEK]

<router_id>
LSAXfEmIL—4& ID
=2 IDHBEEE/IL—2ZID DBE. BERGEEETTRLET,

1.5.10 JL—2 ID DEE
[(Xvyvt—2)

‘ospfd: RECV[Hello]: router-id <router_id> duplicated.

(51457 ~«]
LOG_INFO
=179

BEBrAUIL—2ID 2 EHAT 3 RBERE LI LERLES,

1S AT LOVER—E
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[N X2 DEK]

<router_id>
JL—& 1D

1.5.11 MTU fEDA—E
[(Xyt—2)

‘ospfd: RECV[DD]: From <router_id> <interface>:<address> MTU mismatch.

(73514707 +]
LOG_INFO

(=]
BHEIL— 2 DA VR T T —RITRESINTULS MTUEN. BRELDHAZIVWIEZTRLEY,

[N XZDEK]

<router_id>

BE)L—2 1D
<interface>

1R TT—R%
<address>
AVRITT—ADT RL R

1.5.12 SPFEAET—TILEA—N
[(Xvt—2)

‘ospfd: Area ID <area_id>: SPF calculation table overflow.

(73517407 +]
LOG_INFO
=]

SPFHET — T BN HFRBEEBR L ERLET,
(X5 XE2DEK]

<area_id>
SPFEET— 7 I BHFREEZBX TV T ID

1.5.13 OSPFEEXEUA—N
[(Xvt—)

‘ospfd: Temporary memory allocation failed.

(751707 +]
LOG_INFO
=]
OSPFIL—7 ¢ I THEATBEEXEDFREEZBZ LIcOICRRIBRO—MEREL 2R LE
EX
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1514 ZMEFEYAIZBRAT/NT Y FDOIFE
[(Xvt—2)

‘ospfd: RECV: packet from <address> ignored. (size too big)

(751457 ~«]
LOG_INFO

[=0K]

<address> TRITZRL AW S, BEAREY A IULD IP STy b ESELT-ORYNTY R EBHELRC
cxERLET,

(NS A EZDEK]

<address>
INTy RDZXETTIP PRLR

1.5.15 [EHERERER
[(Xvt—2)

‘ospfd: interface <interface>:<address> : neighbor <router_id> down detection. (<old_state> -> Down)

(7351407 ]
LOG_INFO
=]

OSPF B5#% )L — 2 {= 1L FESERAPR(dead interval) DRGIC Hello /X4y b EZETEF. BiHEIL—4X & D OSPF B
Bk ni-CrxRmLET,

(N5 X2 DFEK]

<interface>

BEBDI V271 —X4%

N—=F %)) VOB TIEVLINK ERREINE T,

<address>

BEBDI VR TIT—ADTRLZR

<router_id>

BHEIL—2 D

<old_state>

BHERRDI KON ZRIDOBEEIL — 2 L DIREE
Full,Loading,Exchange,ExStart,2-Way D E A DREHFRRINE T,

1.5.16 connected B A—/NT70O—
[(Xwvt—2)

‘ospfd: connected route overflow. <route>

(751407 ]
LOG_INFO
=]

BEfHR SN connected BRI LIRMEISEL TWB 128 Hi7-%4 connected BB ZWEL/-CERLET,
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[N X2 DEK]

<route>
I¥ZE L 7= connected fRIKIEIR
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16 IL—TFTa2IIX—TvDXyE—I(IPV6)
161 =T ¥IT—TLF—-NT0O-
Xy t—2]

‘nsm: IPv6 routing table overflow. <prefix>/<prefixlen> from <protocol>

(735147407 +]
LOG_INFO

(Znk]

IPV6 L—FT 1 2T T—TIDIY FVEHRKMEISEL TWVWS T, HITBRBERERELCCCZTLE

ED

[N X2 DEK]

<prefix>/<prefixlen>
E Oy S
<protocol>

70k aJLEER|

1.6.2 IPv6 7L 74w ZADAIDHT
[(Xvt—2)

‘nsm: <prefix>/<prefixlen> was assigned to <interface> from <protocol>.

(7351707 +]
LOG_INFO
=]

IPv6 DHCP —N\D'SERB LI IPV6 LT 4w I RZA VR T T —RUCEIDE T ZRLEY,

[N XZDEK]

<prefix>/<prefixlen>

IPv6 7L 714w O RETL T4 v I RE
<interface>

1V TT—2R%

<protocol>

70O kLR

1.6.3 IPv6 L7 a1 wv o ADEE
[(Xvt—)

nsm: <prefix/prefixlen> cannot be assigned to <interface> from <protocol>, because
duplicated.

(7351477 +]
LOG_INFO

1S AT LOVER—E
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(Ek]
IPv6 DHCP h—N\H' 5B L IPv6 FL T4 v I RADBEEL TVWE D, 1VFT—XICEIDYETEZZH
TEah»fleZzRLEY,

[N XZDEK]

<prefix>/<prefixlen>

IPv6 LT v ORETL T4 vIRE
<interface>

1VRTIT—R%
<protocol>

70~ 3aJ)LiER|]

1.6.4 IPv6 R X T« v I RBEDOBLEFE
[(XyvtE—2)

nsm: This route cannot be added because the distance is contradictory. <prefix/prefixlen>
from <protocol>

(51457 ~«]
LOG_INFO
=179

BRED 0 DEREZALEERRZERL IO L L. FIloBRBBERERELICCEZTRLET,
BLHTERICEROERZERT 555, BEE0DERZSCILIEITEREA.

(NS XZDEK]

<prefix/prefixlen>
BEE L 7R ERIEER
<protocol>

70O kLR

165  IPv6 REF 1 v VRE&D ECMP &
[(Xvt—)

nsm: This route cannot be added because the number of ECMP routes has reached maximum.
<prefix/prefixlen> from <protocol>

(7351707 +]
LOG_INFO

=079
AA—)LARXRMERZIBENT TICEEL TWVWBR O, FEICBIMLESE LEREZ T v IORBRBERELLC
tzmRLET,

[IXZ X2 DEK]

<prefix/prefixlen>
IHEE L /iR ERIEER
<protocol>
70Ok aJLiER
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1.6.6 IPv6 XX T 4w I M)A —NT70—
[(Xvt—)

nsm: This route cannot be added because the number of static routes has reached maximum.
<prefix/prefixlen> from <protocol>

(73514707 +]
LOG_INFO

[(=0K]

AETA Vv IRBREEBMLES L LIBEIC. AT« v IVRRBOTY b BHRAMEICSEL TV OREL
R LET,

[N X2 DEK]

<prefix/prefixlen>
BHEE L /iR ERIEER
<protocol>
70k 3a)LiER]

1.6.7 RIRBEERO PR
[Xvt—2)

‘nsm: Re-registration processing of the IPv6 route was interrupted.

(735177 +]
LOG_INFO
=]

IPV6 EERIBIROBERUIEZ FBTL X L7
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1.7 RIPDODXwyvt—(IPvb)
1.7.1 N7y FRES
[(Xyt—])

‘rip6d: recv from <src-addr> (<interface>): invalid packet length(<length>)

(7351707 +]
LOG_INFO
=IK]

RELERPNATY bONT Y FRIRETHZ 2R LET,

(NS XRDEK]
<src-addr>
RIP /N7y FDXETTIP 7R LR
<interface>
RIPNN7w b EZELEIYRZT7T—R4%
<length>
RIP X7y b7y bR

1.7.2 N—U3VEE

[(XwvE—)

‘rip6d: recv from <src-addr> (<interface>): invalid version(<version>)

(751457 ~«]
LOG_INFO
=179

SELERIPANTY FORPN—=23 > A1 TRV EZTRLET,

(NS XEZDERK]
<src-addr>
RIPNT Y FOZEETIP PRL R
<interface>
RIPNNTy b EZELIYRT7T—R4%
<version>
RIP /Ny E@DRIP N— 3 VBS

1.7.3 EETR— N ESEE
[(Xvt—2)

‘rip6d: recv from <src-addr> (<interface>): invalid source port(<port>)

(735147 +]
LOG_INFO

1S AT LOVER—E

48



=0k]
S5 L7 RIP /347 I (RESPONSE) DEfETTK— FESH RIP R— FESTRBVWI L &ZRLET,

(/N5 X2 DEK]
<src-addr>
RIP /X7y EDIXETTIP 7 KL R
<interface>
RIPNTw b EZELIA V27— %
<port>
RIP /X7y b DZEETR— FES

1.7.4 FETIP7RLIEE
[(Xwvt—)

‘Iide: recv from <src-addr> (<interface>): invalid source address

(72147407 +]
LOG_INFO
=]

ZIE LT RIP /N7y ~(RESPONSE)DZEETT 7 RL AW o O—ANLTF RLRATIFHWVWI EEZRLET,

[N XZDEK]

<src-addr>

RIP Ny FDZEETIP PRL X
<interface>

RIPNNTw b EZELIEAVEZ T —R%

1.7.5 Ry Iy hEE
[(Xwt—)

‘rip6d: recv from <src-addr> (<interface>): invalid hoplimit(<hoplimit>)

(7351707 +]
LOG_INFO
=]

2{E LT RIP /N7 B (RESPONSE) DRy FU S w bhAY 255 TIRBWVWI e ZRLET,

(XS X2 DEK]

<src-addr>

RIP Ny FDZEETIP PRL X
<interface>

RIPNNTw b EZELIEAVEZ T —R%
<hoplimit>

RIPIXT Y DRy F)Iw b+
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1.7.6 BREBHRIL T v I RER
[(Xvt—2)

rip6d: recv from <src-addr> (<interface>): invalid prefix (RTE=<prefix>/<prefixlen>
[<metric>])

(73514747 +]
LOG_INFO

=0K]

RIP /X7 I (RESPONSE) TRELLBBBHROTL 74 v I ADBVILFF v AT RL R FEU>o0O—
ANVT LR &g W—FNy I T RLRATHBZeZzmLFET.

(XS X2 DEK]

<src-addr>

RIP Ny FDZEETIP PRL X
<interface>

RIPNN7w b EZELEAIYRZT7T—R4%
<prefix>

RIPNTY FTRIELETL I v IR
<prefixlen>

RIPNX7TY FTRELETIL T4 vIRE
<metric>

RIP /N7y FTRIELIEX NI w D

1.7.7 L7100 vIXRES
[(XvE—)

rip6d: recv from <src-addr> (<interface>): invalid prefixlen (RTE=<prefix>/<prefixlen>
[<metric>])

(73514707 +]
LOG_INFO

=0K]
RIP /X7 I (RESPONSE) TREL cBRBBHROTL 74 v IV ARN 128 KO HRVW I L ZTRLF T,

[N X2 DEK]

<src-addr>

RIP Ny FDZEETIP P RL X
<interface>

RIP N7y b EZELIEAIYRZT7T—R4%
<prefix>

RIPNTY FTRIELETL I v IR
<prefixlen>

RIPNNTY FTRELETL I v I RE
<metric>

RIP /N7y FTRIELIEX MWD
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1.7.8 XU ORESE
[(XvE—)

rip6d: recv from <src-addr> (<interface>): invalid metric (RTE=<prefix>/<prefixlen>
[<metric>])

(73514707 +]
LOG_INFO

=0K]

RIP /X7 I (RESPONSE) TRAE L LBRBBBHROA LUy IN 0 THB. Fhld 16 EDDHBRFVWIZERLE
ER

(XS X2 DEK]

<src-addr>

RIP Ny FDZEETIP PRLX
<interface>

RIPNN7y b EZELIEAIYRZT7T—R4%
<prefix>

RIPNNTY FTRIELETL I v IR
<prefixlen>

RIPNX7TY FTRELETIL I vIRE
<metric>

RIP /N7y FTRIELIEX MWD

179  RIPIL—F 4 YFF—TILA—NTO—(RIP /7y ~S1E)
[(Xvt—2)

‘rip6d: RIP routing table overflow. <prefix>/<prefixlen> from <src-addr>

(51457 ~«]
LOG_INFO

=)
RPIL—FT I T—TILDOIY FIBHGRABEISELTWS S, FIf-ICZELERRIEREZREL-CEE
~LET,

[N X2 DEK]

<prefix>
WERINIERBROIL 71 v IR
<prefixlen>
WEINIRRBEROIL 7 v I AR
<src-addr>

RIP Ny FDZEETIP PRLX

1.7.10 RIPIL—=—F o> I T7—TILA—NT70—(BEHGEREZE)
[(Xvt—)

‘ride: RIP routing table overflow. <prefix>/<prefixlen> redistribute from <protocol>
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(51457 ~«]
LOG_INFO

=)
RPIL=—FT a4 >IT—TILDOIY FUBHGRABISELTWS O, FiIf-LBRABRREREL-CERLE
ER

[N X2 DEK]

<prefix>
WESNIEBRBEROTILTr v IR
<prefixlen>
WEINTRRBEROIL I v I AR
<protocol>

BEARBRROIL—T>J 70~ JLiER

1711 AR 71— ARBRBIBERA—/N70O—
[(XyvtE—2)

‘Iipﬁd: connected route overflow. <prefix>/<prefixlen>

(751407 ]
LOG_INFO

(=0K]

BERINIA V27 - JRBRERBD LIREISEL TWS o). MG V27 1 - ARRIEREREL L
&ERLET,

[INS X2 DEK]

<prefix>

BESNTRBRBEROIL 71 v IR
<prefixlen>

WEINTRBRBROIL 7 v I AR
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1.8 BEBEEOAYE—T
1.8.1 LAN =+ 1) 7#&H
[(Xyt—])

‘protocol: [mb/<1line>] lan port link up

(7351707 +]
LOG_INFO

[E0K]
Ethernet ERICDWVWT. Uo7 v I @H LI e ERLET,

[N XZDEK]

<line>

ESESS
[(XwvE—)

‘protocol: [switch/<index>/<port>] ether port link up

(7351407 ]
LOG_INFO
=]

24w FR— bk ED Ethernet BIfRICDOWVWT. Uo7y TEEHLIEEZ EZRLET,

[N A R2DEK]
<index>
21V FEEES
<port>
R—rES

[(XvE—)

‘protocol: master port link recover

(751407 ]
LOG_INFO
=]

AAYFTFNAREEHRINBZNZADEILLIC e EZRLET,
1.8.2 LAN %+ 1) 735
[(Xvt—2)

‘protocol: [mb/<1line>] lan port link down

(73514707 +]
LOG_INFO
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[=0k]
Ethernet BHRICD VT, UV O4 IV ERHLEC L ERLET,

[N XZDEK]

<line>

EigES
[(XvE—)

‘protocol: [switch/<index>/<port>] ether port link down

(7351470 7T+]
LOG_INFO
=]

XA wFR— b LE®D Ethernet EEICDWT, UV o4O v BELIECEZTRLET,

[IXZ XZDEK]
<index>
21y FERES
<port>
r—+ES

[(XwvE—)

‘protocol: master port error detect (<reason>)

(7351707 +]
LOG_INFO
=]

ZAYFTNAREEREINBZNATIS—2#8H LI ERLED,

[N XZDEK]

<reason>
"link down": XX W FFNAREDINZALETHF v U T7EERZBRELZE LT

1.8.3 [CliRIET
[(XwvE—2)

‘protocol: [<1line>] connected to <target>() by <reason>

(7351407 +]
LOG_INFO
=]

PPPOE vy a i LcC e ZRLEY,
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[N X2 DEK]

<line>
R & %3 B [l
[lan<no>]
<no> : FALZ lan EEFES
<target>
v bD =%, B
<reason>
RIS
forwarding packet
TAT—RENTw bk
ProxyDNS
ProxyDNS
manual
FaniEk:
keep connection
[ElRIE R AR I AE (5 B D) 12 & B #&ie

1.8.4 [Bl4R It
[(XvtE—)

‘protocol: [<line>] disconnected to <target> : time=<time> [<reason>]

(7514 F)7+])
LOG_INFO
=K
BEI&D PPPoE v avattrLicCeERLE T,
(N5 X2 DEK]
<line>
Wk & A ZEEE(lan<no>]<no> I FIB L7 lan EEES
<target>
Ry hD—0% BHEER(TYTL— MEEOBEIRT Y TL— M. BHE1— D)
<time>
EFFFRI(dddd.hh:mm:ss DFZR)
<reason>

YTEBER(T > L — FEEDHZBEIEITRTE)
DE—-FIPF7RLREHE
same ip remote address exist(<address>)
<address> : UE—FIP7RFLR
IPv6 7L 71 v REE
same ip6 prefix exist(<prefix>/<prefixlen>)
<prefix>/<prefixlen> : IPv6 7L 71w IR TL T4 v I RE
FA—1—YiEGEH
same user already connected(<user>)
<user> . 1—ID
T B ENIE S

cannot add route(<route>)

1S AT LOVER—E
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<route> : BIITITAH o iR

[(XvE—)

‘protocol: [<1line>] disconnected from <target> : time=<time>

(51457 ~«]
LOG_INFO
=179

MEFAIF IS PPPoE Ly > 3 U HIIE N C L ZRLF T,

[INZ XZDEK]
<line>
TR & %2 B Bl
[lan<no>]
<no> : FIALZ lan EHE=
<target>
Ry hT—0%, ERER(TYTL— NEEOBEIET Y TL— M. BB D)
<time>
#EHEFE (dddd.hh:mm:ss OFER)

1.8.5 BENRFOHNIEH
[(Xvt—)

‘protocol: autodial locked by <name>

(721447 +]
LOG_INFO
BK]
EBRENMLRO D, BBHREQVBERELELICERLED,
[INZ XZ2DEK]

<name>
MiEDEREE

schedule

A7 T a—IUERICE Bk

1.8.6 EFTESIRRIC L B REMLE
[(Xvt—2)

‘protocol: continuous PPP negotiation error <target> : call stop

(7351477 +]
LOG_INFO

=]

5t LT 30 E0#EFUCKB(EHR ISR SNZD IPBEEHTETTICKROBE) L. BEZRELELILCZETRL
9,
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[N X2 DEK]

<target>
vy hD—0%, BRES

1.8.7 PPP x> IT—> 3> 5kl
[(Xyt—)

‘protocol: <protocol> is closed by <target>

(73514707 +]
LOG_INFO

(=0K]

<protocol>HHEFENSKRT TH SN, 2D T —ZR[EHE L T<protocol>TRENATO ~ DL TOBEMNTZ 4 <
BofcCrZzRLET,

[N X B DEK]

<protocol>
wrrsgshiroral
IPCP

IPv4a B 7O 3%
IPV6CP

IPv6é B 7O IL%
BCP
JUwCHOZONIILE
<target>

v kT —0%. Bk
1.8.8 E SN
[(Xwvt—2)

‘protocol: [<line>] callout failed (auth rejected)

(51457 ~«]
LOG_INFO
=179

HBF L DB CTIERINE I LICK BRERBETLET,
[NZ XE2DEK]

<line>
PUE QAL
[lan<no>]
<no> : AL lan EEES

[(XvE—)

‘protocol: [<line>] callout failed (auth deny)

®m1EIFLOVESHR—E 57



(751407 +]
LOG_INFO
=009
HEFEEELIECCICLIRELRZRLED,
(/X5 X2 DEK]

<line>
TR & 73 B EHR
[lan<no>]
<no> : MAL lan ERES

[(XvE—)

‘protocol: [<1line>] callout failed (negotiation)

(73514707 +]
LOG_INFO

=0k]
PPPRIYT—> 3 VRBICL BRERKRERLET.

(/X5 X2 DEK]
<line>
YR & 73 3 [EliF
[lan<no>]
<no> ! FIALT: lan EEES

1.8.9 E{ETS—

[(XvE—)

‘protocol: [<1line>] <target> is disconnected, because <reason>

(73514707 +]
LOG_INFO
=]

PPPoE v a»hliichicEBHZRLE T,

[N X2 DEK]

<line>
TR & 74 B [ElHR
[lan<no>]
<no> : FIA LT lan EEES
<target>
Ty hT7—0%, EkR
<reason>
YRR
no carrier
v ) 7O MERHDIED

1S AT LOVER—E
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PADT received

HFHS PADT 22E LD

keepalive expired
HEHISDBENE 2K BB T®D

1.8.10 ¥EOY
[(Xvt—)

‘protocol: [<line>] CALL to <target> by forwarding packet: <protocol> <sa>(<sp>)-><da>(<dp>)

(751407 ]
LOG_INFO

[=0k]
1Ty RREIC & D RBIIBEAT o7 C L &R L E T (IPV4/IPY6)

[N X2 DEK]

<line>
PUE QAR AN
[lan<no>]
<no> : FIALT: lan EEES
<target>
Iy kD —0%
<protocol>

REZM Y >/ y b 170 )L TCP/UDP/ICMP/ICMPV6 DIEEIZNFF TR SN, FNUAD
BRIEBETKRRIINET,

<sa>
NT Y bDXETT KL R

<sp>

NT vy hDXETTR— FES(TCP/UDP DIBETIT)
<da>

NTY RDBTET LR

<dp>

N7y b DB TR — bES(TCP/UDP DIFETET)

[(XvE—)

‘protocol: [<line>] CALL to <target> by <reason>

(73514707 +]
LOG_INFO
=]

LERUADBAICL DRENBEIT 1L ERLET,
[N XEDEK]

<line>
TR & 75 B [ElHR
[lan<no>]
<no> ! FBA LT lan EEES
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<target>
Y hT—0%
<reason>
R{ZEH
STP packet
RAZERED STP NIy b THHTHE
ProxyDNS
REZHD ProxyDNS TH o115

1.8.11 FEREANDIBIT
[(XvE—)

‘protocol: <name> is force down

(751407 ]
LOG_INFO
(=K]
BEREERBIARL—ZIBRICE > T BABRBICBITLECCZRLET,
(/NS X &2 DEK]

<name>
v b7 =%, EHRS(WAN fl05EE)
1227 2—X%(LAN IDI5E)
A1 Y FERES CR— FES(R1 vy FRIDHE)

1.8.12 SREEX E LB
[(Xvt—2)

protocol: authentication request failed for <id> on aaa <group_id>: memory allocation
failed.

(514 F)7+])

LOG_INFO
(E0K]

EHSAEFOREET. XEURBIARELCEZRLET,
(I35 X2 DEK]

<id>

TR -H4

<group_id>
AAA J)L—TID

[(XwvtE—)

protocol: authentication request failed for <mac_address> on aaa <group_id>: memory
allocation failed. [lan<no>]

(7351407 ]
LOG_INFO
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[=0k]
MAC 7 KL ZZBFET. XEUBHRELLIEZRLET,

[IXZ X ZDEK]
<mac_address>
MAC 7 K L ZERE RimARD MAC 7 F L
<group_id>
AAA JIL—Z 1D
<no>
LAN 1 > &2 7 1 —RES

1.8.13 TFAHIYTaVIXEUMEB(THT YT« U HAE)
[(XyvtE—2)

protocol: accounting start request failed for <id> on aaa <group_id>: memory allocation
failed.

(51474 FT ]
LOG_INFO
(E0x]
XEUDEBLIECCIZED, PAD YT VBB B TERD 7= ERLET,
[N A R2DEK]
<id>
FOERA—H4E

<group_id>
AAA J)L—TID

1.8.14 THOT A VI AXEBIWREB(THO T VIR TE)
[(Xvt—)

protocol: accounting stop request failed for <id> on aaa <group_id>: memory allocation
failed.

(514 F)F7+])

LOG_INFO
(E0K]

XEUDKBLIEZCICED, 7AT YT IR TZBRHTERD >l ERLET,
(N5 X2 DEK]

<id>

TR —-H4%

<group_id>
AAA ZJL—1D
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19 PPPOEDXvyt—2

1.9.1 PPPOE &« XA A/ RF—I5BY
[(XvtE—)

‘protocol: [lan<no>] PPPoE Discovery failed to <target> : reason=<reason> state=<state>

(7351707 +]
LOG_INFO

=0K]

PPPOE DT« AANVRT—Z(PPPOE v 3 VI T 370D I —2 3 V)KL cC e ZRL
£9,

[N X2 DEK]

<target>
Ty hT—0%, EkR
<reason>
SRR
sync failed
FHAIZ TN
datalink config error
T—RIVIDHREICEDNDH B
wait timeout
HFIBNT Yy FERETETICHZILTIUMLE
negotiation error
*dvIr—v3>vI>—
<state>
PPPOE M NERIKAE
Initial
HIHRIRRE
waitPADO
PADO ZERF5
waitPADS
PADS 2515
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1.10 EFalrasXvt—>
1.10.1  ProxyDNS (& % DNS ERigZ
[XvtE—2]

‘proxydns: rejected by <no> : QNAME [<type>:<qgname>] from <ipaddr>

(7517407 +]
LOG_NOTICE

(=0%])
ProxyDNS T. BEEEICLDWEINICCERLET,

[N XZDEK]

<no>
reject #1T o 7z proxydns (3B DERILERES
<type>
BmuwEhteta1r~
<gnhame>
BULWEHhERI M
<ipaddr>
RETHRALDIP 7RLR

1.10.2  ProxyDNS IZ& % unicode DNS ER D
(Xyt—2)

‘proxydns: rejected by unknown character : QTYPE [<type>] from <ipaddr>

(7514 )T7+])
LOG_NOTICE
=Y
ProxyDNS T. RN FOWEIEEICLDERINLZLZRLET.

(/X5 X2 DEK]

<type>

Muwabhbti1r~
<ipaddr>
RETHRALDIP 7RLZR

1.10.3 IP 74 IILRICKBINT Y MEE
[(Xwvt—2)

‘protocol: rejected at filter(<name>.<no>) : <P> <SA>:<SP> -> <DA>:<DP>

(7351407 ]
LOG_NOTICE

1S AT LOVER—E
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[=0k]
IP 71 LRICE> T N7y MO BESNEIEERLETS,

[N X2 DEK]

<name>
2y T —U%WAN BIDIFE). 127 T —XA(LANBIE/=IET > 7L — FEEDHS)

<no>
T4V R) VT ERES

WEZITOTIP T4 INEERD T« IR ) VI ERBESHHENETNE T, EDT IRV ITERICHZY
LAWT. lanipfilter default. F7zI& remote ip filter default. F7=i% template ip filter default D EREIZHiE
S THERT 215G, "default"t HAIINE T,

%7 1 L2 —ILISES LIRS, EORBHEAEINET,
same address
source/destination £ HICEAL 7 KL X
tiny fragment
tiny fragment =& H
overlap fragment
overlap fragment & #&H
<p>
7’0 b JJLAERI(TCP,UDP,ICMP,IP, Z D3 ES)
TCP @ SYN N7 v LDFZEIF. TCP(S) eI EF T,
<SA>
EETIP7RLR
<SP>
EETTR— FES(T0O b JJLERIN TCP F7-1% UDP DB E)
<DA>
HTHEIPTELR
<DP>
HTHRAR— FES(ZO S DILERID TCP £7:13 UDP DIFH)

1.10.4 PPP &EEDR
[(Xwvt—)

‘protocol: rejected call from <target>(<dial>) by PPP:<reason>

(7314707 +]
LOG_NOTICE

=]
PPP X d>T—> 3 rhhicBEEREELLICERLET,

[N X2 DEK]

<target>

v b —0% BT A
<dial>

BRAIVILES
<reason>

SREERBGER

authentication rejected

REFEEDHDZIESR
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wrong account(<id>)
RIEFREHEHRZE(<id>IC ID 1Bz H 1)

1.10.5 DHCPH—NODO7 KL B
[(Xwt—2)

‘dhcpd: Server allocation <ip_address> to <mac_address>

(75177 +]
LOG_NOTICE

=0k]
DHCP H—NDDHCP IS4 7V MIT7 RL A ZEm LI ZRLET,

[N X ZDEK]

<ip_address>

DHCP U547 MIEEHBLIEIPPRL X
<mac_address>

DHCP 2547 D MACT7RL R

1.106  DHCP 347> bhB5DERDIER
[(Xyt—])

‘dhcpd: DHCP request from <mac_address> rejected

(75177 +]
LOG_NOTICE

(=]
MAC 7 R L ZBEBRINTVAWES. DHCP 7517 b SOBREHEFLLIEERLETS,

[N XZDEK]

<mac_address>
DHCP 547> D MAC 7 RL R

1.10.7 IPV6 74 IILAICEL BNy MIEE
[(Xwt—2)

‘protocol: rejected at filter(<name>.<no>) : <P> <SA>(<SP>) -> <DA>(<DP>)

(72140 T+]

LOG_NOTICE
=0k]

IPV6 71 LAICE 2T /N7y MBS NI EERLET,
[NZ XE2DEK]

<name>
vy b7 —2%(WAN BIDIZE). FlE1 227 T —XG(LAN fIF7ET> 7L — FEEDIZSE)
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<no>
TR VITEERES
WEZIT o IPV6 T ILEEED T IR VT ERESHHNEINE T, EDTAIILEUVITERICHK
LHLARWT. lanipé filter default. %7zl remote ip6 filter default. F7zi& template ip6 filter default DEE
ICR > THEZToILIBS. "default"c BTN E T,

BT 1 L2 —ILICEE LISBEIER. EOARABRHEATNET,
same address
source/destination £ HICEAL 7 RFL X
tiny header
tiny header Z#&H
tiny fragment
tiny fragment Z1&H
overlap fragment
overlap fragment Z #&H
default restrict
TIAIL T A IILRISES
<p>
-0k JJLEERI(TCP,UDP,ICMPV6,Z DIZ&ES)TCP @ SYN /X v FDIFEIE. TCP(S) e AT EF T,
<SA>
EETT IPV6 7 KL R
<SP>
XETA— MES(ZO L TJLIERD TCP £7z1% UDP DIFE)
<DA>
HTHIPVG6 7RL R
<DP>
HTHA—FBES(FO S DI)LFEERID TCP £7-13 UDP DIHFR)

1.10.8 NAT IC KB /N MIEEE
[(Xvt—)

‘protocol: rejected at NAT(<name>.<reason>) : <P> <SA>:<SP> -> <DA>:<DP>

(7351407 ]
LOG_NOTICE

[=0k]
NAT T, BT —TUDRD oS LICL DHBES NI L ERLET,

(/X5 X2 DEK]

<name>
Y bT—0%
<reason>
HEEIEA
K% 1 L2 —ILISES LISEEIR. EORBHEAETNET,
tiny fragment
tiny fragment =& H
overlap fragment
overlap fragment %z #&H
<p>
70O~ JJLFERI(TCP,UDP,ICMP,IP, Z D fttI3ES)
TCP @ SYN N7 vy bDIFZEIF. TCP(S) e BHEINE T,
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<SA>
EETIP7RLR
<SP>
XETTA— MES(ZO L JJLIERD TCP £7:z1% UDP DIFE)
<DA>
HTHKIPTRLZR
<DP>
HTHRAR— FES(ZO S DILERIH TCP %7213 UDP DIFE)

1.10.9  NAT Z#:7—J)L{ERK
[(Xwvt—2)

‘protocol: NAT:table: <P> <SA> -> <DA>:<DP>

(735147 +]
LOG_NOTICE

=079
NAT T. BEEEZEIC NATERT— I EERLT=C 2R LET,

(/X5 X2 DEK]

<pP>
NAT Z#57—7)Lo 70O k 3)LFER(TCP,UDP,ICMP,IP,Z DL ES)
HEARNATICEL B T—TIERDBEIE. ALL EHASNE T,
<SA>
NATZE#TF—TILDTSAR—FIP7RELZR
TIVT—2a /IS TTSAR—KIP 7 RLRICany #I8E LI=T— T2 ER L7=B&1E. "0.0.0.0"H H
FAENET,
<DA>
NAT Z# 57— JILOMEFA IP 7KL R
TIVr—2a RIS THEFRAIP 7 KL XIC any Z18E LT —JILEZER L= & (3. "0.0.0.0"H'HATh
9,
<DP>
NAT Z#57— JIILOHEFAIR— FBES(FO F LD TCP £7-13 UDP DIFE)
TPV —2 3 RIS THRFEAR— NBSICany 23 8E LT —T I ZER LIBEIE. "0"HEHIhET,

1.10.10 IPv6 DHCP #—/N\®D 7 K L X Bt

[(XvE—)

‘dhcp6sd: Server allocation <address> to <duid>

(73514707 +]
LOG_NOTICE
=]
IPV6 DHCP #—/\h' IPV6 DHCP 2 S5 7> M7 KL R EE A LIS e ZRLE T,

[N X2 DEK]

<address>
IPv6 DHCP 51 7> MMCEHR L= IPv6 7 KL X
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<duid>
IPv6 DHCP 251 7> k@ DUID

1.10.11 IPV6 DHCP H—N\DFL 7 1 v X fic#
[(Xwt—2)

‘dhchsd: Server delegation <prefix>/<prefixlen> to <duid> on <interface>

(FS517)7+]
LOG_NOTICE

[=0K]

IPv6 DHCP — /XA IPV6 DHCP 2 514 7> MCIPV6 LT 4 v O R ZRH LI ZRLE T,

[N X2 DEK]

<prefix>/<prefixlen>

IPv6 DHCP 254 7> MIEH L= IPv6 FL 71 v IR
<duid>

IPv6 DHCP 2 51 77> k@ DUID
<interface>

A2 T —R%
11012 7 XI5 —2a3> 70 I RICKB/INTy MEE
[(Xvt—2)

‘protocol: rejected at filter(<name>.<no>) : <SA> -> <DA>

(51457 ~«]
LOG_NOTICE

[=0k]
TIVT—av I NRICE 2T N7y b RESNEIEERLET.

[N A R2DEK]
<name>
H— \KERES
<no>
TAINRI VT ERRSE

WEETOITTVT—23a> T4 IINREEDTAIILRI) VIERESHEATNET, DT LRIV
ERICHDFZEALBWVWT, T2 MERICKE > THREZToLHE. "default"c HAHIhET,

<SA>
EETTRLR

<DA>
HTERTRLZR

1.10.13 ARIEwmKR7 7t XDEH
[(Xvt—2)

‘protocol: the unidentified terminal was detected: MAC=<mac_address> [lan<no>]
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(751407 +]

LOG_NOTICE
=0K]

MAC 7 R L ZEBREICKRIL 7= & Ty REWKRT7 VLR ZRHE LIl e ZRLE Y,
[INZ XZDEK]

<mac_address>
ARIEHKRD MACT7 RL R
<no>
WHELELAN 1 V271 —XBEBS
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111 A2V —=IlDXytE—2
1111 OJ+1 VR
[(Xyt—2]

‘1ogon: login <user> as <class> on console

(7351707 +]
LOG_INFO

[EK]
OAVY—IILTEEICOV A U TEBAICHAThET,

(NS XR2DEK]

<user>

074 >a1—44%

<class>
OJ14>932
admin
EEEIIR
user
—fg1-FISX

1.11.2 OJ+a4YKRBEREETS —)
[(XyvtE—2)

‘1ogon: failed login <user> on console

(FZ51474)FT ]
LOG_INFO
=159
AV =ITATA A—FRFRIEINIAT—RHES=HICOT A O TERD 2 IEHEICHAINE T,

(/X5 X2 DEK]

<user>
O44>1—4%4%

1.11.3 aJ 77k
[(Xvt—2)

‘1ogon: exit <user> as <class> on console [(<reason>)]

(751457 ~«]
LOG_INFO
=179

d>Y—ILTexit LIEEBEICHAINE T, consoleinfo autologout O > R DERTEIC & D58 exit SN =15
BlCbHAITNFT,

wml1EI2FLO00EH—2E T0



[N X2 DEK]

<user>
AJ 4 >a1—%4%
<class>
AJ14>032X
admin
EEEISR
user
—fgA—HI SR
<reason>
=L
exit ANV RETICELZO0 77 ~
autologout
EIRMERERICKL Z|HEOT 7T

E1EVXTFLOTE

B8
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1.12 telnet 7—E>DAYytE—>

1.121 AJ A1 VL
(XytE—2]

‘telnetd: login <user> as <class> on telnet from <address>

(735147407 +]
LOG_INFO

=079
telnet TEEICOY 1 V TEBAICHATNhET,

(NS XRZDEK]
<user>
074 >a1—44%
<address>
telnet #Eit 7 F L R
<class>
aJ414>9 32
admin
FEEISR
user
—f1-FISX

1.122 QAYAVKRREEETS )
[(Xwvt—2)

‘telnetd: failed login <user> on telnet from <address>

(FS14)FT«])

LOG_INFO
=079

telnet TAOY A Y A—HRZAFLIFNIT—RHES LOHICOT 1V TERD - THBEICBATNE T,
(XS X2 DEK]

<user>

OJ41 >1—%%

<address>

telnet EBT 7 KL X
1.12.3 OJ4 87T
[(XvE—)

‘telnetd: exit <user> as <class> on telnet from <address> [(<reason>)]

(7351407 ]
LOG_INFO
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[(=0K]

telnet T exit L7=B&ICHAITNE T, telnetinfo autologout A< > R DERTEIC & D& exit SNTIFEICD

HAHINET,
[N XZDEK]

<user>
a4 >a1—4%
<address>
telnet #EftT 7 R L X
<class>
OJ14>o22
admin
TEEISR
user
—RaA—HII R
<reason>
"L
exit ANV RETICL 2077 ~
autologout
EIRMERERICL ZEEOT 7T
exclusive
a2V —lOdaVICL2HO07 77 ~

E1EVXTFLOTE

B8
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113 ftp F—EVDOXRwE—
1.13.1 041 > BIh
(Xyt—2])

‘ftpd: login <user> as <class> on ftp from <address>

(7351707 +]
LOG_INFO

(=]
ftp CEHICOY A Y TELBEICHNINET,

[N XZDEK]

<user>

074 >a1—44%
<class>

aJ14>932

admin

EBEIIR

user

—fMg1-FISX
<address>
IZ3AF7>RDIPF7RLR

1.13.2 AJ1VKRREEETS )
[(Xwvt—2)

‘ftpd: failed login <user> on ftp from <address>

(751474 FT 1]

LOG_INFO
=19

ftp TOJ A > A—HFRBELIFNZAT—RHPESHICOT A > TERD > IBEICHATNET,
(XS XZDEK]

<user>

OJ4>i1—4%4%

<address>

ISATYRDIPTRLR
1.13.3 T771ILERBRT
[(XvE—)

‘ftpd: <filename> Write complete

(7351407 ]
LOG_INFO
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[=0k]
TrINER(OSATY M5O put)ick D ROM B EEF SN EZRLET,

[N XZDEK]

<filename>
FESEINET71IL%

1.13.4 7 71IILEINRET
[(Xvt—)

‘ftpd: <filename> Read complete

(731407 ]
LOG_INFO
=]
T7ALER(I ZA4T7 2 b D 5D get)lIC& D ROM A FiAHEINIcC e ZRLET,

(/X5 X2 DEK]

<filename>
AN T 7 TILEA

1.13.5 OJ4 87
[(Xvt—2)

‘ftpd: exit <user> as <class> on ftp from <address> [(<reason>)]

(7351407 ]
LOG_INFO
(=0K]

ftp TOOT A 22T LISBEICHATNE T,
15 DFEERIEIRREDH L TEEIYIETIC & DiEfl exit SNIIFEICHHNINET,

(NS A ZDEK]

<user>
A4 > a1—4%
<class>
AJ4A4>93 2
admin
BEEISR
user
—fRIA—HI X
<address>
94T RDIPF7RLR
<reason>
HL
exit AV RETICL RO 77
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autologout
EIRMEBERICLZBHFOITTU -
exclusive
a>Y—)OdaIc&ZEHO0I 77 ~
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114 sshT7—FE>DXyt—o
1.14.1  ssh 7R X <EREESEA RN GRLA
[(Xyt—])

‘sshd: generating public/private host key pair.

(73517407 +]
LOG_INFO
(K]

ABBD ssh KRR FEREHBOEREBEIE LBAICHASNE T,
1.142 sshRX FEREFEBERTTT
[(Xwvt—2)

‘sshd: generated public/private host key pair.

(751457 ~«]
LOG_INFO
=179

ARED ssh KR FEREEROEMZT T LISHSICHATNhE T,
KXY E—IHNRICsshERTEBLSICBDET,

1.143 QAOJ1 Y KRKEEHTS-)
[(XyvtE—2)

‘sshd: failed login <user> on ssh/sftp from <address>

(7351407 ]
LOG_INFO
=]

ssh £7cld sftp TA—HRFXLIFNRT—RABES 1HICOT A Y TERD S ILFBEICHATNE T,

(/X5 X2 DEK]

<user>

0J4 >a1—44%
<address>
IZAT7RDIPT7RLZR

1S AT LOVER—E
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1.15 sshOdA4>5—E> DX vtEz—2
1.15.1 O441 VR
[Xvt—2)

‘sshlogin: login <user> as <class> on ssh from <address>

(7351707 +]
LOG_INFO

=]
ssh TERICOS 1 Y TERIBEICHATNET,

[N X2 DEK]

<user>

074 >a1—44%
<class>

aJ14>932

admin

EBEIIR

user

—fg1-FISX
<address>
IZ3AF7>RDIPF7RLR

1.15.2 OJ4YKRBEREETS —)
[(Xwvt—)

‘sshlogin: failed login <user> on ssh from <address>

(751474 FT ]

LOG_INFO
=K

ssh CA—HEZHES-dICOJ 1 v TERD > IBEICEAThE T,
(/X5 X2 DEK]

<user>

OJ41 >1—%%

<address>

ISATYRDIPTRLR
1.15.3 OJ4 87T
[(XvE—)

‘sshlogin: exit <user> as <class> on ssh from <address> [(<reason>)]

(751407 ]
LOG_INFO
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[(=0K]

ssh T exit L7233 EICHATNE T, telnetinfo autologout A< > RDREIC & DiEH exit SNJBEICHE

Ashzd,
[N X2 DEK]

<user>
a4 >a1—4%
<class>
aAJ14>o32x
admin
BEEISR
user
—R_A—HIIR
<address>
DZAT7RDIPT7RELR
<reason>
"L
exit ANV RETICL 2077
autologout
EIRMERERICKLZEEOT 7T
exclusive
a2V —lOdaVICL2HO07 77 ~

E1EVXTFLOTE

B8
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1.16 sftp 7—E>DAyvtE—
1161 0OJ1YEIH
[Xwt—)

‘sftpd: login <user> as <class> on sftp from <address>

(7351707 +]
LOG_INFO

(=]
sftp TEBICOY 1 Y TEIBEICHNTNE T,

[N XZDEK]

<user>
O0J4 >a1—44%
<class>
OJ14>932
admin
EBEIIR
user
—fRI-—HFIUSR
<address>
DA77 RDIPF7RLR

1.162 QAJ A VKRREEETS )
[(Xwvt—2)

‘sftpd: failed login <user> on sftp from <address>

(7514107 +])

LOG_INFO
=LY

sftp TA—HEIMESHICOT A > TERD > FERICENINE T,
(NS X2 DEK]

<user>

a4 >a—4%
<address>
IZAT7RDIPT7RLZR

1.16.3 TJ771IILERTET
[(Xvt—)

‘sftpd: <filename> Write complete

(7351407 ]
LOG_INFO
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[=0k]
TrINER(OSATY M5O put)ick D ROM B EEF SN EZRLET,

[N XZDEK]

<filename>
FESEINET71IL%

1.16.4 7 71IILEINRET
[(Xvt—)

‘sftpd: <filename> Read complete

(751407 ]
LOG_INFO
=]
T7ALER(I ZAT7 2 b D 5D get)lIC& D ROM A FiAHINIcC e ZRLE T,

(/X5 X2 DEK]

<filename>
SAHEINTET 7 TILE

1.16.5 OJ4 87
[(Xvt—2)

‘sftpd: exit <user> as <class> on sftp from <address> [(<reason>)]

(73514707 +]
LOG_INFO
(=0K]

sftp TOOAY A 2T LISBEICHATNE T,
15 DFEERIEIRREDHI L TEEIYIETIC & D@l exit SNIIFEICHHDINET,

(NS A EZDEK]

<user>
a4 > a1—4%
<class>
AJA4>U32
admin
BEEISR
user
—RIA—HII X
<address>
94T RDIPF7RLR
<reason>
HL
exit AV RETICL RO 77 k
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autologout
EIRMEBERICLZBHFOITTU -
exclusive
a>Y—)OdaIc&ZEHO0I 77 ~
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117 http DX yt—

1171 A7 A VL
(XytE—2]

‘httpd: login <user> as <class> on http from <address>

(7351707 +]
LOG_INFO

=ix]
http TEFEICOJ 1 > TEIBEICHAINE T,

[N XZDEK]

<user>
074 >a1—44%
<class>
aJ14>932
admin
EBEIIR
user
—fM1-HFISX
<address>
http ##t 7 FL X

1.17.2 OJ4YKRBEREETS —)
[(Xwvt—2)

‘httpd: failed login <user> on http from <address>

(7514747 1]

LOG_INFO
=)

http TOJ A Y A—HRFIFNRT—RDES HICOT AV TERD S IEBEICHAINE T,
(XS XZDEK]

<user>

OJ4>i1—4%4%

<address>

http £t 7 FL X
1.17.3 OJ4 487
(Xwt—)

‘httpd: exit <user> as <class> on http from <address> [(<reason>)]

(7351407 ]
LOG_INFO

1S AT LOVER—E
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[(=0K]
http T exit LEEBEICHATNE T, FREFIRIC K 2 BEIVIETIC &L D3&H exit ShcBEICHEATNE T,

[N XZDEK]

<user>
a4 >a—4%
<class>
aAJ14>o32x
admin
EEEIIR
user
—_A—HI IR
<address>
http ###t 7 KL R
<reason>
"L
exit ANV RETICL 2077 +
autologout
EIRMERERICLZEEOT 7T
exclusive
FhoOda it &3O 77 ~
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1.18 admin/su AN¥Y>RFDXyt—
1.18.1  admin RZIh
[Xwyt—)

‘<name>: admin: authentication to <user> succeeded on <apl_name>

(75171 7x]
LOG_INFO
=0K]
admin <Y RTEILICRIN L. EEICBEEY SR ICBRT TS HESICRATNED,
[INZ X2 DEKK]
<name>
admin Y Y RERTLEFOTS A
cmdexec
Y —J)LTadmin XYY RERTLT:
telexec
telnet T admin ¥ RZR{TL 1
sshexec
ssh Tadmin Y Y R&ER1TLT:-
<user>
OJ+4 >a1—4%4%
<apl_name>
admin XY REEITLET V=23 >4
console
Ay —J)LTadmin AY Y RERTLT:
telnet
telnet Tadmin AY Y RER{TLE
ssh

ssh Tadmin Y RZER{TLT-
1.18.2  admin & (EREET S —)
[(Xvt—2)

‘<name>: admin: authentication to <user> failed on <apl_name>

(51474 FT ]

LOG_INFO
=159

admin <Y R TEREEICKRL . BIEE I S RICBITTERD 2 BEICHAINET,
[N A 2DEK]

<name>
admin AX Y RZEIFTLETOT T L
cmdexec
J>Y—JLTadmin ¥V REETLE

1S AT LOVER—E
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telexec
telnet Tadmin A¥ > RERITL I
sshexec
ssh Tadmin AY Y RER{TLE
<user>
0J4 >a1—44%
<apl_name>
admin AX Y RZRTFLET IV r—>a 4%
console
d>Y—JLTadmin A¥ Y REETLE
telnet
telnet Tadmin AY > RERITLI
ssh
ssh Tadmin AY Y RER{TLL

1.18.3 admini&k7T
[(XwvE—)

‘<name>: admin: exit <user> on <apl_name>

(751407 +]
LOG_INFO
=]

admin XY FTEEE Y S XIBITLTOWCRED S —RIA—H I S RERLIGEICRTIEINE I,

[INZ X EDEK]

<pname>
admin AY Y RZERIFTLETOT T L
telexec
telnet Tadmin A¥ > RER{TLI
sshexec
ssh Tadmin AY Y RER{TLE
cmdexec
VY —JLTadmin AY Y RERTLT
<user>
OJ4>a—4%%
<apl_name>
admin AX Y RZRIFTLET V-3 4%
telnet
telnet Tadmin AY > R%ZRITLI
ssh
ssh Tadmin AY Y RER{TLE
console
d>Y—JLTadmin A¥ Y RERTLE

1S AT LOVER—E
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1.19 IDSOXyt—
1.19.1 IDSICKBEE/NNT v hEH
[(Xyt—])

protocol: curious packet at ids(<name>.<cause>) : <packet>
protocol: curious packet at ids(<name>.<cause>) : <counter> times in <time> seconds

(751407 ]
LOG_NOTICE

=079
IDSICL->T. BENT Y MRS NI-CeZTRLET,

[INS XAZDEK]

<name>
HFERY bT7—T%(remote EBDIHER). £iold1 >R 7 = —X%(lan £7=1d template EEDIFE)
<cause>
RFIER
IPATF2avIichhbIEENT Y MBHIORZEIFIP AT avahHAacngxd,
1) IP Ay A BEE
Unknown IP protocol
protocol 7«4 —JLRA 134 U LD E
Land attack
BRIP7RLALERIP 7RLADNELLE
Short IP header
IPAyvADEEN length 74 —ILRORETLDDEVECE
Malformed IP packet
length 7«4 —JIL R EREBONTY FORTHES E
2) IPATarAyIEE
Malformed IP option
FF2aoAyZOEENFETHB S
Security IP option
Security and handling restriction header # 25 L 7= &
Loose routing IP option
Loose source routing header #2E L fc & &
Record route IP option
Record route header 25 L1 &
Stream ID IP option
Stream identifier header #2E L 7= &
Strict routing IP option
Strict source routing header ZZ25 L7z &
Timestamp IP option
Internet timestamp header #=2{E L7z &
3) ICMP BE&E
ICMP source quench
source quench ZZfE Lt &
ICMP timestamp request
timestamp request #REL 7 &
ICMP timestamp reply
timestamp reply Z2EL7Tc & &
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ICMP information request
information request =25 L7t &
ICMP information reply
information reply #=2E Lz &
ICMP address mask request
address mask request #=2{E L 7c & &
ICMP address mask reply
address mask reply Z2EL e &
4) TCP B8:&
TCP no bits set
7371 @bEY FENTULEWVWEE
TCP SYN and FIN
SYN & FINAREERCEY FShTWa e E
TCP FIN and no ACK
ACK DB WFIN #ZfELTc &
5) FTP B8i&E
FTP improper port
PORT % PASV O<X > R TIEEIN 3R — HESH 1024~65535 OEFH TRV E
<packet>
HENTY FORA
TZTAYMCHDDIEENT Y MBHIZIT 757X MCETIEHRAEAETNET,
FTP IO 02 EE /N7 v BRI FTP R— FBSICE T3 IB5HmIAENIINE T,
ICMP ([Chh o B BE /NS v MBHITE 1T ICMP type & ICMP code ICEI S 3BHRAPE TN E T,
BEENTY FZREBICERALEHZERITTU—E—RICUDEZ. N7y FOFHBRIGEILFE A
HARREZUTICRLET,
<P> <SA>:<SP> -> <DA>:<DP>
<P> <SA>:<SP> -> <DA>:<DP> ftpport:<ftpport>

<P> <SA> -> <DA> fragment offset:<fragment>
<P> <SA> -> <DA> <icmptype>:<icmpcode>

<pP>
78k 3JLEERI(TCP,UDP,ICMP,IP, Z D fth3ES)
TCP @ SYN N7 b DIFEIF. TCP(S) e HAENET,
<SA>
RETIPT7RLZR
<SP>
XETR— FES(Z0O L JJLERIA TCP. F7:13 UDP DIFH)
<DA>
HTHEIPTRLR
<DP>
HTHA—ES(TORDLERMN TCP. £71% UDP DIFE)
<fragment offset>
TI9X ATy bOEERLET,
<icmptype>
ICMP type
<icmpcode>
ICMP code
<ftp port>
ftp port =S
<counter>

RN L 7=[E8
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<time>
1&%0 L 7-HARS
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1.20 IPsec/IKEDXvyt—
1.20.1 ISAKMPSA xJ>IT—> 3>
(Xyt—2)

‘isakmp: not acceptable <etype> mode

(7351707 +]
LOG_INFO
=]

HR—EINTURL, FLBRITANSNABVRE-FZZELLICZRLET. COXvtE—JIF
ISAKMPSA D> T—> 37— 22 ERIC. BRAIOREICEDRELALIBME—FLIZIRBRZE—FZRE
LIcEEICHATIET,

[N X2 DEK]

<etype>

THE—F
HR—FINTVHRVWRHBRE—R
1

Base
ZIFANSNBRVRIE—R
XBROREICEDRELIEIBE-—RFLIZERBZE—F
2

Identity Protection
4

Aggressive

[(XvE—2)

‘isakmp: invalid encryption algorithm <algorithm>

(751407 ]
LOG_INFO
=]

HR—FINTUVARVL, FEEREAES7ZIIVILEZZELECCERLET, COXvtE— 13 ISAKMP
SADXIAYIT—>3>DT—2EMZ(EREI. DES_CBC. 3DES_CBC. AES_ CBC UADEES7IIdU X LES
ELiCEICHAThET,

[N XZDEK]

<algorithm>

BEs7IILO) XL
HR—EINTULWEWVWES7IILIU XL
2

IDEABES 7L X Ly

3

Blowfish 5 7JL 3" X Ls

4

RC5-R16-B64 BE=S 7))L 1) X Ls
6

CASTEES 7LV X L
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REREST7ILI XL

1~ 7T A DREDE

MUTOESTILIV LY R—FENTUVRTOHHENETNE BB FEA.
1

DESCBCHES 7ILdU X L
5

3DESCBCHES LI X L
7

AES-CBCHEES 7LV X L

[(XvE—)

‘isakmp: invalid hash algorithm <algorithm>

(73514707 +]
LOG_INFO
=]

HR—FETNTVARWL, FEREFREBZNY 2 aTILIdVILZZELIEILEZRLET. COXvE—JF
ISAKMPSA D3> IT—> 3> D7 —2BMRERIC. MD5. SHAUADNY > a7 JVILERELL
SICHAThET,

[N XZDEK]

<algorithm>
Ny aF7)T) XL
HR—bIATOWALWNY 2 T7IILTdY XL
3
Tiger Ny > a 7))LV X Ls
RERANY2aTIT) XL
1~3 SN DREDIE
MUTONY 2 aT7ILIAVXLRBYR— SN TVWEHENTNB I CEHD FE A,
1
MD5 7JLOU X L
2
SHA 7I)L31) X Ln

[(XwvE—)

‘isakmp: invalid authentication method <method>

(7351407 ]
LOG_INFO
=]

HR—FENTUOBWV, REBREEARNZRELICIEZTLET, COXYE—TIFISAKMPSADXR I T
=23 DT —2BUERERIC. HBEHE(Pre-shared key)sREEUNDIREEA X ZZEL I EICHATNE T,

[N X2 DEK]

<method>
AR
HR—FINTUVARWVERIEA
2
DSS E&FREEA T
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3

RSA BEERAEAT
4

RSA BESEREEA
5

B R RSABESEEEA R
RIERFEEAR
1~ 5N DFREDE
KUTOFRIEARITTR—FINTWVWBRTcHHEAITNZ ZCIEHD FHEA.
1

BEMHEE RS

[(XvE—)

‘isakmp: invalid DH group type <group>

(731407 ]
LOG_INFO
=]

HR—bESNTUVRV ELRBFERITIN—TRAT2RELLIEZRLET, DXy E—1F ISAKMP SA
DI I—23>DT—2EHZERIC. RFC2409 ICERINTWVWBHT MODP MAD T I —T 21 T=2%
BLICEEICHATIET,

[N XZDEK]

<group>

7 — TEkF
HR—rENTVWRWIIL—TFRAT
2

ECP 7ZMBEH I IL—7
3

EC2N ZFHEE#% I IL—7
REREREEAT
1~ 3UNDTEDIE
KUTDIIN—FEAFEHR— IR TWVWBROENINBZEEHD FH A
1

MODP R8T L — 7

[(XwvE—)

‘isakmp: ignore the packet, expecting the packet encrypted

(72140 T+]
LOG_INFO
=0k]
BENT Y MHEREETNTOS C CEBFL TOD BESEINTOARLD, N7y hERELIC %

TLET, COXYE—JIFISAKMPSA DRI IT—2 3> T, BBEONT Y MIBS{EETNBE ez
FI3H BTN TLWEWNAT Y FZRELILESICHANETNET,

[(XvE—)

‘isakmp: Expecting IP address type in main mode, but <type>
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(51457 ~«]
LOG_INFO

=0K)
Main E=RTEELLIDRAO—RDIP 7RLRAZATH, BFL TV ZA T ThI 27l ERLET,
DA YyE—JIFISAKMP SA DR T IT—> 3 > HEH(Pre-shared key)BREE TITSHBEICD RAAOA— R D
RhS IPv4 7 R L X, IPv6 7 RLZABATIThbhfc e EiIcHASThE 7,

(NS A ZDEK]

<type>
ID %17
PR—bFINTLWEWVWID RIS
1
IPv4 7 KL X
2
HEAELRXC V%
3
HEAR L2 —H4
4
IPv4 7 RLRE %Y < RY
5
IPv6 7 KL R
6
IPv6 7 RL R %W Y RY
7
IPv4 7 R L 2 EEEIEE
8
IPv6 77 K L REHEIEE
9
SEEREXTRE D X.501 /N1 + 1) DER
I>aA—Fa>y
10
SERAZE MR E D X.509 /N F 1) DER
IYaA—Ta>7
11
B ID 158\
AERIDZATS
1~ 11 UANDFREDE

[(XwvE—)

‘isakmp: give up phasel negotiation. <local> -> <remote>

(7351707 +]
LOG_INFO
=]

ISAKMPSA D3> T—>a Y OBXEMIRT LI ZRLET, COXvE—J1F BIREE. HFERE
OFBICED XIS T—2ayN\Ty bHRMETES, XA I —2arARBLICESTICHAThE T, T
F REIRICEODRASIT—2ar N7y bPRESH, RO I -2 a HRBLIEEEICHATNhE S,
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[N X2 DEK]

<local>

IPsec WRNT Y bEEX 27T 2XETIP 7 KL XFRIFEEEHRAIGHR

<remote>

IPsec WRNTY 2T oF a7 T5HTHEIP 7 KL AXISHEFEEHFBR

[(XwvE—)

‘isakmp: phasel information overflow.

(751407 +]
LOG_INFO
=]

ISAKMPSA D% T —3 32T, Phasel BHRHAIRAKEZBA T ZRLET, COXvE—TF, KIRE
R CRIEEIC IPsec/IKE BIE%E1TL\. ENEND IPsec SAEBF DA 1 I VI HERHRICITHONI-ZECHEFEREE
DEEICK > TEEHULORO T —o g oA ThnigBalcEhsnE 7,

[(XvE—)

‘isakmp: invalid Minor Version.

(73514707 +]
LOG_INFO
(K]

RIEZ Minor Version DEERELICcERLET,

COXAYE—UIEISAKMP SA DY T—S 3 T —22{EEHC. Minor Version IZ 0.

ey b EZELREESICHASNED,
[(XwvE—)

1 UADEDRE SN

|isakmp: invalid RESERVED field.

(7351707 +]
LOG_INFO
=]

ARIE7% RESERVED 7«4 —)L R DEZZELIcC e ZRLET,

COXRYE—TIEISAKMPSA DR OY T—2 37— Z{ERII. RESERVED 7« —JL RIZ 0 USADEHERE

SNINTY FZ2RELICEEICHNETNE T,

[(XvE—)

‘isakmp: invalid number of Transform Payload.

(751407 ]
LOG_INFO
=]

AIEZ%#of Transforms DEZRE LT ZRLE T,

DX YtE—TIFISAKMP SA DR IS T—2 3 7 —2ZEMFIC. #of Transforms fEIC Transform R O— K

DERE BB BENRESNINT Y b Z2RELICETICHATNE T,
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[(XvE—)

‘isakmp: invalid Next Payload type of SA Payload.

(51457 ~«]
LOG_INFO
=179

REBZRSARAO—RDRRAO—REA TOEEZZELICERLET,
COXYE—TIFISAKMP SA DO T—> 3 V7 —RZERIC. SARAMO— RORRIO—RF&A 7|
Proposal R-f O— F(2). Transform R O— RQ)DENHRESNI=NT Y FERELILESICHATNE T,

[(XvE—)

‘isakmp: invalid Next Payload type of Transform Payload.

(73514747 +]
LOG_INFO
=]

ARIEA Transform RA O— R DRRAO— KA1 TOEZZELI-CeERLET,
CDOXYtE—UFISAKMPSA DRIV T —2 3 7 —RZRERIC. Transform R1O—RDRRAO— R X1
FIIRRA4O— R4 L(0). Transform R4 O— RQ)UANDELNFRESNINT Y FEZELILCSICHASTN
F9,

[(XwvE—)

‘isakmp: invalid Next Payload type of the last Payload.

(7351707 +]
LOG_INFO
=]

RAEBREERAIO—RORRAIO—RER1A TDE=ZEL-ZERLED,
COXYE—JIKISAKMP SA DRI IT—2 3T — 2B ERIC. BRIERITO—RORRAIO—REA1FITK
RAO—RBLO)THRWMEDRESNTNT Y bEZELLCTICHATHETD,

[(XvE—)

‘isakmp: invalid Next Payload type <type>.

(751407 ]
LOG_INFO
=]

HMESNTULWAEVWRERRRAO—REA TOEESELIEIEERLET,
CDOXYE—UIFISAKMPSA DR IO T —2 3T —R2RERIC. ARA1O—REZA FITHESNTLEVSR
ERENRESNINT Y M EZSELLESICHAINE T,

[INS XAZDEK]
<type>
FEBRAO—REZAT
0~ 13 UHNDFREDIE
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1.20.2 IPsecSAx%J>I—>3Y>
[(Xwvt—2)

‘isakmp: invalid transform id=<id> in <protocol>

(514 )F~«]
LOG_INFO
=179

YR—bFEINTULEWL, FFREFRELE NSV R T4—LIDEZEL-CEZTLET, COXvtE— 1 IPsec
SADXRIT— g VBREFIC. BELEMS YR TA—LRAO—R SR TA—LIDHERYAR—, F
T EREASREEIFEE7IL OV X LDFZEICHEAINE T,

[INZ X2 DEK]
<id>
FSYRTA—LIDERE/BES7ILIU X L)
protocol H* ISAKMP 0 & &
REBMZ VAT A—LID
1 ANDTREDE
KUTDES YR T =L IDIEHR—FINTVWREHENETNZZCiFHD FH A
1
IKE
protocol M AH D & &
HR—FINTVWEVWSZ VX T+—L4LID
3
DESEREE77/L O X Ln
AEBEZVRTF—LID
1~3USNDFREDE
KUTDESVRT =L IDIEHR— TN TVWREHENTNBZZCIEHD £FH A
2
MD5 EREE77 )L ) X Ly
3
SHAZREEZ LT X n
protocol A ESP D & &
HR—FETNTVWEWRS X T+—LID
1
DESIV64 BES )L X L
4
RC5BES 7LV X L
5
IDEABES 7L X L
6
CASTEES 7LV X L
7
Blowfish =5 7JL3 1) X Ls
8
) ZJLIDEARES 7L X L
9
DESIV32BES 77)L U X Ly
10
RCABES 7LV XL
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REGBRSYXT4+—LID
1~ 12 UANDREDE

KUTORZYRTA—LID R FR—FINTVBRTHEATNBZZCIFHD FEA,

2
DESEES7/LO XL
3
3DESEEES 7L X L
12
AESEES 7L X Ly
<protocol>
JOokal
1
ISAKMP O~ 3JL
2
SEEZO RO
3
E570K3)L

[(XvE—)

‘isakmp: invalid encryption mode=<mode>

(51457 ~«]
LOG_INFO
=179

HR—FSNTURWN EERRELATEILE-—RERELILIEEZRLET, COXYE—JE IPsecSAD
FOAPI—23>OT7—2BMRERIC. FORILE-—RUANDOATEILE-—RFERELILCSICHATIE

ED

(NS A ZDEK]

<mode>
A7EILE—FR
1
FXRILE—R
2
FSYZAR—FE—FR
3(F 715 61443)
UDP ATEUYI R RILE—R
4(F7=1F 61444)
UDP HFEV VT F SV RR—FE—FR

MUTOATEILE—RRBYPR-—FINhTVWEIHEANTNBZ I EZHD EEA

2

RSV RR—RE—R

4(F 713 61444)

UDP h 7t YT b SV K~ R E—R
RERATEILE-R
LERUANDTREDME

[(XvE—)

‘isakmp: invalid authentication algorithm=<algorithm>

E1EVXTFLOTE

B8

97



(51457 ~«]
LOG_INFO

=]

PR—FINTUVARV, FRERELATEE7INIVILEZZSEL-CEERLET, COXyvt—1F IPsec SA
DXIVI—23>DT—2EBMEZERIC. HMAC-MD5,HMAC-SHAL A DFEEE7IL I X LEZZSELILE FIC
HASnEd,

(NS AR DEK]

<algorithm>

SREE7 IO X s
HR—FINTUVWRWEEE7I/LTIU XA
3

DES MAC EREE77 /L3 X Ly
4

KPDK ZREE77 /LI 1) X s
RIEBRFIET7ILTI XL
1~ 4 A DREDE
KUTOFEET I A LIFHR—FEINTVWBRTHEATNBZ CIEHD FHA.
1

HMAC MD5 E85E 7)L 31 X s
2

HMAC SHAZREE7 LT X L

[(XwvE—2)

‘isakmp: give up phase2 negotiation. <src_addr> -> <dst_addr>

(751407 +]
LOG_INFO
[=0K]

IPsec SADZ IS T—S 3 Y OBXEHART LIS v 2 RLET, COXytE—Tlk EREECHFEED
BEICED RO T =23 NN Ty bOZRETELED S EBECPEEIRICED NIy bHEEINZ EIC
EoT. RO I—varhkBLEBEICEASINE D,

(/X5 X2 DEKK]
<src_addr>
IPsec WR/INT Y bEEX 2 T7ILTBIEETIP 7RL R
<dst_addr>

IPsec RNT Y b ZT7EFaT7ITBHTHEIP PRLZR

[(XwvE—)

‘isakmp: phase2 information overflow.

(751457 ~«]
LOG_INFO
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=]

IPsecSADFR I T—2 32T, Phase2 [EHRAIRABEBRA e ERLET, COX vt KRERE
B CRIFFIC IPsec/IKE @EEXEITLV. TNEND IPsec SAEF DA 1 I VI D REFRICITTHONIBECHEFEED
BEBICEDERBU LRI T - a v ThniBalicEhsnixd,

[(XwvE—)

‘isakmp: IPsec SA protocol id mismatched.

(7351707 +]
LOG_INFO
=]

IPsecSADXISI—>g> ORI, FELEIPsecSADXR I I -3y e—8BLAEN -T2 %R
L%xd. IPsecSADROSIT—2 g UICKRBMLIEEEICL ARV AICE > THATNE T,

[(XvE—)

‘isakmp: IPsec SA encryption algorithm mismatched.

(751407 ]
LOG_INFO
=]

IPsec SADEES 7L ) A Lh. ZELT IPsecSADBES7IIL IV A LR LI >l ZRLET,
IPsecSADR L IT— 3 VICKRBMLICEEICL ARV AICE > THASTNE T,

[(XwvE—)

‘isakmp: IPsec SA encryption algorithm key length mismatched.

(7351707 +]
LOG_INFO
=]

IPsec SADBEE 7L XLDOHEEN. ZELT-IPsecSADES7IILJU I LOBEr—R LA STl %E
mLETS
IPsecSADR AL T—2avVICKRBLIZEFICL ARV AICE>THASNE T,

[(XvE—)

‘isakmp: IPsec SA authentication algorithm mismatched.

(751457 ~«]
LOG_INFO
=179

IPsec SA DFREET7ILT ) X LH'. ZE L7 IPsecSADFREET7IL IV A LE—BLEBD >/l %ERLET,
IPsecSADRZ IS T—2a VICKRBMLIEEZICL ARV AICL>THASNE T,

[(Xyvt—2)

‘isakmp: IPsec SA pfs group mismatched.
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(51457 ~«]
LOG_INFO

=]

IPsec SA @ PFS KD DH )L —7H, BEL7 IPsecSAD DH FIL—Fe—HB LA -7l eZRLET,
IPsecSADX IS IT— g IlkBLI-eEICL AR VAICE>THRASNE T,

1.20.3 ISAKMP. IPsec &
[(XvE—)

‘isakmp: invalid value of DOI @x<doi>

(751407 ]
LOG_INFO
=]

RIERADOI DEZEZSELIECEERLET, COXyvtE—I1F ISAKMP SA £7=1E IPsecSADRIS T — 3
RARERIC. BE LT SARIO— RD DOI A IPsec DOl UANDIBEICHAETNE T,

[INS XZDEK]
<doi>
DOI

00000001 USDATE DfE

[(XvE—)

‘isakmp: invalid situation @x<situation>

(751407 ]
LOG_INFO
=]

HR—FINTUVARV, £LIEFIER Situation DEZZELECEZEZRLET. COXytE—T1F ISAKMP SA
F1lE IPsecSADR DY T— 3 VEIREIC. S5 L7z SA R O— RO Situation A° SIT_IDENTITY_ONLY X
NoBEICHEATNE T,

[N XZDEK]

<situation>
situation
HR— kTN TULZAL Situation
00000002
FOdoI—2a> D SAD. IRNILFIFSNcEF a2V T HRBRRBICHZCcZRLET,
00000004
FOASI—2a>AD SAD. INIDBMTWA YT I)T4 2R BLI3REICHZ_zRmLET,
AIE7: situation
00000001, 00000002, 00000004 UANADAREDIE
LU Situation IFHR—FEINTWBTHEATNB I LIFHD FHA
00000001
RETIDIERICE > TSAZRHR TS L EZEBELE T,
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[(XvE—)

‘isakmp: invalid protocol id <id>

(751457 «])
LOG_INFO
=179

HR—FINTUVRW, FHREAREAT7ONIILIDDEEZZELECEERLET, COXytE—T1F ISAKMP
SA F7=lE IPsecSADR I IT—> 3 VRREIC. BELATOR—FILRI1O—-—RFOZ7ORIJLIDH
ISAKMP, AH. ESP LUADZEICHAETNET,

[INZ XZ2DEK]
<id>
ZOK3JLID
HR—bInTVWAVWZORILID
4
Em7Ooran
AREAZZFORIILID
1~ 4 UADREDE
XU TFOZ7ORILIDIEFHR—FINTVBRTOHAINZZCIEHD FH A,
1
ISAKMP 7O +3JL
2
IPsec REE7/O0 <)L
3
IPsec EES O 0JL

[(XwvE—)

‘isakmp: invalid life type <type>

(7351707 +]
LOG_INFO
=]

RIER Life 81 T2RELIIEZERLET, TOXYE—IIFISAKMP SA F7clE IPsec SADR IS T—2
I>OT—RBEYRERIC. RFC2409 ICERINTULWARW Life 81 TZ2RELIc SICHASINFT,

[INZ X EDEK]

<type>
Life 21~
RiE#A Life 17
1. 2 A DREDE
KUUTO Life 24 FlFHR— SN TVWBEHBENTNZZidHD £ A
1
BAfIFD
2
BAIFONAT b~
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[(XvE—)

‘isakmp: invalid attribute type <type>

(51457 ~«]
LOG_INFO
=179

BR-—EETNTVRV, ELEBFRELBMES A TERELLIEZTRLET. TOXyt—JF ISAKMP SA &
7l IPsecSADR IS T—2 3 VDT —2BUREBRIC. TR—FENTVRWVEIF RFC2409 ICERINT
WEWEBHS A TZ2RELIETICHATNE T,

(NS A EZDEK]

<type>

EBa17
ISAKMPSA X > IT—> 3> QrEHR— TN TLWRVWERERTT
8

TIN—TER2BEBNEZ1 T
9

TIL—TeiRABM R 1T
10

JIN—THiRBEYES 1
15

J14—ILEREMRTT
16

JIN—TIEEE R 1T
RERBEYUR AT
1~ 15 UADFEDE
KUTOBMRA FTIEHR— SN TWVWBRHENINZEEHD FH A
1

BEs7ILIU XL
2

Ny a7 XL
3

FREEA
4

JIIL— Tk F
5

ITN—TR1F
6

T — TR ANZER
7

TJIL—TER 1
11

Life &1~
12

Life ft5cHARR
13

prf
14

R_E

gL1Eo27FLO00EH—8 102



IPsecSA XA IT—S 3> D&
HR-—FENTLWRVWEMESR 1T
7

BOIUVEREBERAT

8

EiEFHEYI XBER 1T

9

EETZ1R—+
7ILdUX L

REBBERZA S

1~ 9 ADREDE

MUTORURA FIFHR—EENTVBTHENETNBZ DB D T Ao

1

Life 1~
2

Life #A#5EHARR
3

I\ —FEhF
4

h7EeILE—R
5

SREE7ILTIUX L
6

BE

[(XvE—)

‘isakmp: invalid group description=<group>

(751407 ]
LOG_INFO
=]

HR—FINTOARV, FEEFRERT LT FZ2RELECEZRLET. COXytE—1F ISAKMP SA
F7lEIPsecSADR IS I—>a> DT —2BURERIC. YAR— SN TULAWLEIX RFC2409 ICEEIN
TWAWI I —TERFEZRELLEEICHASINET,

[INS XA DEK]

<group>
J I — TEEF

HR— FEATVBWI L — TERBTF

3
EC2N[27155]7=HBE# T IV —F
4

EC2N[27185]/-HE# T IL—F
RIEHRT I — TR F
1~5UNDAREDE

MUTOT I —TERFIRIFR— SN TWVWEIHEATNB I EHD EEA,

1

768 £ k MODP Z')L—=F
2

1024 € k MODP J)L—7

1S AT LOVER—E



5
1536 £ k MODP 7 )L—7

[(XvE—)

‘isakmp: ignore the packet, received unexpecting payload type <group>

(751457 ~«]
LOG_INFO
=179

BFELTUWAWRAO—REZATZ2ZEGELRED. FONTYy b ERELECCERLET, COXvE—TF
ISAKMP SA £7z1& IPsecSAD R > IT—> 3> T BELENTY MIBFLTOWARULWRIO-RAEENT

Wi EICHATNhED,

(NS XZDFEK]

<group>
RAO—FRATS
0
none X-rO—F
1
SARAO—RZAS
2
TOR—HYIRAIO—REZAT
3
FSURTA—LRAO—REALT
4
BRIERAO— R R4S
5
DRAO—RRAT
6
SERRERA/O— KRR
7
SERREERRAO—RZA S
8
NyarRq4O—REA1S
9
EARAO—RRAT
10
Nonce X1 O—RZA~
11
BRIRCO—RE1T
12
HIfRRAO—R&ZA S
13
NoAIDRAIO—REALT
20(F 7=13 130)
NAT T« ZANURAMO—RRALF
21(F 7=13 131)
NATAUSFILTRLARAMO—REAS
REBRAO—REALS
EEEUANDREDIE

1S AT LOVER—E

104



[(XvE—)

‘isakmp: received invalid next payload type <receive_type>, expecting <expect_type>

(51457 ~«]
LOG_INFO
=179

HFELTWRAO—R A TEIZERZRAITO—RBIRAIO—-RIEEESNTW:ZeERLES, D
XwtE—TF ISAKMP SA £7-1E IPsecSAD RO IT—2 3> T, BEWZITEZNT Y MEREIZERDEHRD
INTy R ESELIEESICHAINE T,

(NS A ZDEK]

<receive_type>
ZELIERRIO—FRAF
0
none X-rOd—F
1
SARAO—REAS
2
TOR—HYIRAIO—REZA T
3
FSURTA—LRAO—REALT
4
BRIERAO— R R4S
5
DRAO—RRAT
6
SERRERO— KRS
7
SERREERRAO—RZA1 S
8
Ny>arRq4O—RE1S
9
EARAMO—RRAT
10
Nonce X1 O—R&ZA~
11
BRIRIO—RE1S
12
HIBRRAO—R&ZA S
13
NAIDRAIO—RZALT
20(F 7=13 130)
NAT 7« RANYRAO—R 21T
21(F 7=13 131)
NATAUSFILTRLARAMO—REAS
REBRAO—REALS
EEEUANDREDIE
<expect_type>
BFELTWRIO—REZ1S
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1
SARIO—REAT

8
Ny2arRAO—RE1~7

[(XvE—)

‘isakmp: HASH mismatched side=<side> exchange type=<type> status=<status>

(7351407 ]
LOG_INFO
=]

SELENYDAEBEZENT Y EOBSERLIENY Y 2B —RLABEVWCEERLET, COXvtE—2F
ISAKMP SA £721Z IPsecSADHR I I —> 3 VL, 12 I—2FHIEL AR AICE>THASNTE T,
A2 I—RFREELRARIADSZELIENT Y hBT—2DRIECHRE LR EICED. EER/NT v b HIk
TERD oI ERLET, Fo. Aggressive IR TIE. HERBMN—BLAWVWEGEDHENINET.

(/X5 X2 DEK]

<side>
BRIDREE
0
1= IT—4%1
1
L RR> A
<type>
ISAKMP X#DFELE
2
Identity Protection 3#
4
Aggressive i
32
Quick 3
<status>
ISAKMP 324 T DIRFE
Identity Protection Z#a1 Z> T —2 D& F
7
3rd X vt — 2GR
Identity Protection XL ARV A DL F
5
3rd X vt — D2 G
Aggressive XIrA{ ZS T —RDE =
3
Ist X —JRER
Aggressive XL ARV A DL &
3
2nd Xyt — 25K
Quick XA = T —H DL &
5
Ist X wt —JZEH
Quick XL ARV H D &
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1

Ist Xyt —JSE0
5

2nd X vt —JZERF

[(XvE—)

‘isakmp: psk mismatched.

(7351407 ]
LOG_INFO
=]

ISAKMPSA DRI T— 3 Y THE#ENA—B L TOLWARVIREELSHZ e ERLET, HEESA—HL TV
BOVWATREED H B EFICL ARV AICEDBEAINET,

[(XwvE—2)

‘protocol: weak key not usable for des-cbc encryption.

(FS514)T+]
LOG_INFO
=]

IPsec SA @ des-cbc BES#IZ RFC2409 @ Appendix A ICEEEINTWL 3 weak key #RRELTcCcZRLE T,
des-cbc BES8(Z RFC2409 @ Appendix A ICEER SN TV B EHERTE S 1. IPsec SA DIERZITHhARN 2 fmr &
ICHATNET,

[(XvE—)

‘protocol: weak key not usable for 3des-cbc encryption.

(51457 ~«]
LOG_INFO
=19

IPsec SA @ 3des-cbc BES#2(C RFC2409 @ Appendix A ICEBR I N TS weak key #RELI-C e ERLE
Fo 3des-cbc FESRRTERICESEE 8N FZrD 3 DORBICHEIL /K. 3 DDED ENHIC RFC2409 D
Appendix A IR E N TV B EHRE SN, IPsec SA DIEREITHOAED o FICHATNE T,

[(Xyt—2)

‘protocol: IPsec extension-range reached maximum.

(7214747 +]
LOG_INFO
=]

EhH9 VPN Z 7=1& Radius TEBMNT 2 IL5E IPsec X REFIFIRMNRAMITE L /=78, IPsec SA BMERLTE AN >
fcelezmRmLET,

F7-. BBI VPN F£7-13 Radius Z A L TEZREBMEIT 2 B E ICEE RS ICHLGE IPsec WM REFIBHRN A
BIEL - OERTERD o7l ERLET,

LR IPsec WREBFEZHZREL T ZEL,
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1.20.4 IKEt v 3>DiEIH
[(XvE—)

‘icmpwatchd: IKE session watching host is up. [<target>]

(514 )F~«]
LOG_INFO

=159
IKEEy S a>DEBEMREI b £HRIGEGERGENMERL-CCEZRLET,.

(NS A ZDEK]

<target>

2y R — 0% Bk
1.205 IKEtv>a>oEE&EH
[(XyvtE—2)

‘icmpwatchd: IKE session watching host is down. [<target>]

(7351407 +]
LOG_INFO
=]

IKEt v aYOBERERZ b 3ERERICEEIRELICCCZRLET,

(NS XEZDEEK]

<target>

Ry hT— 0% B
1206 BIMVPN DX wt—
[Xyt—]

‘isakmp: The IKE negotiation demand from <user_id> has not received.

(7351707 +]
LOG_INFO
=]

<user_id>HM65@ IKE RJ2T—> 3 VERIRETET AL > ERLET,

[N A ZDEK]

<user_id>
EhRY VPN Bz & L /=21 —4 ID

[(XwvE—)

‘isakmp: duplicate route: <address>
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(51457 ~«]
LOG_INFO

=]

BHY VPN I T IKE R D2 T—2 3 Y2175 OHICEBIM L EB L D BBEENT VR UERD I TICRES

ncwiclezmLET,

(NS AR DEK]

<address>
BN L -2 IR 1ER

[(XvE—)

‘protocol: <user_id> was disconnected. [tmp<template>.rmt<remote> (<reason>)]

(751407 ]
LOG_INFO
=]

<user_id>%trL7=C &2 RLET,

(/X5 X2 DEMK]

<user_id>
EhRY VPN Btz A&E L2 —H ID
<template>
Tr7L— FERES
<remote>
BFEEERES
<reason>
YRR R
idle timer expired
FREERRRE T IC & 2 U8
manual
FENTIM
cannot add route(<route>)
IREBNKRMGENNT I h o 7oiRE)

[(XvE—)

‘isakmp: invalid psk was received. <user_id>

(751407 ]
LOG_INFO
=]

RER IKEHERZRELILIEZRLET,

COXytE—Td. BB VPN HEE TR S/ IKE HERAIEAEEDH R— MEFRZBX B SICBHINE

ER

1S AT LOVER—E
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[N X2 DEK]

<user_id>
EhRY VPN BRI D 11— 1D

[(XwvE—)

‘isakmp: psk was not received. <user_id>

(735147407 +]
LOG_INFO
=]

IKE H£BEH#HERT VPN e TRABE SN BV EZRLE T,

[N XZ2DEK]

<user_id>
EhRY VPN BB D 1—4 1D

[(XwvE—)

‘protocol: remote <remote> ap <ap> is not attached: lack of configuration for DVPN.

(7351407 ]
LOG_INFO
=]

EH VPN ERICHERBROFBEDRITTVBR DI, CODap EENFIATELVWIEEZTRLET,

(X5 X2 DEK]
<template>
TVL— hERBES
<remote>
HFEERES
<ap>

ERAEEES
[(XvE—)

‘protocol: remote <remote> ap <ap> is not attached: invalid DVPN client configuration.

(73514707 +]
LOG_INFO
[(=0K]

BREEFHW VPN 75417 > MERICHEBRREDRITTWSHIC. T0 ap EBNFIBATETAVWI L ERLE
ER

[N X2 DEK]

<remote>

BFEEES
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<ap>

EBRAEEES
[(XwvE—)

protocol: remote <remote> ap <ap> is not attached: invalid DVPN client configuration.
(address family of server address contradicts ua)

(7214747 +]
LOG_INFO
=]

SREFHH VPN 75072 MEROEBFI VPN =N IS4 T RDTRLRAT7IURFELTWVWS D
IZe T ap EEMFETEARVWCEERLETD,
(/X5 X2 DEK]
<remote>
HFEEERES
<ap>
BEAEERES

[(XyE—2]

protocol: remote <remote> ap <ap> is not attached: invalid DVPN client configuration.
(address family of tunnel local contradicts global)

(751407 +]
LOG_INFO
=]

BB VPN U540 7> MEIRD VPN EEORHIO—NILT7 RLREBRI Y RRA Y RDTRLRT 7
SUDNFELTVWBREDIC. CDap EENFIATERVWI L ZRLET,
(NS5 X2 DEK]

<remote>
HBFEEERES
<ap>

B CEES
[(XwvE—2)

protocol: remote <remote> ap <ap> is not attached: same DVPN session configuration in
remote <other_remote> ap <other_ap>.

(751447 ]
LOG_INFO
=]

UTFOrs5hDEBRICED. CDap EEBLVFMBATERVWI L ERLET,
FoRILTRLZADEGD. BICEBIVPN 754 7> MESREBR T 2EGAIBHRN. B4 % remote &
Dap EETI TICHREINTWLS,
remote [<number>] ap [<ap_number>] dvpn client
remote [<number>] ap [<ap_number>] tunnel local

Bl
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remote 0 ap 0 dvpn client 0
remote 0 ap 0 tunnel local 192.168.1.1
remote 1 ap 0 dvpn client 0
remote 1 ap 0 tunnel local 192.168.2.1
% remote 1 HYERN
- BETIEFHWVPN V517> MERAELRD. AL b2 RILT KL XOTEFLERD . B4 S remote E&
D ap EETI TICHRESNTWLS,
remote [<number>] ap [<ap_number>] dvpn client
remote [<number>] ap [<ap_number>] tunnel local
i
remote 0 ap 0 dvpn client 0
remote 0 ap 0 tunnel local 192.168.1.1
remote 1 ap 0 dvpn client 1
remote 1 ap 0 tunnel local 192.168.1.1
% remote 1 HYERD

(/X5 X2 DEK]

<remote>
HBFERES
<ap>
Bt ERES
<other_remote>
BFEEERES
<other_ap>
Bt ERES

(XyE—2]

‘protocol: template <template> is not available: lack or invalid DVPN client configuration.

(7351707 +]
LOG_INFO
=]

SREFBNVPN 75147 2 MERORENXRITTVWB D, TOTYTL—rERIFATET RV LZRL
£,

[N X2 DEK]

<template>
TV — FERES

[(XwvE—)

protocol: template <template> is not available: lack or invalid DVPN client configuration.
(address family of server address contradicts ua)

(73514707 «]
LOG_INFO
=]

BREFHH VPN 75417 > MEROEBW VPN U —NEISA TV FDTRLRAT7IURFELTLWE 8,
COTFVTL—rEEDIFATERVWEEZRLET,
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[N X2 DEK]

<template>
TrTL— FEEES

[(XwvE—)

protocol: template <template> is not available: lack or invalid DVPN client configuration.
(address family of tunnel local contradicts global)

(751407 ]
LOG_INFO
=]

BIBEEFM VPN 7540 7> MERD VPN BEDKIBEIO-NIL7RLRAEBEIIYRRAY DT RLRT 7
SURFBELTWVWBSH, TOTFYFL—rEEIVFBATERVWIEERLES,

(/X5 X2 DEK]

<template>
TV - hERES

[(XvE—)

protocol: address family is contradicts,ignore server <count> of template <template> dvpn
client <number>.

(7351407 ]
LOG_INFO
=]

B VPN H—NDT7RLRAT7IUNRFELTWVWSB . <number>TRENIEH VPN 7541 7> MERD
<CcOUNt>THREINTUVIEHW VPN H—NEHZEER L2 RLET,

[IXNZ X ZDEK]
<count>
EHY VPN H—NERES
<template>
TV - FERES
<number>
BN VPN 75147 FERES

[(XvE—)

protocol: template <template> is not available: same DVPN session configuration in remote
<other_remote> ap <other_ap>.

(7351707 +]
LOG_INFO
=]

UTDoEs5h0EBRAICED. COTYTL—rERLVPFBETERVWCEEZRLET,
FYXIILT RLZABERD, ACEH VPN 54 7> MERE BB T 3B BERN. E43 remote B
D ap EETITICHRESIN TV S,
remote [<number>] ap [<ap_number>] dvpn client
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remote [<number>] ap [<ap_number>] tunnel local
f
remote 0 ap 0 dvpn client 0
remote 0 ap 0 tunnel local 192.168.1.1
template 0 dvpn client 0
template 0 tunnel local 192.168.2.1
% template 0 H'ESN
- BRIZHP VPN V547> MERDRAED. BL FYRILT KL ROEREBERD . BHES remote EH
D ap EETI TICHRESNTWLS,
remote [<number>] ap [<ap_number>] dvpn client
remote [<number>] ap [<ap_number>] tunnel local
i
remote 0 ap 0 dvpn client 0
remote 0 ap 0 tunnel local 192.168.1.1
template 0 dvpn client 1
template 0 tunnel local 192.168.1.1
% template 0 HYERN

[INZ XR2DEK]
<template>
TrT7L—rEERES
<remote>
BFERES
<ap>

B CEES
[(XwvE—)

protocol: template <template> is not available: same DVPN session configuration in template
<other_template>.

(51457 ~«]
LOG_INFO
=179
UFOC55hDEAICED. COFYTL— FESAFBTEAVIEERLET,
Ry T RLZDERD, ALBHM VPN 2517 MEREBRBRT 37 7L — MESBY. BRSBTS

L—hFERTITICRESINTLS,
template [<number>] dvpn client
template [<number>] tunnel local
By
template 0 dvpn client 0
template 0 tunnel local 192.168.1.1
template 1 dvpn client 0
template 1 tunnel local 192.168.2.1
% template 1 A

- BRTIZIFBWVPN 251472 MERAELRD. AL MYRILTRLIADTYFL— MERY. BRZ2TV7
L—FrERTITICRESINTLS,
template [<number>] dvpn client
template [<number>] tunnel local
# :
template 0 dvpn client 0
template 0 tunnel local 192.168.1.1

gL1E 2700688 114



template 1 dvpn client 1
template 1 tunnel local 192.168.1.1
% template 1 HMERD

(XS X2 DEK]

<template>
TUTL—FEERES

<other_template>
TYTL— FEEES

1.20.7 NAT kS N—HILESES X FL0OY
[(Xvt—2)

‘isakmp: Vendor ID for NAT traversal which is not supported was received.

(7351707 +]
LOG_INFO
=]

RIELLNAT ESN—HFILDORYA D IFHR—btETnTVWAEWIEZERLET,
COXYE—2IFISAKMP SA DO T—> 3 7 —22ERIC. BEDNAT FSN—TIILZFERALTVLT,
HBFEHISBEI’TYR—ETZNAT FSN—HFILEADRYAIDZ 1 DHZETETADN I SICHAINE T,

[(XvE—)

‘isakmp: There is no vendor ID for NAT traversal.

(51457 ~«]
LOG_INFO
=179

NAT FSN—HILDRV A ID BRETEAI > ZRLET,
CDOAXAYE—IIFISAKMPSA DR > IT—2 3 0T —X2ERIC. BEHDNAT FSN—HILEFERLTUVT,
HEDS NAT RSN—HTILAHDARIVA ID ZZETETHRI e SICHAOThET,
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1.21 ¥ty a EROAYE—
[(XyvtE—2)

‘icmpwatchd: ap watching host is down. [<target>]

(51457 ~«]

LOG_INFO
=179

Aty 3 VEROBERARR b, -3 EEERICBENREL-CEERLET,
(/X5 XA DEK]

<target>

v b7 — 0% BHAG (BRAEDEFERREDES)
TFUTL— bR BHREERNF (BHRENT VT — MERREDISS)

[(XvE—)

‘icmpwatchd: ap watching host is up. [<target>]

(7314 T«]

LOG_INFO
=0k]

RSy Y a VEROBRAR b R EREROBENMERLLILERLET,
[N XEDEK]

<target>
Iy T —0%. ERES (EREDEFBREREDIES)
TFUTL— A ESRETF (ERED T Y L — MERREDSSR)
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1.22 BRERFEEOX yE—
1.22.1 T wP/STP EREM
[Xwvt—)

protocol: lan <no> bridge is not attached: vlan interface is contained in the same group as
other lan or vlan interface.

(751407 +]
LOG_INFO
=]

vlan A > 271 —XTIT )y IHRERLILEE, EHDDlanA 27— FlFvlan 1 >4 7 —XHBEL
IN—TIZEFELERD. TOlan TID womEMICLIEZEEZRLET,
EXyE—IHHEANTIIGE. BREREBEREEEZ )Y FLTLEIL,

(NS XZDEK]

<no>
lan EEES

[(XvtE—)

‘protocol: lan <no> bridge is not attached: this lan is bound by vlan.

(7351707 +]
LOG_INFO

=079
vlan TN Y RENFA VR T —RATIVYSHEEERLERED. CDlan TIU wSHEMICLIEZcERL
9,
EXyE—IUHHANTIIGE. BREREBEREEZ )Y FLTLLEEL,

(/N5 X2 DEK]

<no>
lan EEES

[(Xyvt—2)

protocol: lan <no> bridge is not attached: two or more lan interfaces are included in the
same group in IP bridge mode.

(51457 ~«]
LOG_INFO

(K]

PEITVYSIBIHRETERD lan 1 V2T —REBLITIN—FICEDTT=H. TD lan TIT U w I HEMIC
L7=CtZzmLET,
AAyE—IUHHEADEINTBE. BREETZEBEREEEZ LY FLTLLETL,

(NS X2 DFEK]

<no>
lan EHEES
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[(XvE—)

‘protocol: <interface> STP is disable :STP cannot be used except group 0.

(751457 ~«]
LOG_INFO

=]

TVYSTIN—=F0UNDA VAT T—XTSTPEEERLIEH. COA VR TT—RXATSTPEEMICLI=C
cxERLET,

(NS A ZDEK]

<interface>
A2 T T—R4E

[(XvE—)

‘protocol: <interface> STP is disable:STP cannot be used on vlan interface.

(731407 ]
LOG_INFO
=]

vlan 1> R2 7T —XATSTPEEELH. COA VR TT—XATSTPEEMICLIECERLES,

(/X5 X2 DEK]

<interface>
A2 T —R4E

[(XvtE—)

‘protocol: <interface> STP is disable: STP cannot be used with BPDU forwarding mode.

(73514707 +]
LOG_INFO
=]

MAC > FO—ILIXTw REEREBEICK D STP DTy FDRRIXT B E—RER->TVWBRTH. CDTVET
I—ATSTPEEMLIECERLET,

[N X B2 DEK]

<interface>
AR T T—R4E

1.22.2 lan BE¥EIHE— FERERN
[(XvE—)

‘protocol: lan <no> recovery is not available: cannot define recovery mode on vlan

(7351407 ]
LOG_INFO
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[(=0K]

vlan ¥ &2 7 T —XTrecovery #E&EL/cH. D lan TEBEHRE—RFOREEZEMNC LI ERLE
EP

[N XZDEK]

<no>
lan EEES

[(XvE—)

‘protocol: lan <no> recovery is not available: cannot define recovery mode on switch

(73514707 +]
LOG_INFO
=]

2L YFICNALYRLTWS lan 1 2T T —RTrecovery ZE&Z L. TD lan TEFHEIRE— RDH
EEEMCLI-CCERLET,

[IXZ XZDEK]
<no>
lan EEES
1.22.3 MDI B&n&H EREX
[(XvE—)

‘protocol: sw <no> is set to MDI-X: auto MDI cannot be used on no-auto negotiation mode

(7351407 ]
LOG_INFO

=]

switch port mode MFREH auto THRWA V27 T —XIIF LT MDI OBEREIIEESN/HIC. MDIX &
LTEETScczmlEd,

[N X2 DEK]

<no>
2y FR—+ES

1.22.4 lan EEEWY

[(XvE—)

‘protocol: lan <no> is not attached: no line

(731407 ]
LOG_INFO
=]

lan bind A9 TIEE SNT-YPELHED Ethernet TIEHRW®H. D lan EEDFATEAVWI et ERLE T,
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[N X2 DEK]

<no>
lan ERES

[(XwvE—)

‘protocol: lan <no> is not attached: this line is already bound

(7351707 +]
LOG_INFO
=]

lan bind SRR THEE SNIPEEHED. BID lan ERICE > T, I TICEAINTULSR OIS, TO lan EED

FATERVWCEZTRLEY,

[N XZDEK]

<no>
lan EEES

[(XwvE—)

‘protocol: lan <no> is not attached: no line to bind from vlan

(7351407 ]
LOG_INFO
[=0K]

UTDEE5HDEBRHICED. 2O lan EZHAFIETETAEVWS EEZRLED,

cvlan 1 >2 7 —XTHD. vlan bind R TIEE S NIYIEEHEHFEE LB L,

cvlan A >RZ 7 —XTHDO. vlan bind R TIEE S NIYIERLHFEH Ethernet TIEAR L,
[INZ X2 DEK]

<no>
lan EEES

[(XwvE—)

‘protocol: lan <no> is not attached: cannot bind vlan to vlan

(51457 ~«]
LOG_INFO
=179

UTDERICED, TOlan EEHNFATETRVWIEERLET,
cvlan A >Z 7 —XTHO. vlanbind R THEELIED vlan 1 >R T T —XATH 3,
[INZ X2 DEK]

<no>
lan EEES

1S AT LOVER—E
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[(XvE—)

‘protocol: lan <no> is not attached: duplicate vid and bind with lan <other_no>

(751457 ~«]
LOG_INFO
=179

LTOEBRICED. CDlan EEBNFIATELRVWCEERLET,
s BCYREA VR T —X%FEARATZIERD vlan 1> X7 —XT. EL VLANID AEZEINTWLWS,
[N A 2DEK]

<no>
lan EEES

<other_no>
lan EEES

1.22.5 EEAEHRER
[(XyvE—2)

‘protocol: remote <remote> ap <ap> is not attached: no line

(51457 ~«]
LOG_INFO

=109
remote ap datalink bind S TIEE SN lan ERHDVBFEELBZVWEDHIC. CD ap ERPFATET RV L ER
LET,

(N5 X2 DEK]

<remote>
HFERES
<ap>

ERAEEES
[(XvE—)

‘protocol: remote <remote> ap <ap> is not attached: illegal tunnel endpoint address

(735147407 +]
LOG_INFO

=0K)
tunnel endpoint address DFEREMNIEL K HWesd, TD ap EBHLFIATERVWIEERLET,

[N XZDEK]

<remote>
HFEEERES
<ap>

B ERES
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[(XvE—)

protocol: remote <remote> ap <ap> is not attached: remote <remote> ap <ap> has same tunnel
endpoint address as remote <other_remote> ap <other_ap>

(7214747 +]
LOG_INFO
=]

tunnel endpoint address #. E7% % remote E&HD ap EETI TICRESNTWVWB7H. TD ap EEBHFIH
TERVWIZRLFET,

[N X2 DEK]

<remote>
HBFERES
<ap>
Bt ERES
<other_remote>
HFERES
<other_ap>

ERAEEES
[(XvE—)

protocol: remote <remote> ap <ap> is not attached: same IPsec/IKE configuration in remote
<other_remote> ap <other_ap>.

(7351407 +]
LOG_INFO
=]

IPsec/IKEBEA Y L TERE L -EEABRD. B4 5 remote EED ap EETIT TICHRESNTVWBH.
D ap EBRHMFETEFHEVWCEZRLET,

[INZ X EDEK]

<remote>
HEFERES
<ap>
Bt ERES
<other_remote>
HFERES
<other_ap>
BT ERES

[(XvE—)

protocol: remote <remote> ap <ap> is not attached: same IPsec range configuration in remote
<other_remote> ap <other_ap>.

(7351407 +]
LOG_INFO
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=]
IPsec IBEF(BEIHERE) L L TEE LT IPsec WMREFHD. B%A S ap ERTI TICRESNTWVWS . CD
ap EEHLFIBATERVWCEERLET,
C D syslog lE. 1 DD IKE SA THEED IPsec SA ZFB T 3RETRTINET,

[INS XA DEK]

<remote>
HBFEEERES
<ap>

BTt ERES
<other_remote>
HEFERES
<other_ap>
BT ERES

[(XwvE—)

protocol: remote <remote> ap <ap> is not attached: same IPsec manual configuration in
remote <other_remote> ap <other_ap>.

(73514707 +]
LOG_INFO
=]

IPsec BER(FEHERTE) L L TEE LT IPsec SAH . ER S remote EED ap EETI TICHRETNTWS
. O ap EENFATELRVWCEERLET,

(XS X2 DEK]

<remote>
HBFERES
<ap>

BT ERES
<other_remote>
HFERES
<other_ap>

ERAEEES
[(XwvE—)

‘protocol: remote <remote> ap <ap> is not attached: lack of configuration for IPsec.

(751457 ~«]
LOG_INFO
=179

IPsec EBICHERIBROFZENRITTWVWSR=HIC. T ap EBHFBETETARVWCEERLET,

(NS X2 DFEK]

<remote>

BFERES
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<ap>

EBRAEEES
[(XwvE—)

‘protocol: remote <remote> ap <ap> is not attached: lack of configuration for IKE.

(51457 +])
LOG_INFO
=179

IKE EZRICHNEBRBEROFEEDRITTVWEHIC. D ap EELFATERVWIERLETD,

(NS X2 DFEK]

<remote>
BFEERES
<ap>

ERAEEES
[(XvE—)

protocol: remote <remote> ap <ap> is not attached: reference remote <other_remote> ap
<other_ap> IKE configuration is invalid.

(7351707 +]
LOG_INFO
=]

BRRED IKE BHRABMTHRVED, ZD ap EEHRIBETEAVLERLET,
Z D syslog i&. 1 DD IKE SA THEHD IPsec SA ZH BT 2/RETHRIINET,

[N X2 DEK]

<remote>
HFEERES
<ap>

BT ERES
<other_remote>
HBFERES
<other_ap>
BRrAERES

1.22.6 7 RLREE
[(Xvt—)

‘enabled: lan <no> has same network/address as lan <other_no>

(735147407 +]
LOG_INFO
=]

<no>¥<other_no> M LAND IP Ry kD —2, FHIFIP7RLABPEELI-CEZTRLET,
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(NS X2 DEK]
<no>
lan EEES
<other_no>
lan EEES

[(XwvE—)

‘enabled: remote <no> has same remote address as remote <other_no>

(7351407 ]
LOG_INFO
=]

<no>¥<other_no> OHEFBERDVE—FIP 7P RLANVEELIECERLET,

[N X2 DEK]

<no>
HBFEEERES
<other_no>

HEEEES
[(XvE—)

‘enabled: remote <no> has same remote address as loopback

(731407 ]
LOG_INFO
=]

loopback ICEREINIT RL XL, <no>DHEFEHRDVE—FIP 7RLANEE L ERLET,

(/X5 X2 DEK]

<no>

HFEEEES
[(XvE—)

‘enabled: <interface> has same ip6 prefix as <other_interface>

(735147407 +]
LOG_INFO

=079
<interface>& <other_interface>® IPv6 7L 74 v I XD EELI-CERLE T,

[N X2 DEK]

<interface>
AVRTIT—RE

<other_interface>
1VRTT—R%
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1.22.7 MBFExRY M7= £ I3EGREERER
[(Xvt—2)

‘init: remote/ap number is out of range.

(51457 ~«]
LOG_INFO
=19

BFERES FIERAERESNMEEEEZBI TUL 3D BRAERIAEELAROERTEEEZEX T
W37c8. BENOBEFER EHRTERSEN THE L ZRLET,

AKXy -V RBEAREDES BEHFICHAINE T, . BRERBEOI S —FMIZO> Y —ILICHS
INFET,

1.22.8  NAT EXRER

|

[(XvE—)

‘protocol: lan <no> NAT is unused: lack of memory. Initialization failed.

(731407 ]
LOG_WARNING

=]

NAT #IHATLEFIC X B U RBICER > T NAT OFHERED I L AW T, NAT TNT Y D7 R L XAEZBEAN R IR
VIREEICR -7 %ERLE T, XTEUREBDEREZ#EL THESBEEBL T T,

(/X5 X2 DEK]

<no>
lan EHES

[(XvE—)

‘protocol: remote <remote> ap <ap> NAT is unused: lack of memory. Initialization failed.

(735147407 +]
LOG_WARNING

[(=0K]

NAT #IHEA{LBF IC X E U ARIBIC 7R > T NAT OFEAEA I LR W T NAT TAYT Y b D7 R L REBHA B I NG
VWREBICHR o 7c S ZRLET. XEVREDRERRZHEL THSBEFHL T EE L,

[N XZDEK]

<remote>
HBFEEERES
<ap>

ERAEEES
1.22.9 NAT Z#2 57— 7 )LILsRER
[(Xvt—)

‘protocol: NAT table is not extended.
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(51457 ~«]
LOG_INFO

=]

OSPF £7:13 BGP % FHY 3. H'D NAT BT —JILEE IR T BREDT=H. NAT BT — T ILEDILRIC
KL r%ERLEY, OSPF £7/-IE BGP 2R T 356, NATEBRT—JILEBILEE AR INET,

1.22.10 IP 7«1 L X EHRER
[(XvE—)

‘protocol: rmt<no> ip filter is unused: lack of memory. Initialization failed.

(751407 ]
LOG_WARNING

=]

IP 7« )L ZEHMEBFIC X EURBICHE > THEMED I LB WTIP 7 1 LA BERRIREICHR > e ERL
9., XEVRBEOERZEEL THSBEREE LTI,

(/X5 X2 DEK]

<no>
rmtf>27 T —RES

[(XvE—)

‘protocol: rmt<no> ip6 filter is unused: lack of memory. Initialization failed.

(73514747 +]
LOG_WARNING

(=0K]

IPV6 7« )L ZIEBEBFIC X B VGBI - THIHIMED R ITI L 2 W T, IPV6 7 4 ILZDERIARREICR > T-Z &
EFRLET, AEVAREDERERRZBEL THSBEHL TIEEL,

[INZ X2 DEK]

<no>
mt1 27 —XBES

1.22.11 TOS/Traffic Class {EE T#: X EREX
[(XvE—)

‘protocol: rmt<no> ip tos is unused: lack of memory. Initialization failed.

(751407 ]
LOG_WARNING

=]

TOS fBE T X AHMLEF IC X E U REBIC7 > THIEAME A I L2 W T TOS iEE S X HMERNAIREIC A o 72 C
EZERLET. XEUREDRERRZFEL THSBESHL TILEL,
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[N X2 DEK]

<no>
mtA 271 —XBES

[(XwvE—)

‘protocol: rmt<no> ip6 trafficclass is unused: lack of memory. Initialization failed.

(51705 +])
LOG_WARNING
=079
IPv6 Traffic Class 1B = #2 X #JHAMLEFIC X E U EBIC 7 > THIEAE A ETH L & L TL IPV6 Traffic Class B 2
ZOEMEREICHR >l ZRLET,
XEURBORRZFELTHESBREHL TSI,
(XS XR2DEK]

<no>
rmt4 271 —XBES

1.22.12 UPnP BEEDEEHFE
[(Xwt—2)

‘ssdpd: no UPnP external interface.

(75140 T+]
LOG_INFO
=]

VoIP NAT b SN—TILKERETHER T A1 >R T —ADHB D FHEA. UPnPIZEMELEF T ERICTS—
NH3ZeHBHMEINE T, NAT ZfEA T 3 lan EE L cld remote ERNBRVBRICHATNE T,

[(XvE—)

‘ssdpd: no UPnP internal interface. UPnP is not available.

(51457 «])
LOG_INFO
=179

VOIP NAT F SN—HI)LEEETHERT IR VAT —IABHD £FHA. UPnP IZFNEL FtHA. NAT 2 {FEH
LAV lan EZBDBWVEEICEAINhE T,

1.22.13 IPv6 DHCP S EDERFE
[(Xvt—2)

‘dhcp6cd: <interface> is not initialized. <reason>

(735147 +]
LOG_INFO
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=0k]
IPV6 DHCP 2 51 7> MCHABABROBERR. ERBREREDD, MATIARVILZRLET,

(NS X2 DEK]
<interface>
AVRTIT—RE
<reason>
pElaz)
there is no option to request.
IPv6 DHCP ' —NICERT 34 T 3 >hH%L

1.22.14 template EHEEM
(Xvt—2)

‘protocol: template <template> is not available :this line is already bound other template.

(721474 0U7T+]
LOG_INFO
=]

template datalink bind a5 THEESNERHDBIDT > T L — FERBICE > TIT TICERAINTWVWSH.
DTV TL—rFEREZEMILIECLZRLE T,

(XS X2 DEK]

<template>
TrTL— FEEES

[(XwvE—)

‘protocol: template <template> is not available :no pooled interface.

(7351707 +]
LOG_INFO

=0K]

TYIL—hEBIERATE I VR T I—RAEENBVH, COTYTL—hERZEMILICZRLE
ERS

(NS X EDEK]

<template>
TYTL— FEEES

(XyE—2]

protocol: template <template> is not available :pooled interface is already configured on
remote.

(73514707 +]
LOG_INFO

EL1EL2FLOER—E 129



=]

FTUTL—FRAICFHLIEA VR T T —RICEZET D remote EBN T TICHESNTWVWE=H. TV TL
—FEREEMICLIEIEERLET,

[N X2 DEK]

<template>
Tr7L— rEERES

[(XvE—)

protocol: template <template> is not available: unsupported datalink type by the combined
function.

(751457 ~«]
LOG_INFO

=]

template combine use FIP TIRE SNTMEEETIET R— F L TOWAVERER DO, COT>TFL—FERE
MFRATERVWCZRLET,

(NS X2 DFEK]

<template>
TVL— FERES

[(XvE—)

protocol: template <template> is not available: same IPsec tunnel endpoint address in
template <other_template>.

(75174 )T+]
LOG_INFO
=]

IPsec BERAAA ZFIR)E LTEZ LTz IPsec Y RILTRLANBRZ TV TL—FEETITICHRESN
TWB7®H. COTYTL—hEEMFIATERVWIEZTRLET,
(NS X2 DEK]
<template>
TYTL—FEEES
<other_template>
FUTL— FEERES

[(XwvE—)

‘protocol: template <template> is not available: lack or invalid IPsec configuration.

(7351407 ]
LOG_INFO
=]

IPsec ERICHELBEROBVENE. FLIEIREREDH. COTYFL—rEEVFATET AV LETL
£9,
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[N X2 DEK]

<template>
TrTL— FEEES

[(XwvE—)

‘protocol: template <template> is not available: lack or invalid IKE configuration.

(7351707 +]
LOG_INFO
=]

IKE ERICHERBROBVEAR. FLRBEFREDTH. COTYTL—rERIFATERVWIEZRLE
ED

[N XZDEK]

<template>
TUL— FERBES

[(XwvE—)

‘protocol: template <template> is not available: illegal tunnel endpoint address

(751407 ]
LOG_INFO
=]

tunnel endpoint address DFRENIEL K Wb, COTVFL— hEENFBATETAVWIEEZRLET,

[N X2 DEK]

<template>
TVL— FERBES

[(XwvE—)

‘protocol: template <template> is not available: lack or invalid DVPN configuration.

(51457 ~«]
LOG_INFO
=179

B VPN ERICHERBRORERE. FLIIHREREDH. COTFVTL—rEEIFATETHRVWI EE
~LET,

(NS X2 DFEK]

<template>
TVIL— FERES

[(XvE—)

protocol: template <template> is not available: address family of server address
contradicts ua.
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(51457 ~«]
LOG_INFO

=]

B VPN Y —NET ATV RDT7 RLRAT7IUAFBELTVWS O, COTYTL—bERMNFATER
WIrZERLET,

(NS A ZDEK]

<template>
TV - FERES

[(XvE—)

protocol: template <template> is not available: address family of global contradicts tunnel
local.

(7351707 +]
LOG_INFO

[=0K]

VPN BEOKIHI/ O—NILT7RLRALBRIZY RRAV DT RLRAT7IUDNFBELTVWBRH. COTV T
L—hEENMMATELVWIEZRLET,

(NS X EDEK]

<template>
TYIL— FEERBES

1.22.15 &R VPN O —N\NEEEM

[(XwvE—2)

protocol: address family is contradicts,ignore server <count> of remote <remote> ap <ap>
dvpn client <number>.

(751447 ]
LOG_INFO
=]

VPN H—NDT7 RLRT7IUDRFELTVWST=H. <number>TRINZIEFB VPN 7510 7> MEHRD
<COUNt>THREINTUVEEH VPN H—NEREE B LI EZRLET,

(NS A ZDEK]

<count>
Y VPN H—NEEES
<remote>
HBFEEERES
<ap>
BTt ERES
<number>
FHWVPN VS04 7 > FEEES
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[(XvE—)

‘protocol: address family is contradicts,ignore server <count> of template <template>.

(751457 ~«]
LOG_INFO

=]

VPN H—NDT7RLRXT7IUDRFELTVWBTH, <count>THRESTNTULIEMN VPN b —NTEHEZE

MLICEZRLET,

[INZ XR2DEK]
<count>
EIfY VPN H—NERES
<template>
TrT7L—rEERES

1.22.16 RAvFEZREWN

[(XvE—)

‘protocol: cannot find switch device [index=<no>]

(751447 ]
LOG_INFO
=]

2L YFTFNARADBPRETNTVWEVWEDICAT Y TFEREERLI-CERLET,

(NS A ZDEK]

<no>
ATy FERES

[(XvE—)

‘protocol: lanl port is bound directly by lan <no>

(75144 F ]
LOG_INFO
=179
A YFEBIENTHBIRET lan EBN LANLR—FENIVRLTWBRZ e ZRLE T,

(/X5 X2 DEK]

<no>
lan EHES

[(XvtE—)

‘protocol: lan <no> duplicate binding for switch device

1S ST LOVER—E
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(51457 ~«]
LOG_INFO
=179
Ay FEEHZENAIVRTS lan EBNEREFEELTCVWBcZRLET,

(NS A ZDEK]

<no>
lan ERES

1.22.17 RAZRT4 v IRBROEBLEEFE
[(Xvt—)

nsm: This route cannot be added because the distance is contradictory. <route> from
<protocol>

(73514747 +]
LOG_INFO

=]

BEREN 0 ORBZSALEERBZERL LS E L. FIlcBBRIBRERELLCEZTRLET,
BLHTRICEROERZERT 5158, BREIORBRZECILIFTEEEA.

[N XZ2DEK]

<route>

BHEE L 7o iRERIEER
<protocol>

70~ 3aJ)LiER]

1.22.18 RBZT 1w IRKD ECMP #A4— N\
[(Xvt—2)

nsm: This route cannot be added because the number of ECMP routes has reached maximum.
<route> from <protocol>

(51457 ~«]
LOG_INFO

=0k]
2BT A v VREBOBMEIC, HYEBO ECMP MHRAMBISEL TWS o, FaRBERERELLIL
ERLET,

[N XEZDEKR]

<route>

I L iR B8 1B TR
<protocol>

70Ok J)LiER!
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1.22.19 ECMPXWRYERBRDBRAAT A VvIRBOXARN) vIFE
[(Xvt—2)

‘nsm: This route cannot be added because the metric is contradictory. <route> from <protocol>

(51457 ~«]
LOG_INFO
=19

AR YO DREBERE ECMP ERE L TERL LS L LTcled. FrnBBERELLILERLET,
FIL & TRICEMDEREE ECMP BB L LTERT 388, XUy INRALTHILENBHD £,
(NS XE2DFEK]

<route>

BEE L /iR ERIEER
<protocol>

70 kLR

1.22.20 IPv6 XA T 1 v IREDIBLEFIE
[(Xvt—2)

nsm: This route cannot be added because the distance is contradictory. <prefix/prefixlen>
from <protocol>

(7351707 +]
LOG_INFO
=]

BERED 0 DRBZSALEERBZERL LS E L. Il BERBRERELLCEZRLET,
FELHTRICEROERZERT 5158, BREIOEBRZETCILIFTELE A

(XS X2 DEK]

<prefix/prefixlen>
BHEE L /iR B8 IEER
<protocol>
70~ 3)LiER

1.22.21 IPv6 R 2T 1 v V4Z&D ECMP RH]
[(Xvt—)

nsm: This route cannot be added because the number of ECMP routes has reached maximum.
<prefix/prefixlen> from <protocol>

(51457 ~«]
LOG_INFO
=179

AOd=)LARMEBRZIBEED T TICHEELTWVWR D FICBMLES LR E T v IRBRRBREZHRELC

cZRLEI,
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[N X2 DEK]

<prefix/prefixlen>
IREE L 742 B8R R
<protocol>

70Ok JJLiER

12222 TLFFvRALOXyE—S
[(Xyvt—)

‘<name>: <interface> is disable for multicast. (too many interface)

(7351407 +]
LOG_INFO
=]

AR TT—RABDLERZBR IO INLFFYA AR T—RELTEELBWVWC EERLET,

[INZ X EDEK]

<name>
BELTWAOMIL
pimdmd
PIM-DM
pimsmd
PIM-SM
mstaticd
INFEYRAL c RZTAYIN—Ta 2T
<interface>
AVRTIT—RE

[(XvtE—)

‘<name>: <interface> is disable for multicast. (different protocol)

(73514707 +]
LOG_INFO
K]

IEFDDA VBT I—ATEESNEIILFF VYA =T 7ORJLEEERZ O NIIDNEE SN
7=, YILFFXF v A2 T7—Re L TEMELEBEWVWC EZRLET,

(XS X2 DEK]

<name>
BfELTWAOMIL
pimdmd
PIM-DM
pimsmd
PIM-SM
mstaticd
NIWVFEYRL « RAZTA v IN—TFTa0 27
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<interface>
AR TT—R%

[(XwvE—)

‘<name>: <interface> is disable for multicast. (unnumbered interface)

(51457 ~«]
LOG_INFO
=179

IP7RLABBESNTUVWEVWA YR TI—RADD IILFEYAPAVEZTT—IRELTEMELEWVWC L Z
TLET

(NS XEZDEEK]

<name>
BELTWVWAS ORI
pimdmd
PIM-DM
pimsmd
PIM-SM
mstaticd
IIWNFFVYRAS « RZTFa v IIN—TFTa 2T
<interface>
1R T T—R%

[(XwvE—)

‘pimsmd: Invalid Cand-RP address.

(7351707 +]
LOG_INFO
=]

CandidateRP ICIEE L IP P RLADBFRED =, RPE LTEMELABEWVWI e ZRLET,

[(XvE—)

‘pimsmd: Cand-RP address is not local.

(751407 ]
LOG_INFO
=]

CandidateRP ICIEE L IP P RLRAEF DA VR T —IADEFEELAREVOH. RPELTEELAWVWI CER
L&Y,

[(XwvE—)

‘pimsmd: Invalid Cand-BSR address.

(7351407 +]
LOG_INFO
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=0k]
Candidate BSRIC3EE L1z IP 7 R L ZAFRED 8. BSR & LTBHIELAVWI L &ERLET,

[(XwvE—)

‘pimsmd: Cand-BSR address is not local.

(7351707 +]
LOG_INFO

=0K]

Candidate BSRICIEELTZIP P RL A ZEH DA VAT T —INEFEELEWVESH. BSRELTEELAEWS &%
~LET,

[(XvE—)

‘pimsmd: multiple own address for static RP

(7351407 ]
LOG_INFO
=]

2474y RPELTHEDIP 7RLANREFEEEINATVWERZEZRLET,

[(XwvE—)

‘mstaticd: multicast ipv4 static route <count> is unavailable(include invalid interface)

(7351407 +]
LOG_INFO

=0K]

TINFEVYRE ABT A IN—T 4 VTEBRICAERAS VAT T —ANEENDZ 0. BRICKBLI=CC
ZmLET,

[INZ X EDEK]

<count>
RILFFY RS« ABTAavIIN—T1 VI ERES

1.22.23 VRID E#EHTE
[(Xwvt—)

‘nsm: vrrp <interface> vrid<vrid> [<address>] is not initialized. this vrid is already used

(73514747 +]
LOG_INFO
=]

IBESNIVRID BT TICKBATEME B> TWVWS®H. COVRRP JIL—TFHHRAETELWVWC L ZRLET,

EL1EL2FLO0EH—E 138



[N X2 DEK]

<interface>

1R T T—R%
<vrid>

S & 7o 7= VRID
<address>

VRID O{R*EIP 7 KL X
1.22.24 REIL—FZDIP 7PRLRA AT T—IAT TRy FNHRE
[(XvtE—)

nsm: vrrp virtual router IP address out of interface subnet. <interface> vrid<vrid>
<address>

(7351407 ]
LOG_INFO

=]
COVRRP JIL—TDRIBIL—ZDIP TRLAN A1 YZTT—ADY TRy MATHBZLERLET,

(/N5 X2 DEK]
<interface>
AVRTI—RE
<vrid>
ZY L7 VRID
<address>
T2y FATHZREIL—ZDIP FRL R

1.22.25 RIEIL—ZDIP 7 RLAA VAT —RAEA—7 RL XAHE

[(Xyvt—2)

nsm: vrrp same invalid virtual router IP address as real IP address was set as backup.
<interface> vrid<vrid> <address>

(751457 ~«]
LOG_INFO
=179

NI Ty TRETHDVRRP TIL—TDREIL—ZDIP FRLRAD, 12Tz —XDERIP7RLREEAEL
TH30H. TOVRRP VIL—FHFBETEHEVWCERLET,

(NS X2 DEMK]
<interface>
AR TIT—RE
<vrid>
\E & 7% 7= VRID
<address>

RAVETT—RLBILTHZREIL—FZDIP7RL X
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1.2226 AAAZIL—TID EEEE
[(XyvtE—2)

‘dhcpd: AAA group ID is not defined [lan <no>]

(51457 ~«]
LOG_INFO
=179

DHCPMAC 7 RLRF T v IHEETHERTI AAADTIL—FID ARBETHBZI e EZRLE T,

(NS XZDEK]
<no>

lan ERES

1.2227 AHABSNMPI—2 Y b7 RLRADEKE

K3

[(XwvE—)

‘<component>: illegal SNMP agent address

(73517407 ]
LOG_INFO
=]

BEBEODIP7RLAELTEDODYTENTUVEWIP 7PRLAMNSNMP T—Y Y R 7RLRELTERTM
TWET, ZD7=8. SNMPI— 1Y FE LU TRAP #EETIE. BREBOIP 7RLXZEALET. SNMP
IFZ—=T v IS ERBICBETEIRVGERHD £,

[N A 2DEK]

<component>
HAOAYKR—%> 4
+ enabled
+ snmpd

1.22.28 RADIUS #EEDREEIN (1 RADIUS Y —/N\ER)
[(Xwt—2)

aaa_radiusd: aaa <group_id> radius service is not available: another aaa group is already
configured as the radius server.

(7351407 ]
LOG_INFO
=]

IZHD AAA J)L—T T, RADIUS H— N L TERT 3 CEHRESNTWVWS T, IBESNIAAA T IL—T
@ RADIUS #EENEN e B3 e &#RLET,

[N XZDEK]

<group_id>
AAA J)L—TID
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1.22.29 RADIUS #EEDEREERN(fth RADIUS 7514 7 > MER)
[(XyvtE—2)

aaa_radiusd: aaa <group_id> radius service is not available: another aaa group is already
configured as the radius client.

(72147407 +]
LOG_INFO
[=0K]

IFHD AAA J)L—T T, RADIUS 5147V R LTHERTZIEHRESINTVS O, FBESNI-AAA Y
JL—7® RADIUS #ReN BN B e ERLET,

[N X2 DEK]

<group_id>
AAA ZIL—ID

1.2230 AAAYIL—TFID EEEE
[(XyvtE—2)

‘protocol: AAA group ID for ARP authentication is not defined [lan <no>]

(73514747 +]
LOG_INFO
=]
ARP SSGEMEBE TR T 2 AAA DY IL—T ID BARBRETHB L ZR LT,

[N X2 DEK]

<no>
lan EEES

12231 OFa>1—H50D AAAIBREEFE
[(Xwvt—2)

‘<component>: password aaa is invalid

(735147407 +]
LOG_INFO

(Enx]
BEED A BREIZT—RI—H D AA BRI EBINTVS o, OF 1 Y1—H0 AAA IBRES = B
T3 cERLET,

[N XZDEK]

<component>

e D el S S
+ enabled

+ aaa_agentd
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123 ACLEEEDOXyvE—2

AEIIRHIN TV S<config>(ACL BRER)ICRTFINIEENETZUTICRLE T,

<config>
IP 71 ILAEH
lan <number> ip filter <count>
+ lan <number> ip6 filter <count>
+ remote <number> ip filter <count>
+ remote <number> ip6 filter <count>
+ template <number> ip filter <count>
template <number> ip6 filter <count>
TOS/Trafflc Class EZ X EH
lan <number=>ip tos <count>
+ lan <number> ip6 trafficclass <count>
+ remote <number> ip tos <count>
+ remote <number> ip6 trafficclass <count>
+ template <number> ip tos <count>
+ template <number> ip6 trafficclass <count>
miJZ%Uﬁﬂ(WFQ)E%
lan <number> ip priority <count>
+ lan <number> ip6 priority <count>
+ remote <number> ip priority <count>
+ remote <number> ip6 priority <count>
+ template <number> ip priority <count>
+ template <number> ip6 priority <count>
g9 VPN EE
+ remote <number> ip dvpn <count>
+ remote <number> ip6 dvpn <count>
MAC 7 1 LREE
+ lan <number> bridge filter <count>
+ remote <number> bridge filter <count>
<number>
lan. remote. template EEES
<count>

REEOBEIEN
1.23.1 ACL E&EFE(MAC %= £1R)
[Xyvt—)

‘<component>: <config> acl <acl_count> mac is invalid

(7351707 +]
LOG_INFO
=]

<acl_count>D ACL EERICEEFENHD. MACICEET A EREZE MR TS

[N XZDEK]

<component>
HAOOAYR—RV g
+ enabled

CERLET,

1S AT LOVER—E
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+ protocol
<config>
ACL BERER
<acl_count>
ACL EEES

1.23.2 ACLEEHFE(IP ®E1R)
[(Xwt—2)

‘<component>: <config> acl <acl_count> ip is invalid

(735147 +]
LOG_INFO
=]

<acl_count>D ACL EHRICEEFXENLHD. IPICETIEREEZERIBZcERLET,

(NS A ZDEK]

<component>
HAOYKR—%> 4
+ enabled
+ protocol
<config>
ACL BRESR
<acl_count>
ACLERES

1.23.3 ACL E&FE(IPv6 %= #17)
[(Xwvt—2)

‘<component>: <config> acl <acl_count> ip6 is invalid

(751407 ]
LOG_INFO

=079
<acl_count>D ACL EHRICEEFBEDHD. IPV6 ICRAT I EREZER IS 2R LET,

(/X5 X2 DEK]

<component>
HAOAYR—2> 4
+ enabled
+ protocol
<config>
ACL BRES
<acl_count>
ACLERES
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1.23.4 ACLEEFE(TCP %X E1R)
[(Xwvt—2)

‘<component>: <config> acl <acl_count> tcp is invalid

(51457 ~«]
LOG_INFO

=159
<acl_count>D ACL EHRICEEXENHD. TCPICETIEREERITDZIaERLET,

(NS A ZDEK]

<component>
HAOOAVR—RV b
+ enabled
+ protocol
<config>
ACL BRESR
<acl_count>
ACL EEES

1.23.5 ACL E&HFE(UDP %= £1R)
[(Xwvt—2)

‘<component>: <config> acl <acl_count> udp is invalid

(751407 ]
LOG_INFO

(Enk]
<acl_count>D ACL EHRICEEXENLHD. UDPICEET A ERZEMRITZIERLET,

(/X5 X2 DEK]

<component>
HAOYKR—2>Y 4
+ enabled
+ protocol
<config>
ACL BRESH
<acl_count>
ACLERES

1.23.6 ACLEZFE(ICMP % #15)
[(Xwvt—2)

‘<component>: <config> acl <acl_count> icmp is invalid

(73514740 7T+]
LOG_INFO
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(Ek]
<acl_count>D ACL ERICEZFEHLHD. ICMP ICET R ERZER TSI ERLET,

[N X2 DEK]

<component>
HAOOAVR—%>
+ enabled
+ protocol
<config>
ACL BRER
<acl_count>
ACLEERES

1.23.7 ACLEEFEACLEEGFELEY)

[(XvE—)

‘<c0mponent>: <config> acl <acl_count> doesn't exist

(7351470 7T+]
LOG_INFO
=]

<acl_count>M ACL EBHEELBWVDH. <config>TRIEBIENTHEZ L ERLET,

[N XZDEK]

<component>
HAOAYR—R>
+ enabled
+ protocol
<config>
ACL BREH
<acl_count>
BFELBRVWACLEERES

1.23.8 ACL EEFBEWELRERNEFELBVIHICE)

[(XwvE—2)

‘<component>: <config> acl <acl_count> is invalid

(75174 )T+]
LOG_INFO
=]

<acl_count>®) ACL EBETRHEARTEENBWVH. <confige>TRIEBNENTHZ e ERLET,

[N X2 DEK]

<component>
HAaadvR—x> 4
- enabled

1S AT LOVER—E
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+ protocol
<config>
ACL BERER
<acl_count>
mor LTRS ACL ERES
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124 DHCPOZA7>FDAyt—o
1.24.1 IP 7 RL REEBRIY
[(Xyt—])

‘dhcpd: Client received DHCPACK [<IP address>] [lan<no>]

(735147407 +]
LOG_INFO
(K]

DHCP ' —/\H'5 DHCPACK ZZfEL. IEERBICIP 7L XAZRITIRo e ZRLET,

[N XZDEK]

<IP address>

DHCP H—NHB8bHTE N IP TRLR
<no>

215 LAN ERES

1242 ) —REHA
[Xyt—]

‘dhcpd: DHCPACK contains different 'your' IP address. reconfigure to new address

(7351707 +]
LOG_INFO
=]

I) — XE#T DHCP #—/\H'5 DHCPACK Z2fEL 7ch'. REFEARD IP 7L R EERBZ T FLANEID S
ToNKOF LW RLRICHEELELE T,

1.24.3 ) —XEHFEK 1
[(Xvt—)

‘dhcpd: Received DHCPNAK(RENEWING). lan<no> go to INIT state

(7514 )F~«]
LOG_INFO
(Enk]

1) — XEFHP(RENEWING JREE)IC DHCP H#—/\H'5 DHCPNAK ZZE L 77, INITIREEICEBB L LAN 1 >4
TJI—XEBYHtELEY,

(NS A ZDEK]

<no>
215 LAN EHRES
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1.24.4 ) —XBHFEK 2
[(Xvt—)

‘dhcpd: Received DHCPNAK(REBINDING). lan<no> go to INIT state

(51457 ~«]
LOG_INFO
=19

1) — RBEHH(REBINDING JREE)IC DHCP H—/\1h*5 DHCPNAK #={E L 7= 7=, INITIREEICEB L LAN 1 > &
TJI—XEBYHMELEY,

(NS AXZDEK]

<no>
ZME LAN EEES

1.24.5 1) — X BRI T
[(Xvt—2)

‘dhcpc: The lease time expired. [lan<no>]

(7351407 ]
LOG_INFO
=]

) — BTG T LicC e Zm L9,

[N X2 DEK]

<no>
218 LAN ERES
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125 IPV6DHCP ZSA 7Y DX wvtE—

1.25.1 IPv6 L T4 v REEKI
[(Xwvt—)

‘dhchcd: Received Reply <prefix>/<prefixlen> <interface>

(735147407 +]
LOG_INFO
(K]

IPv6 DHCP % —/\H'5 Reply ZRfEL. [ERICIPV6 FL T4 v I XZ2RITW->7cCZRLET,

[N XZDEK]

<prefix>/<prefixlen>

IPv6 DHCP H—/N\HSEDHTENF IPV6 LT v I RETFL T4 v IRE
<interface>

1V TT—2R%

1252 U—REHKRM1
[Xyt—]

‘dhcp6cd: Renewing failure. <interface> go to REBIND state

(735147 +]
LOG_INFO
=]

IPv6 DHCP —N\D 5[ L1IBIRD ) — XEH(RENEW)ICKRE L /e 7ctH. REBIND RREEICER L £7,

[N X2 DEK]

<interface>
AR TT—R%

1.25.3 ) —XBEHFEK 2
[(Xvt—)

‘dhcp6cd: Rebinding failure. <interface> go to INIT state

(7351707 +]
LOG_INFO
=]

IPv6 DHCP #—/N\Hh 5 ¥1G L B D ') — XEH(REBIND)ICKM L 7e /e INIT REEICER L £

[N X2 DEK]

<interface>
AR TT—R%
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1.254 IPv6 7L T4 w2 REIDYTDOERTERD
[(XwvE—)

‘dhcp6cd: Configuration error for IPv6 prefix assignment. <interface>

(51457 ~«]

LOG_INFO
=159

IPv6 7L 74w R%EDYUTOHDERTEICEDOIHZERLET,
[N X2 DEK]

<interface>
A2 T T—R%
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1.26 ProxyDNS DX wvt—o

1.26.1 DNS ZFOF>0EVWEHENTvY bk
(XytE—2]

‘proxydns: QNAME [<type>:<gname>] from <ipaddr> to <remote>

(7351707 +]
LOG_INFO
=]

RIEZH L2 o7 DNS DREJVEDLENT Y FORBZRLET,

[INZ X2 DEK]
<type>
Buwabhbtx1r~
<type> H#S HEA
A" 1 host address
" NS" 2 authoritative server
" CNAME" 5 canonical name
" SOA" 6 start of authority zone
" MB" 7 mailbox domain name
" MG" 8 mail group member
" MR" 9 mail rename name
" NULL" 10 null resource record
" WKS" 11 well known service
" PTR" 12 domain name pointer

" HINFOQO" 13 host information
" MINFOQO" 14 mailbox information

" MX" 15 mail routing information
"OTXT" 16 text strings

" AAAA" 28 IP6 Address

" SRV" 33 Server Selection
" ANY" 255 wildcard match

" Type[ &S]1" EsEMS
<gname>

BUWEhtE R b
<ipaddr>

RETRAMDIP T RLZR
<remote>

MUWabtkxy hU—0%
1.26.2 I S—WRHICKB/INT vy MEE
[(Xvt—2)

‘proxydns: ERROR: record type <type>, class <class>, from <address> QNAME [<name>]

(514 )F~«]
LOG_WARNING

=0K)
RIEECBHNS type ¥ class ZHF D DNS BEXRZWEL e ZRLET,
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[N X2 DEK]

<type>

DNS EK/N7 v kD Type DfE
<class>

DNS E3K/\7w hd Class OfE
<address>

DNS EXRFEITITDIP PRL X
<name>

DNS ER%Z1T o 1= %Hl
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1.27 SNMP DO Xwt—
1.27.1  SNMP EREF5BK
[(Xyt—])

‘snmpd: authentication failed. from <address> [<name>]

(7351707 +]
LOG_INFO

(=]
FFAIDBL SNMP AR WSO T I AN B o1 EERLET,

[N X2 DEK]

<address>
SNMP EREFRMDER 2 o7 IP 7 KL X

<name>
SNMP ERSEICERINAO S 2 =7+ %(SNMPv1/SNMPv2c B)
F7lE—H 5 (SNMPV3 E)

1S AT LOVER—E
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128 VRRPDXvwt—2

1.28.1 VRRP ' )L— Ra%4
[(Xyt—])

‘nsm: vrrp group is started. <interface> vrid<vrid> [<address>]

(75174 )5T+])

LOG_INFO
=079

<interface> ¥ <vrid> MR 9 VRRP FIL— FHENE= BB LI-C e ZRLE T,
[INZ X2 DEK]

<interface>

AR TT—R%

<vrid>

REEIZRE SN VRID

<address>

VRID ORI IP 77 K L X

1282 RRZRIN—=F/NvITvFIN—3/A=Zv)LYIDE LD
[(Xwvt—2)

‘nsm: vrrp state is changed into the <state> state. <interface> vrid<vrid> [<address>]

(51457 «])
LOG_INFO

=)
<interface> ¥ <vrid> A7~ VRRP K& M<state> TRENTREICEESN - E#RLET,

(NS X2 DFEK]

<interface>
AR TI—RE
<vrid>
KEEIZRE SN VRID
<address>
VRID ORA&IP 77 KL X
<state>
ZEHBDIKE
master
NAZ)IL—4%
backup
Ny o7y TIL—4
Initialize
1=yl
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1.28.3 ARTT—RTY T/ B N)HARY M EE
[(Xvt—)

nsm: vrrp <state> trigger event occurred. <interface> vrid<vrid> [<address>]
No.<trigger_no> interface <target_if>

(72147471
LOG_INFO
=]

<interface>. <vrid> & & U<trigger_no> BRI HFES TERINA U FTT—X MUADNREL. KED
<state> ICE>fcCZRLE T,

(XS X2 DEK]

<state>

ZEHBDIRE

up
FOAICRESNIA VR T T—ADB Ty L. FUADRTERICED F L1
down
FOAICRESNIA VR TT—ZADE T L. FUALERINE LT

<interface>

AR TIT—RE
<vrid>
KEEIZRE SN VRID
<address>

VRID ORA&IP 77 R L X
<trigger_no>

FIHERES

<target_if>
FUAORREEZ AR T T— R4

1284 IJL—F7Y T/ ORI AARY MRE
[(XyvtE—)

nsm: vrrp <state> trigger event occurred. <interface> vrid<vrid> [<address>]
No.<trigger_no> route <target_route> <target_if>

(51457 ~«]
LOG_INFO

=]

<interface> & <vrid> X <trigger_no> W RIHFE S TERINIIL— b FUADRREL. KD <state> ([>T
ZeERLES,

(NS X2 DERK]
<state>
ZEZRDIRRE
up
FUAICHRESNIZENMEEHL. FUADRTERICAD LT
down
FUFICERESNIZFEAIELRL. FUANERINE LT,
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<interface>

1R T1T—2R%
<vrid>
AEEICERE TN VRID
<address>

VRID O{RA8IP 7 F L X

<trigger_no>

FUAERES

<target_route>

b DXR E BB R

<target_if>
F)HOWREBRBZIBED/NT Y MEHAVEZ T —R4%

1285 J—R7PY T/ Ao IAARY MRE
[(XyvE—)

No.<trigger_no> node <target_node> <target_if>

nsm: vrrp <state> trigger event occurred. <interface> vrid<vrid> [<address>]

(FZ51474)FT ]

LOG_INFO

=]

<interface> & <vrid> X <trigger_no> BRI HFE S TERINIC/ —F MUADRREL. b HDIKRED <state>

KB leZmRLET,

[INS XZDEK]

<state>

ZEZRDIRRE

up
FOAICERESNIE/ — BTy L. FUANFTERICED LT

down
FOAICERESNIE/ —FBED L. FUANEREINELT

<interface>

1VRTT—R%
<vrid>
AEBICERE TN VRID
<address>

VRID O{RFEIP 7 R L X
<trigger_no>
FUHERES
<target_node>
FUAHONREED/—FDIPT7RLZ
<target_if>
b AICERE S NIz ICMP ECHO N7y hEEA VYR T T — 2%

1286 TYRAI—ZA T UEH
[(Xvt—)

‘nsm: vrrp master router down detection. <interface> vrid<vrid> [<address>] #<code>

E1E AT LOVER—E
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(51457 ~«]
LOG_INFO

=)
<interface> & <vrid> DRI VRRP JIL— T DI X RZI—RZDA I %= FHLI-C e ERLET,

(NS A ZDEK]

<interface>
AVRTIT—RE
<vrid>
AoV LT RZIL—2D VRID
<address>
HEZRELIEIYRAZIL—FDEIP 7KL
<code>
BHLEEROESE
01
TRZI—ZHE
(1B%FE 0 d VRRP-AD Z15)
02
VRRP-AD 25X 1 LT T~

1.287 S={SVRRP-ADTTLE&E
[(Xyt—2)

‘nsm: vrrp packet include invalid TTL. from <interface> [<address>]

(751407 +]
LOG_INFO

[E0K]
<interface> W RT A H T T —RICTTLH 255 THWVRRP Ny b ESMELC e ZRLE T,

[INZ X EDEK]

<interface>

1B TT—R4%

<address>
ZIELIVRRP N7y FDEETIP 7 RL X

1.28.8 =15 VRRP-AD HopLimit &
(XyE—2]

‘nsm: vrrp packet include invalid HopLimit. from <interface> [<address>]

(7351407 +]
LOG_INFO
[=0K]

<interface> M7R§ 1 > &2 7 T —XIZ HopLimit H* 255 THRUWVRRP X7y b2 ZELZERLET,
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[N X2 DEK]

<interface>

1R T T—R%

<address>
Z{ELIZVRRP Ny FDXETIP PRL X

1.28.9 (= VRRP-ADSREfX 1 JEE
[(Xyt—2)

‘nsm: vrrp packet authentication method mismatched. from <interface> [<address>]

(7351407 +]
LOG_INFO
=]

<interface> B\ R A VR T T —RICFREEAED—HLABWVRRP N7y FEZRELIECERLET,

[IXZ XZDEK]
<interface>
1R TT—2R%
<address>
ZIELVRRP Ny FOZEETIP 7RL X

1.28.10 ={EVRRP-AD S8:iF/N\X T —REH
[(Xwt—2)

‘nsm: vrrp packet authentication data check failed. from <interface> [<address>]

(751707 +]
LOG_INFO
=]

<interface> BRI VX T T —RITERFENRAT—RO—ELABWVRRP N7y b ZERELTECCEZRLETD,

[INZ X EDEK]

<interface>

1B TT—2R4%

<address>

ZfELIZVRRP N7y FDXETIP PRL X

1.28.11 VRRPREEZtLICWN T B 70> 3 EBLK
[(Xwt—2)

nsm: vrrp action <mode> failed. <interface> vrid<vrid> [<address>] No.<action_no> <state>
<action> <target> : <msg>

(751407 ]
LOG_INFO
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[(=0K]

<interface> & <vrid> ¥ <action_no> H"R 9B S TEE SN/ VRRP REZLICH T 70> a3 Y DOBEBICKK

LfeCZzRLET,
(/X5 X2 DEK]
<mode>
TUT g ER/EER
On
7o arvER#EzRLET,
Ooff

FoTavIEEREEERLE T,
<interface>

1R TT—2R%
<vrid>

ALEBICEHRE TNz VRID
<address>

VRID OfR*8 IP 7 RL X
<action_no>
TOLaAVERES
<state>
ToarvzEEAYT3RE
<action>
BREYT370> 3>
<target>
TIT 3 VDORR
lan [<lan_number>]
lanZzRLE T,
remote [<remote_number> [ap <ap_number> [id <id> <password>]]]
HBFERY bT—UPEGEZRLETD,
access-point <ap_name>
Bz RLET,
template interface <interface_name>
template #EfiZ R L E£ 9,
template <template_number> [uid <user_id>]
template #HfiZTR L EX 9,
<msg>
<action>H'5kB L 7-3EH

1S AT LOVER—E
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129 TUyP/STPOAyE—Y
1.29.1 1BHEBEZRH
[Xyt—2]

‘protocol: Topology changed [<root>:<priority>]

(o170 57+1])

LOG_INFO
[Enk]

TV wSRy hI—oOBROELERE LI ZRLET,
[N XZ2DEK]

<root>

L—=brTUyIDMAC 7KL R
<priority>
IW=rTVy P OBEE

1292 EHTVyIDET =R
[Xyt—]

‘protocol: STP aging timer expired [<root>:<interface>]

(7351407 ]
LOG_INFO
=]

BEBOLEMUDT ) v OERED S EHRIOXE SN SBMIER BPDU i HRERERNICRETE RV LICED

TV ORBORAD Y ZBHE LI EZTRLET,

[INZ X Z2DEK]
<root>
IW—=rTUyIDMACTRLX
<interface>
Ao EEH LTy OEENERINS I >2 71— X%

1S AT LOVER—E
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1.30 LLDPEEEDXvtE—
1.30.1 = LLDPDUDA—/NT7O—
[(Xwyt—)

‘11dpd: lan <number> send LLDPDU size overflow.

(7351707 +]
LOG_INFO

(=Kl

LLDP {ERAREARER 7 L —LREBX /-6, %593 LLDPDU [ZFRTD LLDP {EHRZAND A TE
Bhofcl ez mLET,

[N X2 DEK]

<number>
IXMS LLDPDU |29 RTD LLDP 1[BHRZX ANBZ e B TERD o e R— hDR— +ES
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1.31 ERY VPN OB 514 7Y FERED XA vt
1.31.1 J—ID &&R
[(Xyt—)

D

‘infoexcd: <user_id> registered to <server>

(o170 57+1])

LOG_INFO
[Enk]

BB VPN H—NICI1—H ID ABR T LA RLET,
[N A ZDEK]

<user_id>

BE®LAI—YID

<server>
BERLIEM VPN H—NT7RL X

1.31.2 21— D 4R
[(Xyt—)

‘infoexcd: <user_id> deleted from <server>

(7351707 +]
LOG_INFO
=]

B VPN H—N\D521—H ID ZHIBRL7CZRLE T,

(N5 X2 DEK]
<user_id>
HIBRL7=2—%1ID
<server>
HIFR LB VPN H— /N7 KL X
1313 Bty g UL

[(XwvE—)

‘infoexcd: The session of <from> to <to> was established.

(75147 +]
LOG_INFO
=]

Bty a v ERIULCEZRLET,

1S AT LOVER—E
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[N X2 DEK]

<from>

BRI ORAI— ID
<to>
BRREOERI— ID

1.31.4 1B®RXBEE v 3 Y
[(Xyvt—2)

‘infoexcd: The session of <from> to <to> was disconnected.

(72140 T+]

LOG_INFO
[=0k]

EHHt v > a VML C LB RLET,
[N XE2DEK]

<from>

BRI ORAI— ID
<to>
BRI OER/ I — ID

1315 1BHRXBEt v 3> OEIILK
[(Xvt—2)

‘infoexcd: The session from <from> to <to> failed :

<reason>

(7351707 +]
LOG_INFO
=]

Bty > a VORILICKRR L 2R LET,

(NS X EDEK]

<from>

BRI DFEMA 1 —4 ID

<to>

BRI DER 1 —4 ID

<reason>

RALTI b+

timeout
tyarHA—-nNonOo—-
session overflow
RCEy>arvHITICEETS
busy
BTN —-Ua vF—
version
RIRBEROLY OA— R R TH—BLTLWEHEA
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—BFRY %R

temporary

1.31.6 BRIty 3 OEHEK

[(XwvE—)

‘infoexcd: Refreshing the session from <from> to <to> failed.

(7351707 +]
LOG_INFO

[(=0k]
BEH Y>3 Y OBHICKR LI L ERLET.

(XS XZDEK]
<from>
BRI ORA I— ID
<to>
BRI DER/I— ID

1.31.7 [BEHRIRRBLERE

(XyE—2]

‘infoexcd: The response of the failure to <method> was received from <from>

: <response_code>

(7351707 +]
LOG_INFO

(=]
BRI Y TR MCH LTRSS ZZEL LI ERLET,

[N X2 DEK]

<method>
KB L T-ERER
REGISTER
I—1 1D BHREK
INVITE
BRIty > 3 VHEITER
CANCEL
BERRGE Y > g VEEIHIEER
BYE
HRRME v > 3 VYITER
<from>
KBUSEDRETI— ID. B VPN H—NDIP 7 RL X
<response_code>
KHEBRHERTIEI-REXyE—2
400 Bad Request
AEBVIITRbE
404 Not Found
I—H IDAFEELRVEERY
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408 Request Timeout
DOTZARRATIRLIE
422 Session Interval Too Small
Ty aVERIMETES
480 Temporarily Unavailable
EM 21— ID B INTVAWVZERY
481 Call/Transaction Does Not Exist
BHRRXGEE YD 3 A EELAEL
486 Busy Here
BERXMGEEY > 3 VA —N\PE—OERIEL Y a3 VAT TICHEIIIN TULWARERY
487 Request Terminated
BHRXRtE Yy a ORI ERIELE
500 Server Internal Error
BBy 3 VA —NBREOY—NNAEL S —
503 Service Unavailable
B VPN H—NHBFBTEHRW
603 Decline
template HEETHERTZ Mt 1 V2 T T —IADEZIHRVEERY

1.31.8 BRIty a3 VBB X vE—S DK
[(Xwt—2)

‘infoexcd: The Authentication of INVITE message from <from> to <to> failed on <server>.

(51457 ~«]
LOG_INFO
=]

BB VPN —N\THERSR Y > a VRBXA v - OFREICKMLIcC e 2R LET,

(NS XEZDEEK]

<from>

BRI DOREM 1 —4 ID

<to>

BRI OER 11— ID

<server>
FREEICKB L 7=BIRY VPN H—NTF RL R

1.31.9 [BIHRXBEI— ID ERA vt —T DOEREERK
[(Xvt—2)

‘infoexcd: The Authentication of REGISTER message for <user_id> failed on <server>.

(751407 ]
LOG_INFO
=]

BB VPN H— N THERIBEI - ID BRXA v —JOFBEEICKR L e ZzRLE T,

1S AT LOVER—E
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[N X2 DEK]

<user_id>
BEHREKRLZI-HID
<server>
FREEICKRB L 7=EBI VPN H—NNF R L X

1.31.10 EB VPN H—/\7 R L X DEERKEK
[(Xwt—2)

‘infoexcd: Resolving of <fqdn> failed.

(7351407 +]

LOG_INFO
=]

BEY VPN B —NDRR M RERICKMLIEC 2R LET,
[INZ X EDEK]

<fqdn>
B VPN H—/NDKEX M

1.31.11 BERXBLy>a>ORBXyvE—S2URAAL O ML

[(Xyvt—2)

‘infoexcd: The INVITE message from <from> to <to> was redirected to <uri>.

(514 F)7+])
LOG_INFO

=)
BRIy a OByt —S%2 )AL ML EZERLED,

[IXZ XZDEK]
<from>
RO REMA I — ID
<to>
BRRBEOER/I— ID
<uri>
A4 L2 k5% URI

1.31.12 BHRXBEty S a > ORBEFRLT-
[(Xwt—2)

‘infoexcd: The INVITE message from <from> to <to> was declined: <reason>

(735147407 +]
LOG_INFO
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[=0k]
BRI THEERRE Y Y 3 VORI ERERLIEC L ERLET,

[INS XAZDEK]

<from>
BHRZIBORM -1 ID
<to>
BRI OER 1—1 ID
<reason>
BTN —T 3 V0 F—
version
RPEROT > OA— RZA TH—HLTULWEEA,

E1EVXTFLOTE

B—&
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1.32 #H VPN H—NEEOX v tE—
1321  1—4 1D 0B
[(XytE—2]

‘dvpnsd: <user_id> was registered by <client>.

(514 )F+])
LOG_INFO
[E0K]
A—HIDZBRLIECERLET,
[INZ X2 DEKK]
<user_id>
ZHELI-2I—TID
<client>

BRI SAT7RDIP7ERELR
1.32.2 a2—H 1D OfkR
[(XyvtE—2)

‘dvpnsd: <user_id> was deleted by <client>.

(735147 +]
LOG_INFO
=]

I—HIDZHIRLIcC e ZRLET,

[N X2 DEK]

<user_id>

HIBR L 7=2—%ID

<client>
BRRXBEISATVRDIPFRLZR

1.32.3 BRIt Y>3 > OMEIL
[(XwvE—)

‘dvpnsd: The session from <from> to <to> was established.

(751407 ]
LOG_INFO
=]

By a VP BIULCEZRLET,
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[N X2 DEK]

<from>

BRI ORAI— ID
<to>
BRREOERI— ID

1.32.4 1BHRXBEEYvI 3 >0
[(Xyt—2)

‘dvpnsd: The session from <from> to <to> was disconnected.

(72140 T]

LOG_INFO
[=0k]

B v > a VIS NI C LB RLET,
[NZ XE2DEK]

<from>

BRI ORAI— ID
<to>

BRI OER/I— ID

1.325 [BHRXBEtEyIa>DET
[(XwvE—)

‘dvpnsd: The session from <from> to <to> expired.

(7351407 +]
LOG_INFO
=]

EHEH v > a Y OBMRIHET LIS LB RLET,
(NS XE2DEK]

<from>
BRI ORA I— ID
<to>
BRI DERI— ID
1.32.6 BRIy a VRBX Y- DRIERK

[(XwvE—)

‘dvpnsd: The Authentication of INVITE message from <from> to <to> by <client> failed.

(7351707 +]
LOG_INFO

1S AT LOVER—E
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[(=0K]

BERM I Z17 Y b S OBERMRE Yy L a VB X vt -V OFEHCRR Lt e 2R LE T,

(NS X2 DEK]
<from>
BRHEDFRMMI—4 ID
<to>
BREDOER/I— ID
<client>
BRI SAT7EDIP 7RLR

1.32.7  1BHRKEBEI—H 1D B X vE—J DEREIRE
[(Xwvt—)

‘dvpnsd: The Authentication of REGISTER message for <user_id> by <client> failed.

(735177 +]
LOG_INFO

[(=0K]

BRI 51TV b S OB — ID BERA v -V OFEEHICKB LI ZRLET,

[IXZ XZDEK]
<user_id>
BREXRSIN-2—HID
<client>
BRI SATRDIP 7RLR

1S AT LOVER—E
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1.33 AAA/RADIUS DXyt —2
1.33.1  RADIUS THU YT+ VI BRORR
[Xyt—]

aaa_radiusd: <id>(<session_id>) received service for <session_time> seconds, received
<input_packets> packets(<input_bytes> bytes), sent <output_packets> packets(<out_bytes>
bytes).

(7351707 +]
LOG_INFO

=]
RADIUS THY > 7« Y I EHRETR L £,

[IXNZ X ZDEK]

<id>

User_Name

TOERI1—H4
<session_id>

Acct-Session-Id

FA—tv>a>eErRI—EBOHINF

<session_time>

Acct-Session-Time

v a UBRN SRT F TORR

<input_packets>

Acct-Input-Packets

RADIUS A4 7> b7 ORI —YWSZELENT Y K
<input_bytes>

Acct-Input-Octets

RADIUS 75 A 7> hH 7V RA—HYHERELILT—XE
<output_packets>

Acct-Output-Packets

RADIUS V514 7Y b7 RA—HFITR L TEELI/NT Y MR
<output_bytes>

Acct-Output-Octets

RADIUS 547 bh 57 o ERA—HICRHLTEELELT—4E

1.33.2  RADIUS SR — N\KISE
[(XyvtE—2)

‘aaa_radiusd: authentication request failed for <id> on aaa <group_id>: no response received.

(7314707 +]
LOG_INFO
=]

RADIUS 7 5+ 7> b DFREEERICH L T, RADIUS H—/N\Hh SEREHERM BRI ShGh > e 2R L EF T,
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[/IXZ X2 DEKK]
<id>
7Ot 221—H4
<group_id>
AAA J')L—TID

1.33.3 RADIUS 7 Hh O T a4 T —NKISE(THT 2T+ > H%RE)
[(Xvt—2)

aaa_radiusd: accounting start request failed for <id> on aaa <group_id>: no response
received.

(731407 ]
LOG_INFO

=19
RADIUS 547> hDT7 RO YT VTERICH LT, RADIUS THI VT o VI —N\DSTHhHO> T 1Y
JHmOBHAEINED >/ EZRLET,
(INZ X ZDEK]
<id>
TOERA—H4E
<group_id>
AAA J)L—TID

1334 RADIUS 7AHD T4 VI —NKRIGE(THI>Ta VT THE)
[(Xvt—2)

aaa_radiusd: accounting stop request failed for <id> on aaa <group_id>: no response
received.

(7351407 +]
LOG_INFO

=)
RADIUS U5 A 7Y DT AT YT« Y IBRICK LT, RADIUS PHY YT 1 Y IH—NDBTAIY T 1>
JRT OBV EINGD) >l ERLET,
(N5 X2 DEKK]
<id>
T4
<group_id>
AAA JJL—1D

1.33.5 RADIUS SREERIBFERE A — /N
[(Xwt—2)

‘aaa_radiusd: authentication request failed for <id> on aaa <group_id>: request too much.
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(51457 ~«]
LOG_INFO

=09
RADIUS 7 5+ 7> b DFBREERICX LT FIRFEREA RADIUS 7O+ L TKRR B LIRBZBR fcfcd. B
KEWELFBAZRMESELIEZRLEY,
(/X5 X2 DEK]
<id>
TOERA—H4
<group_id>
AAA J)L—TID

1.33.6 RADIUS 7 h O VT« Y IURKREREA —/IN(THD > T+ > FRE)
[(Xvt—2)

‘aaa_radiusd: accounting start request failed for <id> on aaa <group_id>: request too much.

(751407 ]
LOG_INFO
=]

RADIUS 547> hDT7HI YT« TERICX L T, BIREREA RADIUS 70O + )L TR R 5 LR# =
Rfclc®. BXRZWEL RADIUS U —NISEELED > ZETRLEFT,
(/35 X & DEK]
<id>
TR ZA1—H4
<group_id>
AAA JIL—T 1D

1.33.7 RADIUS 7 h o VT« VIURKREREA—/IN(THO T 1 VIR TE)
[(Xvt—)

‘aaa_radiusd: accounting stop request failed for <id> on aaa <group_id>: request too much.

(7351407 ]
LOG_INFO
=]

RADIUS O 5A TV bDT IV T 4 VJERICN LT RIRFEREAN RADIUS 7O+ JJL TR R B LR Z B
ATt BEXRZWEL RADIUS U —NISEELED > ZETRLET,

[INS XZDEK]
<id>
Tt X1—H4

<group_id>
AAA ZL—TID
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1.33.8 RADIUS FREEHBRIEREN
[(XwvE—)

aaa_radiusd: authentication request failed for <id> on aaa <group_id>: invalid
configuration.

(73514747 +]
LOG_INFO

=)
RADIUS 7 54 7> hDEBEEERICXT L T RADIUS DEREBENEMIE ofclcd. BEXREWHE LSRG Z LK
BrlezRLET,.
[/IXZ X2 DEK]
<id>
7Ot 21—H4
<group_id>
AAA JJL—TID

1339 RADIUS 7HD> T4 VU BHREERENTHY VT UK
[(Xvt—2)

aaa_radiusd: accounting start request failed for <id> on aaa <group_id>: invalid
configuration.

(73514417 ]
LOG_INFO

=Y
RADIUS O 5A 7Y bDT7 NIV T 4 »JERIZX LT, RADIUS DERERNEMIE oo lcdBEREZREL
RADIUS " —NICEEL BN -l ZERLET,
(/35 X & DEK]
<id>
TR ZA1—H4
<group_id>
AAA ZIL—T 1D

1.33.10 RADIUS 7HU> T« VI BHEREN T HO T4 VTR THE
[(Xvt—)

aaa_radiusd: accounting stop request failed for <id> on aaa <group_id>: invalid
configuration.

(7351707 +]
LOG_INFO

=0K]

RADIUS O S5A T bDT AT YT« I ERICH LT RADIUS DIBERNEME o Tl HERZWEL
RADIUS B —NICEEL BN o e ZRLET,
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[N X2 DEK]

<id>

Tt AA—H4
<group_id>

AAA ZJL—1D

1.33.11 RADIUS FREEX E V148
[(Xwt—2)

aaa_radiusd: authentication request failed for <id> on aaa <group_id>: memory allocation
failed.

(73147 +]
LOG_INFO

(Z0K]
RADIUS 7547 > hDFREERICKH LT XEUDMB L. BERZWELDEz XM EL I ZRL
£9,
[INZ XZDEK]
<id>
TOERA—H4E
<group_id>
AAA J)L—TID

1.33.12 RADIUS 7AHO>Ta VI XEEVREB(THD T > F%RE)
[(Xvt—)

aaa_radiusd: accounting start request failed for <id> on aaa <group_id>: memory allocation
failed.

(73517407 +]
LOG_INFO

=0K]

RADIUS O SA T Y DT AT T4 I BRI LT, XEVDEE L Ic/c®ERZIKRE L RADIUS ¥ —/\IC
EELED e ZERLET,

[/XZ X2 DEK]
<id>
TOEZ2A—H4
<group_id>
AAA ZIL—TID
1.33.13 RADIUS A YT A4 VI XEUEB(T A>T 1 VTR TE)
(XytE—2]
aaa_radiusd: accounting stop request failed for <id> on aaa <group_id>: memory allocation
failed.
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(51457 ~«]
LOG_INFO

=179
RADIUS U547V DT HI>T 4 VIJERICHLT. XEUDMBLIIOEREZRKE L RADIUS H—/N\IC
EELED Tl ERLETD,
(/35 X &2 DEH]
<id>
Tt ZA1—H4

<group_id>
AAA ZIL—T 1D

1.33.14 RADIUS EREEHBHERALA—E
[(Xvt—)

aaa_radiusd: authentication request failed for <id> on aaa <group_id>: bad authentication
secret.

(75177 +]
LOG_INFO

[(E0K]
RADIUS 7 54 7> b DEREEERICXT L Ty RADIUS H— N SIEEEZ TR e b DOHBHEI—RL ALV
OEEERELICERLET,
(N5 X ZDEK]
<id>
Tt AA—H4

<group_id>
AAA ZJL—1D

1.33.15 RADIUS 7HO > T« > IHEBREA—(THD > T > H%RE)
[(Xvt—2)

aaa_radiusd: accounting start request failed for <id> on aaa <group_id>: bad accounting
secret.

(7351407 ]
LOG_INFO

=]

RADIUS VSA 7Y bDTHO YT 4 IERICH LT, RADIUS H—N\D BB EZ TR T-b00EFEHN
—HLABEWVEOREERELIECCZRLETD,

(INZ XZDEK]
<id>
TOEZRA—H4E
<group_id>
AAA J)L—TID
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1.33.16 RADIUS 7HO > T4 Y IHEBRBA—H(THO>T1 0T THE)
[(Xvt—)

aaa_radiusd: accounting stop request failed for <id> on aaa <group_id>: bad accounting
secret.

(73514747 +]
LOG_INFO

=0K]

RADIUS V54TV hDT AT YT« I ERICKH LT, RADIUS H—N\D B REBEZRITE > DDOHBEREND
—HLBVDIGEZRELIECEZRLED,

(/X5 X2 DEK]
<id>
TR —-H4
<group_id>
AAA J)L—TID

1.33.17 O—AIEBEEDB 7 HU > T« I BHROEKRT
[(XwvE—2)

aaad: <id>(<session_id>) received service for <session_time> seconds,received
<input_packets> packets(<input_bytes> bytes), sent <output_packets>packets(<output_bytes>
bytes).

(73514707 +]
LOG_INFO

=0k]
O—HLREEDB DT HI YT« Y IERERLET,

[/IXZ X2 DEK]
<id>
7Ot 21—H4

<session_id>
FA—tv>arzRI—RBOHNTF
<session_time>

Ty a VBN SRT FTORE
<input_packets>
TOCRA-YNRMELINT Y M
<input_bytes>
TOERA-HHRMELLET—LE
<output_packets>
TORRA-FHERELTNT v M
<output_bytes>
TOERA-HYNERELLT—4E
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1.33.18 Access-Challenge =15
(XyE—2]

‘aaa_radiusd: Access-Challenge not support (<id>)

(751457 ~«]
LOG_INFO
=179

RADIUS ¥ 541 7 > O AREBTHRYR— D Access-Challenge 2ZE L e e 7V XA —H OFREEICKK
Li=CzRLET,

(NS XZDEK]
<id>
Tt X1—H%

1.33.19 Message-Authenticator @M
(Xyt—]

‘aaa_radiusd: received Message-Authenticator have unmatched value (<id>)

(7351407 ]
LOG_INFO
=]

{5 L7z RADIUS /N7 v b D Message-Authenticator B =B L BN o 7o Tc D RENT v FHARTATATVS
BOLLT. WELIECLZEKRLEFY,

[INT XZDEK]
<id>
Tt A1—H%
1.33.20 ZhUEz— MEREBMEENY 7 74—N70O-)
[(XwytE—2)

aaa_radiusd: attribute <attr_type> create failed. send buffer overflow for aaa group
<group_id> user id <id>

(73514707 +]
LOG_INFO
=]

RADIUS H—N\D'BE IS4 TV MIRETRIT7IV/ERI—HDI—FIBHRMNIAKSTETB/-H. XENT Y &K
ELLCe®mEKLET, RADIUS H—/\Iid 4096 N1 FULDTREHERE VS 7Y MOBRTE AW o,

TOEAA—HFDOI-FRBRICSHOBRRBEREEELILIBARLIC. ERBRICEDZEENT v FHARESHQ
BehHDET,

[N X2 DEK]

<attr_type>
F—N70-L7E7RVE2—FOEME
VSA TR EZED L EIINRVAEFT7 M Ea— b TA—N7O-LECEZEKRLET,

EL1EL2FLOER—E 178




<group_id>

AAA JIL—1D
<id>
Tt A1—H%

1.33.21 RADIUS SREEERDE L
[(Xvt—2)

canceled.

aaa_radiusd: authentication request failed for <id> on aaa <group_id>: authentication

(FS14A4)7+])
LOG_INFO
=0K)
RADIUS 25147 > ]‘@mh\uﬁg—ktu—ﬁ LT, mb\nEﬁQﬁTﬁb‘wunIEg—K%Hyo /ﬁ LfeCeZzRLETD,
(/X5 X2 DEK]
<id>
TORRA-H4E

<group_id>
AAA ZL—FID

1.33.22 RADIUS I:lll.;\l:lE-U- /\g Y
(XyE—2]

‘aaa_radiusd: radius authentication server <number> on aaa <group_id> dead.

(73514707 +]
LOG_INFO
=]

RADIUS ER5EH —/\H* alive JRBED' 5 dead IREICH -7 ERLF T,

[N X2 DEK]

<group_id>
AAAJIL—Z 1D
<number>
ALY —NEEES

1.33.23 RADIUS 58— /\1E|H

[(Xwvt—)

‘aaa_radiusd: radius authentication server <number> on aaa <group_id> alive.

(7214747 +]
LOG_INFO
=]

RADIUS S35FH —/\H dead IREEHD 5 alive REEICHR >l ZRLZF T,
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[N X2 DEK]

<group_id>

AAA ZJL—1D
<number>

A —NEEES

1.33.24 RADIUS 7 AHDI>T a4 > TdH—NE DT>
[(XwvE—)

‘aaa_radiusd: radius accounting server <number> on aaa <group_id> dead.

(7351407 +]
LOG_INFO
=]

RADIUS 7 ho VT4 T —/)\H alive IREED'S dead REICH >l ZRLE T,

(NS XEDEK]

<group_id>

AAA ZJL—1D

<number>
THIYT 4 T —NERES

1.33.25 RADIUS 7 A>T+ >TH—/\1EIH
[(XwvE—2)

‘aaa_radiusd: radius accounting server <number> on aaa <group_id> alive.

(7351407 +]
LOG_INFO
=]

RADIUS 7 ho VT4 T —/\H dead IKEN' S alive REICH >l ZRLET,

[INZ X EDEK]

<group_id>

AAA ZJL—1D

<number>
THIYT 4 T —NERES

1.33.26 ESREFAUIBLER(X E Y HE:E)
[(Xvyvt—2)

‘aaad: cannot process due to no resource [mac=<mac_addr>]

(735147407 +]
LOG_INFO

1S AT LOVER—E
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[=0k]
XEURRDO. BABRNMERINCEERLET,

[N X2 DEK]

<mac_addr>
SEIERDER S NIHEKRD MAC 7 RL X

1.33.27 X EVBICK BEPEEERHK
[(Xvt—)

‘aaad: cannot allocate memory to indicate about authentication result

(731407 ]
LOG_INFO
=]

AEVRBICK DERBUIBED R L 7cC e 2R LET,
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1.3 ZOMOXAytE—
1341 YRAFLUEYRIS—
[Xwt—)

‘<name>: ERROR: system reset busy.

(75177 +]
LOG_ERROR

(=Kl

Dty MUBZRBLES LD 77— LEHFP. BRERORER. ALy FTUEY MUBHRZCI(IC
&D. Uty MUBRTERD > TeERLET,

[N XZDEK]

<name>
Dty bEEFELETOYS L
scheduled
27T a—I)lIlE 2 BREBESEEROUEY
telexec
telnet 0TV RICLBD VLY +
sshexec
sshhsDIXV RICLBZ)EY ~

1.34.2 EHNERRMRETT
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