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AEFRICIE. DV ITAINZTRESLIVCZEOOAY I E 2 —RICE>THESN. TRROFEAZKGE L EHICEMTINTULS FreeBSD D
—BHEENTVET,
# @#)COPYRIGHT 8.2 (Berkeley) 3/21/94

All of the documentation and software included in the 4.4BSD and 4.4BSD-Lite Releases is copyrighted by The Regents of the
University of California.

Copyright 1979, 1980, 1983, 1986, 1988, 1989, 1991, 1992, 1993, 1994 The Regents of the University of California. All rights
reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following
conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in
the documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following acknowledgement: This product
includes software developed by the University of California, Berkeley and its contributors.

4. Neither the name of the University nor the names of its contributors may be used to endorse or promote products derived from
this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS "AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE DISCLAIMED. IN NO EVENT SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS
OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

The Institute of Electrical and Electronics Engineers and the American National Standards Committee X3, on Information
Processing Systems have given us permission to reprint portions of their documentation.

In the following statement, the phrase "this text" refers to portions of the system documentation.

Portions of this text are reprinted and reproduced in electronic form in the second BSD Networking Software Release, from IEEE
Std 1003.1-1988, IEEE Standard Portable Operating System Interface for Computer Environments (POSIX), copyright C 1988 by the
Institute of Electrical and Electronics Engineers, Inc. In the event of any discrepancy between these versions and the original IEEE
Standard, the original IEEE Standard is the referee document.

In the following statement, the phrase "This material" refers to portions of the system documentation.

This material is reproduced with permission from American National Standards Committee X3, on Information Processing
Systems. Computer and Business Equipment Manufacturers Association (CBEMA), 311 First St., NW, Suite 500, Washington, DC
20001-2178. The developmental work of Programming Language C was completed by the X3J11 Technical Committee.

The views and conclusions contained in the software and documentation are those of the authors and should not be interpreted
as representing official policies, either expressed or implied, of the Regents of the University of California.

AERITIF. AV TFIILZTFTREN-ILARICEVWTHEESNAEY I FI T THEEATVET,
Copyright © 1989 Regents of the University of California. All rights reserved.

Redistribution and use in source and binary forms are permitted provided that the above copyright notice and this paragraph are
duplicated in all such forms and that any documentation, advertising materials, and other materials related to such distribution
and use acknowledge that the software was developed by the University of California, Berkeley. The name of the University may
not be used to endorse or promote products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED "AS IS" AND WITHOUT ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, WITHOUT LIMITATION,
THE IMPLIED WARRANTIES OF MERCHANTIBILITY AND FITNESS FOR A PARTICULAR PURPOSE.

AERIZIE. WIDED KAME 7O 27 MCK > THEIN. TROFEARGFLEBHICHRLTINTWVWBRY I Iz T7HEENTVET,

Copyright © 1995,1996,1997,and 1998 WIDE Project.
Allrights reserved.
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Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following
conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in
the documentation and/or other materials provided with the distribution.

3. Neither the name of the project nor the names of its contributors may be used to endorse or promote products derived from this
software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS "AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE DISCLAIMED. IN NO EVENT SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS
OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

AERBICIF REZ2TA—RRBL > THESIN. TROEARG L EDBICEHINTLS mrouted D—HHZENTVET,

The mrouted program is covered by the following license. Use of the mrouted program represents acceptance of these terms and
conditions.

1. STANFORD grants to LICENSEE a nonexclusive and nontransferable license to use, copy and modify the computer software
“mrouted” (hereinafter called the “Program”), upon the terms and conditions hereinafter set out and until Licensee discontinues
use of the Licensed Program.

2. LICENSEE acknowledges that the Program is a research tool still in the development state, that it is being supplied “as is,”
without any accompanying services from STANFORD, and that this license is entered into in order to encourage scientific
collaboration aimed at further development and application of the Program.

3. LICENSEE may copy the Program and may sublicense others to use object code copies of the Program or any derivative version
of the Program. All copies must contain all copyright and other proprietary notices found in the Program as provided by
STANFORD. Title to copyright to the Program remains with STANFORD.

4. LICENSEE may create derivative versions of the Program. LICENSEE hereby grants STANFORD a royalty-free license to use, copy,
modify, distribute and sublicense any such derivative works. At the time LICENSEE provides a copy of a derivative version of the
Program to a third party, LICENSEE shall provide STANFORD with one copy of the source code of the derivative version at no
charge to STANFORD.

5. STANFORD MAKES NO REPRESENTATIONS OR WARRANTIES, EXPRESS OR IMPLIED.By way of example, but not limitation,
STANFORD MAKES NO REPRESENTATION OR WARRANTIES OF MERCHANTABILITY OR FITNESS FOR ANY PARTICULAR PURPOSE OR
THAT THE USE OF THE LICENSED PROGRAM WILL NOT INFRINGE ANY PATENTS,COPYRIGHTS, TRADEMARKS OR OTHER RIGHTS.
STANFORD shall not be held liable for any liability nor for any direct, indirect or consequential damages with respect to any claim
by LICENSEE or any third party on account of or arising from this Agreement or use of the Program.

6. This agreement shall be construed, interpreted and applied in accordance with the State of California and any legal action
arising out of this Agreement or use of the Program shall be filed in a court in the State of California.

7. Nothing in this Agreement shall be construed as conferring rights to use in advertising, publicity or otherwise any trademark or
the name of “Stanford”.

The mrouted program is COPYRIGHT 1989 by The Board of Trustees of Leland Stanford Junior University.

AERICIF. BAVIAINZTRESLVZOOAY MU Ea—RICL>THESN, TROFAFRGLEHICERINTLS pimd D
—WHEENTVEY,

Copyright © 1998-2001
University of Southern California/Information Sciences Institute.All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following
conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in
the documentation and/or other materials provided with the distribution.

3. Neither the name of the project nor the names of its contributors may be used to endorse or promote products derived from this
software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE PROJECT AND CONTRIBUTORS “AS IS” AND ANY EXPRESS OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE DISCLAIMED. IN NO EVENT SHALL THE PROJECT OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS
OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

$ld: LICENSE,v 1.52001/09/10 20:31:36 pavlin Exp $
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Part of this program has been derived from mrouted.
The mrouted program is covered by the license in the accompanying file named "LICENSE.mrouted".

The mrouted program is COPYRIGHT 1989 by The Board of Trustees of Leland Stanford Junior University.

AERICE ALITVRFICE > THESN. TEEOERFRGFLEBICEEHRTNTLS pimdd D—EAZENTUVE T,
Copyright © 1998 by the University of Oregon.All rights reserved.

Permission to use, copy, modify, and distribute this software and its documentation in source and binary forms for lawful
purposes and without fee is hereby granted, provided that the above copyright notice appear in all copies and that both the
copyright notice and this permission notice appear in supporting documentation, and that any documentation, advertising
materials,and other materials related to such distribution and use acknowledge that the software was developed by the University
of Oregon.The name of the University of Oregon may not be used to endorse or promote products derived from this software
without specific prior written permission.

THE UNIVERSITY OF OREGON DOES NOT MAKE ANY REPRESENTATIONS ABOUT THE SUITABILITY OF THIS SOFTWARE FOR ANY
PURPOSE. THIS SOFTWARE IS PROVIDED "AS IS" AND WITHOUT ANY EXPRESS OR IMPLIED WARRANTIES,INCLUDING, WITHOUT
LIMITATION, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE, TITLE, AND NON-
INFRINGEMENT.

IN NO EVENT SHALL UO, OR ANY OTHER CONTRIBUTOR BE LIABLE FOR ANY SPECIAL, INDIRECT OR CONSEQUENTIAL DAMAGES,
WHETHER IN CONTRACT,TORT, OR OTHER FORM OF ACTION, ARISING OUT OF OR IN CONNECTION WITH,THE USE OR
PERFORMANCE OF THIS SOFTWARE.

Other copyrights might apply to parts of this software and are so noted when applicable.

Questions concerning this software should be directed to Kurt Windisch (kurtw@antc.uoregon.edu)

$ld: LICENSE,v 1.2 1998/05/29 21:58:19 kurtw Exp $

Part of this program has been derived from PIM sparse-mode pimd.
The pimd program is covered by the license in the accompanying file named "LICENSE.pimd".

The pimd program is COPYRIGHT 1998 by University of Southern California.

Part of this program has been derived from mrouted.

The mrouted program is covered by the license in the accompanying file named "LICENSE.mrouted".
The mrouted program is COPYRIGHT 1989 by The Board of Trustees of Leland Stanford Junior University.
Copyright © 1998 by the University of Southern California.All rights reserved.

Permission to use, copy, modify, and distribute this software and its documentation in source and binary forms for lawful
purposes and without fee is hereby granted, provided that the above copyright notice appear in all copies and that both the
copyright notice and this permission notice appear in supporting documentation, and that any documentation, advertising
materials,and other materials related to such distribution and use acknowledge that the software was developed by the University
of Southern California and/or Information Sciences Institute.

The name of the University of Southern California may not be used to endorse or promote products derived from this software
without specific prior written permission.

THE UNIVERSITY OF SOUTHERN CALIFORNIA DOES NOT MAKE ANY REPRESENTATIONS ABOUT THE SUITABILITY OF THIS
SOFTWARE FOR ANY PURPOSE. THIS SOFTWARE IS PROVIDED "AS IS" AND WITHOUT ANY EXPRESS OR IMPLIED

WARRANTIES,INCLUDING, WITHOUT LIMITATION, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE, TITLE, AND NON-INFRINGEMENT.

IN NO EVENT SHALL USC, OR ANY OTHER CONTRIBUTOR BE LIABLE FOR ANY SPECIAL, INDIRECT OR CONSEQUENTIAL DAMAGES,
WHETHER IN CONTRACT,TORT, OR OTHER FORM OF ACTION, ARISING OUT OF OR IN CONNECTION WITH,THE USE OR
PERFORMANCE OF THIS SOFTWARE.

Other copyrights might apply to parts of this software and are so noted when applicable.

Questions concerning this software should be directed to Pavlin Ivanov Radoslavov (pavlin@catarina.usc.edu)

$ld: LICENSE.pimd,v 1.1 1998/05/29 21:58:20 kurtw Exp $

Part of this program has been derived from mrouted.
The mrouted program is covered by the license in the accompanying file named "LICENSE.mrouted".
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The mrouted program is COPYRIGHT 1989 by The Board of Trustees of Leland Stanford Junior University.

ABRICIE. RSA Data Security ' EEHE% B L TL\ 5 MD5 Message-Digest Algorithm & EFhTLWE 7,
Copyright © 1991-2, RSA Data Security, Inc. Created 1991. All rights reserved.

License to copy and use this software is granted provided that it is identified as the "RSA Data Security, Inc. MD5 Message-Digest
Algorithm" in all material mentioning or referencing this software or this function.

License is also granted to make and use derivative works provided that such works are identified as "derived from the RSA Data
Security, Inc. MD5 Message-Digest Algorithm" in all material mentioning or referencing the derived work.

RSA Data Security, Inc. makes no representations concerning either the merchantability of this software or the suitability of this
software for any particular purpose. It is provided "as is" without express or implied warranty of any kind.

These notices must be retained in any copies of any part of this documentation and/or software.

ABRICIE. Eric Young K (eay@cryptsoft.com) Ik > TRERSNABEBY 7 b Uz 7HAEENTVE T,
Copyright © 1995-1998 Eric Young (eay@cryptsoft.com) All rights reserved.

This package is an SSL implementation written by Eric Young (eay@cryptsoft.com).
The implementation was written so as to conform with Netscapes SSL.

This library is free for commercial and non-commercial use as long as the following conditions are aheared to. The following
conditions apply to all code found in this distribution, be it the RC4, RSA, lhash, DES, etc., code; not just the SSL code. The SSL
documentation included with this distribution is covered by the same copyright terms except that the holder is Tim Hudson
(tih@cryptsoft.com).

Copyright remains Eric Young's, and as such any Copyright notices in the code are not to be removed.If this package is used in a
product, Eric Young should be given attribution as the author of the parts of the library used.This can be in the form of a textual
message at program startup or in documentation (online or textual) provided with the package.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following
conditions are met:

1. Redistributions of source code must retain the copyright notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in
the documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following acknowledgement:"This product
includes cryptographic software written by Eric Young (eay@cryptsoft.com)" The word 'cryptographic' can be left out if the
rouines from the library being used are not cryptographic related :-).

4. 1f you include any Windows specific code (or a derivative thereof) from the apps directory (application code) you must include an
acknowledgement:"This product includes software written by Tim Hudson (tjh@cryptsoft.com)"

THIS SOFTWARE IS PROVIDED BY ERIC YOUNG " “AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO
EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF
USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

ABGRICIZ. OpenSSLY — )L v b &R T % 7-®IZ OpenSSL Project (http://www.OpenSSL.org/) IC& > TRE IV I bz 7H
BENTLET,

Copyright © 1999 The OpenSSL Project. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following
conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in
the documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following acknowledgment: "This product
includes software developed by the OpenSSL Project

for use in the OpenSSL Toolkit. (http://www.OpenSSL.org/)"

4. The names "OpenSSL Toolkit" and "OpenSSL Project" must not be used to endorse or promote products derived from this
software without prior written permission. For written permission, please contact licensing@OpenSSL.org.

10
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5. Products derived from this software may not be called "OpenSSL" nor may "OpenSSL" appear in their names without prior
written permission of the OpenSSL Project.

6. Redistributions of any form whatsoever must retain the following acknowledgment: "This product includes software developed
by the OpenSSL Project for use in the OpenSSL Toolkit (http://www.OpenSSL.org/)"

THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT * “AS IS' AND ANY EXPRESSED OR IMPLIED WARRANTIES, INCLUDING,
BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE OpenSSL PROJECT OR ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON
ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
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&, THRMIC KEEPALIVE /N7y b THEGFRERZITVE T, BREIBHRISENN HSIHFSIE. UPDATE/N 7Y FTE
MENTRBRRIBIR T ZLIRL £ 9, BERISROHIRD B 155 1E. UPDATE /N7 v k THIBR SN 7T-BERIBERS
TZLERLET,

30 BGP4 1Ak



FEESREAE (V2)

F2E

TREEBIE

BGP4

A
Y

TCPORU 3> DL < > TCPOXUIa>DHEL

OPEN,/KEEPALIVEXyt—
BGPOARIZa>DHEL > BGPIRYUIaOHEIL

UPDATE X vt — (RERIBR)
RRIERE - - > RERIEIRAG

_ KEEPALIVEXyt—2 B
LFREE - > ETERESR

UPDATE Xt — GENNERIE R 1)
EHRABROEN -

UPDATEXwt — (HIPRZERISIRTE 1
! v — 2 (HIRERIEIRIE ) RO

B L HTRADERIFERIERD 5156, UTDIRETELERZERLI I,

(BEE (distance) DB HNIL (BEEDEV) BEREBRLET,
(2)LOCAL_PREFBMDH L HAZ LY (BEEDEV) BRERIRLET,

(3)AS_PATH D ASEH'H - c HIEVMEREBIRLF T,
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HMAC-MD5. HMAC-SHA1

SREE7 IOV XL EFREE7 LT A LE— FOEREHY
MD5 : &> FILTEREEA R L

SHAL : EF a7« h'UVAL FREEAEL

AEBETHR— FT 3 IPsecBiEld. ATOFHTOSDILORFCICERL FT,
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RFC2407 "The Internet IP Security Domain of Interpretation for ISAKMP"
RFC2408 "Internet Security Association and Key Management Protocol (ISAKMP) "
RFC2409 "The Internet Key Exchange (IKE) "

RFC2410: "The NULL Encryption Algorithm and Its Use With IPsec"
RFC2411: "IPsecurity Document Roadmap"

RFC3394: "Advanced Encryption Standard (AES) Key Wrap Algorithm"
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Security Association & Security Parameters Index

IPsec DI, ETEE - %‘%TEGDT’)LJ“UXL%’%@%‘E@L<5’}’&IPsec0)7°El NILBGENSTIDBELCET
To IPsec TIBIETAHRAMES LIF. BETRHICBRASHDAETEREL - BSOT7ILI) ILNFERT S
BERELT. 20OBHREHEIIVENHD £7., COBEFKR%T SA (SecuntyAssouann) CEVWEY,
1DDRR MMIBHOBEICHIET DT-ODERDSAZFHO>TUVWET, ED7DH. ZIFTW o> IPsecD/NT v b
M. EDSAICHBTEHDHDONEHANTIHNELHD T, BATIODNFTARZELT. HLIZHETS
AHX ESP DA w A FIZE N3 SPI (Security Parameter Index) =R L X9,

SPI

Security
Association

Security
Association

SPI

REBA WANEI#R AIEEEB

AHA YA L ESPAYH

IPsec Tld. IPNNTw DA TS a>AwHIZ, FREEICIEZAH (Authentication Header) ANy A%, BES{tH &
\EREEICIZ ESP (Encapsulating Security Payload) Nw A %#ERALTVWET,

IP /N4 REREE (AH:Authentication Header)

next header| length | reserved
SPI(Security Parameter Index)
Authenticated Data

HIPAYSE

N E Y |TCP |/\°4|:|—H
SREFEE (FIPAY H DA B £

AH L;lp/\ob—“/ b%wuuiE?%Tu.&b‘;lP/\ JQLJVL?E*TL%%@T?'O TE’*Z%%'P/\IT/ F@HULlPseC’T ~
'71/1’0)7’FI/ZE:J:uﬂd)ff%ESEb‘b?&éAH/\/ﬁ’&?ﬁ)\bi?‘o

AHIFERESEZIIL OV X L - 885X — - BES 7OV XL - BESX— « £ —Ff - T—EXFEREERD D SPIE
. BRATINOVILTERTZT— ’57 7« —JL K Authenticated Data B 5D IT> TWVWE T,
FEETBANE. AUSFILDIPINT v b ESREEED S /Ny > 288 FE > CTERE L 75 D% Authenticated
DatalCEZTAATEELEY,

ZET 3. SPIOBEHRTHFAEZFELEF T, TORFRCBALESRSLURIAT7IILI I LZFERLT
FETRACEAFRDOHAEEITVE T, AHAVAKROD Authenticated Data E — L =388 1C. BFZIEL -
FI#TL £ 9,

SREEICfEAR§ %3583 ﬁé”)\ U/\‘/)JFQ%&@K‘; SAT—AR—=XIZHBH “&)’“‘ﬁbTBi‘?i?o SA & &,
%‘uﬂganuu.l.—tﬁ_t@mquﬁ@ t 0)7_ 5’73‘7\0'0,\57' a*ng) [ KT—a_o
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IP /X4 BES{t (ESP:Encapsulating Security Payload)

Payload Date
Sequence Number Field
SPI(Security Parameter Index)
= Padding
| PaddingLength | next header
Authenticated Date

)

P ESP FUSFHIL o1 | ESP ESP
Toit | st | o | TP [ RAE=E T e g
B S{LEE
Bt e

ESPIZIP/NYw REEREE (PN FORIAF T VYY) 123 TIEAEL, IPXT Y M EBEBBSELET,

HEMIE (Pre-Shared Key) AR

BE#ERE (IKE) T. BET2HEFORLE (RAMERR) #17VWET, ZEETIE. UTORAARE HR—
FLZETS
o HBEHETEE (Pre-Shared Key) A=
INRAT—RICKBHBAARTT . WHDEBTRDIZNRAT—REREL. IKEXI>T—>3>FICEDN
27—RZFERALT. BEITIHEFHNAELVWC EZRRLEFT,

e E R

IPsec BEDIBE. EFEOYIMICHFEBOHILEICL > THFEBOSAPYHIBRINBZZEAHDET, COX
T, HFEEBOSALHIBRINI-CEZBRHTRI A TERVDH, BETITHRVREICADET,

EHEERZFERATZILICED. IPsec FURIILZEHAL THFRED SAHHIREINTLWS e ZRELF
Fo IPsec BETETHVERIE. SAZEEN TS LICEL>T, BEZEIHESESZ LN TEFT,
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CAIBBICTEDIIT

o BAEREFERATZE. HFE/ —RIZICMPECHONN Y w hEEHINICEELE T, TN, TEHITHRUVEER
EERALTVEEEIE. BEESORRAC BRI IHHDFT. COLSRTRETIX. FHREEREFERLAVTKL
EEL,

. BEAEEEERTIESE. BENKUABETE/ - RELUARBEDT KL XH IPsec HREHICS N ZUE
BHD E£T, IPsec HREHICT ENHVSEIZ. BHREERONT Y FHEEIN. IPsecBEHTETEFH A

« KEEvYS 3 YEROREARBICRESNTVAEAIE. IKEL Y 3 YERRBIELAVT. BEESER TS
ELE T,

& 5@ ¥—217) AT REREEAIE,
YZa7J)l TWeb&EEFIE)

IKE®D NAT kS N—1H)L

IPsec/IKE Tl&. IPsecZEE £ 7zlF IPsec b Y RILXEOEBISH L TNATZER TS L. IKERISI— 3>

TERMTIHREBEHTETEEA

IKExJ>IT—>3>% IPsec BENTERWVERE LT, UTHBIFSNET,

o IKEIEGEET HTER— FESHEETHITNIEES AW

o IPseCBEEITOINT Y FOAYAIIR— FBSEFLAVZO. NATICKZR— b EEEEEZFERTS L
BTERN

IKEDNAT F SN—HIILEEERX R TR ICED. TNEAEESINTNATZEN L TOIKERI>T—> 3>

BLUIPsec BENTEZLSICHEDET,

B— FBEEZTIERUVWNAT T, RE T vZICESP/Ny FEBBIE 3 &S ABEAIE. NAT FSNA—HILEE
BLAELSTH IPsec BIENTETE T,

AEBENTR— ST BIKEDNAT FIN—FILEEEIE. UTFORFCHELIUV RS T MCEMLFT,
+ "Negotiation of NAT-Traversal in the IKE"
RFC3947,
draft-ietf-ipsec-nat-t-ike-03,
draft-ietf-ipsec-nat-t-ike-02
"UDP Encapsulation of IPsec ESP Packets"
RFC3948
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2.11.1 EHAYVPN HgE

—ARAI R VPNSBIEDERIE. BB AT -2t U AR % ER T3 —BEE T, KDY —Nr o
SAT7YRETILDBEIECOESGER TR TLIED . SO IPBEDIEKICEDUERETOEEEDER.
oI —ADIEBRETIVNENHIBRETEIEFRBMEINTTETTVET,

T ZIE, IPEEICRRINBVoIPEMIZFIY R-TY ROBAB TEERZTS 2. BEENSBTERLEA
D EUERERATZEDMENTT., LHL. 2WEME XY S 2B THRET 37-0I1ICIE. BMEICTTART
DIEIEREZRETZIHEHLNDHD. BERASSVERTOEND SIEEICHHEETT,

AEBIZ. COMBEICHLT. BINVPNEEEE Y R—F L TUVWET, COMEEISEBMADIBRERET 3517
T, BEIZISCTVPNBENAZEBERITZEHTEZDDTY, BHMEERET LT ED T, HlamHHZn
BAENHRICHESNEBMINBETHRERS TS T R eNTET,

IR Dinternet FHIVPNIBEZER LICHS

)
o o B

BRI —2F. RESNT-BNRBREZFHIVPN Y —NICBRLE T, €L T, VPNBENRDBRENUKEL
BoTIFEIC. BRIVPN Y — N\EHR TEEAOUABERZEIF L TVPNBENIZBEL T I, VPNBE/NZ
MBRINZE T, RREEDEVRIL—FZREATEEINS O, VPNERETOM. T —4DEETER
WREDEBIEHD T A

e, WS TEZEVPNBENIDNMBRINIKR T, L2 ZIIL—FBHTOBEIHED, E2F2 35
T4V IHERINET,
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FHIVPN DFEZ L TFICRLE T,
(1) BRI VPN H— NADEEF

AEBREE, SHR/L—2iE. BPVPN I —/NICH L TERILBZITVET, 0%, EHNICERAT Y b

EEELET,

x&ﬁ/ : h

.

NE LTS
) | 22

.
o,
o

g
e

Q) HLEADNT Y B RE

FEIVPN XFRICER > TV B L= BENT Y CHARELIZC EIC. FIWVPNEENADEBEREZRABLED,
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(3) EIHY VPN B3R D3H
Y. BRIVPN S —NICH L THFLROFRABRZEVEHOEE T, BINVPN Y —NIE. BRINTL S
AEHRH S, T IURZREL. BFURUERZIETLET. TR, BNVPNBENRZHBET SO
ICHERIERE. BINVPN T —NZRAL THSETEELET,

< [ A A

BLWAHEICHLT
— BHZET

FBIVPN Y — /NI
B E
Buaht

(4)BHHI VPN IES /N A DFEE
BIRAHRICK > TEBLIBFLSOBRERIC. BNVPNEBENIEBELET,

)
o B
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(5) BB VPN EIS /X X DYIRT
BENT Y DR ED, BNVPNEENADREICRD . BBFNICTRchE T, 0%, (1) OREICE

D%d,
CAITBICREDIIT
. BEVPNIEEE AT 38411, ABRREEEETINENHD T, F2HAT IPsec/IKEDRE (GtERL
) #ZE—ICLTLIET L,
o BVPN Y —NCEFETET AR A TBEIE. BHRTDOVPNEENIDBYIHEINE T,
o BHLETHRETAO—ANLIDSLVO—HILRY FOEEIITETEEA.
o BIRIVPN/NX ETNATHEBEIZSFERTE £ Ao

& 5@ ¥—217) AT REEEAIE,
Y=a7)l TWebs&EEHILE
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2.12 JLF NAT #sE

TILF NATHEEE (7 R L ZZH%EE) Cld. LANRICERSNIEREONY AV TERIZ T5M/R— 7R
L%, REBICEIDETAIO—NILT RLRICERT ZHEETT. VILFNATHEEZFERT L. Ronik
BO7O—NILT7 RLRATENUALEOHD/NNY AV TG TETE T, e XE BREEGRTIONIE4Hh 5D
523 189070—NILT7 RLRAZFE>T, EHEONYVIAVHISEA U Z—3y MIEHRTEEYT, £/
LANRICEB SNV OO T SAR— 7 RLRUIAEH SHD 5BV DH. ABHSORERTIER%E
B TEED,

A

FSAR—RTRLZ
172.16.1.1 //\
!l ’__, - Internet ’
e —— =
. TOERRAR
BEDTUICEENIC
F5AR—FTELR 2DETENS
1721612 198.98.98.13
LA
FSAR—RTRLZ
172.16.13

=m o SSANR=— T RLRETO-NILT FLRIZDWT

TI3AR=—FTRLREIFE 2—YHDBERICEIDEHTEICHTESIPTRLRTY,
JAO-NILTRLREF A28—3y b EDRIZHNTBDIC InterNICBREDT R L AEEREED 53
DYUTSNZEATH—DIPTFLIATY, TONAABEROBEETOAONIZHE5H52F T,

LANE S LEERIT 2358 (BEFABAY). @ATSAIR—ETPRLIALBZICHHBD T, REBETIE. WAN
BOT7RLRZ27O0-NILT7 RLR, LANRIOT FLRZFSAR—rFPRFLRELTWVET,

o THERSREMERT & TRy FO—JBMER 312 2—3y MIERTIBEDOIP7RLADEDHTHIELED FT,
EARBUERIS. BRUTICER T2 C0ic/O—NILT RLZBTONA ZH SENICEID HTENE T,
v bU—UBERIZ. LANZBA Y L TERYBHEET, S5/ CHTOANIEN570—-NILT FLIHED
HToNET, TONAFERDSRIIEZNEOR LAKFEBRICIECL T/ O—NLT FLIDEIDHTSNET,

TILF NATHREZERA T2 L. TTICLANEZBELTVWEBED. TSAR—FT7RLRAEZEETZ 4L
AVRA—Ry MIEHRTEDRLSICADET, LHL. ARICEGETE 288 BIoETosnso—-NIL7
RLZADEHICBESNE T, CNEFRTB1-OHIC. TILFNATHEEENRHD £F, VILF NATH#EEZERT S
. R=—rBEESZFE-T, BIDYTHENEITO—NILTZRLADEHEU EONY AV %FHETETET,
TILFNATHEBEE 1. LITFD3 DDOMEETIHEBRENE T,

o FIHINAT

o EBEAINAT

o NAT HTHZEH

="
NEOT G ETHAT 27ILF NATHEES. BANAT, BIBINAT, FBINAT S LU NAT HTHREROEIF T,

CAITBICTEDIFT
IPINTY RDTSTXY MO RETIBREDHREIX. 73X FEINTEB/NT Y FEDBICERENT Y FESET
8. FDTSITAYERNTy MIWESH. ERICBEETIRVEENHD £,
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Gevb
€ BFINAT ki3

BEANATIZ. T53AR—=—bT7RLZREIJO-NILTZRLRAZIWLICHISTFITE T, 2 —2w MMIERIC
BHRTIANVIAVOEREIZ. 7ONAKF YL O0—-NILT7 RLZADBEHRTY, #MINATI 2FEHRY
3r. BRAAUELZ/O—NILT7 RL XDEHBUALED/NY AVHERHICESRTE XY,

TOANARRYE

|y Nf” Internet
I FORAFAE
| SJA—NLTRLZR
198.98.98.13

172.16.1.1<198.98.98.13
172.16.1.2<>198.98.98.13

TZAR=FTRLZR
172.16.1.2

& BBNAT 21X

EANATIE, BEREDOLTICEVWTWVWS I/ O-NILT7RLIAZEDETET, £DO7H. LAN LD Web
Y—NZRHITZEL5BBRITELTVEEA. TBIINAT) ZERT3 . KEONVIAVRT TV 7r—
YaAVICALIPTRLAR, R—rBESZEIDHTBDT. COMEZBATEEY,

TONAEBE

TIAR—FT7RLR

172.16.1.1

R—rES .

R-LES i —— ) Internet

80 \,'
TUEZRIVE
JaO—=NILT7RLR
198.98.98.13

.’ 198.98.98.14
— F—ES
80
23
172.16.1.1/80¢:198.98.98.13/80

172.16.1.2/23¢>198.98.98.14/23

TIAR=FTRLZX
172.16.1.2
R—hES
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& NATHTREHRLIZ
BEEDNAT TlE. AEBEBETIEDICRETDO T SAR—ET7RLAEZIO-NILZRLRICERLET,
THTHEH) TR AROTRLRELZHITZZETIA—NIAIORI MIFSAR— T RLZ%ZED
UTET, ZDD. HABOIPTRLAZEBKLIED. TSAR—FT7RLAETRLIADBEET BT X
VEABETEET,

TOANARBE

— l Internet

TIRARAL b ZO—/NL7RLR
172.16.12

172.16.2.2>172.16.1.2

TIAN—FT7RLZR
172.16.1.2
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2.12.1 NAT#seD:EIRE %

v hT—UBRBESOERABENICK > T, BUBTILFNATHREZRE S ZHVENDD T7, FREEZUT
ICRLED,

NAT BEENBERISS

o BRBAAVILT v TERT ZI5E
o TONAEDSEDETENTO—NILT RLRAEDEZELDONY IV (BFK) 28K 35HE (CITL
SEHRICIIARBLZENET)
« BEORYNI—UDTRLRAEZDEEFERT ZI5E
« BEORY FT7—0DT7 RLRAERTIHE
- BEAENAT THORBE
- ERBAAVILT w TEET. BRICERT SNV AVEBD 1 EDEE
- X bT—UBEGT. REHCESRTANAYIAVERNAIO-NILT RLIBUTORE
- BINATHAREBERIBE
- BREREBAAVILT v TEST. BRICERO/NY OVHSERT RBE
- FERICESETSIN\VIAVOEHDITO—NILT RLABZBZ 258
- BEINATHRERBE
- ABBICH—EXZLETB3HE (WWWH—/\, FTPH—N\7AY)
- IP7RLRZEHZLTEMETZ 7TV —>a v ERY 358
o AVR—2Y FVPNRET. IPsecBEDIEFMIAVEZ—Fy b LOY—NREEDBEINHZHE. I
FNAT EERZ R I IMELNHDET, COL I, VPN THERITZT7RLARNATOT RL R 7—ILICEFE
N3GaIE. BHEINATZIBEL TSIV, L IPsec BEICBVLWLSNE T RLIANELLEREINS &
SIS RT3 ORI R—ESTEICHREL T (ESP (FOMILES 1 50) ®IKE (R— &S
UDP : 500) A#¥)o

« IPsec h*Aggressive Mode D& Initiator 721 A< JLF NAT #EEZ EA L TUW 3 & I IPsec SABAZ HE
ATETEITH. ZD% Responder iS5 IPsec /N7y b & ZEE L RIFHUENAT T—TILAMERR SN Y. BIET
Tt A, Responder TYILF NATHEEETZ IF 2 FERA L TULWB L IPsec SADREIL SN FH Ao Main Mode Di5
Bl IKEQROSI—2 g >ZWADSRHIBET Z2D T, IILFNATHEEERL T ZERAL TULTH IPsec SA
B ENET, 72720, IPsec BEIENAT T—TILHNAICER S NZ EFTARABEERD £9,

e s <=7l ravy RERESEHIE]
YZ=a7IL TWebHESHIE]
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2.13 VolP NAT FS/\—Y )LIgHE

VoIP NAT b Z/N—H)LEEEEC 3. TILF NATHREZFR T2 LEELBRWWOIP PHA SR ZEECE 2L 51T
BHEET Y, 7=72L. UPnP (Universal Plugand Play) IZ®IGL7=VoIP 7R 7R THRITHNIIEELEEA. A
BRIC. UPNPICRIISELICREBR 7 IV 75— 3> 7005 LHTILF NATHEZFERL THEMETE 3L S5IChR
B2ehHBDET,

VILFNATHBEZFERATACCICE»TEEDNTEHWVSS

TIAR—k Ja-NIL
TRLZ TRLZ

T T
i THETZ

LT, EEATERVERICE. UTOLS5BIEHEISNET,
2R 1

VoIP 7R 7D S VoIPH—N\AERT DL E BEET—RICVOIPTHTEZDIPTRLR (FSAR=FTRL
) Z2EHBDH. VoIPH—N\D 5 DFEESEDVoIP 7R T RICEE A,

VolP
d Ho\
sa—10 F54n—p ?

TRLZR TRLZR FRREGE

IP7RLR
(F514~R—=F)

2K 2

VoIP H —N\D S BEEEERERDHZ L E. IL—ZDVoIPR— +HFE S LDBENEHINTUVS . VoIP
TATRIEBEEE A

VolP B VolP
THTR X % LAY
VolP
R—rES BEATE
BHER
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Pa
== |

F2E HEEEE
VoIP NAT F S /\—HLIREICK » TEIENTE 315

TIAR—k Ja—NL
FRLZ FRLZ
) UPNPYHIE VolP
EEEM VoIP i — B\
TETE T

C Tl VOIPNAT FSN—HILIEREICE > GEETET R ED. BIEOHEEICDOWVWT
(1) UPNP X VoIP 72 F &I, IL—RICZO—NILT7 KL XAZBVEDE T,

SHEALEF 9
Euwaht
UPPPHES | —
VolP  S— }y
TET —
Ja—-nNIL
FELZ

(2) UPNPEVOIP 7H 7RI, IL—BZDVolPR— b ESICBWcT—2ZVoIP 7HA TENBIFB LS ICIL—
BICR— IV EYTZRELET,

VoIPR—+&ES

e

UPNPXI&
VolP

=
THTS 2

R—bvErs

s
X AE

(3) VoIP 7 Z T &3
9,

FEET—RICIL—FDIPTRLR (FAO—NILT RLR) Z8HTVolP H—/NICERL

VoIP = N\D 5L —RICBWIEREESE IR, R—hRYEYTDREICE > TVoIP 7R T RICEBEF T,

RiEr—4
UPnPXII& —_— VolP
VolP = H—N
THTE D 2
VolP Jo—NIL
[EEEE?—QJ F—brvEry  H-bES
ID

SRENRT—R
IP7RLZ
(Fa—niL)

FRLZ REESE

(4 VolPH—NHh B —RICBW-EBEEEERERDR— I VYE Y ITDREICE>TVoIP 7R T RICES
9,

~ VolPrR—} ——
R—hvvE>y &S s
UPNPXIIS I VolP
VolP — H—/\
TETR .
BRUSE
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AT

EIIRZDIT
VOIP 7R FADIY=aT7INEBRL T, UPNPHEEENERTESLSICRESNTVWA ZCZBERLTIETL,
VoIP 7H TAIE. RILFNATHeEZFERALG W an 27— ENMIEHRL TS LT L,
VolPH—/\I&. YILF NATHEERZERT 23028 H/NTVEEEEDlan1 Y2 71— X IEHFINTLB3HDEL
THELE T, VILFNATHBEZ AT 3 lan 1 >4 T T —XNRVBEEIZ. YILFNATHEEEFERIT3HorH )
TLEBEBEEDremote f VAT I —ADH 2L HBEEDEVWT I EIRL Y MIEBHINTVWRHD L LTEE
LFEJ.
VoIP NAT S/N—HJLEEREIS. <ILF NATHEERER T2 127 T —XNDEBEICHLTEHELE T,
VoIP NAT k SN—H LEEETIE. UTDR— +BESEFEBLET. TDH. ThE5DR—FEIPTqIILR) VT
TEBLABEWVWTLS IV,

Zakan K—+ES
UDP 1900
TCP 5432

A=t vV TERIZ. EBRET (NATT—JILBE-HEBNATT—J LB BXTHRETETET,

& 2R -7 THE—5

R—bIvEYTERIZ. UPNPRIGEEDLRE T 2BICEVHARERE T 2HHIRERT 2 THROLERICHD
=3

VoIP 7H 7 RICE > TiE NATZHA T BIHEDH D 9. NATDEID HTHEAHIRVWEEEHYIEhE T DT,
NAT DEHR THELEID L TREZREL T T,

NATDEHETIE. JO—NILT7 RLZOEHIC. BT 1EREL TSIV 2UEEZRELIHE. UPnPHEL L
BELBWI A BDET,

& 5@ ¥—217)L AT REREEAIE,

IZ=a7)l TWeb&EEHILE)
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2.14 TOS/Traffic Class {EZE F#a X #HE

TOS/Traffic Class{EZ S Z #AE L 1%, 3IEETBIP/XT v D TOSEE X IPV6 /84w kD Traffic Class %
EXRZIHEETT, IPVPNEEE> TEEPL ARV IBPERIND T—XD TOS/Traffic Class{EZZE L
TEETB LD, IPVPNHERNOBIEZFH ST D TETET, TOS/Traffic ClassET/NT v MBSLHIAH
EITS5F v UTVPNH—E R (R—/X—VPNAY) CELKTIBEICENREETT,

FEBETHR— ;L TLW3 TOS/Traffic Class fBE T X #aeld. LLFDRFC (Request For Comments) (ZZEHL
LTWET,

« RFC2474 : Definition of the Differentiated Services Field (DS Field) in the IPv4 and IPv6 Headers

DT —2L0
BrEh3

IP-VPN#E
TOS:4h
BRIND

DT —RIFTOS: 0125k

TOSfEE S #EaEIZ. IPVA[RFCTIL] TEESNTWA. IPNTw bAYHIZH B 8E v D Type Of Service
(TOS) 74 —IILRZHIHTBZZENTEE T, —MMICIEZDHD Precedence 71+ —JILRETOS 7«4 —JL KR
EEVWETH. AEEBETIIPrecedence #EL 8y FFEEZIRI BN TEET,

« RFCT791 Internet Protocol

0 1 2 3 4 5 6 7

Precedence D T R 0 0

Bits 0-2: Precedence.

111 - Network Control

110 - Internetwork Control

101 - CRITIC/ECP

100 - Flash Override

011 - Flash

010 - Immediate

001 - Priority

000 - Routine
Bit 3: 0=Normal Delay, 1=Low Delay.
Bits 4: 0=Normal Throughput, 1=High Throughput.
Bits 5: 0=Normal Reliability, 1= High Reliability.
Bit 6-7: Reserved for Future Use.
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B28 HEESE

RFC791 @ Precedence IZ& DIEET 35 5IF. UTORZEBE LTI,
TOS:5 (CRITIC/ECP) |IZZE#ad 2i5a1E. OXAOEIBEL £,

Precedence bit
111- Network Control — 11100000
110- Internetwork Control — 11000000
101- CRITIC/ECP — 10100000
100- Flash Override — 10000000
011- Flash — 01100000
010- Immediate — 01000000
001- Priority — 00100000
000- Routine — 00000000

HEX
— 0xEOQ
— 0xCO
— 0xA0
— 0x80
— 0x60
— 0x40
— 0x20
— 0x00

EFMIEZHETIE. XELXIPFRLA, HTHRA—FES. EETIPT7RLR RETR— MBS, LU
ORJLBESZEIEETCTET, CORBIC—HT /Ny bDTOS/TrafficClass B I | TEELE T, &

BOFM BT BHEIE. ERBSNNSVWSORMZHERALET,

EFMZO[REBSED > T/ v LD TOS/Traffic ClassfEIFEZEZF I SNEE Ao

& 5 =37 1A FRERGIE)
Y=a7)l TWebBESMIE)
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2.15 VLAN7SA14AVF1 v ETEE

VIANTSA AT v EVTHEEC 13, REBHSERETAVLANNT Y bDTSAH ) T4 EHRET DIEEE
T9Y,

TSAFVTA4ZRETDCICED. TS5A4F VT4 T —=ILRICHLTQoSHEEEHR— L TWVWB LAYV
QXA Y FRECERITZEDTEET,

AEBTIE. IPNT Y FDTOS 71 —ILRE KT IPV6 /N kD Traffic Class 7 + —JL RDEH S, VLAN /Y
TYRDTSAA )T EZRELEFT,

T5A4F) T4 T4 —=ILREDEIF0O~T T, BERIEMIZIUATDOEED T,

SV T7T26—25-24—-3->0 (#HHE) —2—1: &L

RE%

BEOTSAAVT(fE:T ‘:>

LAY2RA v F

EHDT—2DTSAF )T 11E: 0 FIHAE)
| >

& 3R ¥—217) 1OV FRESFIE
Y=a7 Il TWebsREEME]
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2.16 > x—FEYVTHEE

I—EVIHEECIE. LANERRICEHT 37T 48 (FiE) =HIRY3HETT. COMEZFIATSZL
T, REOEHROFIHTIZARL BELLHEHTT —2ZXETHLHTETEXT,

Ehternet [L3EiEhternet
(100BASE-TX) 1 (I IE5Mbps)
— \
== L
EUREEIE100Mbps7eht

*HEAZ5MbpsICHIBR TS
Floe IIWTFIN—FTa VI BBECHBIT B CICE 2T HTERY M= ICXEFEHZHIRT B h
TEEY oz —E>Y),
W BASMbpsICHIRIS n

S -

=%

|
{

M EA3Mbpsic4liEs3 M

CAIEBICTEDIIT
S T—EYIHEEIE. UTOESLAENTIIBEL XA
« IPb>RIL

& 5@ ¥—217) ATV REREEHIE,
=27l TWebs&EEHIE]
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2.17 HiEEHE (WFQ) Hse

WFQ#EE X (3. LANEHR LICTHN B/ ED T — 2 DFIHE FHIT DHEET T,
WFQRBEIFFHIL 7o\ Y RIBOLEERICIGEC T, BANT Y b&2RTDa—-U YT LET,
T—RAR)—LIZIE. UTO2ELRHBD £,
o FHABRU—L
FHEZFHRLIET—RRA M) —LZFHIA M) —LEEVWET, NV RIE (FFEE) (3. 1Kbps Bl
%TEELXT,
o RRMITA—FRFU—L
FHRRA)—LUADT—R2T7O—%ZRIX I T+— XM —LEEVWET, RXMIT+—FX MY —
LICEIDETHNBZNY FIEIE. TFHX M) —LONY RigDOEEH ZZEZLSIWEEHTY,
RIAFIT#— R M) —=LDONY RFIEARODZEIF. FHA ) —LOT—E2DBTRTOFH/IN> Rigz FER
LTWAWEERIF. BDONY RIBICT—2ZRTENTEEXT,

FHAR)—LEFHT1ILAR
Ny B
ZRY—L1
» PRI )
FH 2T Ta—2y
HHRTy
zoftn )|
INTw
FHT7 1 IL2DEME

FHT IR HANTY bREDFHRA M) —LICET 20N ZHRITB5EICERALET. FHTvIL
ZDIPNTy bME. UATORETEELET,

o HTHBEHR IPFRLR/ TRLAYRY /R— &S (TCP/UDP))
o EETHEE®R IPPRLR/ TRLAYRY /R— &S (TCP/UDP))
o IPNYy FDTOSEE72IE IPV6 /X4y kO Traffic Class B

« 7ORJLES
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PNy MIHTBFHTIINRIE =T INTy bEHZFIVvILET,

Ny DY Ty DHEE) ICKDEREICHAL TWIBAIR. UTORSETIEELE T,
. HTHEIBER (MACTRLZR)

. PETHER (MACTRLR)

« TL—LT7#+—<v MMER (Ether & & LSAPE)

o VLANZIE T L—LBIFOEE

AEBTIETOS 7« —JL R2E% 0X00 ~ Oxff TIEETET £IH. RFCTI1 TIHTOSERELTLET,
le RFC791 Internet Protocoly (P.66) ZHBBL T ETL\,

Gevb
& FHT 1 LA DBEIES

FHT1INRIE 1D2DONTy bHEBDT 1 ILEZ ) D IRBIC—HRITZBEDHBD T, EDHFE. EERE
FONEVWHDHEBRINET,

2171 FS3 749 I9DBBRIAM)—=LEBICEZNY FIROZES)

BAMI)=LHAFATEENY B bST0vIDBBA M) —LBICEDEFLFT,
UTFo&HZHRELTVWRIGEZHICHRALE T,

©® WFQDRE

o AVATT—RX NV ERIE=128Kbps

¢« RTPRLU—L /N> RiE=32Kbps

o FTPRERU—L: /N> Rig=16Kbps

o RAMITA—bFRAMU—L /N> Rig=80Kbps

1DDAM)=LICFS 71 v IobDHBRHE

3DDRAMI—=LDS5. 1D2DAMI)—LICEITF ST v IDBHBHE. EDIDDIA M) —LH1ER
JI—ADINRTOFEHZFEALET,

MFD&SICRTPRA M —LIZRIT ST v IDDHBI5E.128Kbps DTN THEHZFEAIEEHTEE I,

RTP
ARU—=L4L

(128Kbps)
EEE e

_~ 'FTP (128Kbps)
AT YR |1y AbJ—L
OommE \(OKbps)

— —_—

IR

IT4—b /
. \(0Kbps)
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2DDAMI)—=LICFF T4 v obHBREE

UMTFDESICRTPR M) —=LEFTPR M) =LIZEZ T v IRBHEDET, RAMITA—FAMU—LIZFS
T4V IDBWVEE. bST14vIDHBZAN)—LOFHNY FIBEOLRTNT Y bR 7P a—-UYILET,
RTPZX MU —LYFTPR R —LODFH/NY RIEOLEH3I2 1 16 DIFEF. TOLET 128Kbps DFIEHZEDEIL
9o RTPRX M1 —LI385.4Kbps. FTP X b1 —L|F42.6Kbps DRI EFERTZ N TEET,

RTP
AR =L

(85.4Kbps)
I

_» 'FTP (128Kbps)
Y A IAZR Y, £ AR =L
EOED (42.6Kbps)

—_— —_—

ANZ R
IT4—bk /
. \(OKbps)

3DDAMI—LIARTICrF T v IDHRBE

ITRTDRAMI=LIZE S T4 v IDRBHBHBEIFEVTVWEIHEEIEHD FHA. FHLINY RIBICRE> TN
Ty hERTTa-UTLET,

RTP
ARU—L

(32Kbps)
RS o

_ 'FTP (128Kbps)
HANTYR | ISy D58 égh;%
OEmn bs

— —_—

N~

I74—h

N :(sor?bps) : /
CAIEBICTEDIIT

FHIR ) —LICHRET B\ RIBIZ100%U EOBEIDID > EORABEHETHD. IFHDIXNU—LDMEALT
WAWBHIFEVWTWS B EFE> TBRETETEY,

& 5@ ¥=a7) TOTY REREEFIE)
YZ=a7 Il TWebHEEHIE]
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2.18 DHCP gt

DHCP #gEiZ. IPv4 DHCP #%8E & IPv6 DHCP#4RENH D 9,
UTFIC. ENBNOBEEICDOWVWTEHBEAL XY,

2.18.1 1Pv4 DHCP 45t
IPv4 DHCP#gElZ. IP 7 R L R B EDIBHREZHAKRICEIDIR- =D (Y —/\#&8E). DHCPH—N\HD'BIP7 KL X
BEDBERERELED (517> hMEEE). DHCP Y —N\H S EEHE I3 BERZEZRMODHCP IS A 7>
IcHpfk 93 (UL—TIT— 1y MgeE) BEETd,

DHCP H—/\#gE

DHCPH —/\#BEL 1. IPT RL R L DEREZHKRICEINICEIDIRDHAET YT, CDMREZ AL T, DHCP
TIA4T7 2 MEREZR O TVWBIRRICIP Y FL XA ZBEMICEIDETE Y, EIDHTHIPTRLRIE. 7541
TYEDMACT FLREMISHTLTERLEY, LIch>T. FEERTDLANICDHCP 7517 > hkie
ZROWMKRZER T 25RIE. WmARAICIPTRLAZRETIHBEIIHD EHA. /NY IV TIEDHCP I 17

v hEEZ Y R— ML TVWETD,
NV AVHERT B L

BEMICIPT RL XEIDIRS

AEBIZVSATYRMIIP7ZRLAZEDIRBIBE. ICMPECHO /X w ML D, T TICHEDIPTRLR%E
BDYETENTVWRRIAMEELEVWHAESHEF T VvILET, CHNICED. IP7 RLADVEET ZEMEE
EROBR D TEET,

EEORETIE. BIDHTBIPTRLADOEBIPZ RLZALEIDIRDZ N TEBIPT R L AORAERKRZH

ELEFT, ZEBOIPT7RLADEO YTESKIZ. Y=a 7/l MEE—E) 28BL TSI,
CAITBICTEDIIT

AEFED DHCP ¥ —/\HEREIE. AEBD LANfIZ Y 7~ 1FICIP 7 RLRAEEAHT BT LW TETET, DHCP Y
L—%YR—bLEIPL—REFYLT. IPTRLAZEHE TS LB TETER Ao

DHCPU L —%
HR— b LEIPIL—%

7 K L REAFA
DHCPER

L
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F2E W=

IS, REBDDHCP H—/N\EBEDRERNETZRLE T,

Subnet Mask

1~32

$TRy FRRY

Router Option

1.0.0.1 ~126.255.255.254
128.0.0.1~191.255.255.254
192.0.0.1 ~223.255.255.254

FIANRTF— Rz A

Domain Name Server
Option

1.0.0.1~126.255.255.254
128.0.0.1~191.255.255.254
192.0.0.1~223.255.255.254

TSAIUDNSH—NT KL X
EHYAUDNSH—NT LR

Network Time Protocol
Servers Option

1.0.0.1~126.255.255.254
128.0.0.1~191.255.255.254
192.0.0.1 ~223.255.255.254

NTPH—NT7 KL X

Time Server Option

1.0.0.1~126.255.255.254
128.0.0.1~191.255.255.254
192.0.0.1 ~223.255.255.254

TIMEY—N7RL X

WINS Server Option

1.0.0.1~126.255.255.254
128.0.0.1~191.255.255.254
192.0.0.1~223.255.255.254

TZAIYWINSF—NT KL
EAVHUWINSH—NTRLZR

SIP Server Option

1.0.0.1~126.255.255.254
128.0.0.1 ~191.255.255.254
192.0.0.1~223.255.255.254
Fr=ld

TI3ARIUSIPHF—NTRLZR
TAVHUSIPH—NTRLZ
FlE
T3ARUSIPYH—=NRXA %

BRSO XFORMT EHYEYSIPH—/NE XA 2%
Domain Name =K 80 XFDREF RX1>%
ZOYUTIPTRLRE 1~253 IP7RLRZBDYUTEIRABERELET,

BIDYTRA®7 FLR

1.0.0.1 ~126.255.255.254
128.0.0.1~191.255.255.254
192.0.0.1 ~223.255.255.254

EIDHETEIP7RLADREBT FLRZRELE T,
RELETRLRAZIFLHELT. SORETVWTFLRZIE
CEIDHTEY,

BID & TR

1#~1%
IR

1) — X HAR

OsC/ET D&, U—REABNERICED £7,
1ULESIMUATZERET S . U—RH%E 1o LTHK
WE7d,
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DHCP 251 77> MsE

DHCPZ S5+ 7> higEld. DHCPH—N\DSIP 7 FL AR EDBERZEIS T HETY, FHATZIEEIE.
DHCPH—N\D'EEL TULB LANICHERI S DR EDHD T, FIAEIEZ. PTRLIAZEHIBZCHBIRY b
J—U%FBTEEY,

KEBEDDHCP I 17 Y MgREX. U TOBREZZITE > TEELE T,

Gevb

IP7RLR

*ry bYRXY

1) —ZHAME
TIFIEIL—RDIPTRLZR
DNSH—NDIPF7RL X
TIMEY—NDIP7RL X
NTPH—NDIP7 KL X
RXA1>%

1) — X B

AEBTTIAIMIL—FDIPTRLZAZZRITRZ . BENICBEEODT 7L EIL—EHRR
TAVIRBELTERINET, COREZT1 v IRBIE. XEZT 0 v IRBRBROBREZITO_LIC
ED. TTAIL ML= FUANADEEDH THP. BEEOUNIEETZIEHNTEET,
CDRRT 1y IREE. IZFDDALH THEADRERBERTCARBREZITSHEIE. TNETNOREIER
ICOLNDETEBEEZREL T IEE L,

o 31 AZT1 v IRBBROREICOVTIE, XZa7IL MY RU T 7L X -BRERR-1 O lanip routes.

EXURYZaTIL Web VT 7L >R ZBELTIIEE L,

DHCPU L —I—> 12 MEE

DHCP U ZA4 7Y I BEILRY bT—0 LICH B Y —N\HDSIPFRLRABEDERZEFTTEZLNTETET,
DHCPU L —I—o x> b ZERHICH S DHCP U 541 7> b DEK%Z DHCP H —N\HEcHh § 315z Pty

BHEET Y. COMBEZFIAT S L T, ERMORIDOR Y bT—TICDHCPH —N\DEE T 355D ERKICHE
HReBFIZEHTETEY

. 5 YZa7)l Tavy REREEHIE]

YZ=a7)l TWebREERFILE)
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MAC7 FLXF x v ¥sE

MAC7 RLXF v U#eElZ. DHCP Y —/\#BEEX/-IZDHCP U L —I—U Y MEBEXER T M. DHCP &

SATVEDOMACT RLZADHFT SINIEDDHOESHEF T v I TE5HEETT, DHCPDEKRDZ A ZHT T3
MACT7 RL ZDBERICIE. FRFT—2R—X, AAABHRB LTV RADIUS H—N\DERTEE T,

BHE. DHCP U SA T MIEBRETRIP7RL A%, AAAIBERET-IZRADIUSH—NICRET BRI EHTETET,

AMATEERE KU RADIUS H—NICERE T 3B 81 IDBLUNRT—RELTMACT RLA%Z 16 1247 (O
AYTRYISHRL) OIXFTRELTLIZE L,

IP7 KL Xk Framed-IP-Address 7 U E 2 — bk (AMARBRICERE T 3BEIE. IV RTHNIKaaa userip
address remote IV Y K. WebBRETHNIE TREXZa2—1 —IL—ZRE TAAABRI — [ IIL—TIDI1ER]
— [Bm] — [AAAD—H1ER] — [B] — [PEEE] - [IPEXER] OBEFMIPT7RLR) IRELTL
EEW,

2.18.2 IPv6 DHCP 145t

IPv6 DHCP #tEl&. IPV6 FL T4 W RIREDIEFH%Z IPV6 DHCP 2 SA 7 > MMCERm LD (F—/\1ge). 7
ONAADIPV6 DHCPH—N\D'SIPV6 L T« v I AR EDIBEHREIET S (U517 MEEE) #EETT,

IPv6 DHCP H—/\{4&&E

AEBETIE. IPv6 DHCPH—/\#ReZEAL T, IPV6 7 RL R IPv6 FL T 1 v I RENS X ZDERHZE T KR—
FLTWET,

BUFIC. IPv6 DHCP H — N\#EEE TR CE 3 IRE S L U EHBZ TR LE T,

1EH [iTEiE

FMICEIDETBIPV6 7RL X 300

BMICEID Y TR IPV6 7 KL R KRR R F—2R—IEEH

IPV6 7L 71 wo R 1

DNSH—N7 RL X 2

DNS R X >% 1

SIPH—NT7RLZ 2
2
2

SIP R XA %
SNTPH—N\T KL X

CAITBICTEDIFT
ASEBED IPv6 DHCP H — /\ihEId. ARBIEBEIN Ry hT— 0 R FICERBTZ A TEET,
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IPv6 DHCP 751 7 > M &&E

ALEBETIE. IPV6DHCP I 517> hEZFERL T, IPV6 L T4 v I RENT AR DOEEZFR— L TL
9,

AEEEXFIBT 3. 7ONAEDBSEELZIPV6 LT 0 v o X% H Ty hMEL T, Router Advertisement
Message (RA) THRARY FT—2IZ64EY FDIPV6 L T4 w I REBHEIZCHTEFET,

BELTZIPV6 L 71y U 3%
|| Y7y MELTRATIRRICE

N,
D s i ?

Ve IPv6 DHCPH —/%

BIEERE

IPv6 DHCPH —/\H5
IPV6 7L 71U X %ZBUS

<
<

IPV6Ry R T—2

WIS, IPV6DHCP I 517 > MERETEIS TET 2B S L URIEHZRLE T,

IPv6 7L 71w IR 1
DNSH—/N\7 KL X 2
DNS R X >4 1
SIPH—N7RKL X 2
SIP R XA >4 2

2

SNTPH—NT7 RL X

AEBTHYHR— b3 IPv6 DHCP##EIZ. LU TFDRFC (Request For Comments) (ZZEHLL TWE T,
« RFC3315 : Dynamic Host Configuration Protocol for IPv6 (DHCPv6)

« RFC3319 : Dynamic Host Configuration Protocol (DHCPv6) Options for Session Initiation Protocol (SIP)
Server

RFC3633 : IPv6 Prefix Options for Dynamic Host Configuration Protocol (DHCP) version 6
« RFC3646 : DNS Configuration options for Dynamic Host Configuration Protocol for IPv6 (DHCPv6)
« RFC4075 : Simple Network Time Protocol (SNTP) Configuration Option for DHCPv6
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RIS, AEBETHR— 3 IPV6DHCP X wE—C#RLES,
O:iHYR=+F3. X HR-rLAEWL

Solicit

Advertise

Request

Confirm

Renew
Rebind
Reply

Release

Decline

O|0|O0|O0|0|O|O0|0|0|0O
X[X]1O|O|O|O|x|0O]0O|0O

Information-Request

LFIC, AEBETHR— 3 IPV6DHCP A P> 3 v ERLET,
O:HR—+FT3. X HR—FLEWL

OPTION_CLIENTID
OPTION_SERVERID
OPTION_IA_NA
OPTION_IA_ADDR
OPTION_ORO
OPTION_PREFERENCE
OPTION_ELAPSED_TIME
OPTION_STATUS_CODE
OPTION_SIP_SERVER_D
OPTION_SIP_SERVER_A
OPTION_DNS_SERVERS
OPTION_DOMAIN_LIST
OPTION_IA_PD
OPTION_IAPREFIX
OPTION_SNTP_SERVERS
OPTIONS_PREFIXDEL
OPTIONS_PREFIX_INFO

X[ X|O]|O|O0O|O|O|0]|O|0|0]O|0|O0|0|0|0

O|O]O|O|0|O|O|0|O|O|0|0|O|%X|Xx]0O]|0O

o @ =217 IOV FREEMEK)
T=a7)L WebREEHIE)
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2.19 DNS Y —/\i&sE

DNSH—/\KEREX |E. LAN 7 > 2 7 T —RADEHKRAD DNSERICH LT, EMDNSH—/\ (Fcr ZiE. 7O
NAAZDDNSH—/N) ZAfLABAWVWT, ZEBENFOTVWBRIBEREZRTCEHTETZHEETT,

DNS H—N\HEZFR T 3IBE. HAKRIEDNSTRL R LTIL—FDIP7RLAZREL £, RN DHCP
54T hDIFEIE. DHCPH—N\HBHTBDNS 7RLRELTIL—KDLANKR— LD IP 7 R L X% @45
TRIRENHD T,

AEBICIE. UTD2BEDDNS H—NEEENHD £9,

o« DNSH—N (REFT 1 wP) 48

« ProxyDNS (DNS#ERD 43 F) ##E

2.19.1 DNSH—/N (R2F1v7) B8

R X >% (FQDN : Fully Qualified Domain Name) X IP7 RL X% EMICRELET, DNSTSA1 7V
EhsoVEHLE (BFIE. 5|E) ISL. RELEIV MU EREL, ZEIT Y NUBBRDID - BEIG
IBELET. RobSHb 27881k, EAIDNSH—NICRVWEHDEE T, H3|E (IP7RLIADSEZATZER
Z) 3BE1F. BENT Y FRICEEN S TYPE £ CLASS %, TYPE=A (1 ahostaddress). CLASSIN (1the
Internet) BIEE LFT,

ZATA VI T—TILSERKT4IT Y MUTY,

2.19.2 ProxyDNS (DNS#ED 53lF) BgE

ProxyDNS (DNS#ED531F) HaEiE. DNSHEEZEA LBAICELWADhE SN URL (B31E) £ IPT7R
LX (EF|E) ICKD. REBEHFBEVEDHOELDODNSH—N\EZBEMICEIDIRZ ZEHTETET, 2D,
DNSZERLABWT. UTOLSBREREZ) E— Mo MIICKIRTEE T,

[3£ADNSH—/\

REBEHIHAD S DNSD Query X v —I#RELIIHE. DNSIRD T T—TILAIC. BLEHERD KX
IVBEHTRIIVNIDNEETEINESINZFIVvILEY, —HTBIY MNIHEETBHEIE. TO—
BLIEIYFUDDNS T RLRICAYyE—CZEELET, —HIZTY MINEELAVSESIE. 771K
DNS7RLRIZXAyt—U%EELFT,

XFINDHADSIRICHRESNENFIRZHR L. IRTOXFIIN—HLTWVWBIEZEIC. TV MU C—HL
TR LE T, Foo "Xk "IHFNAXFE LT "k "MEOERIZITOTICHEIY U Z—5 L - CHIlT
L&Y,
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B28 HEESE

HEH)

o RXA%

+ www.fsastech.co.jp

« ftp.fsastech.co.jp

« ™.is.fuku.fsastech.co.jp

IDNSH—NT7RL X
$11.11
12222
$3333

FT7FILEDNSH—NDREHNTE, LTIV NI ERRTE AL -HEIX. T 72 M —NICEWVWED

TEY,

DNS#RD B3I T—TIEHEA3I2TY U T,

& 5 =37 1A RRERGIE)
Y=a7)l TWebBESHIE)
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2.20 SNMP #&gE

SNMP (Simple Network Management Protocol) . IPBE LU TCPELANILDIERZINE. EETZ-0
OIPEEAOIOMIILTT,

SNMP#8ETId. BETIEEZ SNMPYR—T v, BEINZEBEZSNMPI—2 Y EEVET,
SNMPHRET Ry b — U 2B T 3K, BETIAIISNMPYR—2 vigiEz, BEINSAIIESNMP T—
IV MEEEYR—FLTVWARELRHBD T,

SNMP ¥ —T v EEEIE. Ry b T — 7 LOWHROBERECEEREZ—TEELEX I, SNMPT—2 > b
BEBEIE. SNMP Y %=— v DERICH L TMIB (Management Information Base : BEBHRAR—X) VWS EE
BEHRzRLFT,

SNMP#&gEIE. CD2DODHEEEZFERAL T, SNMPYR—J v ESNMPI—2 x> FE DI TMIBICEZRINT
NFTAEEZXZEFELTRY FI—0BELFT,

AEETIE. SNMPv1, SNMPV2c B K TFSNMPV3ZHR— ML ET, £, ZEMBSLUVETBILBEMIBZ
-U-’-j_"\’_ |\ L/_C‘J\ig-o

& SR oL 7) THE—E)

SNMP #gEIC &k 2 EIE
SNMPR%Z—Sv
NI~
\| ] e
RN
BET U AILERS 1Y
INSTRy - AHl‘JB_\ ﬁ/&K\ HUB
PC PC PC
| |
Lws | [ pc| [ rpc| |:|:SNMPI—~>“I>I~$§E§E#71'3—I~&E%%
Gevh
& MIB Ll

MIBIZIE. EBOANV A IR WVEEMIB E RBEA VA BB DILEMBLHD £3, RFC1213 B TES
TNBIZEMBIE. BIE/ —FOENZNOBENR (XTI ILT77ERT2-HDRBOBEIREE
T9o RFCTIE. SNMPI—S 1Y FHREIREIEEBREZEEZEL TVE T, FEBERICIF. SNMP/—R
ELTOYRTLBR (S RATLBPEEERKBRY) ®TCP/IPICEEY 25 ERABD £, LHL.
RFCTERINTWVWARERTIIMGEE P HUBR L ZTRICBETE £t A. TOH. FEBTIOLILDIE
BOBHOEBS DRV AEEICEDETMBEITELET, CHELRMIBEEWVWET,

MIBIZASN.1 (Abstract Syntax Notation1) Y WS TERL £T. SNMP YR— v HLEEMIB 2 EIE
T3HICIE. SNMPIT—2 > MITZDIERMIBZ AR L T SNMP YR— v ' Z DILFR MIB DiE#HR%
IRETRLSICERTDIVENHD £7,

o s =217 1O FRESEME)
Y=a7I)l TWebREEHIE
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2.20.1 ifindex DEID HT L ifDescr

KEBTODIifIndex DEID H T, BLUHIET B ifDescr A TFICRLE T,
. 9

]

1~ | BEARRELR
1001 ~ | slot0 SRE[ElR
2001 ~ | slotl SREE[alig
3001 ~ | slot2 S2E[Olig
4001 ~ | slot3 @R
10000 ~ | lanE
19000 loopback 1 >%7 x—2X
20000 ~ | remote &
100000000 ~ | ap E&

o REREEHRE OXIG
| ifndex [ e [ m#romm |
1 EthernetPort(MB/line0) LANO7R— k
2 EthernetPort(MB/linel) LAN1R— bk (A v FR— hREMAE)
EthernetPort(MB/switch1) SW1HR—bk (R4 wFR— SWHERE)
EthernetPort(MB/switch2) SW27R—
4 EthernetPort(MB/switch3) SW37R— bk
5 EthernetPort(MB/switch4) SW47R— bk

WEBEA VR TI—RATLDEE
BRI A2 7 T —XICDWT, ifEntry DFEEBEZ U TICRLE S,

10000 ~ | MultiAccessVirtual(lanX) lanEZ (ifindex = 10000 + X)
19000 Loopback loopback €&
20000~ | PointToPointVirtaul(remoteX) remote % (iflndex =20000 + X)
100000000 ~ | P2P_Datalink(remoteXapY) apE# (iflndex =100000000 + X< 10000 + Y)
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2.21 ECMP 48E

—MRES. =T« TS K BEELIF. BB LTRESNLLID2OFR Y FT—2II8 L TEETREAEE/N
ADERH 255, COBEIAXAMZEEERL T, o LHbBEEIRMDNIVEENAZH—ITRELF T,
ECMP (Equal Cost Multi Path) #geld. RLHTERY FT—TIZNTy b EZXETZHEIC. BLEEFEIR
FONRZHBTZEICE 2T BENRDEFEDIHTEI2CHTETIHEETT,

BENRIE. RRADETHEHBICFBATZ A TEET,
. —RNBRIL—T Y BEIXPRNOBENIETZHET IHRS

| n
JX =100
=
k o <
JX =150
| |

« ECMPHEEICLBIL—T 27 ELRERFEIR OBENIZEANFABY 3158

i — ,/y [ ~— /‘/y_
\‘ 4

| |

ECMPREBETIE. RAT A v II—T 4 VJICLBREREFIFOSPFEFA L TREFBZI1ToBEIC.
BHOBENAZERICHBIZEHNTEET,
ZATA4YII—rE OSPFEHALIERHNIIIEBRTE EF A XE2T1 v II— FOEHETERINDE
HDBE/NX E OSPF DEHE THEBR SN B3 EROBENRCIZHIILTEEINE T, ACRBICHL TS
T4V YIL— kX OSPFOmADBEE/NIADVEFEELIEEIE. BEEREICEDOVLT. E55HDBE/N DR
EINEI,
o RBRTAWIIN—TaITDIHE
BREBEESSIUA NI YIEBHLIELREZT 1 v 7IL—MIECMP & L CREFICFIBEINE T,
. OSPFZAATZHE
BENADERABICE>TRILEBEEIR MR STHEIC. ECMPE LTRIEBFIEAINE T,
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B28 HEESE

CAIBBICTEDIIT

2.21.1 BENRBEIRAE

ECMP #BEIZ IPVA DIZETIFRIATE XY,

REDBEELZY aVEREDEENRICERNIOET CIETEEHA. FIRT2EBE/NXIE. N7y MERIXREFIC
RESNET, NvPaAREFEALIIEED. BENABDELLTZ . MBEINZEENIDEEINZ N
HH XY,

NATHEBEX IV F X v A MEBECHEIT B CITTEEFHA. £/ ECMP#EEICE > TEREZOBIL @E/N
AR T, NATHEEICE > TT7 RLATHENES I IFTETEHA. NATHEERZFBT 3881, £h
ZhOBEEYyYaYhREILEBENAZFBELEITZZEHRETTH. ECMPHEEZF AL TaARZ oL EEE.
FLCEBENAZRALEITZZ DN TERLABRBZIIEAHD £9,

BENZDERAR TSV ROEYARERIRLLIBEIE. ECMP #&EEIC K > TEARDET 2@E/SXDERFER T,
NTy FOARABREESB L TIEBZITSHEE (IPT7ILR2U VIR TOSEZTHRIMBEERY) EFEBLAVWTLLIEETL,
IP7SIXvranfczgnzgnoNTy FEHLOBENAEFERT37H. ELSNIEBTERWVEELRHD £7,
PPPOE &1 CTHRFEFGMEAEZ A A L B WVESS L DBE/N XIS, SR A L DERATERETETRVSETHEE/N
ZDOEEHVEHBETET ARV O, ECMPHEEEDBEENIICHBALAVWTLIET VL, ERISEETZCHTERADS
_ehHbET,

ECMPHEETId. CDOEHDBENITNT Y FZEETE2DHZRETDDIC. UTOFRXLAHBD £,

. SUYROEYAR
ZFNZNOEENT Y M. FIBET3EENAZYIDBRZCHTEZXT, BENAOERIKIFFHEFIC
SEMLEIH. Ny FOERERIEIXFRIESNEE A

e NyTaAmH
EHNTY FOARBICK > T, FIRT2BENRAZERLEYT, COAEZFALEES. BLERI NED
BEIIECEBENZAZFALET, 07H. N7y FOEXIBIXFREESNETH. BENXOEHIXEDS
BENHD £7,

AEETIE. UTOIEFTEENRZERLE T,
(1) BENTY FOEETIP 7 RFLREHTERIPTRLR%Z, 32EY FOEBE L TMELE T,

(2) (1) ofEROLEul6EY FOEETuI6E Y FDfEZMEL. HENDZERLTIEE Y bOEZEH
LEI,

(3) () DFERDLEMUSE Y bDELTUSE Y hDEZMEL. HIEADZEFELT8E Y FOEZEHLE

ED

(4) (3) DIERZFIACTREGBE/NARTE >IRDZROEFT,
(5) (4) ORL%E. ULTICHTIEH T, BENRERELE T,
cRONMNODBE [ BENXLEFHE
cRON1LDIRE | BE/NR2EFIE
cROP2DIBE BENX3IEFHE
cROMNIDBE [ BENX4EFH
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F) FEETIP7 KL XA 192.168.1.1. HTHEIPT7 KL ZAH172.16.254.1 TH B /7w MMZDWT,
192.168.2.0/24 |ICEET BBIE/NR 1. BIE/NX 2. BE/NR 3. BENRADEET 3ES

(1) 31 2423 1615 87 0 Ewh
FETIPPRLR | 192 | 168 | 1 1 | — c0a80101 (16:E%)

HTHIPTRLX | 172 16 254 1 — acl0fe0l1 (163E%%)

FneEnzmELZE Y,
c0a80101 + ac10fe01 = 16cb8ff02 (16 X#)
HIEADEEHLT32E Y FDEIZT 3 & 6¢cb8ff02 (16#EH) ¢ HbD X,
(2) (1) oERoEMI6EyY b TI6EY M EMBLET,
6cb8 + ff02 = 16bba (16 E#)
HIEDDEEBLTIOE Y FDEICT 5 & 6bba (16 &b X,
(3) ) DHERDOLEMBEY FErTHR8EY FEMELE D,
6b+ba=125 (163%)
HIERDZEELTSE Y FDMEICTZ 25 (163EH) hRDET, COERZ I0ERTRI E3ITICADE
'a_o
4) ) OHERDITZATE 2RO ERDD L1 ERDET,
(5) (4) OERICED., BENX2OFBIRESNET,

2.21.2 EEINVIT v THRE

BENYITY THRECHATZZEICE>T BENXO—MRICEEN’RELIISE. EEREENXZFA
LTBEZMRIZCENTEET, ChICEoT. EERICIIEHEEN R ZFALTREZIHML. BEERE
ERERICIIFATRGEENNRZHAL TEEZMRT SN TEXT,

- 513 JZa7) IOy RERESEHIE,
I=a7JL TWebs&EEHIE]
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2.22 VRRP &gk

VRRPHEE & (E. BIRVICIRREHIE (RIPZRY) TEARWIRRNS. BORY FT—IADBEICERLTWSIL—
ADBRASHDERTHYRTE R B oIIFE. B TEDDIL—EIDBEZNY I TV T3 (B
PREVNAHEEE) TY. £feo VRRPOI I —TZHEHRET 5L T, BEOEFTIHEAIRENzXRIRY
BHEe (VS RZ) U THEE) Y R-—FLTLET,

VRRPHEEIZ 2 DU EDIL—E DT IL—TFZFHB L. 180DIL—% (RIEEIL—%) OLSICEELET. JIL—7F
ADOEIL—RIZIZBRENRESNTED. TOBEEICH>TIRZIL—F (RBICIL—T1 2T =1T5%
B) ENvITyTN—8 (RAZIIN—FTEREBZRELICESIOIL—T 1 Y JIBZ5| SMCEE) ZREL
9o Fleo JIL—TTUIRBIPTRLRZREL. YRZIL—FDBITIN—THTONTy bZNELET,
B RRREEZ UR— b L TORWERTIE. BIEROT 74 ML—RE LTREIPTYFLAZRET S
T, REIL—2ZEALEEEOSVBREZERFETETET,

T5IC 2DUEDIL—FTEBOIIN—TZIRZIIN—2DOBTBELIICHEL. mARCEICT I ALk
L= tDORBIL—2ZDITTRETS LT, BETHEARBRDOI A2 VIHEHDERETEXI,

VRRPH#REZFERT B L ETDIL—2OEEZATICHEAL £,

2.22.1 E{HRFEY B XZ N1 HEEE

. BEROEE
VRRP#ReZ A L TWAIHE. YAZIL—2IF. TENICNY I 7w FIL—FIZVRRP-AD X vt —
(VRRP Advertisement message:VRRP LR X vt —) #XELET. NwIT7vTIL—RlF. YRZ)L—
AMSDVRRP-AD Xy z—J%#ZETEE T, YRRIIL—EFHEEICEMEL TWB EHIBRL £ 9,
RRZI—BTId REBIP/MACT RLZBTONT Y MBI ETH Ny I Ty FIL—FTIEIAN
THEINX T,

[

RAEIPT KL XA

- g’i VRRP-ADXwt—

FIFINF— T A - yi
ICIRABIP7 RLRAZRE T
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[EERLEROEIE
IRAZIN—BDBET>FTBE. VRRP-AD X vt —J3EETNFEFHA. 2T Nv o7 v TIL—2 Tl
B#%ICVRRP-AD Xt —S%FELTHBEIYRZIL—EDA I VRBER £ TICKROVRRP-AD X vt —
BPRETERDTEE. YRZIL—EFHRE T LIl ET,. Nv o7y TIL—2IiE REIP7RL
ZCREMACT RLREF|ZFHNT, YXRAIL—FELTEELET, YRZIL—R2DE D VEBIEZ. LT
DHEXTHEINE T,

VRRP-AD X vtz — % ERIRE X 3 + Skew_Time [#

Skew_Time I IRZI—EZHE DY LIEBIC. EDBEEDOFEWVWNY I 7Y TIL—ZHBRL—XIC

TIDBOLNBLSICTBHDRETHD. UTOHERXTHESINE T,
Skew_Time= (256 - VRRPBSLE) /256 [#]

TIFIWNT— oA
ICIRABIPT FL RAZRTE

1RAEIP7RL A \

REBIPT FL R,
1RAEMACT RL 275 | EHi<

AoV rUA
Ao M) ANERINEE. VRRPIIL—TOREDEBLEENSIETE L 1-EZRE L /-B5LED VRRP
=R LTEMELET,
- AVRTI—RAEIVRUAH
T=7IRIF. BTN EEPVCREERFIRICEL > TBEFRAT CHIIETNZREN V2T —X
ICRESNIA DY MU AEBRALET,
- W=k ETIVRUAH
ELEH TR, BELIEA VAT I—RADI—TFTa I T—TIINICEELAEWVGE. 402 K
AzERLEY,
- J—=RAIRUAH
BELEAVEZ T T—ADBIBELEH THEICICMP ECHO /N v R EZEE LISENBEWEE. 40V K
UAZBRALEY,
[EEEIRRFOEIE
JI—TAHTH2EHBEEDOTVIL—EDEIRLEEE. BLIIL—THRHOYRAZI—RIEITIZIL—3
EREL. Ny IT7YTIN—REBDFT,
BHEHEEFHRVRETIITIUIV T E—R%2offIc93 2 T, BHEIRERLETZIZEHTEET,
ZDHEIFE. RTEERTRIC HREXZ2—1 @ VRRPFEHIDERE L1 F#=lFvrrp preempt-permit 3%
VRERITIBETIRAZIL—ROYIDEZX (TIDEREL) HTEET,
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2.22.2 952 T KEE

- BEROBE

PC-AJIL—TIEZVRRP JIL—FA%. PC-BYIL—TIEVRRPIIL—FBET I A MIL—RE LTHRET S
CET, BEASHZERRTEERT, Flen JIL—TTINvIT v TINL—2HFEL T IL—R2ZHEEIC
Ny ITyTLTWBEDT, JIL—TFADIYRAZIN—EDBZ IV LIZGETONY 7y FIL—2 8%

FIEMCIENTEET,

TI7FIML—RELT
JIL—7A(10.1.1.1) %
G

TIHIML—2E LT
JIL—7B(10.1.1.2) %
£

JIL—FARRZIL—5)
2JIL—7ID 11
BEE 1254
{RABIP7RLZ:10.1.1.1

IIN—=TBNITYTI—4)
JIL—7ID 2

BEE 1100

{RABIP7RLZ:10.1.1.2

IIW=FANYITYvTIL—5)
2IL—7ID 11

1BEE 1100
{RA8IP7RLZ:10.1.1.1

JI—TB(RRZIL—7)
2IL—7ID 2
1BEE 1254
{RABIP7RLX:10.1.1.2

LFOR%ZEPC-ATIL—T PCBUIL—TH5RILEETOERHIIUATDOLSICAD X,

PC-ATIL—TH5RT- EDIEK

PC-BIIN—THh5RI-LETDIEM

|

—\\

— = }\w_
——

Ny IT7vTI—%

Ny IT7vTI—4&

e

\
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. FEEREROE

SIFREIDA T LI & JIL—TAICH T BT RAZIL—ZIESI-R2ICF | SO NE T, TIDBEZEMEICDOW
TlEe M2.221 85Ky X2 N118e) (P.86) ZBEBRLTLEEL,

FIFILRL—RELT

JIL—7A(10.1.1.1) &

[ \ : -
FIAIRIL—RELT -
: —7A( —%)
o AUYENUA

A2 N)ANERAINISIZE. VRRP I I —TOREDBTREN SIETE L /B2 B L /-85 E D VRRP
=R LTEHELET,

N1

JADERICOWVWTIE. 22215 Ky b X2 N#8E1 (P.86) ZHRL T T LY,

- EEEIBROEE

r.
72

215Ky b XZ Y N1EEel (P.86) LFERDFIETYIDEINREL T,

EIREDIIT
VRRP #EEIE IPVA ST R— L TWVWE T,
E—DA YR 7 T —ICEEABERVRRP JIL—FIIBRK2DETTY,
VRRP I L= DT I —TIDIF. FB—EBARATEELLVKLSICRELTLEIL,
VRRP ' IL—FICEID Y TRIREBIP7RLAEEIPTRLRE. BTEUEY TRy MIRBEISHBRETEZI 2 HE
HLET,
RA—J =B AR2BEETEIZCCHTEET,
R—JNL—F LTERTESI/IL—ZIE. VRRP#BEEZ HR— 33 Si-Rbrin> ) —X, Si-RG—X. BLUSI-
RYU—XTY,
AEBOBERDIRA. YXZI—RTORERM. FIFEB) Y FE2RITLEBE. NvIT7vTIL—2HTR
RIN—ReBBeHhHDET,
VRRPHEEICK > THIDBIARELIcH L. BEFREL %22 FTORBIGERL TLWAREBHE O b J)LICKTE
LFxd,
VRRP #EEZER L TLVBIBE. YA ZJL—2IF. VRRP-AD (VRRP Advertisement message : VRRP LR X vtz —
D) BNV ITYTIN—RIZERNISEELET. NvIT7vTIL—RIE IXZIL—FZHNS5DVRRP-AD Xy t—
EZETEZIUET. YRZIWL—ZHEBICHELTVWB L ET, Nv I 7 v FIL—RIEVRRP-AD X vt —%
RRICZELTHES—ERBRIZRDVRRP-AD X vz —SZZETEIRN27HE. YRAZIL—FZHRE T LIceH]
BrL. FHFBIRXZIL—F LTHELET,
J—RAYY M) HEFERTZIEE. BF/ —RICICMPECHO /X7 v FEEHMICKEL £, TDH. EEF
TIABVWVEREFRAL TWLW3BEIE. BRBEESORERICAEZ CeHHDET, COLSARETIE/ —RET>V MY
HEFEODBVWTLIEEW, L—rE TV MN)ATEELES TERBICOTLTRE T v IL— MHEET BHE.
L= bE T R)AIFRELEFREA. Floo L= b DY MIUATEELES TERBE IRTRUBRRBERTIEA
WEETH. TZAI ML= FFRERY ET—OTIRT (FLTaVvIRAR) BREDNTVELRY FT—0 D8R
BIBRMNEFEELIECEIE. L= ROV NUHIIRELEEAS
AR Y FREZNABEEEFERTIHE. TV PHBECHAT R CIETEER A, . L—RLERTS
HUB &, STPHEEEZBMICL T TV, STPIREEZBMICTR . BB FRY FREZVNA TEELTVWIEBLE
BREBT—TILDRIZELICL 2T, BEEZRHEITZCHHDHET,
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VRRP#EEX AL T, UTOHEEZ AT 3B ITERIVETT,

— T JLF NAT Kae
— DHCP #—/\#&8E (IPv4)

—IP71ILRY) T HEE
— R HIEEEE

— Proxy DNS
— VPN #5E

CUIDBREERICHARD SOBENMRYINZZEHBHD XTI,
DHCPRA T« wUKREZ AL BVES. PTRLXZEHIBERDOIPTRL

ZNEIDEHTENB A HD ET,

CUIDBREERICEHRDSD ftp HEYINDZ e hHD FT,
U BRI EERICREBRIIFI SHINFEA. REBRORFIZONSBIE—

D EY,

REBIL—ZDIPF7RLZXZDNSH—NDT7 RLRELTHERATELIFTEEEA,
PRRZN=BENY I Ty TIN—2IFEL IPsec k> (HRNTw b boxIL

HODIPT7 RLZRAREL) ZRELABVTLREE W, BUIPsec b RIVERE LT
BE. BFEBENSOXENTY FZELWIL—RTRETBZEHTEEEA. &
oo BB, REIPPRLRZFERATSZCIETEEEA,

VRRP #8El&. DNSH—/\#EE. X1 L —/\EEES K UEMIVPN H—N\BEE L LW o e AR B L TEIET 28T —
NEREO M RILZBME LTRIATAZCIETEE A

& 5@ ¥—27) Oy RERESFIE)

RZa7I)l TWebREEHIE
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2.23 )y o¥Re

Ty KR iE. BE3 LANZH L. MACT L —LZzHit 9 2HEET Y, EWETZRICIZ. LAN-LAN B
LAN-WAN KD 2 DD H D £

LAN-WAN 8T T U w B A RERIESLEERNIE. UTOeHEDTY,
« IP k>xJL (EthernetoverIP 7 w)

AEEBETIFE. UTD3IDOHEEEHR—FLTVET,

o TNy RAADZRETERRHDDTV ST IL—E T HEE

« IPTL—LOEZEAR (UL—Ta 7/ T w) OEREEE

o WEBEMICIL—TREICR>TWVWE XY hT—2U T MACT7 L —LOHFHHIERICIL—TT2D%0EET 3 X
INZ>TY ) —HBE

2.23.1 Uy TIL—E >V T#EE

TNy STI—EYIeCid. 1227 —RTIN—THNFZREL. ThEhDOr>E2T T —IZT
IW—=TZEDETBILICE ST TV yPEREH £DJIIL—TRICALIFETITONS L S5ICT BHEET Y,
IIN—TZ2RF32 T UTORDELSIC. TV OBEZEIIN—TICHRT BN TEEXT,

F Ty S HI—F0 BTN —TF ADT s

Ny

----------- Internet : -

BEDVE—FVETT—IALRED

Ethrenet1 > 27t —X%&JIL—TT3
N . 3 CETTVYSRAA VN E
TSI —F1 ETTVYIRAA V58]

CAEEICREDIIT

o TV IEBRTF—JIINEEFERBIE. JIL—T0ICRELEINTRTOII—TTHERINET,

e VLIANT YR ITI—RETVwIIIN—FICEDZHEIE. 1 DFRIFEROVE— AR T —REVIANT VA
TI—ATRIFIIN—-EVITTEET,

e IPIL—LETVYIITRHEE TEOTVYSTIL—FICBTR1RT7—ALTIE. UTOHEZFBTZ L
HTEET, TNUADOKEEIL. IPTL—LET VI TE2A 02T —XLETIIFBATETEF A, £ BHO
LANA V27 —RERLITIN—FIIEHTIP TV vy T3H8IF. ALITIIL—TATEREREZESHDHHhETW
LAN V2 7T —XATRITUTOMEZFATEEI,

- FTP (27 —LT7 Yy FF—+RY)

- telnet

- WWW 7 SOHIC K BERE

- YZRFTLOTDEE

- SNMPIT—Y x> by Trapix(s

- BAFIVIN—FTa T
IP7L—LETVYyITRHEHIC. EXARU D% loose ICRELTLEETEF. TV SHIL—THAT) v DERrEN
ThnErd, Flee TUYPRXAVRIIH—DIPEIX Y FTHIZZCISEFELTHAFTIVIIIL—TFTa VI %FE
ALTLETL,
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o STPIFYIL—FO0TETEIETZcD. JIL—F0UANDTIN—FTIERR) VOB OREIN—T21Em 57
)y PERIEITHhREVWTLEETV, JO-RFv A A M —LHIRELTEETEIRCADET, £, JIL—T0
TIL—T%BRTZT )y PBRETIBEIE. BTSTPEEMICLTLLLESIL,

o IPEITVYITBIFE. WANBIZIZT ) v THMIND 7L — L IFDEmE I N, B3 WAN)IC Ethernet 7 L —
LTIEHBWIPNAT Y hEEZRETEICIETEEFFA 2T IPETV I3 ERMETIE. IPICEATZIITART
DEREIFLANT 2T —RATERZLE T, VE—FIYRXTT—XTI IPICEAT3REIFTERELHRVTLLES
(AN

o WANBAHTIPZIUYI L. JVyPEHRRZHTIHES EXAR b Lloose). & X WANDEICEET IRy b
T—=JIC0 3 RETHO>TH. TIRNTOBRNBRBRORBEIEILANT VR T —RAITEELTLEIV, T wIIC
KO THFEBD LAN t REBED LANNAWANBERTES SN TV -6, LANAICRRREEESTNIE. BEY
SWANDEICEETZHTHERY bD—0ICT )y O TEHEEINTRELE T,

2.23.2 IP 7L —LDIEEA N DEIREEEE

TNy ST —TEUTRELIPVAETIZIPV6e DT L —L%E, Ty INRETINESHEERTZ L
BTEXT, BE. BELEIPTL—LIE. I—FTa I TEHESINET, LHL. TUYSTIL—FARTIL—
FA T EEMILIEEE. IPTL—LIFTV IO TEEINE T,
UTICHZERLE T,
CCTlE. JIL—=F0TlE. IPHIL—F 10 T TEHEIN. IPUAN (IPXEY) 1TV vy TEHRESINET, 7
IW=F1TIE IPELTIPUAD T O TEHREINE T,

STy HL—-70 T .
n n

L

LANO /| 7

> JUyTTORE
- - - - = LTI TOER

IP7L—LZT) SRR LIEEE. WANT U Z T T —ETIZT ) v TH#E SIS Ethernet 7 L — LT
ITHEZE TN, EEWANGIC Ethernet 7L —ATIZHEWIP AT w hEZXEZSETRILIFTIEE A

EoT IPTL—LETVYSTZERWTETIF. IPTL—LALICEATRERITTIARTLAN A V27— XAITIT
W UE—RA YR TI—ATRIPIL—LICBT3ERIITHAEVTLL IV, WANZREHL THFESEL
Ty STERINTWVWBRTEH. IPTL—LETVyIORRE L GERTZHESIF. UTORD &S IZ LANEIC
HRROBEZITVET., TORKICKYETIIP/AT v Md. LANAIISEHE TN B BIETIU wIICEL-T
WANIICDERRINE T, TDT=DH. WANDKEIZEET DY hT—ITHo>TH. LANBICEAVRER T RE
TBIET. TDOXRY LRT—=DICT )y OBBHATRETDZZEHTEE T,
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PV (ERER > Loose)

IPIL=F1>T

Internet

'\192.168.1.1

WANSREH T U Pt

LANOICEFRYREBR ZERTE T B 192.168.1.0/24

172.16.1.0/24—192.168.1.2

BXAR ) &

IPv4 £721ZIPV6 DT L —L%E TV v TUEBYT ZBE. JELEIPIL—LOHTHMACT RLADEEED
TTHRWVWEE, EDOIPTL—LIZZFDOEF TV IO TEHEINE T,
SELIIPIL—LDBHTEMACT RLADZEAN VR TT—IABHTT, HTERIPTRLRBLZEAN VR
TI—AHTDHEIF. FEBHTDIPTL—LELTUIELET (THICK>TPINgDIERP 7 7—LU T
TDEFHBREDNIPIL—LZzT )Y I TEHEXTZA VR ITT—ALETHAREICRD ET),

L L. HBTEMACT RLADZREA VETI—XAHTDHBETH. HTEIPTRLANZEAIVZTI—X
HTTIEBWCEDBDET, HTEIPTRLADREANVZ T T —XHTTREDTHEEIE. XA O %EK
ETRLICE2T. ZDOIPNTY b EEREXTEINESHZBEIRTZEHNTEET,

- IPIL—LZEIN—TFTa VI TUIBTZAZTI—IADSIPTIL—L%E Ty TEHETZAIETT—
AN N—Ta VTNBIZE>TRELENT Y FEHAT3HBEH. BERUIIIE 2T ZONT Y bHT
Oy o EN3EEEINBIDDREDET,

EERUSICIE. UTD22o8HD£T,
o strict
IPv4 T wO%TSEEIE. JIL—TADSTIN—TRELVTI—TRADS TN —TANDIL—FT 1 VT
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o REFEERIEER (TTL) (A78)

o YRR — MERERIEER (ifDescr MIB) (F7>3>)
. EBLIER (sysName MIB) (F7>3>)
. EBMEFER (sysDescr MIB) (FF>3)
. REBEIFEREER (X1vFIL—%) (FF>av)
o YER— MEET KL XER (MAC/IPV4/IPvE) (X723 Y)
« R—kVLAN ID1E#R (FF>av)
« 70O~ 3JLVLAN ID E¥R (F#F>a>)
+  VLAN &#E#R (F7F>3av)
« 70k JJLVLAN ERIIER (FF>av)
. PR FERERR (F7F>3ay)
o R FERERIER (F7F>3ay)
o UoTIUF—2 3 iER (FAF>a)
o BR7L—LY1 XER (F7F>3ay)

BHEREBEN 5ZE L/ LLDPIBHRIE. LLDPERICEEN TV S RIFHFENMEB TS ETHRELET I, REFELTL
ZEERIE. OV RO Web BETHEETET XY,

REBTHRIFCETSBEBRORAMZUTICRLEY . BARFEHZBR LIcOICRIITERD o 1BRITH
L. HMEHBRICKRELICC 25 BLE T,

KELHRTORKEFREHE LANEERBRAH X15857 150
1R — k TORERIEREEK 189 1

RELHTOHAR LAN EBEAE X14 55 140
1R— b TORAREFR (%) 1857+ LANERRAY X14 859 141

¥) 1 R— b CTHASEIRTFEELIEES (FHDLANEETIK 1B LHIMRETERL)
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2.27 RADIUS gk

RADIUS #8E(Z. AAA (Authentication, Authorization, Accounting) ERDEE % HEBH—/\ (RADIUS H—/\)
ZFIALTITOMEET T, BROEETHL AMABRIBERIZE Y. AEDI—HBEHRZEETIHER L.
I —HORIERCHRERR. 1— L OFEGRHECEROFABEREEN L TEETZI N TEEXT,
AEEIZIZ. RADIUS U 517 > MgEE Y RADIUS H—/N\EBED 2 DB H D £,

KUTFIC. ENZNOREEICDOWTEEL £9,

2.27.1 RADIUS O S+ 7 > Mi&sE

RADIUS 7 5 7 > hi%gEIZ. AT D RADIUS H7R— REBED S AMAZ B L TRIASNE 9,
KTFIZ. #hzhoiie TH AR AAAIBHRZRLE T,

O+ > 21— FREEEEE - PAP &5 1RO 5 X FRALEEA
- CHAP 523
T T L— EEKkEE DT THFZNEREE (%) < IPV4 R R T 1w U 1RERIER cEBREFTITY A
(IPsec / IKE ##t) < IPV6 AT 1 v URREIER | - EXRENT Y A
« IKEt v 3 VRO - HEisuhe R

58 (Pre-shared key)
- BENRRIEA IPsec fEIRD
SR ECH]
ctyaERRARTRFLZR
- ¥h5R IPsec XTSRRI

RIESHFKR T 7 7 RBHLEHEE * PAPZ3 FRALEEA FALEEA
(MAC 77 K L ZE83iE) . CHAP B=F
DHCPMAC7 FLXFxw¥ |- PAP5R: FRALZEA FRALEzEA
(MAC 7 I~ L RE3EIE) « CHAP =B

#) IPsec / IKE i T RADIUS BaEZ R L\ 3358 DFRGEIE. 1 —HH. NXAT— R EBICIKEBROBFREH
AIEH. FIZEFAIPTRLRZESTV ) 7TH X MR (PAPSREECEIL) &ABDE T,

AEBDORADIUS U 541 7> MEREIS. BEED RADIUSH—NEFER LNV I 7y TR E-IXEBESHE
A ERET 9,
RADIUSH—NE L TEEBSNIERII Y — NIV THO T I —NIL. alivelREEr dead IREZIFB X
o TNENOREDERKIIUTOEED T,
« aliveiRee
H—N\HIMERARETHZIRETT,
BERELFEV (EBLOBUEN/NTWV) H—N\HSEBELTERASNET,
FALCBEEOY —N\DEREETIHGIE. TVHALICH—NDBIREINET,
« deadIREE
B—NHBTDVIIRASBRRALTIRLEZCIZED, ZOY—NDFERE—KRMIZELEL TWBIRET
To IEFMIC alive REED Y —N\HEET ZHE. EELLBEEOEIIFERAINEEA
EIREHIFR TIEE LRI R T 5 . BEMIC alive REEICEIHL £ 9,
SEEEET AT T ETSHEE. IRTOY—NHdead REICHD . SUHALICIDOHY—NT
HITL. BOESNI-Y—NiFalive REEICEIHL X T,

115 RADIUS #8E



FEESREAE (V2)

F2E W=

2.27.2 RADIUS B —/\irE
LUTFIC. RADIUSH—N\HBETHIATE 3 AAAIBRETLE T,

*PAP /T THZ 3B
+ CHAP 533E
- REBESHE

- 1ERIS X

- HBFEIPTRLZR
cA1VRTT—XID

- IKEEE#

« IPsec ¥ RETFH

Y aVEHERART LR
« L3R IPsec I SRETH

cFUTY R
< INTY MR
- BRI

%) RADIUSH—NHEBETRITE ST 7 AD VT« Y IBRIES AT LOJICHATNE T,

AEBNYR—FFTBRADIUST RUEa—+ERLET,

EEH (N) &B->TWBH7 hJUEa2—MIRADIUSEEET FJEa—bk. (26AB) & Ho>TWB7RUEa—
R I&VSA (Vender-Specific-Attribute) THD. ABRI A ID. BHARVABEEBMESEZTRLET,

AEBH Y R— k9 B Authentication 153k

aaa user called number

User-Name (1) STRING

aaa user |d RFC2865 LCZEM

User-Password (2) STRING

aaa user password RFC2865 4L
PAPREEDIZEICER TN E T,

CHAP-Password (3) STRING

aaa user password RFC2865 |4
CHAPFRBEDIBEICHERINE T,

Calling-Station-Id (31) STRING

"<called_number>"
F7=lx. <subaddress>h'd BIEE I
"<called_number>*<subaddress>"

CHAP-Challenge (60)
wL

STRING
RFC2865 IZ#EHL
CHAPERREDIZSICHERINE T,
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AEBH YR — 9 3 Authorization 153k

Filter-Id (11) STRING

aaa user user-role "administrator": BEIEE I T R
"user" —RaA-HIOISR

Framed-IP-Address (8) IPADDR

aaa user ip address remote RFC2865 IC#EHL

Framed-Route (22) STRING

aaa user ip route

"<address>/<mask> <next_hop> <metric>"

« <next_hop>IZ1£0.0.0.0 ZIBEL T EELY,

¢« 1207 RUEa—FTIDORRBBERERELE T, EREORBBRERET
3EE 1E. TOERPOT RUEa—rHBRBEADFET,

+ aaauseriproute THEE L 7 distance & RADIUS BEBE TIRIET 2 C U W TE
Ao RADIUS U 54 7 ¥ b HR2ITEL - TR BEIEER O distance fEISE 1C 100 EIRE & &
D%,

Framed-Interface-Id (96) Interface-1d
aaa user ip6 ifid RFC3162 (ZZEHL
Framed-IPv6-Route (99) STRING

aaa userip route

"<address>/<prefixlen> <next_hop> <metric>"

o <next_hop>ICiF":" ZIEL T E L,

¢« 1207 MUE2—FTLOORBERERELEFT. EHEORBEREZRET
355 1F. EOEBSDOT FIEI—MHIRBRBEARD XD,

« aaauserip6 route TIERE L 7= distance IZ RADIUS HEETmET 2 LA TE £
Ao RADIUS T 5417 > b HZIFTEN - To#RERIEIR D distance fEIZFIC 100 EE & 74
hxd,

Fujitsu-ipsec-ikekey
-Commands (26,211,105)
aaa user ike shared key

STRING
"<kind> <shared_key>"
<kind> : HEROBOEHZXF TEEL X T,
0 16 ERER
1 IXFYR
<shared_key> : #£H#% <kind> TIEE L 1R TXFHTIEEL £ 9.

A7 RUEaA—RMITSIAY FEhERBA, TD7z8 aaa userike shared key I%
Y RT24TXF %R % shared_key ZFRE L TcHE. BRBWBADVT RUE2—KIC
FEABVH. BRILIZEEDICAABRIMEHO 54 <A D £, RADIUSHERE
AT 3B EF shared_key (& 24T XFELRTHREL TS,

Fujitsu-ipsec-addmask
-Commands (26,211,106)
aaa user ipsec ike range

STRING

"<src_addr>/<mask> <dst_addr>/<mask>"

<src_addr>/<mask> :

EETIPPRLRERY YR TEEIRLET, anyd ZIBELLBRIFTIARTOD
IPVAT7 RL X%, any6 Z18ELIBEIETRTOIPV6 T RL XEIELLDDEH
BREINET,

<dst_addr>/<mask> :

HTEIPTRLRERY YRV ZEHRLE T, anyd ZIBELBEIETRTO
IPv47 KL Z%. any6 Z8E LT BIEIRTDIPV6 7 RL X ZIEELHD EH
BRINET,

Fujitsu-ipsec-pingdest
-Commands (26,211,107)
aaa user sessionwatch

STRING
"<destination>"
<destination> : BEfiNRE T3 HTHIPT RLXZIEELE T,
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Fujitsu-ipsec-ext-addmask- STRING
Commands (26,211,108) "<src_addr>/<mask> <dst_addr>/<mask>"
aaa user ipsec extension-range <src_addr>/<mask> :

EETIP7RLRETYRVZFEIRLET, anyd ZIEELIBEIF TR TDIPVE T R
L%, any6 ZIBELIBEIETRTDIPV6 PRL AZEBELILDDE AR LET,
<dst_addr>/<mask> :

HTHIPTRLAEIRVZRBBRLET, anyd ZIEELBEIETRTDIPVE 7 R
LZ%Z, any6 ZIEELIBEIETRTDIPV6 P RL AZEBELIDD AR LET,

X1D2OT7hUE2—FTLOONREFEZREL £, EREONREFZRET
3%81F. TOEBHTDOT7 I Ea— bR EBELARDET,

KEBH Y R— k93 Accounting 153K
| Reowsrrvea-r @ | 000000000000 st 0000000000000 |
Acct-Input-Octets (42) INTEGER
RFC2866 |- ZEH#lL
Acct-Output-Octets (43) INTEGER
RFC2866 |- ZEHL
Acct-Session-Time (46) INTEGER
RFC2866 | ZZEHL
Acct-Input-Packets (47) INTEGER
RFC2866 |- ZEH#1L
Acct-Output-Packets (48) INTEGER
RFC2866 |ZZEH#L
;hﬁ$LmEDUT

Ziﬁﬁd) RADIUS H—/\#gElZ. REBDRADIUS 7S 7> DO STEIFTRIETE XY,
BOXREE LT, RADIUSH—/\HEEX RADIUS V514 7> MERERHAIT I CIFTET £ A,
‘S@ZS%EJ:‘C\ RADIUS Hr— NHEEEZ EHERET S LIETE XA,
RADIUS 7O L DFII T, BRICEREES KUV T AT VT4 VI HMTR 281256 TY, AFIC 257 U LEDEREEE
ThHIYT 42T % {To1581F MALHKRMLET,
ARZEE D RADIUS ¥EREIF 4096 /N1 R Z B X 5 RADIUSD/NT Y FE|RZ FH A,
RADIUS H—N\#EREE WS HEIE. UTOLSBHEEICCOLEREBITLEWVWE Y, RADIUSH—N\D'ENT Y
EEXRHTERCAED, RADIUSOSAT7 Y MUTRA LT MHREL. FREEIFEBMLET,
- IPVA BT 1y VRBEIEREKZBICRE LSS (Ho L DRVERXTH 10BN LIR)
- IPV6 RAT 1 v U RBIEREAZBICRELZEES (oL HRVLEXTHS0EN LIR)
- ¥iER IPsec WREFHZ KEICHKEL2EE (o L HRVEXTH 50BN LIR)
AAAIEERD aaa user ip route. aaa user ip6route (X2 7« v ViRKIEMR) THRE L= distancefB (BEE) &
RADIUS  — /\#ERETIImETZ EIETE Ao
AAATE$R(D aaa user ip address local (IPEARIFIR) THELBMRIIP 7 KL XIFRADIUS H —/\HEEETIIET B
ZZIETEXE A
RADIUS 7 5+ 77 > M#RET=1{E L 7= Framed-Route. Framed-IPv6-Route D1E#R I distance i (B4cE) 100 DI
BIERE LTIRDONET, /oo INSORBRBRBERZZITANHER. EEORBHBOLRZEX TLES15S
RISUBIENE 7,
RADIUSZ S1 7> hEfEZEZL TH. ALY IIL—7D2—HIBERIIFBINET, AAAJIL—TICRADIUS Y 5
17> h¥EE (aaaradius) & I—1E%R (aaauser) OEAZEERLIBE. FTRADIUSY 517 > MEBETER
SEAMTHONE T, RADIUS Y T 7> MMEBET ORI HII L BB IF I —IBRISFBASNEEAD. REEICKK
LB aid. RIS —HIBR TR 2TV E I,
RADIUSTADI Y T4 VT H—NZEBHETHERLILEE. 7THho T Y IRBEThI VT4 VTR TIERIDT
AT T —NTERENZ DB D £7,
RADIUS H — /\1#%8EIF VRRP HaeZ FA L TZEIL T e iETE HtH Ao
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2.28 AIEmKT 7t APEkEEE (MACT R L XEEEE)

RIEMHERT 7 RFHLEREEE (MACT R L REREE) i, O—AILLANDSUE— bRy hT—IAFH#TIN
Ty b OEETHAD A SNHRTH BN EEETMACT FL XZH LICFREET BHBET T,

AREZFIA Y 5 C & TRREEFRI DB WA ERRZRA L. VE— bRy b T—IADRET VLR ZMHELE T,

PR ZIT D e DERET —ZN—RE LT, BRERD AAAKREZ AL cO—NILESE . SMEBIC RADIUS ¥ —
NeRELT)E— FREAENFIBATEEXT,

PEE= |1y P

m O—7JLLAN

‘_/un%!\_méjb"(
FHEEETIE AN SONT v FREZZHRE LIS ZRML T, LA T BRENICNAT v FERE LBV S
EEL_O\,\TL'L ERICRANTERWMGEEDHBD T,
o FHEEETIE. R CICFEERER T —ERBEARE L £7. SRAHEREZ R LICRETRAT —2N—XOZEPEM
ZT58. RELTLAREHERNIA DTV I3 XTRIREN TV BVLSICRZ B A HBD FT,
o FHEEIE. lanEHETUTOREZHA TS LEBELEE A
- Ty
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2.29 SSH Y —/\KgE

SSHH —/\#EEX (&, TELNETH—/N\HEECRBILC Y E— O 1 V#EE (ssht—/N) CFTPH—NiEEr B L
JE— kT 7 A JLEEIEE (sftpH—/\) ZHR—FLTLET,

TELNET 9 —/NEES KU FTPH —/\BEETId. FXTF R P F— 2D EHBET 310, BENBEEZIN
1eh. BEASNZBEREDH D o SSHY —NHEETIE. KX MRS KUBELBEICKD. RETEE
TEZO0040 UBBES LU 7 7 M ILERERMEEEFIR T3 A TEE T,

& g FNEBEDSSHY — /8. BSD 51V RICESVWTABINTUS T —Y 7 k5 x 70 OpenSSHZFIFA L
TWEY, L IE. 2kt b (http://www.openssh.com/) #BBLTLETL,

\ 1/
sshoSA7>~

L4

sftpo 147>~

Ty ILERE
(XFF+>R)

FEEBOEFRARE LU Y FRFICAZEED SSH R X FREERMER INE T, EHEREIZ. HHHH 5K
PTY, SSHARZ FEREFRERBIBIFC T TRICO RO DNHEASN. ERFTET LIckRRh 5 AEBIC SSH it
TREENTEET,

SSHOSA T YT RIITICHED LDHTBHAEFD SSH AR MEREREZRE L TEBENHZHEIE. &
38 T show ssh server key dsa O > K £ 7zl show ssh server key rsa A¥ > R R{TL THRRIN S SSHE
2 MEREEREREL£T,

AIEEBEIZ SSHEEST L72MRIC. AEBD SSHARX MEEFE#NSSH Y 51 7 > MUIXEIN T, REFIFFE
TNTVWRRCERDZHZEIF. SSHERMEGSINE T, LA > T BERIGALCIZE D SSHR X HEREERE
PEEINHZEIE. SSHISAT UMY T MU PICREFEIFRERESINTLWS SSHARR MREEREBRTEY
ZHHIBRL TH S SSHIERL £

ZF0HE. NRAT—RANTOY T EHRRRINETH. SSHAER FEREREDMEBICED. RRINBZEFTED
BN DD £7,

REBADSSHIERIZ. FRFICIER LA TIARVzOH. SSHIFESHICH 727 SSHIEFGERD H - o IH S 1.
SSHRR FEREEZE T 3 HIICYIISNE T,

7z, serverinfo ssh/serverinfosftp Y > FZ offICRRET D &ICE D SSHY—N\iBEEREICELETES
EMTEET,

sshSA4T7> hEsftpo 47> MESSHR— MCHER T 7. serverinfo AT > FDssh £7zidsftpD &
5500 on DIFE. ANREEBED SSHR— IR T E BIRE T, serverinfo AT > R Toff IR > TLWTH/NR
T—RARETITONEH CIZ. BRI ET,

CWHEICREDIIT
o SSHY—N\HBEENTLIZFEIEL TWBRETAREBZILE L. serverinfo XYY RTSSH#ERED B 5 ZBMICL
THREERML7HE. SSHRX MREEBROERICREADNDD £T, COrE. v avERXALTYU MDHE
£9238C. IFHDOUNEBICHET ZHEEIHD £,
o AREBOSSHY—/NH#EBETIE. SSHZORINWN=J3 228 HR—FLTWS S, SSHZORIILN— 3
V2ICWISLIESSHOY A7 MY TR 7 (sshoSAF7U MY Tz T7ELUsSftpI 47>V T RDT
7) EERLTLESL,
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RIS, sshiEfie telnetESiDEESZRLE T,

NZT— RANEEANBETIMER | 29 telnetinfo DEEICHES
(B2« vrhid telnetinfo DEREICHRES)
SO Xyt— (—ERDREE login 21 —H'4 logon telnet

LUFIC. sftpiEfi ftpJGDBESRZ L E 7.

I—HIDIEE BEHIICIERE BERRICIERE
(—BBD sftp 7 51 7 > b3IEGRAREE | (BB ftp U 51 7 > b ISIERATIC
ICEET B) EET )

NAFUE—RIEE zL ®»Hb

Ny S TE—RIEE 7L »Hh

AEBETHR— 9% SSHY —/\#gEE

SSHH—NN= 3> OpenSSH 3.9p1

SSHZOkJILN—2 3> SSHZORJIN=U3 V2R FEYR—+

SSHAR—+HES ORI 22/ TCP

IPZORINN=—CT3 Y IPv4 & KTV IPV6 ZHR—

AR REEIEEZONONL RSA

R REREET7ILT ) X LDFESE | ssh-rsa, ssh-dss

BSAROEE aes128-cbc. 3des-cbc. blowfish-cbc. cast128-cbc. arcfour. aes192-cbc. aes256-
cbe. rijndael-cbc@lysator.liu.se. aes128-ctr. aesl92-ctr. aes256-ctr

Xy tE—IUFRA 0 — FORELE hmac-md5. hmac-shal. hmac-ripemd160. hmac-ripemd160@openssh.com.
hmac-shal-96. hmac-md5-96

[EIRF e 4K 1
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230 7TVr—23>7 1L 26

TIVr—23 T4 LEKEETId. FRETHEI BT —/\HBEICRH L TV IR ZHIRT 5N TERT,
CHUCED REBOA YT FURAEIEIAREDOY — N\t ZFERT2HAZREL. EF¥aUTrZmLET

BN TEEY,
s
\,'<
HTTP
H—/\HERE
FTP
< H—/\HERE
>O TELNET
H—/\HERE
X
SSH
H—/\KERE
Of | TIME
@) H—/\#RE
DNS

H—/\KRE

122 TIVr—2a>7 1 )L AEEE



FERESHEAE (V2) %51
]
A |
AAATEER oottt 115 ICMPECHO /X7 B e, 54,73
Accounting fBER «.o.oevvevererererrrrerrerer e 118 TKE SBEE . sne 23
ACLTEZE oottt enen 17 INEEINALBGP v 30
AH AN B e 52 IPSEC cevveveereereeteereeteereereerenreeeeereereeseereeseesesensennens 47
AP TEZR wovvrerererereeeerere ettt en s 45, 46 IPSECHERE vttt e 50
AS et renn 30 IPSEC DEEF ..ovevveveveeeeeecreeeee e 51
ASIEFRIL = et 34 IPVA DHCP BEBE .o 73
Authentication TEER ....ccoveeveiveieeeeesens 116 [PV6 DHCP BEBE ..o 76
Authorization TEER ..cceeveeveeveieceeeeeeeeeeeae 117 IPV6 DHCP 547> MERE oo 7
IPV6 DHCP T —/NBEBE .o 76
B IPV6 OVer IPVA B2 )b v 22
IPVG RIP BEEE ..o esesnnns 36
BGPABEBE ..ot 30 IPVE 7 K L ZIEZR oo, 21
BGPA FEER oooveeeeereeeeeeeeceereeree e nens 23 IPVE 7 R L R DREETE oo, 21
BPDU oiiiiieieiteeeieccrecssreeesieeseene s ssveessneessans 98 PV BB oo e e e 21
BSR (T—FX LTV T IL—=B) e, 39 IP X e e e e e ara e e e eeans 92
D IP TR L R e e 70
IPAREEIBIRDEIR oo 24
IP ARRRIBERDIELE oo 23
DHCP BEBE oot 73 P R R oo 23
DHCP 75 A 72 MRAE oo 73,75 1= T N 15
DHCP ERER oottt seaeas 23 IR 1= 53
DHCP f —/NBERE oo 3 LA 1 52
DHCP UL =T =222 MEEE oo 75 IP T A LB ST HEEE oo 42
DNS ,‘féﬁﬁ ............................................................ 23 1P )l/—7_"f \/7 ........................................ 45
DNS B —/NBEBE ..o 79
DNS #RD SFHEBE .o 79 L
E LAN ET XU B e 41
[ANTEZE oooveveereerecreetee ettt ev v v rennens 17
ECMP BEBE ..ottt eeve et 83 Link-Local Unicast Addresses ..o, 21
ESP A H s 52 LLDP HHEE weooooeeeeeeeeeeeeeeeeess e eeseeeneeessssen 114
Ethernet 12 H 7T =2 v, 18 [OOSE ettt s e res s s s s s s s 93
Ethernet 7L —Lu oo, 92 LSA eeeeeeeeeeeeeseee e eseseeeeeeeseseeseseeeseeeee e 34
EXtErnal BGP .....oocuveeieeieeeeceeeeceeete e 30 M
F
MAC 7 R L R BHEBE oo 98
FTP T — /N BEBE oo 120 MAC 7 R L ZF T THEBE e, 76
FTP AR =L et eeeeeeeessssasaanne 71 MAC 77 R L R oo 119
G MIB ettt cccnrrererereree e e e e e s e e e seeenn 81
Multicast Addresses .......ooeeveeeevecreervenreeeennene 22
Global Unicast Addresses .......ccevveeeeeveveeeenne. 21 N
H
NAT B THEEHE s 61
NAT BEREDFTIREEE e 62
HELO B A Ly ettt 99 NAT RS A=Yl oo 54
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@) V
OSPF ettt sttt st 83 VLAN ID ettt se e seessesaesaeeenas 41
OSPF BEEE .veeeveeereeeeeerereeree e 34 VLAN BEBE oot 41
OSPF AREE vt seseseenas 23 VIAN BIOMRFETL =L e 41
VLAN 7514 AV T4 Iy EV THEE e 68
P VOIP NAT b Z/8—HJLEEEE oo 63
VPN ettt s bbb 50
PIM-DM e 39 VRRP oottt sae s 111
PIM-SM ettt aes 39 VRRP-AD X W oo 86
PPPOE ...ttt 47,108 VRRP KB oo 86, 107
Precedence ....eeeeeecrieeeeceeereeeeeecre e 66 VRRP / — R N AREBE oo, 109
ProxXyDNS BEEE ..ot 79
W
R
WFQ BEBE et 70
RADIUS BEBE ..ot 115
RADIUS 275 o 77 FASEE oo 115 &
RADIUS H—/NBEBE oo 116
FEMOLE TFETE .ovvevevrererrererreesieesseresneresnenens 17,18,45 T REL AR RY viceseceeeeeeesesesessessessessesenes 70
REC ettt se e sve e sse st s s ae e nnne 66 FIVTr—2a> T4 ILZREEE o, 122
RIPHEAE oottt 28 BEEE oo 50
RIPHRER oottt 23
Router Advertisement Message ......ccccocevvevueuenne 22 Ly
RP (ST T=RAUE) e 39
RTP R R =Ly oo 71 AURT IR ssssssssissssssssssssssssons 18,71
AVRTIT—ZEREE e 23
S Y bR L ST 87
Security ASSOCIAtioN ......coceveevieneesieneenieneeiene 52 A
Security Parameters IndeX .......cccoceverrenveneennene 52
SFEP T = /N e 120 TUTEFIL=F s 34
SKEW_TIME eeeeeeeeeeeeeeeeeeeeerereseeeesesesssesessesesssenas 87 TURY=TIUR e 106
SNMP e T X P oo 81 B USRS 79
SNMP BEBE ..o 81 3_5
SNMP YR =9 ettt 81
SPL e sttt 44
SSH T —/NBEEE ..o 120 FmNZT YT s 47
STP R XA Y eoroeeeeeseeseceeeeeeeesessessseoseeeeseeeesssns 96 A=N=FYTRADITI=R s 48
1L 1oL T 93 A=N=ZYTTAVET T =R s 48
T ik
TELNET H — /SEEE oo 120 B E RS INABBE oo 86
template TBEE .o 17 =
TOS/Traffic Class B S X HEEE ...ooovvvvvvnnnnnnnns 66 <
TOSTE oottt 70
Traffic Class i .....cceveveveeerereeeeeieere e 70 BARNAT s 53,62
U <
UPDATE /8479 B soeeeeooeeeesseesseseesessses e 30 TTRBY LT o 86,88
TO=INILT BL R et 59
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SRR ERERIIMEBE oo 27
FRBRIITEIRERE oo 25,27, 111
BRI AIE YD THEBE o 27
C

FEER BPDU oottt eeeeesseneseseaes 96
i B 1 PR PRRPRR 30
&

BEET AR DY s 27
L

ST T HEBE oo eeeeeeees 69
IR FIL =BT R LR oeeeeeeeeeeeeeeeeeeeeereeeneenes 49
HAFA DR T TR e 48
=L Gl N 30
-a—

ZRT AT THEBE oo 79
RART A Y TIRER oottt 23
2BATA YT =T A VT e 15,22,83
BT AT =T o D THEBE oo, 26
R T I T et s et s eveeessresaeas 34
AU B ettt 71
ZINZ TN —HEBE oo 95
yc

BBAT NAT oo e e e e eesenena 60, 62
B T o RN 42
B T T AR oo 43
BB HE AR ettt e e eaeen 53
B EEARMEBE e 109
BT B ZEREBE oo 110
BREBAMAFRBEEAN VAT IR v, 18
F

Do un a1 1A 47
7=

EEIHEIEREBE oo 70
SIS T2 e 69
BAFTZVIIL=T AT e 15,22
BAFTIVIIN—T 1 VTREBE oo 27,107
R R e 103
FRIR T U W eeeeeeeeeeeeeeeeeeee e et e e e saees 95
RIRTE = I e eeeees 95,97

=BV U I s RSSO 87,89
BRIRBUIERT oo 59
D

BEBEEDIRHEHEBE .o 106
TBIS TN R e ee e enenes 45
TSN ZSEEREBE oo 110
TSN ZIBIRTTIE oo 84
BENY T T Y THEBE oo 85, 106
W) —REEDTEIL voeeeeeeeeeeeeeeeeeeeeeeeeeeseeeeeees 100
<

St 202 A A w I S | | VA 108
T TAILE TR e 97
T T AILRIL= B e 88
TITFILEIL=F e 18
BRIRFEIETETETS ovveeeeeereeeeeeeee e sesesesessssnenenas 18
BRIETR U S/ e 93
FUOTL—RBERBEE o, 113
-

B * TEFE ooveeeeeeeeeseseesresseesseessessesssessessessenns 38
FBIREMEREEED oot 109
FHHT NAT oo eereeee e eeseseene 60, 62
FNAT VPN BEBE oot 55
BHAIT A LR 2 e 44
R A S G e 79
N S T A W s 71
RSYURR=FE=F e 50
R ZRILE TR e eseeees 50
AN

PIEBIL =B oo 34
I

D ettt ettt et et eeaeeens 50
el

B A R R 2R 13
FYRT =T AR T T =R e, 15
2 NI =BT oo 59
2 R T —=DFREHEER oo 13
Y TR e 14
B RT=DEB s 14
)]

J—=RAEAGTY RUT eeeeeeeeeeeeeeeeeeeeeeese 87

125



HaEEE (V2) %3
B LT 28
JA N B i AN 108 &

RTYPTANIN LT e 22 FAIZ U= Ls oo 70

e 102 2 S I B 70

INY DTS TLIL=B e 86

AR b i) B 34 5

AR b | P 34

VA 2= 5 1= VSRS R RO 84 S S T REE e 100

INGRRAZRNZZT I =) s 101 S REOE YBR oo 84

INREE et 70

PASVAEL i=TooF 5 -) R 71 D

>

N S SR 2 I 100
DE— T 71 LEREMERE oo 120

77’(7'-77_"_)1/ ............................................... 42 B N A B oo, 120

TAIARY T Il oo 44 DY s T h R 34

RIEEHRT 71 ZABHLEREEE v 119

R 0 Sl N0l LV 59 )

22 S N 59

TG DBE v 91 2 15

TVYSTN—EVTHEE 91 JL=BERTE oot 17

Ty BT oottt 95 I A 13,83

T Y DBRIR oot e e esee e e eseesne 16 oty b 15,25

TVYDTFAANT A DRE covvvrssrsivnivins 102 IR B = - O 16

FLTAYTRE oo 21 =T 57O INOBET—TI . 24

TAYFZTETE s 95, 97,100 e -2 B NV s 87

TOROILES ettt 70 I RIS Z T Z R oo 96

A IW=ENZRODZEDE] s 103
JI N A 75> A 95
T N S N 95, 97

NRAPLTF=FARU=h s 70,71 I IV B b R S 18

E3 2

A= PRBERAE oo 100 Elm LI = oo 107

R RS ettt 70

G0 S N SN 14

TR TEL e 28

RUS—=IL—F o I HERE oo 45

S

7 J I SN 86

Lo AT IR oo 6

TILT NAT BEBE oo seeseee 59

SV R QN T RN 38

TIFIL—F A VTHEBE oo, 18, 45,112

TIFIL—F A Y THEBEDIEF oo 48

KD

Ry 1| T 42

BIRRERBIEIERE oo 26,27

TZFV AR e 38

126



Si-Rbrin>)—X HsEsREAE
P3NK-3302-04Z20
iTH 20255 7H
RITEME I7HRF/00 -k aHt

« KEO—IRIIZLIEEHT THICEHLBVLS. BRLVLELET,

c XER. BEOLDICFEBLICEETZ LD HBDET,

« REICREBINT -2 OFERICER T 2 F=EDRFIE. £ DMOEF.
BEICOWVWTIE. BHIETOEZEVEEA.



	Si-R brinシリーズ　機能説明書
	はじめに
	目次
	本書の構成と使いかた
	本書の読者と前提知識
	本書の構成
	本書における商標の表記について
	本装置のマニュアルの構成

	使用許諾条件
	第1章 ネットワーク設計概念
	1.1 ネットワーク設計概念
	1.1.1 ネットワークの概念とルーティング
	1.1.2 ルータ設定の概要


	第2章 機能概要
	2.1 IPv6機能
	2.2 IP経路制御機能
	2.2.1 IP経路情報の種類
	2.2.2 IP経路情報の管理
	2.2.3 インタフェースの障害検出による経路制御機能
	2.2.4 スタティックルーティング機能
	2.2.5 ダイナミックルーティング機能

	2.3 RIP機能
	2.4 BGP4機能
	2.5 OSPF機能
	2.6 IPv6 RIP機能
	2.7 マルチキャスト機能
	2.7.1 PIM-DM
	2.7.2 PIM-SM

	2.8 VLAN機能
	2.9 IPフィルタリング機能
	2.9.1 動的フィルタリング（SPI）

	2.10 マルチルーティング（ポリシールーティング）機能
	2.10.1 通常のIPルーティングとマルチルーティングの関係
	2.10.2 利用するap定義の選定方法
	2.10.3 マルチルーティング機能の応用

	2.11 IPsec機能
	2.11.1 動的VPN機能

	2.12 マルチNAT機能
	2.12.1 NAT機能の選択基準

	2.13 VoIP NATトラバーサル機能
	2.14 TOS/Traffic Class値書き換え機能
	2.15 VLANプライオリティマッピング機能
	2.16 シェーピング機能
	2.17 帯域制御（WFQ）機能
	2.17.1 トラフィックがあるストリーム数によるバンド幅の変動

	2.18 DHCP機能
	2.18.1 IPv4 DHCP機能
	2.18.2 IPv6 DHCP機能

	2.19 DNSサーバ機能
	2.19.1 DNSサーバ（スタティック）機能
	2.19.2 ProxyDNS（DNS振り分け）機能

	2.20 SNMP機能
	2.20.1 ifIndexの割り当てとifDescr

	2.21 ECMP機能
	2.21.1 通信パス選択方法
	2.21.2 通信バックアップ機能

	2.22 VRRP機能
	2.22.1 簡易ホットスタンバイ機能
	2.22.2 クラスタリング機能

	2.23 ブリッジ機能
	2.23.1 ブリッジグルーピング機能
	2.23.2 IPフレームの転送方式の選択機能
	2.23.3 スパニングツリー機能

	2.24 通信バックアップ機能
	2.24.1 通信障害の検出機能
	2.24.2 検出された通信障害に対する通信パス迂回機能

	2.25 テンプレート着信機能
	2.26 LLDP機能
	2.27 RADIUS機能
	2.27.1 RADIUSクライアント機能
	2.27.2 RADIUSサーバ機能

	2.28 不正端末アクセス防止機能（MACアドレス認証）
	2.29 SSHサーバ機能
	2.30 アプリケーションフィルタ機能

	索引


