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1 show candidate-config

]

show candidate-config [all] [<config>]

]

al |l

<config>
<config>
<config>

]
( )
( )
]
]
# show candi date-config I an 0

mode auto
p address 192.
p

168.0.1/ 24 3
rip use vl vl 0 off

i
i
#




2

]

show

]

al |l

show running-config

running-config [all]

<config>

<config>
<config>
]

( )

( )
]

]

# show running-config | an 1
mode auto
ip address 192.

ip rip

68.1.1/24 3
0

1
use v1 vl1 of f

[ <confi g>]

14



3 show

]

show startup-config [<config>]

]

<config>
<config>

startup-config

<config> show running-config show candidate-conf
<config>
( )
( )
# show startup-config
l an 0 mode auto
lan O ip address 192.168.0.1/24 3
lan O ip rip use vl vl 0 off
l an 1 mode auto
lan 1 ip address 192.168.1.1/24 3
lan 1 ip rip use vl vl 0 off
syslog pri error,warn,info
syslog facility 23
telnetinfo autologout 5m
ti me zone 0900
1 15

g



4 di f f

di ff <src_filename> <dst _fil ename>

]

<src_filename> <dst_fil ename>
<src_filename> <dst fil ename>
running-config

candi date-config

startup-config

configl
1
config2
2
]
( )
( )
]
<src_filename> "<
" <dst _filename> ">
]
‘<ERROR> diff failed: specified file is not configuration‘[<dst_
<dst _fil ename>

‘<ERROR> diff failed: file not found \

‘<ERROR> di ff failed: cannot allocate temporary area ‘

di ff

‘<ERROR> di ff: signal error ‘

Control -C

‘<ERROR> diff failed: file read error \

‘<ERROR> diff failed: Permission denied \




‘<ERROR> di ff:

Ca

nnot open file

ANNANNANNANIV VI H

HFFAAAAN V!

di ff candi
remote O n
remote 1 n
remote 3 n
remote 4 n
remote 5 n
remote 6 n
remote 3 n
remote 8 n
remote 9 n
remote 10
syslog ser

dat e

QD

me

me
me
me
me

DO W

®
=
®

name
ver

-config running-config

_‘
=
=

)

r mt

mt
mt
mt
mt

- = = =
oUW

8.33.63
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1 del et e

]

del ete <config>

]

<config>

<config>

set

del ete password admin set
del ete password user set

(config)# delete |l an 0 ip
(config)# delete remote 1

dhcp

Il an O
remot e

1

DHCP

18



3.1 | oad
[ ]
[ ]
| oad <fil ename>
[ ]
<fil ename>

running-config

startup-config

configl

1

config2

2
[ ]

( )

[ ]
[ ]

candi date-config
(config2)

2

[ ]

(candidate-config)

‘<ERROR> load failed:

config

read error

1

# |l oad configl
#

19



3.2 save

[ ]

save [<filename>]

[ ]

(candidate-config)

<fil ename>

(candi date-config)

startup-config

configl
1
confi g2
2
[ ]
( )

(candidate-config)

(startup-config)

"show system information"

[ ]

[ ]

Startup-config

(config2)

(configl/ c

‘<ERROR> save failed: Per mi ssion denied ‘
‘<ERROR> save failed: cannot create file ‘
‘<ERROR> save failed: file write error ‘

# save

20



3 commi t

]
]
commi t
]
]
( )
]
]

]

commi t

‘<ERROR> Need to do reset after

execute the save

command.

save reset

<WARNI NG> The candidate-config

S

not

changed.

commi t
# commi t
#

21



.4 di scard

]

di scard

]

]

candidate-config

]

# discard

running-config

22
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1 admi n

]

admin [<user >]

]

<user >
"admin"
]
(
]
su
]

ter mi nal

]

ali as

exit

end,

qui t,

‘Password:

‘<ERROR> Aut hentication failed

]

> admin
Passwor d:
# exit

> admin administrator

Passwor d:
# exit
>

24



]

su [ <user >]

]

<user >
"admin"”
]
( )

]

admin
exit

]

terminal alias

]

end,

qui t,

‘Password:

‘<ERROR> Authentication failed

> su
Passwor d:
# exit

> su administrator
Passwor d:

# exit

>

25



]
]
exit
]
]
( / )
( )
]
admin
configure
]
terminal ali as

]

‘<ERROR> The candidate-config has been changed but not committ ec

end

quit

]
(config)# exit
<ERROR> The candidate-config has been changed but not committec
(config)# end
<WARNI NG> The candi date-config has been changed but not committ
# exit
Logi n:




i gur e

conf

4

gur e

confi

+0

Ctrl

+ G

Ctrl

end, qui t,

exit

end

exit

quit

prompt

nal

ter mi

Ctrl +G.

o —
[}
>
-
[}
o
© ™
n
— <
° 3] o
- —
o — .
= o c
o o .
. . 9) °
° © , (3]
o © oM —
— — - o
O o . © < ©
+ © o~ TN OO0
4 c o _—t =
X o - T _T
= = o~
O n (7] T O w0
— = %) o .0 .-
o ™ 0 —
(0] = 2 2 o© [3)
T TOSO-d T
O TLCEowNCo . o
= S - 0N =
- o
SO H H L HAF >
_—~~ 0 ~ —_~ =
o oo .aon ao
2O im0 ) e
(3) P © . OO
VEOOHO -0 O
“ ®© 1« 1 .1 T =
 _—_cCcCcNCTC.—
- [a)] T o © © O
S H# H — — o — — H*
D~A o~ 2 A~
—olooon o.- oW o
[P © S 7 B - 0O -
C o — o vmum D i O o —
Ochkcccoc e =
ooOoooooco0Oo
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quit

]

‘<WARNING> The candidate-config has been changed but not |committ

]

(config)# end
#




]

‘<WARNING> The candidate-config has been changed but not |committ

]

(config)# quit
#




op

configure

0

(lan

top

ip)#

0 -

30



u

configure

0

(lIan

31



admin

configure

exit

U —.

S #
o~
-
S —
C
o c
0 o -

H —HF H
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t er mi

[ ]

termi nal

[ ]

enabl e

disabl e

pager

nal

pager

{enabl e disabl e}

1
1
(
)
24 80 24 80 ter mi n:
wi ndow telnet ssh
terminal wi ndow

MORE ( x X %) :

( xx
MORE:

(

X CTRL X

M- x ESC

1 2 3 4 5 6 (71 8 0 ( 1 )

c

f NEFEOANYV SPACE )

b ~"B M-v B S ) 1

z

w 1

j ~J e ~E ~N|/ I RETURN ( )

33



k K y ~Y ~P| 1 ( ) 1
d ~D
u ~U 1
g < 1
G >
/ ( 1
? ( 1
n
N
- X X (
r ~R "L 1
"G ( )
h H ( )
qg Q ~C
1
1
(1) (?)
76 80
" ( )
$ ( )
\< ( )
\> ( )
\x x  (x < )
RETURN
MORE: pattern not found (press RETURN)
MORE(Il ine 1-22/515 |lines, 1428/ 33473 bytes, 4%):
a b o a« e f
MORE(Il ine 1-22 | ines):
a b
a .

CTRL+C

34



C:
d:
e:
f:
(d+ex100)
RETURN CTRL
+C
MORE: help (press RETURN)
]
3
save
del et e
admi n
1
terminal pager disabl e




2 t er mi

]

terminal

]

nal Wi

window [col

column <col umn>

10
line <line>
10
]
(
(
]
tel net ssh
]
]
80

ter mi nal

wi ndow

24

col umn

ndow

umn

80

<column>] [1line
tel net
save
del et e
admin
line 24

<l ine>]

36



3 ter mi nal charset

]

terminal charset {EUC,| SJI S}

]

EUC
EUC
SJI' S
ShiftJI S
|
( /
( )
]
]
save
del et e
admin
]
EUC
ter mi nal charset EUC
2 37



4 ter mi nal

]

terminal prompt
terminal prompt
terminal prompt

]

l ogin
user
admin

<prompt >

( )
( )

pr ompt

|l ogin
user
admin

80

/

"<prompt >"

"<prompt >"

"<prompt >"

) (user

(l'ogin, admin

\c

config2

conf i g

\C

(1

2)

\d (

\h

\H

\m

\p

\u

\t (

24 )

\T (

12 )

\@ (

NN

12

NN :

am

p m)

\v

\w
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\ M1
"\c " bankO \c" " 1
bankl1 "bank21"
"\h " \F " sysname
ll\pll \$II
>
#
]
save
del et e
admin
]
# terminal prompt | ogin " Wel come:
# terminal priolmppg" user " [
# terminal pr\o mpd@ww/d mi n "
#
]
terminal prompt | ogin "Login: "
terminal prdncwp"user
er mi nal pr ompWwp "admi n
2 39



5 terminal ti mestamp

]

terminal

]

enabl e

di sabl e

ti mestamp {enable| disabl e}

]
( / )
( )
]
]
save
del et e
admin
]
terminal timestamp disabl e
2 40



. 6 t er mi
]
]
terminal bel l
]
enabl e

di sabl e

(
(
]
(1022
(1022
|
]
ter mi nal bell

nal bell

{enabl e} disabl e}

)
)

save
del et e

admin

enabl e

41



7 ter minal l oggi ng
]
]
terminal l ogging line <line>
]
line <line>
0 100 10
0
]
( )
( )
]
0
]
save
del et e
admin
|
24
terminal | ogging |line 24
2 42



8 show ter mi nal

]

show terminal

]

( / )
( )
]
]
candi dat e-
config running-config
1
# show ter minal
pager enabl e
wi ndow column 80 | ine 214
charset EUC
prompt o1 ogin "
prompt \u @&\ 1 "
prompt \u @ tt\wip 'h
ti mestamp disabl e
bel l enabl e
|l ogging l'ine 24

#




3.1 show | ogging command
[ ]
[ ]
show | ogging command [ brief]
[ ]
brief
[ ]
( / )
( )
[ ]
Wk u W ox om
x n
Ctrl +P 1
Ctrl +P 1 Ctrl +C
Ctrl +P 1 Ctrl +U
[ ]
32767
[ ]
# show | ogging command
Dec 01 15:58:55 1 show system information
Dec 01 15:59:04 2 show dat e
Dec 01 16:00:19 3 show | ogging command
# show | ogging command brief
1 show system information
2 show dat e
3 show | ogging command
4 show | ogging command brief
#




.2 clear
]
]
clear 1 ogging
(
(
]
1
]
# clear |l ogging

#

l oggi ng

command

command

command

45



1 ali as
]
]
alias <alias> "<command?>"
]
<alias>
80
2 (-)
<command>
]
( / )
( )
|
30
|
exit, end, qui t, up, top, del et e, show, cl ear
commi t , di scar d, save, | oad, reset, mo f f
save
del et e
admin
]
# alias history "show | ogging command brief"
# history
1 alias history "show | ogging command brief"
2 hi story
#
2 46
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2 show ali as

]
]
show alias [ <name>]
]
<hame>
]
( / )
( )
]
]
candi dat e-
config running-config
]
# show ali as
hi story "show | ogging command brief"
dsplog "show | ogging system"
# show alias history
"show | ogging command brief"
#




.3 clear ali as
]
]
clear alias [ <name>]
]
<hame>
|
( /
( )
]
]
del et e
]
# cl ear alias history
# clear ali as
#
2

49



1 mor e

]

<command> | mor e

]

<command>

( / )
( )
]
terminal pager enabl e
terminal
]
# show running-config | more
|l an 0 mode auto
( )

telnetinfo autol ogout 5m

MORE ( 8 6 %) : (q )

#

pager

50



ai

[ <I'i nes>]

ai

t

<command>

<command>

ines>

< |

1000 10

1

10

pager

(terminal

ai

net

el

t

show

port
publ i c/

master

protocol :

3
Si -R80brin:

—_

--00
(RS
— N
n o
>
oD «N

.— O
[e20ep]

o o
— O

2o

o

n —

H oo H

C

on

|l ogin admin

gener ated

sshd
|l ogon:

Si -R80brin:
Si -R80brin

1
1

. 0.
0.

0 ©
—
N N
[e)le)]

—

o N
™ O
o o
M ™
oD O
o o

o o
— -

S5 S
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1 show system information
]
]
show system information
]
]
( / )
( )
]
]

Si -R80brin
# show system information
Current time : Thu Oct 16 13:34:30 2008
Startup time : Thu Oct 16 08:50:21 2008
System : Si-R80brin
Seri al No. : 00000123
ROM Ver. : 1.0
Firm Ver . : V02.00 NYOOO1 Wed Oct 15 11:
Startup-config Wed Oct 15 13:08:04 20
Running-config Thu Oct 16 08:50:21 20
MAC : 001742fe0012-001742fe0013
Me mor y 64 MB
#

1) Current ti me
2) Startup ti me
3) System
Si - R80brin
Si -R80brin
Si -R90brin
Si -R90brin
4) Seri al No.
5) ROM Ver.
ROM
6) Firm Ver.

7) Startup-config

8) Running-config

configl

e e e e e e e e
P OoO~NOOThWNE
O~ — = —



9) MAC
MA C
10) Memory

12

16
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2 show system status

]

show system status

]

( / )
( )
(Si -R80brin )
# show system status
Current-ti me : Thu Oct 16
Startup-ti me : Thu Oct 16
restart_cause . power on
machine_state : RUNNI NG
(Si -R90Dbrin )
# show system status
Current-ti me o Fri Nov 8
Startup-ti me : Fri No v 8
restart_cause : power on
machine_state : RUNNI NG
internal _temp . 32 C

1) Current ti me

2) Startup ti me

3) restart_cause

power on
reset
reset
reset switch

system down

4) machine_state

o
0o W
g1 w
o b
N W
= O
[eNe]
[eNe]
0o o

e
o r
oo
o1 o
= o
oo
oo
[N
w W



5)

RUNNI NG

internal _temp

56



.3

]

show

show tech-support

tech-support [save]

]

57



|l ogging error

show

4

l ogging error

show

/

ROM

]

"Loggi

<offset >

Zzone

(ti me

i me:

t

ng

GMT (

|l ogging error

show

#

FLASH

in

Logs

Error

Log:
information:

Error
g=80, mode=00,unit=120,regsp=00000000

0]

| a

irm

Si -R80brin

[
f
E

00 PTF: NYOOO1

Vo2.

informati on:

Error

17 2008

[ 85060000]
51:

11:

di agnostic
00000000
00000000
00000000
00000000
00000000
00000000

code
i
1

O
c o

- O3>
- O cC
o

informati on:

000000O0O
00000O0O0O0
000000O0O
00000O0O0O0
000000O0O
00000O0O0O

error

—_——————

00000O0O0O
00000O0O0O
00000O0O0O
00000O0O0O
00000O0O0O
00000O0O0O

000000O0O0
00000O0O0O
000000O0O0
00000O0O0O
000000O0O0
00000O0O0O

— e e e e

Det ai |l

n

Logs

Error

Log:
80, mode=00,unit=10,regsp=00000000

information:

0] Error
|l ag=

[
f

Firm

NYOO0O1

00 PTEF:

Vo2.

Si -R80brin

informati on:
code

Logging

Error
Thu

[85060000]

error

17 2008

51:

11:

di agnostic
00000000
00000000
00000000
00000000
00000000
00000000

Oct

informati on:

00000O0O0O
000000O0O
00000O0O0O0
000000O0O
00000O0O0O0
000000O0O

error

Har dwar e

Det ai |l

——————

00000O0O0O
00000O0O0O
00000O0O0O
00000O0O0O
00000O0O0O
00000O0O0O

00000O0O0O
000000O0O0
000000O0O
000000O0O0
000000O0O
000000O0O0

— e e

exit

#
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. 5 clear
]
]
clear 1l ogging
(
(
]
]
# clear | ogging

#

l oggi ng

error

CHECK

error

error

59



|l ogging sysl og

show

6

l ogging syslog

show

1024

|l ogging syslog

clear

OFF

reset

system startup nc

init:

Si -R80brin:

1
1
1

publ i c
publ i c/

generating

sshd:
sshd:

Si - R80brin:

08:50:28 192.168. 1.
302

16
16

Oct

gener ated

Si -R80brin:

56: 192.168. 1.

08:

Oct

60



.7 cl ear

]
clear
]
]
]
# cl ear
#

l ogging
(
(
|l ogging

l oggi ng

syslog

sysl og

sysl og

61



. 8

]

clear

]

clear stati sti

statistics

# clear statistics

#

Ccs

6 2



.9

show dat e

]

show date

]

]

# show date

Thu
1)

Oct 16 13:35:00

2008

-(1)

63



10

]

dat e

]

dat e

[ <YYYY/ MM/ DD. hh: mm: ss >]

<YYYY/ MM/ DD. hh: mm: ss >

# date
Thu Oc

# date
#

(

t 16 13:35:00 2008

2008/10/16.13:35:00

64



.11

rdat

]

ti me

# rd
Thu

rdate

]
e
]
]
(
(
auto
at e
Oct 16

server

13:35:00

2008

65



[ ]
reset
reset clear
reset <filename?>
[ ]
clear
<fil ename>
configl
1
config2
2
[ ]
( )
( )
[ ]

# reset
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.13 updat e

]

updateinfo
FLASH

OFF/

(ftp

OFF/

67



# updat e

update: File transfer now!

220 192.168.1.2 FTP server (Version 6.00LS) ready.

331 Password required for hamster.

230 User hamster | ogged in.

200 Type set to |I.

200 PORT command successful.

150 Opening BINARY mode data connection for '/ SIR8B80OBRINSOFT. ftry
Hash mark printing on (4096 bytes/hash mark).

HHAHHHH BB A HAHABRSH
HAHHHH BB HAHHAARSR

HH#HH BB HBRH

HHEHH#H

4146148 bytes received in 4.903 seconds (825.814 Kbytes/sec)
226 Transfer compl ete.

221 Goodbye.

update: File transfer ok.

update: Transfer file check now!
update: Transfer file check ok
updat e File information check now!
[ol d] Si-R80brin V02.00 PTF: NYOOO1
[new] Si-R80brin V02.00 PTF: NY0O0O0?2
updat e File information check ok.
update: Rom firm write now

target file type 'firm' (4146148 bytes)
Erase now. ..

@lelelelelclclclelelelcleleiele) [ 16 s]
(@lelelelelelceleleleleelelele) [ 32 s]
@@ . [ 34 s]
Erase end. (34 seconds)
Write now. ..
(@leleleleiclcelelelelellelele) [ 1 %]
@lelejelelclclelelelelelelelele) [ 3 %]
@lelejelelclclelelelelclelelele) [ 99 %]
@@E@@@ .. [ 100 %]
4146036 bytes wrote in 48.274 seconds (83.878 Kbytes/sec)
update: Rom firm write ok.

#




4

Et her net

4 Et hernet
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1 Et her net

1 show et her
]
Et hernet
]
show ether [slot <slot>] [line
]

sl ot <slot>

mb
switch
line <line>

<sl ot > mb

(SW1 SWwW4)

<line>]

0 1 Si -

R80brin

0 Si -

R9O0brin

<slot> switch

1 4 Si -R80brin Si-R90brin
]
( / )
( )
|
Et hernet
sl ot
i ne
sl ot Il ine
]

4 Et hernet
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Si -R80brin

4

Et hernet

71



Si
#

- R9O0ODbri

show

n

et her

[ LAN PORT- 0]

st
me
fl
S i

atus
di a

ow control

nce

[ SW PORT -

st
me
fl
S i

st

atus
di a
ow cont
nce

[ SW PORT-
atus
di a

me
fl
S i

st

ow cont
nce

[ SW PORT-
atus
di a

me
fl
S i

ow cont
nce

[ SW PORT -

st

atus

medi a

fl
S i

#
1)

2)

3)

ow cont
nce

disabl e

down

down(offline)

auto

10M/ 100M

1]

rol

2]

rol

3]

rol

4]

rol

Full / Hal
MDI / MDI
Met al

of f 1

f

X
MD |
MD |

ne

au
Me
s e
N o

< 5 ~+ ~
o ® O

aut
Me t
sen
No v

o ® O

down
Met a
send
No v

dow
Me t
sen
No v
down

Met a
send

100M Ful
|

on, ec
16 20: 24:
100M Ful
|

on, ec
16 20: 24:
|

-, recei
16 20: 24:
|

-, recei
16 20: 22:
|

-, recei
16 20: 22:

(10Mbps/ 100Mbps)

e

i v
37

w <
H O

w <
H O

w <
H O

e on
2008

2008

2008

2008

—~—~

A WN PR

—— — —

4

Et hernet
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4)

of f

4

Et hernet

73



2 show et her stati

]

Et hernet

]

show ether statistics [sl ot

]

<slot >

mb
switch

<line>

(SW1 SWwW4)

stics

<sl ot >]

[1ine

<l ine>]

<sl|l ot > mb
0 1 Si -R80brin
0 Si -R90brin
<sl ot > switch
1 4 Si -R80brin Si-R90brin
]
( / )
( )
]
Et hernet
<line> <sl ot >
<line> <sl ot >
]
]

4 Et hernet
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Si -R80brin
# show ether statistics

[LAN PORT-0 STATI STI CS]
Il nput packets

Il nput error packets
frames too | ong
alignment errors
frames too short

FCS errors

overrun

Out put packet s

Out put error packets
|l ate collision
excessive collisions
carrier sense errors
[LAN PORT-1 STATI STI CS]
Il nput packet s

Il nput error packets
frames too | ong
alignment errors
frames too short

FCS errors

overrun

Out put packet s

Out put error packets
|l ate collision
excessive collisions
carrier sense errors
[ SW PORT-1 STATI STI CS]

[ nput Statistics]
Octets
Fr ames
Uni cast

Mul ti cast
Broadca
PauseFr

(SR
Bn-r
(]
(7]

Di
Fi
uUn
Ov
FC
Al
Fr
Ja

Pkt s
kts

Errors

3> ST DO NQW

T MmO — 0

cQQ@m=® ~ O

1O T B 7 R B I

~—o3-~—0 =~

W SOON—TOQ
w ~un 7go

[ Out p Statistics]
Oct e
Fr ame
Uni c
Mu | t
Br oa
us

P a

- o ®
”w un
—

o
=
®
n

B a

ol lisions

i ons

i sionFrames

I 1'i si onFr ames
ansmissions

O ®O0 —< 0w o

t
d
i
i
|
C
|
e

[ SW PORT-2 STATI STI CS]

4 Et hernet

~
I

OO0OO0OO0ORFrRPROOOOOORr
i
w

NN AN AN NSNS~~~
PRPPRPOO~NOUOGRAWNE
N R O~ ——————

~— — —

()]
N

OO0OO0ORPRPFPOOOOOOR
N
©

ORrORRR
(¢, W)
=N

~———~—~~

PR RPPRRE

0 ~NOU AW

—_——————

el eoololoNoNoNe)
NN~~~ A~~~
NNNNNNDN PP
oOUh WNE OO
—

O~NOR RN

[ERNIN

o W ™
s e s e
WwWwwN NN
N PR OO
NSNS NN

OO OO0OO0OOouU o
NN~~~ A~~~
AWWWwWwwWwww
O OVWoO~NOO U A~w
——



Si -R90brin
# show ether statistics

[LAN PORT-0 STATI STI CS]
Il nput packets

Il nput error packets
frames too | ong
alignment errors
frames too short
FCS errors

overrun

Out put packet s

Out put error packets
|l ate collision
excessive collisions
carrier sense errors

[ SW PORT-1 STATI STI CS]

[ nput Statistics]
Octets

Fr ames

Uni cast

Mul ti cast

Broadcast

PauseFr ames

Di scar ds

Filtered
Under si zePkt s
OversizePkts
FCSError s

Al i gnment Error s
Fragment s

Jabbers

[ Out put Statistics]
Octets

Fr ames

Uni cast

Mul ticast

Broadcast

PauseFr ames

Bad octets

Di scar ds

Collisions
ExcessiveCollisions
LateCollisions
SingleCollisionFrames
Mul ti pleCollisionFrames
DeferredTransmi ssi ons

[ SW PORT-2 STATI STI CS]

1)
2)
3)
4)
5)
6) CRC
7)
8)
9)
10)
11)
12)

4 Et hernet
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13)
14)
15)
16)
17)
18) PAUSE ( MAC )
19)
20)
21)
22) MAXSI ZE(1536 )
23) 64 MAXSI ZE(1536
24)
25) Si -R80brin
FCS
Si -R90brin
FCS

26) Si -R80brin
MAXSI ZE( 1536 ) FCS
Si -R90brin
MAXSI ZE( 1536 ) FCS

27)

28)

29)

30)

31)

32) PAUSE ( MAC )
33) FCS

34)

35)
36)
37)
38) 1
39)
40)

FCS

4 Et hernet

77



2 Et her net

1 clear ether statistics

]

Et hernet
]

clear ether statistics [slot <slot>]
|

<slot >

mb

switch

(SW1 Sw4)
<line>

<sl ot > mb

[1ine

<line>]

0 1 Si -R80brin

0 Si -R90brin

<slot> switch

1 4 Si -R80brin Si-R90brin
]
( )
( )
|
Et hernet
<line> <sl ot >
<line> <sl ot >
]

# clear ether statistics
#

4 Et hernet
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show i

interface

YT H
/\m
(=
~ o=

—n=z
T~ ><

|l anl

rmt O

rmt 1

show i

]

nterface

interface

o
=

et hernet
dress: 00

» 0o
@D
o un o
c
w T
DN
3(/)

w oo -
DO T35 T RPPFPY

—n—
T T 0
N*+r<OZRR
OMD® X YOO
oOm < NNac -
-
opgoooo
- .

R oW
AR = T SO O BN N B

Q”
TN T [U 000 n
oS @ o .
on

=> oo

og~—
T oo = @
T—0ownwco—a
woTCc = 0T 00
o w P o O w>= o <
n - ) 20" 30 w—
>
o

TN 0w cc o
oo

- D ~

—- =~

—- = =

0 oo -

mpl at e
up sinc
s s

[interface

nterface

<interface_name>]

<interface_name>

R R (3)--=-=--------
:00: 0e:fl1l:41:dc
e Dec 9 19:23:45 2004
| en:
4 Broadcast 192.168.1.255
4 Broadcast 192.168. 2. 255
enabl ed
| ed
efi x|l en:
:fefl:41dc/ 64
:1000: 200: eff:fefl:41dc/ 64
MTU 1500 <UP, BROADCAST, RUNNI NG, SI MPL EX, ML
n | ano0
:00:0e:fl1l:41:dc
e Dec 9 19:23:45 2004
| en:
4 Broadcast 192.168.3.255
di sabl ed
bl ed
MTU 1500 <UP, POl NTOPOI NT, RUNNI NG, MULTI CA¢
P interface
e Dec 9 19:23:45 2004
> 192.168.5.1
efi x|l en
:fefl:41dc/ 64
1001: 200: eff:fefl:41dc/ 64
MTU 1500 <POI NTOPOI NT, MULTI CAST>
P2P interface
e Dec 9 19:23:45 2004
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192.168.10.1 -> 192.168.20.1
|l 00 MTU 16384 <UP, LOOPBACK, RUNNI NG, MULTI CAST>
Type: | oopback
Status: up since Dec 9 19:23:45 2004
I P address/ maskI| en:
127.0.0.1/ 32
192.168.1.1/ 32
| Pv6 address/ prefixlen
fe80::1/ 64
11/ 128
1)
2) MTU
3)
4) Type
ethernet
Et hernet
tag vl an
Et hernet tagged VLAN
pseudo P2P interface
P2P
templ ate P2P interface
P2P (templ at e )
loopback
VLAN | D
tagged VLAN VLAN | D
MAC addr ess
MAC
Status
up
down

admin down

Et hernet

I P address/ maskl en
| Pv4

I CMP redirect

I CMP redirect

enabl ed

I CMP redirect

di sabl ed

| CMP redirect

Proxy ARP

Proxy ARP

enabl ed

Proxy ARP

di sabl ed

Proxy ARP

|l Pve address/ prefixlen
| Pv6

| Pv 6




tentative
DAD
duplicated

anycast
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2

]

show i

interface

show i

nterface

nterface brief

brief [interface

<interface_name>

<interface_name>]

( / )
( )
]
]
# show interface brief
I nterface Status Type
) e L R D e
Il an0 up et hernet
l an1l up tag vl an
rmt O down pseudo P2P interface
rmt 100 up templ ate P2P interface
Il 00 up |l oopback
#
1) Interface
2) Status
up
down
admin down
Et hernet
3) Type
ethernet
Et hernet
tag vl an
Et hernet tagged VLAN
pseudo P2P interface
P2P
templ ate P2P interface
P2P (templ at e )
5
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l oopback

84



3 show interface summary

]
]
show interface summary
]
]
( / )
( )
]
]
# show interface summary
There are 4 interfaces (up status 4 interfaces)
Loopback interface : 1 (up status 1 interfaces)
Et hernet interface 1 (up status 1 interfaces)
VLAN interface 1 (up status 1 interfaces)
Pseudo P2P interface 1 (up status 1 interfaces)
Templ ate P2P interface 1 (up status 1 interfaces)
#
1)
2) Ethernet
3) Ethernet tagged VLAN
4) P2P
5) P2P (templ at e )




4 show i nterface detai l

]

show interface detail [interface

interface <interface_name>

<interface_name>]

( / )
( )
]
]
# show interface detail
|l anoO MTU 1500 <UP, BROADCAST, RUNNI NG, SI MPL EX, ML
= (L) < 2(#)e°  o©ceccocococococcomocoonnc @SHIEEIE - - - - - - -
Type: ethernet
MAC addr ess: 00: 00: 0e:f1:41:dc
Status up since Dec 9 19:23:45 2004
I P address/ maskl|l en:
192.168.1.1/ 24 Broadcast 192.168.1.255
192.168.2.1/ 24 Broadcast 192.168.2.255
| CMP redirect: enabl ed
Proxy ARP: enabl ed
| Pve address/ prefixlen:
fe80::200:eff:fefl:41dc/ 64
2001: db8:ffff:1000: 200: ef f fefl: 41dc/ 64
statistics:
in packets 608454094 out packet s:
bytes: 3238235804 bytes:
uni cast s: 596068741 uni cast s:
mul ticasts/ broadcast s: 12385353 mul ti casts/ broadc
di scards 1570663 di scards:
dr op:
|l anl MTU 1500 <UP, BROADCAST, RUNNI NG, SI MPL EX, ML
Type tag vl an
VLAN I D is 30 on | ano0
MAC addr ess: 00: 00: 0e:f1:41:dc
Status: up since Dec 9 19:23:45 20014
I P address/ maskl|l en:
192.168.3.1/ 24 Broadcast 192.168.3.255
| CMP redirect di sabl ed
Proxy ARP: disabl ed
statistics:
in packet s: 396600682 out packet s:
bytes: 2220023450 bytes:
uni cast s: 388343780 uni cast s:
mul ticasts/ broadcast s: 8256902 mul ti casts/ broadc
di scards: 812137 di scards:
dr op:
rmt O MTU 1500 <UP, POl NTOPOI NT, RUNNI NG, MULTI CAZES
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Type: pseudo P2P interface
Status: up since Dec 9 19:23:45 2004
I P address
192.168.1.1 -> 192.168.5.1
| Pve address/prefixlen:
fe80::200:eff:fefl:41dc/ 64
2001: db8: ffff 1001: 200: eff:fefl:41dc/ 64
statistics
in packets 329858329 out packet s:
bytes 1007353457 bytes:
uni cast s: 329858329 uni cast s:
mul ticasts/ broadcast s: 0 mul ti casts/ broadc
di scards: 927816 di scards:
dr op:
rmt 100 MTU 1500 <POIlI NTOPOI NT, MULTI CAST>
Type: template P2P interface
Status: up since Dec 9 19:23:45 20014
I P address:
192.168.10.1 -> 192.168.20.1
statistics:
in packet s: 8329 out packet s:
bytes: 53457 bytes:
uni cast s: 8329 uni cast s:
mul ticasts/ broadcast s: 0 mul ti casts/ broadc
di scards: 816 di scards:
dr op:
| 00 MTU 16384 <UP, LOOPBACK, RUNNI NG, MULTI CAST>
Type: | oopback
Status: up since Dec 9 19:23:45 20014
I P address/ maskl en:
127.0.0.1/ 32
192.168.1.1/ 32
| Pve address/ prefixlen:
fe80::1/ 64
.01/ 128
statistics
in packet s: 174974 out packet s:
bytes: 12391593 bytes:
uni cast s: 174974 uni cast s:
mul ticasts/ broadcast s: 0 mul ti casts/ broadc
di scards: 0 di scards
dr op:
1)
2) MTU
3)
4) Type
ethernet
Et hernet
tag vl an
Et hernet tagged VLAN
pseudo P2P interface
P2P
templ ate P2P interface
P2P (templ at e )

loopback

VLAN I D
tagged VLAN VLAN | D
MAC address
MA C
Status




up
down

admin down

Et hernet

I P address/ maskl en
| Pv4

I CMP redirect

I CMP redirect

enabl ed

I CMP redirect

di sabl ed

| CMP redirect

Proxy ARP

Proxy ARP

enabl ed

Proxy ARP

di sabl ed

Proxy ARP

|l Pve address/ prefixlen
| Pv6

| Pv 6

tentative

DAD

duplicated

anycast

statistics
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5

]

show i

nterface

show i

nterface

stati

nterface

stics

<interface_name>

stati

St

[interface

CsS

<interface_name>]

]
]
# show interface statistics
|l an0 Status: up Type ethernet
(1) - - - (2) - S (8) -
statistics:
in packet s: 608454094 out packet
bytes: 3238235804 byt es:
uni cast s: 596068741 uni cast s:
mul ticasts/ broadcast s: 12385353 mul ticasts/ broadc
di scar ds: 1570663 di scards:
dr op:
|l an1l Status: up Type tag vl an
statistics:
in packet s: 396600682 out packet
bytes: 2220023450 bytes:
uni cast s: 388343780 uni cast s:
mul ticasts/ broadcast s: 8256902 mul ticasts/ broadc
di scards: 812137 di scards:
dr op:
rmt O Status: up Type pseudo P2P interface
statistics:
in packet s: 329858329 out packet
bytes: 1007353457 byt es:
uni cast s: 329858329 uni cast s:
mul ticasts/ broadcast s: 0 mul ticasts/ broadc
di scar ds: 927816 di scards:
drop:
rmt 100 Status: up Type templ ate P2P interface
statistics:
in packet s: 8329 out packet
bytes: 53457 byt es:
uni cast s: 8329 uni cast s:
mul ticasts/ broadcast s: 0 mul ticasts/ broadc
di scards: 816 di scards:
dr op:
|l 00 Status: up Type |l oopback
statistics:
in packets 174974 out packet
bytes: 12391593 bytes:
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uni cast s: 174974 uni cast s:
mul ticasts/ broadcast s: 0 mul ti casts/ broadc
di scards: 0 di scards:

#

1)
2) Status

up

down

admin down

Et hernet
3) Type

ethernet

Et hernet
tag vl an

Et hernet tagged VLAN
pseudo P2P interface
P2P
templ ate P2P interface
P2P (templ at e )

l oopback




<ap_number >]

6 show access-point
show access-point
show access-point remote <remote_number> [ ap
show access-point access-point <ap_name>
remote <remote_nhumber >
0 47 Si -R80brin Si-R90brin
remote <remote_number> ap <ap_number >
0 47 Si -R80brin Si-R90brin
access-point <ap_name>
( / )
( )
]
# show access-point
remote O ap O Internet.isp
status connected
det ai l connected
since Aug 26 10:52:46 2008
communi cated ti me 0000.00: 30:083
speed 100000000 bps
send traffic 1432 bytels
receive traffic 10. 4K bytels
type PPPoE
| PCP opened
|l ocal address 192.168. 1.1
DNS server 192.168.2.5 192.168. 3.5
| PV6CP opened
remote 2 ap O kawasaki.vpn
status connected
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since
speed

send traff

receive tr
type

exchange type

I KE SA

|l Psec SA

auto ignore

i c
af

1)

2)
not attached
Il inkoff
connectabl e
connected
force down
watch failed

3)

PPPOE
PPPOE
wai t PADO
PADO
wait PADS
PADS
connected

4)
status
5)
dddd. hh: mm: ss
Type PPPoOE
PPPoOE status
6)

7)
8)
9)
| Pv 4

|l Pv4d tunnel
| Pv6

Aug 26 10:
not avail a
not avail a
not avail a
| Psec/ | KE
aggressive
established
a i shed
b

(Sl
oo o —

dddd=

connected

2008
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10)

11)

12)

13)

14)

15)

16)

Il Pv6 tunnel
PPPOE
PPPOE
| Psec
Il Psec|( )
|l Psec/ | KE
|l Psec (Il KE )
overl ap
overlap ap
PPP
| PCP
Pv 4
opened

negotiating
closed

I Pv4

PCP I
255.255.255. 2

DNS

PCP DNS
DNS

Il PV6CP
Pv 6
opened

negotiating
cl osed

|l Psec/ | KE
Psec

KE

mai n

Mai n
aggressive
Aggressive
| KE SA

KE SA
established

negotiating
expired
none

|l Psec SA

/

255,

DNS

255,

255,
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| Psec SA
established

negotiating

expired

none
17) VPN I NVI TE ignor e
VPN I NVI TE ignor e
enabl e
I NVI TE ignor e
di sabl e
I NVI TE ignor e
18) VPN I NVI TE ignore VPN I NVI TE




7 show templ ate

]

show template [interface <interface_name?>]

]

interface <interface_name>

# show templ ate
[templ ate 0]
status : active
Number of interfaces : Acti ve 1, Free: 9
rmt 30(user id: kawagoe-1)
status : connected
since : Aug 26 10:52:46 2008
speed : not availabl e
send traffic : not available
receive traffic : not availabl e
type : | Psec/ | KE
exchange type . aggressive
| KE SA : established
|l Psec SA : established
[templ ate 1]
status : active
Number of interfaces : Acti ve 1, Free: 7
rmt 40(user id:sayama-l@domai nname)
status : connected
since : Aug 26 10:53:42 2008
speed : not available
send traffic : not availabl e
receive traffic : not available
type : I Psec/ | KE
exchange type : aggressive
| KE SA : established
|l Psec SA : established
1)
active

i nacti ve




2)

3)
(PPP
4)
connected
5)
status
6)
MP
7)
8)
9)
| Psec/ | KE
Il Psec (Il KE
|l Psec/ | KE
| Psec
10)
I KE
mai n
Mai n

aggressive
Aggressive
11) I KE SA
| KE SA
established
negotiating
expired
none
12) I Psec SA
| Psec SA
established
negotiating

expired

none

unknown
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8 show templ ate statistics

]

show template statistics

]

( )
( )

]
# show template statistics
[templ ate 0]
pooled interface = rmt 30-rmt 39
accept count = 2
reject count = 1
total ti me = 0000.00:13:04
peak ti me = 0000.00:122:57
|l ast ti me = 0000.00:00:07
[templ ate 1]
pooled interface = rmt40-rmt 37
accept count = 5
reject count = 2
total ti me = 0000.00:19:14
peak ti me = 0000.00:20: 17
|l ast ti me = 0000.00:00: 13
1)
2)
3)
4)
5)
6)
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1 cl ear interface statistics

]

clear interface statistics [interface <interface_name?>]

interface <interface_name>

]

# clear interface statistics
#
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]

clear

]

# clear

#

clear

templ at e

templ at e

statistics

templ ate statistics

stati

St

Ccs
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ARP

6 ARP 100



1 ARP

1.1 show arp

ARP

]

show arp [<ip_address>]
show arp summary

]

ARP
<ip_address>
I P ARP
summary
ARP
]
( / )
( )
]
ARP
]
# show arp
I P Address MAC Address F Rest I nterface
(1) (2) (3) (4) (5)
20.0.0.1 00: 00: e2:08:57:89 01146 | ano
20.0.0. 2 (incompl ete) | anO
20.0.0. 255 00: 00:02:01:14: 00 P perm |l anoO
Entry:3 -- - (6)
# show arp summary
Entry:3
# show arp 20.0.0.1
I P Address MAC Address F Rest I nterface
20.0.0.1 00: 00: e2:08:57: 89 01146 |1 ano
Entry:1
#
1) I P Address
ARP I P address
2) MAC Address
ARP MAC address

(incompl ete)
3) F

6 ARP 101



P

per manent
4) Rest

ARP
5) Interface
ARP
6) Entry
ARP

Permanent

..perm"

ARP

102



2 ARP

2.1 clear arp

ARP

]

clear arp [<ip_address>]

ARP
<ip_address>
I P ARP
]
( )
( )

ARP

# cl ear arp
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Nei ghbor Cache

7 Nei ghbor Cache 1014



1 Nei ghbor Cache

1 show ndp
]

Nei ghbor Cache

]

show ndp [<ipv6_address>]
show ndp summary

]

Nei ghbor Cache
<ipv6_address>

| Pvé6 Nei ghbor Cache

%
summary
Nei ghbor Cache

]

( / )
( )
]
Nei ghbor Cache
]

# show ndp
| Pve Address

# show ndp summary
Entry: 7

# show ndp 2001:db8:ffff:2000:
| Pve Address

2001: db8: ffff:2000:2a0: c9ff:fed8:

# show ndp 2001:db8:ffff:2000:
| Pve Address

1) | Pve Address

Nei ghbor Cache |l Pv6 address

2) MAC Address
Nei ghbor Cache

(1)

2001: db8: ffff:2000:2a0:c9ff:fed8:

2001: db8: ffff:2000: 20c: 6eff:fead

fe80::2a0:c9ff:fed8: 904e%l ano
Entry:3 -- - (7))

MAC address

MAC Addr ess

(2)

00: al0: 0e:f8:ff:01
(incompl ete)

00: al0: 0e:f8:ff:01

ed8: 904e
MAC Addr ess

ed8:904f
MAC Addr ess

7 Nei ghbor

Cache
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(incompl ete)

3) S
Nei ghbor Cache
N
( NoSt at e)
w
(WaitDelete)
|
(I'ncompl ete)
R
(Reachabl e)
S
(Stale)
D
(Del ay)
P
(Probe)

4) F

P
Per manent
5) Rest
Nei ghbor Cache
"per m"
6) I nterface
Nei ghbor Cache
7) Entry
Nei ghbor Cache

Per manent

7

Nei ghbor

Cache
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2 Nei ghbor Cache
1 clear ndp

]

Nei ghbor Cache

]

clear ndp [ <ipv6_address> ]

Nei ghbor Cache
<ipv6_address>

I Pve6 Nei ghbor Cache
%
]
( )
( )

]

Nei ghbor Cache

]

# cl ear ndp
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1 | Pv 4

1 show ip route

[a—

show ip route [all]

show ip route connected [all]

show ip route static [all]

show ip route rip [all]

show ip route bgp [all]

show ip route ospf [all]

show ip route dns [all]

show ip route ike [all]

show ip route destination <ip_address>/<mask> [all]

show ip route destination <ip_address>/<mask> | onger-pr ef

al |l

connected

static

rip
RI P
bgp
BGP
ospf
OSPF
dns
DNS
i ke
| KE
destination <ip_address>/<mask>

<mask > 1
destination <ip_address>/<mask> longer-prefixes
<mask > 1
]
( / )
( )
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nal pager

t er mi

show ip route al

#

I nte

UpTi me

Di stance

Destination/ Mask Gat eway

FP

~O0 O -1 NOOO
O cCccccccocc
— © © @ @ © © ©

L P B B B B B |
OO OO0OOoOOoOo
~O0O 00000 O0o
IO OOOOoOOoOo
— oo
OO OO0OOoOOoOo
[eeoloNeololoNe]
OO O0OO0OOoOOoOo
- —
- o~
—
<
~
OO O0OO0OO0OOoOo
O ANLWLMNSNSN
oo~ OOoOOo
L i B B B B B |
00 00 0O 0O O O O
© © © © OV OO
L i B B B B B |
M ANANNNNNAN
— OO OO0 OO OO
L i B B B B B |
©
T TN
AN AN AN ANNN—
~—-—-—-—--0
OO0 OO OoOo .
O —+HwOWmMN~OOoOo
A A A NM A
00 00 0O 0O O O O
© © © © OV oo
I B I B I B |
NANANANNNNN
— O OO0 OO OO
I B I B I B |

P —
“ooooooouw

~ Kk ¥ X ¥ X X X

00:
00:
00:
00:

110 00:
110
110

110
110

20
20
70
70

168.10.
10.
10.
10.

168.100.64/ 26 192.

192.

-
L
*

00:

168.100.192/26 192.168

192.

N
L
*

00:

168.

192.

25
0/ 25

192.168.200.

*A

00:

168.

192.

168. 201.

192.

00
00:
00

00
00:
00

110
120

.70
70
. 80

10
. 10.
10

168.
168
168.

192.
192
192.

192/ 26
0/ 24
0/ 24

201.
253
253.

168.
168
168.

192
192.

192.
FP

<O

1)

(P)

(F)

(F)

(P)

BGP(I nternal)

Be

BGP( External)

Ar ea)

OSPF(I nternal

Ar ea)

OSPF(External

E1l

AS Typel)

OSPF(External

E2

AS Type2)

OSPF(External

R

DN

DNS
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(interface route)

: (PtoP Local )
2) Destination/ Mask

3) Gateway
4) Distance
5) UpTi me

01:23: 45

co1 23 45 ( 2 4 )
6d23h45m

.6 23 45 ( 7 )
3w6d23h

© 3 6 23

6) Interface

(inactive)
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2 show i p route

]

show ip route summary

]

al |l

terminal

# show ip route summary
Route Source Net wor ks

| KE
Connected
Tot al

o)

®

Y
-
O~NOOOOOW

1) Route Source
Static

OSPF
OSPF

[all]

( O:

(Be:

I nternal Area External

RI P
. RIP
BGP
BGP
External I nternal

summary

pager
0, A: 0, E1: 0,
0, Bi:0)
Area External

E2:0)

AS Typel

External
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DNS
: DNS
I KE
I KE
Connected

2) Networ ks
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3 cl ear

clear
clear
clear
clear
clear

rip
RI P
bgp
BGP
ospf
OSPF
dns
DNS

VPN

# clear

out
out
out
out

T T T T T
= = = = =

out

i p route

® ® ® ® @

p route

rip
bgp
ospf
dns

| Pv 4

VPN

CTRL+C
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4 show ip route kernel

]
I P
]
show ip route kernel
show ip route kernel l ongest-match <ip_address>
show ip route kernel summary

l ongest-match <ip_address>

I P l ongest match
summary
I P
( / )
( )
I P
# show ip route kernel
Routing Tables for Internet
Destinati on/ Maskl en Gateway Fl ag I nterface
10.0.0.0/38 192.168. 1.5 UGS Il ano0
127.0.0.1 127.0.0.1 UH |l o0
192.168.1.0/ 24 Il i nk#1 U Il anoO
192.168. 1.5 i nk#1 UH l ano0
192.168.1.11 00: a0:c9:d8: 90: 4e UH Il anO
224.0.0.0/ 4 127.0.0.1 UG |l o0
Entry: 6
# show ip route kernel | ongest-match 10.0.0. 1
Routing Tables for I|Internet
Destination/ Maskl en Gateway FIl ag I nterface
10.0.0.0/38 192.168. 1.5 UGS l ano0
Entry:1
# show ip route kernel | ongest-match 20.0.0. 1
Routing Tables for Internet
Destination/ Maskl en Gateway FIl ag I nterface
Entry: 0
# show ip route kernel summary
Entry: 6

#

1) Destination/ Maskl en
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Gat eway

MA C
i nk#x (X
)
FI ag
Uu (Up)
G (Gateway)
H (Host)
S (Static)
R (Reject)
(I CMP unreach )
B (Blackhol e)
(I CMP unreach )

I nterface

2) Entry
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5 show ip ro
]
ECMP
]
show ip route kernel
]
]
( /
( )
]
ECMP
]
# show ip route kerne
ECMP i nformation for

Destinati on/ Maskl en
Since

ute kernel ecmp stat
ecmp statistics
)
| ecmp statistics
I nternet

Gat eway

Packet s

stics

nterface

192.168.10.0/ 24 192.168. 1. 2 0 |l anoO
Jan 1 11:16:01 1970 192.168. 2. 2 0 | anl
192.168. 3. 2 0 | an2
192.168. 4. 2 0 | an3
#
1) Destination/ Maskl en
I P
Gat eway
I P
Packets
ECMP
ECMP 0
Interface
2) Since
ECMP
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6 clear 1 p route kernel ecmp statistics

]
ECMP
]
clear ip route kernel ecmp statistics
]
]
( )
( )
]
ECMP
1
# clear ip route kernel ecmp statistics

#
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2 | Pv 6
1 show
]
| Pvo6
]
show i pv®6
show i pv®6
show i pv®6
show i pv®6
show i pv®6
show i pv®6
show i pv®6
show i pv®6
show i pv®6
]
| Pvo6
all
| Pv 6

connected

static

rip
RI P
dns
DNS
dhcp
DHCP
i ke
| KE

destination

destination

O O O O oo o o o
CcC € Cc € ©c Cc Cc C C

Il pve rout e

[al I]

connected
atic [all]
rip [all]

dns [ all
dhcp [ al
i ke [all
de
de

st
]
]
]
i

stination

~ ~+ ~+ ~+ ~+ ~ ~ ~
® ® ® ® ®d d D D @D

stination

[all]

<prefix>/<prefixlen>
<prefix>/<prefixlen>

<prefix>/<prefixlen>

<prefix>/<prefixlen>

terminal

pager

l onger-prefixes

[al I]
Il onger - |
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# show ipv6é route all
FP Destination/ Prefixlen UpTi me
(1) (2) (4)
Gat eway
(3)
* C 2001:db8: ffff:1000::/ 64 00: 00: 01
2001:db8: ffff:1000 1
* R 2001:db8: ffff:2000::/ 64 00: 00: 01
feg80: : 1
S 2001:db8: ffff:3000 / 64
fe80:: 2
1) FP
(F) (P)
(F)
*
| Pv 6
| Pv 6
X
| Pv 6 ( )
(P)
R
: RI P
DN
: DNS
DH
: DHCP
I K
: | KE
S
C
L
(PtoP Local )

2) Destination/ Prefixlen

3) Gateway
4) UpTi me

01:23: 45

| 23 45 ( 24 )
6d23h4a5m

© 6 23 45 ( 7 )
3w6d23h

© 3 6 23

5) Distance
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6) I nterface

(inactive)
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2 show i pve6 route

summary

| Pv 6
]
show ipv6 route summary [ all]
]
| Pv 6
all
| Pv 6
]
( / )
(
]
]
terminal pager
]
# show ipv6 route summary
Route Source Net wor ks
(1) (2)
Static 3
RI P 0
DHCP 0
DNS 0
I KE 0
Connected 7
Tot al 10

1) Route Source
Static
RI P

RI P
DHCP

DHCP
DNS
: DNS
I KE

| KE
Connected
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2) Networ ks
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3 clear 1 pv6 route

| Pv 6
]
clear i pv6 route
clear ipv6 route rip
clear i pv6 route dns
clear ipv6 route dhcp
]

rip

RI P
dns

DNS
dhcp

DHCP

]
( )
( )
]
| Pv 6 | Pv6
]
I KE
VPN VPN
CTRL+C
]

# clear ipv6 route
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4 show i pv®é6
]
| Pv 6
]
show ipv6 route ker
show ipv6 route ker
show ipv6 route ker
]
|l Pv 6
l ongest-match
|l Pv6

summary

| Pv 6
]
( /
( )
]
| Pv 6
]
# show ipv6 route ker
Routing Tables for |n

Destinati on/ Maskl en
Gat eway

o =

00:
fe80: :

ffo1l::
o1

ff02:: % an0/ 32
Il i nk#1

ff02:: %l o0/ 32
fe80:: 1%l o0
Entry: 8

ker
I n

# show
Routing

i pv6 rout e
Tabl es for

Destinati on/ Maskl en
Gat eway

rout e

nel
nel
nel

nel
terneté6

nel
terneté6

%

ker nel

l ongest- match
summary

<ipv6_address>

|l ongest - match

<ipv6_address>

|l ongest match
Fl ag I nterface
UH |l 00
UGS | anoO
U | ano0
UH | anoO
U | 00
U | o0
uc | ano0
uc |l 00
2001:db8: ffff:12000::1
Fl ag I nterface




2001: db8: ffff:12000::/ 48 UGS | anoO
fe80::2a0:c9ff:fed8: 904e%l ano
Entry:1
# show ipv6é route kernel | ongest-match 2001:db8:ffff:3000::1
Routing Tables for Interneté6
Destination/ Maskl en Fl ag I nterface
Gat eway
Entry: 0
# show ipyv route kernel summary

1) Destination/ Maskl en

Gat eway

MAC
i nk#x(x
)
Fl ag
u (Up)
G (Gateway)
H (Host)
S (Static)
R (Reject)
(I CMP unreach )
B (Blackhol e)
(I CMP wunreach )

I nterface

2) Entry
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R

R
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R

i p p rout e

show

1

R

rout e

p

r

p

show

R

nal pager

ter mi

‘<ERROR> No RIP is configured.

R

R

R

rout e

p

r

p

show i

#

e

f
.
[} [l NoNoNoNe)
- ~C CcCCcccc
CO®®T T T T
——— . — — — —
o« 0
[} QOO ™ML
E~ccc......
—D OO O0ONNN
F—cccooo
3} A AN ™
=
-~
o<
=N
— O NO
— - w0
oooo
oo
> O O @ o o
© . .00 ©O©©
2 ocooddAdd
QD ~ - - e e
- MO ONNNN
CT— . .00 0O
O] OO dddAdA
~
n A SRS S S
© NN N NN
M T~ YN YN YN YN~
- [cNoNoNoNoNe)
c
o cocooood
— AN < <
-
© 00 00 00 00 0 ©
c © © © © © ©
— I I I B ]
e o0 oo oo oo oo oo
O NNNNNNN
Ve OO OO O
(&) e B I B
—~
o 1000nNEKEE
L —x x x x *

S (7))

number of entries

FP

The
1)

(P)

(F)

(F)

(P)
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: RI P
(03
S
(0]
: OSPF
B
: BGP
DN

DNS

2) Destination/ Mask
3) Gateway

4) Metric

5) Ti me
00: 00 16
16
none
6) I nterface
7) The number of entries : 4

RI P
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2 show ip rip protocol

RI P

show ip rip protocol

RI P

terminal pager ( )

]

‘<ERROR> No RIP is configured.

RI P RI P
RI P
]

# show ip rip protocol

Sending updates every 30 seconds with +/-50%, next due in 24 se
(1) (2) (3)

Ti meout after 180 seconds, garbage collect after 120 seconds
(4) (5)

Redi stributing: BGP, Connected, Static

Interface Send Recv

(7) (8) (9)
Il anoO 2 1 2
rmtO 2 1 2

Routing I nformation Sources
Gat eway Rcv-Bad-Packets Rcv-Bad-Routes Last-Update

(10) (11) (12) (13)

192.168.10.10 0 0 00:00:07
192.168.30.10 0 0O 00:00: 24
192.168.10.50 0 0O 00:00:13

Di stance: 120

The number of entries : 4

1) Sending updates every 30 seconds

2) with +/-50%
50% 15
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3) next due in 24 seconds

4) Timeout after 180 seconds
RI P
5) garbage collect after 120

6) Redistributing
RI P
Connected

Static

OSPF
OSPF
BGP
: BGP
DNS
DNS
7) I nterface
RI P
8) Send

OFF
RI P

RI Pv1

RI Pv 2( / )
9) Recv

OFF
RI P

: RIPv1
1 2
RI Pvl, RI Pv2( /
10) Gateway
I P

11) Rcv-Bad-Packets

RI P
12) Rcv-Bad-Routes

RI P
13) Last-Updat e

14) Distance: 120

RI P
15) The number of entries
RI P

seconds
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.3 clear i1 p rip statistics

]
RI P
]
clear ip rip statistics
]
]
( )
( )
]
RI P
]
# clear ip rip statistics

#
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2 | Pve RIP
2.1 show ipv6 rip route
]
|l Pv6 RI P
]
show ipv6 rip route
]
]
( / )
( )
]
|l Pv6 RI P
]
terminal pager )
]
‘<ERROR> No | Pvé RIP is configured.
| Pv6 RI P Il Pve RI P
Il Pvée RI P
]
# show ipv6 rip route
FP Destination/ Prefixlen Ti me
(1) (2) (4)
Gat eway
(3)
* C 2001: db8: ffff:2000: :/64 none
*R 2001:db8:ffff:2000::/64 02: 49
fe80: :1
The number of entries 1 -- - (7))
1) FP
(F) (P)
(F)
*
(P)
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: Il Pve RI

(03

S

(0]

: OSPF

B

: BGP

DN

: DNS

DH
DHCP

2) Destination/ Prefixlen

3) Gateway

4) Ti me

00: 00
16

5) Metric

6) I nterface

7) The number

RI P

none

entries

16

R
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2.2 show i pv6 rip protocol

]

Il Pv6 RI P

]

show ipv6 rip protocol

]

( / )
( )
|
| Pve RI P
|
terminal pager ( )

]

‘<ERROR> No |IPve RIP is configured.

Il Pve RI P Il Pv6e RI P

Il Pve RI P
]

# show ipv6 rip protocol

Sending updates every 30 seconds with +/-50%, next due in 24 se

(1) (2) (3)

Ti meout after 180 seconds, garbage collect after 120 seconds
4) (5)

Redi stributin
Di stance: 120
The number of

g: Connected, Static

entries : 1 ---(8)

1) Sending updates every 30 seconds

2) with +/-50%
50 % 15
3) next due in 24 seconds

4) Ti meout after 180 seconds
RI P
5) garbage collect after 120 seconds

6) Redistributing
RI P
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Connected
Static
DNS

: DNS
DHCP

DHCP

7) Distance: 120
RI P

8) The number of entries 1
RI P
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10

BGP

10

BGP
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10.1 BGP

10.1.1 show ip bgp route

BGP
[ ]
show ip bgp route
show ip bgp route address <ip_address>/<mask> detail
show ip bgp route address <ip_address>/<mask> | onger-pr e
[ ]
BGP

address <ip_address>/ <mask> detail

<mask >

1
address <ip_address>/<mask> longer-prefixes
<mask >
1
[ ]
( / )
( )
[ ]
BGP
[ ]
terminal pager ( )

[ ]

‘<ERROR> No BGP is configured.

BGP

BGP

<ERROR> No such networ k.
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det ai l

# show ip bgp route
Local router I D is 192.168.20.1
Status Codes: s suppressed, v valid, p stale, * best, i - inte
Origin Codes: i - |IGP, e - EGP, ? - incomplete
Net wor k Next Hop Metric Local Pref Pa
(2) (3) (4) (5) (6
v* 10.10.0.0/16 0.0.0.0 i
v* 10.10.20.0/ 24 192.168.10. 2 0 100 O.
2.65002 3.65003 4.65004
v* 11.0.0.0 0.0.0.0 i
s* 11.10.0.0/16 10.10.10.100 ?
v* 20.0.0.0 192.168.10. 2 0 100 O.
2.65002 3.65003 4.65004
v*i30.0.0.0/24 192.168.20. 3 100
The number of routes is 6
# show ip bgp route address 10.0.0.0/ 8 |l onger -prefixes
Local router | D is 192.168.20.1
Status Codes: s suppressed, v valid, p stale, * best, i - inte
Origin Codes: i - | GP, e - EGP, ? - incomplete
Net wor k Next Hop Metric Local Pref Pa
v* 10.10.0.0/16 0.0.0.0 i
v* 10.10.20.0/ 24 192.168.10. 2 0 100 O.
2.65002 3.65003 4.65004
The number of routes is 2
1) Local router | D
BGP I D
2) Networ k
Status Codes
S
v
P
: (stale )
*
| BGP
3) Next Hop
I P
4) Metric
( MED )
5) Local Pref
(LOCAL_PREF )
6) Path
AS (AS_PATH ) ( ORI GI N )
AS
( ORI GI N )
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AS

EGP
?

7) The number of

rout es
# show ip bgp route address 20.0.0.0/8 detail
BGP routing table entry for 20.0.0.0/38
Paths: (1 available, best #1)
Advertised to non peer-group peers:
192.168.20. 3
0.65000 1.65001 2.65002 3.65003 4.65004
192.168.10.2 from 192.168.10.2 (192.168.10. 2)
Oorigin | GP, metric O, |localpref 100, valid,
Community: no-export
Last update: Thu Mar 13 14:39:40 2005
1) BGP routing table entry for
2) Paths: (1 available, best #1)
avail abl e
best
no best path
not advertised to any peer
COMMUNI TY (NO_ADVERTI SE) BGP
not advertised to EBGP peer
COMMUNI TY ( NO_EXPORT) EBGP
Advertisements suppressed by an aggregate.

aggregate

3) Advertised to non peer-group peers:
BGP I P
"Not advertised to any peer"
4) 0.65000 1.65001 2.65002 3.65003 4.650014
AS (AS_PATH
AS (AS_PATH ) Local
AGGREGATOR "aggregated by"
I D
5) 192.168.10.2 from 192.168.10.2 (192.168.10.
| Pv4 (BGP | D)
| Pv 4 0.0.0.
| Pv 4 0.0.0.0
"inaccessible"
6) Origin I GP, metric 0, localpref 100, vali
Oorigin
( ORI GI N )
"I GP" " EGP" "incomplete"

summary-only

external

BGP

2)

externa

10 BGP

140

be



metric
( MED )
l ocal pref
(LOCAL _PREF )
valid

external
EBGP
internal
| BGP
aggregated, Il ocal
aggregate
sourced

sourced, |l ocal
net wor k
atomic-aggregate
ATOMI C_AGGREGATE
best

preserved
(stale )

7) Communi ty:
COMMUNI TY "no-export?"” "no-adver:

8) Last wupdate:

GMT ( )
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1.2 show i p bgp route summary

BGP

]

show ip bgp route summary

]

terminal pager ( )

]

‘<ERROR> No BGP is configured.

BGP

BGP

]

# show ip bgp route summary

Rout e
Entries 4
Tot al Entries 6
Tot al Prefixes 6
Attribute
AS- PATH 5
COMMUNI TY 0
1) Route
2) Entries
BGP net wor k aggregat e
3) Tot al Entries
BGP net wor k aggregate
4) Tot al Prefixes

5) Attribute

6) AS-PATH
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AS_PATH 1
AS_PATH 1
7) COMMUNI TY
COMMUNI TY 1
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10.1. 3 show i p bgp status
[ ]
BGP | Pv4
[ ]
show ip bgp status
[ ]
[ ]
( / )
( )
[ ]
| Pv 4 BGP
[ ]
terminal pager )
[ ]
‘<ERROR> No BGP is configured.
BGP
BGP
[ ]
# show ip bgp status
Local AS number 65535.65535
Nei ghbor AS Ms gRcvd MsgSent Up/ Down
(2) (3) (4) (5) (6)
192.168.10. 2 0.65000 92 103 00: 00:0
192.168.20. 3 65535. 65535 93 104 00:45: 1
1) Local AS number
2) Neighbor
I P
3) AS
4) MsgRcvd
BGP
5) MsgSent
BGP
6) Up/ Down
BGP
Established Established
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Established I dl e Acti ve
01: 23: 45

o1 23 45 ( 24 )
6d23h45m
© 6 23 45 ( 7 )
3w6d23h
: 3 6 23
never
BGP
7) State
BGP
BGP
Il dl e

Connect

Acti ve

OpenSent
OPEN
OpencConf
BGP KEEPALI VE
Estab
BGP
8) PfxRcvd
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10.

1.4 show i p bgp neighbors
]

BGP | Pv4

]

show ip bgp neighbors [address <ip_address?>]

]

BGP I Pv4
address <ip_address>
BGP | Pvi4

( / )
( )
[ ]
BGP | Pv 4
[ ]
terminal pager ( )
[ ]
‘<ERROR> No BGP is configured.
BGP
BGP
<ERROR> No such neighbor.
[ ]
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# show ip bgp neighbors
BGP neighbor is 192.168.10. 2,
remote AS 0.65000, | ocal AS 65535.65535, external I i nk
BGP version 4, remote router I D 192.168.10
BGP state = Established, up for 00:00:09
Last read 00: 00: 08, hold time is 90, keepalive interval is 3¢
Configured hold time is 90, keepalive interval is 30 seconds
Nei ghbor capabilities:
Support for 4-octet AS number advertised and received
Route refresh: advertised and received (old and new)
Address family | Pv4 Unicast: advertised and received
Received 92 messages, 3 notifications, O in queue
Sent 109 messages, 0O notifications, O in queue
Route refresh request: received 0, sent O
Mi ni mum ti me between advertisement runs is 30 seconds
Update source is 192.168.10.1
For address family: | Pv4 Unicast
Graceful restart: advertised, received
can retain stale routes and already preserve forwarding s
NEXT_HOP is always this router
2 accepted prefixes
3 announced prefixes

Connections established 4; dropped 3
Graceful restart status:

not restart yet, restart time is 10 sec
Local host 192.168.10.1, Local port: 1055
Foreign host: 192.168.10.2, Foreign port: 179
Nexthop: 192.168.10. 1
Read thread: on Write thread: off

1) BGP neighbor is 192.168.10. 2

remote AS 0.65000, |l ocal AS 65535.65535, external Il i nk
I P AS , AS
"external i nk™" BGP EBGP
| BGP "internal i nk™"
2) BGP version 4, remote router I D 192.168.10. 2
BGP BGP I D
3) BGP state = Established, up for 00:00:009
BGP BGP
BGP
1 dl e

Connect

Acti ve

OpenSent

OPEN
OpenConfirm
BGP KEEPALI VE
Established
BGP
4) Last read 00:00: 08, hold time is 90, keepalive interv:
Hol dt i me Keepalive
5) Configured hold time is 90, keepalive interval is 30
Hol dt i me Keepalive
6) Neighbor capabilities:
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Support for 4-octet AS number:
4 AS
Route refresh:

Address family |1 Pv4 Unicast:

| Pv 4

Address family VPNv4 Unicast:
VPNv 4

Address family I Pv6é Unicast:
| Pv 6

advertised and received

advertised

received

7) Received 92 messages, 3 notifications, O in queue
NOTI FI CATI ON
8) Sent 109 messages, 0O notifications, 0 in queue
NOTI FI CATI ON
9) Route refresh request: received 0, sent O
ROUTE_REFRESH
10) Minimum time between advertisement runs is 30 seconds
EBGP 30 | BGP 5
11) Update source is 192.168.10.1
BGP I P
12) For address family: Il Pv4 Unicast
"I Pv4 Unicast" "VPNv4 wunicast"
13) Graceful restart:
12)

advertised

recei ved

can retain stale routes

and already preserve forwarding states

14) NEXT_HOP is always this router

15) 2 accepted prefixes

16) 3 announced prefixes

17) Connections established 4; dropped 3
Established Established BGP

I dl e "Next start timer due in
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|l dl e, Connected Established "Next connect

18) not restart yet, restart time is 10 sec

restart ti me OPEN
Restart ti mer

restart finish
already restart

not restart yet
BGP
19) Local host: 192.168.10. 1, Local port: 1055
BGP I P
20) Foreign host: 192.168.10.2, Foreign port: 179
BGP I P
21) Nexthop: 192.168.10. 1
I P
22) Read thread: on Write thread: off
/

"Read thread: on" "Read t hreat

"Write t
"Write thread: 0
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10. 1.5 clear i p bgp neighbors

BGP | Pv4

[ ]

clear i p bgp neighbors [address <ip_address>] [soft <mod:

BGP | Pv4
address <ip_address>
BGP | Pvi4
soft <mode>
BGP | Pvi4

BGP | Pv4

UPDATE ROUTE REFRESH
out
UPDATE
both
in out
[ ]
( )
( )
[ ]
BGP | Pv 4 "soft" BGP | Pv4
[ ]
"soft in" "soft bot h"

[ ]

‘<ERROR> No BGP is configured.

BGP

BGP

<ERROR> No such neighbor.
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BGP | Pv4

# cl ear bgp neighbors
#
b) BGP | Pv4
# cl ear bgp neighbors address 192.168. 1.1
#
c) BGP
# cl ear bgp neighbors soft both
#
d) BGP
# cl ear bgp neighbors address 192.168.1.1 soft both
#
10 BGP
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1.6 clear i p bgp statistics

BGP | Pv4

]

clear i p bgp statistics

BGP | Pvi4

]

BGP | Pv4

]

# clear i p bgp statistics
#
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11 OSPF
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1 OSPF

1.1 show ip ospf route
]
OSPF
]
show ip ospf route
]
]
( / )
( )
]
OSPF

terminal pager )
]
‘<ERROR> No OSPF is configured.
OSPF OSPF
OSPF

]
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show ip ospf route

#

S

<

N—

[eNeoleoNeoloNeNo)

[=NeoNeNeloloNoloNoNe]

=~ N A A A NNOAN—AdA A A A AAAN
AN —TdO A NN A

n
o
]

ination/ Masklen Nexthop

st

De

Type

<

~

(3)

2)

(

(1)

Net wor k

0.0/16
0/ 16
0/ 16

1.

0.

2.

0.

3.

10.0/ 24
11.0/ 24

0/ 24
14.0/ 24

168.

20
20
20
20
20
20
20
70
70
70
20
70
20
20

10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.

168.

192,

168.

168.

192.

13.

168.

168.

192,

168.

Net wor k

Net wor k

Net wor k
Net wor k
Net wor k

o
—

168.

192.

168.100.0/ 26
64/ 26

192.

Type?2

168.

192,

100.

168.

100.192/ 26 192.168.
0/ 26
0/ 25

168.

168.

192,

130.

168.

168.

192.

200.

168.

168.

70/ 32 192,

250.

168.

251.70/ 32 192.168.
65

168.

168.

192,

100.

168.

168.

192.

-

129 192.168.
193

100.

-

168.

192.
entries.

100.

and

Net wor k

Net wor k
Net wor k
Rout er

Rout er

Rout er

Rout er

S- - (7)

Rout er

4

entries,

Net wor k
Type

14
1)

Net wor k

Router

ntr a

nter

AS

Typel

AS

Typel

Type?2

AS

Type?2

NSSA1l

AS

NSSA Typel

NSSA2

AS

NSSA Type?2

scard

Di

nation/ Maskl en

Desti

2)

ECMP

Next hop
OSPF

3)

Cost

4)

AS

AS AS

AS

Typel

c
AS

Met r i

Type?2
5) Area

C

Met r i

AS

nexthop
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Type2 AS
6) I nterface

7) 14 Network entries, and 4 Router entries.
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1.2 show ip ospf protocol

show ip ospf protocol

terminal pager ( )

]

‘<ERROR> No OSPF is configured.

OSPF OSPF

OSPF

]
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( OSPF )
# show ip ospf protoco
ospf(v2) daemon is running.
Gl obal statistics and variabl es:
SPF schedule delay 5 secs, Hol d ti me between next SPF 10 secs
Router | D 192.168.100. 1
This i mplementation conforms to RFC2328
RFC1583Compatibility flag is enabl ed
AS boundary router.
Redi stributing external routes from,
Static
Area border router.
Number of External LSA in Database is 5. Checksum Sum is 0x1
Number of LSA is 5
Number of network route is 4
Number of router route is O
Number of configured areas is 1
Area(0.0.0.0) statistics and variabl es
This area seems to be nor mal area
SPF algorithm executed 14 ti mes
Number of LSA in Database is 4. Checksum Sum is Oxlaecl
Number of fully adjacent neighbor is 0
Number of active interface is 1
Number of interfaces attached in this area is 1
"Area" address range(for route aggregation):
192.168.0.0/255.255.0.0 (Advertise)
Area(0.0.0.1) statistics and variabl es:
This area seems to be nor mal area
SPF algorithm executed 14 ti mes
Number of LSA in Database is 5. Checksum Sum is O0x206a?z2
Number of fully adjacent neighbor is 1
Number of full virtual adjacencies going through this area
Number of active interface is 1
Number of interfaces attached in this area is 1
"Area" address range(for route aggregation):
1) ospf(v2) daemon is running.
OSPF
2) SPF schedule delay 5 secs, Hol d ti me between next SPF
spf-del ay spf-holdti me
3) Router | D: 192.168.100. 1
I D
4) This i mplementation conforms to RFC2328
RFC2328
5) RFC1583Compatibility flag is enabled
RFC1583
6) AS boundary router.
AS
7) Redistributing external routes from
AS AS-External
Static
Connected
RI P
: RI P
BGP
BGP
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DNS
: DNS
8) Area border router.

9) Number of External LSA in Database is 5. Checksum Sunm
AS-External LSA
10) Number of LSA is 5

LSA
11) Number of network route is 4
12) Number of router route is O
13) Number of configured areas is 1

14) Area(0.0.0.0) statistics and variabl es:
Area(0.0.0.0)

15) This area seems to be normal area
This area seems to be normal area
This area is configured as Stub, default cost is 1
This area is configured as NSSA, default cost is 1
NSSA
16) SPF algorithm executed
SPF
17) Number of LSA in Database is 4. Checksum Sum is Ox1la
LSA
18) Number of fully adjacent neighbor is 0
Ful |
19) Number of active interface is 1
20) Number of interfaces attached in this area is 1
21) "Area" address range(for route aggregation):
22) Number of full wvirtual adjacencies going through thi
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11.1. 3 show ip ospf database
[ ]
OSPF LSA
[ ]
show ip ospf database
show ip ospf database self-originate
show ip ospf database | sa <type> detail
show ip ospf database |Isa <type> I|Is-id <link_id> detail
show ip ospf database | sa <type> self-originate detail
show ip ospf database | sa <type> adv-router <router _id>
[ ]
OSPF LSA
self-originate
OSPF LSA
Il sa <type> detail
OSPF LSA
<type> router network summary asbr-summary external
Il sa <type> Is-id <link_id> detail
OSPF LSA I D LSA
Il sa <type> self-originate detail
OSPF LSA LSA
|l sa <type> adv-router <router_id> detail
OSPF LSA I D LSA
[ ]
( / )
( )
[ ]
OSPF LSA
[ ]
terminal pager ( )
[ ]
‘<ERROR> No OSPF is configured.
OSPF OSPF
OSPF
<ERROR> No such | sa.
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LSA

OSPF

dat abase

i p ospf

show

#

Checksum Sum: 0x

LSAs,
(1)

(4

0

area 0.

or

f

LSDB

he

t

i st

LSA

(2)

o~
L —

O~
o ©
< -

(5)

Advertiser
192.

D

Link
(4)
192.

Type
(

80000008
80000006
80000001

0431

1
1
1
1

100.

168.

100.

168.

d48s3

168.110.247 192.168.100. 0855
247 0644
247 0823

192.

SumNet

70e2

168. 100.

168. 120. 192.

192.

SumNet

0247

80000001

168.100.

168.130. 192.

192.

SumNet

Checksum Sum: 0x

LSAs,
Age

(5

1

or area 0.
Advertiser
192.

f

LSDB

t he

n k

i st

LSA

Sum

Seq#

D

168.

Li

Type

d99c

80000008
80000002

0096
0106

0827

1
1
1
1
1

100. 168.100.

192.

Rout er

1b13
6103
8ecb
202hb

168. 100.

192.

SumNet

80000006
80000001

168.100.247 192.168.100.
247
247

192.

SumNet

168. 100. 0904
0632

168. 120. 192.

192.

SumNet

80000001

168.100.

168.130. 192.

192.

SumNet

Checksum Sum: 0

LSAs
Age

(10

or area 0.
Advertiser
192.

f

LSDB

t he

n k

i st

LSA

Sum

Seq#

D

168.

Li

Type

c99c
e87
7ad

80000004
80000006
80000006
80000001

0638
0848
0876
0639

1
1
1
1
1
1
1
1
1
1

100. 168.100.

192.

Rout er

168. 100. 247 192.168.100.
247
247

192.

SumNet

168.100.

168.110. 192.

192.

SumNet

a79b
35509
0199
7el2
f b8a
63cd

168. 100.

192.

168. 130.

192.

SumNet
NSSA
NSSA
NSSA
NSSA
NSSA
NSSA

80000002
80000009
80000009
80000009
80000009
80000009

100. 0106
0684
0698
0712

168.

192.

192.168.100.

255
255
255
255
255

255. 2565

10.
20.

168.100.

192.

255.

255.

168. 100.

192.

255. 2565

30.

168.10. 192.168.100. 0726
20. 0740

192.

f 432

168. 100.

192.

168.

192.

Checksum Sum: Ox1fc

LSAs

(5

(AS-External)

LSDB

n the
n k

i st

LSA

Sum

Seq#

Age

Advertiser

192.

D

Li

Type

a2da
2053
9dcbh

80000009
80000009
80000009
80000009
80000009

0677

1
1
1
1
1

100.

168.

255
255
255
255
255

255. 2565

10.

0691

168.100.

192.

255.

255.

168. 100. 0705
0719

192.

255. 2565

30.

050f

10. 192.168.100.
20.

168.

9673

0733

168. 100.

192.

168.

192.

Exter na

Exter na

Exter na

1)

LSAs

4

LSA

Checksum Sum: Oxlaecl

2)

Type
LSA

3)

Router

LSA

Rout er

Net wor k

LSA

Net wor k

SumNet

LSA

Summary

SumRtr

LSA

ASBR Summary
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External
AS external LSA
NSSA
NSSA AS external LSA
4) Link 1D
LSA Link State | D( I P )
5) Advertiser
LSA I D
6) Age
LSA 10
7) Seqt#
LSA
8) Sum
LSA

# show ip ospf database |Isa router detail

LSA |list in the LSDB for area 0.0.0.0 (3 LSAs, Checksum Sum: 0x

Py

-~ >
~r@ —~o0

192.168.100. 1 Router 192.168.100. 1
) (3)

g 800000d4 Sum 8b27 Length 48 Option 0x02(*] -
) (6) (7)

on (E, B)

H— 0O P C
-~
o
o
©
®
N~ —
aoNQ

Opti
(10)

—~ =

Dat a 2
Data 2
(13)

LSA |Ilist in the LSDB for area 0.0.0.1 (4 LSAs, Checksum Sum: 0x

Rout

er 00. 1 Router 192
Age 014

in

St

. 168. 100. 1
Sum 4666 Length 3

g Option 0x00¢(*; -
#11i
192.168.110.0 Data 255.255.255.0
1) Router

Router LSA
2) 1d

LSA I D
3) Router
LSA I D

4) Age

LSA 10
5) Seq

LSA
6) Sum

LSA
7) Length

LSA
8) Option

(capability)

9) #Ilinks

10) Option

NT
NSSA
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: AS
B
11) Stub

Point-to-Point
: Point-to-Point
Transit

Stub
Virtual
12) I D

I D
13) Dat a

14) Metric

# show ip ospf database | sa network detai
LSA Ilist in the LSDB for area 0.0.0.0 (2 LSAs, Checksum Sum: 0x
Net wor k ld 192.168.2. 3 Router 192.168.100. 1
(1) (2) (3)
Age 0905 Seq 80000006 Sum d483 Length 32 Option 0x02 (*
(4) (5) (6) (7) (8)
Net wor k Mask 255.255.255.0
(9)
Attached Router 192.168.100. 2 ---(10)
Attached Router 192.168.100. 3
Net wor k ld 192.168. 3. 3 Router 192.168.110. 1
Age 0693 Seq 80000006 Sum 70e2 Length 32 Option 0x02 (*
Net wor k Mask 255.255.255.0
Attached Router: 192.168.110. 2
Attached Router: 192.168.110. 3
1) Network
Net wor k LSA
2) I d
DR I P
3) Router
LSA I D
4) Age
LSA 10
5) Seq
LSA
6) Sum
LSA
7) Length
LSA

8) Option
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(capability)
9) Networ k Mask

10) Attached Router

# show ip ospf database | sa summary det ai
LSA |Ilist in the LSDB for area 0.0.0.0 (4 LSAs, Checksum Sum: 0x

SumNe't
(1)

ld 192.168.110.0
(2
Age 0905 Se
(5
Ma

uter 192.168.100. 1
)
Length 28 Option 0x02 (*
(4) (7) (8)
Net wor k
(9)
TOS 0 M
(

)
g 80000006
)
S

SumNet Id 19
Age 0693 Seq 8
Net wor k Mask

TOS O Met r
1) SumNet
Summary LSA

2) 1d

168.120.0 Router 192.168.100.1
00001 Sum 70e2 Length 28 Option 0x02¢(*; -
5.255

3) Router
LSA I D

4) Age

LSA 10
5) Seq

LSA
6) Sum

LSA
7) Length

LSA
8) Option

(capability)

9) Network Mask

10) Metric
(2)
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ASBR

# show ip ospf database | sa asbr-summary det ai
LSA |list in the LSDB for area 0.0.0.0 (2 LSAs, Checksum Sum: 0x
SumRt r ld 172.16.0.1 Router 192.168.100. 1
(1) (2) (3)
Age 0905 Seq 80000006 Sum d483 Length 28 Option 0x02 (*
(4) (5) (6) (7) (8)
Net wor k Mask 0.0.0.0
(9)
TOS O Metric 10
(10)
SumRt r ld 172.16. 1.1 Router 192.168.110.1
Age 0693 Seqg 80000001 Sum 70e?2 Length 28 Option 0x02 (*
Net work Mask 0.0.0.0
TOS 0 Metric 10
1) SumRtr
ASBR Summary LSA
2) I d
AS I D
3) Router
LSA I D
4) Age
LSA 10
5) Seq
LSA
6) Sum
LSA
7) Length
LSA
8) Option
(capability)
9) Network Mask
0.0.0.0
10) Metric
(2) AS
AS
# show ip ospf database | sa external detail
LSA list in the LSDB (AS-External) (5 LSAs, Checksum Sum: 0x2b3
External ld 10.0.0.0 Router 192.168.100. 1
(1) (2) (3)
Age 0468 Seq 80000011 Sum 92e2 Length 36 Option 0x02¢(*; -
(4) (5) (6) (7) (8)
Net wor k Mask 255.0.0.0
(9)
Type2 TOS O Metric 20 Forwarder 0.0.0.0 Tag O
(10) (11) (12) (13)
External Ild 20.0.0.0 Router 192.168.100. 1
Age 1719 Seq 80000010 Sum 125a Length 36 Option 0x02¢(*; -
Net wor k Mask 255.0.0.0
Type2 TOS O Metric 20 Forwarder 0.0.0.0 Tag O
1) External
AS external LSA
| sa nssa-external NSSA
2) I d
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AS

3) Router
LSA I D

4) Age

LSA 10
5) Seq

LSA
6) Sum

LSA
7) Length

LSA
8) Option

(capability)

9) Network Mask

10) Type?2

Typel
Typel external
Type?2
Type2 external
11) Metric
(2)
12) Forwarder
(2)
0.0.0.0 LSA
13) Tag
(2)
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1.4 show ip ospf interface

OSPF

]

show ip ospf interface [detail]

]

OSPF
det ai |
OSPF

terminal pager

]

‘<ERROR> No OSPF is configured.

OSPF OSPF

OSPF

]
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rmt O:

show ip ospf interface detail
no:
Line physical status is (Up)
Line ospf status is (DR), priority is 1, transmit delay is 1
(3) (4) (5)
Nei ghbor Count is 0, Adjacent neighbor count is O
I nternet Address 192.168.100.1, Mask 255.255.255.0, Area 0.0
(7) (8) (9)
Ti mer intervals(in seconds): Hello 10, Dead 40, Wait 40, Ret
Router I D 192.16 100. 1, Net wor k Type BROADCAST, Cost: 10
(11) (12) (13)
Designated Router I D 192.168.100. 1, Interface Address 192.16
Backup Designated Router I D 0.0.0.0, Interface Address 0.0.0
Next hell o packet due in 00:00: 08
Packet statistics for 00:03:140
sent received
Hel | o: 6 6
Description 3 3
Request: 1 1
Updat e 3 2
Ack: 1 4
ni:
Line physical status is (Up)
Line ospf status is (DR), priority is 1, transmit delay is 1
Nei ghbor Count is 0, Adjacent neighbor count is O
I nternet Address 192.168.110.1, Mask 255.255.255.0, Area 0.0
Ti mer intervals(in seconds): Hello 10, Dead 40, Wait 40, Ret
Router I D 192.168.100. 1, Net work Type BROADCAST, Cost: 10
Designated Router I D 192.168.100. 1, Interface Address 192.16
Backup Designated Router I D 0.0.0.0, Interface Address 0.0.0
Next hell o packet due in 00:00:08
Packet statistics for 00:10:03
sent recei ved
Hel | o: 43 43
Description 6 6
Request: 2 2
Updat e 4 4
Ack: 3 7
Line physical status is (Up)
Line ospf status is (PtoP), transmit delay is 1
Nei ghbor Count is 1, Adjacent neighbor count is 1
I nternet Address 172.16. 1.1, Mask 255.255.255. 255, Area 0.0.
Ti mer intervals(in seconds): Hello 10, Dead 40, Wait 40, Ret
Router I D 255.255.255. 255, Net work Type POI NTOPOI NT, Cost: 1
Next hell o packet due in 00:00:01
Packet statistics for 00:10:03
sent received
Hel | o: 25 25
Description 8 5
Request: 3 1
Updat e 4 4
Ack: 3 7
| NKO :
Virtual Link o router 5.5.5.5 is (Up)
Line ospf status is (PtoP), transmit delay is 1
Transit area 0.0.0.3 via interface | an3
Ti mer intervals(in seconds): Hello 10, Dead 40, Retransmit 5
Router I D 255.255. 255. 255, Net work Type VI RTUALLI NK
Next hell o packet due in 00:00:08
Adj acency state Ful
Il anoO
Line physical status i (Up)
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3) Line ospf status is (DR)
OSPF
4) priority is 1

5) transmit delay is 10

LSU
6) Neighbor Count is 0, Adjacent neighbor is O
FULL
7) Internet Address 192.168.100. 1
I P
8) Mask 255.255.255.0
9) Area 0.0.0.0
I D
10) Timer intervals(in seconds)
Hel I o
Hel | o
Dead
Retransmit
11) Router 1D
I D
12) Network Type
POl NTOPOI NT
BROADCAST
VI RTUALLI NK
13) Cost
14) Designated Router I D 192.168.100. 1, Interface Addr es:
I D
0.0.0.0
15) Backup Designated Router I D O0.0.0.0, Interface Addr e
I D
0.0.0.0
16) Next hell o packet due in
Hel | o
OSPF
"No Hell os (Passive interface)"”
17) Packet statistics for
OSPF
OSPF
|l oopback VLI NK
OSPF

18) Virtual Link to router 5.5.5.5 is (Up)
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19) Transit area 0.0.0.3 via interface | an3

20) Adjacency state Ful/l
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11.1.5 show ip ospf neighbor

OSPF

[ ]

show ip ospf neighbor [detail]

show ip ospf neighbor router-id <router _id> detail
[ ]
OSPF
det ai l
OSPF
router-id <router_id> detail
OSPF
[ ]
( / )
( )
[ ]
OSPF
[ ]
terminal pager ( )

[ ]

‘<ERROR> No OSPF is configured.

OSPF OSPF

OSPF

<ERROR> No such neighbor.
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(0]
#

Nei ghbor

N

1)

2)

3)

4)

5)

6)

7)

8)

ei
N e
(

SPF

show ip ospf

Pri
(Priority)

St ate

Down
Nei ghbor

I nit

2- Way

ExStart

Exchange

Loading

Full

DR

B-DR

6ther

P.toP

.Deadt i me

Addr ess
I P

DDL

Reqgl

Rt r L

informati on

nei ghbor

with all/l

Point-to-Point

LSA

LSA

LSA

interfaces,

resul t:

Deadt i me

(4)
00:

00:

00:
00: 00:
00

W ww
~ © ©

[EEEN

© 0o
NNDN OO

f o~ =

@
"
()

[EEGEN
oo o
™ ™

[EEGEN
ooo
ooo
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# show ip ospf neighbor router-id 5.5.5.5 detail

Nei ghbor 5.5.5.5, interface address 192.168.1.5 - -
In the area 0.0.0.0 via interface | ano - -
Nei ghbor priority is 1, State is Full, 11 state changes - -
DR is 192.168.1. 1, BDR is 192.168. 1.5 - -
Options is 0x02 (*}|-1-1-1-1-1E}-) - -
Dead timer due in 00:00: 36 - -
Nei ghbor is up for 00: 03:40 - -
Dat abase Summary List O - -
Link State Request List O - -
Link State Retransmission List O - -

1) Neighbor 5.5.5.5, interface address 192.168. 1.5

I D
2) In the area 0.0.0.0 via interface | ano
3) Neighbor priority is 1, State is Full, 11 state chang

4) DR is 192.168.1.1, BDR is 192.168.1.5

5) Option is O0x02 (*}-1-1-1-1-1E}-)
Hel | o
0x02 (*i-i-i-1-1-1Ei-)
0x00 (*i-1-1-1i-1i-1-1-°)
0x08 (*i-1-1-iNPi-1-1-)
( NSSA)

6) Dead timer due in 00:00: 36

7) Neighbor is up for 00:03:40

Hel | o
8) Database Summary List O
LSA
9) Link State Request List O
LSA
10) Link State Retransmission List O
LSA
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11.1. 6 clear i p ospf statistics
[ ]
OSPF
[ ]
clear i p ospf statistics
[ ]
[ ]
( )
( )
[ ]
OSPF
[ ]
# clear ip ospf statistics
#
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12.1 | Pv4

12.1.1 show ip traffic

[
I P
[ ]
show ip traffic
show ip traffic { tcp | udp | ip icmp | i gmp | i psec |
[ ]
I P
tcp
TCP
udp
UDP
ip
I P
i cmp
| CMP
i gmp
I GMP
i psec
| Psec
pim
PI M
[ ]
( / )
( )
[ ]
I P
[ ]
# show ip traffic
tcp:
170 packets sent
145 data packets (29694 bytes)
1 data packet (18 bytes) retransmitted
0 resends initiated by MTU discovery
19 ack-only packets (10 del ayed)
0 URG only packets
0 window probe packets
0 window update packets
5 control packets
217 packets received
145 acks (for 29706 bytes)
1 duplicate ack
0 acks for unsent dat a
121 packets (14492 bytes) received in-sequence
0O compl etely duplicate packets (0 bytes)

12 176



O old duplicate packets
0 packets with some dup data (0 bytes duped)
3 out-of-order packets (42 bytes)
0 packets (0 bytes) of data after window
0 window probes
0 window update packet s
0 packets received after close
0 di scarded for bad checksums
0 di scarded for bad header offset fields
0 di scarded because packet too short
0 discarded for bad/no md5 signatures
3 connection requests
4 connection accepts
0 bad connection attempts
0O Ilisten queue overfl ows
6 connections established (including accepts)
2 connections closed (including 1 drop)
1 connection updated cached RTT on cl ose
1 connection updated cached RTT variance on cl c
0 connections updated cached ssthresh on close
1 embryonic connection dropped
145 segments updated rtt (of 145 attempts)
1 retransmit timeout
0 connections dropped by rexmit timeout
0O persist timeouts
0 connections dropped by persist timeout
22 keepalive timeouts
0 keepalive probes sent
0 connections dropped by keepalive
22 correct ACK header predictions
64 correct data packet header predictions
udp:
250 datagrams received
0 with incomplete heade
0O with bad data | ength field
0 with bad checksum
O dropped due to no socket
224 broadcast/ multicast datagrams dropped due to no soc
O dropped due to full socket buffers
0 not for hashed pch
26 delivered
26 datagrams outoput
i p:
467 total packets received
0 bad header checksums
0 with size smaller than mini mum
0 with data size < data | ength
0 with ip length > max ip packet size
0O with header | ength < data size
0 with data | ength < header | ength
0 with bad options
0 with incorrect version number
0 fragments received
0 fragments dropped (dup or out of space)
0 fragments dropped after timeout
0 packets reassembled ok
467 packets for this host
0 packets for unknown/unsupported protocol
0 packets forwarded
0 packets not forwardabl e
0 redirects sent
197 packets sent from this host
0 packets sent with fabricated ip header
0 output packets dropped due to no bufs, etec.
0 output packets discarded due to no route
0O output datagrams fragmented
0 fragments created
0 datagrams that can't be fragmented
O tunneling packets that can't find gif
i cmp:
0 calls to icmp_error
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0 errors not generated 'cuz old message was i cmp
0 messages with bad code fields
0 messages < minimum | ength
0 bad checksums
0 messages with bad | ength
0 message responses generated
i gmp:
0 messages received
0 messages received with too few bytes
0 messages received with bad checksu
0 membership queries received
0 membership queries received with invalid field(s)
0 membership reports received
0 membership reports received with invalid field(s)
0 membership reports received for groups to which we be
0 membership reports sent
i psec:
0O inbound packets processe successfully
O inbound packets violated process security policy
0 inbound packets with no SA availabl e
O invalid inbound packets
0 discard inbound packets by interface down
O inbound packets failed due to insufficient memory
0O inbound packets failed getting SPI
O inbound packets failed on AH replay check
0O inbound packets failed on ESP replay check
O inbound packets considered authentic
0O inbound packets failed on authentication
O inbound packets considered authentic(ESPinAut h)
0O inbound packets failed on authentication(ESPinAuth)
0O outbound packets processed successfully
0 outbound packets violated process security policy
0O outbound packets with no SA availabl e
0 invalid outbound packet s
0O outbound packets failed due to insufficient memory
0 outbound packets with no route
0O i psec gqgueue overfl ows
pi m
0 messages received
0 bytes received
0 messages received with too few bytes
0 messages received with bad checksum
0 messages received with bad version
0 data register messages received
0O data register bytes received
0 data register messages received on wrong iif
0 bad registers received
0 full checksum registers received
0O data register messages sent
0 data register bytes sent
#
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12.

1.

#
#

clear

clear 1 p

p

ip

traffic

traffic

traffi

c
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12.2 | Pv©b6

12.2.1 show ipve6 traffic

[ ]
| Pv6
[ ]
show ipve6 traffic
show ipvé6 traffic { tcp | udp | ip icmp | i psec }
[ ]
I Pv6
tcp
TCP
udp
UDP
ip
| Pv 6
i cmp
| CMP
i psec
| Psec
[ ]
( / )
( )
[ ]
| Pv 6
[ ]
# show ipveée traffic
tcpb6:
0 packets sent
0 data packets (0 bytes)
0 data packets (0 bytes) retransmitted
0 ack-only packets (0 del ayed)
0 URG only packets
0 window probe packet s
0 window update packets
0 control packets
0 packets received
0 acks (for O bytes)
0 duplicate acks
0 acks for unsent dat a
0 packets (0O bytes) received in-sequence
0O completely duplicate packets (0 bytes)
0 old duplicate packets
0 packets with some dup. data (0 bytes duped)
0 out-of-order packets (0 bytes)
0 packets (0 bytes) of data after window
0 window probes
0 window update packet s
0 packets received after cl ose
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udp6:

i p6:
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i cmp6:

0 calls to icmp6_error
0O errors not generated because old message was icmpb6
0O errors not generated because rate | imitation
Out put histogram:
echo: 5
echo reply: 5
mul ticast |istener report: 1
nei ghbor solicitation:
nei ghbor advertisement: 2
0 messages with bad code fields
0 messages < minimum | ength
0 bad checksums
0 messages with bad | ength
I nput histogr am:
echo 5
echo reply: 15
nei ghbor solicitation 2
nei ghbor advertisemen 2
Hi st ogram of error messages to be generated
0O no route
0 administratively prohibited
0O beyond scope
0 address unreachabl e
0O port wunreachabl e
0 packet too big
0O time exceed transit
0 time exceed reassembly
O erroneous header field
0O unrecognized next header
0O unrecognized option
0 redirect
0 unknown
5 message responses generated
0 messages with too many ND options
i psecé6:
O inbound packets processed successfully
0O inbound packets violated process security policy
O inbound packets with no SA available
0 invalid inbound packet s
0O discard inbound packets by interface down
0O inbound packets failed due to insufficient memory
O inbound packets failed gettin SPI
0O inbound packets failed on AH replay check
O inbound packets failed on ESP replay check
O inbound packets considered authentic
O inbound packets failed on authentication
O inbound packets considered authentic(ESPinAut h)
O inbound packets failed on authentication(ESPinAuth)
0 outbound packets processed successfully
0O outbound packets violated process security policy
0 outbound packets with no SA avail abl e
O invalid outbound packets
0 outbound packets failed due to insufficient memory
0O outbound packets with no route
0O i psec queue overfl ows
#
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12.

2.2

| Pv 6

]

clear

| Pv 6

# clear

clear i pve6

i pve6

i pve

traffic

traffic

traffi

c

12
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13.1 | Pv4
13.1.1 show ip filter
[
I P
[ ]
show ip filter [interface <interface_name>] [all]
[ ]
I P
interface <interface_name>
I P
all
I P
[ ]
( / )
( )
[ ]
I P
[ ]
# show ip filter
[llanO0] ---(1)
I Pv4d filter
default:spi---(2)
static table:6---(3)
action acl _count dir
[ 0] pass 1 in
[ 1] pass 21 out
[ 2] reject 500 rev
(5) (14)
action src | P/ mask: port
dst | P/ mask: port
[ 3] pass any
any
[ 4] pass any: 21
any:any
[ 5 1 pass 10.0.0.0/8:5000
(4) (15) (6) (7)(8)
192.168.1.0/24:6000
(9) (10) (11)
dynamic table:1---(19)
action src(dst) | P/ mask: port
dst (src) | P/ mask: port
[ 0] pass 192.168.1.2/32: any
10.36.195.28/32:54063
SPI table:1---(21)
action src(dst) | P/ mask: port dst (src) | P/ mask: port
[ 0] pass 192.168.1.2/32: any
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10.36.195.28/32: any

1)

2) | P

3)

4)

5) ACL

6) I P
7) I P
8)

9) I P

1)

2)

3) TCP
4)

any:

N

16) TOS
17) ICMP TYPE
18) | CMP CODE
19)
20) [*10 ]
al | expire
21) SPI
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13.1. 2 show ip filter statistics
[ ]
I P
[ ]
show ip filter statistics [interface <interface_name>]
[ ]
I P
interface <interface_name>
[ ]
( / )
( )
[
I P
[ ]
# show ip filter statistics
[llanO0] ---(1)
Il Pvd filter
packet in out
pass(static) 358---(2) 2---(3)
pass(dynamic) 0---(4) 0---(5)
pass(SPI) 1---(6) 1---(7)
reject 0---(8) 0---(9)
tot al 359---(10) 3---(11)
[al I]
I Pv4d filter
|l ack of memory 0---(12)
SPI table I imit over 0---(13)
1)
2)
3)
4)
5)
6) SPI
7) SPI
8)
9)
10)
11)
12) SPI
13) SPI
13 I P
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1.3 show ip filter summary

]
I P
]
show ip filter summary [interface <interface_name>] [tot
]

interface <interface_name>

tot al
al |l
]
( / )
( )
I P
]
# show ip filter summary
[llan0] ---(1)
I Pvd filter
static tabl e 1---(2)
dynamic tabl e 0---(3)
SPI tabl e 1---(4)
al |l ]
I Pv 4 ilter
static tabl e 1---(5)
d amic tabl e 0---(6)
SPI tabl e 1---(7)
1)
2)
3)
4) SPI
5)
6)
7) SPI
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cl

p

ip

ear |
filter
)
)
filter

p filter

statistics

statistics

stati

St

Ccs

13
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2 | Pve6

13

|l ter

1 show ipve6 f

2.

13.

Pv 6

[all]

_name>]

<interface

[interface

| ter

f

i pve6

show

name?>

nterface <interface

P

Pv 6

ipve filter

show
[ 1 an0]
| Pv6

#

def

table: 6---(3)

static

acl count di

action

pass

out

21

pass
reject

'
4

O

_ —

O ~
o 0
0 —

| P/ prefixlen:port

rc

S

action

port

| P/ prefixlen:
any
21

dst

any:

pass

3]

any:

table:1---(18)

action

dynami c

Il P/ prefixlen:

rc

S

1---(20)

tabl e:

SPI

port

I P/ prefixlen:

rc

S

action

| P/ prefixlen:port

dst
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N
~N ™
~ ~
[R
NN
™ ™
N

N N

1)

2) | P

3)

4)

5) ACL

6) I P
7) I P
8)

9) I P

1)

2)

3) TCP
4)

any:

N

5)
6) | CMP TYPE
7) | CMP CODE
8)
9) [ 10 ]
al | expire

N el

20) SPI
21) Traffic Class
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2.2 show ipv6 filter statistics

| Pv 6

]

show ipv6 filter statistics [interface <interface_name>]

]

I P
interface <interface_name>

]
( / )
( )
I P
]
# show ipv6é filter statistics
[llanO0] ---(1)
I Pve filter
packet in out
pass(static) 358---(2) 2---(3)
pass(dynamic) 0---(4) 0---(5)
pass(SPI) 1---(6) 1---(7)
reject 0---(8) 0---(9)
tot al 359---(10) 3---(11)
[al l]
I Pve filter
|l ack of memory 0---(12)
SPI table I imit over 0---(13)
1)
2)
3)
4)
5)
6) SPI
7) SPI
8)
9)
10)
11)
12) SPI
13) SPI
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13.

2.3 show ipve6e fil

| Pv 6

]

show ipve6 filter

]

interface <interface_name>

tot al
al l
]
(
( )
]

| Pv 6
]

h o ipve filter

[llan0] ---(1)

I Pve filter
static tabl e
dynamic tabl e
SPI tabl e

[al l]

Il Pve filter
static tabl
dynamic tab
SPI tabl e

e
I e

1)

2)

3)

4) SPI

5)

6)

7) SPI

summary

summary

[interface

summary

o
'

o
'

—_~—

—_~—

A wnN
—— —

~N O O
—— —

<interface_name>]
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| Pv 6

]

clear

| Pv 6

]

# clear
#

clear 1 pve6e filter

i pve6

i pveé

filter

filter

statistics

statistics

stati

St

Ccs

13
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DS

14

DS
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14.1 1 Pv4 | DS
14. 1.1 show ip ids statistics
[ ]
I DS
[ ]
show ip ids statistics [interface <interface_name>]
[ ]
I DS
interface <interface_name>
[ ]
( / )
( )
[ ]
I DS
[ ]
# show ip ids statistics
[llan0] ---(1)
I Pv4d |1 DS
event in
Unknown | P protocol 0 ---(2)
Land attack 0 ---¢(3)
Short | P header 0 ---(4)
Mal formed | P packet 0 ---(5)
I P option
Mal formed | P option 0 ---(6)
Security | P option 0 ---(7)
Loose routing | P option 0 ---¢(8)
Record route | P option 0 ---(9)
Stream I D I P option 0 ---(10)
Strict routing | P option 0 ---(11)
Ti mestamp | P option 0 ---(12)
I CMP
| CMP source quench 0 ---(13)
| CMP ti mestamp request 0 ---(14)
| CMP timestamp reply 0 ---(15)
| CMP information request 0 ---(16)
I CMP information reply 0 ---(17)
| CMP address mask request 0 ---(18)
| CMP address mask reply 0 ---(19)
UDP
UDP short header 0 ---(20)
UDP bomb 0 ---(21)
TCP
TCP no bits set 0 ---(22)
TCP SYN and FI N 0 ---(23)
TCP FIN and no ACK 0 ---(24)
FTP
FTP i mproper port 0 ---(25)
14 I DS
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1)

2) Protocol 134

3) I P I P

4) 1 p |l engt h

5) Il ength

6)

7) Security and handling restriction header

8) Loose source routing header

9) Record route header

10) Stream identifier header

11) Strict source routing header

12) Internet timestamp header

13) source quench

14) ti mestamp request

15) timestamp reply

16) information request

17) information reply

18) address mask request

19) address mask reply

20) UDP |l ength 8

21) UDP Il ength

22)

23) SYN FIN

24) ACK FI N

25) PORT PASV 1024 65535
14 I DS
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I DS

clear

I DS

]

# clear
#

cl

p

p

ear

ds

i ds

i p ids

statistics

statistics

stati

St

Ccs
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15

NAT

15

NAT
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NAT

15

nterface

nat i

Y

show

1.1

15.

NAT

[all]

_nhame >]

[interface <interface

nat

p

show

NAT
nterface

name?>

nterface <i

NAT

NAT

al

nat

p

show

Dest Addr / Por
Dest Addr

PrivateAddr/ Port
PrivateAddr: |l cmp_1d
10.

- .- (1)

extended

1/
- - (11) - - -

10.
10.

195.
195.
195

36.
36.
36.

2/ 1055
(10)

ez @) ==-=-=

192.
192.

2/ 1054
.2/1053

1.
1.
1

1 192.168.

-(8) -
195.136/10030 168.
195.136/10029 168.

36.
36.

36.195
ccosasc(P)sacas-s

10.
10.
10.

Dest Addr / Por

PrivateAddr/ Port
10.

tabl e queue

Gl obal Addr / Por t

cation

— 0 X

195. 2¢

36.

168.1.2/1034

192.

136/10010

10.36.195.

0]

Dest Addr / Por
Dest Addr

PrivateAddr/ Port
PrivateAddr :

tabl e queue
Gl obal Addr / Por t
Gl obal Addr :

NAT

lcmp_1Id

lcmp_1Id
255/ 0
0

0/

255/ 0
0/ 0
. 136:

36. 195.
36. 195.
36. 195

10
10.
10

36. 195.
36. 195.
36. 195.136:

10
10.
10

—_——

O N

queue

tabl e

addr ess

Dest Addr
0

PrivateAddr
168.

192.

Gl obal Addr
36.195.136

10.

NAT

1)

200

NAT
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nat table is extended

nat table is nor mal

2)

3)

4)

5)

6)

7) | P

8) | CMP_1I D

10) I CMP_1D
11) I P
12)
13) [ 10 ]
al | expire
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1.2 show i p nat statistics

NAT

show ip nat statistics

( / )
( )
]
NAT
]
# show ip nat statistics
nat table is extended ---(1)
to Global to Private
transl at e 85 ---(2) 63 ---(3)
error 0 ---(4) 0 ---(5)
fragment
transl at e 0 ---(6)
error 0 ---(7)
current peak I i mit
nat tabl e 12 ---(8) 12 ---(9) 23031 ---(10)
error accounting
|l ack of memory 0 ---(11)
table not found 0 ---(12)
too small packet 0 ---(13)
same node 0 ---(14)
ot her reason 0 ---(15)
1) NAT
nat table is extended
nat table is nor mal
2) -
3) -
4) -
5) -
6)
7)
8) NAT
9) NAT ( NAT NAT )
10) NAT
11)
12)

15 NAT 202



13)

14) dynamic NAT table queue NAT I P
I P NAT
dynamic NAT table queue dynamic NAT
NAT I P I P
NAT dynamic NAT table queue
15)
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15.

1.3 show i p nat

NAT

show ip nat summary

NAT
interface <interface_name>
NAT
al |
NAT
]
( / )
( )
]
NAT
]
# show ip nat summary
nat table is extended ---(1)
[ rmt O] ---(2)
ap O ap-001
- (3) - - (4)--
dynamic NAT table queue
tabl e: 3 ---(5)
application table queue
table: 1
static NAT table queue
tabl e: 3
address table queue
table: 1
1) NAT
nat table is extended
nat table is nor mal
2)
3)
4)
5)

summary

[interface

<interface_name>]

[all]

15 NAT
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15. 2 NAT

15. 2.1 clear i p nat statistics
[ ]
NAT
[ ]
clear i p nat statistics
[ ]
[ ]
( )
( )
[ ]
NAT
[ ]
# clear i p nat statistics
#

15 NAT 205



16

16

206



16

16.

1
1.1 show ip multicast group
]
]
show ip multicast group [interface <interface_name>] [gr ¢
]
interface <interface_name>
group <group_address>
]
( / )
( )
]
]
# show ip multicast group
I nterface Querier Upti me QTi mer Expire Flags
Il anoO me 0000.00:00:00 45 0 QUERI EF
(1) (2) (3) (4) (5) (6)
Gr oup Reporter Upt i me
239.255.255.10 192.168.1.100 0000.00:03: 27
239.255.255.11 192.168.1.100 0000.00:01: 24
(7) (8) (9)
Interface Querier Upt i me QTi mer Expire Flags
|l an1l 192.168. 2. 2 0000.00:01: 23 55 160
Gr oup Reporter Upti me
239.255.255.12 192.168.2.100 0000.00: 00: 21
Tot al Mul ticast Groups: 3 ---(10)
#
1)
2) | GMP Gener al Query ( me )
3) I GMP Query ( Querier 0)
4) |1 GMP General Query
5) Other Querier Present Interval
6)
QUERI ER

| GMP Querier

16
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7)
224.0.0.0/ 24

8) | GMP Member ship Report
9) | GMP Member ship Report
10) | GMP
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1.2 show ip multicast interface

]

show ip multicast interface [interface <interface_name>]

interface <interface_name>

( / )
( )
# show ip multicast interface
Interface Thresh Address Subnet Fl ags
Il anoO 1 192.168.1.1 192.168.1 Pl M
l anl 1 192.168.2.1 192.168. 2 DR NO- NBR
|l an2 1 192.168.10. 1 192.168.10 DR NO- NBR
register 1 192.168.1.1
(1) (2) (3) (4) (5)
Tot al Interfaces: 3 ---(7)
Tot al Nei ghbors: 3 ---(8)
#
1)
Pl M- SM PI' M Register r
2) TTL
3) I P
4)
5)

DI SABLED

D OWN

DR
(DR: Designated Router)
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Pl M
Pl M
P2P

Point-to-Poi

NO- NBR

6)
7)
8)

nt

16
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16.

1.3 show ip

]

show ip

]

mul ticast

interface <intert

# show ip

I nterface Il ncomin
| ano0 2

g
8
|l anl 0
0

register

(2)

1)
PI M- SM

2)
3)
4)

mul ticast

mul ti cast

interface

ace_name>

interface

PI' M Register

i nterface statistics

statistics [interface <inter/

statistics

16
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16.

1. 4 show i

Pl M- SM

]

show ip

]

PI M- SM
address
| P
]
(
(
]

# show ip

mul ticast

mul ticast

p multicast pimsm rp

pimsm rp [address

<ip_address>

Pl M- SM

pimsm rp

Current BSR address: 192.168. 1.1 - - - (1)
RP-address I ncomi ng Group prefix Priority
192.168. 1.1 l anoO 224/ 4 0
192.168.10. 1 |l an3 224.255/ 16 0

(2) (3) (4) (5)
Tot al RPs 2 -(7)
#
1) BSR
2) RP
3)
4)
5)
6)

RP infinity

7) RP

<ip_address>]

Hol dt i me
95
20

16
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16.

1.5 show i p multicast

]
]
show ip multicast protocol
]
]
( / )
( )
]
]
# show ip multicast protocol
Pl M- SM (1)
#
1)

not running

Pl M- DM
Pl M- DM
Pl M- SM
Pl M- SM

protocol

16
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1.6 show i p multicast route

]

show ip multicast route [source <ip_address>] [group <gr

source <ip_address>

any
((C*, G) )
group <group_address>
]
( / )
( )
]
]
# show ip multicast route
Source Group RP-addr Fl ags
any 239.255.20.1 192.168. 2.1 wcC
(1) (2) (3) (4)
I ncomi ng | anO ---(5)
Upstream :192.168. 1.1 ---(6)
Preference : 0 (0x00000000) - - - (7))
Metric : 0 (0x00000000) ---(8)
Entry Ti mer 200 ---(9)
J/ P Ti mer 30 ---(10)
RegSup Ti mer 0 ---(11)
Assert Ti mer 0 ---(12)
Interface Join Prune Leave Assert Out JoinTimer PruneTi mer
| ano0 OF F OF F OF F OFF OFF 0 0
l anl OF F OFF ON OFF ON 0 0
|l an2 OF F OF F OF F OFF OFF 0 0
register OF F OFF OF F OFF OFF 0 0
(13) (14) (15) (16) (17) (18) (19) (20)

Total Groups: 1 ---(21)
Total Cache MIRRORs: 1 ---(22)
Tot al Mul ti cast Routing Tables: 1 - - -

(C*, G) ) any
2)
3) RP (Pl M-SM )
4)
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SPT

SPT (Pl M- SM

SPT RP
SPT

wC

RP

RP (Pl M- SM

CACHE

ASSERTED

SPT
SPT

Assert
PI'M Assert
PI'M Assert Assert
Assert

SG

(S, G) (Pl M- SM
5)
6)
7)
8)
9)
10) Join/ Prune (Pl M- SM
11) Register-Suppression (Pl M- SM )
12) Assert
13)

Pl M- SM PI' M Register
14) (Join
15) (Prune )
16) ( )
17) (Assert )
18)
19) Join (Pl M- SM
20) Prune (Pl M- DM )
21)

(*., G) (S, G)
22) CACHE
23)

(*,G6) (S, 0G)
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16. 1.7 show i p multicast route kernel
[ ]
I P
[ ]
show ip multicast route kernel [ source <ip_address>] [gr
show ip multicast route kernel summary
[ ]
I P
source <ip_address>
group <group_address>
summary
I P
[ ]
( / )
( )
[
I P
[ ]
# show ip multicast route kernel
Source Group Il ncomi ng Out goi ngs
192.168. 2. 2 239.255.30.1 Il anoO l anl | an2 | an3 | an/
rmtl rmt2 rmt3 r mt¢
192.168. 2. 2 239.255.30. 2 Il anoO l anl | an2
192.168. 2. 2 239.255.30. 3 |l anil |l an2
(1) (2) (3) (4)
Tot al Mul ti cast Routing Tables: 3 --- (5)
#
1)
2)
3)
4)
5)
16 216



6)

#

show i p multicast
Entry:3 - - -

;
(6

oute kernel summary
)
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16. 1. 8 show ip multicast route kernel stat
[ ]
I P
[ ]
show ip multicast route kernel statistics [source <i
[ ]
I P
source <ip_address>
group <group_address>
[ ]
( / )
( )
[ ]
I P
[ ]
# show ip multicast route kernel statistics
Source Group Packet s
192.168. 2.2 239.255.30.1 7
192.168. 2. 2 239.255.30. 2 5
192.168. 2. 2 239.255.30. 3 3
(1) (2) (3)
Tot al Mul ti cast Routing Tabl es 3 - - - (4)
#
1)
2)
3)
4)
16 218
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1.9 show ip multicast statistics

]

show ip multicast statistics

( / )
( )
]
]

# show ip multicast statistics

mul ticast forwarding: ---(1)
O multicast forwarding cache | ookups
O multicast forwarding cache misses
0O upcalls to multicast daemon
O upcall queue overfl ows
O upcalls dropped due to full socket buffer
0 cache cleanups
0 datagrams with no route for oriagin
0 datagrams arrived with bad tunneling
0 datagrams could not be tunnel ed
0 datagrams arrived on wrong interface
0 datagrams selectively dropped
0 datagrams dropped due to queue overfl ow
0 datagrams dropped for being too | arge

1)
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16. 2
16. 2.1 clear i p multicast interface stati
[ ]
[ ]
clear i p multicast interface statistics
[ ]
[ ]
( )
( )
[ ]
[ ]
# clear i p multicast interface statistics
#
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16.

2. 2
|
]
clear
]
]
|
]
# clear
#

cl

p

p

ear 1ip

mul ticast

mul ticast

mul t i

rout e

rout e

cast

ker nel

kernel

route kernel

statistics

statistics

stati

16
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]

clear

# clear
#

cl

p

p

ear 1ip
mul ticast
)
)

mul ticast

mul t i

cast

statistics

statistics

stati

St

Ccs

16
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17.1 1 Pv4 DHCP
17.1.1 show ip dhcp
[ ]

| Pv4 DHCP

[ ]

show ip dhcp [interface <interface_name>]
[ ]
DHCP
interface <interface_name>
DHCP
[ ]
( / )
( )
[ ]
DHCP
|l Pv4 DHCP
DECLI NE
I P
I P DECLI NE I P Address List
|l Pv4 DHCP

DHCP
Il Pv4 DHCP

| Pv4d DHCP

DHCP
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Il Pv4 DHCP

# show ip dhcp interface | ano
[l an0] | Pv4 DHCP Server Informations
Lease | P Address 192.168. 1. 2 [ Range: 253] --- (1)
Subnet Mask 255.255.255.0 --- (2)
Def ault Router Address 192.168.1.1 --- (3)
DNS Server Address 192.168. 1.1 --- (4)
TI ME Server Address 192.168.1.1 --- (5)
NTP Server Address 192.168.1.1 --- (6)
WI NS Server Address 192.168. 1.1 --- (7)
SI'P Server Name/ Address 192.168.1.1 --- (8)
Domai n Name fujitsu.com --- (9)
Lease Ti me 0001.00: 00:00 --- (10)
Active Client List:
No. | P address MAC address Lease remain
(11)(12) (13) (14)
001 192.168.1.2 00: 00:00: 00:00:00 0000.23:59:00
002 192.168.1.3 00: 00:00:00:00:00 0000.23:59:00
003 192.168.1. 4 00: 00:00: 00:00:00 0000.23:59:00
004 192.168.1.5 00: 00:00:00:00:00 0000.23:59:00
005 192.168.1.6 00: 00:00: 00:00:00 0000.23:59:00
DECLI NE I P Address List:
N o I P address Reusabl e ti me
(15) (16)
001 192.168.1.7 0000.23:59:00
#
1) I P [ ]
2)
3)
4) DNS
5)
6) NTP
7) WI NS
8) SI P
9)
10)
11)
12) I P
13) MAC
14)
15) I P
16)
| Pv4 DHCP
# show ip dhecp
[lanO] | Pv4 DHCP Relay Agent I nformati on
Forwarding DHCP Server: 192.168.3.1 --- (1)
#
1) DHCP
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| Pv4 DHCP
# show ip dhecp
[l an0] | Pv4 DHCP Client Informations
Leased | P Address 192.168.1.2 --- (1)
Subnet Mask 255.255.255.0 --- (2)
Def ault Router Address 192.168.1.1 --- (3)
DHCP Server Address 192.168. 1.1 --- (4)
TI ME Server Address 192.168. 1. 3 -- (5)
NTP Server Address 192.168. 1. 4 - - (6)
DNS Server Address 192.168. 1.1 --- (7)
Domai n Name fujitsu.com --- (8)
Lease Ti me 0001.00:00:00 --- (9)
Renewal Ti me 0000.12: 00:00 --- (10)
Rebinding Ti me 0000.18: 00:00 --- (11)
Lease Expire Tue Dec 1 14:00:13 1998 - - -
Client Status BOUND --- (13)
#
1) I P
2)
3)
4) DHCP
5)
6) NTP
7) DNS
8)
9)
10) (T1)
11) (T2)
12)
13) DHCP
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17.2 1 Pve DHCP
17.2.1 show i pv6 dhecp
[ ]
| Pv6é DHCP
[ ]
show ipv6 dhcp [interface <interface_name>]
[ ]
| Pv6 DHCP
interface <interface_name>
DHCP
[ ]
( / )
( )
[ ]
DHCP
|l Pv6 DHCP
|l Pvé DHCP
| Pvé DHCP
| Pvé DHCP
DHCP
[ ]
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|l Pv6é DHCP

# show ipveée dhcp

[ rmt O] | Pv6 DHCP Server Informations

Server DUI D 0003000100000e58a00b ---(1)

Server Preference 0 ---(2)

Lease Address from 2001:db8::1200 ---¢(3)

t o 2001:db8::1ff ---(4)

DNS Server Address 2001:db8::1 ---(5)

2001: db8::3 ---(6)

DNS Domai n Name fujitsu.com ---(7)

SI P Server Address 2001:db8::2 ---(8)

2001: db8::4 ---(9)

SI P Domai n Name voip.fujitsu.com ---(10)

voip2.fujitsu.com ---(11)

SNTP Server Address 2001:db8::9 ---(12)

2001: db8::10 ---(13)

Active Client List:

No. | Pv6é address Lease remain
Client DUI D I Al D

(14)(15) (16)

001 2001:db8::100 0000.23:59:00
(17) (18)
000100010d9e75e70019db134032 134224347

Active PD Client

Client DUI D 0003000100000a65f034 ---(19)

I Al D 2 ---(20)

Prefix/ Prefixlen 2001:db8::/48 ---(21)

Preferred Lifetime infinity ---(22)

Valid Lifeti me infinity ---(23)

Del egated Ti me Wed May 26 09:56:28 2004 ---(24)

Lease remain infinity ---(25)

#

1) DUl D

2)

3) | Pv6

4) | Pv6

5) DNS

6) DNS

7) DNS

8) SI P

9) SI P

10) SI P

11) SI P

12) SNTP

13) SNTP

14)

15) | Pv 6

16)

17) DUI D

18) I Al D

19) PD DUl D

20) PD I Al D

21)

22) Preferred Lifetime

23) Valid Lifetime
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24)

25)

|l Pvé DHCP

# show ipv6é dhecp

[rmtO] | Pvé DHCP Client I nformations

Client Status ACTI VE ---(1)

I Al D 2 ---(2)

Client DUI D 0003000100000e58a00b ---(3)

Server DUI D 000100010ee29225000d56918090 --- (4

Server Preference 0 ---(5)

DNS Server Address 2001: db8::1 ---(6)
2001:db8::3 ---(7)

DNS Domai n Name fujitsu.com ---(8)

SI P Server Address 2001:db8::2 ---(9)
2001:db8::4 ---(10)

SI P Domai n Name voip.fujitsu.com ---(11
voip2.fujitsu.com ---(12)

SNTP Server Address 2001: db8::9 ---(13)
2001:db8::10 ---(14)

Del egated Ti me Wed May 26 09:56:28 2004 ---(15)

Upti me 0000.00:00:41 ---(16)

Tl (Renewal Ti me) infinity ---(17)

T2 (Rebind Ti me) infinity ---(18)

Preferred Lifetime infinity --(19)

Valid Lifeti me infinity ---(20)

Prefix/ Prefixlen 2001: db8::/48 ---(21)

Assign Interface List

I/ F Name i x|l en

rmt 1 :1::/64 ---(22)

rmt 2 1 2::/164

rmt 3 1 2::/164

#

1)

2) I Al D

3) DUl D

4) DUl D

5)

6) DNS

7) DNS

8) DNS

9) SI P

10) SI P

11) SI P

12) SI P

13) SNTP

14) SNTP

15)

16)

17) T1

18) T2

19) Preferred Lifeti me

20) Valid Lifetime

21)

22)
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2. 2
]
| Pve D
]
clear
]
]
]
DHCP
|l Pvée D

cl ear i

HCP

i pve6

HCP

| Pv6 DHCP

]

# clear
#

i pve6

dhcp

dhcp

pve dhcp

server

server

server
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18

18.

1 VPN
1.1 show dvpn client
]
VPN
]
show dvpn client user
show dvpn client user summar
]
summary
]
( / )
( )
]
VPN
]
# show dvpn client user
No. (1) Status(2) User | D (3)
Pri (4)Trs(5) Server (6)
(7) El apsed Ti me
[0001] | DLE | Psecl KE) 2001
1 UDP [2001: db8: : 1]
0000.00: 00: 45
[ 0002] REGI STER |l Psecl KE) c0as8
2 UDP 192.168.1.1:5
0000.00: 00: 45
[ 0003] REGI STER TOKYO@f ujitsu
1 UDP dvpnserver . fu
0000.00: 00:00
Total Users 3 (9)
#
# show dvpn client user summary
Total Users 3)
#
1) No.
2) Status
I NI'T

REGI STER

y

o o
[l )

user

oo
WTOoOWrOWOoUT
o0 3o

- 0
o C
o

N O

o
o

.com: 5061
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| DLE
UPDATE
DELETE

3) User 1| D

I D
4) Pri
5) Trs
UDP
UDP

6) Server

7) El apsed Ti me

8) Expire

9) Tot al Users
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18.

1.2 show dvpn client session
VPN
show dvpn client session
show dvpn client session summary
summary
( / )
( )
VPN
# show dvpn client session
No. (1) Status (2) El apsed Ti me Expire (4)
User Agent Client (5) (3)
User Agent Server (6)
[0001] CONNECTED 0000.00: 00: 30 300
*] Psecl KE)20010db8000000000000000000000000/ 64 @f ujitsu
|l Psecl KE)20010db8000000010000000000000000/ 64@f ujitsu.c
[0002] I NVI TE 0000.00: 00: 00 0
TOKYO@f ujitsu.com
*KAWASAKI @f ujitsu.com
[0003] CONNECTED 0000.00: 00: 45 300
*] Psecl KE) c0a80100/24@f ujitsu.com
| Psecl KE) c0a80200/24@f ujitsu.com
Tot al Sessions 2 (7)
#
# show dvpn client session summary
Tot al Sessions 2
#
1) No.

2) Status

I NVI
|

re-1|1
r

I NVI
|

TE
NVI TE
NVI TE
e-I NVITE
TE_RECV
NVI TE
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3)

4)

5)

6)

7)

RESPONSE
RESPONSE

ACK

: ACK

CANCEL
CANCEL

BYE

: BYE

CONNECTED

RECONNECT

El apsed Ti me

Expire
User Agent Client
I D
I D
User Agent Server
I D
I D
Tot al Sessions
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18.

18.

2 VPN

2.1 show dvpn server

VPN

]

show dvpn server

]

( / )
( )
]
VPN
]

# show dvpn server
Domai n Name : fujitsu.com
Status : ACTI VE
Aut henticate : ON
Tot al Users 2
Total Sessions : 1
#
1) Domai n Name
2) Status

ACTI VE

I NACTI VE
3) Authenticate

ON

OFF
4) Tot al Users
5) Tot al Sessions

A~~~ e~~~
aprwN P
—— — — —
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18.

2.2 show dvpn server user

VPN

]

show dvpn server user
show dvpn server user summary

]

summary

( / )
( )
VPN
# show dvpn server user
No. (1) User Name (2)
Pri (3)Trs Contact (4) (5) (6)
[0001] |l Psecl KE)20010db8000000000000000000000000/ 64
1 UDP [2001:db8::1]:5061 0000.00:00: 45 3600
2 UDP [2001:db8::2]:5061 0000.00:00: 30 3600
[0002] |l Psecl KE) c0a80100/ 24
1 UDP 192.168.1.1:5060
2 UDP 192.168.1.2:5060
[ 0003] TOKYO
2 UDP [2001:db8::3]:5060 0000.00:00: 45 3600
Tot al Users 3 (8)
#

# show dvpn server user summary

Tot al Users 3
#
1) No.

2) User Name

3) Pri

4) Trs

UDP
UDP

5) Contact
Contact
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6) El apsed Ti me

7) Expire

8) Tot al Users
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2.3 show dvpn server session

VPN

]

show dvpn server session
show dvpn server session summary

]

summary

( / )
( )
VPN
# show dvpn server session
No. (1) Status (2) El apsed Ti me Expire (4)
Pri (5)User Agent Client (6) (3)
Pri (5)User Agent Server (7)
[0001] CONNECTED 0000.00: 00: 30 300
1 |l Psecl KE) 20010db8000000000000000000000000/ 64
1 |l Psecl KE) 20010db8000000010000000000000000/ 614
[0002] I NVI TE 0000.00: 00:00 0
1 TOKYO
10 KAWASAKI
[0003] CONNECTED 0000.00: 00: 30 300
1 | Psecl KE) c0a80100/ 24
1 | Psecl KE) c0a80200/ 214
Tot al Sessions 2 (8)

#

# show dvpn server session summary

Tot al Sessions 2
#
1) No.

2) Status

I NVI TE
I NVI TE
re-1I NVITE
re-I NVITE
ACK WAIT
ACK
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CANCEL
CANCEL
BYE
. BYE
CONNECTED
END
3) El apsed Ti me
4) Expire
5) Pri
6) User Agent Client

7) User Agent Server

8) Tot al Sessions
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18. 3 VPN
18. 3.1 clear dvpn server user
[ ]
VPN
[ ]
clear dvpn server user
[ ]
[ ]
( )
( )
[ ]
VPN
[ ]
# clear dvpn server user
#
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18. 3. 2 clear dvpn server session
[ ]
VPN
[ ]
clear dvpn server session
[ ]
[ ]
( )
( )
[ ]
VPN
[ ]
# clear dvpn server session
#
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19.1 I Psec/ | KE
19.1.1 show i psec sa
| Psec SA
show ipsec sa
show ipsec sa [<protocol >]
| Psec/ | KE SA
<protocol >
i ke
| KE SA
protocol
|l Psec SA SPD
( / )
( )
| Psec/ | KE SA
| Psec/ | KE SA
(1)
# show i psec sa
[l Psec SA Informati on]
[ 1] Remote Name(l SP-0), rmtO, apo
Side(lnitiator), Gateway(192.168. 2.1, 192.168.1.1), (
Protocol (ESP), Enctype(des-cbc), Authtype(hmac-md5),
Status(mature), Spi =171237444(0x0a34e044)
Created(Jun 26 17:59:03 2006), NewSA(23040sec, 3276K|
Lifetime(28800sec), Current (332sec), Remai n(28468sec)]
Lifebyte(4096Kbyte), Current (2528Kbyte), Remain(15638|
[ 2] Remote Name(l SP-0), rmtO, apo0
Side(lnitiator), Gateway(192.168. 1.1, 192.168.2.1), I
Protocol (ESP), Enctype(des-cbc), Authtype(hmac-md5),
Status(mature), Spi =181913669(0x0ad7c845)
Created(Jun 26 17:59:03 2006), NewSA(23040sec, 3276K|
Lifetime(28800sec), Current (332sec), Remai n(28468sec)]
Lifebyte(4096Kbyte), Current (2528Kbyte), Remain(1568|
[ 3] Remote Name(l SP-1), rmtl, apo0
Side(lnitiator), Gateway(2001:db8:1111:2::66, 2001: dlI
Protocol (ESP), Enctype(des-cbc), Authtype(hmac-md5),
Status(mature), Spi =171237446(0x0a34e046)
Created(Jun 26 17:59:03 2006), NewSA(23040sec, 3276KI|
Lifetime(28800sec), Current (332sec), Remai n(28468sec)]
Lifebyte(4096Kbyte), Current (2528Kbyte), Remain(15638|
[ 4] Remote Name(l SP-1), rmtl, apo0
Side(lnitiator), Gateway(2001:db8: 11211:1::66, 2001: d|
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[ 5]

[ 6]

[ 7]

[ 8]

[ 9]

[10]

[11]

[12]

[ I KE SA
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500) , Sour
:ece2a4d4b5bc
ESTABLI SHE
pe( hmac- md
2006)

ent (10sec),

(1
88

ce
12
D) .
5)

Re

1:1::66.500) ,
:dce2ad45bc1288
ESTABLI SHED) ,
pe(hmac- md5) ,
2006)

ent (10sec), Re
10100) , Source
:8eea7fd95adcO
ESTABLI SHED) ,
ype(hmac-shal)

2006)

ent (10sec), Re
65310cab6f2cl79
0) , Source(201.

a28fa385e74a9

; Status(ESTABLI SHED) ,

rce(201.

main(86390

Source(2001:
9ef)

Exchangetyp
PFS(modp768

main(86390

(1 .168.2. 1.
32
E x

2

)

h
, F
ma
do
1
85

E x
PF

ma i
rc
24
E x
PF

.168. 2. 1.
f)

changetyp
S(modp768

T m®© o
MmX 0N

in(86390

So
9e
E x
PF

urce(2001:
f)

changetyp
S(modp768

in(86390

.168.2.1.

mw—
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To o~
MmN
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500), i
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Enctype(des-cbc), Hashtype(hmac- md5) , PFS(modp768)
Created(Jun 26 17:59:03 2006)
Lifetime(86400sec), Current (10sec), Remai n(86390sec)
[ 5] Destination(2001: db8: 2:1::66.500), Source(2001:db8: 2:
Cookies(76b6e510a6836813: adl2e09555ad6245)
Side(Responder ), Status(ESTABLI SHED) , Exchangetype( A
Enctype(des-cbc), Hashtype(hmac-md5), PFS(modp768)
Created(Jun 26 17:59:03 2006)
Lifetime(86400sec), Current(10sec), Remain(86390sec)
[ 6] Destination(200.1.0.12.10010), Source(200.1.1.1.4500)
Cookies(6cdcdbOf5ccab5ba8: 8eea7fd95adc032d)
Side(Responder), Status(ESTABLI SHED), Exchangetype(Al
Enctype(3des-chbc), Hashtype(hmac-shal), PFS(modpl024
Created(Jun 26 17:59:03 2006)
Lifetime(86400sec), Current (10sec), Remai n(86390sec)
NAT-T Vendor | D(0x4a131c81070358455¢c5728f20e95452f)
(3) protocol
# show i psec sa protocol
[ 1] Remote Name(l SP-0), rmtO, apo
Side(lnitiator), Gateway(192.168.2.1, 192.168.1.1),
Protocol (ESP) , Enctype(des-cbc), Authtype(hmac-md5),
Status(mature), Spi=171237444(0x0a34e044)
Created(Jun 26 17:59:03 2006), NewSA(23040sec, 3276KI
Lifetime(28800sec), Current(332sec), Remain(28468sec
Lifebyte(4096Kbyte), Current(2528Kbyte), Remain(1568|
[ 2] Remote Name(l SP-0), rmtO, apo
Side(lnitiator), Gateway(192.168.1.1, 192.168.2.1), |
Protocol (ESP) , Enctype(des-cbc), Authtype(hmac-md5),
Status(mature), Spi=181913669(0x0ad7c845)
Created(Jun 26 17:59:03 2006), NewSA(23040sec, 3276KI
Lifetime(28800sec), Current(332sec), Remain(28468sec
Lifebyte(4096Kbyte), Current(2528Kbyte), Remain(1568|
[ 3] Remote Name (Il SP-1), rmtl1, apo
Side(lnitiator), Gateway(2001:db8:1111:2::66, 2001: dlI
Protocol (ESP) , Enctype(des-cbc), Authtype(hmac-md5),
Status(mature), Spi=171237446(0x0a34e046)
Created(Jun 26 17:59:03 2006), NewSA(23040sec, 3276KI
Lifetime(28800sec), Current(332sec), Remain(28468sec
Lifebyte(4096Kbyte), Current(2528Kbyte), Remain(1568|
[ 4] Remote Name (Il SP-1), rmt 1, apo
Side(lnitiator), Gateway(2001:db8:12111:1::66, 2001: dlI
Protocol (ESP) , Enctype(des-cbc), Authtype(hmac-md5),
Status(mature), Spi=181913671(0x0ad7c847)
Created(Jun 26 17:59:03 2006), NewSA(23040sec, 3276KI
Lifetime(28800sec), Current(332sec), Remain(28468sec
Lifebyte(4096Kbyte), Current(2528Kbyte), Remain(1568|
[ 5] Remote Name (Il SP-2) , rmt2, apo0
Side(Responder), Gateway(172.168.1.1, 172.168.2.1),
Protocol (ESP) , Enctype(3des-cbc), Authtype(hmac-shal]
Status(mature), Spi=6576585(0x006459c9)
Created(Jun 26 17:59:03 2006), NewSA(23040sec, 3276KI
Lifetime(28800sec), Current(332sec), Remain(28468sec
Lifebyte(OKbyte), Current (1Kbyte), Remai n( OKbyte)
[ 6] Remote Name (Il SP-2) , rmt2, apo0
Side(Responder), Gateway(172.168.2.1, 172.168.1.1), |
Protocol (ESP) , Enctype(3des-cbc), Authtype(hmac-shal]
Status(mature), Spi=68728918(0x0418b856)
Created(Jun 26 17:59:03 2006), NewSA(23040sec, 3276KI
Lifetime(28800sec), Current(332sec), Remain(28468sec
Lifebyte(OKbyte), Current (1Kbyte), Remai n( OKbyte)
[ 7] Remot e Name(), rmt 3, ap0, tmpoO
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8]

9]

10]

11]

12]

Psec

1]
1)
1]

1)

Pr
St
Cr
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Re
Si
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Cr
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3276K
468sec)
te)

. 1), IN
-md5) ,

3276K
68sec)]

4
te)

1.0. 1, 201. 1.
c), Authtype(
(0x0a34e048)
, NewSA(23040s
32sec), Remai n
2528Kbyte), Re
0
1.0. 2, 201. 1.
c), Authtype(
(0Ox0ad7c849)
, NewSA(23040s
32sec) , Remai n
2528Kbyte), Re
1
:db8:2:2::66,
c), Authtype(h
(0x0a34e048)

, NewSA(23040s
32sec), Remai n
2528Kbyte), Re
1
:db8:2:1::66,
c), Authtype(h
(0Ox0ad7c849)

, NewSA(23040s
32sec), Remai n
2528Kbyte), Re
2

1.0. 1, 200. 1
c), Authtype(h
(0x0a34e048)

, NewSA(23040s
32sec) , Remai n
yte), Remain(O
2

1.1.1, 200. 1.0
c), Authtype(h
(0Ox0ad7c849)

, NewSA(23040s
32sec) , Remai n
yte), Remain(O
, t mpoO

(7)

Source(192.16

(4)

168. 2.1, 192.1

c), Authtype(h
(13)

(0x0a34e044)

NewSA(23040s

ent (332sec),

Side(Responder ), Gat eway
otocol (ESP), Enctype(d
atus(mature), Spi=1712
eated(Jun 26 17:59:083
fetime(28800sec), Curr
febyte(4096Kbyte), Cur
mote Name(), rmt3, apo
de( Responder) , Gat eway
otocol (ESP), Enctype(d
atus(mature), Spi =1819
eated(Jun 26 17:59:083
fetime(28800sec), Curr
febyte(4096Kbyte), Cur
mote Name(), rmtd4, apO
de( Responder) , Gat eway
otocol (ESP), Enctype(d
atus(mature), Spi=1712
eated(Jun 26 17:59:083
fetime(28800sec), Curr
febyte(4096Kbyte), Cur
mote Name(), rmtd4, apoO
de( Responder) , Gat eway
otocol (ESP), Enctype(d
atus(mature), Spi =1819
eated(Jun 26 17:59:083
fetime(28800sec), Curr
febyte(4096Kbyte), Cur
mote Name(), rmt5, apoO
de( Responder) , Gat eway
otocol (ESP), Enctype(d
atus(mature), Spi=1712
eated(Jun 26 17:59:083
fetime(28800sec), Curr
febyte(OKbyte), Curren
mote Name(), rmt5, apoO
de( Responder) , Gat eway
otocol (ESP), Enctype(d
atus(mature), Spi =1819
eated(Jun 26 17:59:083
fetime(28800sec), Curr
febyte(OKbyte), Curren
SPD
mote Name(Il SP-0), rmto

(2) (5)
stination(192.168.2.20
(3)
de(lnitiator), Gat eway
(8) (9)
otocol (ESP), Enctype(d
(11) (12)
atus(mature), Spi=1712
(15) (16)
eated(Apr 26 17:59:03
(17)
fetime(28800sec),, Curr
(19)

(18

)

Remai n
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Lifebyte(4096Kbyte), Current (2528Kbyte), Remain(1568]|

(22) (23) (24)
1) | Psec SA/ SPD
2) | Psec (I Psec anyi4 anye®6 )
3) I Psec I P (I Psec )
4) |1 Psec I P (I Psec )
5) | Psec
6) | Psec
7) | Psec (I Psec )
8)
I nitiator :
Responder:
Manual : ((18)/7(19)Y/7 (21)/ (22)! (24) )
9) |1 Psec / I P I P (1 KE
)
10)
OUT:
I N
11)
12)
AES- CBC "aes-cbc"
13)
14) PFS DH(Di ffie-Hell man)
15) I Psec SA
l arval: | Psec SA ( )
mat ur e: | Psec SA ( Il Psec SA )
dying : SA (softti me)
Il Psec mat ur e dying Il Psec SA
16) SPI
17) I Psec SA ()
18) I Psec SA () (
19) I Psec SA ()
20) I Psec SA ()
21) I Psec SA ()
22) I Psec SA ( )
23) I Psec SA ( )
/
: /
24) 1| Psec SA ( )
| KE SA
[ 1] Destination(192.168.1.1.500) Source(192.168.2.1.500)
(1) (2) (3)
Cookies(2ee33635dcc2a837:ece2ad45bc12889ef)
(6)
Side(lnitiator) Status(ESTABLI SHED) Exchangetype( AGGF
(7) (8) (9)
Enctype(des-cbc) Hashtype(hmac-md5) PFS(modp768)
(10) (11) (12)
Created(Apr 26 17:59:03 2004)
(13)
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Lifetime(86400sec), Current (10sec), Remai n(86390sec)

(14) (15) (16)
NAT-T Vendor | D(0Ox7d9419a65310ca6f2c179d9215529d56)

(17)

1) I KE SA

2) |1 KE I P

3) | KE I P

4) |1 Psec

5) 1 Psec (I Psec )

6) (I'nitiator: Responder)

7)

I nitiator:
Responder:

8) | KE SA
MSG1RECEI VED
MSG1SENT
MSG2RECEI VED
MSG2SENT
MSG3 RECEI VED
MSG3SENT
MSG4RECEI VED
ESTABLI SHED
EXPI RED

ESTABLI SHED Phasel
EXPI RED | KE SA
Phasel
9)
BASE: Base ( )
MAIT N: Mai n
AUTH ONLY: Authentication Only ( )
AGGRESSI VE: Aggressive
10)
AES-CBC "aes-chbc"

11)

12) PFS

13) I KE SA

14) | KE SA ()

15) I KE SA

16) | KE SA

17) NAT

—~ —~ ~
> = -

T NAT )

VI D

RFC 3947 0x4a131c81070358455¢c5728f20e95452f
draft-ietf-ipsec-|[Dat7-dt9-4illRea-66B10cab6f2¢c179d9215529d56
draft-ietf-ipsemrm-|[Mat9-0tc-bi8I0D-1B2bb696e|086381b5ecd427b1f
draft-ietf-ipsec-|Datc-dt6-0i4k6ed-3BS5df 21f 87cfdb2fc68b6adas
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1. 2 show i ke statistiocs

I KE
show i ke statistics
show ike statistics interface [interface <interface_name:
| KE
interface
| KE
interface interface <interface_name>
I KE
( / )
( )
I KE
]
| KE
I KE
# show i ke statistics
received i sakmp packet
0O i sakmp packet received error - - -
0 total isakmp packet received - - -
0 invalid I P address - - -
0 invalid | SAKMP header - - -
0 invalid | SAKMP packet - - -
0O possible attack - - -
received isakmp packet exchange type:
0 Base Exchange - - -
0 Identity Protection Exchange - - -
0 Aut hentication Only Exchange - - -
0 Aggressive Exchange - - -
O unsupported NAT Traversal version - - -
0 invalid Security Association - - -
0 invalid Key Exchange - - -
0O invalid Identification - - -
0 invalid Certificate - - -
0 invalid Certificate Request - - -
0 invalid Hash - - -
0O invalid Signature - - -
0 invalid Nonce - - -
0O invalid Notification - - -
0 invalid Delete - - -
0 invalid Vendor | D - - -
0 invalid NAT Discovery - - -
0 invalid NAT Original Address - - -
0 invalid Next Payload type - - -
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O I nformational Exchange
0 Notification
0 No Proposal Chosen
0 Initial Contact
0O others Notify Message
0 invalid Notify Message type
0 there is no valid | SAKMP-SA
0 invalid Security Association
0 invalid Key Exchange
0 invalid Identification
0 invalid Certificate
0 invalid Certificate Request
O invalid Hash
0O invalid Signature
0 invalid Nonce
0O invalid Notification
0O invalid Delete
0 invalid received del ete message
0O invalid Vendor 1D
0 invalid NAT Discovery
O invalid NAT Original Address
0 invalid Next Payload type
0 Quick Mode Exchange
0 there is no valid | SAKMP-SA
0O invalid Security Association
0 invalid Key Exchange
0O invalid Identification
0 invalid Certificate
0 invalid Certificate Request
0 invalid Hash
0O invalid Signature
0 invalid Nonce
0O invalid Notification
0 invalid Delete
0O invalid Vendor 1| D
0 invalid NAT Discovery
O invalid NAT Original Address
0 invalid Next Payload type
0O New group Exchange
0 Acknowl edged | nformational Exchange
0 invalid Exchang type
sent isakmp packet
O i sakmp packet send error
0 total isakmp packet sent
sent isakmp packet phasel:
0 i sakmp phasel packet resent
0 phasel give up
sent isakmp packet phase?2:
0O i sakmp phase2 packet resent
0 phase2 give up
sent isakmp packet information
0 No Proposal Chosen
0O Initial Contact
0 others Notify Message
ot her s
0 phasel count > phasel_max
0 encrypting failed
0 decrypting failed
0 failed to create inbound | Psec SA
0 failed to create outbound | Psec SA
0 I KE SA information no entry
0 I Psec SA information no entry
0 shared key no entry
0O I Psec remote interface Down
0O invalid remote address
0 invalid | ocal addr ess
0 failed to allocate buffer
0 radius/ aaa authentication succeeded
0 radius/ aaa authentication failed
0 access interface allocation failed
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0 other
#
1)
2)
3) I P
4) I SAKMP
5) I SAKMP
6)
7) Base
8) Il dentity
9) Authentication Only
10) Aggressive
1) NAT
2) SA
3)
4) 1 D
5)
6)
17)
18)
19) Nonce
20)
21)
22) I D
23) NAT
24) NAT
25)
26) I nformational
27)
28) SA Proposal
29) SA
30)
31)
32) | SAKMP SA I nformational
33)
34) Quick Mode
35) | SAKMP SA Qui ck Mode
36) New group Mode
37) Acknowledged I nformational
38)
39)
40)
41) Phasel
42) Phasel
43) Phase?2
44) Phase?2
45) SA Proposal
46) SA
47)
48) I SAKMP SA
49) | SAKMP
50) | SAKMP

N
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51) Psec SA

52) Psec SA

53) I KE SA

54) I Psec SA

55)

56) I Psec

57)

58)

69)

60) RADI US/ AAA

61) RADI US/ AAA

62)

63)

I

# show i ke statistiec

[ rmt O] :

0 total Phasel pack
0 invalid Pay

0 total Phasel pack
0O i sakmp phas
0 phasel give

0O total Phase2 pack
0 invalid Pay

0O total Phase2 pack
0 i sakmp phas
0 phase2 give

0 total I nformati on
0 invalid Pay

0 ot al I nformati on

[ rmt1]:

0 total Phasel pack
0 invalid Pay

0 total Phasel pack
0O i sakmp phas
0 phasel give

0O total Phase2 pack
0 invalid Pay

0O total Phase2 pack
0 i sakmp phas
0 phase2 give

0 total I nformati on
0 invalid Pay

0 total I nformati on

[ rmt 2] :

0 total Phase pack
0 invalid Pay

0 total Phasel pack
0O i sakmp phas
0 phasel give

0O total Phase2 pack
0 invalid Pay

0O total Phase2 pack
0 i sakmp phas
0 phase2 give

0 total I nf ormati on
0 invalid Pay

0 total I nformati on

#

1) Remot e

2) Phasel

3) Phasel

4) Phasel

K E
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|l oad
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up
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up

al packet

|l oad

al packet

et receiv

|l oad

et sent
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et recei v

| oad

et sent

e2 packet

up

al packet

|l oad

al packet

e recei v

|l oad

e sent

e packet
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i ved
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i ved
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5)
6)
7)
8)
9)
10)
11)
12)
13)
14)

Phasel
Phasel
Phase?
Phase?
Phase?2
Phase?2
Phase?2
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19.
19. 2.1
[

| KE
[ ]

clear
[ ]
[ ]
[

| KE
[ ]

# cl ear

#

cl ear i ke

k e

i ke

statistics

statistics

statisti

CcsS
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20. 1 VRRP

20. 1.1 show vrrop

VRRP

[ ]

show vrrp [interface <interface_name> [vrid <vrid>]] [br

[ ]

VRRP
interface <interface_name>
L AN VRRP

Il anO | an9 Si -R80brin Si-R90brin

interface <interface_name> vrid <vrid>

<vrid> VRRP
VRI D
VRRP VRI D 1 255 10
brief
VRI D
[ ]
( / )
( )
[ ]
interface <interface_name> vrid <vrid> LAN
interface <interface_name> LAN
interface <interface_name> vrid <vrid> VRRP
brief VRI D

interface <interface_name> vrid <vrid> brief

brief
VRI D
Master/ Backup/ I nitialize/lnitialize: Disabl ed
Master
I P
Backup
Initialize
Initialize: Disabl ed
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Di sabl ed

# show vrrp brief
[LAN 0]
VRI D Status
10 Master
20 Backup
[LAN 1]
VRI D Status
25 Backup
40 Il nitialize

interface <interface_name> vrid <vrid> brief
VRI D
# show vrrp interface |l anO vrid 10 brief

10 Master
#

VRRP
# show vrrp
[LAN 0]
St ate : OK
Aut hentication Type: None
Aut hentication Pass: ""
I nterface statistics information
0 Bad checksum packet s
0 VRRP Version illegal packet s
0 VRI D ill egal packet s
VRI D 10
Master (PRI 254 now 254/ PREEMPT ON)
Now Master : Me
Virtual MAC Address : 00:00:5e:00:02:0a
Virtual Router | P Address
fe80: :1
VRRP advertisement interval 1
Shutdown interface trigger:
lanl reduce 200 OFF
rmt 11 reduce 100 OF F
Shutdown route trigger
2001: db8::/32 | anoO reduce 100 OF F
10.232.79.200/ 32 rmt 1l reduce 100 OF F
Shutdown node trigger
192.168.100.100 rmt O reduce 2514 OF F
2001: db8:dd72: :5 rmt 1 reduce 100 OF F
Group statistics information:
1 become master-router
0 received VRRP advertisement packets
0 VRRP advertisement interval configuration m
0 Aut hentication failed packets
0 TTL/ HopLimit illegal packets
0 received priority O advertisement packets
0 sent priority O advertisement packets
0 VRRP type illegal packets
0 Virtual router | P address configuration mis
0 Aut hentication type illegal packets
0 Aut hentication type mismatch packets
0 Length illegal packet s
VRI D 20
Backup(PRI 100 now 50/ PREEMPT OFF)
Now Master 10.124.2.100 Priority 255
Virtual MAC Address : 00:00:5e:00:01: 114
Virtual Router | P Address
10.124.2.138
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10.124.2.139
VRRP adverti sement interval 1
Shut down interface trigger:
r mt 3 reduce 50 ON
Acti on:
backup diallock remote 2 OF F
master online remote 6 ap O Thu Apr
master offline template interface r mti4 Thu Apr
Group statistics information:
0 become master-router
6130 received VRRP advertisement packets
0 VRRP advertisement interval configuration
0 Aut hentication failed packets
0 TTL/ HopLimit illegal packets
0 received priority O advertisement packets
0 sent priority O advertisement packets
0 VRRP type illegal packets
0 Virtual router | P address configuration mi
0 Aut hentication type illegal packets
0 Aut hentication type mismatch packets
0 Length illegal packets
#
1) LAN
2) LAN OK/ NG
3) LAN VRRP- AD
4) LAN VRRP- AD
5) VRRP- AD
6) VRRP- AD VRRP
7) VRRP- AD VRI D
8) VRID
9) VRRP ( / )
VRRP VRRP
(Master/ Backup/ I nitializel/llnitialize: Disabl ed)
Master
I P
Backup
Initialize
Initialize: Disabl ed
Di sabl ed
: ( ON/ OFF)
10) I P ( " Me" )
11) MA C
12) I P
13) VRRP- AD
14)
15)
16)
17)
18) VRRP- AD
19) VRRP- AD
20) VRRP- AD
21) VRRP- AD TTL/ HopLi mit
22) 0 VRRP- AD
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23)

0 VRRP- AD

24) VRRP- AD
25) VRRP- AD | P
26) VRRP- AD
27) VRRP- AD
28) VRRP- AD
29) VRRP
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20. 2 VRRP

20. 2.1 clear vrrp statistics

[ ]
VRRP
[ ]
clear vrrp statistics
[ ]
[ ]
( )
( )
[ ]
VRRP
[ ]
# clear vrrp statistics
#
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show bridge

[ ]

show bridge
show bridge group [<group_id?>]
show bridge summary

[ ]

group [<group_id>]

group_id

0o 7 Si -R80brin Si-R90brin

summary

# show bridge

ent

an
an
an
an
an
an

Codes: D Dynamic entry, S Static
Addr ess Group Interfac
(1) (2) (3
00: e0:00:78:2f:7a 0
00:a0:c9:13:f3:37 0
00: al0:c9:f0:20: e9 0
00: b0O: dO:6f:94: 78 0
00: 0c: 6e:63: 25: 77 1
00: 04:96: 1a:a7:bo 1
1) MA C
2)
3)
4)
D

St atus

QOO O0OO0OW0w

Remai n
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5)

#show bridge

summary
b

Regi stered station |l ocks
Free station blocks : 1018
Max all ocated bl ocks 6
Learned count 6
Del et ed count 0
Expired count 0
1)
2)
3)
4)
5)
6)

21

265



1.
]

]
show bridge
show bridge
show bridge

interface <i

status
status
status

2 show bridge

interface
group

status

nterface_name>

<interface_name>
[ <group_id>]

group [<group_id>]
group_id
o 7 Si -R80brin Si-R90brin
]
( /
( )
]
]
# show bridge status
Na me Gr oup Status | Pv4 I Pv 6 D_i
(1) (2) (3) (4) (5) (6
|l anO 0 valid Bridge Routing *
|l an1l 0 valid Bridge Routing
| an?2 1 valid Bridge Routing *
|l an3 1 valid Bridge Routing
rmt O 1 valid Bridge Routing
1)
I an r mt
2)
3)
valid
invalid
4) | Pv4
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(7)

[eNeNeoNeNe]



Bridge

Routing

5) | Pv6

Bridge

Routing

6)

7)
8)

21

267



]

clear

]

# clear
#

cl ear
bridge
(
(
bridge

bridge

statistics

statistics

stati sti

Ccs
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21. 2
21. 2.1 show spanning-tree
[ ]
[ ]
show spanning-tree
show spanning-tree root
show spanning-tree bridge
show spanning-tree active
show spanning-tree interface <interface_name>
show spanning-tree detail
show spanning-tree brief
[ ]
root
bridge
active
interface <interface_name>
det ai l
brief
[ ]
( )
( )
[ ]
[ ]
# show spanning-tree root
Root I D Priority 32768
Addr ess 00: 00: 0e: a8:0b:5a
Cost 110
Port | ano0
Hell o Ti me 2 sec Max Age 20 sec Forward Delay 15 s
(5) (6) (7)
1)
2) MAC
21 269



MAC

3)
4)
5) BPDU

BPDU ( )
6) ()

BPDU « )
7) ()

()

# show spanning-tree bridge
Bridge | D Priority 32768
Addr ess 00: 00: 0e
Hel l o Ti me 2 sec Ma x
(3)
Aging Time 300sec
(6)
1)
2) MAC
MA C
3) BPDU
BPDU ()
4)
BPDU ()
5)
¢ )
6)
¢ )

:a8:0b: 5a

Age 20
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# show spanning-tree interface | ano0
|l an0O is Forwarding
(1)
Port ath cost 10(auto), Port priority 128, Port Identifier
(2) (3) (4)
Port role is Root
(5)
Desi gnated root has priority 32768, address 00: 00:0e: a8: 0b:
(6) (7)
Designated bridge has priority 32768, address 00:e0: 00: 26:(
(8) (9)
Designated port id is 128.2, Designated path cost 100
(1 (11)
BPDU statistics
Conf i BPDU sent 1, sent error O
(12) (13)
received 901, discarded O
(14) (15)
TCN BPDU: sent O, sent error O
(16) 17)
received 0, discarded O
(18) (19)
Ot her error: bad protocol 0, bad version 0
(20) (21)
bad BPDU type O
(22)
1)
Di sabl ed
STP
Bl ocking
Bl ocking
Listening
Listening
Learning
Learning
Forwarding
Forwarding
2)
3)
4)
( : )
5)
Di sabl ed
STP
Root
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Designated

Bl ocking

6)
7) MA C
MA C
8)
9) MA C
MA C
10)
( : )
11)
12) BPDU
BPDU
13) BPDU
BPDU
14) BPDU
BPDU
15) BPDU
BPDU

16) TCN BPDU
TCN BPDU
17) TCN BPDU
TCN PDU
18) TCN PDU
TCN BPDU
19) TCN BPDU
TCN BPDU

20)

21)
22) BPDU

BPDU

# show spanning- ee detail

tr
| EEE compati ble spanning tree protocol is being executed
Bridge I dentifier has priority 327638, address 00:e0:00: 00:d7
(1) (2)
Configured hello time 2, max age 20, forward delay 15, aging
(3) (4) (5) (
Current root has priority 32768, address 00:00:0e:a8:0b:5a
(7) (8)
Root port is | anO, cost of root path is 110
(9) (10)
|l an0O is Forwarding
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Port pat ost 10(auto), Port priority 128, Port Il dentifier
(12) (13) (14)
Port role is Root
(15)
Designated root has priority 32768, address 00: 00: 0e: a8:0hb
(16) (17)
Desi gnated bridge has priority 32768, address 00:e0: 00: 26:(
(18) (19)
Desi gnated port id is 128.2, Designated path cost 100
(20) (21)
BPDU statistics:
Config BPDU: sent 1, sent error O
(22) (23)
received 901, discarded O
(24) (25)
TCN BPDU: sent O, sent error O
(26) (27)
received 0, discarded O
(28) (29)
Ot her error: bad protocol 0, bad version 0
(30) (31)
bad BPDU type O
(32)
|l anl is Forwarding
(11)
Port path cost 10(auto), Port priority 128, Port Il dentifier
(12) (13) (14)
Port role is Designated
(15)
Designated root has priority 32768, address 00: 00: 0e: a8:0hb
(16) (17)
Desi gnated bridge has priority 32768, address 00:e0: 00: 26:(
(18) (19)
Designated port id is 128.2, Designated path cost 100
(20) (21)

BPDU statistics:
Config BPDU: sent 2, sent error O

(22) (23)
received 501, di scarded 0
(24) (25)
TCN BPDU: sent 0, sent error O
(26) (27)
received 0, di scarded 0
(28) (29)
Ot her error: bad protocol 0, bad version 0
(30) (31)
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1)

2)

3)

4)

5)

6)

7)

8)

9)

MAC

BPDU
BPDU (

BPDU

MAC
MAC

10)

11)

Di sabl ed
STP

Bl ocking

Bl ocking
Listening
Listening
Learning
Learning
Forwarding
Forwarding

12)

13)

14)

15)

Di sabl ed
STP
Root

Designated

Bl ocking

16)

21
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17) MA C
MA C
18)
19) MA C
MA C

20)
21)
22) BPDU
BPDU
BPDU
BPDU
BPDU
BPDU
BPDU
BPDU
26) TCN BPDU
TCN BPDU
27) TCN BPDU
TCN PDU
28) TCN PDU
TCN BPDU
29) TCN BPDU
TCN BPDU
30)

23)

24)

25)

31)

32) BPDU
BPDU

# show spannin
Spanning tree
Root | D Pri

Bridge | D

I nterface

i
Add
Cos
Por
He l

rit
ess 00: e
o Ti

0:00:00:d7:e0

st St atus(Rol e)

Designat ed

Brid

Del ay
(7)
Del ay
(12)
ge I D




E14

) (15) (16) (17)
128. 2 100 32768 00:e0: 00:26:09:8b
(19) (20) (21)
|l an1l 128. 2 10* Forwarding(Designated)
(14) (15) (16) (17)
128. 2 100 32768 00:e0: 00:26:09:8b
(19) (20) (21)
1)
2) MA C
MA C
3)
4)
5) BPDU
BPDU ( )
6)
BPDU
7)
(
8)
9) MA C
MA C
10) BPDU
BPDU ()
11)
BPDU
12)
(
13)
¢ )
14)
15)
16)
( * )
17)
Di sabl ed
STP
Bl ocking
Bl ocking
Listening
Listening
Learning
Learning
21
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Forwarding
Forwarding

Root

Designated

Bl ocking

18) BPDU
BPDU (
19)
20) BPDU
BPDU
21)
(
22) BPDU
BPDU (

MAC

BPDU

BPDU

21
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]

clear

]

# clear
#

clear spanning-tree

spanning-tree statistics

spanning-tree statistics

stati

St

Ccs
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22.1 LLDP

22.1.1 show [ 1 dp
[ ]
LLDP
[ 1
show | 1 dp [port <portlist>] [detail]
[ ]
LLDP I an LLDP
port <portlist>
LLDP I an
| an " )
| an et ) ( :"1,3,5-8,10")
det ail
LLDP LLDP
[ ]
( / )
( )
[ ]
LLDP
[ ]
# show |1 dp
Send Interval Ti me 30 seconds
Send Hold Count 4 times
Send Del ay : 2 seconds
Reinit Del ay : 2 seconds
Noti fication Interval Ti me 5 seconds
Port Mo d e Si ze Info P N D C A P p N | M P L F T
(6) (7) (8) (9) (10) (11) (12)
enabl e 225 P N D C A P p NI M P L F -
1 send 200 P N D C A P p N | M P L F -
2 enabl e 0 P N D C A P p NI M P L F -
Entry:3
#
# show | I dp detail
Send Interval Ti me 30 seconds
Send Hold Count 4 ti mes
Send Del ay 2 seconds
Reinit Del ay 2 seconds
Notification Interval Ti me 5 seconds
[ PORT 0]
Configuration Mode enabl e
Send LLDPDU si ze 225 octets
Chassis | D subtype=4(MAC) info=00:17:42:fe:00: 12
Port I D subtype=5(ifName) info="MB/O0"
Time To Live(TTL) 120 seconds
Port Description info="EthernetPort(MB/IlineO)"
System Name info=""
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System Descriptio
2008"

System Capabilit
Management Addres
Management Addres
Management Addres
| EEE802. 1
Port VLAN | D
Port And Protoc

VLAN Name

| EEE802. 3
MAC/ PHY Confi gu

r full-duplex | in

Power Via MDI

Link Aggregatio

Maxi mum Fr ame S
SNMP Noti fication
[ PORT 1]
Configuration Mod
Send LLDPDU si ze
Chassis | D
Port I D

Time To Live(TTL)
Port Description
System Name
System Descriptio
2008"

System Capabilit
Management Addres
Management Addres
| EEE802. 1
Port VLAN | D
Port And Protoc

| EEE802. 3
MAC/ PHY Confi gu

Power Via MDI

Link Aggregat

Maxi mum Fr ame
SNMP Notificatio

=R )

[ PORT 2]

Configuration Mod
Send LLDPDU si ze
SNMP Notification

Entry:3

n info=""Si-R80bri

es info=Router
enabl ed=Router

S address subtype=
interface number
oid=""

s address subtype-=
interface number
oid=""

S address subtype-=
interface numbe
oid=""

PVI D=0

ol VLAN I D flags=no

PPVI D=0
VI D=2
name="1a
ration/ Status suppo
capab

k's)

type=

. suppo

n : statu

i ze : si ze=
Trap Send enabl e

e send
200 octets
subtype=4( MAC)
subtype=5(if Name
120 seconds
info="EthernetPo
info=""

n info=""Si-R80bri

es info=Router
enabl ed=Router

S address subtype-=
interface number
oid=""

s address subtype-=
interface numbe
oid=""

PVI D=0

ol VLAN | D flags=no

PPVI D=0

ration/ Status suppo
type=

suppo

n statu

i ze : si ze=

Trap Send di sabl e

e : enabl e

: 0 octets
Trap Send

di sabl e

n

1(1Pv4)
subtype

[T R R

~

N e =

.0 Vo2.

(1 Pva) i

subtype

(

S

gl o
(@ 2= | R

a | -

MA C)
ubtype=

=]
N

upport

100BASE-TX

S
1
1
1
1
P
(

PSE, no
capabl

ot
0

MB

Pv
bt

o O

/

17

N S
—~ —h

N S
—~ —h

@

-0
ol

—~ 0
| el
—+ O =l
— O

d,

0

—
S ©
an
o -
X
- o

—
S ©
QN
®

X
- o

@
- N

i sabl e

E-T f

0O0OBASE-TX
O0OBASE-TX

AUSE

for f

Asymmetric

t

S

u
e

4 2
=" MB/ 1

switch

.0 Vo2.

4
y

MA C)
ubty

o> Il o

ort

N S

N

—~ 0 —~ =
- el
ol

—+ O

® S 5T

full
pporte

i sabl e

d

o

d

Nov

QT T o

5 — — —

— " oo

Cc T

A O Y TS s —

upl e

Nov

ported, disat

known)
pporte
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1)

2)

3)

4)

5)

6)

7)

8)

9)

10

L
|
L
|

LDP ()
dp send interval
LDP ()

dp send hol d
¢ )

dp send interval

¢ )
dp reinit del ay

SNMP Notification Trap ()

Il dp notification interval

an

an |1l dp mode

nabl e

end

ecei ve

an |1 dp mode receive (8) (28)

LLDPDU(LLDP Protocol Data Unit)

LDP LLDPDU (1 =8 )
LLDP

an |1l dp info

(Port Description TLV)

(System Name TLV)

(System Description TLV)

(System Capabilities TLV)

(Management Address TLV)

(di sabl e)

(lan |1l dp mode receive )
EEE802.1 LLDP

Port VLAN I D

Port And Protocol VLAN I D

VLAN Name

Protocol Il dentity

(di sabl e)
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12) S
T

13)'

(lan I 1 dp mo
EEE802.3 LLDP

MAC/ PHY Configurat

Power Via MDI

Link Aggregation

Maxi mum Frame Si ze

(di sabl e)

(l'an I 1 dp mo
NMP Tr ap

SNMP Notification

(di sabl e)

(l'an 11 dp mo

(

Chassis | D TLV

sub
inf
14)

Por
15) L

type=
subtype (4 MA C
0=

MA C

t I'D TLV
LDP )

de receive

ion/ Status

de receive

Trap

de receive

Time To Live (TTL) TLV

16)
Por
I an
17)
Sys
I an
18)
Sys
I an
19)
Sys
i nf

di sabl e

t Description TLV

I'1ldp info port-description di
tem Name TLV

I'1dp info system- name
tem Description TLV

I'1dp info system-description
tem Capabilities TLYV

0=

enabl ed-=

Br i

Rou

dge

ter

sabl e

di sabl e
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30

WLAN Access Point

LAN
lan I'Idp info system-capabilities di sabl e
)
Management Address TLV
SNMP | Pv 4 MA C 2
TAG | Pv4 I PV6 MA C oi d
an |1l dp info management -address di sabl e

VLAN | D
EEE802. 1Port VLAN I D TLV
an |1l dp info port-vlan-id di sa
VLAN 1| D

an |l dp info port-and-protocol -
VLAN

EEE802.1 VLAN Name TLV

an |l dp info vl an- name di sabl e

EEE802.1 Protocol ldentity TLV

) MAC/ PHY /

I
)
I
I
)
| EEE802.1 Port And Protocol VLAN I D TLV
I
)
|
I
)
I

bl e

vlian-id

di sabl e

| EEE802. 3 MAC/ PHY Configuration/ Status TLV
lan I'Ildp info mac-phy-configuration-status di sabl
LAN1
status di sabled type unknown
) MDI
| EEE802. 3 Power Via MDI TLV
"PSE, not supported"”
lan I'Idp info power -via-mdi di sabl e
)
| EEE802.3 Link Aggregation TLV
lan I'Idp info Il ink-aggregation di sabl e
)
| EEE802. 3 Maxi mum Frame Size TLV
lan I'Idp info maxi mum-frame-si ze di sabl e
) SNMP Notification Trap
LLDP Trap
Il an Il dp notification "di sabl e"
) LLDP
port LLDP Il an
port LLDP Il an
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1.2 show | I dp summary

LLDP
]
show | Il dp summary
]
]
( / )
( )
]
LLDP I an
]
# show |l dp summary
Send Entry 3 (1)
Receive Entry : 2 (2)
#
1) LLDP Il an
2) LLDP I an
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22.1. 3 show | I dp neighbors
[ ]
LLDP
[ ]
show | 1 dp neighbors [port <portlist>] [detail]
[ ]
LLDP I an LLDP
port <portlist>
LLDP Il an
I an "Lt ( )
Il an " ) ( 3,5-8,10")
det ai l
[ ]
( / )
( )
[ ]
LLDP
22 LLDP
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]

# show |l dp neighbors

Port Nei ghbor Count s

(1) (2)

0 1

#
# show |l dp neighbors det ai
[ PORT 0]

Nei ghbor Count s 1

Nei ghbor 1

Chassis | D subtype=4(MAC) info=00:e0: 00:b8:20:614

Port I D subtype=5(i fName) info="9"

Time To Live(TTL) 20 seconds

Port Description info="EthernetPort(ether9)

System Name info=""

System Description info=""'"SR-S208TC2" 1.2 V12.00" Mon Fe

2008" "

System Capabilities info=Brid
enabl ed=Bridge

Management Address address subtype=1(IPv4d) info=192.168.1
interface mb e subtype=2(iflndex) inf
oid=""

Management Address address subtype=6(MAC) info=00:e0:00: bé¢
interface number subtype=2(iflndex) inf
oi d=""

| EEE802. 1

Port VLAN | D PVI D=1
Port And Protocol VLAN I|ID fl ags=not supported, disabl ed
PPVI D=0
VLAN Name VI D=1
name="defaul t"
| EEE802. 3
MAC/ PHY Configuration/ Status : support/status=supported, ene
capability=1(10BASE-T half ¢
2(10BASE- full o
4(100BASE-TX half
5(100BASE-TX full
8( PAUSE for full-
11 ( Asymmetric anc
for full-duplex | inks)
15(1000BASE-T ful
type=16(100BASE-TX full dupl
Power Via MDI support=PSE, not supported
Link Aggregation status=capabl e, not in aggrec
Maxi mum Frame Si ze size=1518
#
1)
I an
2)
3)
4) ( )
Chassis | D TLV
subtypes=
subtype (4 MA C )
info=
MA C
5)
Port I D TLV
6) LLDP ( )
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7)

8)

9)

10

11

12

13

14

15

16

17

18

19

Ti me To

Port

Live (TTL) TLV

Description TLV

System Name TLV

System Description TLV

)

System Capabilities TLV

info

enabl ed=

Bridge

Router

)

Management

)
|

)
|

)

VLAN I D

EEE802. 1Port VLAN I D TLV
VLAN I D

EEE802.1 Port And Protocol VLAN I D TLV
VLAN
EEE802.1 VLAN Name TLV
EEE802.1 Protocol ldentity TLV
MAC/ PHY /
EEE802.3 MAC/ PHY Configuration/ Status
MD I
EEE802. 3 Power Via MDI TLV
EEE802.3 Link Aggregation TLV
EEE802. 3 Maxi mum Frame Size TLV

Address TLV

TLYV
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22.

1.4 show |l dp statistics

]
LLDP
]
show |l dp statistics [port <portlist>] [detail]
]
LLDP Il an LLDP
port <portlist>
LLDP Il an
I an Lt )
Il an "t ) ( :"1,3,5-8,10"
LLDP Il an LLD
det ai l
LLDP
]
( / )
( )
]
LLDP
port LLDP I an
]
# show |l dp statistics
Port Sent packets Received packets
(1) (2) (3)
0 2 4 115
1 23 -
7 X X
1)
Il an
2)
(lan I Il dp mode receive )
X
3)
(lan Il dp mode send )
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# show |l dp statistics detail
[ Nei ghbor tables statistics]
Last changed ti me : Tue Feb 19 22:
Tables inserts
Tabl es del etes
Tables drops
Tabl es ageout s
[ PORT 0]
Sent packets 2
Recei ved packets : 11
Packets discarded total:
Packets errors :
TLVs discarded total :
TLVs unrecognized total:
Ageouts total :
[ PORT 1]
Sent packets 2
Received packets
[ PORT 7]
Sent packets
Received packets
1)
|l 1l dpStatsRemTabl esLast ChangeTi me (
2)
|l 1l dpStatsRemTabl eslnserts
3)
I 1l dpStat sRemTabl esDel et es
4)
|l dpStat sRemTabl esDrops
5)
|l 1l dpStat sRemTabl esAgeout s
6)
I an
7) LLDP
Il 1l dpStatsTxPortFramesTot al
(lan |1l dp mode receive )
X
8) LLDP
I 1l dpStat sRxPortFramesDiscardedTot al
: (lan I Il dp mode send
(9) (13)
X
(9) (13)
9) LLDP
Il dpStat sRxPortFramesErrors
10) LLDP
Il 1l dpStatsRxPortFramesTot al
11) TLV

Il dpStatsRxPortTLVsDi scardedTot al

P OONPRF

P OOOOOoO M

47

2008

22
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12) TLYV

Il dpStatsRxPortTLVsUnrecogni zedTot al
13)

I 1l dpStat sRxPort AgeoutsTot al
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22.2 LLDP

22.2.1 clear | 1 dp neighbors
[ ]
LLDP
[ ]
clear 11 dp neighbors
[ ]
[ ]
( )
( )
[ ]
LLDP
[ ]
# clear |1 dp neighbors
#
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22.2.2 clear | 1l dp stati
[ ]
LLDP
[ ]
clear 1l dp statistics
[ ]
|l an LLDP
[ ]
( )
( )
[ ]
LLDP
[ ]
# clear |1l dp statistics
#

St

Ccs
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2 3

MA C

23

MAC
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2 3.

2 3.

1 MAC

1.1 show macaut h

MA C

]

show macauth [interface <interface_name?>]

MA C
interface <interface_name>
MA C
]
( / )
( )
]
MAC MA C
MAC
]
# show macauth interface | ano
[1 an0]
total table entry : 6
RS
success state entry : 2
== 2)
no table count 0
- - - (3)
nNo memory count 0
.- (4)
MAC addr ess aaa auth_state remain_ti me di s
00: 00: 0e:00:00:00 1 success 0000.00:120: 29 0
----------------- (5) - (8) -------(7) S (8) - -
00: 00: 0e:00:00:01 1 success 0000.00: 04: 38 0
00: 00: 0e:00:00: 02 1 success 0000.00:10: 42 0
00: 00: 0e:00:00:03 1 failure 0000.00:02: 11 123
00: 00: 0e:00:00: 04 1 aut h. .. 0000.00: 00:00 3
00: 00: 0e:00:00: 05 1 error 0000.00: 00:00 0
#
1) total table entry
MA C
2) success state entry
MA C
3) no table count
MA C

4) no memory count
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5) MAC address
MA C
6) aaa

7) auth_state
MAC

aut h. ..
success
failure
error

8) remain_ti me

9) discard
MA C

MAC

MAC

(1l an

macauth

security

nor mal
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23. 2 MA C
23. 2.1 cl ear macauth statistics

[ ]

MA C

[ ]

clear macauth statistics

MA C

# cl ear macauth statistics
#
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2 4 SNMP
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24. 1 SNMP
24.1.1 show snmp statistics

[ ]

SNMP

[ ]

show snmp statistics

[ ]
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# show

snmp statis

SNMP statistics in

0 Input Packets
0 Output Packet s
0O I nput Bad Versions
0 Input Bad Community Names
O I nput Bad Community Uses
0O Il nput ASN Parse Errors
O Input Too Bigs
O I nput No Such Names
O Input Bad Values
0O Input Read Only
O I nput Gen Errors
O I nput Tot al Request Vars
O Input Total Set Vars
0O Il nput Get Requests
O I nput Get Next
0O Il nput Set Requests
O I nput Get Responses
O I nput Traps
0 Output Too Bigs
0 Output No Such Names
0 Output Bad Values
0 Output Gen Errors
0O Output Get Requests
0 Out put Get Next
0O Output Set Requests
0 Output Get Responses
O Output Traps
SNMPv3 statistics information:
O Input Unknown Security
0O Input Invalid Msgs
O Input Unknown PDU Handl ers
O Input Unsupported SeclLevels
O I nput Not I nTi meWi ndows
0O I nput Unknown User Names
O Input Unknown Enginel ds
0O Input Wrong Digests
O I nput Decryption Errors
#
1) SNMP
2) SNMP
3) SNMP
4) SNMP
5)
6) ASN.
7) tooBig PDU
8) noSuchName PDU
9) badVal ue PDU
10) readOnly PDU
11) genErr PDU
12) MI B MI B
13) MI B MI B
14) Get Request PDU
15) Get Next Request PDU
16) Set Request PDU
17) Get ResponsePDU
18) PDU
19) tooBig PDU
20) noSuchName PDU
21) badVal ue PDU
22) genErr PDU

t
f

i cs
or mati on:

Mdel s
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23) Get Request PDU

24) Get Next Request PDU

25) Set Request PDU

26) Get ResponsePDU

27) PDU

28) Security Mdel s
29) SNMP

30) PDU Handl er
31) Security Level
32) Ti meWi ndows SNMP

33) User Names

34) Engineld

35)

36)
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24. 2 SNMP

24. 2.1 clear snmp statistics

[ ]
SNMP
[ ]
clear snmp statistics
[ ]
[ ]
( )
( )
[ ]
SNMP
[ ]
# clear snmp statistics
#
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25 NETTI ME(ti me/ sntp)

25 NETTIME(time/sntp) 303



25 .

1 NETTI ME(ti me/ sntp)

25. 1.1 show nettime statistics
[ ]
NETTI ME(ti me/ sntp)
[ ]
show nettime statistics [<mode> [<protocol >]]
[ ]
<mode>
server
( )
client
( )
<protocol >
ti me
TI ME
sntp
NTP
[ ]
( / )
( )
[ ]
NETTI ME(ti me/ sntp)
[ ]
<mode> <protocol >
# show nettime statistics client ti me
NETTI ME client statistics information:
[ti me tcp]
0 request transmission error
0 transmitted synchronized request
0O received response
0 received invalid packet
0 received clock not synchronized
0 |l ocal <clock updated
[ti me tcpb6]
0 request transmission error
0 transmitted synchronized request
0 received response
0 received invalid packet
0 received clock not synchronized
0 |l ocal <clock updated
#
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NETTI ME
# show nettime statisti

(9]
2]

NETTI ME server statistics information:
[ sntp udp]
0 received synchronized request
0 received invalid packet
0 request discard (clock not synchronized)
0O response transmission error
0 transmitted response
[ sntp udp6]
0 received synchronized request
0 received invalid packet
0 request discard (clock not synchronized)
0O response transmission error
0 transmitted response
[ti me tcpl]
0 received synchronized request
0 received invalid packet
0 request discard (clock not synchronized)
0O response transmission error
0 transmitted response
[ti me udp]
0 received synchronized request
0 received invalid packet
0 request discard (clock not synchronized)
0O response transmission error
0O transmitted response
[ti me tcp6]
0 received synchronized request
0 received invalid packet
0 request discard (clock not synchronized)
0O response transmission error
0 transmitted response
[ti me udp6]
0 received synchronized request
0 received invalid packet
0 request discard (clock not synchronized)
0O response transmission error
0 transmitted response
NETTI ME client statistics information
[ sntp udp]
0 equest transmission error
0 transmitted synchronized request
0O received response
0 received invalid packet
0 received clock not synchronized
0 |l ocal <clock updated
[ sntp udp6]
0 equest transmission error
0O transmitted synchronized request
0 received response
0 received invalid packet
0 received clock not synchronized
0 | ocal clock updated
#
server
1)
2) 1)
3)
4)
5)
client
6)
7)
8)
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9) 8)
10) 9)
11)
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25.2 NETTIME(ti me/ sntp)

25. 2.1 cl ear nett.i

NETTI ME(ti me/ sntp)

[ ]

clear nettime statistics

NETTI ME(ti me/ sntp)

<mode>
server
client
[ ]
( )
( )
[ ]

NETTI ME(ti me/ sntp)

[ ]

# clear nettime statistics

#

stati

[ <mode>]

25 NETTI ME(ti me/ sntp)
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26. 1 UPNP

26. 1.1 show upnp

UPnP

show upnp

UPnP

[ ]

# show upnp

Q
]
o

UPnP external interface

<
®
c
(]

UPnP variabl e name:

Def aul t ConnectionService

WANAccessType

LayerlUpstreamMaxBitRate

Layer 1DownstreamMaxBitRat e

Physical LinkStatus

ConnectionType

Possi bl eConnectionTypes

ConnectionStatus

Upti me

Last Conn
i
|
|

o oo
o oo
oo~
o o>
oo
oo
o o

tionError
RSI| PAv a bl e
NATEnab
Externa
Port Mappi
Port Mappi
#
1)
2) UPnP
Def aultConnectionService
(UPNP )
WANAccessType
Et hernet
LayerlUpstreamMaxBitRate
(bps)
LayerlDownstreamMaxBitRate

NTP>ITNO UTTUDT OO —

WwCromws|
. (0)]
m

dr ess
Number Of Entri es
gEnabl ed

Q >
o
A wWrRrATmMRrRO—- " CrEFEM

Py
c
m

Physical LinkStatus
(Up: Down: )
ConnectionType
| P_ROUTED
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Possi bl eConnectionTypes
| P_ROUTED
ConnectionStatus

(Connected: Di sconnected:

Upti me
« )

Last ConnectionError

RSI|I PAvail abl e

FALSE
NATEnabl ed
TRUE
Externall PAddress
I P
Port Mappi ngNumber Of Entries
C )
Port MappingEnabl ed
TRUE

26 UPnP
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26.

1.2 show upnp statistics

UPNnP

]

show upnp statistics

]

UPnP UPNnP

]

# show upnp statistics

UPnP action name: Requested count
Set DefaultConnectionService

Get Default ConnectionService

Get CommonLi nkProperties

Set ConnectionType

Get ConnectionTypelnfo

Request Connecti on

ForceTer mi na

Get St atuslI nf
Get NATRSI| PSt
Get GenericPo

CI
t 0
(o}
a
r
Get Speci ficPo
n
P
P

AddPort Mappi
Del et ePor t Ma
Get Externall
#

1) UPNnP UPNnP
Set DefaultConnectionService
Def aul tConnectionService
Get DefaultConnectionService
Def ault ConnectionService
Get CommonLi nkProperties
WANAccessType, Layer1Up/ DownstreamMaxBitRate, PhysicallLi
Set ConnectionType
ConnectionType
Get ConnectionTypelnfo
ConnectionType, PossibleConnectionTypes
Request Connection

( )

ForceTerminati on

( )
Get Statusl nfo
ConnectionStatus, LastConnectionError, Upti me

>S5
NhAPAROORPRPOOOOOOO
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Get NATRSI PSt atus
NATRSI PAvail abl e, NATEnabl ed
Get GenericPortMappingEntry

Port Mapping ( )
Get Speci ficPortMappingEntry
Port Mapping ( )

AddPort Mapping

Port Mapping ( )

Del et ePort Mapping
Port Mapping ()

Get External |l PAddress
External | PAddr ess

AddPort Mapping Del et ePort Mapping

Port Mappi ngNumber C

26 UPnNnP
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ng

portmappi

3 show upnp

1.

26.

UPNnP

portmapping

upnp

show

UPNnP

portmapping

show upnp

#

UPnP portmappings 3

of

Number

descri

protocol | ease
(7)

internal

external

(6)

(5)

(4)

(3)

(
(

0: 5091 192.168.0.2:50091 UDP 0 Vol P
UDP 0
UDP

0.

18

Vol P

5090 192.168. 2:5090
5060

0:

0 Vol P

0.2:5060

168.

0: 192.

0.

22

UDP)

(TCP

6)

7)

313
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26. 2 UPNP

26. 2.1 clear upnp statistics

[ ]
UPNnP
[ ]
clear upnp statistics
[ ]
[ ]
( )
( )
[ ]
UPNnP
[ ]
# clear upnp statistics
#
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UuPnpP

]

clear

UPNnP

]

# clear
#

clear upnp portmapping

upnp

upnp

portmapping

UpPnpP UPnP

portmapping
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27

SSH

27

SSH
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27 .

1 SSH

1.1 show ssh server Kkey

SSH

show ssh server key {dsa]rsa}

dsa
SSH DSA
rsa
SSH RSA
]
( / )
( )
]
SSH
SSH 2( SSH2)
SSH DSA RS A
ssh sftp
]
serverinfo ssh serverinfo sftp SSH
SSH
]
DSA

# show ssh server key dsa

ssh-dss AzaCJB5CpVUXI 1LXj zNVolkt/LHGhWI Ol eJQDj 11t GeeAAAFKoNj Mat
i 8JWt Zhrgl dt xVVmBAI AB3Nc3MAAAAAkKkgFaOnu7HMPdQAAAI A4s| wVzNf  Tpx Nt |
Qx1gJHr DjybKeBMmpnJ/ Rt GTJfvZW5T/ aDc/ aoB7PdF+appeXx9U8FsQF+EaMNf
P31l K2u3XAE0AzLaOJQCo6Vj oDQh15Yl zKFo2AVaK4]l CeS39g819g8A4+jttJOoDtOlL
rYucQoOq+Bdl gaCMDuagmJQAot GvZvZQ/ RMTSh6pMh+z9DdB1DLnPNxEyt61Sft
VKk+rjgz29I n2V7ai 4yuOf|l hNL61ybOrrfoZ9YQWA4P9rJuDxhvn2xvZQ/ RMTSh®6r
6 WI wWA9Oml zAst/ YBxbb9JcO7uPVhN8M624g8yKsQaMCI WLAAAWOO+ZkaqgccWLYyO9Cc
XxPksjfC+N7022akmykT8V6i Mh4+7i Al BJYEG6pWpsQU5nFPO9r JuDx5R/ QV4QIl 77c
96 v Nt gwv/ hSseRFjygqr GxKewMb11FNj zWSAUyzW0p+GLR/ mgBCFavMRI 4t oxEsTF

UDNRpGpFdw== root @ ocal host --- (1)
#
1) DSA

RSA
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# show ssh server key rsa

ssh-rsa AA94UAATdAdVf YAAxsAAr x3AAl F7TQAsTsTwAEeKogAFAI NoAAOOAAAA]j ¢
AAD3Cl1yc2EAAAABI wWAAAHs MXKAAB+shGQAHDmMI ABBSpj AARVYAAERAAJZ/ | AAA/
0OAB9QAB+2kSY6AAUAYygACVAAB3NzaA7wt AAJ/ k AADRQgABWMQAThHAAUt Oy SgATE

JMBAAX4= root @ ocal host - - - (1)
#
1) RSA
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2 8

AAA

28

AAA

319



28. 1 AAA
28. 1.1 show aaa cl ent server-info
[ ]
RADI US
[ ]
show aaa radius server-info [group <group_id?>]
[ ]
AAA
group <group_id>
[ ]
(
(
[ ]
RADI US
[ ]
# show aaa server-info group
[ aaa group
Type No. Addr ess Port Pri
(1) (2) (4) (5)
Aut h 0 1812 10
Aut h 1 1812 20
Acct 0 1813 0
1)
Aut h
Acct
2)
3) I P
4)
5)
6)
alive
dead
7)
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29
29.

show socket

1

1.

I

i pve6

socket

show

Pv 6

Pvia4ll

Pv 4

i pveé

Pv 6

socket

sockets
Recv-Q Send-Q

show
Acti ve

#

server s)

(including

Local

I Pv 4

or

f

Addr ess

Foreign

Addr ess

Proto

(5)

(4)

(3)

(2)

(1)

1025
. 2600

1.
1

0.
0.

L O

127.
127.

X X ¥ X

2600
. 1025

1.
1

0.
0.

.~ O m
™M N oo

.22

127.
127

x X ¥ X

OO O0OO0OOoOOoOo

OO OO0OOoOOoOo

000000
O 00O oo o

[P I

* % %k k x Xk ¥ %X X *x % X *x k X * % *x %

X X ¥ X X X ¥ X X X ¥ X X X ¥ Xx X X ¥

. 61225
2600

1
1.
1.2611

0
0.
0

. 00 00 CO 0O 0O 0O 0O CO 0O 0O 0O 0O GO 0O O O
© O© O© OV OVOVO©OVOVOVWOOOVOOoo

127
127.
127

X ¥ X X X ¥ X X X ¥ x X X ¥ X X

OO O0OO0OO0ODO0ODO0DO0ODO0OO0ODO0ODO0OO0ODOO0ODO0OO0O OO

OO O0OO0OO0DO0ODO0DO0ODO0OO0ODO0DO0ODO0ODO0OO0ODO0OO0OOOoO

OO0 0000000000000 000QQ
O OTTTTDTDOTOTDTDTDOTDTDOTDTDTDTTDTTDT
=+ D 3335335333535 3535353535 35S
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¥ ¥ ¥ *x ¥ x X X X X X X ¥ ¥ ¥ X ¥ X X X X X ¥ X ¥ *x ¥ x X X X X X X ¥ ¥ ¥ x ¥ X X X X X ¥ ¥ ¥ *x ¥ Xx X X
¥ X ¥ XX x X x X X X ¥ X x X x X X X ¥ X x x X X X X ¥ *x x x X X X X ¥ *x *x x X X X X ¥ *x *x x X X X ¥ ¥ *x
—
%)
-
[0)
>
-
()
o %)
T} o o~ oo O ONSON~N OOAMNS N
< o < mmHom OmOMOmOMmMM®M NNNNNNNN o
© o~ © © ©© o © © ©W©W©O© (©W©©WOWOOWO©WO c
o~ T} o~ NN H 0N NANANNN NANNNNNNN —
— — — C B B B B | B B B B | L B B I I I B I | =)
o o o ooooo O0OO0OO0OO0O OO0OO0OO0OOOOO (%)
.. . . .. c
o o o OO0OO0OO0OO0OM OO0OO0OO0OO0OO0OO0OO0OOOOOOO —
WOWWOWOMNNMNNMNNMNNMNNMNNMNNNNNNNSNN MO~ .MM~ NN~ & 0 0 0 LN~ - s 0 L0 e e e e s o
O (O (O (© O O (© (WO WO W©OWIWOWWOOWOOOOOMNOLONOONMONMNNMNNNCAONNNNNIIDNNNSNSNSNSNSNS
N RN LN . NN NN N LANNANNN NN NNNNNN . ©
¥ * * * ¥ * ¥ * ¥ * * * * * * * * * * * v x x x v™Hx x ™ x x HAAAAAx ¥ A A A A A x A A AAAAAAx >
o
[eNoNoNcNcNoNoNcNeNcNoNoNoNelcNo o NoNeNe o No o NN No o NeNeNo o No e Ne oo No el No oo e Ro No NoNo e Ne No No N o)
-
o
-
%)
o
[eNeNoNeNecNeoNoNolcNoNcNoNoNeNcNo oo No o NolcNoNoNoNoNe oo NoNoNoRe o No o NoNoNoNoNoNe No o No e Ne o No e N I )
x
[3)
o
(]
[3)
>
0 0000000000000 00000000000000000000000000000000000000 4+«
C O T OO0 0000000000000 0000000000000 0CTCOTTOTTTOTOTTOOTTTOT O
53 3333535335355 3533353533353353353333335333533335333333535355535<

Addr ess

Foreign

Addr ess

Recv-Q Send-Q Local

Prot o

*¥ x kX Kk ¥ X ¥ ¥ ¥ X

X X ¥ ¥ X X ¥ X X X

~
NNMNOMEAMSTMN~NNO
N Mo AN N LW LW

x X ¥ ¥ X X ¥ Xx X X

OO O0OO0OO0OO0OO0OOOoOOo

OO O0OO0OO0OO0OO0OOOoOOo

© © © © OV OVWOVOooo
000000000
O 0O OLOoLoOTTDTTT —~
=+ = D355 SH

udp

c

t

tcpb udp6

Pv 6

—~
N
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3)

4)

5)

6)

tcp
CLOSED

CLOSE_WAI T

CLOSI NG

ESTABLI SHED

FIN_WAIT_1
FI N ACK
FIN_WAIT_2
FI N
LAST_ACK

FI N ACK
LI STEN

SYN_RCVD
SYN- ACK
SYN_SENT

SYN SYN-

TI ME_WAI T

cl ose

ACK

ACK

cl ose

FI N

ACK

29
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30
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30

1 show trace ppp

1.

30.

PPP

trace ppp

show

show trace ppp

#

0 ¢

02.

session start

PPP

SP

internet

l'ine: 0 (I an

sesscsscco(B)ssccassss-=

mb ,

port=slot:

0 ¢

02.

Configure-Request

ccocoasf(B)sccsacf

Send LCP

_(6)_

SP

internet

[002]

mb ,

port=slot:

0100

data=c021

0 ¢

02.

Configure-Request

LCP
(1 an0)

0802
b104

SP Recv
i ne

internet

[003]

0

mb ,

port=slot:

0206 0000 00O0O
c023

0304

0702

0101 0O01c

data=c021

7cbb

0506

O5ae

0104

0 ¢

02.

Configure-Reject

Send LCP
(1l an0)
0802

i ne:

SP

internet

[ 004]

0

mb ,

port=slot:

0000 o0O0O0O

0206

0702

0401 00O0e

data=c021

O

02.

Configure-Nak

LCP

Recv

SP

internet

[005]

mb ,

port=slot:

0300

data=c021

1)

999 10

001

2)

PPP

3)

4)

5)
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slot:<sl ot > line:<line > (< >)

<sl ot >
mb
<line >
PPPOE
Il an
6)
Send
Recv
7)
PPP
( CcCcP,lI CCP, BAP, BACP, BCP, MPLSCP )
Oxc021 LCP : Link Control Protocol
Oxc023 PAP : Password Authentication Protoco
Oxc223 CHAP : Challenge-Handshake Authentication Protoc
Ox8021 | PCP : I nternet Protocol Control Protoco
Ox8031 BCP : Bridge Control Protocol
Ox8057 | PV6CP : Il Pve Control Protocol
Ox80fd CCP : Compression Control Protocol
Ox80fb I CCP : Individual Compression Control Protoco
Oxc02d BAP : Bandwi dth All ocation Protoco
Oxc02b BACP : Bandwidth Allocation Control Protocol
Oxc029 CBCP : Callback Control Protocol
0x8281 MPLSCP : MPLS Control Protocol
8)

LCP CCP I CCP I PCP I PV6ECP BCP MPLSCP
Ox01 Configure-Request

Ox02 Configure-Ack
Ox03 Configure-Nak
Ox04 Configure-Reject
Ox05 Terminate-Request
Ox06 Terminate-Ack
Ox07 Code- Reject

LCP
Ox08 Protocol -Reject
Ox09 Echo-Request
Ox0a Echo-Reply
OxO0Ob Discard- Request
CCP | CCP
Ox0e Reset-Request
Ox0f Reset-Act
PAP
Ox01 Authenticate-Request
Ox02 Authenticate-Ack
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9)

Ox 01
Ox 02
Ox 03
Ox 04

Ox01
Ox 02
Ox 03
Ox 04
Ox 05
Ox 06
Oox07
Ox 08

Ox01
Ox 02
Ox 03
dat a=

Aut henticate

CHAP

Chall en
Respons
Success

Failure
BAP
Call - Re
Call - Re
Call bac
Call bac
Link-Dr
Link-Dr
Call - St
Call - St
CBCP
Call bac
Call bac
Call bac

uest
pons
- Req
k- Res
op- Re
op- Re
atus-

x 0 o

atus -
k- Req
k- Res
k- Ack

16

- Nak

e
uest
ponse
guest
sponse
I nd
Rsp

uest
ponse

6 4

30
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2 show trace pppoe

1.

30.

PPPOE

trace pppoe

show

PPPOE

PPPOE

show trace
Il nternet .

#
[01]

01

00.

start

Stage

PPPoE Discovery

(1)

(3)

(2)

01

00.

en=35

PADI

Send

SP

Il nternet .

[02]

(5) (6)
0000

ffff

(7)

(8)

11009
Oeaa

8863
0000

010c

Oeaa

ffff

dat a=ffff

o0oof 0101 0000 0103 0007
01

0000

010c

01

en=62 00.

1107
Oeaa

Recv PADO

010c

SP

Il nternet .

[ 03]

8863
0000

Oclc
0010

ed48a

0003

Oeaa

dat a=0000

0007

0103
6173

0101 00O0O
0200
949a 86b5

002a

0000

0104 4c3b
8bdf

0372

0101

010c

5ceb

90d6

e7d6

69dc

01

en=62 00.

1119
Oeaa

Send PADR

Oclc

SP

Il nternet .

[04]

8863
0000

e48a 0000 Oeaa 010c
0010

002a

dat a=0003

0007

0103
6173

0101 00O0O
86b5

0200
949a

0000

0104 4c3b
8bdf

0372

0101

010c

5ceb

90d6

e7d6

69dc

01

en=62 00.

1165
Oeaa

Recv PADS

010c

SP

Il nternet .

[05]

8863
0000

Oclc
0010

ed48a

0003

Oeaa

dat a=0000

0007

0103
6173

0101 00O0O
0200
949a 86b5

002a

0003

0104 4c3b
8bdf

0372

0101

010c

5ceb

90d6

e7d6

69dc

01

en=20 00.

ll1a7

Send PADT

Oclc

SP

Il nternet .

[06]

e48a 0000 Oeaa 010c 8863

0000

dat a=0003

0003

1)

99 10

01

329
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2)
PPPOE < >. < >
3)

4) pppoetrace
pppoetrace
5)

Send
Recv
6)
PPPOE
PADI
PPPOE Active Discovery Initiation
PADO
PPPoOE Active Discovery Offer
PADR
PPPOE Active Discovery Request
PADS
PPPoOE Active Discovery Session-confirmation
PADT
PPPOE Active Discovery Terminate
SESS
Session Stage
7)
10
8) dat a=
16 128
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k e

3 show trace |

1.

30.

i ke

trace

show

KE

-R90brin

Si

-R80brin

S

30

i ke

show trace
[ 1] | SAKMP Send
(1)

#

10: 26: 2¢

Aug

(3)

2)

(

1.1)

168

Address: (192.

Local

(4)

Addr ess:

2.1)

168.

(192

Remot e

(5)

0000000000000000)

(22f2b428fb243bba:

Cooki es:

(6)

Aggressi ve

215(0xd7)

Len:

Type:

Exchange

(7)

(9)

0000
0400
0101
8002
000c

0000
00d7

S3bba 0000

fb24
0000
0000
0101
8004
0ao00
3595

b428

data=22f 2

0000 O0O0OO 0038

0400

0110

0001

0000 002c

0001

0001

0000

0001

0024 0000 8001 0001
0001

0000

0004
55bf

0001

800D

0001

8003

Obd7
4e9b
4138

1d9b dedd
790e

421e

0064
fad9e
2179

5180
Obail

0001

c95c¢c
adda

did1

1118

095¢c

07bc e220

dcle

26:

10:

Aug

| SAKMP Recei ve

[ 2]

)
)

5b504feebef 8c495)

.1
1

1
2

168
.168.

(192
(192
(22f2b428fb243bba:

Addr ess

Addr ess
Cooki es

Local
Remot e

255(0xff)

Len:

Aggressive

Type:
fb24

Exchange

bef 8 c495

4f ee

5b50

3bba

b428

data=22f2

331
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0038

0400
0101
8002
000c

0000 0000 OOOO OOFT f
0000
0101
8004

0a00
9647

0400

0110

0001

0000 0O02c

0001

0001

0000

0001

8001 0001

0000

0024

0000

0004
2261

0001

800D
0064 O05ab

0001
fdcl

0001

8003
0001

7d9c

2leb

5180
ca0o0
a095

ba33
ceca

1d0b 1740
7dasb

e820

eag94
e533

80b8

acb?2

fb9o

5f 64

26:

10:

Aug

| SAKMP Send

[ 3]

(192.168.
(192

Addr ess:

Local

168.

Addr ess:

Remot e

5b504feebef8c495)

c(22f2b428fb243bba:

Cooki es

48(0x30)

Len:

Aggressive
fb24
0000
240e

Type:

Exchange

c495
0014

4f ee bef8

0030
41af

5b50

0000

3bba

b428

data=22f 2

0000
7c86

0000

0400

0810

0d15

294d

3028

bb75

0d8?9

N
©
N
o
—
N~
o
=}
<
=
l
—
= =
— 00
o ©
>
[
o N
c o
W —
N
o ..
-
ow
— O
O -
m o
— O
© <
c
[0}
w0 —
©
o o
= o
N ]
<
n

[ 4]

2.1)

168.

Address: (192.

Remot e
Cooki es:

5b504feebef8c495)

(22f2b428fb243bba:

76 (0x4c)

Len:

I nformati onal

fb24
774d
455f

Type:

Exchange

c495
0014

5b50 4fee bef8
004c

0000

3bba

b428

data=22f 2

0bo0O
29009
22f 2

2alo9
a72d
0001

0501

0810

3d1lb

c631
6002
c495

9b54
0110

9a99
001lc

8lde

b428

0000
5b50

0000

bef 8

4f ee

3bba

fb24

26:

10:

Aug

| SAKMP Send

[ 5]

(192.168.
(192

Addr ess:

Local

168.

Addr ess:

Remot e
Cooki es:

5b504feebef8c495)

(22f2b428fb243bba:

84(0x54)

Len:

I nformati onal

fb24
774d
6alf

Type:

Exchange

c495
fdda
2787
5656
7ff a

5b50 4fee bef 8
0054

0000

3bba

b428

data=22f 2

ebbb
5dod
c9d?2
4d79

2alo9
daaa

0501

0810

7389
3147
Oae3

c622
2dc a

9cf 7

474c

af 88 338f

f6el

cas8o
59c8

d87hb

d8a3

6c61

2602
ac57

7db9

N
©
N
o
—
N~
o
=}
<
=
e
—
= =
— 00
o ©
>
- .
o N
c o
W —
-
o ..
-
own
— O
O -
m o
— O
© <
c
(0}
w0 —
©
o o
= o
N ]
<
0

[ 6]

2.1)

168.

Address: (192.

Remot e

5b504feebef8c495)

c(22f2b428fb243bba:

Cooki es

148(0x94)

Len:

Type: Quick

Exchange

c495
0014

4f ee bef8

fb24 3bba 5b50

4730 0000 0094
f 778 bbb2
0000

03ff

b428

data=22f 2

0100
b7bc

70f Db

2001

0810

0914
0024
0000

ar’7c8
0000

8e08
0001

2b24
0030
0401

fd3b
0ao00
0103
8001

0000
0102
8005
5929

0001

0000 0018

7c4b
7080

0001

0001

8004
d5c 6

8002
f7c2
0500

0001

dlab d3e4 38ae

0010

0014

0500

0000 O0OOO

0000

0400

5354

91f9

26:

10:

Aug

| SAKMP Send

[ 7]

)
)

5b504feebef 8c495)

(192.168.1.1
(192.168.2.1
(22f2b428fb243bba:

Addr ess:

Addr ess:
Cooki es:

Local
Remot e

156(0x9¢c)

Len:

Type: Quick

Exchange

fb24 3bba 5b50 4fee bef8 c495
4730 0000 35b5

b428

data=22f2

789e

70fb 009c

2001

0810

2b8a 3ebd 5663 8lab 4c78 ed4cf 864c
6238 Ob17

b49
b968

33e0

af 03
1e8hb
6az27

b095

do76

1d8e

b482
5f 37
8e0d
32c4

bc65
512e

13dd 2000 3efb
ebab

4a6b5
6bed

f 9ba

48ac

2735
3bes8

3394
06b1

6548
40f a

lea?2
e227

Beef

97a8

cl6a
9a87

ec8b 0b35

117hb

b933

332

30



26:

10:

Aug

| SAKMP Recei ve

[ 8]

)
)

5b504feebef 8c495)

1
1

(192.168. 1.
(192. 2.

Addr ess:

Loca

168.

Addr ess:

Remot e
Cooki es:

(22f2b428fb243bba:

156(0x9¢c)

Len

Type: Quick

Exchange

c495
ecbhil
2d47

fb24 3bba 5b50 4fee bef8
4730 0000

b428

data=22f 2

fl4e
5a45
clf 1

70fb 009c

2001

0810

0Oaz214
4395

bafe 127d deas8
dccc 6d20

88 aa

938f

574d
585d

f77e€
53e3

36dc

c50e
76c¢c0

aeab
296Db
c2a?9
cea3l

9a6b 276a

8696
96 a4

b7e8

a6b7c

83e9

4105
2910

6db3 9a77 227c

f516
92a5b

87f0

Ocav7
4f 2d

f 907
3af o0

3ead
ce82

eO0fc

9eel

16e0

fale

26:

10:

Aug

Decrypt)

| SAKMP Receive(After

[ 9]

)
)

5b504feebef8c495)

1
1

(192.168. 1.
(192, 2.

Addr ess

Local

168

Addr ess

Remot e
Cooki es

(22f2b428fb243bba:

156 (0x9c)

Len:

Type: Quick

Exchange

c495
0014

fb24 3bba 5b50 4fee bef8
0000 009c

4730
ag8e3l

b428

data=22f 2

0100
d080
0000
0102
8005
da9e

70f Db

2001

0810

5742 f18a 76c4 94f7 e877
0001 0024
0000

d4d3

0001

0000

0000
Oef d

0030
0401

0ao00
0103
8001

0000 0018

a6ld
7080

0001

0001

8004

8002

0001

84c 4
0000 O0O0OO

1754
0000

a8b4 8271
0400

0010

c538
0500

0014
do9o9

o ©
o Qo
n o

o~

©

o~

o

—

N~

o

>

<
—_—
—

~— N

- . .

o o

>0 ©

o

o . .

[<S NN

W o o
—

O ——

..

ocwnn

— 0 on

v oo

m o o

— T T

T T O

c <<

(3]

(9] ()
—

O © O

= o €

¥ o o

<

(%))

o

—

(22f2b428fb243bba:

5b504feebef 8c495)

Cooki es:

48(0x30)

Len:

Type: Quick

Exchange

fb24 3bba 5b50 4fee bef8 c495
4730 0000 0014

b428

data=22f2

0000
b608

0030
94ef

70fb

2001

0810

5817

756e 00c2 1d9c e7fO0

9b63

26:

10:

Aug

| SAKMP Send

[11]

)
)

5b504feebef 8c495)

1
1

(192.168. 1.
(192. 2.

Addr ess

Local

168.

Addr ess

Remot e
Cooki es:

(22f2b428fb243bba:

:52(0x34)

Len
bef 8

Type: Quick

Exchange

c495
6bca

fb24 3bba 5b50 4fee
4730 0000

b428

data=22f 2

606 2

00314
3eal

70fb

2001

0810

0665

939d

5bd9 f8d6 4f 97 4245

2665
1259

cdca

10

2)

SAKMP Send

vV e

SAKMP Recei
| SAKMP Send(Before

Encrypt)

Decrypt)

| SAKMP Receive(After

I KE

3)

KE

Addr ess

Local
KE

4)

Pv 6

Pv 4

333
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| Pv4 I P Aggressive I nitiator I
(I SAKMP Send | SAKMP Send(Before Encrypt))

5) Remote Address
I KE I Pv4 | Pv 6
6) Cookies
Cookie (lnitiator Cookie: Responder Cooki e)
7) Exchange Type
Exchange Type

NONE
Base Base
Il dentity Protection : Ildentity Protection
Aut hentication Only : Authentication Only
Aggressive : Aggressive
I nformational : I nformational
Quick : Quick
New group New group
Acknowl edged I nformational : Acknowledged I nformationa
8) Len
I SAKMP
9) dat a=

16 320

30 3314



30.

1. 4 show trace

SSH

]

show trace ssh

(
(
]
SSH
]
SSH

# show trace ss

[1] sshd

(1) (2)

ssh
)
u Sep 30 14:34:37
(3)
orm does not supp

privilege

separatic

(4)
[ 2] sshd
Compr es
[ 3] sshd
infol
[ 4] sshd
infol
[ 5] sshd
infol
[ 6] sshd
infol
[ 7] sshd
infol
[ 8] sshd
infol
[ 9] sshd
infol
[10] sshd
Server
[11] sshd
infol
[12] sshd
Server
[13] sshd
Gener at
[14] sshd
RSA key
1)
10

Th
si o
Th
ssh
Th
pri
Th
rea
Th
pri
Th
rea
Th
pri
Th
Bin
Th
I is
Th
Bin
Th
I is
Th
i ng
Th
ge

T NONONNNS< NP N< NONTN

NT NMNONTNON TNAONTNWN

u Sep 30 14:34:37
n disabl ed
u Sep 30 14:34:3
d version OpensSsS
u Sep 30 14:34:3
vate host key #
u Sep 30 14:34:3
d PEM private ke
u Sep 30 14:34:3
vate host key #
u Sep 30 14:34:3
d PEM private ke
u Sep 30 14:34:3
vate host key: #
u Sep 30 14:34:3
d to port 22 on
u Sep 30 14:34:3
tening on 0.0.0.
u Sep 30 14:34:3
d to port 22 on
u Sep 30 14:34:37
tening on :: port
u Sep 30 14:34:37
768 bit RSA key.
u Sep 30 14:34: 38
neration complete

2004

OK Oo oK oo oK o o

O T O0O0O0OT O O0OT OS5 OT O WOo

o0 o
E R

ArOPA,DODDPODOADPAD DT D

0

1

2

RSA1

type

RS A

type

DSA

22.

RS A

DSA

30
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2)

3)

4)

30

336



30.
30.

2

2.1

SSH

]

clear

SSH

SSH

]

# clear
#

clear

trace

trace

trace

ssh

ssh

s s h

30

337



31

31

338



1

1.1 of fline
]
]
of fline Il an [<lan_number >]
of fline switch [<switch_number> [port <port_number >]]
of fline remote [<remote_number> [ap <ap_number >]]
of fline access-point <ap_name>
of fline template interface <interface_name>
of fline template <template_number> [uid <user _id>]
]
Il an
LAN ( )
l an <l an_number >
LAN ( )
LAN L ) 2- 4
e )
switch
(SW1 sw4) ( )

switch <switch_number >

( )

switch <switch_number> port <port_number >

( )

2- 4 R ( )
remot e

(templ ate ) ( )
remote <remote_number >

0 47 Si -R80brin Si-R90brin
ot )
2-4 S )
remote <remote_number> ap <ap_number >
( ) <remote_number >

<ap_number >

0 47 Si -R80brin Si-R90brin

2-4 -t )
access-point <ap_name>

( )

31 339



template interface <interface_name>
<interface_name> templ at e
templ ate <template_number >
templ at e
templ ate <template_number> uid <user_id>
templ at e templ at e <user _id>

<templ ate_number >

10
0 1 Si -R80brin Si-R90brin
<user _id>
I D
I D 145
]
( )
( )
]
]
# offline remote 0O ap O
#
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]

online |l an [<lan_number >]
online switch [<switch_number> [port <port_number >]]
online remote [<remote_number> [ap <ap_number> [id <id>
online access-point <ap_name>
online template <template_number> uid <user _id>
]
Il an
LAN
l an <l an_number >
L AN
LAN R ( ) 2- 4
R )
switch

(SW1 Sw4)
switch <switch_number >

switch <switch_number> port <port_number >

remote

remote <remote_number >

0 47 Si -R80brin Si-R90brin
L )
2-4 " )
remote <remote_number> ap <ap_number> id <id> <password>

<remote_number >
<ap_number >

0 47 Si -R80brin Si-R90brin
II, II( )
2_4 II_II( )
<id>
| D( 64 )

<remote_number > <ap_number >

31 341



<password>

( 64 )
<remote_number > <ap_number >
access-point <ap_name>

templ ate <template_number> uid <user _

templ at e <user _id>

<templ ate_number >

i d>

10
0 1 Si -R80brin Si-R90brin
<user _id>
I D
VPN I D
145
VPN
<user _id>
( 64 ) @ ( 80 )
]
( )
( )
]
]
# online remote 0O ap O
#

31
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32 VRRP

32 VRRP 343



32.1 VRRP

32.1.1 vrrp action

VRRP

[ ]

vrrp action [interface <interface_name>] [vrid <vrid>] di

( VRRP )
vrrp action [interface <interface_name>] [vrid <vrid>] e
( VRRP )

[ ]

interface <interface_name>
L AN

Il anO0O | an9 Si -R80brin Si-R90brin

interface <interface_name> LAN
vrid <vrid>
VRRP
vrid <vrid> LAN VRRP
VRI D
LAN VRRP VRI D 1 255 10
[ ]
( )
( )
[ ]
VRRP VRRP
VRRP I nitial
VRRP LAN
VRRP (
)
[ ]
VRRP
[ ]
‘va: command accepted vrid<vrid>

vrid<vrid>
VRRP

32 VRRP 3414



VRRP

VRI D

<ERROR> wvrrp: not command accept vrid<vrid>

vrid<vrid>
VRRP
VRRP

<ERROR> wvrrp: Bad vrid<vrid> provided

vrid<vrid>
VRRP

]

|l anoO VRI D 10 VRRP

# vrrp action interface | an0O vrid 10
vrrp: command accepted vridlO

# vrrp action interface | an0O vrid 10
vrrp: command accepted vridlO

#

32

VRRP

345



32.1. 2 vrirp preempt-per mit

VRRP

[ ]

vrrp preempt-permit [interface <interface_name>] J[vrid

[ ]

interface <interface_name>
L AN

Il anO | an9 Si -R80brin Si-R90brin

interface <interface_name> LAN
vrid <vrid>
VRRP
vrid <vrid> LAN VRRP
VRI D
LAN VRRP VRI D 1 255 10
interval <interval >
ON
ON 0 900
VRRP VRRP- AD 3 +5
VRRP- AD 3 +5 VRRP- AD 3 +5
[ ]
( )
( )
[ ]
VRRP ON
OFF VRRP
( )
[ ]
Wrrp: command accepted vrid<vrid>

vrid<vrid>

VRRP
VRRP
VRI D
<ERROR> wvrrp: not command accept vrid<vrid>

32 VRRP 346
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vrid<vrid>
VRRP
VRRP

<ERROR> wvrrp: Bad vrid<vrid> provided

vrid<vrid>

VRRP
]
Il anoO VRI D 10 VRRP
# vrrp preempt-permit interface | an0O vrid 10
vrrp: command accepted vridlo0
#

32 VRRP 347



33

VPN

33

VPN

348



33.
33.

1

VPN

]

VPN

dvpnserver

dvpnserver disabl e

]

]

VPN

# dvpn
#

VPN

server disabl e

di sabl e

33

VPN
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33.

1.

2

VPN

]

dvpnserver

dvpnserver enabl e

]

]

VPN

VPN

# dvpnserver enabl e

#

enabl e

33

VPN
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34 RADI US
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34.1 RADI US
34.1.1 radius recovery

[ ]

RADI US
[ ]
radius recovery group <group_id> auth <number >
radius recovery group <group_id> accounting <number >
[ ]
<group_id>

I D
AAA I D

auth <number >

accounting <number >

RADI US dead alive

[ ]

# radius recovery group 1 auth 2
#
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<data_si z

<data_si z

35.1
35.1.1 ping
[ ]
| CMP
[ ]
ping <ip_address>
[ source <ip_address>] [repeat [<count>]] [size
[tos <tos>] [ttl <ttl>] [timeout <timeout>] [df]
ping <host_name> [{v4] vVv6}]
[ source <ip_address>] [repeat [<count>]] [size
[tos <tos>] [ttl <ttl>] [timeout <timeout>] [df]
[ ]
<ip_address>
I P
| Pv 4 | Pvé
| Pv 6 "%<interface>"
"fe80:: 1% an0"
<ip_address> <host_name>
<host _name>
DNS
<ip_address> <host_name>
{vdalveé}
I P
<host _name> <host _name> I P
v 4 I P
source <ip_address>
I P
I P
I P
repeat [<count >]
0 65535 10 <count > 0
size <data_size>
I CMP 46 9600 10 ( : )
46
tos <tos>
TOS
TOS 0o ff 16 0
ttl <ttl >
TTL
TTL 0 255 10 128
ti meout <timeout >
35 354



10

300

20

repeat

df

Fragment bi

t
Pv 6

Don'

\Y

QUEST I CMP EC

CMP ECHO_RE

(1P

192.
1

a)

alive.

168.
i s

o ©
(=i

o N

H A FH

b)

com
alive.

S

# ping jp.fujitsu.
192.168.1
#

(1 PV6)

ip.

cfffe:

c)

com V6

e00:

fujitsu.

ping
fe80: :

#

alive.

3

80c2 i

5555:

c100:

(3

d)

168. .1 repeat 3
168. 56 data bytes.

192.

768 ms

736
736

=0.

0 ttl =255 1ti me

icmp_seq=1

icmp_seq=2

from 192. 168. 1: icmp_seq

bytes

64

ms
ms

ti me=0.
ti me=0.

=255
=255

ttl
ttl

168. 1. 1:
168. 1.1

from 192.
from 192.

bytes
bytes

PI NG Statistics--- -

1.1

168.

|l oss

packet
768

0 %

recei ved,

736/ 0.

packet s

3

transmitted,

packet s
round-trip

3

= 0. 746/ 0.

mi n/ ave/ max

(ms)
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1. 2 tracerout e

]

traceroute <ip_address> [source <src_ip_address>] [size
[ti meout <timeout>] [df]

traceroute <host_name> [{v4d | v6}] [source <src_ip_addre:
[ti meout <timeout>] [df]

]

<ip_address>
I P
| Pv 4 | Pvo6
<ip_address> <host _name>
<host_name>

DNS
<ip_address> <host_name>
{ v4 | v6 }
I P
<host name> <host name> I P
v 4 I P
source <src_ip_address>
I P
I P
I P
size <data_size>
I P 46 9600 10 ( : )
46
I P | Pv 6 I P v 6 46 59
60

ti meout <timeout >

1 300 10 ( )
20
df
Don't Fragment bit

I P I Pv 6 I P v 6
]

( )

( )
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host (I P ) I P (TTL |/
1 1 I CMP
host
traceroute
[ | Pv4 1
XX . XXX ms
I'N ( )
I'H ( )
I P ( )
' F ( )
'S
! TTL
*
[ | Pvo6 1
XX . XXX ms
I'N ( )
A ( )
'S ( )
I P ( )
! HopLi mit
*
traceroute
traceroute: unknown host <host_name>
<host _name> I P
traceroute: can't assign source address
I P
( )
]
1
host
# traceroute 192. 68. 1.1
traceroute to 192.168.1.1 from 192.168.5.2, 30 hops max,
1 192.168.5.1 20. 000 ms 20. 000 ms 20.
2 192.168. 1.1 41. 000 ms 41. 000 ms 41.
#
2
host
# traceroute 192. 68. 1.1
traceroute to 192.168.1.1 from 192.168.5.2, 30 hops max,
> . e
3 * - B
4 * * *
30 * * *
#
35 357
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1. 3 tel net
]
tel net
]
tel net <host >
]
<host >

(telnet

[<port>]

[{ipva4iipveé}]

[ escape

{<char >} non:i

| Pv 4
| Pv 6
"%<interface>"
"fe80::1%l an0O"
<port>
1 65535 10
tel net 23
i pvi4
| Pv 4 telnet
<host > | Pv4 | Pv 6 I Pv 4
i pveé
| Pv 6 telnet
<host > | Pv4 | Pv 6 | Pv 6
i pvd i pve6 <host >
| Pv 4 | Pv 6
| Pv 6
escape {<char>}none}
'"none"
telnet q" tel net
n CTRL+A
A AT
"none"
"AT"(CTRL+])
srcaddr <srcaddr >
(
| Pv 4
| Pv 6
<host > ( )
tos <tos>
TOS o ff 16
<host> 1|1Pv6
0
[ ]
( /
( )
35 358



]

telnet
telnet ( )
(VT100)
(9600bps)
( )
# telnet 192.168. 1.2 tel net
Trying 192.168.1. 2. ..
Connected to 192.168. 1. 2.
Escape character is '~]°"
Login:
Passwor d:
|l ogi n OK.
# exit exit
Connection closed by foreign host.
#
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1.4 pwconyv

]

pwconv {common;unique}

]

common

uni que

Passwor d:
Retype password:

Passwor d:

]

# pwconv unique
Passwor d:

Retype password:
OoxLSOCZwl 69dsGBz.
#
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35.

1.5 rpon

Magi cPacket

]

rpon <host_number >

]

<host_number >

Magi cPacket
al |

Magi cPacket

<host_number > MA C
<host_number > all MAC
Magi cPacket
[ ]
# rpon 2
#
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36 commi t

commi t
commi t
switch (3)
LAN Il an bind (3)
Il an mode (3)
lan fl owct| (3)
Il an mtu (1)
Il an shaping (3)
|l an recovery (3)
Il an ip address (1)
Il an ip alias (1)
lan i p dhcp service(1l)
lan ip dhcp info (1)
Il an i p proxyarp (1)
lan ip localproxyar{pl)
Il an ip route (1)
lan ip rip use (1)-1
lan ip rip filter (1)-1 1
Il an ip ospf wuse (1) -1
Il an ip ospf cost (1)
lan ip ospf hello (1)
Il an ip ospf dead (1)
lan ip ospf retrans|(1)
Il an ip ospf del ay (1)
lan ip ospf priorit|gl)
Il an ip ospf auth (1)
Il an i p ospf passive(l)
Il an i p nat (1)
lan ip filter (1)
Il an ip tos (1)
lan ip priority (1)
Il an ip icmp (1)
lan ip multicast (1)
Il an ip arp cycle (3)
lan ip ids (1)
Il an i p6 use (1)
lan ip6 ifid (1)
Il an i p6 address (1)
Il an i p6 ra (1)
Il an i p6 route (1)
Il an ip6 ripuse (1)-1
lan ip6 rip site-I|loca)-1 1
lan ip6 rip aggregate)-1 1
lan ip6 rip filter ((1)-1 1
lan ip6 filter (1)
Il an i p6 priority (1)
Il an ip6 trafficclasl6l)
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commi t

Il an i p6 dhcp (1)
Il an bridge use (3)
|l an bridge group (1)
Il an bridge static (1)
Il an bridge stp (1)
Il an bridge filter (1)
Il an bridge priority(1)
Il an vrrp use (3)
Il an vrrp auth (1)
lan vrrp group id (3)
lan vrrp group ad (1)
lan vrrp group preegmb}
lan vrrp group triggey
lan vrrp group acti|ph)
lan vrrp group vaddft?1l)
Il an vlian bind (3)
Il an vlian tag (3)
lan |1 dp (1)
|l an macauth wuse (3)
l an macauth expire |(3)
|l an macauth aaa (3)
l an macauth securit|¢3)
Il an snmp (1)
remote name (2)
remote autodial (2)
remote mtu (1)
remote shaping (2)
remote ap name (2)
remote ap move (2)
remote ap datalink |(3)
remote ap ip (2)
remote ap multiroutie2)
remote ap ppp (2)
remote ap pppoe (2)
remote ap connect (13)
remote ap idle (2)
remote ap keep (2)
remote ap ipsec (2)
remote ap ike (2)
remote ap dvpn (2)
remote ap tunnel (2)
remote ap overl p (2)
remote ap sessionwda¢th
remote ppp (2)
remote ip address (1)
remote ip route (1)
remote ip rip use (1) -1
remote ip rip filteggl)-1 1
remote ip ospf se [(1)-1
remote ip ospf cost|{(1)
36 commi t
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commi t
remote ip ospf hell|lpl)
remote ip ospf dead(1)
remote ip ospf retrl@bp
remote ip ospf del d¢1)
remote ip ospf auth(1l)
remote ip ospf pass|{Le
remote ip ospf mult{thst
remote ip ospf checkin}y u
remote ip multicast|(1)
remote ip nat (1)
remote ip filter (1)
remote ip tos (1)
remote ip pri rity (1)
remote ip msschange(1)
remote ip dvp (7)
remote ip ids (1)
remote ip6 use (1)
remote ip6 ifid (1)
remote ip6 address [(1)
remote ip6 ra (1)
remote ip6 route (1)
remote ip6 rip use [(1)-1
remote ip6 rip siteflpecall
remote i p6 rip aggrilegpie 1
remote ip6 rip filtet)-1 1
remote ip6 filter (1)
remote ip6 trafficc(aps
remote ip6 priority(1)
remote ip6 dhcop (1)
remote ip6 dvpn (7)
remote bridge use (2)
remote bridge group(1)
remote bridge stati|€cl)
remote bridge stp u6ce)
remote bridge stp cos%}
remote bridge stp p¢ilprity
remote bridge filte¢1l)
remote bridge prior/(ly
remote snmp (1)
templ at e name (6)
templ ate mtu (7)
templ ate idle (7)
templ ate interface |p8&pl
templ ate aaa (9)
templ ate datal:i k (6)
templ ate combine (6)
templ ate ip dns (7)
templ ate ip address/(8pmote ppol
templ ate ip nat (1)
template ip filter |(1)
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template ip tos (1)
template ip priorit|fgl)
templ ate ip msschang@te)
templ ate ip ids (1)
templ ate ip6 use (7)
templ ate ip6 ifid (7)
template ip6 filter|(1)
template ip6 prioriltyg)
template ip6 traffilct) ass
templ ate dvpn (11)
templ ate ipsec (10)
templ ate ike (10)
templ ate tunnel (10)
templ ate sessionwat|chO0)
templ ate snmp (1)
I P ip nat tabl e (14)
VPN dvpn server (1)
dvpn client (12)

AAA aaa (1)
route manage ip distance
routemanage ip redil6l)rip
routemanage ip redil6l) bgp
routemanage ip redil6l) bgp vrf
routemanage ip redilj6lt) ospf
routemanage i p ecmp(1l)
routemanage interfagcée)
routemanage ip6 distance
routemanage ip6 redfs)y rip
bgp as (4)
bgp id (4)
bgp i p mpls-resoluti{éh
bgp ip full-route (1) -1 3
bgp i p network rout|el)
bgp ip network igp [(1)-1 2
bgp i p aggregate (1)
bgp ip redist (1)
bgp neighbor addres/6l) -1 3
bgp neighbor as (1) -1 3
bgp neighbor timers/(1)-1 3
bgp neighbor ebgp-mil})ibop3
bgp neighbor family/(1)-1 3
bgp neighbor source(1)-1 3
bgp neighbor authen¢tifratbon
bgp neighbor gracefll})+re&startg
bgp neighbor i p medme}rit
bgp neighbor ip asp¢é&pend
bgp neighbor ip |l oc@alpret
bgp neighbor ip nexthppself
bgp neighbor ip defl@li)t-drigjfnate
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bgp neighbor i p fil|¢e) 1
ospf ip id (4)
ospf ip area id (1)-1 4
ospf ip area type (1)-1 4
ospf ip area defcos/ftl)
ospf ip area range |(1)-1
ospf ip area type3-|(%hr
ospf ip area viink |{d)-1 4
ospf ip area viIiink |pg) Il o
ospf ip area viink |[d&hnd
ospf ip area viIiink [¢&)Yrans
ospf ip area viIiink |d&) ay
ospf ip area vlIiink [@gl}h
ospf ip definfo (1)
ospf i p summary (1)-1
ospf ip redist (1)-1
rip ip timers (1)
rip ip multipath (1)
rip ip redist (1)-1
rip ip neighbor (1) -
rip ip gwfilter (1)-1
rip ip6 timers (1)
rip ip6 multipath (1)
rip ip6 redist (1) -1
bridge age (1)
bridge stp (1)
bridge ip routing (2)-1
bridge ip policy (1)
bridge ip6 routing |(2)-1
bridge ip6 policy (1)
bridge viIan (1)
bridge inter-remote(1l)
mul ticast (1)
ACL acl (1)
snmp (1)
syslog (1)
ti me (1)
proxydns (1)
host (1)
password format (0)
password admin set [(0)
password admin aaa |[(1)
password user set (0)
password user aaa (1)
password aaa (1)
schedul e (1)
updateinfo (1)
macauth password (1)
addact (1)
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watchdog service (5)
consol einfo (1)
telnetinfo (1)
mf | ag (1)
sysname (5)
|l oopback ip address|(1)
|l oopback ip ospf (1) -1
|l oopback i p6 addres/6l)
serverinfo (1)
(0)
(1)
(1)-1(1)
(2)
(2)-1(2) PPP
(3)
(4)
(3) ( )
(6)
(7)
(8)
(9) AAA (templ ate combine use aaa )
(10) Il Psec (templ ate datalink type ipsec
(11) VPN (template combine use dvpn
(12) (2) (11)
dvpn client encode (1)
(13) i psec (2) physical (7)
(14) NAT NAT NAT
1
2 BGP
3 BGP
4
5 BGP
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