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DATLDAYyE—Y
DR T LIEH

vt—)

‘initi system startup now.

44T 4]
LOG_INFO

K]
AT ANEE L2 EERLET,

DRATLEY UBRE

vE—v]

‘im'ti system down occurred. down code <code>

ZA4F )T 4]
LOG_INFO

K]

BERFICLD VAT AU BB LT —a JERNEFEEL TWDL Z 2R LET,

I A2 DEK]

<code>
BB R Lol T —a JHERO S AT AE T o a— R

RTC £2FE#&H

vt—]

‘initl RTC acknowledge error occurred.

A )T 4]
LOG_INFO

=]

W2 N 727 7 %AT O RIC OBERE 2R LI Z L 2RmLET,
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1.2 I—TFT 4293 %2—TvDAvE—2
1.2.1 IW—T 40 FT—TILA—/\TJAa—

[Ayv+E—2)

‘nsmi routing table overflow. <route> from <protocol>

(T34 A4YT1]
LOG_INFO

=19
IPvd V=T 4 T —TNDx N UVEPRKEIZEL TWDT2D, BB BEREmEE L2 2R LE
j—o

(/X5 A2 DEBK]

<route>

EE U 7o iR 1
<protocol>

AR N=V% Vil

1.2.2 AETAVIRBDEBEEFE

[Ay+—2]

‘nsmi This route cannot be added because the distance is contradictory. <route> from <protocol>

(FS54A4 )T 4]
LOG_INFO

EK]
BEHEN 0 ORKEEGATBEEREAZBRIEL LD & L2, Hil- RIS RAWE L -2 2R LET,
[l U & CTHRICEER ORI 2 BT 2856, BEEORKBEETLZ LIXITEERA,

[/X5 A5 DERK]

<route>
EE U 7o iR I
<protocol>
FA=RN=V% Vil

1.2.3 ARBT A4 ERO ECMP A4 —/N\

[Ay+—2)

‘nsmi This route cannot be added because the number of ECMP routes has reached maximum. <route> from <protocol>

(F544UT4]
LOG_INFO

ER]
AL T 4 v 7 REEOBMFFIC, 3% A7EH O EOMP HASRAREICE L TN DT, B AR A g LT 2 &
ERLET,




(/35 A 2 DEK]

<route>
EEE L 7o R BRI
<protocol>
PA=RN=V % Vil

1.2.4 ECMP MR EHEDRAT 4 Vv IRRRDA M) v I FE
[Avyt—]

‘nsmi This route cannot be added because the metric is contradictory. <route> from <protocol>

(F34A4)T4]
LOG_INFO
(=0k]
ANY y DRID A BOP R E LOBIKL LD & Lisle, HeaReMmE L=l L 2R LET,
7 U d ORISR ORI & BOWP IR & LTI 258, A P v/ BRI THIUERD Y £7,
(/35 4 52 DEK]

<route>
EE L 7o R BRI
<protocol>
PA=RN=V % Vil

1.2.5 RAT4 YOIV M)A —/NTO—
[AvE—2)

nsm: This route cannot be added because the number of static routes has reached maximum. <route> from
{protocol>

(F354F)T 1]
LOG_INFO

)

AZT Ay 7B ABMLE S & LGRS, AFT 4 v 7RO b ) BBRRNEIZEL TOIZoOMIEL

Ll L ERLET,

(/35 A 2 DEK]

<route>
T L 7o AR s
<protocol>
AR =Y % il

1.2.6 REBEZHFEOPE

[Ay+E—2]

‘nsml Re-registration processing of the IPv4 route was interrupted

T

F1E VAT a7 ER—E
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(TS54F)FT«]
LOG_INFO

EK]
TPv4 fRIETE MO RGO 2 HRr L E LT,

1.2.7 IP7FLRDEIY HT

[Ay+E—2]

‘nsmi {address> was assigned to <interface> from <protocol>.

(FT34A4UT+]
LOG_INFO

Z0K)
IPv4 DHCP r— "R LT IP T RLAZA U X 72— A ZEIN YTt 2R LET,

(/X5 A 2 DEK]
<address>
IP7 FL2A
<interface>
A BT 2—RE
<protocol>
PSS =% ]

1.2.8 IP7 FLADEE

[Ay+E—2]

‘nsmi <{address> cannot be assigned to <{interface> from <{protocol>, because duplicated.

(T4 )T 4]
LOG_INFO

=)

IPv4 DHCP #— "B EE L7 IP T RLANEE L TWATED AV F 72— AZE VB THZ LN TE R

7zt ERLET,

(/X5 A2 DFEK]

<address>

IP7 R
<interface>

A VBT o — A
<protocol>

A=l =Y ]|

T

F1E AT LaTY

#—%
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1.3 RIPODAytE—Y
.31 7y rRER

[Ayv+E—2)

‘ripdl recy from <src—addr> ({interface>): invalid packet length(<length>)

(544 )T 1]

LOG_INFO
k]

ZELERIP Xy bRy hEPRFETHLZLE2RLET,
(/X5 A 2 DEK]

<src-addr>

RIP /X0y FDFETL IP T F L&
<interface>

RIP Xy LIt v ¥ 72— R4
<length>

RIP X7y DRy MR

1.3.2 N— 3 VEE

(A vtE—2)

‘ripdl recv from <src—addr> (<interface>): invalid version(version>)

(FS54A4YUT«]
LOG_INFO

=179
ZELFERIPXY Yy RORIP A=V a0 N0 THhHI EERLET,

(/X5 A 2 DEK]
<src-addr>
RIP /X7y FOEEFEITLIP 7 FLX
<interface>
RIP X7y "NEZE LA V¥ T 2 — R4
<version>
RIP X5y FORIP N—V 3 V&K E

1.3.3 ZEERKR-+BESEE

[Ay+E—2)

‘ripdi recv from <src-addr> ({interface>): invalid source port ({port>)

(F354F)T 1]
LOG_INFO

1t

VAT La T

T

#—%

16



=]

{5 L72 RIP »3/7 > b (RESPONSE) D L5 A — FEFM RIP R— ME B TIIRWI L ERLET,

(/35 A2 DEK]
<src-addr>
RIP /X5y hDIEEITL IP 7 R LA
<interface>
RIP Ry b aZE LAV Z T = — R4
<port>
RIP /X7y R DIRETLAR— M

1.3.4 EETIP7FLRAEE
[Ay+E—2]

‘ripdi recv from <src—addr> ({interface>): invalid source address

(T340 T 4]
LOG_INFO

=0K]

{5 L7z RIP 7%+ b (RESPONSE) DiE(EILT R UVARKEBOE D L F VT RUANRBELTNDS Ry hU—7

ThdZ LarmLET,

(/X5 A 2 DFERK]

<src-addr>

RIP /X5y FDIRFETL IP 7 R LA
<interface>

RIP Xy "aZE LA v ¥ 72— A%

1.3.5 7RKLRIZ7IUESE

[AytE—]

‘ripdi recv from <src-addr> ({interface>): invalid address—family (<family>)

(F54F)T1]
LOG_INFO

=0K]

RIP %4+ |k (RESPONSE) T3/ L7ofREIEMDOT KL A7 7 S UM AF_INET TRWZ L 2R LET,

(/X5 A 2 DEK]
<src-addr>
RIP /X5y FDIREITL IP 7 R LA
<interface>
RIP X7y FNEZE LAV H 7 = — A4
<family>
RIP Xy RCZELET RLAT7 73

1t

VAT La T

T

#—%

17



1.3.6 BRERHTEERE
(A ytE—]

‘ripdl recv from <src—addr> (<interface>): invalid address (RTE=<address>/<mask> [<metric>])

(F34A4UT+]
LOG_INFO

=]

RIP /X% K (RESPONSE) C5f5 L7 REBEHMOH TN T — R¥ ¥y A T KL A 23, vy—F Ry 7T R
LATHAHZEERLET,

(/35 A 52 DEK]

<src-addr>

RIP %> FDIEEITLIP T KL A
<interface>

RIP X7y "EZAZ LIcA V¥ 7 = — A4
<address>

RIP RSy FTRELEHTHT FLA
<mask>

RIP X7y hCERELIEYAZE
<metric>

RIP X7y FCRABELIZARY v o

1.3.7 RRAIVREE

[Ay+E—]

‘ripdi recv from <src-addr> ({interface>): invalid mask (RTE=<address>/<mask> [<metric>])

(F54F)T1]
LOG_INFO

=19
RIP /%47 | (RESPONSE) C3215 L 72 iR E MO H TR, ~ A7 RO#MEEBLZ TWLZ 2R LET,

(/35 X 2 DEK]

<src-addr>

RIP /X5y b DIRFEITL IP 7 R LA
<interface>

RIP Xy haZE LA v ¥ 72— A%
<address>

RIP XYy RTEZELIEHTHT RLA
<mask>

RIP Ny FCRAFE LIV AT R
<metric>

RIP N7y RTEFLIEA MY v 7

T

w1E AT LA ER - 18



1.3.8 ARUYORE

(A vytE—2)

‘ripdl recv from <{src—addr> (<interface>): invalid metric (RTE=<address>/<mask> [<metric>])

(544U T«]
LOG_INFO

EK]
RIP /%47 I (RESPONSE) T5/5 L7=BREEIBMDO A R v 7 R0 THDH, £/E, 16 IV b REWZ EEZRLE
9,

(/35 A 2 DEK]

<src-addr>

RIP X4y FODEETLIPT LA
<interface>

RIP X7y R&ZFELTIA v H 72— R4
<address>

RIP X7y FCRELIEHTHET FL R
<mask>

RIP X7y N CRELEYAIE
<metric>

RIP Xy RCRIELIZA MY v 7

1.3.9 RIPIL—F 4 0 F—T)LA—/A20—RIP /4y FZ4E)
[AytE—2]

‘ripdi RIP routing table overflow. <address>/<mask> from <{src-—addr>

(F54F)T1]
LOG_INFO

=0K]

RIPV—F 4 7T —TNDT hUENREREIGEL TWATZD, HIHICZE LR ERAEL Lt &
~LFET,
(/85 A 2 DEK]

<address>

WIS NT-REFE RO S TH
<mask>
WEESINTREIHEHRO~ 27 &
<{src-addr>

RIP XG> ROFEEILIP T RLA

1.3.10 RIPI—TF 4 o9 FT—TIA—No0— (BEAREKEZE)
(A vtE—2)

‘ripdl RIP routing table overflow. <address>/<mask> redistribute from <protocol>

H1E AT Lu T

Tf

#w-m 19



(FS34A4UT1]
LOG_INFO

EK]
RIPLV—F 4 v 7T —TNDTy N ENREKRBEICEL TCWAED, Fi-mRARREREL -2 R LE
9,

(/35 A2 DEBK]

<address>
HE S AT AR PR IE WD & THE
<mask>
SN REIFRO~Y A7 K
<protocol>
FHEAREE DON—T 4 > 771 bk aVFEg]

1.3.11 A3 71 —ABRBIERA—/\T7O—
[AvE—2)

‘ripdi connected route overflow. <{address>/<mask>

(FTS34A4UT«]
LOG_INFO

(ErK]

R SNToA 8 7 = — AR EIRMEICE L T D7D, Bilei A v 8 7 = — AR REWE L2
LERLET,

(/35 A 2 DEK]

<address>

HEE ST RRBR D & T
<mask>

WE I NTREEHRO~ A7 K




1.4 BGPADAytE—v
1.4.1 R—h—T4—ILFEE

[Ay+E—2)

‘bgpdl <address> <direct> NOTIFICATION 1/1 (Message Header Error/Connection Not Synchronized.) <detail>

(T34 A4YT1]
LOG_INFO

BK]
AYIpw—H—T 4=V REZEFELILZEERLET,

[/85 A2 DERK]

<address>
MFLEED IP T KLA
<direct>
“received” i*ﬁ?@” SREEREL, BlCZoREE @M LIZZ EERLET,
“sending” IXBEMICTEREABRH L. P ZORELBMLI-Z L 2R LET,
<detai I>
L L T o 72 R O BRI )

1.4.2 AytE—UREE

(A vtE—2)

‘bgpdi <address> <direct> NOTIFICATION 1/2 (Message Header Error/Bad Message Length.)<detail>

(FS54A4UT1]
LOG_INFO

=19
MEERBEANADORA v E—VEDOA v E—VEZELLZEERLET,

(/X5 A 52 DEBK]

<address>
FTHEBEDO IPT KLA
<direct>
“received” |ZFHFMTEELHRH L, BHCZOREEZEM L2 L2 RLET,
“sending” IZHMTERELRE L, HPMICZORFEZE ML 2R LET,
<detai I>
HH L T o T2 R R O FERG

1.4.3 AytE—U84TERE

[Ay+E—2)

‘bgpdl <address> <direct> NOTIFICATION 1/3 (Message Header Error/Bad Message Type.)<detail>

(F54F)T 1]
LOG_INFO

21



=]
— MDA =V H A TEZFE LI LR LET,

(/X5 A2 DEK]

<address>
FFEEEO IP T KL A
<direct>
“received” |IFHFMTEFEEZMH L., BANZZORFE Z@M L2 L2 RLET,
“sending” IZEMICTEREEZHRH L., HPAICZOREEZBEMLIZZ 2R LET,
<detai I>
B & 7o T R IR O BRI )

1.4.4 A “Jt_p/\‘y @Eﬁﬂ-j~la_: n:uxnﬁk;r_.r
(Ayt—]

‘bgpdi <address> received NOTIFICATION 1/<subcode> (Message Header Error/Unrecognized Error Subcode) <detail>

(F54F)T1]
LOG_INFO

=19
A =Ty ZBE NOTIFICATION 2%Z (5L, V7 =7 —a— R&BCE o2 &R LET,

(NS AR DEK]
<address>
FFEEO IPT LA
<subcode>
V7T —a—F
{detai I>
FLH & 72 o T JRIK O BRI )

1.4.5 N—U a3 VEERE

[Ay+—2]

‘bgpdl <address> <direct> NOTIFICATION 2/1 (OPEN Message Error/Unsupported Version Number.)<detail>

(7544 T 1]
LOG_INFO
=19
PAR—=FIDBEP XN—=Ta DAy —VEZELIZZEERLET,

(/X5 A2 DEK]

<address>

MFLEBD IP 7 KLA

<direct>

“received” IFMPMTHEE 2R L, AMNZ B rmmLi-Z 2R LET,

“sending” IZEMITERE LML L, MHFMI %@E B LT L BRLET,

22



<detai |>
Fg & g o T2 JRIR O FEHIE

.46 ANHESEE

[Ayv+—2)

‘bgpdl <address> <direct> NOTIFICATION 2/2 (OPEN Message Error/Bad Peer AS.) <detail>

(F34A4YT 4]
LOG_INFO

=19
BENDAS BEELIZAMERCASFZBEAZEL-ZE2RLET,

(/X5 A2 DEBK]

<address>
MFLEED IP T KLA
<direct>
“received” i*ﬁ?{ﬁ' SREEZREL, BAICZoREZ @M LIEZZ 2R LET,
“sending” IXZBEMICTERFEAHH L. HFAUICZORELBMLI-Z L AR LET,
<detai I>
B & 7p o T JRIR O FERIE

1.4.7 BGP-ID £&

(A vtE—2)

‘bgpdl <address> <direct> NOTIFICATION 2/3 (OPEN Message Error/Bad BGP Identifier.) <detail>

(F34A4UT+]
LOG_INFO

=19
RY72BGP-ID 2% E L2 L &R LET,

(/35 A 2 DEK]

<address>
FIFEBEO IP T LA
<direct>
“received” |ZFHFMTEELHRHL, BUICZOREEZEM L2 R LET,
“sending” IZHMTERE LKL L, MHPMICZORFEZE ML 2R LET,
<detai I>
H L T o 72 R IR O BRI )

1.4.8 HR—rFTay

(A vtE—)

‘bgpdl <address> <direct> NOTIFICATION 2/4 (OPEN Message Error/Unsupported Optional Parameter.)<detail>

(F354F)T 1]
LOG_INFO

23



ZK)
YR—= I OA T arz2ZEGF L2 LET,

(/X5 A2 DFEK]

<address>
FHFIEEO IP T KL A

<direct>
“received” IFMFMTHRELZMH L, AAICZORF Z@AM LI 2R LET,
“sending” 1AM TEREEZHRH L., HPAICZOREEZBMLIZZ L 2R LET,

<detai I>
FLg & g o T2 IR OFEHITE
1.4.9 FRELE

[Ay+E—]

‘bgpdi <address> <direct> NOTIFICATION 2/5 (OPEN Message Error/Authentication Failure.)<detail>

(F54F )T 1]
LOG_INFO

2K)
S %E&Lﬁ_\_gﬁ%ﬂ—‘bijﬂ

(NS AR DEK]
<address>
FHFIEHEDO IPT KL A
<direct>
“received” |IFHFMTEFZMH L, BANZZEORFE Z@M L2 2R LET,
“sending” IZBEMTRFE AR L, MPFANCEORELZEM L2 EE2RLET,
{detai I>
B b 7p o TR R O FR MR it

1.4.10  HOLD BfflZ [+ ANATH]

[Ayv+—2)

‘bgpdl <address> <direct> NOTIFICATION 2/6 (OPEN Message Error/Unacceptable Hold Time.)<detail>

(F54F)T 4]
LOG_INFO

=19
ZIFANARA 72 HOLD Bl 225 L7 Z L 2R LET,

(/35 X 2 DEK]

<address>

FFEEO IPT FLA

<direct>

“received” i*ﬁ?@' SEE AR L, Bl %@;ﬁ\ﬁ'%ﬁ%ﬂbfllk%ﬂ?bi?‘o
“sending” IXEMICTEREAHRH L. HFAICZORELBBMLILZ L AR LET,

24



<detai |>
Fg & g o T2 JRIR O FEHIE

LA TA4RE) T4 ZIFTANTH

[Ay+E—2]

‘bgpdi <address> <direct> NOTIFICATION 2/7 (OPEN Message Error/Unsupported Capability.)<detail>

(F34A4YT+]
LOG_INFO

]
R ANARAIR T AN T4 &RfE LI LERLET,

(/X5 A2 DEBK]

<address>
MFLEZD IP T KA
<direct>
“received” IFMPMTHREZRHL, AMICZEORFZ@BMLI-Z L2 RLET,
“sending” IZHMTERE LKL L, MHPMICZFORFEZBEMLIZZ 2R LET,
<detai >
B & 7p o T JRIR O FERIE

1.4.12 OPEN Ay +—CREH I TS5 —a— FRETH

(A vtE—2)

bgpd: <address> received NOTIFICATION 2/<subcode> (OPEN Message Header Error/Unrecognized Error Subcode)
{detail>

(TS54F) T 4]
LOG_INFO

=19
OPEN # wt— 5% NOTIFICATION 2% L, 7 =7 —a— R BT RholzZ t R L ET,

(/35 A2 DEK]
<address>
MHFPEEOIPT RLA
<subcode>
7T —a—F
{detai I>
B & 72 o T IR OB R

1.4.13 ENEE®
[Avyt—)

‘bgpdl <address> <direct> NOTIFICATION 3/1 (UPDATE Message Error/Malformed Attribute List)<detail>

(F54F)T1]
LOG_INFO

T

F1E VAT a7 ERE

25




(=nk]
ZAE LI RO MBI R S LT 2 L AR LET

(/X5 A2 DFEK]

<address>
FFIEEO IP T KL A
<direct>
“received” |IFHFMTEFEZHMH L, BANCZORFE Z@EM LI 2 RLET,
“sending” 1AM CTREEZHRH L., HPAICZOREEZBEMLIZZ L E2RLET,
<detai I>
H L T o T R O TR )

1.4.14  HR— FAEREES
[Avyt—]

‘bgpdi <{address> <direct> NOTIFICATION 3/2 (UPDATE Message Error/Unrecognized Well-known Attribute.)<detail>

(F34F4)T 4]
LOG_INFO

(=0k]
PR— MADREEE BB S LCRE LS LR LET,

(NS AR DEK]
<address>
FHFIEEDO IPT KL A
<direct>
“received” |IFHFMTEFZMH L, BANZZEORFE Z@EM LT 2R LET,
“sending” IZBEMTRFE LR L, MPFANICEORELZEM L2 LE2RLET,
<detai I>
B b 7 o TR R O FRHE it

1.4.15 BRIXIEMEDIHEK

[Ay+—2]

‘bgpdl <address> <direct> NOTIFICATION 3/3 (UPDATE Message Error/Missing Well-known Attribute.)<detail>

(F54F)T1]
LOG_INFO

=19
UPDATE A vt —T%ZELE LN, LERBERTRTEANVEFATLE,

(/35 A 2 DEK]

<address>
FFEEO IPT LA

<direct>
“received” IFMPMTHRFEZMRHL, ACZORF 2@ LI-Z 2R RLET,
“sending” IZBEMTREAMRM L, MPFAICEORELZBEM LI EE2RLET,

26



<detai |>
Fg & g o T2 JRIR O FEHIE

1.416 REHIST7EER

[Ayv+—2)

‘bgpdl <address> <direct> NOTIFICATION 3/4 (UPDATE Message Error/Missing Well-known Attribute.)<detail>

(F34A4YT+]
LOG_INFO
=]
BN QBT T 7 2B Ll R LET,

(/X5 A2 DEBK]

<address>
MFLEED IP T KLA
<direct>
“received” i*ﬁ?{ﬁ' HrxRHL, BlCEFORE BN L2 L ERLET,
“sending” IXHEMIT @ﬁb FPRUNZZORE Z@M L2 2R LET,
<detai >

R & 7o TR O RER R
1417 BHEREE

(A vtE—2)

‘bgpdi <address> <direct> NOTIFICATION 3/5 (UPDATE Message Error/Attribute Length Error.)<detail>

(FTS54A4YT1]
LOG_INFO

=]
YO REREZE L2 LR LET,

(/35 X 2 DEK]

<address>
MIFEBEO IP T LA
<direct>
“received” I FMTEELHRH L, BHCZOREEZEM L2 RLET,
“sending” IZHMTEREALRE L, HPMICZORFEZE ML 2R LET,
<detai I>
HH L T o T2 R R O FERG

1.4.18 ORIGIN B4E%

(A vt—2)

‘bgpdl <address> <direct> NOTIFICATION 3/6 (UPDATE Message Error/Invalid ORIGIN Attribute.)<detail>

(F354F)T 1]
LOG_INFO

27



2iK]
RY72MED ORIGIN BitEZIFE LI L 2R LE T,

(/X5 A2 DERK]

<address>
FHFEEEO IP T KL A
<direct>
“received” |IFHFMTEFEEZMH L, BANCZORFE Z@EM L2 2R RLET,
“sending” IXZEMTCEREEZBH L., HPAICZOREEZBEMLIZZ L 2R LET,
<detai I>
Fw L e o T JRIR O FERIE

1.419 AytE—2)—7T

[Ay+E—]

‘bgpdi <address> received NOTIFICATION 3/7 (UPDATE Message Error/AS Routing Loop.) <detail>

(T340 T 4]
LOG_INFO

K]
TR CREEE MA@ T 5 A v L — VR AS BITL—F LTnD Z L &I L, HRICE DR 2@k L1z 2
LaRRLET,

(/X5 A 52 DEK]

<address>
FFEED IPT FLA
<detai I>
B b 7 o TR R O FRHIE it

1.4.20 NEXT-HOP B4E&%

[Ay+E—2]

‘bgpdi <address> received NOTIFICATION 3/8 (UPDATE Message Error/Invalid NEXT_HOP Attribute.) <detail>

(F54F )T 1]
LOG_INFO

]
U 720> NEXT-HOP RPEZZAF L= 2 L &R LET,

(/35 X 2 DEK]

<address>

FFELED IPT LA
<detai I>

B & 70 o T IR O B R

T

w1E AT LA SER S 28



1.4.21 AT a EHRE

(A vtE—2)

‘bgpdl <address> received NOTIFICATION 3/9 (UPDATE Message Error/Optional Attribute Error.) <detail>

(F544UF 1]
LOG_INFO
EK]
P TARY et 7 arEEe2fE L, BUICZEOREZEM L2 2R RLET,

(/35 A 2 DEK]

<address>
FTEBEO IPT KLA
<detai I>
A L T o 72 R O BRI )

1.4.22 FHEWIER

(A vtE—2)

‘bgpdl {address> <direct> NOTIFICATION 3/10 (UPDATE Message Error/Invalid Network Field.) <detail>

(TS54F)F«])
LOG_INFO

k]
REREO MR AEZIE LI 2 L 2R LET,

(/35 A 2 DEK]

<address>
MHFLEFEO IP T R LR
<direct>
“received” |ZFHFMTEEELHRHE L, BHCZOREZEM LI L2 RLET,
“sending” IXBMICTEFEARHL., P ZORFELBEMLIZZ L AR LET,
<detai I>
H L T o 72 R IR O FEHIME )

1.4.23 A= AS_PATH

[Ay+E—2]

‘bgpdi {address> <direct> NOTIFICATION 3/11 (UPDATE Message Error/Malformed AS_PATH.) <detail>

(FTS34A4YT«]
LOG_INFO

ER]
Y 7MED AS_PATH 255 L= 2 L 2R LET,

T

F1E VAT a7 ERE

29



(/35 A2 DEK]
<address>
HFEED IP 7 FL2Z
<{direct>
“received” [T FMTRFEZMBI L, BAICFORFEBM LI EE2RLET,

“sending” IZHMCTHREZRE L, MPHICZORFZEMLIEZEE2RLET,
<detai |>

FLH & 7o T RIR ORI

ks

1.4.24 UPDATE A vt —LEEHY IIS—a— FBREARTA
[Avt—2)

bgpd: <address> received NOTIFICATION 3/<subcode> (UPDATE Message Header Error/Unrecognized Error Subcode)
{detail>

(544U T 4]
LOG_INFO
EK)
UPDATE A » & — U H% NOTIFICATION #%Z 5L, V7 =T —a— REEB T hrol-Z L 2/RLET,
(N5 A2 DEK]

<address>
MHFPEEOIPT RLA
<subcode>

Y77 —a—FK
<detai I>

W L e o TR IR O FEH T
1.4.25 HOLD BSRSI5& T
[Ay+E—]

‘bgpdi <address> <direct> NOTIFICATION 4/0 (Hold Timer Expired) <detail>

(F54F)T 4]
LOG_INFO

=19
HFM & DEBEREN R T = —2 3 0 LR RO HOLD 2@ L= 2 L 2R LET,

(/35 A2 DEK]
<address>
MFIEEDO IP T KL A
<direct>
“received” [T TR TEEZME L, BACFORFEBM LI EE2RLET,

“sending” IZHMCTREEZRE L, MPHICZORFZBEMLIEZZ EE2RLET,
<detai|>

FH L 7p o TR K O FEAIE

F1E AT LaTY

T

#—%
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1.4.26 RNEREFE

(A vtE—2)

‘bgpdl <address> <direct> NOTIFICATION 5/0 (Finite State Machine Error) <detail>

(F34A4UT+]
LOG_INFO

EK]
bgpd WNHFOIRREICF BN RAE LI Z L 2R LET,

(/35 A 2 DEK]

<address>
FTEBEDO IPT KLA
<direct>
“received” i*ﬁ?@' SREEBREL, BAICZORE 2 @M Lzl LaRrLET,
“sending” IZHMTEFEALRE L, MHPAICZORFEZE ML 2R LET,
<detai I>
H L e o T2 R R O FERG

1.4.27 BGP v 3T

[Ay+E—2)

‘bgpdi <address> <direct> NOTIFICATION 6/0 (Cease) <detail>

(F354F)T 1]
LOG_INFO

=)
BGP Dy a v E KT LI EERLET,

(/35 A 52 DEK]

<address>
FHTFEBOIP 7 K&
<direct>
“received” IZAHFMTBCP DY a v Z KT LI EZRLET,
“sending” IXBHMITBP Dy a BT LI EERLET,
<detai I>
H L T o T JRIR ORI )

1. 4 28 I 5_: uu,\u’é‘k;r_l
(AvtE—2]

bgpd: <address> received NOTIFICATION <code>/<subcode> (Unrecognized Error Code/Unrecognized Error Subcode)
{detail>

(F34A4YT1]
LOG_INFO




[EnK])
NOTIFICATION #%f5 L, =F7 —a— F&@# & oot &R LET,

(/X5 A2 DERK]

<address>
MTFEEDOIP 7 FLA
<code>
=7 —a—F
<subcode>
Y7 —a—F
<detai >
B b 7 o TR R O FR MR it

1.4.29 ERENZEEHILDEHZE
[Ay+—2]

‘bgpdl <{address> BGP connection IP address is not configured

(F54F)T 4]
LOG_INFO
=0K]
RESN TV RWIEEN SR ER 2 ZE L2 L 2R LET,

(/35 A 2 DEK]

<address>
B R AT EED IP T FL A

1.4.30 BGPJIL—F 4 > T F—TILA—/ 20— UPDATE /84y F324E)
[Avyt—)

‘bgpdi BGP routing table overflow. <route> from <address>

(F54F )T 1]
LOG_INFO

[(Enk)
BGP L —F 4 VI T —TNDxZ b UBBHRRBEICEL TWAD, IO E LERBIEREWEL-Z L %
~LET,
(/35 A2 DEK]
<route>
TRFE U 7- R8I 1
<address>
G HRAERE LM PEEDO IP T FL A




1.4.31 BGP L—TFT 1 I T—TINA—NT7 00— (BERMAERZE)

(A vtE—2)

‘bgpdl BGP routing table overflow. <route> redistribute from <protocol>

(T4 F«])
LOG_INFO

=]

BGP V—F 4 v T TF—TADT L NUBBREREIGEL CWATD, Hi i HRARKEHE L -2 2R LE

¥

(/35 A 2 DEK]

<route>

EE U 7o iR B

<protocol>
BRARKEONL—T 477 k2@l

1.4.32 BGP vy a #A—Nn

(A vtE—2)

‘bgpdl <address> BGP session is failed. (too many sessions)

(544U T 4]
LOG_INFO
[ErK])
BGP v ¥ a VBN KRIITEL TWAED, FERBP Yy a ORISR L2 2R LET,

(/35 A 2 DEK]

<address>
FHFIEEDO IP T KL

1.4.33 BGP ' L—R 7))L R%E— FLIEEAIS

(A vtE—)

‘bgpdl {address> BGP started graceful-restart processing

(F34A4UT+]
LOG_INFO
=]
HPEELEOMTIL—RAT V) 2L — MUBZRIE L2 L 2R LET,

(/35 A 2 DEK]

<address>
MHFEEFBEDOIP 7 FLA
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1.4.34 BGP JL—XTIJLJRZ— MLEKRT

(A vtE—2)

‘bgpdl {address> BGP completed graceful-restart processing.

(544U T «]
LOG_INFO
EK]
MPEELOBO 7L —2 7)) 2AX— MUWENET L2 2R LET,

(/35 A 2 DEK]

<address>
MFEEFEDOIP T LA

1.4.35 BGP V' L—X7TILIJRAZ— Fohlif

(A vtE—2)

‘bgpdl {address> BGP stopped graceful-restart processing by the OPEN message without restart directions

(FS54A4YT1]
LOG_INFO

=0K]

JL—AT )V AL — MLEPIZ, HAFEREDND Y X F— FRATERESMO OPEN A vt — P &35 LIz 7z,
TU—AT7NY AR — OB E PR L2 L 2R LET,

(/35 X 2 DEK]

<address>
FFEEDO IPT FLX

1.4.36 BGP VRE—FRAT@ET

[Ay+E—2)

‘bgpdl {address> BGP stopped graceful-restart processing by timeout of a restart—timer

(F34A4YT1]
LOG_INFO

=0K]

YRZ—=bZA=BEALT U ML, FERELORDOT L —AT VY AZ — hOWLEETIT L2 & &
ﬁ—\.bij—o

(/35 A 52 DEK]

<address>
HFEEEDIP 7 FLX




1.4.37 BGP stale #4 <& T

(A vtE—2)

‘bgpdl {address> BGP deleted stale routes received from neighbor by timeout of a stale—timer.

(F34A4UT+]
LOG_INFO

=]

FHFLEE & DD stale ZA HBZA LT U b LTzl HFPLEENOZIE L TV stale REEZHIBR L2 Z &

ZRLET,

(/35 A 2 DEK]

<address>
MHFEEFEOIP T FLA

1.4.38 4F0 7Ty b ASESKYKR— MEFERE & DR

(A vtE—2)

‘bgpdl {address> BGP neighbor does not support 4-octet AS number

(F514 Y7 +]
LOG_INFO

=0K]

4F 7T FASEZEYVR—FLTCWRVHTEE B L2 L2 RLET,
AA Y B—DIIAREBRBDOAS FESFE LT LOL FERELEEAICHIENET,

(/35 A 52 DEK]

<address>
FFEEDO IPT FLX

1.4.39 BGPtv>ariy U7

[Ay+E—2)

‘bgpdl {address> BGP session was cleared by operation command. <option>

(F34A4UT+]
LOG_INFO

=19
BfEa~ 2 RICKVBP Yy a RN 2V T &N~ &2 RLET,

(/X5 A 2 DEK]
<address>
MFLEED IP T KA
<option>
o~y RETROL T g v
none
BGP > a OB ATl R LET,

VAT La T

T

#—%

1t
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soft out

B EFARLIZZ 2R LET,
soft in

RO RMA TR LIZZ L AR LET,
soft both

R ORI L ORISR L2 L 2R LET,

1.4.40 JL—FYTJLyatrtyvt—UFE

(A vtE—)

‘bgpdl <address> received ROUTE-REFRESH Message. <AFI/SAFI>

(T340 T 4]

LOG_INFO
[ErK])

N—R )Ty aXyb—V5ZE L2 2R LET,
(/X5 A2 DEK]

<address>
FIFEED IP 7 KA
<AF1/SAFI>

EESNTT RLZAT773Y

1441 L—RYTLyatyt—ORERT

(A vtE—2)

‘bgpdl {address> ROUTE-REFRESH Message was not transmitted. <AFI/SAFI>

(F54A4 T 4]
LOG_INFO

(k]
MFEEIZL— R 7Ly Y 2 BESIN 203> 72D T ROUTE-REFRESH X v B — U #EE Lo 2 L &R L E
7,

(/N5 A2 DEK]

<address>
MWHPEED IPT KL A
<AF1/SAFI>
HBESNEZTRLRAT773Y




1.5 O0SPFDAvt—
1.5.1 TY7 IDFA—%
[AvE—)
‘ospfdl interface <interface>:<address>: ospf_read from <router_id> invalid Area ID <area_id>.
(FS54F)T4]
LOG_INFO
2K]
AVE Tz —RAIREINTNWDLIZIY T ID EZFE LAy E—VIZRESINTWDHIZY T ID AR -TND
ZEERLET,
(/X5 A 2 DEK]
<interface>
A HT 2 — AL
<address>
AVHT2—ADT KL A
<router_id>
JL—4 1D
<area_id>
ZAE L2 OSPF X v b— Uy FIZHEEINTNHT Y T 1D
1.5.2 FRRL AR T —E
(A yE—)
‘ospfdl interface <interface>:<address>: ospf_read from <{router_id> authentication type mismatch
(FS5471) T 4]
LOG_INFO
BIK]
AVH T 2= ACRESN TV DRASTRNPHPEB L R o TVWDLZEEZRLET,
NeF X)L 7 OWFETIE, A X 7 =2—A% E LTVLINK BNFEREN, 7 RLRAFERENEEA,
(/X5 A2 DEK]
<interface>
A HT 2 — A
<address>
AVHET2—ADT KL A
<router_id>
JL—4 1D
1.5.3 THR FERREBEF—E

[Ay+E—2]

‘ospfdi interface <interface>:<address>: ospf_read from <router_id> authentication failed
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[(F514 Y7 +]

LOG_INFO
K]
AVET 2= ATRESNTNDT F A MBAREE 21T M5 FBAEHE D MHFEE L B> TWnWDH I LaRLE
R

NR—=F )L T DBIETIL, A X T2 —A% ELTVLINK BFEREN., 7 RLRAFRFIENET A,

(/35 A 2 DEK]

<interface>

A BT — A%
<address>

AL BT 2—ADT KL A
<router_id>

JL—4 1D

1.5.4 MDS5 ZRFEHE AT —2K

[Ay+E—2]

‘ospfdi interface <interface>:<address>: ospf_read from <{router_id> md5 authentication failed.

(F354F)T1]
LOG_INFO

=]

AVE T 2 — RATRESNTV D MD5 FBREEN A TFREE E B> TVWDE I 2R LET,
NR—=F X LY T DFWIETIE, A ZT7=2—2Z44 L LTVLINK BFEREN, 7 FLRIIFEREINER A,

(/35 A 2 DEK]

<interface>

A VHT 2 — AR
<address>

AVHE T2 —ADT KL A
<router_id>

JL—% 1D

1.5.5 2y RI—HOTRIEF—H
[Avyt—)

‘ospfdi RECV[Hello]: From <router_id> NetworkMask mismatch.

(TS54F) T 4]
LOG_INFO

=1
{router_id> TRIN—F LHEETA LV H 72— RCREINTZ~V AT ERRoTNDHZEERLET,




(/35 A 2 DEK]

<router_id>
Jb—2% 1D

1.5.6 Hello /X%y FEERRD A —E

(A y+E—]

‘ospfdi RECV[Hello]: From <router_id> Hellolnterval mismatch

(F54F )T 1]
LOG_INFO
=0K]

{router_id> T3 /N—& L HEE THello N7 v MEEMROBREMENER->TWNWDH I LERLET,

(/X5 A2 DERK]

<router_id>
Jb—2% 1D

1.5.7 1)L — 2 FLEZERRO T —
[Avyt—)

‘ospfdi RECV[Hello]: From <router_id> RouterDeadInterval mismatch

(FS54A4UT+]
LOG_INFO

Z0K)
<router_id> TrRI/L—& & HEEE CHHE L — X EILMERRIROR CHEN R TWAZ 2R LET,

(/35 A2 DFEK]

<router_id>
JL—% 1D

1.5.8 IYF7R3A4ATDOF—E
[Avyt—)

‘ospfdi RECV[Hello]: From <router_id> option mismatch: my options: <my_option>, his options <his_option>

(544U T4]
LOG_INFO
Z0K)
{router_id> TRI /N —FX EBEET, TV T XA TOREMENELZ-TWNWLZEERLET,

(/X5 A2 DERK]

<router_id>
JL—% 1D

T

F1E VAT a7 ERE
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<my_option>

BEBICREINTWAIZ U T XA TEUTITRLET,
“2 transit”

transit = U 7T
“0 stub”

stub = U7
“8 nssa”

#E stub =V 7 (nssa)
“nnn unknown”

RSN o) T H AT

nnn (ZIE, =V T XA T ERTEPETRINET,

<his_option>

router_id TRENDN—HIZREINTNWDLZ U T XA THLUTICRLET,
”2 transit”

transit = U 7
“0 stub”

stub = U7
“8 nssa”

% stub =V 7 (nssa)
“nnn unknown”

tRUSO= YT H AT

nnn [2i3, TV T XA T ERTEIFRINET,

1.5.9  LSARRKEA—N

[Avt—2)

‘ospfdl RECV[LS-Upd]: From <router_id> LSDB overflow

(T4 F«])
LOG_INFO

EK]
LSDB T, LSA s k¥zHx/=Z & RLET,

(/35 A 52 DEK]
<router_id>
LSA #f57E/b—4 1D
J—2 1D S HEEEL—% 1D ORE . HERARKERLET,
1.5.10 JL—2 IDDEE

(A vytE—2)

‘ospfdl RECV[Hello]: router—id <router_id> duplicated.

(FS34A4YT«]
LOG_INFO

]
B LR U— & 1D 2T DB AR L2 L 2R LET,

1t

Tf

VAT a7

W5
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(/35 A 2 DEK]

<router_id>
Jb—2% 1D

1.5.11  MUfEDAF—EK

[(Ay+E—]

‘ospfdi RECV[DD]: From <router_id> <{interface>:<address> MTU mismatch

(F54F4)T 4]
LOG_INFO

(Enk)
L — 2 DA L BT 2 —AZREESNT WA MU ER, BEBLYV EREVWZIEARLET,

(NS A2 DEIK]
<router_id>
Mz — % 1D
<interface>
AV BT —A
<address>
AVET2—ADT KL A

1.5.12  SPFEHET—TILEHA—N

[Ayv+E—2)

‘ospfdl Area ID <area_id>: SPF calculation table overflow.

(F54F)T1]
LOG_INFO
=]
SPF ST — 7 N BRI 2 8 A 72 2 L 2R LE T,

(/35 X 2 DEK]

<area_id>
SPF BT — 7 VBN FFEHMM A B 2 7-=V 7 1D

1.5.13  OSPFEERAEYA—N

[AytE—]

‘ospfdl Temporary memory allocation failed

(T340 T 4]
LOG_INFO

(Enk)
OSPF )V—F (¢ ' CHEAT A1EE AT Y DNFRFHAZ B AT OICREIERO —MEE L2 L 2R LET,

#w1E vxFansER—E 41



1.5.14 ZEAREYAXZBAT=/\7Yy FOBE
(A ytE—]

‘ospfdl RECV: packet from <address> ignored. (size too big)

(F34A4UT+]
LOG_INFO
BK)

address> T/RT 7 KL RINH,

ZARFREY A XLLLED IP N7 b &ZZFE LTCIo0i% Y "y h e L= 2
LERLET,

(/35 A 2 DEK]

<address>
Ny OREITLIP T R

1.5.15  [#iZERESE
(A ytE—]

‘ospfdi interface <{interface>:<address> : neighbor <router_id> down detection. ({old_state> —> Down)

[F514Y74]
LOG_INFO

=0K]

OSPF [/ — # 2 - Fe 28 RF& (dead interval) ®IZ Hello /34 v N &5 CTX 9, BiB/L— & & 0 0SPF [##:R
R Kon-ZEERLET,

(/N5 A2 DEK]
<interface>
HEBDA VX T 2 — A4

N—=F v LU 7 BHETILVLINK & RRINET,
<address>
HBEBDOA L F T 2—ADT KL A
<router_id>
Mgz —% 1D
<old_state>
BEHEBIER N KDL D AT OB — & & DIRKE
Full, Loading, Exchange, ExStart, 2-Way @ EROIRENFE RSN F T,

1.5.16  connected A —/\27O—
[AvtE—2)

‘ospfdi connected route overflow. <route>

(T340 T 4]
LOG_INFO

=]

FAAT 472 connected REIEHN ERREIZEE L TWAH 72, #7272 connected R AFIEL7-Z L 2R LET,

w1E VAT An S ER—E 42



(/X5 A 2 DEK]

<route>
i 3E U7~ connected FRIEE R

H

18 AT Ao JiER—
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1.6 JIL—Ta4293%2—TxvDAyvt— (IPv6)
1.6.1 IW—T 40 FT—TILA—/\TJAa—

[Ayv+E—2)

‘nsmi IPv6 routing table overflow. <prefix>/<prefixlen> from <protocol>

(F34A4YT+]
LOG_INFO

=19
IPV6 =T 4 T T —T N DT N ERREKRKEISEL TWDIZD, HiREEREWEL-Z 2R LE
j—o

(/X5 A2 DEK]

<prefix>/<prefixlend>
EE U 7o iR G
<protocol>

7a kaER|

1.6.2 IPv6 TL 749 ADEIY LT

[Ay+E—2]

‘nsmi <{prefix>/<prefixlen> was assigned to <{interface> from <protocol>.

CEREDESD
LOG_INFO

=19
TPv6 DHCP $r— NN LT IPv6 L7 4 v I R A U X 72— AZEID BTl LR LET,

(/35 A2 DEK]
<prefix>/<prefixiend>
IPv6 VLT 4w I RET LT 47 AE
<interface>
A BT — A
<protocol>
AR =%

1.6.3 IPv6 L4 v ADELE

(A vtE—2)

‘nsml <{prefix/prefixlen> cannot be assigned to <interface> from <protocol>, because duplicated

(T4 F«])
LOG_INFO

=]

IPv6 DHCP $r— NInD 815 L7= IPv6 L7 4 v J AMBEHE L TWDHZD, A X 72— A ZEDEBTHENT
ERholZ BRI LET,

#w1E AT aAnsER—E 44



(NS A2 DEIK]
<prefix>/<prefixien>
IPV6 V7 4w I AET VT 4 v T AR
<interface>
AV BT 2— A
<protocol>
PA=RN=V% vl

1.6.4 IPV6 X2 T4 vV RBODBEEFE

[Ay+E—2)

‘nsmi This route cannot be added because the distance is contradictory. <prefix/prefixlen> from <protocol>

(F34A4)T+]
LOG_INFO

=179
BN 0 ORKEEGATBEEREABIEL LD & Lin-d, Fil- RIS RAWEL-Z AR LET,
[l U & CTHRICEER ORI 2 BT 2856, BIEEORKBEETLZ LIITEERA,
(/X5 A2 DEK]

<prefix/prefixlen>
EE U 7o iR I
<protocol>
7'v kauER|

1.6.5 IPv6 X% T 1 v #ZE&D ECMP A 7]

[Ay+—2)

nsm: This route cannot be added because the number of ECMP routes has reached maximum. <prefix/prefixlen>
from <protocol>

(FT34A4UT+]
LOG_INFO

BEK]
A T— 3 A b LARDEBENT TIAFEL TS0, FIITBINLE D & LIzAS T 1 v 7 REEEREE LT 2
LERLET,

(/35 A 2 DERK]

<prefix/prefixlen>
EE U 7= R KIS
<protocol>
A= vl

T

pai
S
ol

F1E VAT La s FR—



1.6.6 IPV6 RA T4 v M)A —NTO—

(A vytE—2)

nsm: This route cannot be added because the number of static routes has reached maximum. <prefix/prefixlen>
from <protocol>

(F54F)T1]
LOG_INFO

=0K]

ABT 4y VRRBEEBMULE D & LIEGAIL, AFT 4 v 7RO Y BRRKRMEIZEL TV DEE L

Tzt ERLET,

(/35 X 2 DEK]

<prefix/prefixlen>
T U 7= AR RIS
<protocol>
A== ]|

1.6.7 RIREEFO R
[Avyt—]

‘nsmi Re-registration processing of the IPv6 route was interrupted

(F54F)T1]
LOG_INFO

=19
IPv6 RS O R ERLEE A2 T L E LT,

T

F1E VAT La s FR—
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1.7 RIP®D A v+t—2 (IPvb)
L7117y rREE

[Ayv+E—2)

‘rip6di recy from <src—addr> ({interface>): invalid packet length(<length>)

(544 UT 4]

LOG_INFO
k]

ZIELIRIP X5y bRy MERRETHDZ L 2R LET,
(/X5 A 2 DEK]

<{src-addr>

RIP /X7y FDIFETL IP T F L2
<interface>

RIP Xy haZE LA V¥ 7 2 —R%
<length>

RIP X7y DRy MR

1.7.2 N—DaVEE

(A vtE—2)

‘rideZ recv from <src—addr> (<interface>): invalid version({version>)

(F34A4YT+]
LOG_INFO

=179
ZELFERIPSY y RORIP A=V a0 1 TRWZ EERLET,

(/X5 A 2 DEK]
<src-addr>
RIP /X7y FOEEITLIP 7 FL*
<interface>
RIP X7y "G LA V¥ T = — A4
{version>
RIP X5y RO RIP N—V 3 V& E

1.1.3 ZEERR-+BESEE

[Ay+E—2]

‘rip6d2 recv from <{src—addr> ({interface>): invalid source port (<port>)

(F354F)T1]
LOG_INFO

1t

VAT La T

T

#—%
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ZK)
{5 L72 RIP »3/7 > b (RESPONSE) D L5 A — FEFM RIP R— ME B TIIRWI L ERLET,

(/X5 A2 DEK]

<src-addr>

RIP /X5y hDIEEITL IP 7 R LA
<interface>

RIP Ry b aZE LAV Z T = — R4
<port>

RIP /X7y R DIFMETLAR— M

.74 ZFEXIP7FLRARE

[Ay+E—2]

‘rip6di recv from <src—addr> ({interface>): invalid source address

(544 T«]
LOG_INFO
=19
Z{5 L7=RIP %/ >  (RESPONSE) DE{ETET RLAWY o/ a—h VT RUVATIERWI L a2RLET,

(/35 A 2 DEK]

<src-addr>

RIP /X5y FDIREIL IP 7 R LA
<interface>

RIP Xy "aZE LA v ¥ 72— A%

1.7.5 RyTYIy bEE

[Ay+E—]

‘rip6d1 recv from <src—addr> (<interface>): invalid hoplimit (<hoplimit>)

(F54F)T1]
LOG_INFO

=19
Z{5 L7= RIP /34~ b (RESPONSE) D7 » 7V 2w b3, 2556 TIHARWI L &R LE T,

(/35 A 2 DEK]

<src-addr>

RIP N7y FOFEEFETLIP 7 FLR
<interface>

RIP Xy NEZELTcA VX T = — A4
<hoplimit>

RIP Xy DAY 7Y I v b

T

F1E VAT a7 ERE
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1.7.6 BRRIEHRTITL I v I REE
[Avt—)

‘rip6d1 recv from <{src—addr> (<interface>): invalid prefix (RTE=<prefix>/<prefixlen> [<metric>])

(F34A4UT+]
LOG_INFO

=]

RIP 73/ | (RESPONSE) TAE LeRIBIERO T LT 4 v ZJ AR AFHF Y A NT RLA Fi3V v rm—70

AT RLVA, FHE, v Ry T RLATHDHZ L& RLET,

(/35 A 2 DEK]

<src-addr>

RIP %> FDIEEITLIP T KL A
<interface>

RIP X7y "NEZE LA V¥ 72— R4
<prefix>

RIP Ry FTCRELET VT 4 v 7 A
<prefixlen>

RIP X7y " CRELET VT 4 v I AR
<metric>

RIP X7y FCTRABELIZARY v o

1.7.7 TLI74 v RREE
[Ay+E—2]

‘rip6d1 recv from <src-addr> ({interface>): invalid prefixlen (RTE=<prefix>/<prefixlen> [<metric>])

(T340 T 4]
LOG_INFO

=0K]

RIP #3/7 I (RESPONSE) T32f5 LIZfREEIE MO T LT 4 v 7 ZAEN 128 LD bRWI L 2R LET,

(/35 A 2 DEK]

<src-addr>

RIP /X5y b DIRFEITL IP 7 R LA
<interface>

RIP Ry FNEZELIeA V H 7 =— A4
<prefix>

RIP Xy RCRAELIET LT 4 v 7 A
<prefixlen>

RIP X7y NCEZELIET LT 4 v AR
<metric>

RIP X7y RTEFLIEA Y v 7

1t

VAT La T

T

H—
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1.7.8 AR ORE
(A ytE—]

‘rip6d1 recv from <{src—addr> (<interface>): invalid metric (RTE=<prefix>/<prefixlen> [<metric>])

(F34A4UT+]
LOG_INFO

=]

RIP /%47 I (RESPONSE) T%/5 L7=fBREEIBMDO A FY v 7 R0 THDH, F£E, 16 LV b REWZEEZRLE
9,

(/35 A 2 DEK]

<src-addr>

RIP %> FDIEEITLIP T RLA
<interface>

RIP X7y "NEZE LA V¥ T = — R4
<prefix>

RIP Ry FTCRELET VT 4 v 7 A
<prefixlen>

RIP Xy " CRELET VT 4 v 7 AR
<metric>

RIPXT Y FTRBELIEA MY v

1.7.9 RIPIL—F 4 20 F—T)LA—/A28—RIP /4y FZ4{E)
[Ay+E—]

‘rip6di RIP routing table overflow. <prefix>/<prefixlen> from <{src-addr>

(F54F)T 4]
LOG_INFO

=0K]

RIPV—F 4 7T —=TNDx b YEPNRKEIZEL TWDZ0, Bzl E LRBERERELZZ L %
~LET,
(/35 A2 DEK]
<prefix>
WERINTEREHFROT LT 4 v 7 R
<prefixlen>
WERINTEREFEROT L7 4 v 7 2R
<{src—addr>
RIP N7 FOFEILXIP T RLR

1.7.10 RIPIL—F 4 o9 T—TILA—nND70— (BRGFREZE)
(A vtE—2)

‘rip6dl RIP routing table overflow. <prefix>/<{prefixlen> redistribute from <protocol>

F1E AT LaTY

T
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(FS34A4UT1]
LOG_INFO

BK]
RIP V=7 4 V7T =T NDTy b UBBRKEICEL TN D, Fizmi ik el L2 L 2R L E
T,
(/N5 A2 DEK]
<prefix>
EE SN REERO T LT 4 v 7 A
<prefixlen>
WERINT-REEROT L7 4 v I AR
<protocol>
HEATREONV—T > 77 vk a)VEg]

1.7.11 A3 71 —ABRBIERA—/\T7O—
[AvE—2)

‘rideI connected route overflow. <prefix>/<prefixlen>

(F34A4UT+]
LOG_INFO

[EnK]
R SN A v F 7 = — AR EIRMEICE L TWA D, Bz A v 4 7 = — AR A e L=
ZEERLET,
(/N5 A2 DEK]
<prefix>
WIEINTBRBEROT LT 4 v 7 R
<prefixlen>
WEESNTZREEROT LT 4 v 7 AR




1.8 BEBEDAYE—D
1.8.1  LANFx ) 7

[Ay+E—2)

‘protocoli [mb/<line>] lan port link up

(544 1)T 4]

LOG_INFO
k]

Ethernet EIRIZONWT, Vo 77 v 7 ERHELEZ EE2RLET,
(/35 A2 DEK]

<line>
[R5

(A vtE—2)

‘protocoli [switch/<index>/<port>] ether port link up

[F5144UF 1]

LOG_INFO
=19

AA »FR— K O Ethernet FFRIZOWT, Vo727 v 7R BHLEZEEZRLUET,
(/X5 A2 DEBK]

<index>

A v T ERE S
<port>

RN— N EE

[Ay+E—2]

‘protocoll master port link recover

(FTS54A4UT+]
LOG_INFO

(=nk]
AL Y F TS ALBHESN D NADBK LT Z L am LET,

1.8.2 LAN F+ 1) 73k
[Avyt—)

‘protocoli [mb/<line>] lan port link down

(T4 T 4]
LOG_INFO

F1E VAT La s FR—
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=iK]
Ethernet [H#HZOWNT, Vo r # v &l LizZ L aRLET,

(/X5 A2 DEK]

<line>
[l B

(A y+E—]

‘protocoli [switch/<index>/<port>] ether port link down

(T4 )T 4]
LOG_INFO

=0K]

AA v FH— b EO Ethernet [FHRICOWT, V7 XUV ERH LI EE2RLET,

(/X5 A2 DEK]
<index>
AL v FEHRE T
<port>
R— &5

[Ay+E—2)

‘protocoli master port error detect ({reason>)

(F544YUT 4]
LOG_INFO
]
AL v FFAL ALBRREND SRR T T — &M LIz 2 &R LET,

(/X5 A2 DEK]

<reason>
“link down”: AA v FTFTNRAL AL DA ETHy ) TEHEELZHBHLE LT,

1.8.3 [B] 4R FE 5t
[Avyt—]

‘protocoli [<line>] connected to <target>() by <reason>

(F54F)T 1]
LOG_INFO

(Enk)
PPPoE B> v a v LI Z L 2R LET,

1t

VAT La T

T

#—%
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(/35 A 2 DEK]

<line>

K5 L 772 B Al

[1an<no>]

<no> M L7z lan EFREF S
<target>

Fy NT— 4. BEA
<reasony

FEIZH

forwarding packet
Al \AT/A N
ProxyDNS
ProxyDNS
manual
FEHER
keep connection
IR B AR R e (R RFEERD) |2 K D Bl

1.8.4 [B] %R L
[Avyt—)

‘protocoli [<line>] disconnected to <target> : time=<time> [{reason>]

(T340 T 4]
LOG_INFO

=19
HMlL Y PPPOE® v a &M LIZZ L E2RLET,

(/35 A 2 DEK]

<line>
xG L A BlalfR [1an<no>]<no> : FIF L7z lan EHEHF =
<target>
Xy NU—U 4, BEkL (T v— NEROHAIET T V— M i — 3 1D)
<time>
P45 IREME] (dddd. hhimm:ss DIEE)
<reason>
IrEL (7> 7 L — FEROBB T RT)
JE—FIP7FLRESE
same ip remote address exist (<address>)
<{address> : UE—RNIP7T KL A
IPv6 Lo 1 vy REH
same ipb6 prefix exist (Kprefix>/<prefixlen>)
<prefix>/<prefixlen> : IPv6 'L 7 4 w7 A LT LT 4 v 7 AE
R—1—HiEREH
same user already connected({user>)
{user> : =—W 1D
EREmMEK

cannot add route (<route>)

F1E AT LaTY

T

#—%
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{route> : BINITE 720 T2 R M

(A vtE—2)

‘protocoli [<line>] disconnected from <target> : time=<time>

[(F514 Y7 4]
LOG_INFO
B]
FHFMIE 72T S PPPoE &y v a Ul En iz Z & 2R LET,

(/35 A 2 DEK]

<line>

*fG L 70 B I

[1an<no>]

<no> : FIF L7 lan EFHE =
<target>

Fw NI — oK BEHENA (T — NEEOREITT L — N, B — Y 1D)
<time>

BeiER (dddd. hh:mm:ss DOTER)
1.8.5  HEESEOHIEF
[AvE—2)

‘protocoli autodial locked by <name>

(54U FT4]

LOG_INFO
[Ek]

HERE LT O, HEIRELEEFIE L2 AR LET,
(/85 A2 DEK]

<name>
1 DA
schedule
AV a— U ERIZ X ik

1.8.6 EiRER Ik A RENL
[Avyt—)

‘protocoli continuous PPP negotiation error <target> : call stop

(TS54F) T 4]
LOG_INFO

[EK])
HifE L C 30 FIOBHIZ R (R IR SN2 IPBENTETICRBOEE) L, BEEEEIELZZLZ2RL
9,




(/N5 A2 DEK]
<target>
T NU—I & s

1.8.7 PPP 3T —S 3 4%lk
(A y+E—2]

‘protocoli <{protocol> is closed by <target>

(F54F )T 1]
LOG_INFO

=0K]

protoco DTN LRKR T S B, TDOT —H[El#R ECTprotocol > TRENTZT T b 2 /L TOWENRTTZ 72 <
ol tERLET,

(/X5 A2 DERK]

<protocol>
wrsegoniz7ua han
IPGP

IPv4d D7 v b a4
IPV6CP

IPv6 A7 v ka4
BCP

TV VHOT e hanrg
<target>

Fw NT— 4. B4

1.8.8 REXK

(A vtE—2)

‘protocoli [<line>] callout failed (auth rejected)

(F544YUT4]

LOG_INFO
=]

T LRI TIEG S 2 LIS X B RIERME R LET,
(/5 4 2 DEK]

<line>
’f G L 7p B Al
[1an<no>]

<no> : FIH L7z lan EFHE =

[Ay+E—2]

‘protocoli [<line>] callout failed (auth deny)

F1E AT LRI

T
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(TS54F)FT«]
LOG_INFO
=179
TR L 2 20k B RELKE R LET,

(/35 A 2 DEK]

<line>
’f G L 7p B Al
[1an<no>]

<no> : FIH L7z lan EFHE =

[Ay+E—2]

‘protocoli [<line>] callout failed (negotiation)

(F34A4UT+]
LOG_INFO

[EnK])
PPP R v T—a VRRIC K A RERBERLET,

(/X5 A2 DEK]

<line>
*pG & 7o B Al
[lan<no>]
<no> : FIA L lan EFH =

1.8.9 [E#RTS—

[Ay+E—2]

‘protocoli [<line>] <target> is disconnected, because <reason>

(T4 )FT«]
LOG_INFO

[EnR])
PPPoE & v v a 3 EIlr S - B 2 R LET,

(/X5 A2 DERK]

<line>
*Ge & 732 2[Rl
[l1an<no>]
<no> : A L7z lan EFRE =
<target>
Ty NU—7 4 B4
<reasony
T B
no carrier
F¥ 7R MO




PADT received
HTFDH PADT 225 L7=720

keepal ive expired

HMENPLDZENE ST R otz

1.8.10 H{EDJ

[Ayv+E—2)

‘protocoli [<line>] CALL to <target> by forwarding packet: <protocol> <sa>(<sp>)-><da>({dp>)

(FT34A4UT+]
LOG_INFO

(Znk]
SRy MBI K D BERIEEAT 5 72 2 L &R LE T (IPvd/IPv6),

(/35 A 2 DEK]

<line>
*E & 72 D [EIHR
[1an<no>]
<no> : FIAH L7 lan EFE =
<target>
Sy hT—7 4%
<protocol>

T L 72 > T2 37 > D FAE 7 |1 k=L TCP/UDP/ICMP/ICMPVE D& SUA THRR S 4L, FLIS DL

A CRRSNET,
<sa>
Ny NOEETT FLA
<sp>
280y S ORE(E LR — b (TCP/UDP D5 721F)
<da>
Nry ROBTHET KLA
<dp>
NIy N DB THeAR— N5 (ICP/UDP DIFET21T)

(A vtE—2)

‘protocoll [<line>] CALL to <target> by <{reason>

(F354F)T 1]
LOG_INFO

(k]
FFRUSAOBMIC LY BELHEE T o722 LR LET

(/35 A 2 DEK]

<line>
*G L 72 2 Al
[1an<no>]

<no> R L7z lan EERE =




<target>
Xy hU—24%
<reasony
FASHH
STP packet
FAZTUHEMN STP /87 v b TH - THA
ProxyDNS
FEAZELREDS ProxyDNS Th - 12854

1.8.11 EAEKRE~DHEIT
[Avyt—)

‘protocoll <name> is force down

(F354F)T 1]
LOG_INFO

=]
BEERI E 72T A N L — S fRIC k> T, ATBREBICBAT LI Z L 2R LET,

(/35 A 2 DEK]

<name>
Xy U= Bt WANRIO5E)
A BT = — A% (LAN D)
AA v FEHRF S ER— FES (AL v FHOEE)

1.8.12  FREEA £ #/8

(A vtE—)

‘protocoli authentication request failed for <id> on aaa <group_id>: memory allocation failed

(544U T 4]

LOG_INFO
EK]

B FORIET, AEUMBREELZZEEZRLET,
(/N5 A2 DEK]

<id>

77 A a—H4

<group_id>

AAA 7 L—T 1D

[Ay+E—2]

protocol: authentication request failed for <mac_address> on aaa <{group_id>: memory allocation failed.
[1an<no>]

(FT34A4YT+]
LOG_INFO

T

F1E VAT a7 ERE
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=]
VAC 7 R L ARBRET, A% VRBARA LT Z AR LET,

(/35 A2 DEK]
<mac_address>
MAC 77 R L AFRBRERT AR D MAC 77 R L&
<group_id>
AAA 7 —7" 1D
<no>
LAN A B2 7 = — A% 5

1.8.13 TFAhHOUTAVTAFRYWRB(THOUT 12T FHIBE)
[Avyt—]

‘protocoli accounting start request failed for <id> on aaa <{group_id>: memory allocation failed

(FS544)T 1]

LOG_INFO
EK]

ATYUBMBLIZZLICLY, THO T 4 v TR ERNCE o2l bR LET,
(/35 A2 DEK]

<id>

T U A a—WL

<group_id>

AAA 7 )V—T 1D
1.8.14 FHOUTAVIARIVMB(THOUT 4 UTTH
[Avyt—)

‘protocoli accounting stop request failed for <id> on aaa <group_id>: memory allocation failed.

(F54F )T +]

LOG_INFO
EK]

AFYUNBLIZZLICLY, THU T A v TR T EBATE o2 b 2R LET,
(/35 A2 DEK]

<id>

T A—Y4

<group_id>

AAA 7 )L—T 1D

T

F1E AT LaTY

#—%
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1.9 PPPED A vyt—2
1.9.1  PPPOE 74 B/ RTF—TKM

[Ayv+E—2)

‘protocoli [1an<no>] PPPoE Discovery failed to <{target> : reason=<reason> state=<{state>

(F34A4YT 4]
LOG_INFO

=0K]

PPPOE DT f AH/NY AT — (PPPoE B v ¥ a VAR T D700 AT —va ) NRIRLTEZ & 2R LE
j—o

(/X5 A2 DEK]

<target>

Xy NU—7 4, B4
<reasony

PNeil=

sync failed

F#EEFn

datalink config error

T2 YT DOREIARY DD
wait timeout

W20y NaZETETITHA LT U N LE
negotiation error

XAy T—grTT—
{state>

PPPoE O PNEBIRAE

Initial

HIHIR AR

waitPADO

PADO ZZ{5%F 5

waitPADS

PADS ZZ{51F 5

T

i
>
—
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.10 EFalTastyt—o

1.10.1  ProxyDNS IZ & % DNS ZEREHZE
[Avt—2)

‘proxydnsi rejected by <no> : QNAME [<type>:<gname>] from <ipaddr>

(F34A4YT+]
LOG_NOTICE

=19
ProxyDNS T. IR EICLVEESINZZ EE2RLET,

(/35 A2 DEK]
<no>
reject 1T 7= proxydns i DELEI ERE =
{type>
WG bEx A7
<gname>
WA bHbERA R4
<ipaddr>
FETHEARDIPT RLZ

1.10.2  ProxyDNS [Z & % unicode DNS EK DIEZE
[Ay+E—2)

‘proxydnsi rejected by unknown character : QTYPE [<type>] from <ipaddr>

(T34 T 4]
LOG_NOTICE

(EwK]

ProxyDNS T, FERRLFOWEREICLVBEEINLZZLEZRLET,

(/35 A 2 DEK]

<type>

AT pXir 2 g
<ipaddr>
FIETLAEANDIP T KL A

1.10.3 [P 74 )LARIZ&KB/NTy FIEE
[Avt—)

‘protocoll rejected at filter (Kname>.<no>) : <P> <SA>:<SP> —> <DA>:<DP>

(T340 T4]
LOG_NOTICE

62



=iK]
P74 BT E ST ATy FBEES NI Z L AR LETS

(/35 A2 DEK]

<name>
Xy RNT—24 WANHOBE) . Ao X7 x2—24 UANJE-IZT > 7 L— NEEORE)
<no>
TANEY T ERES
WEAATSIZIP 7 A NV B EED T ANE Y VT ERFZVDHNESNET, EOT 4 VE Y U TERITHELY
L72UNC, lan ip filter default, F7-i% remote ip filter default, F7-1% template ip filter default
DEFRIHE > THIEZIT o I2%A . “default” SN ET,
FFER 7 4 WA N— VTG LTIZGATE. TORARBH I INET,
same address
source/destination & HIZHE LT KL A
tiny fragment
tiny fragment % #H]
overlap fragment
overlap fragment % #&tH
<P>
a2 LR (TCP, UDP, ICMP, IP, % Ofld & =)
TCP @ SYN /34w DAL, TCP(S) L &N E T,

<SA
BIETL IPT KL A
<SP>
REETR— FERS(Fa ha LfER]N TCP F721% UDP D34
<DA>
HTHRIPT KL R
<DP>

HTHER—FEES (T ka/LFER TCP £7-1Z UDP D4
1.10.4 PPPEEESE

[Ay+E—]

‘protocoli rejected call from <target>(<dial>) by PPP:<reason>

(T340 T 4]
LOG_NOTICE

=19
PPP rav=—va UHIIZEREEHEGE L2 2 RLET,

(/X5 A 2 DFEK]

<target>

Xy NU—T 4, B
dial>

B A Y5
<reason>

ORISR

authentication rejected

RREFIAZ O b O 2 S

T

i
(o2}
<
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wrong account (Kid>)
RIEFRFFHFHRZAE (GLdz ID [FH %2 H )

1.10.5 DHCP H—/\(D7 FL AB2#H
[Avt—2)

‘dhcpdl Server allocation <ip_address> to <mac_address>

(544U T«]

LOG_NOTICE
[Erk])

DHCP $-— " DHCP 7 A4 7 > MM T RV AZEM LI-Z L 2R L £ T,
(/X5 A2 DEBK]

<ip_address>

DHCP 7 Z A 7 > MZEAI L7= IP 7 KL A
<mac_address>

DHCP 7 A4 7 FDMACT FL-A

106 DHCP U SA 72U FDLDEKRDIER
[Avt—2)

‘dhcpdi DHCP request from <mac_address> rejected

(F34A4UT+]
LOG_NOTICE

(Ek]

MAC 7 RLARBEEINTWARW 2D, DHCP 7 T A4 7 v b DEREZFESE L2 2R LET,

[/X5 A5 DERK]

<mac_address>
DHCP 7 Z A4 7> RDMAC T KL A

. 10.7  IPv6 Z 4 L ARIZK B/ FERE
[Avt—2)

‘protocoli rejected at filter (Kname>.<no>) : <P> <SA>(KSP>) —> <DA> (<DP>)

(7544 T 1]

LOG_NOTICE
[Enk])

IPV6 7 4 L ZIZ L -T, 77y MBS NI Z L2 RLET,
(/X5 A2 DEBK]

<name>

Fow R T — 2% WANAIOBRE) . F1-0134 v &2 7 =— 24 (LANIE 72137 > 7 L— FEEDER)
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<no>

TUNEY T EREE

BFEZAT T2 IPV6 7 A NV EERD T A NE ) T ERESHENSNET, L0742 ) o 7ERICH
B LW, lan ip6 filter default, F721% remote ip6 filter default., F7=iL template ip6 filter
default DEFRIIHE > THEFEEZIT - 72 5A . “default” EHAH S ET,

Kk 7 4 W EZ V— VA LTS ETE. TONERHTSNET,
same address
source/destination & HIZ[R LT KL A
tiny header
tiny header %
tiny fragment
tiny fragment ZfiH
over lap fragment
overlap fragment i
default restrict
FTH NN T 4 NEITHEE
<P>
7’a kLR (TCP, UDP, ICMPV6, % OLIXE+=) TCP @ SYN 234 > DAL, TCP(S) L &nE 7,
<S>
HEIEIC IPV6 7 KL &
<SP>
HEETLAR— NES (Fm b= VFERIA TCP F 7213 UDP D355
<DA>
HTH IPv6 7 KL A
<DP>
HTHA— FEE (T u b a)/URERIA TCP F 721X UDP DA

1.10.8 NATIZ &k B/N7y FEEZE
[Avyt—)

‘protocoll rejected at NAT (<name>. <reason>) : <P> <SA>:<SP> —> <DA>:<DP>

(FS34A4UT+]
LOG_NOTICE

Z0K)
NAT C, BT —T IV o2 Sk ViESN 2R LET,

(/35 A 52 DEK]

<name>
Fv hT—I 4%
<reasony
ZEH
BRT 4 N ZN— VTR LTEBEIE. TONERHDSNET,
tiny fragment
tiny fragment %M
over lap fragment
overlap fragment % fiMH
<P>
7’u k= LARB (TCP, UDP, ICMP, TP, % OHLlE3E =)
TCP @ SYN /37w b DIFEIE, TCP(S) LI SN ET,

T
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<S>
FEETIPT RL R

<SP>

EETLAR— FEE(Fa b VfERN TCP F 721X UDP DE)
<DA>

HTHIPT FL 2
<DP>

HTHER— FEE (e b a VRN TCP F£7-1Z UDP DA
1.10.9 NAT &E#2T7— T JLIERK

[Ay+E—2]

‘protocoll NAT: table: <P> <SA> —> <DA>:<DP>

(T340 T 4]
LOG_NOTICE

[Ek]
NAT C., W2 23T NAT BT — TV 2B LT 2 & AR LE T,

(/35 A5 DEK]
<P>
NAT 2547 — 7 /L D7 1 | = /LFERI (TCP, UDP, TCMP, TP, % DA E% &)
FARNATIZ K DT — T MAEROEAIL, ALL EH A EShET,
<S>
NAT 257 — 7 VDT T4 _— |} IP T K LR

TV r—2a v TS IA4_X—KIP T FL AT any ZEE LT — 7 A EER L8413, 70.0.0.070

HhanEd,
<DA>
NAT a7 — 7 /L OFHTFEI IP 7 R L&

T r—ya S THPRIP 7 RURIZ any Z28E L7e 7 — 7 VEER LTEEAIL, 70.0.0. 073 HH 1 &

nET,
<DP>
NAT BH27 — 7 VO PEIAR— bFEE (T a k3 /VRERIA TCP & 7213 UDP DFE)

77U = a URISTHFMAR — FESIZ any ZHEE LT — 7 V2 ER LTZEE 1T, 70" S E T,

1.10.10 IPv6 DHCP H—/\D7 kL XEf

[Ay+E—]

‘dhcp6sdi Server allocation <address> to <duid>

(F544 )T «]
LOG_NOTICE
[(Enk)
IPv6 DHCP #—/ 373 IPv6 DHCP 77 F A 7> MIT KL ARG LI=Z L &2m L ET,

(/X5 A 2 DFEK]

<address>
IPv6 DHCP 7 A 7 > MZHEAR L7z IPv6 7 KL A

66



<duid>
IPv6 DHCP 7 A 7> I @ DUID

1.10.11 IPv6 DHCP H—/SDFL 7 1 v U REEf

[Ay+E—2)

‘dhcp6sdi Server delegation <prefix>/<prefixlen> to <duid> on <interface>

(F34A4YT+]
LOG_NOTICE

=0K]
TPv6 DHCP #—/37%3 TPv6 DHCP 7 7 A 7> M IPv6 V7 4 v 7 A&l LT Z & E R LET,

(/X5 A2 DEBK]

<prefix>/<prefixlend>

IPv6 DHCP 7 Z A4 7> MZEAT L7Z IPVv6 L7 4 v 7 A
<duid>

IPv6 DHCP 7 Z A 7 > k@ DUID
<interface>

A BT — R

1.10.12 Z77UTr—23 2740 3I2&kB/\ry FEE

(A vtE—2)

‘protocoli rejected at filter (<name>.<no>) : <SA> —> <DA>

(F34A4UT+]
LOG_NOTICE

K]
TV = ar T4 NEICEST, Ay MRS NI Z L R LET,

(/35 A 2 DEK]

<name>

H—\HRE

<no>

TANEY) T ERES

WHEATS T TV =2 a v T A NEERD T 4 VHE ) TEERENHIENET, ECOT 41200
ERCHEY LARWT, T 74/ MNERICHE > THRIEZIT- T2 5BA, “default” EHASHET,

<S>

EEILT KL &

<DA>

HTHET FL R

1.10.13 FAEWKRT I EADEE
[Avt—)

‘protocoli the unidentified terminal was detected: MAC=<mac_address> [lan<no>]

T
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(FS34A4UT1]
LOG_NOTICE

BEK]
MAC 7 N U AFBFEIRI L 722 & T RIESRT 7 ¥ 2% R L= 2 L 2R LET,

(/35 A 2 DEK]

<mac_address>
AIESERD MAC 7 K L&
<no>
MH L LAN A 5 7 =2 — A%

F1E AT LuTER—
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L1 avy—IiLDrAyvE—2

1.11.1 Aav4 2By
[Avt—2)

‘logonl login <user> as <class> on console

(F34A4YT+]
LOG_INFO

EK]
A= ATERICE A U TEEERICHAENET,
(/N5 A2 DEK]
<user>
0 JA a—P4
<class>
asAryIA
admin
HHFE T T A
user
—fgz =Y T2

1.11.2 aJ4 KRB ERETS5—)

[Ay+E—2]

‘logoni failed login <user> on console

(F544 Y7«

LOG_INFO
[Erk])

A=A TRIA v a—FLERIFRNRAT = NREI DI u /A o TERpoGaicHhanE+,
(/35 A 52 DEK]

<{user>

By A =Y

1.1.3 Bd79ohk

(A vtE—)

‘]ogonl exit <user> as <class> on console [ (Kreason>)]

(T4 T4]
LOG_INFO
EK]
a Y —)LTexit LIEEAICH IE N E T, consoleinfo autologout =~ > ROFRIEIZ L V5l exit Sz
LalcbthsnEd,

F1E VAT La s FR—
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(/35 A 2 DEK]

<user>
0JArya—H4
{class>
arsArr7A
admin
EHE Y T A
user
—fg—H s T2
<reason>
TL
exit 2~ RFE[TIZL AT U b
autologout

HERMEREALIC X 55 e 77 o b

1t

VAT hna T

T
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1.12 telnet FT—E>DAvE—

1.12.1 Ao 4 B
[Avt—2)

‘telnetdi login <user> as <class> on telnet from <address>

(T34 A4YT1]
LOG_INFO

BK]
telnet CIEEIZR /A CEEGAICHIENET,

(/X5 A2 DEK]

<user>

0y ra—ig
<address>

telnet #EHiLT KL A
{class>

arsArr 7R

admin

EHE T T A

user

—f—F 7 7

1.12.2 B4 kB EHTS—)
[Avt—)

‘telnetdi failed login <user> on telnet from <address>

(7544 T+]

LOG_INFO
=)

telnet TR A L a—PLEHIINRRATY—RKREI DI u T o TEhroBaIcHhEInE+,
(/X5 A2 DEK]

<{user>

nJA v a—HY4
<address>

telnet $&6iLT KL A
1.12.3 OJ4A4 8T
[Avyt—)

‘telnetdi exit <user> as <class> on telnet from <address> [({reason>) ]

(FTS54A4YUT«]
LOG_INFO

1t

VAT La T

T
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=]

telnet CTexit L7HAICH I EET, telnetinfo autologout =~ KD
b hEsnE,

(/35 A2 DEK]

<user>
nJA v a—F4
<address>
telnet B LT FL A
<class>
nryArT TR
admin
EEE T T A
user
=Y T2
<reasony
Tl
exit A REFTICL DRI T7 D b
autologout
RS L 2 0lle 77 v b
exclusive
ayvy—ra A AL B e 77 Yk

==y

X B

12 X0l exit SNT-HE

1t

VAT hna T

T
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1.13 ftpT—F>DAvE—
1.13.1 Ao 4 U
[Avt—2)

‘ftpdl login <user> as <class> on ftp from <address>

(F34A4YT 4]
LOG_INFO

EK]
ftp CEEICR /A v CERGAICHDENE T,
[/X5 A2 DERK]
<user>
oy A a—FL
<class>
arA T T A
admin
BHF T T A
user
— =7 TR
<address>
J7IAT L ROIPT R

1.13.2 B4 kBREHTIS—)
[Avyt—)

‘ftpdi failed login <user> on ftp from <address>

(F54H4 )T 4]

LOG_INFO
[Enk])

ftp TR A LV a—FHEIFRAT = RREI 2OICu A U TEhos eIt anE 7,
(/N5 A2 DEK]

<{user>

0 A a—Fs4
<address>

IJI7AT7 L DOIPT RLA
1.13.3 774 ILERETT
[Av+t—)

‘ftpdi {filename> Write complete

(F34A4UT+]
LOG_INFO




(ErK]

T ANERB(I FAT I b0put) IZL D RO EEE SN EEZRLET,

(/X5 A2 DERK]

<filename>
EEEXINET AL

1.13.4  J74J)LERSET

[Ay+E—2]

‘ftpdi {filename> Read complete

(T340 T 4]
LOG_INFO

(ErK]

T ANAU(Z FTA T B D get) IZ XY ROM it SN2 2R LET,

(/35 A 2 DEK]

<filename>
HAHEINTZT 7 A V4

1.13.5 BOJ4 8T

(A vtE—2)

‘ftpdl exit <user> as <class> on ftp from <address> [(<reason>)]

(T340 T 4]
LOG_INFO

€39
ftp CORTA L EKET LizGaiciihanET,

15 53 R BBV RRRE 28 foe\ T H B BIINIC K 0 3] exit S B Ic b s E T,

(/35 A 2 DEK]

<user>
0y A ra—g
{class>
nJgArr TR
admin
EEEY T A
user
—fr—H s F 2
<address>
IIAT UMD IPT KL A
<reasony
Tl

exit A< FEfTIZL AT U b




autologout
VBRI L B5Rfln 77 D b
exclusive
ayy—iu s A4 AZE5He 77T b

H

1t
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1.14 sshTF—F>2DAvtE—

1.14.1  ssh/RR FEREEER A Rl BRIR
[Ayv+E—2)

‘sshdi generating public/private host key pair

(F34A4YT+]
LOG_INFO

K]
AL D ssh kA N BIHOEREBIA LI H AT SnET,

1.14.2  ssh/hX FEREEBRERTT
[AvtE—2)

‘sshdl generated public/private host key pair

(FS54A4UT1]
LOG_INFO
=]

AZLED ssh A MBRERO LR EZE T LIz eIt anEd,
KA Y=V HNBRIT sshERITED LRV £,

143 OJA4 kB ERHETS—)
[Avt—)

‘sshdl failed login <user> on ssh/sftp from <address>

(544U T«]
LOG_INFO
[ErK])
ssh £721% sftp T2 —VZ FHITNAT—=RKBNEI 2DICa 7 A T ICHTENET,

(/35 A 2 DEK]

<{user>

a4 ra—%4
<address>

74T MDIPT KL A




1.15 sshAdA4 > T—F DA vE—D
1.15.1 Ao 4 B
[Avyt—2)

‘sshlogini login <user> as <class> on ssh from <address>

(F34A4YT1]
LOG_INFO

=iK]
ssh CIEHIZR /A U CE GBI ShET,

(/X5 A 2 DEK]

<user>

0y A ra—iFsg
{class>
arsArr 7R
admin
EHEE T T A
user

— =7 72
<address>
J7AT L INDIPT LA

1.15.2 B4 kB EHTS—)
[Avt—)

‘sshlogini failed login <user> on ssh from <address>

(F54A4 )T 4]

LOG_INFO
=19

ssh CL—HZRNES =D /A o TEpoHGaicHhEsnE+,
(/N5 A2 DEK]

<{user>

nyA A=
<address>

7I7AT S RDIPT RLA
1.15.3 Od4A4 8T
(AvtE—2]

‘sshlogini exit <user> as <class> on ssh from <address> [({reason>)]

(FTS34A4UT«]
LOG_INFO

1t

VAT La T

T
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=]

ssh Cexit LZHEICHISNE T, telnetinfo autologout I~ ROFREIZ L Y iEH] exit SNTZHEIC

L IhET,
(/35 A2 DEK]
<user>
nJA v a—F4
<class>
=70 VS
admin
EHE T T A
user
g — s T2
<address>
IIAT MO IPT KL A
<reasony
Tl
exit A REFTICL DRI T D b
autologout
RS L 2 0lle 77 0 b
exclusive

ayvy—pua A kA e 77

1t

SN/

T

#—%

78



1.16 sftp T—FE DA vE—D
1.16.1 B4 UK

[Ay+E—2)

‘sftpdi login <user> as <class> on sftp from <address>

(F34A4YT+]
LOG_INFO

=19
sftp CEFICn 74 o CEBAIcHhanEd,

(/X5 A2 DEBK]

<user>

0 JAya—i4
{class>

arsArr 7R

admin

EHE T T A

user

— =P 72
<address>
J7AT L RNDIPT LA

1.16.2 0OJA kB EHTS—)
[Avyt—)

‘sftpdi failed login <user> on sftp from <address>

(544U T 4]

LOG_INFO
[EnR])

sftp TL—PHENE ) DI n /A v TEhhosEHEA I EnEd,
(/N5 A2 DEK]

<{user>

nJA v a—H4
<address>

IJI7AT7 L DOIPT KL A
1.16.3 274 ILERERT
[Av+t—)

‘sftpdi {filename> Write complete

(T34 T 4]

LOG_INFO




(=nk]
T ANER(I TAT Y F b put) IZE D RM A EEE SRz 2 L 2R LET,

(/X5 A2 DERK]

<filename>
EEEXINET AL

1.16.4 TJ7AJ)LEURSET

[Ay+E—2]

‘sftpdi {filename> Read complete

(544U T 4]
LOG_INFO
[EnK])
T ANAU(TZ FTA TV B D get) IZ XY ROM BFiH ENT-Z 2R LET,

(/35 A 2 DEK]

<filename>
FAHEINTZT 7 A V4

1.16.5 OJ4 T

(A vtE—)

‘sftpdl exit <user> as <class> on sftp from <address> [({reason>)]

(F54FUT 4]
LOG_INFO

(ErK]

sftp TORTA U EEKT LEGAICHhEnET,
15 Sy B VRIRRE 23 58V C B BhUIITIC X 0 38 exit SR b SN E T,

(/35 A 2 DEK]

{user>
0y A ra—tg
<class>
nJyArr TR
admin
EEE T T A
user
= F 2
<address>
IIAT IO IPT RV A
<reasony
ZL

exit A<y REfTICL AT U b




autologout
VBRI L B5Rfln 77 D b
exclusive
ayy—iu s A4 AZE5He 77T b

H

1t

fit

AT hua T

il

#—%
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1.17 httpD A v E—2

1.17.1 Ao 4 UB
[Avyt—2)

‘httpdl login <user> as <class> on http from <address>

(F34A4YT 4]
LOG_INFO

=19
http TIEFEICR 7 A CEHEAICHENE T,

(/X5 A 2 DEK]

<user>

0y A ra—iFsg
{class>
arsAry A
admin
EHE T T A
user

— =7 72
<address>

http #ftoc7 FLx

1.17.2 B4 kB EHTS—)
[Avyt—)

‘httpdi failed login <user> on http from <address>

(544U T 4]

LOG_INFO
=)

http T A LV a—P L ERIFIRRAT = RREI ZDIIa A o TERPoEERICHAENE T,
(/N5 A2 DEK]

<{user>

nyA va—Ya
<address>

http L7 KL
1.17.3 Od4A4 8T
[AvE—2)

‘httpdi exit <user> as <class> on http from <address> [({reason>)]

(F34A4UT+]
LOG_INFO

1t

VAT La T

T

#—%

82



(ErK]

http Texit LHEITHASNET, BEHHIRIC XL D BEIDIENC XLV 58] exit ShcHBICbEAISNE
T

(/35 A2 DEK]

<user>
0 g A va—F4
<class>
sy T A
admin
EHE T T A
user
g — s T2
<address>
http L7 KL
<reasony
Tl
exit a~v> RETICL DT U b
autologout
RS L 2 0lle 77 v b
exclusive
Enou s A AL be 77w b




1.18 admin/sua< > FKDAvtE—
1.18.1  admin FZh

[Ay+E—2)

‘<name>l admin: authentication to <user> succeeded on <apl_name>

(F34A4YT+]
LOG_INFO

=19
admin =<2 N CRIECHKII L, EFICEHEE 7 7 AT CEREAICHIENET,

[/85 A2 DERK]

<name>
admin 2~ REFT L= v s T A
cmdexec
a2 —)L T admin o~ REFEITLZ
telexec
telnet T admin =~ R&FATLT=-
sshexec
ssh C admin 2~ R&FE{TL7-
<user>
0JA v a—4
<apl_name>
admin 2~ > REFEITLET IV r—va 4
console
2 Y —)L T adnin 2= F&IF4TLIZ
telnet
telnet T admin =<2 R&FEITL-
ssh
ssh T admin 2~ RZFE{TL=

1.18.2 admin kB GREET 5 —)

(A vtE—2)

‘(name>l admin: authentication to <user> failed on <apl_name>

(544 T«]
LOG_INFO
=19
admin 2~ RCERFEICRIR L., BHEV 7 RABITCERD o BA ISR ET,

(/35 A 2 DEK]

<name>
admin 2a~v > REFATLIZS 07 T A
cmdexec

a2 Y —)LT adnin 2w REETLE

T

F1E AT LaTY

#—%
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telexec
telnet T admin 2=~ R&FEITL-
sshexec
ssh T admin 2~ RZFE{TL=
<user>
a7 A v a—F4
<apl_name>
admin 23w REFETLET SV r—ra 4
console
2 Y —)LT adnin 2~ R&EFHTLIZ
telnet
telnet T admin =~ R&FEITL7Z
ssh
ssh T admin 2~ RZFE(TL=

1.18.3 adminf&T

[Ayv+—2]

‘<name>l admin: exit <user> on <apl_name>

(754U T 4]
LOG_INFO

(Enk)
admin 2~ RTEIEZ 7 ZIBITL COREEDN S — 2 —F 7 7 AEHIF LB AICERENE T,

(/35 A 2 DEK]

<name>
admin 2~ REFET LT v T T A
telexec
telnet T admin =~ R&FITL7=
sshexec
ssh T admin 2~ RZFE{TL=
cmdexec
22— T adnin 2= R&3FT L
{user>
nJA v a—F4
<apl_name>
admin 2w REETLET 7V r—va U4
telnet
telnet T admin =~> R&FEITL7Z
ssh
ssh T admin 2~ FZFE(TL=
console
a2 —)L T admin o< RE&FEITLZ




1.19 IDSDAy+E—T
1.19.1  IDSICLBEE/7y MEA

[Ayv+E—2)

protocol: curious packet at ids(<name>.<cause>) : <packet>
protocol: curious packet at ids(<name>.<cause>) : {counter> times in <time> seconds

(FS34A4YUT«]
LOG_NOTICE

=19
IDSIZX-»TC, BEAry v ENZZ 2R LET,

(/X5 A2 DERK]

<name>
HFER Y hU—27 £ (remote EFRDLH) . FoidA ¥ 7 = — 24 (lan £7213 template EFROLE
<cause>
FRnEL
IP AT a AT RE Ny MBROLGAILIP AT v a VAR ESET,
1) IP -~y & B
Unknown IP protocol
protocol 7 4 —/L KA 134 LA FD L &=
Land attack
MR IP 7 RLAEIEIP T RVARFEL & &
Short IP header
P~y ZDOEEN length 74—V FOEZ LD HE N E X
Malformed IP packet
length 7 4 — /L REEREONTF v FORINEH L&
2) IP AT g~y X
Malformed IP option
FT v ar sy XOENRIETHD L&
Security IP option
Security and handling restriction header #3Z{E Li= & &
Loose routing IP option
Loose source routing header (g L7= & &
Record route IP option
Record route header %5 L7= & &
Stream ID IP option
Stream identifier header Z#%{5 L7z & &
Strict routing IP option
Strict source routing header ZZ{EL7- & &
Timestamp IP option
Internet timestamp header 5§ L7- & &
3) ICMP B
ICMP source quench
source quench #=Z{g L7-& &
ICMP timestamp request
timestamp request ZZ{E L7~ & &
ICMP timestamp reply
timestamp reply %5 L= & &

T
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ICMP information request
information request #%{g L7z & &
ICMP information reply
information reply %18 L7z & &
ICMP address mask request
address mask request ZZ{E L7~ & &
ICMP address mask reply
address mask reply % L7- & &
4) TCP B
TCP no bits set
ZI7b Y FERTWRNE X
TGP SYN and FIN
SYN & FIN A[AFFICE v &R TnWb & &
TCP FIN and no ACK
ACK D72WFIN #ZfF LTz L &
5) FTP B
FTP improper port

PORT R° PASV =1 > R CHEE IN DR — hEE DS 1024~65535 O®HIFH TR L X

<packet>
By NORNE

TITT A NI BE Sy MBI T T 7 A NMCETAEHRNSH D S ET,

FIP IZ23)3 % BE 4 M@ FIP R— &SI A RN &N E T,

LCMP T 330 % Bk /4 NBAITZ T IOMP type & IOMP code ([ZBH @A ENET,

Bg Xy NEREBIZRIM UGS EY <) —F— RIZUO B, 7y FOFERERIIHILERA,

HAORZ L FIORLET,

<P> <SA>:<SP> —> <DA>:<DP>

<P> <SA>:<SP> —> <DA>:<DP> ftpport:<ftpport>
<P> <SA> —> <DA> fragment offset:<{fragment>
<P> <SA> —> <DA> <icmptype>:<icmpcode>

<P>
7' k= LRERI (TCP, UDP, ICMP, 1P, % Dfth3& =)
TCP @ SYN /X7 » b DA IX, TCP(S) &L EhE T,
<SA>
EETLIPT FLx

<SP>

FEEILR— &S (7 e bV RS TCP, 7213 UDP OB E)
<DA>

HTHEIPT LR
<DP>

HTHA— FEF (T a b a/URER]2 TCP, F 7213 UDP OFE)

<{fragment offset>
TITAVNE TRy VOBERLET,
<icmptype>
ICMP type
<icmpcode>
ICMP code
<ftp port>
ftp port HF=
<counter>
g L7z ml4k

T
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<time>
K L 7= #IR




1.20 IPsec/IKED* vt—o
1.20.1 ISAKMP SA+T>T—> 3y

[Ayv+E—2)

‘isakmpi not acceptable <etype> mode

(F34A4YT1]
LOG_INFO

=0K]

PR— PSRN TORN, FEEZTANLONRNHRE— FEZFE LI 2R LET, ZOAyE—UiF
ISAKMP SA DR H L m— g 7 —FZERIS, ARIOREIC L VIRE LIoRRE— F L3RR 5E— Fex(E
Lizéxizthansd,

[/85 A2 DERK]

<etype>
RfE— K
PR— F ENTVRNEHE—
1
Base

ST AN LN OZHE— K
MAMOBREIZL VIRE LB E— REFRRDLZE—R
2

Identity Protection

4

Aggressive

[Ay+E—2]

‘isakmpi invalid encryption algorithm <algorithm>

(FTS34A4UT+]
LOG_INFO

=]
PAR— PSRN TR, EFREFRERESTAITY RLEZF LI &R LET, 204 vE—UF ISAKIP
SA DR IAYT— a DT — 2 BRI, DES_CBC, 3DES_CBC, AES_CBC LMIDKEET /LI X AEZ(EL
el EnET,

(/X5 A2 DEK]

<algorithm>

(HE =R %= ) NN
PAR—=PFENTWRWEEST /LI Y XA
2

IDEA BF 5T L2 X A
3

Blowfish K57 /L3 X A
4

RC5-R16-B64 K57 /LT Y X A
6

CAST W55 7Y Xk

T

w1E AT LA SER % 89



ARIERBEST LT Y XL

I~ 7 LSO EDE

KUTORETNLVIY XLITR—FSINTWELOHIINEZ EiTH EFHA,
1

DES CBC W& 7 /L= Y XA

5

3DES CBC W=7 /LY XA

7

AES-CBC B 57 /L= J X

[Ay+E—]

‘isakmpi invalid hash algorithm <algorithm>

(TS54F) T 4]
LOG_INFO

=0K]
PR—bFINTHRY, FREIRERNYy 2T VA Y AAZZEFE LI 2R LET, TOAyE—VIX

ISAKMP SA DAy —3 g3 DT — X BIEZIEHFFIC, MD5, SHA LS D Ny 2T TV A %Z5 Lz &IZ
HhanEd,

(/X5 A 2 DEK]

<algorithm>
Ny aT T XA
FR—FENTWRNANY 2T LT Y XL
3
Tiger Ny ¥ a7 /L3 XA
RIEZNy a7 I Y XA
1 ~ 3 PAOREDHE
MUTO Ny a7 VT AAFTFR—FSNTWLEDHIIENDZ LIEH 0 FEA,
1
MD5 7L A A
2
SHA 7v3 ) X 4

(A vtE—2)

‘isakmpi invalid authentication method <method>

(FT34A4YT+]
LOG_INFO

=0K]

PR—PFENTW2W RERBGEFREZZE LI 2R LET, ZOAvE—1Z ISAKMP SA ORI x—
varOT— X EMEZERIC, A (Pre-shared key) fREUNOFRRFEF Rz ZfE LIz XICH s E T,

(/35 A 2 DEK]

<method>
FRE
PAR— b I TR WEERES
2
DSS B4 FERES

T

o
©
S
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3

RSA B4 FRRES

4

RSA 5 5-38RE S 2

5

R RSA W5 53R GE X
RIEZ2FRBFE S

1 ~ 5 UAOREDM
NKUTOFGESF XTI R—FENTWAEOHNDENDEZ EEH Y FHA,
1

BESn A SRR RE A 20

[Ay+E—2]

‘isakmpi invalid DH group type <group>

(F354FUT4]

LOG_INFO

=]

PR—FEINTWRD, FLEFARERIN—TEZATE2ZEFE LT 2R LET, TDRA vE—1F ISAKMP SA
DRI — g DT —F BYESZERIC, RFC2409 IZEHE SN TWASHFTMODP LIS D T N—TF % A4 T k525
Lt hEanEd,

[N A2 DEK]
<group>
T N—T Rk
PR—FEINTW W L—TF 2 AT

2

ECP 72 B 7 ——7
3

EC2N 72 Bk 7 v —7
RIEZRFRREH X

1 ~ 3 AOREDE
KUTDOITN—FHA T IIFHR—FEINTWEOEITESNDZ LB FEA,
1

MODP $5#5 A% 7 v — 7

[Ayv+E—2]

‘isakmpi ignore the packet, expecting the packet encrypted

(544 T«]
LOG_INFO
=19
ZESNT Y RBRREBILEN TS Z EEZHIFFL TR, BafbEShTunianiz=o, Xry halEL-Z %

RLET, ZORA v E— 1 ISAKP SA DR TV —3 g3 0T, BRHHR D v NI b EN5 2 & &2 #%
THIN, B LI TWiRanWry hazfE Lzt EicHhanEd,

(A y+E—2]

‘isakmpi Expecting IP address type in main mode, but <type>

b
©
—

AT LB T

T
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(FS34A4UT1]
LOG_INFO

EK]
Main E— R CZIELZID XA 2— KD IPT7 RLRAZA TR, HIFL WX A T ThhrolmZ tERmLET,
DA yE—UIXISAKMP SA ORI =— 3 & (Pre-shared key) BFECITHHEIC, IDXA a2 —FK
DAZHEN IPvA T R A, IPv6 7 RLADSA T X hanET,

(/35 A 2 DEK]

<type>
ID&A
PR—FENTHRWID XA 7
1
IPvd 7 KL A
2
BT L R AL U4
3
B L 2—Y4
4
IPvd4 7 RL AL Ry h~RT
5
IPv6 7 R L A
6
IPv6 7 KL AL Xy v R
1
IPvd 7 R L AHIFIEE
8
IPv6 7 N L 2 EiPHIEE
9
AFAA 44 O X. 501 /31 F U DER
ra—F 47
10
FERAES S O X. 509 /31 F U DER
TrA=T 4T
1
ME ID 15
RIERIDHA T
1 ~ 11 LA DOREDHE

[Ay+—2]

‘isakmpi give up phasel negotiation. <local> —> <remote>

(F54F )T «]
LOG_INFO
=19
ISAKMP SA ORIy xm—3 g VOFERBMK T L2 2R LET, 20X v —I1%, BIFRERY. HFEE

OREIZL VR ITv2—va by MRZETES, ravz—varyPRRLEEEICHISET,
F. BREIRCED RTIE—va vy MBS, 3 I T —va URKRLE E XIc S ET,

T

o
©
B
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(/35 A 2 DEK]

<local>
IPsec MGy baEX 27 LT HHEETL P 7 U AFE 7213 B 21
<remote>

IPsec X7y b T r2XaTbT2HTIH IP 7 KU A I3 FEEE R DI

[Ayv+E—2]

‘isakmpi phasel information overflow.

(F544UF 1]
LOG_INFO

=179
ISAKMP SA DR T m—3 3 T, Phasel IEMBIBRAEEZBEI -2 2R LET, 20X vE—I0F, KBS
% CRIMFIC IPsec/IKE J@BIE Z1TV). FALEILD IPsec SA DX A I v 7 N RIEEHNCAT b 7= A o ik E
DOREIC L > TERBL Loxr T vo—va UMThh At ShvET,

[Ay+E—2]

‘isakmpi invalid Minor Version

(FTS54A4UT«]
LOG_INFO

)

ARIE72 Minor Version DfEZZE L2 2R LET,
ZDRA =L ISAKMP SA DR I T—3 3 7 —ZZ(FHEZ, Minor Version (2 0, 1 LIAADIEAFRE STz
Ny heEZELEEXICHAINET,

[Ayv+E—2)

‘isakmpi invalid RESERVED field.

(F34A4YT 1]
LOG_INFO

=0K]

ARIE72 RESERVED 7 4 —/L RO A ZE LI~ 2 & 2R LET,
ZDAyE—UF ISAKMP SA DR T T—3 3 T — X 5 ERFIZ, RESERVED 7 ¢ —/L RIZ 0 IS OIENERE S 1
TRy "ERELEEEICHDENET,

[Ay+E—2]

‘isakmpi invalid number of Transform Payload

(F354F)T4]
LOG_INFO

=]

RIE72#of Transforms DIEZZFE L= Z 2R LET,
DA =T ISAKMP SA DR T T —3 g T — X Z[EHFT, #of Transforms fEIZ Transform ~2A 17— KD
% & A DENRESNT ATy bezfE Lz EiIcHhsnET,

T

i
e}
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(A vtE—)

‘isakmpl invalid Next Payload type of SA Payload.

[(F514Y7+]
LOG_INFO

=]

ARIERSARA B — RORSA B — ¥, TOfEEZE L &R LET,
TDOAYE—UITISAKMP SA DR AL —3 g U F—FZERRIZ, SA A a2 — RO®W_A a— K& A 71T
Proposal XA 2 — K (2). Transform XA 27— K@) DIERHKEINT- v haZEL-LElcHhEnE T,

[Ay+E—2]

‘isakmpi invalid Next Payload type of Transform Payload.

(T4 ) T 4]
LOG_INFO

=0K]

ARIEZR Transform XA B — RDOWRRXA 0 — RZ A TOEEZE L2 2R LET,

ZDA v E—UF ISAKMP SA DRI T—3 5 T —HZIERFZ, Transform XA B — RORSNA 0 — KX A7
IZRA~A 1 — K72 L (0), Transform ~XA o — K Q) LIAADIENRE SN Ty bEZELEEXICHADENE
ER

[Ay+E—2]

‘isakmpl invalid Next Payload type of the last Payload.

(FT34A4YT+]
LOG_INFO

=0K]

RERBERSRA B — FOWRSNA 0 — REA FTOMEZE L2 L& RLET,
DA yE—UIIFISAKMP SA DRI T—3 3 T —HZERFIC, B A B — ROWSA 1 — RH A TR~
A a— K7L (0) TRUVVENRRESINTZ Ny MaeZE Lzt it hanEd,

[Ay+E—2]

‘isakmpi invalid Next Payload type <type>.

(FTS34A4UT«]
LOG_INFO

=]

HESNTWARWRERKRSA 0 —FEA TOEEZE LI E2RLET,
ZDAyEBE—UFISAKMP SA DRI T—3 g T —HZERFIT, R3S vB— RZ A FITHESNTOARWARE
RENREINTZ Ny b EZE LI hENET,

(/N5 A2 DEK]
<type>

RERRAL v—RZAT
0 ~ 13 LAORE DL

T

pai
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1.20.2 IPsec SArdJ>xIT—2 3>

(A vytE—2)

‘isakmpi invalid transform id=<id> in <protocol>

(F34A4UT+]
LOG_INFO

EK]
PR—FENTORW, FFIEFARER T A T+ —L D EZELEZ AR LET, ZDORA vE—IF IPsec

SA DRI — g VBB, SELE NI AT 4= A B — R T AT 4 — A D BERYFR— ., F
IR ERBEEE L IIRE T LT XADEEICH T ENET,

(/X5 A 2 DEK]

<id>

N7 U AT 4 — 5 IDGERAE /M T /L T Y X L)
protocol 73 ISAKMP @ & &

RER T AT F—22 1D

1 USNDREDE

MUTO R A7 4 —A DI R— IR TWETLOHIIENDZ LT A,
1

IKE

protocol 23 AH O & &=
PR—=FENTWRN T AT+ —4 1D
3

DES FRRET /LT U X L

RER T AT 3 —22 1D

1 ~ 3 USADOREDM

KUTD N7 AT+ =L IDIEFHR—FENTWEHEEDHNIEINDZ EIEH D XA,
2

MD5 FREET7 /LY K A

3

SHA FRAET /LY R A

protocol 23 ESP O & &
PR—=FENTWRNEF T AT 5 —4 1D
1

DES 1V64 BEZ 7 /LY XA

4

RC5 K557 /LY X A

5

IDEA BEE T /LT Y XA

6

CAST BE 57 /U XL

7

Blowfish BFE7 /L3 X A

8

kU 7V IDEA BE S 7L ) R A

9

DES IV32 BEZ- 7 /LY XA

10

RCABE ST = U X1

T

o
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a
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RERRNTFT AT +—51D
1 ~ 12 LS OREDHE

MUTO R AZ7 =L IDIEVFR—FEINTWDIEOHEAIEIND I EEHY THA,

2
DES K557 /LU X A
3
3DES KE 57 /=3 XA
12
AESBE 7/ XA
<protocol>
A= =%
1
ISAKMP 7'& b =2 /L
2
PEEY | R
3
[(EE=R = Nk )2

(A vtE—2)

‘isakmpi invalid encryption mode=<mode>

(FS34A4UT«]
LOG_INFO

=)

PR—=FENTWARW, FREIRERITELE—REZELEIEEZRLET, ZOA v E—F IPsec SA
DRI T— 3 DT — 2 BEMESZERIC, NRALE— NUADO S EALE— REZE L XICHENE

T,
(/N5 A2 DEK]

<mode>

BT LE— R

1

rr g E— K

2

FT7 U AR—FE—F

3(FF=13 61443)

UDP 7Y 7 bR E—NR

4(F /=1 61444)

UDP B 7Y 7 R TV AR —FE—F
MUTOHTENALE— NIV AR—FINTWEDHhEND 2 LiEd 0 FHA,
2

N N

4(FE 113 61444)

UDP B 7v Y7 hT o AR—bhE—FR
RIERH T EvLE— R
FRLSOREDE

(A vtE—2)

‘isakmpi invalid authentication algorithm=<algorithm>

1t

T
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(FS34A4UT1]
LOG_INFO

=]

PR—FENTWARW, FREFARERBET LT ZLEZZELLIEEZRLET, 2O A vyE—1F IPsec SA
DXL T —3 3 v OF — & BIESZIEHT, HMAC-MD5, HMAC-SHAL LIANDFREE T L2 Y XA ESZ(E LT & X ITH
INFET,

(/35 A 2 DEK]

<algorithm>

HIET AL TY XA
PAR—=FEINTWARWEFET LT U X A
3

DES MAC FBFET /L= U R A

4

KPDK FRFET /LY XA
ARIEZRFBFET /LT Y X A

1 ~ 4 LIAAOREDE

MUTORFET VT Y ZANFHR— FENTWHEOHITINDZ EIEH D FHA,
1

HMAC MD5 FRFET /L= U X A

2

HMAC SHA FREET V= U R4

[Ayv+—2)

‘isakmpi give up phase2 negotiation. <src_addr> —> <{dst_addr>

(F54F)T 4]
LOG_INFO

=0K]

IPsec SA DX AT — 3 VOFERIEPE T LI E2RLET, 20X vb—I0F, BRSO T
@W i@*j/I~vE/ﬂ&/kﬁ’mf%&#ot BRRIE I AL iDA#/F#mﬁéht;
iof F AT — g VPRI LA SN E T,

(/X5 A2 DEBK]
<src_addr>
IPsec kG847 v Nt F 2 7T BT IP 7 K LA
<{dst_addr>
IPsec 7y F T o eXa T+ 25 THIP T KL A

(A vtE—2)

‘isakmpi phase2 information overflow.

(FS34A4UT1]
LOG_INFO
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ZK)
IPsec SA DR A =—3/3 T, Phase2 HFMMBPHRARBEBZ 2R LET, ZOXA vE—I0F, KEERE

B CRIEEC IPsec/IKE S@IE 21TV, FHFEND IPsec SA B D Z A I 2V REIREHICIT o -4 R EE
OB LV ERBLL Eox Tz —y g UaMThbhizgaicE i shE T,

[Ay+E—2)

‘isakmpi IPsec SA protocol id mismatched.

(F34A4YT1]
LOG_INFO

=0K]

IPsec SA O A= — g7 ha N, Z{E LT IPsec SA DRI — g —B L0722 & &R
LET, IPsec SA DRI T— g VICRIRLIZEEICVAR Ak THENET,

[Ay+E—2)

‘isakmpi IPsec SA encryption algorithm mismatched.

(T340 T 4]
LOG_INFO

=]

IPsec SA DREE- TN TY XLN, {5 L7~ IPsec SA DTN IY XL —F Lo a2 R LET,
IPsec SA DR AL E— g3 VKL E VARV XK THEnET,

[AytE—]

‘isakmpi IPsec SA encryption algorithm key length mismatched.

(F54F)T 1]
LOG_INFO

=0K]

IPsec SA DIEET N TY XLDOEEEN, 5{E LT IPsec SA DIFET L ITY ZAOHEE L —F Lo %
ZT—\‘L/jEﬁ—o
IPsec SA DX AL m— g VNZRRLIEZEEZEIZLVAR VAo THIENET,

(A vtE—2)

‘isakmpi IPsec SA authentication algorithm mismatched.

(T4 )T «]
LOG_INFO

=]

IPsec SA DFBEET /LT Y X LN, ZE LT IPsec SA DRFT N TY AL E—F LR oT-Z &2 RLET,
IPsec SA DRI T— g VIZRLIZEXICLVAR I TSN ET,

[Ay+E—]

‘ isakmp: IPsec SA pfs group mismatched.

AT an SER—E 98

il
1
Tf



(FS34A4UT1]
LOG_INFO

=]

IPsec SA @ PFS D DH 7' L— 73, %415 L7= IPsec SA O DH /) —F L —FH L ghholzZ LR LET,
IPsec SA DA I T— g VIZRLIZE XLV AR A FIZLoTH I ENET,

1.20.3  ISAKMP. IPsec i@

[Ay+E—2]

‘isakmpi invalid value of DOI 0x<{doi>

(FS54A4UT«]
LOG_INFO

L)

RIERD DEEZE LTI EZTLET, ZDORX v tE— 1L ISAKMP SA £7-13 IPsec SADR AL = —3 g
BAAGIEIZ . 525 L7z SA A m— R DOI 28 IPsec DOI LIAADBEICH hEnE T,

(/35 4 2 DEK]
<doi>
DOI

00000001 LA DA TE DE

[Ay+E—2]

‘isakmpi invalid situation Ox<situation>

(F354F1)T 1]

LOG_INFO

=iK]
PAR— b SN TR, KTIIRIEZ Situation DEEZZ(ELIZZ L 2R LET, DA v E—1F ISAKMP SA
F721F IPsec SA DR T — 9 UBILARFIC, A5 L72 SA <3 1 — R Situation A% SIT_IDENTITY_ONLY LA
NOGEIH I ENET,

[N A2 DEK]
<situation>

situation
HAR— FEN TV Situation
00000002
FALT— g VPO SAN, FTUMFT SN X2 VT 4 DR ERREICHDZEERLET,
00000004
FA =g D SAN, TRANNNEA T TV T RN TARECHDL LR/ LET,
ARIEZ: situation
00000001, 00000002, 00000004 LIS+ E DI
MLLTF O Situation IV AR—FEINTWAZOHAEINDZ LT A,
00000001
FAGITL IDERIC L > CTSA ZMRTDZEE2HELET,

T
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(A vtE—)

‘isakmpi invalid protocol id <id>

(FS54A4YT1]
LOG_INFO

=]

PAR—FEINTWeW, ERIEIRERTe har D OfEzEZFELEI L2 R LET, IO A vtE—1% ISAKMP
SA F721% IPsec SADF T — 3 VEWARHZ . ZIE L7 0 R—P LA o— KD 7 1 k2L 1D A3 ISAKMP,
AH, ESP LAt OGAICH I SET,

(/35 A 52 DEK]

<id>

A= =Y 7))
YR—FEINnTW2WnTr haId
4

EfE7a b
RiEZ~7a b=za)L 1D
1 ~ 4 DA OREDME
KUTO7a havIDIEFYR—FESNTWAEHHAIINDZ LiEH Y £HA,
1
ISAKMP 7'm s =21
2
IPsec FFE7 & k=)L
3
IPsec 5571 h 2L

[Ay+—2]

‘isakmpi invalid life type <{type>

(F34F)T 4]
LOG_INFO

=0K]

AREXR Life XA TE2ZE LI EE2RLET, ZDOA Y=L ISAKMP SA 721X IPsec SADFR I =—
3 DT — X BMEZIEEHNC, RFC2409 [ICEF SN TR Life A4 T2 ZE LI L ZICHhENnE T,

(/35 A 2 DEK]

<type>
Life # A 7
RIE7¢2 Life # A4 7
1. 2 SN OREDE
KUTD Life ¥4 IV FR—FEINTWE7DHTEsnNdZ Liddbb A,
1
HALRD
2
BNLF a1 b

Tf
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(A vtE—)

‘isakmpi invalid attribute type <type>

(F544UT4]
LOG_INFO
=]
PHR— FERTOARY, ELERERBES A TEZE LRI L 2R LET, ZOR Y —L ISAKWP SA £72

IZ IPsec SA DRI T— 3 DT — X EHEZERIZ, VAR — F SN TR EILRFC2409 [ZEZR I LTV
RWEMEZ A TEZELZEZICHNIENET,

(/35 A 2 DEK]

<type>
e e
ISAKMP SA x A v =—a DL XY R— SN TOWRWELEY A7
8
TN—THRk 2 B2 A
9
TN—T iR A B A
10
I —T i B @Y A 7
15
74—V RRBM®EZ AT
16
T N—T MA@ & A 7
RERR @S AT

1 ~ 15 LS OREDE
MUTOBMY A 7V R—FENTWARIEDHAENEZ LI13HV FHA,
1

[FE G =8 BN

2

Ny aT I XA
3

LS

4

7 N— 75k 1

5

TN—THAT

6

T N—TFE KL
7

TN—THR 1

1

Life #4147

12

Life fikieiifR

13

prf

14

friis=a




IPsec SAxIFvm— DL x
PiR—hENTWARWEhs (7
1

oo Nty 17

8

JEREREEY A X@tE o A 7

9

JERGET A ~<— |k

b 2=0) N

RIEREMS A 7

1 ~ 9 USAOREDE

KUTDORMEZ A FIIV R — RSN TVDHeOHNIND 2 LiTH Y EEA,

1

Life #4~7

2

Life AkfetirR

3

7 N— 7 ik
4

T nET— R
5

AT LAY XL
6

gtx

[Ay+E—2]

‘isakmpi invalid group description=<group>

(T34 T4]

LOG_INFO

=]

PAR—FEINTWRW, ERIEIRERIINVN—TR T E2ZE LI 2R LET, 2O A vE—F ISAKP SA
F 7203 IPsec SA DRI T—1 g VOT —FBEEZERIC, AR — b I TRV E 7213 RFC2409 IZEF

TWARWI I —T ik ra22E L I ESnET,

(/35 A 52 DEK]

<group>
7 V— TRk
YPR— &R TRV L — TRl
3
EC2N[2"155] /2 B4k 7' v — 7
4
EC2N[27185] 72 M B 7/ v —7
RIE7 7 )Vv— 73Rk 7
1 ~ 5 LISAOREDHE

KUT DTN =T FIEIR—FSNTWDOHNINDZ LTH Y FEA,

1

768 ¥ > k MODP 7 L—7
2

1024 ¥ k MODP 7' L—7

sh

i
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5
1536 £ k MODP 7 )v—7°

(A vtE—2)

‘isakmpi ignore the packet, received unexpecting payload type <group>

(FS54A4YT1]
LOG_INFO

K]
WL TOWANSS 0= R TERFE LD, 2Oy PEWELLI L ERLET, ZORA =V

ISAKMP SA F721% IPsec SA DRI T — 3 T, ZEL/ry ML TW RN, e— RFRREENT
W kil anEd,

(/35 A 2 DEK]

<group>

NAu—RNFZAT

0

none A @ — N

1

SAAu—REAT

2
FaR—P LR a— K& 147
3

NG UVAT g —b_XAfa—RZ A
4

L ANA m— R E AT

5

DA a—REAS

6

FERESA B — &2 A4

7

FERAEEIR N A v — N Z A
8

Ny Yalfua— REAT

9

BhHRAm—REAT

10

Nonce XA @— KX A

1

BHASRA m— RE AT

12

HIR_A m— R & A

13

NF DA = REAT
20 (F =13 130)

NAT 7 4 AHNY R a—RH AT
21 (Ff=(X131)

NAT AU PF LT LA ma— RE A
RER_XAfa— R AT
LRRUSAORE D

T

H1E v 2xFsnsER—E 103



(A vtE—)

‘isakmpl received invalid next payload type <receive_type>, expecting <expect_type>

[(F544Y7 4]
LOG_INFO

=]

HIFL WM B — R AT EITRB2 M 0 — BRI a— RZBEEENTWE=Z a2 RrLET, 20
A —1F ISAKMP SA £7-1% IPsec SADR T —3 3T, BEPZITH37 v ML & 1T R RO
Ny MeZE LI AENET,

(/35 A 2 DEK]

<receive_type>
ZRELIER_A v—NZ AT
0
none A @ — N
1
SAAfa— KA
2
FaR—P LRt a— K& 147
3
NI UAT p—b_Afa—REAT
4
LN B — R H AT
5
DA a— KA
6
FERAEANA n— N2 AT
1
FEEERA n— K& AT
8
Ny Yalfua— REAT
9
BhHRAm— RE AT
10
Nonce XA B— R& A
1
WHANA n—RZ AT
12
HIBR_A m— R & A
13
NF DA = REAT
20 (F =13 130)
NAT 7 4 AHNY R m— RZ A
21 (Ff=(F131)
NAT AU PF AT RL AL a— REZ AT
RER_XAfa— K& A7
LRRPSAORE D
<expect_type>
ML TWe_f e —RZ 4~

T
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1

SARAE—REAT
8

Ny Takfua—RyA4T

[Ay+E—2]

‘isakmpi HASH mismatched side=<side> exchange type=<type> status=<status>

(T340 T 4]
LOG_INFO

=]

ZIE LIy v afli b ZEG y FBAR L ANy Y a il LRV L ZRLET, ZOA vE—1F

ISAKMP SA F7-1% IPsec SA DX T T—T g L ll, A= T—HFHIFL ARV AL TCHAShET,

A= —FERIFI VAR ENSEZE LNy DR T — X OREERCSWE R Sl L, EFe 4y b &
TERMoZ L HBRLET, F7-. Aggressive AHATIX, HEHEN -EHLAWEE B HE DI ET,

(/35 A2 DEK]

<side>
ERIII2¥N =
0
A =vz—4
1
L AR A
<type>
ISAKMP A2 # D FEAE
2
Identity Protection AZ#4
4
Aggressive ATH#A
32
Quick A2 H#a
{status>
TSAKMP A& C DR TE
Identity Protection &Afif = = —X DL %
1
3rd A vb—U%ZER
Identity Protection AZHL AR H DL &
5
3rd A vlB—U%Z G0
Aggressive Rffif = T—HX DL X
3
Ist A vbB—U%(5HF
Aggressive AL AR H D & &
3
ond A v — V5K
Quick A = —F DL &
5
Ist A vv—U% (30
Quick KHAL AR DL &

T
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1
Ist A v &—UA(EHF
5
ond A v —IU%ZE0

[Ay+E—2]

‘isakmpi psk mismatched.

(T340 T4]
LOG_INFO

)|

ISAKMP SA D Ty —3 g o CHEEHEN B L TWARWATREERNH 5 2 & 2 LEd, HAEES —FH L T
RWATREME RS H B L J I L ARV FIC LW A anET,

[AytE—]

‘protocoli weak key not usable for des—cbc encryption.

(F54F )T 1]
LOG_INFO

=0K]

IPsec SA @ des—cbc K5 58#EIZ RFC2409 @ Appendix A IZFE0 3L TV D weak key R E LT &R LFET,
des—cbc K5 5812 RFC2409 @ Appendix A IZECIR S TWAEEDFRE S L. IPsec SA DIERRE TR oT- & &
WS nET,

(A vtE—2)

‘protocoli weak key not usable for 3des—cbc encryption.

(F34A4UT+]
LOG_INFO

=]

IPsec SA @ 3des—cbc 554882 RFC2409 ® Appendix A (ZFCIR Z LTV D weak key R E LT Z L 2R LFET,
3des—chc IF SR THFHICHE B8 % 8 XA F T L D 3 SOEITHEI LTEE. 3 DOED S H T RFC2409 D
Appendix A ZFER SNV TWABENFRIE S 1. IPsec SA DIERRZITHO o=t XTI ENFE T,

[Ay+E—2]

‘protocoli IPsec extension-range reached maximum.

(F54F4)T4]
LOG_INFO

=179
B VPN & 7213 Radius TBANT B IL5E [Psec sPRHFHIE BN KIEIZE L7272, [Psec SA BERRTE 72 o
ot HERLET,

£7=. A9 VPN £7213 Radius ZPFF L CEFBIMAEAT - T2 BB I E R MR ICHLIRE IPsec s G &i PH I B K
BICELZOERTE 2o L ERLET,

JEBE TPsec M REHERAEZ RE LTI ZE 0,

T
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1.20.4 IKE€v 3 >DiEIR

(A vtE—2)

‘icmpwatchdl IKE session watching host is up. [<target>]

(544U T 4]
LOG_INFO
EK]
IKE By a OERAA M FHITERERAERLZZEEZRLET,

(/35 A 2 DEK]

<target>
Fv MU= 4. $EREL

1.20.5 IKEtvaroEEFHRH

(A vtE—2)

‘icmpwatchdi IKE session watching host is down. [<target>]

(F544UF 1]
LOG_INFO
=19
IKE By ¥a VOBRAA N ERI3BERERRICEENBAE L L2 R LET,

(/35 A 2 DEK]

<target>
Fv NU—I 4. R4

1.20.6 BHVPNDAYE—D

[Ay+E—2)

‘isakmpi The IKE negotiation demand from <user_id> has not received

[FS54AUF )

LOG_INFO
)

<user_id>H D IKE R T T—3 g VERPZECTE Do 2R LET,
(/N5 A2 DEK]

<user_id>
BhiY) VPN 5 A #a % 7K 3E L 7= — 1D

(A vtE—2)

‘isakmpi duplicate route: <address>

VAT La T

T

#%

i
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(FS34A4UT1]
LOG_INFO

=]

B VPN B C IKE R 23— 3 VAT H o DIBEM LK XL 0 S EGENEWE DRSS T CICRES
NTWEZ EERLET,

(/35 A 2 DEK]

<address>
BN 7= R

[Ay+E—2)

‘protocoll <user_id> was disconnected. [tmp<{template>.rmt{remote> ({reason>)]

(F354F)T 1]
LOG_INFO

EK]
luser_id>&EYIW L=Z &2 RLET,

(/35 A 2 DEK]

{user_id>
By VPN 1A & kil L7 — 3 1D
<template>
FLr T L— NERE S
<remote>
HEEHRES
<reasony
BB
idle timer expired
I 5 B A RE [ 1T & D Bl
manual
FE LI
cannot add route (<route>)
R BN RPL GEINT & 72 b o T AR HK)

[Ay+E—2]

‘isakmpi invalid psk was received. <user_id>

(FTS34A4UT«]
LOG_INFO

=Kl

RIEZ IKE XFREZE LI 2R LET,
ZDA vE—U%, BIEY VPN BERE CHRIAR ST TKE SEARAAREE OV R — MaHZ B2 =L aIcH S E
ER

T
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(/35 A 2 DEK]

<user_id>
i) VPN fH AR O = — 3 1D

[Ayv+—2]

‘isakmpi psk was not received. <user_id>

(544U T «]
LOG_INFO

=19
TKE $:47 3 EhP) VPN BERE ClRAAT SN2 &R LET,

(/X5 A2 DEBK]

<user_id>
Yy VPN fE A o = — 3 1D

[Ay+E—2]

‘protocoli remote <remote> ap <ap> is not attached: lack of configuration for DVPN

[(F544YTF 4]
LOG_INFO
=19
Y VPN EFRICHEREROREN KT TWAZDIZ, ZD ap EBBHATERNZ 2R LET,

(/35 A 2 DEK]

<template>

Ty — MERE S
<remote>

HEEEES

<ap>

P e e R =

[Ay+E—2]

‘protocoli remote <remote> ap <ap> is not attached: invalid DVPN client configuration

(FTS34A4UT+]
LOG_INFO

)

SRICEINI VPN 7 T A4 7 > MERICHIE R ENRITTND DI, 20 ap EBNFIHTERWI LA2/RLE
ER

(/X5 A2 DEK]

<remote>
HTPERE

T
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(A vtE—2)

protocol: remote <remote> ap <ap> is not attached: invalid DVPN client configuration. (address family of
server address contradicts ua)

(F54F)T1]
LOG_INFO

EK]
ZMRIEEI VPN 7 T A 7 2 MEBROBI VPN b —NRL 7 T AT FOT FLATZ7 7 L UBRFFELTNEZDIZ,
ZDap EEMFIFTE RNV L ERLET,
(/85 A 2 DEK]
<remote>
HPEREF
<ap>
E773 T WAEE 2

[Ayv+—2)

protocol: remote <remote> ap <ap> is not attached: invalid DVPN client configuration. (address family of
tunnel local contradicts global)

(FTS54A4YUT«]
LOG_INFO

)

BRRLEF VPN 7 T4 7 > MEHRO VPN BEDKIER S a0 — LT RL AL BHHl= RRA L FDT RL AT 7
SUBFFELTNDDIZ, ZDap EXRBAATER2NWI EE2RLET,

[N A ZDEK]
<remote>
HTPERE
<ap>
(25 Tw ik oxi oy

[AytE—]

protocol: remote <remote> ap <ap> is not attached: same DVPN session configuration in remote <other_remote>
ap <other_ap>.

(TS54F)F«])
LOG_INFO

=Kl

DUToELLNOBEBICLY, ZDap EXEPFIHTERNWIEEZRLET,
Ry T RURARERY | RCEBIF VPN 7 74 7 v MERE SR D BEREHEHR . 725 remote EFED
ap EFRTT TICRESN TN D,
remote [<number>] ap [<ap_number>] dvpn client

remote [<number>] ap [<ap_number>] tunnel local

11
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remote O ap O dvpn client 0
remote 0 ap 0 tunnel local 192.168.1.1
remote 1 ap O dvpn client 0
remote 1 ap O tunnel local 192.168.2.1
X remote 1 2VIEZ
- BRTAHENVIN 7 T4 7 2 MEBRBELD | U MRV T KL 2AOERGLEERS, Be D remote EFHD
ap EFTT TIIHESN TN D,
remote [<number>] ap [<ap_number>] dvpn client
remote [<number>] ap [<ap_number>] tunnel local
131
remote 0 ap O dvpn client 0
remote 0 ap O tunnel local 192.168.1.1
remote 1 ap O dvpn client 1
remote 1 ap 0 tunnel local 192.168.1.1
% remote 1 HSEZ)

(/35 A 52 DEK]

<remote>
HEELEF S
<ap>

Bt ERE 5
<other_remote>
HEEHRES
<other_ap>

S TWIRASE el

[Ay+E—2)

‘protocoli template <{template> is not available: lack or invalid DVPN client configuration

(FS34A4YT1]
LOG_INFO

=0K]

BRREFB VPN 7 T4 7 > MEROBRERKITTWEEZD, 20T 7L — MEEPFATERAWI A2 RLE
j—o

(/N5 A2 DEK]
<{template>
Ty L— NERES

(A vtE—2)

protocol: template <{template> is not available: lack or invalid DVPN client configuration. (address family of
server address contradicts ua)

(T4 )T 4]
LOG_INFO

=0K]

SIRICEII VPN 7 T A 7 2 MEBROEI VPN F—RE T T4 T FDT RV AT 7 I URFELTNDIZH, &
OTF v — MEEPFIHATE RN EERLET,




(NS A2 DEIK]
<template>
Ty L— NERE S

[Ay+—2)

protocol: template <template> is not available: lack or invalid DVPN client configuration. (address family of
tunnel local contradicts global)

(T340 T 4]
LOG_INFO

)

BIRICEIEI VPN 7 T A4 7 o MERO VPN BEDOKRIE 7/ 0 — L7 FL AL ARy FEL LV FOT KL AT 7
SURFFELTWAED, ZOF T L— NERDFFATE NI L E2RLET,

(/N5 A2 DEK]
<template>
TS L— NERES

[Ay+E—2]

‘protocoli address family is contradicts, ignore server <count> of template <template> dvpn client <number>.
(TZ5144)T4]
LOG_INFO

=]

VPN b — D7 RL 277 S URFFELTNDHD, <number> TTRENLEI VPN 7 T4 7 > MMEHRD
{count> CEXE SALTCWAENY VPN —NEFZEME L 722 L 2R LET,

(/35 A2 DEK]
<count>
By VPN Y — N EEE
<template>
TUTL— NEREE S
<number>

B VPN 7 74 7 b EFEEHK 5

[Ayv+E—2)

protocol: template <template> is not available: same DVPN session configuration in remote <other_remote> ap
{other_ap>.

(FS54A4UT«]
LOG_INFO

)

DTFoOEELNOHEICLY, ZOT 07— MEENFFTERANWI L2 RLET,

o7 RUAREZRY | BUCEBI VPN 7 F 4 7 > MERE ST 28500 #N, 725 remote EFHED
ap EFRTT CTIUREIN TN S,
remote [<number>] ap [<ap_number>] dvpn client

B1E v RxFLnsER—E 112




remote [<number>] ap [<ap_number>] tunnel local
11
remote O ap O dvpn client 0
remote 0 ap O tunnel local 192.168.1.1
template O dvpn client 0
template O tunnel local 192.168.2.1
¥ template 0 23EZL)
- ZRTHENVIN 7 T4 7 2 MEBRBELD | WU M RAT KL 2AOERGEERS, Be D remote EFHED
ap EFRTT TITRESN TN,
remote [<number>] ap [<ap_number>] dvpn client
remote [<number>] ap [<ap_number>] tunnel local
151
remote 0 ap O dvpn client 0
remote 0 ap O tunnel local 192.168.1.1
template 0 dvpn client 1
template 0 tunnel local 192.168.1.1
% template 0 2NEEZ)

(/35 A 2 DEK]

<template>

77— NERE S
<remote>

HEEHRES

<ap>

‘protocoli template <template> is not available: same DVPN session configuration in template <other_template>.

(T34 T 4]
LOG_INFO

=0K]

UFOELLNOEBIZEY, 20T 7 L— FNERPHATE RN EEZRLET,
FFNT RUVRARERRY  RCER VPN 7 T4 7 > MERESRT 27 7 L— MERP, BT 7
— MEXRTTTICREEN TN S,
template [<number>] dvpn client
template [<number>] tunnel local
1
template O dvpn client 0
template O tunnel local 192.168.1.1
template 1 dvpn client 0
template 1 tunnel local 192.168.2.1
¥ template 1 23EZL)
- BRTIZEHVIN 7 T4 7 MERMAERD WU M RAT RLADT V7 L— MEBRB, Bed 7071
— FNEBETTTIIREINTND,
template [<number>] dvpn client
template [<number>] tunnel local
fil
template 0 dvpn client 0
template 0 tunnel local 192.168.1.1




template 1 dvpn client 1
template 1 tunnel local 192.168.1.1
¥ template 1 2NEZL)

(/35 A2 DEK)
<template>
TS — NERE S
<other_template>
Ty L— NERE S

.20.7  NAT b NN—H)LEEES R TLAY

[AytE—]

‘isakmpi Vendor ID for NAT traversal which is not supported was received.

(T340 T 4]
LOG_INFO

=0K]

ZELENAT I R—P DR Z DT R—FENTHWARWNWZ EE2RLET,
DAy E—UFISAKMP SA DRI T—3 g T —HZERIZ, HHEMNNAT 7 =P L2 HH L TWT, A
FNRLHENRYR—FTHNT FINRX—HPLHORUF IDE 1 OLZETE ol EICHENET,

(A vtE—2)

‘isakmpi There is no vendor ID for NAT traversal.

(F34A4YT+]
LOG_INFO

=0K]

NAT R T NX—P )L DR D INZETE 2o ToZ E &R LET,
DA yE—UIIXISAKMP SA DRI — 3 T —H A ERIC, BHEMBNAT R 7 S—H Lz fH LT\ T,
FOBNAT F T AA—=HILHORZID 2ZETE Do EICHAESNET,

T
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1.21 EfHkty a vEROAYE—

(A vtE—2)

‘icmpwatchdl ap watching host is down. [<target>]

(F34A4UT+]
LOG_INFO
=]
Bt v g VEEROBEEAR A M E I3 BRI EER AL LB R LET,

(/35 A 2 DEK]

<target>
Fv NU—7 4. BERtieA (BERE D PIEHREREOLE)
TUTV— N BRI (B EST T L — MEHREREDLE)

(A vtE—)

‘icmpwatchdl ap watching host is up. [<target>]

(544U T 4]
LOG_INFO
EK]
Bttt v v a VEEIROBERAR R b, ERI3EEEROBEENERLEZZ AR LET,

(/35 A 52 DEK]

<{target>
Iy NT—U 4. B BEREDHETPERREOLS)
T T L— N BRI (BERER T 7 L — MMEHEREDOLA)

T
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1.22 BREEEEDAYE—
1,221 Ty o/STP EHED

[Ay+E—2)

protocol: lan <no> bridge is not attached: vlan interface is contained in the same group as other lan or vlan
interface.

(FT34A4UT+]
LOG_INFO

=R]
vian A VX 72— ATT Y v URERLIZEX, FD lanA VX 72— AF - Evlan A VX 7 = —ANE T
TN—TWAFAELTeTeh, 2D 1lan TT Y v VEEHC LT Z & 2R LET,
AAye—UBHAHINTHGE, BRERZEEREELY Y By LT EIN,

(/N5 A2 DEK]
<no>

lan EFREH >

(A y+E—2]

‘protocoli lan <no> bridge is not attached: this lan is bound by vlan.

(T4 FT«]
LOG_INFO

=19
vlan TA VUV RENTA U E T2 —ATT YV vV EER LD, 2D lan TT Y v PEWHI LT L &R
LET,
RKAv—UPRHITINTEGE, RERZEEREELZ ) By FLTIEI,
[N A2 DEK]
<no>

lan EEE

[AytE—]

protocol: lan <no> bridge is not attached: two or more lan interfaces are included in the same group in IP
bridge mode.

(F34A4UT+]
LOG_INFO

=]

P27V VT ERETHEED lanA VX 72— A EZRB U NV—T12ED-0H, 20 lan TT Y v PR
L=z mRLET,
RKAvE—URHASINTEGE, MREREZEEREELZ )y FLTIESN,

(/N5 A2 DEK]
<no>

lan &%

T
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(A vtE—)

‘protocoli {interface> STP is disable :STP cannot be used except group 0

[(F544Y74]
LOG_INFO

=]

TV ITN—=F0LSNDA L BZ T 2 —ATSIPHEZ L2, ZOAFT7=—ATSIP AL &
R LET,

(/35 A 2 DEK]

<interface>
A HT 2 — A

[Ay+E—2)

‘protocoll {interface> STP is disable:STP cannot be used on vlan interface

(F354FUT4]
LOG_INFO

EK]
vlan f v Z 72— ATSIP ZEFZE LD, ZDA 2 F 7 2—ATSIPHEIC L2 EA2RLET,

(/35 A 2 DEK]

<interface>
A HT 2 — A

[Ay+E—2]

‘protocoli {interface> STP is disable: STP cannot be used with BPDU forwarding mode.

(FTS34A4UT+]
LOG_INFO

)

MAC =¥ ha—Xby MHRERERBIZ K Y STP O XT » ERRIET HE— RERoTWAHED, ZOA X 7=
— A TCSTP Wiz L2 L a2/RLET,

(/X5 A2 DEK]

<interface>
AR T 2 — AL

1.22.2 lan BEEIHE— FEEE

[Ay+E—2]

$F

‘protocoll lan <no> recovery is not available: cannot define recovery mode on vlan

(F54F)T 1]
LOG_INFO
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=]

vlan 4 % 7 = — AT recovery ZEF L2720, ZD lan CHEMEIFE—FORELZE NI LI-Z L E2RL
*7,

(/X5 A2 DFEK]

<no>
lan EFXE =

[Ay+E—2]

‘protocoli lan <no> recovery is not available: cannot define recovery mode on switch

(T4 T 4]
LOG_INFO

=0K]

AA v FICNA L RLTWD lan A X 7 = —ATrecovery ZEF LT272, Z? lan THENIHEIRE— FOXK
EEENZ LI 2R LET,

(/N5 A2 DEK]
<no>

lan EEE
1.22.3 WMDI B EHEES
[Avt—)

‘protocoli sw <no> is set to MDI-X: auto MDI cannot be used on no—auto negotiation mode

(F34A4UT+]
LOG_INFO

=]

switch port mode DEIEMN auto TRWA X 7 = — A% LTMI O HER A EE S NL-7-DI12  MDI-X &
LCEET 22 LET,

(/X5 A2 DEK]

<no>
AA v FR— b B

1.22.4  lan EEES

/)

[Ay+E—2]

‘protocol: lan <no> is not attached: no line

(FS54A4UT«]
LOG_INFO

)
lan bind f5 THEE SN2 WBEEHRAS Ethernet TIX72We®, 2O lan EEPFIATERWI L AR LET,

T
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(/35 A2 DEK]
<no>

lan EEE T

[Ayv+—2)

‘protocoli lan <no> is not attached: this line is already bound

(544U T«]
LOG_INFO

=0K]

lan bind & THE S AVZWEERR, BIO lan ERICE > T, §TIHEHEINTND7ZHIZ, 2D lan E
NRIHCE W 2R LET,

P

(/X5 A2 DEBK]
<no>

lan EFXE =

[Ayv+E—2)

‘protocoli lan <no> is not attached: no line to bind from vlan

(FS34A4YT1]
LOG_INFO

=0K]

UTOELLNOBBEICED, 20 lan EHRAFIATERWZ 2R LET,
« vlan £ VY HZ 7 = —ATHY ., vlan bind S THEE IN=WHEFEITEE LRV,
« vlan 4 U H 72 —ATHY, vlan bind G THEE S NWBEEEIF Ethernet TIE7RVY,

(/X5 A2 DEBK]
<no>

lan EFXE =

[AvtE—2)

‘protocoli lan <no> is not attached: cannot bind vlan to vlan

(F54417 <]

LOG_INFO
EK]

DIFOHEBEIZEY, 20 lan ERBPFIHTERNWZ L ERLET,

c vlan f X 72— ATHY ., vlan bind MBHTHRELZEN vlan A VX 7 = —ATH D,
(/N5 A2 DEK]

<no>

lan EFRE

T
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(A vtE—)

‘protocoli lan <no> is not attached: duplicate vid and bind with lan <other_no>

[F544UF 1]

LOG_INFO
EK]

DIFOEBEIZEY, 20 lan ERPFIHTERNZ L EZRLET,

- RIUWEA L Z T 2 — R FEHT O vian A > 2 72— AT, [ U VLAN ID BREFRIN TS,
(/35 A2 DEK]

<no>

lan EFHRE =
<other_no>
lan EFRE

1.22.5 HEHREEEED

(A vtE—)

‘protocoli remote <remote> ap <ap> is not attached: no line

(T4 F«])
LOG_INFO

=]

remote ap datalink bind #f THEE SN lan EFRMDGFIELRWIZOIZ, D ap EXMPFIFTE RNV L%
RLET,

(/N5 A2 DEK]
<remote>
HEPERES
<ap>
Bt ERE 5

[Ay+E—2]

‘protocoli remote <remote> ap <ap> is not attached: illegal tunnel endpoint address

(FTS34A4UT+]
LOG_INFO

=)
tunnel endpoint address DFRENIELL RN, ZDap ERBPFIH TN L ERLET,

(/X5 A2 DEK]

<remote>
HEERES

<ap>
Befoe e e

T
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(A vtE—)

protocol: remote <remote> ap <ap> is not attached: remote <remote> ap <ap> has same tunnel endpoint address
as remote <other_remote> ap <other_ap>

(T340 T 4]
LOG_INFO

=0K]

tunnel endpoint address 73, B&72 % remote FEFD ap KR TT TIIREINTWAD T2, Z D ap EFRNFIH
TERWIZELERLET,

(/X5 A2 DERK]

<remote>
HEERES
<ap>

3 T Sk iRy
<other_remote>
HEERES
<other_ap>

P e E R &

(A vtE—2)

protocol: remote <remote> ap <ap> is not attached: same IPsec/IKE configuration in remote <other_remote> ap
{other_ap>.

(F54F)T 1]
LOG_INFO

=0K]

IPsec/IKE BIEM & U TER LG5 ®A . B2 D remote EFD ap EXCTT TIKRESNTWAHAID, =
D ap EFXNFHTE 2N EE2RLET,

(/35 X 2 DEK]

<remote>
HEEHRES
<ap>
el e E R T
<other_remote>
HFEERES
<other_ap>
P e e R S

[Ay+E—2]

protocol: remote <{remote> ap <ap> is not attached: same IPsec range configuration in remote <other_remote> ap
{other_ap>.

(F34A4YT 4]
LOG_INFO
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ZK)
IPsec @15 A (A B#EERE) & L CESE L7z [Psec XRHFHN, B0 D ap ERTT CICREINTND 72D, 20D
ap ERMBFIF TR VW &2 R LET,
Z D syslogld, 1 o® IKE SA THELD IPsec SA #FITT HHRETEREINET,

(/X5 A2 DEK]

<remote>
HEEHRES
<ap>
Bt ERE 5
<other_remote>
HEEHRES
<other_ap>
3T EE iy

[Ay+E—2]

protocol: remote <remote> ap <ap> is not attached: same IPsec manual configuration in remote <other_remote>
ap <other_ap>.

(T4 T 4]
LOG_INFO

K]

IPsec @12 H (FEIEZRE) & L TCER L7z IPsec SA DY, 725 remote EFHD ap £ CT CICHREINTWAHT=
O, ZOap EENMIFATERVWILEZRLET,

(/X5 A2 DFERK]

<remote>
HEEHRES
<ap>
Befoe o e
<other_remote>
HFEEHRES
<other_ap>
et e i 2

(A vtE—2)

‘protoco]: remote <remote> ap <ap»> is not attached: lack of configuration for IPsec.

(544U T«]
LOG_INFO
=19
IPsec EFRIZHIHEREWOBRENKIT TNDIZDOIZ, ZD ap EENFFTERNWZ EE2RLET,

(/35 A 2 DEK]

<remote>
HEPERES

T
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(A vtE—2)

‘protoco]: remote <{remote> ap <ap> is not attached: lack of configuration for IKE

(F544UF 1]
LOG_INFO
=19
IKE EZITHBERFEROBRENRITTNDDIZ, 0 ap ERVBFIHTE RN EERLET,

(/35 A 52 DEK]

<remote>
HEEEES

<ap>
Pefe e E =

[Ay+E—2]

protocol: remote <{remote> ap <ap> is not attached: reference remote <other_remote> ap <other_ap> IKE
configuration is invalid

(F34A4YT1]
LOG_INFO

=0K]

SZILED TKE [EHRNREN TR, 20 ap EBPFIHTCE RV 2R LET,
Z D sysloglE, 12D IKE SA THELD IPsec SA ZFIHTHRETTERINET,

(/X5 A2 DEBK]

<remote>
HEERES
<ap>
Bt e E 2T
<other_remote>
HEEEE S
<other_ap>
Pefe e e e

1.22.6 7 FLREHE

(A vytE—2)

‘enabledi lan <no> has same network/address as lan <other_no>

(F354F0T4]
LOG_INFO

EK]
<no>t<other_no> MLAN D IP Rry b —7 FIZIP T FLANRELLILZZ L2 RLET,
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(/35 A2 DEK]
<no>
lan EEE T
<other_no>

lan EREH

[Ay+—2)

‘enabledi remote <no> has same remote address as remote <other_no>

(7544 T 4]

LOG_INFO
BK]

<no> &<other_no> OFFBHRDOYVE—RNIPT RLABREHLI-Z LE2RLET,
(/X5 A2 DERK]

<no>
HFEERES

<other_no>
HEEEE S

[Ay+E—2]

‘enabledi remote <no> has same remote address as loopback

(F354F)T 1]
LOG_INFO

EK]
loopback IZREINTZT FL A&, <nooDMFEHROVE—MIP T RULAREELEZZ 2R LET,

(/35 A 52 DEK]

<no>
HEPERES

[Ay+E—2]

‘enabledi {interface> has same ip6 prefix as <other_interface>

(544U T4]
LOG_INFO
=)
{interface> & <other_interface>® IPv6 'L 7 4 w7 ANELE LT~ L2 RLET,
[N A2 DEK]
<interface>
AR T 2 — AL
<other_interface>
A BT 2 —AE
W1E VAT LA SIER—E
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1.22.7 MFERY bIT—0 FIIEGLEEEESD
(A ytE—]

‘initl remote/ap number is out of range.

[T544YF4]
LOG_INFO

=0
HTFEREFELIIERAERESVHEERHZB L TV, Bt ERPAEESROER TR EZE 2
WHTzH, fFAS O TESR R ERIIED TH L L AR LET,
KAy —VIIAREEOED, FESHRFICH D SNET, £, MERMEOT T —F5llid= Y — /T )

ShET,
1.22.8 NAT EEER

[Ay+E—2]

‘protocoll lan <no> NAT is unused: lack of memory. Initialization failed

(T340 T 4]
LOG_WARNING
(ErK]

NAT FIHUERFIZ A U BT 722 - T NAT DAL ARE L 22T, NAT T3 RO T R L RZEHN /R Sk
REEIZ oo Z 2R LET, ATV ARORKEZME L TOHrLHEEERL T EEN,

(/N5 A2 DEK]
<no>

lan EFREH

[Ay+E—2]

‘protocoli remote <remote> ap <ap> NAT is unused: lack of memory. Initialization failed.

(F34A4UT+]
LOG_WARNING
(EK]

NAT FIHUEIEIZ X = U REBIZ 722 o T NAT DFIHUEAEZ L2V T, NAT T3 » R 7 R L RN Sy
REEIZ o722 bR LET, ATV REOREZMHE L THOFEEHL TS EEN,

(/X5 A2 DFEK]

<remote>
HEERES
<ap>

Bl e e T

1.22.9 NAT a7 —JIILHLERKER
[Avyt—)

‘protocoli NAT table is not extended.




(FS34A4UT1]
LOG_INFO

=]

OSPF £ 721X BGP ZfEH T2, M2 NAT BT — T VB A LR T DR ED T2, NAT BT — 7 NVE O ILIEIZ R
L7722 &%&/RLET, OSPF £721X BGP 2 H T 256, NAT BHiT — 7 VEIT @ L 7 SnET,

1.22.10 IP 7 4 L2 ERER

[Ay+E—2]

‘protocoli rmt<no> ip filter is unused: lack of memory. Initialization failed.

(FS34A4UT«]
LOG_WARNING

(Erk]

IP 7 ¢ V& FIHEIREIZ A B U RSYEIZ 72 » CTHIHME DS R B L 72 CL 1P 7 4 W N7 RREIC e o T2 Z & &R
LET, ATV REOREEZME L TOHLHER L T EI,

(/N5 A2 DEK]
<no>

mt A X T =—AE A

[Ay+E—2]

‘protocoli rmt<no> ip6 filter is unused: lack of memory. Initialization failed.

(T4 )T «]
LOG_WARNING

(Erk]

IPv6 7 ¢ /L X FIHEIREIC A U FEIBIZ 72 > THIHUED B L2 T, IPv6 7 4 L X DS EZh7 R B An o 72 2 &
ERLET, AFVARROKKREZMHE L TOOHEEL TIEIN,

[N A2 DEK]
<no>

mt A H T =—AEK

1.22.11 T0S/Traffic Class (EE T A EHEX

[Ay+E—2]

‘protocol: rmt<no> ip tos is unused: lack of memory. Initialization failed.

(FS34A4UT«]
LOG_WARNING

(Erk]

TOS il & # X FIHHEIFIZ A £ U AEIBIZ 72 o THIHMEASERED L 72T, TOS EE & 2 N IEgh 7 RRgIZ /e o 72 2
LERLET, ATVARROFRKNEZMRE L TOLERE L T ZE,




(/35 A 2 DEK]

<no>
mt A VX T = — AT

[Ayv+—2]

‘protocoli rmt<no> ip6 trafficclass is unused: lack of memory. Initialization failed.

(544U T«]
LOG_WARNING

=0K]

IPv6 Traffic Class fEE X #2 2 FIHHLERC A T U ASEIZ 72 > THIHUL 3 AEN L 72T, TPv6 Traffic Class fE
L2 NEN ISR o AR LET,
AEYARBEOFRRZHEN L THLEEH LTI ZEN,

(/X5 A2 DEK]
<no>

mt A X T = — AT
1.22.12 UPnPBEEDEEFE

[AytE—]

‘ssdpdi no UPnP external interface.

(F54F0T4]
LOG_INFO

(Ek]

VoIP NAT kT N— Y ABE T A A v X 7 = —ANH Y T8 A, UPnP IIEIEL T3, EFlczT—
NHDHZ ENBHMINET, NAT ZFHT 2 lan EHFE721L remote EB/A L2 WIS ICH T ENFE T,

(A vtE—2)

‘ssdpdl no UPnP internal interface. UPnP is not available.

(FT34A4)T+]
LOG_INFO

=]

VoIP NAT kI /\—H W AMEEECETANE A L F 7 = —ANH Y /A, UPnP IZEWWEL A, NAT AL
72N lan ERNRWGAICH D SNVET,

1.22.13 1Pv6 DHCP BA:EDEZEFE

[Ay+E—2]

‘dhcp6cdi {interface> is not initialized. <reason>

(FT34A4UT+]
LOG_INFO

T
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ZK)
IPv6 DHCP 7 Z A 7 MIMEREFEWMORERE., FLIFREFREDTD, FIHTERWI LE2RLET,

[N A2 DEK]
<interface>
AR T 2 — AL
<reason>
BEHY

there is no option to request.
IPv6 DHCP #— 2Bk 547 v = v pdze s

1.22.14 template EEEDN

[Ay+E—]

‘protocoli template <template> is not available :this line is already bound other template

(T340 T 4]
LOG_INFO

=0K]

template datalink bind i CTHE SNZERABDOT > 7L — FMERICL > TITIFEHEN TS 2D

DT T — MNEREBNHN LT ERLET,

(/35 A2 DEBK]
<template>
77— MERE S

[AytE—]

-
N —

‘protocoli template <template> is not available :no pooled interface.

(F54F)T1]
LOG_INFO

=0K]

FUL— "NERBIERTAL LV T 2 —RAEBERRND, 20T FL— NEBRTENCLI-Z AR LE

j—o

(/35 X 2 DEK]

<template>
Ty L— NERE S

[Ayv+E—2)

‘protocoli template <{template> is not available :pooled interface is already configured on remote

CEREDESD
LOG_INFO




=]

T L —FRICTR LA V72— AN T 5 remote EFXNT TICRESNTWVWHED, 20T 7L
— MNEREBEIICLIZZEERLET,

(/X5 A2 DFEK]

<template>
FroFL— NEEES

[Ay+E—2]

‘protocoli template <template> is not available: unsupported datalink type by the combined function

(TS54F) T 4]
LOG_INFO

=0K]

template combine use Ay CHHE SN-MEEE CTIE YR — F LT ARWEIRFER D=6, 20T 7 L— FEEN
FICERNWZ LERLET,

(/N5 A2 DEK]
<template>
T U7 — MERE S

[AytE—2]

protocol: template <template> is not available: same IPsec tunnel endpoint address in template
{other_template>.

(544U T 4]
LOG_INFO

EK]
IPsec WfEH (AMA ZF ) & LTEZE LT IPsec ho LT RLAR, Bt 5 0L — MNEXRTTTICRES
NTCWB7D, ZOT7 7 L— M NERMFATE2WVWZ L E2RLET,

(/35 A 52 DEK]

<{template>

T L— NERE Y
<other_template>
FoFL— NEBEEE

[Ay+E—2]

‘protocoli template <template> is not available: lack or invalid IPsec configuration

(TS54F) T 4]
LOG_INFO

K]

IPsec EBMICHBERIERORERE., EHITHREREDT-H, ZOT o FL— FNEENMFIHTERNZ &R0
3




(NS A2 DEIK]
<template>
Ty L— NERE S

[Ay+—2)

‘protocoli template <{template> is not available: lack or invalid IKE configuration

(544U T«]
LOG_INFO

=0K]

IKE EZBICHERIFERORERLE., ERIEREREDTZD, ZOT L FL— FEBPHATERN L 2R LE

‘@—O

(/X5 A2 DEK]

<{template>
Ty L— NERE S

[Ay+E—2]

‘protocoli template <{template> is not available: illegal tunnel endpoint address

(FT34A4UT+]
LOG_INFO

=0K]

tunnel endpoint address DOFRENIELL W=, ZOT L — NEZBBFFATERNZ L EZRLET,

(/35 A2 DER]
<{template>
Ty L— NERES

(A vtE—2)

‘protocoli template <{template> is not available: lack or invalid DVPN configuration

(F34A4YT+]
LOG_INFO

=]

Y VPN EFRICHMERERORERR., ERITHEREDTD, ZOTFT 7L — MNEBPHHATE AW L 2R

LET,

(/35 A 2 DEK]

<{template>
77— NERE S

[Ay+E—2]

‘protocoll template <{template> is not available: address family of server address contradicts ua




(FS34A4UT1]
LOG_INFO

=]

P VPN Y —NRE T TA T FOT RLATZ 7 IUNRFHELTWDLHED, 2077 Lb— MEEPFIHTE 20
ZLlERLET,

(/35 A 2 DEK]

<{template>
TUTL— NERES

[Ay+E—2]

‘protocoll template <{template> is not available: address family of global contradicts tunnel local.

(F354F)T 1]
LOG_INFO

)

VPN BED#M 7 0 — L7 RLAEHAIZY RARA U FOT RLATZ7 7 I UNRFFELTWDLED, 20T
L— FEEVFIHTCE W EERLET,

(/35 A 2 DEK]

<template>
TrT L NERER

1.22.15 Bj#9 VPN H—/\EZES

(A vytE—2)

‘protocoli address family is contradicts, ignore server <count> of remote <remote> ap <ap> dvpn client <number>.

(T4 F«])
LOG_INFO

=Kl

B VPN b — D7 RL A7 7 2 URFFELTNB D, <number> T/RENDEIN VPN 7 7 A 7 MEWD
{count> CEE S TCWAENY VPN — NEFZEME L2 Z L 2R LET,

(/35 A 52 DEK]

<count>

By VPN Y — N ERE S
<remote>

HFEEEFS

<ap>

Bt ERE 5

<number>
VPN 7 74 7 > MERE S

[Ay+—2)

‘protocoli address family is contradicts, ignore server <count> of template <template>.
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(544U T«]

LOG_INFO
EK]
VPN F—_"D7 FL A7 7 I UNRFFE L TNDEZ, <count> THE SN TWHEN VPN S — NEFH & R
LizZ &R LET,

(/35 A 2 DEK]

<count>

B VPN Y — NERE S
<template>

Fr T L— MNEH

1.22.16 R4 v FEREN

(A vtE—)

‘protocoli cannot find switch device [index=<no>]

(T4 F«])
LOG_INFO

EK]
AA 9 FTFTNA APFEIEIN TORNTEOICAS v FEREER L2 2 RLET,

(/35 A 2 DEK]

[Ay+E—2]

‘protocoll lanl port is bound directly by lan <no>

(544U T 4]
LOG_INFO
Z0K)
AL v FEBNENTHHIREET lan A LANL R— F 2L U FLTWSHZ AR LET,

(/35 A 2 DEK]

<no>
lan EFXE

(A y+E—2]

‘protocoli lan <no> duplicate binding for switch device

(FS54A4UT+]
LOG_INFO
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[Ek]
AL v FHEEASA L RT D lan EEDEBFELTNDZ LERLET,

(/X5 A2 DEK]

<no>
lan EFXE =

1.22.17 A3 T4 vV BRBOEBEEFE

[Ay+E—2]

‘nsml This route cannot be added because the distance is contradictory. <route> from <protocol>

(FS544UT4]
LOG_INFO
[E0k]
SRR 0 DR A B A EERBE R L LD L L, Fi-@ i mamiE L2 L 2R LET,
7 U CHRACHE OB & BT DG, BRE 0 ORBA ST Z LITTEE A,
(/35 4 52 DEK]

<route>
T U 7= AR R 1B
<protocol>
A= vl

1.22.18 R AT 4 v 7 #ZHD ECMP 1A —/\
[Avyt—)

‘nsmi This route cannot be added because the number of ECMP routes has reached maximum. <route> from <protocol>

(FS34A4UT+]
LOG_INFO
(EK]

ALT 4 v 7 REHOBIMIFIC, 5% YR O BOP BN KRB IE L TV D720, Bilc i ma s Lz 2 &
ZRLET,

(/35 A 2 DEK]

<route>
TE3EE U 7= AR R 1B
<protocol>
A= vl

1.22.19 ECMP R ELDR AT AV IRBRBDA M) YO FE
[Avt—)

‘nsmi This route cannot be added because the metric is contradictory. <route> from <protocol>

B1E v RAFLusER—E 133



(FS34A4UT1]
LOG_INFO

=]

AN w7 DORIRDEHEE ECMP IR E LTRERL LD L Lt HlcRamEL -2 LaRLE T,

7l U & THRITHEEDREH & EONP fE 8 & L ORI 258, A M) v 7 BFALCTHLILENDH Y £,

(/35 A 2 DEK]

<route>

REE U 7o iR B
<protocol>

AR =%

1.22.20 IPV6 A2 T4 v U BRBDEBEETFE

(A vtE—2)

‘nsml This route cannot be added because the distance is contradictory. <prefix/prefixlen> from <protocol>

(T4 F«])
LOG_INFO

()
YD 0 ORI 2 & ATCEMER 2 SR L L D L Lo/, Filc e maemsE L 2L ET,
[l U & THRICHEB DR 2 Bik 5 556, BIK 0 ORKEATL I LIXTE EEA,
(/55 4 5 OBH)

<prefix/prefixlen>
R U 7o iR B 1
<protocol>

AR =%

1.22.21 IPv6 R BT 4 v U $ZE8D ECMP A 7]

(A vtE—2)

nsm: This route cannot be added because the number of ECMP routes has reached maximum. <prefix/prefixlen>
from <protocol>

(F54F )T 1]
LOG_INFO

(EK]

A T=TANERDBEHPT TIFEL TV DD, FTITBMLE D L LIEAZT 1 v 7R EEE LI 2

LERLET,

(/35 A2 DEK]
<prefix/prefixlen>
fE3E U 7= ARSI
<protocol>
AT NG|




1.22.22 RLFEXYRFDAyE—Y

(A vtE—2)

‘<name>l {interface> is disable for multicast. (too many interface)

(FS54A4YT«]
LOG_INFO

=R]
A BZT7 2= 2B EMEBR T2, SVTFHRY AR F T 2= 2 LTEELRWZ L 2R LET,

(/35 A 2 DEK]

<name>
EL TS e har
pimdmd
PIM-DM
pimsmd
PIM-SM
mstaticd
VIVFXXY AN RET 4 ITN—T 4T
<interface>
AV BT —A

[Ayv+E—2)

‘<name>l {interface> is disable for multicast. (different protocol)

CEREDESD
LOG_INFO

=0K]

ENDA L E T 2—ATHRESNE~YLVTFRY AN —FT 47 7a ha)LtBpr 7o halLRNEESN-
2, SATFXXY A E T 2— AL LTEELARNWZ L 2R LET,

[/85 A2 DERK]

<name>
FEL WS T a han
pimdmd
PIM-DM
pimsmd
PIM-SM
mstaticd
TNTFXY AN RZT 4 I N—T 4T
<interface>
A BT 2—RE

[Ay+E—]

‘<name>i {interface> is disable for multicast. (unnumbered interface)

(F34F4)T4]
LOG_INFO

T
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=]

IP7 RULABRBESN TN L H T2 —ADED , VAV F XX AN X T2—RE LTEELRWT & %
RLET,

(/X5 A2 DFEK]

<name>
FELTWD T e han
pimdmd
PIM-DM
pimsmd
PIM-SM
mstaticd
VINFRY AN RET 4 T N—T 4 T
<interface>
A BT 2 — A

(A vtE—2)

‘pimsmdl Invalid Cand-RP address.

(544U T 4]
LOG_INFO
EK]
Candidate RPICIRE L7 IP 7 RLANRIED=S, RP & LTEIELAR W 2R LET,

[Ay+E—]

‘pimsmdi Cand-RP address is not local.

(T340 T 4]
LOG_INFO

=0K]

Candidate RPIZHRE L2 IP 7 RLAZRFOA VX 7 2 —ANRFELRNWIZO RP L LTEMELARVWIZ L ZRL
jﬁﬂ*o

(A vtE—2)

‘pimsmdi Invalid Cand-BSR address.

(FS34A4YT1]
LOG_INFO

=19
Candidate BSR ICHRE L= IP 7 RLVANRRIEDTZ®H, BSR & LTEHfELRWZ & &R LET,

[Ay+E—2]

‘pimsmdi Cand-BSR address is not local.

T
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(FS34A4UT1]
LOG_INFO

=]

Candidate BSRICFSTE LT IP 7 RL AZEHHDA L X T2 —ANFELR NS BSR & LTEIELARWZ & 2R
LET,

[Ay+E—]

‘pimsmdi multiple own address for static RP

(F54F)T1]
LOG_INFO

=19
2EF 4y 7 RPELTHHDIP Y FLARBEEEEINTWAZ L2 RLET,

(A vtE—2)

‘mstaticdi multicast ipv4 static route <count> is unavailable(include invalid interface)

(F34A4)T+]
LOG_INFO

=0K]

STLAFHRXYAR « RAZT 4 I N—T 4 VT EBIIARERA VE T 2 —ARFEND 2D, BEIZKE L2 &
ZRLET,

(/35 A 2 DEK]

<count>
YNVFHRY AN AZT 4 I NN—T 4 VT EREK S

1.22.23 VRID EEHTE

[Ayv+E—2]

‘nsmi vrrp <interface> vrid<vrid> [<address>] is not initialized. this vrid is already used

(F34A4YT+]
LOG_INFO

=179
FBESNZ VRID BT TICEBRNTED L 2o TWATZD, ZOVRRP ZL—F0NFIHTE RN AR LET,

(/35 A 2 DEK]

<interface>

AVH T —RA%
vrid>

Mesgh & 7~ 7= VRID
<address>

VRID ORAE TP 7 KL &

T
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1.22.24 REIL—EDIPF7RLRA VB ITT—RY TRy MEETE

(A vtE—2)

‘nsmi vrrp virtual router IP address out of interface subnet. <interface> vrid<vrid> <address>

(F34A4UT+]
LOG_INFO

EK]
ZODOVRRP NV —TDIRIENL—FDIP T RLAR, A F T 2—ADY T Xy MITHEZ LERLET,

(/35 A 2 DEK]

<interface>

A BT — R
vrid>
%4 L7- VRID
<address>

YT Ry "INTHDEAENL—ZDIP T KA
1.22.25 REIL—FDIP7FRFLARA AT z—RARB—7 FLRAETE
[Ay+E—2]

nsm: vrrp same invalid virtual router IP address as real IP address was set as backup. <interface> vrid<vrid>
{address>

(FS54A4YT 1]
LOG_INFO

(E]

Ny 2T TRETHDHVRRP P —TDRBA—FZDIPT RLAN, A BZT7x2—ADEIPT FLALFELT
THDHZD, ZOVRRP A —7 BRI TE WD E &R LET,

(/35 A2 DEK]
<interface>
AV BT — A
vrid>
gh & 7257 VRID
<address>

A H T 2= AL L THHEIL—F D IP T KL
1.22.26 MAJIL—T ID EREE

(A vtE—2)

‘dhcpdi AAA group ID is not defined [lan <no>]

(F34A4UT+]
LOG_INFO

=179
DHCP MAC 7 RL A F = v ZHBERE T 5 AMA DV L —TF ID BRBETHALZ L 2R LET,
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(/35 A 2 DEK]

<no>
lan EEE T

1.22.21T FHELGSNWP IT—P 2V F7 FLADERE

[Ay+E—2]

‘<component>2 illegal SNMP agent address

(F5440T4]
LOG_INFO

=19
HEBOIP T RLRALELTEDV Y TOENTWHWARWIP Y RLARSNWMP =—2 = b7 RLAE LTERESINT
WET, FOH, S\WP =—V = > ML ONTRAP EETIX, AEEO IP 7 RUAZMEHLET, SNMP ~x—
Uy LITEFICBETCERVWEENRDHY T,

(/X5 A2 DERK]

<component>
Hiia v R—xr 4
- enabled

« snmpd

1.22.28 RADIUS #REMD &% TE #&3N (fth RADIUS —/\E )

[Ay+E—2]

aaa_radiusd: aaa <group_id> radius service is not available: another aaa group is already configured as the
radius server.

(F34A4YT+]
LOG_INFO

=0K]

1ED AA 7 —7"T, RADIUS H— L LT T2 2 ERBRESINTND D, FEEINZ AL T —T O
RADIUS #§pENMERh & 70D Z L AR LET,

(/X5 A2 DEBK]

<group_id>
AAA 7' V—7 1D

1.22.29 RADIUS #¢REMEXTE RN (M RADIUS ¥ 5147~ FER)

[Ay+—2]

aaa_radiusd: aaa <{group_id> radius service is not available: another aaa group is already configured as the
radius client.

(F354F)T1]
LOG_INFO

T
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=]

1ZD AA T V—T"T RADIUS 7 7A T hELTHEHATAZENRESNTWNDTD, FEE Sz AN 71—
70 RADIUS H§RENEh & 2B Z L 2R LET,

(/X5 A2 DFEK]

<group_id>
AMA ' L—T 1D

1.22.30 MATIL—T ID EREE

[Ay+E—2)

‘protocoll AAA group ID for ARP authentication is not defined [lan <no>]

(544U T«]
LOG_INFO
Z0K)
ARP ZREFHSRE T 5 MA DT L —F ID RAERBRETHDZ 2R LET,

(/35 A 52 DEK]

<no>
lan EFXE

1.22.31 A4 22—50MAEREEFE

(A vytE—2)

‘<component>1 password aaa is invalid

(T340 T4]
LOG_INFO

=]

BHED MATERFEZIT R —T O MABERNERZINTNDED, v A ra—T0 A FRER T EBHT
HZEERLET,

(/35 A 52 DEK]

<component>
Wiz v rR—x b4
» enabled

+ aaa_agentd

T
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1.23 ACLEEEDAvt—2

ABIZFEH SN TV D<configd (ACL BIRER) ICERINDEENFE U TIRLET,
<config>

1P

7 4 VHTESR
lan <number> ip filter <count>
lan <number> ip6 filter <count>

» remote <number> ip filter <count>

- remote <number> ip6 filter <count>

- template <number> ip filter <count>

- template <number> ip6 filter <count>
TOS/Traffic Class ZX#ix E#

lan <number> ip tos <count>

lan <number> ip6 trafficclass <count>

» remote <number> ip tos <count>

« remote <number> ip6 trafficclass <count>

template <number> ip tos <count>

- template <number> ip6 trafficclass <count>

litd

Il (WFQ) 7E 28

lan <number> ip priority <count>

lan <number> ip6 priority <count>

+ remote <number> ip priority <count>

+ remote <number> ip6 priority <count>

« template <number> ip priority <count>

)

template <number> ip6 priority <count>
i VPN TE %

+ remote <number> ip dvpn <count>

+ remote <number> ip6 dvpn <count>
MAC 7 4 VX BT

lan <number> bridge filter <count>

+ remote <number> bridge filter <count>
<number>

lan, remote, template EHE 5

=}

<count>
- TE 7 DI SENANL

1.23.1

ACL EZF & (MAC Z #E1R)

[Ay+E—2)

‘(component>l {config> acl <acl_count> mac is invalid

(FS34A4YT1]
LOG_INFO

=0K]

<acl_count>® ACL BRICEZRFENH Y . MACICET A ERLZBEHT A2 R LET,

(/X5 A2 DEK]
<{component>
Hi1avrR—xv b4
« enabled

141



+ protocol
<config>

ACL ZRE
<acl_count>
ACL EF#TE =

1.23.2 ACL EEFE (IP Z#E1R)

(A vtE—)

‘<component>1 {config> acl <acl_count> ip is invalid

(T4 )T «]
LOG_INFO

EK]
<acl_count>®D ACL ERIZERFENRH V., IPICHETIEREZEHT LI 2R LET,

(/35 A 52 DEK]

<component>

iz vR—xr b4
« enabled

« protocol

<config>

ACL ZRE 2
<acl_count>

ACL BT+

1.23.3 ACL E&FJ& (IPv6 Z#&1R)

[Ay+E—2]

‘<component>2 {config> acl <acl_count> ip6 is invalid

(FS54A4UT«]
LOG_INFO

=19
<acl_count>® ACL EFRICEZRFEN DV . IPv6 ICET A EXRLZEET DL 2R LET,

(/35 A 2 DEK]

<{component>

Mg R—xr b4
« enabled

» protocol

<config>

ACL ZHUE %
<acl_count>

ACL EFFE

Tf
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1.23.4 ACL EEF/E (TCP % #+R)

(A vtE—2)

‘<component>2 <{config> acl <acl_count> tep is invalid

(F34A4UT+]
LOG_INFO

EK]
<acl_count>® ACL EFICERFENH Y . TCPICETHERLEHET S L2 R LET,

(/35 A 2 DEK]

<component>
HAiavrR—x> b
« enabled
« protocol

<config>

ACL Z2IREZ

<acl_count>

ACL EFFE+=

1.23.5 ACL EZEF/& (UDP % #&158)

[Ay+E—2)

‘<component>l {config> acl <acl_count> udp is invalid

(F54F)T 1]
LOG_INFO

EK]
<acl_count>® ACL EFICEFRFENH Y . UDPICET HERLZEHET S L2 R LET,

(/35 A 2 DEK]

<{component>
iz vR—xr b4
« enabled
» protocol
<config>
ACL ZHRE
<acl_count>
ACL BT+

1.23.6 ACL EZ&FJ& (ICMP Z #&15R)

[Ay+E—2]

‘(component>2 {config> acl <acl_count> icmp is invalid

(FS54A4UT+]
LOG_INFO

Tf
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ZK)
<acl_count>® ACL ERICEZRFERH Y . ICMP I T HERYEHRT L 2R LET,

(/X5 A2 DEK]

<{component>
HiiavrR—x> b4
« enabled

- protocol

<config>

ACL ZHUE %
<acl_count>

ACL EFEF

1.23.7 ACL E&F/E ACL EXHFEET)
[Avyt—)

‘<component>2 <{config> acl <acl_count> doesn’t exist

(TS54F) T 4]
LOG_INFO

EK]
<acl_count>® ACL EENIFIE LR W=, <configd CRTEBMNEH THLZ LR L ET,

(/X5 A 2 DERK]

<component>
HharyrR—xr M

« enabled

- protocol
<config>

ACL ZHUE %
<acl_count>

fAE L7\ ACL EFRE

1.23.8 MLEEFEWELEENEFELLZL-OHIZESD)
[Avyt—]

‘<componont>3 <{config> acl <acl_count> is invalid

(FS54F)T 4]
LOG_INFO
[Ek]
<acl_count>® ACL FEF CHERFEERNRNTD, <configd CRTE/NENTHL I LERLET,
(N5 A2 DEK]
<component>
HijarR—xv b4
« enabled

Tf
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+ protocol
<config>
ACL ZRUETR
<acl_count>
e LTl O ACL EHES




1.24 DHOP 9 SA 7V bDAvE—D
1.24.1  IP7 FLREFHEY

[Ay+E—2)

‘dhcpdl Client received DHCPACK [<IP address>] [lan<no>]

(544U T«]

LOG_INFO
=19

DHCP #—/ 3778 DHCPACK Z#ZfE L. IEFIZIP 7 RL A ZZITR->7-2 ¢ 2R LET,
[/X5 A5 DERK]

<IP address>

DHCP #r— " BED U THNL IPT FLX
<no>

{5 LAN EHREF =

1.24.2 V) —REHEL

[Ay+E—2)

‘dhcpdi DHCPACK contains different ’your’ IP address. reconfigure to new address

(F34A4YT1]
LOG_INFO

=0K]

Y — A FHC DHCP 4 — /375> 5 DHCPACK %718 L7228, BIEM AT O IP 7 KL R & A5 7 FLANE D S TH
RITZOH LT B LA ICHER LU £,

1.24.3  )—REHEKI

(A vtE—2)

‘dhcpdl Received DHCPNAK (RENEWING). lan<no> go to INIT state

(TS514F)F«])
LOG_INFO

=]

Y — 2 F T (RENEWING fRHE) (Z DHCP H—/37> & DHCPNAK #3215 L7=7-%, INIT JRAEICEB L LAN A & 7 = —
A &AM L E T,

(/35 A 2 DEK]

<no>
%13 LAN EHEE 5

I




1.24.4 ) —REHEKEK2

(A vtE—2)

‘dhcpdl Received DHCPNAK (REBINDING). lan<no> go to INIT state

[(F544Y74]
LOG_INFO

=]

Y — 2 g (REBINDING JREE) |2 DHCP H— /3738 DHCPNAK 25215 L7=7-, INIT IREEICER L IAN A v & 7 =
— A HAEHE L E T,

(/35 A 2 DEK]

<no>
{2 LAN E#/E =

1.24.5  )—REERET

(A vE—2)

‘dhcpci The lease time expired. [lan<no>]

(FS34A4YT1]

LOG_INFO
=]

V—2HIMBAmM T L2 & aRmLET,
(/35 A5 DEK]

<no>
Z{5 LAN EEH 5

i




1.25 IPV6 DHCP # SA 7Y bDA v t—
1.25.1  IPv6 FL 7 1 v 4 REBEHY

[Ayv+E—2)

‘dhcp6cdi Received Reply <prefix>/<prefixlen> <interface>

(F544UF 1]

LOG_INFO
EK]

IPv6 DHCP $— 3735 Reply #ZfE L. IEFICIPv6 L7 4 w7 A&EZ M- Z L 2R LET,
(/N5 A2 DEK]

<prefix>/<prefixlend>

IPv6 DHCP Y — " BE D B THNIZ IPv6 LT 4w 7 AL LT 4 v 7 AR
<interface>

A BT 2 — AL

1.26.2  )—REHKKI
[Avt—2]

‘dhcp6cdi Renewing failure. <interface> go to REBIND state

(F34A4YT+]
LOG_INFO

=19
IPv6 DHCP H—/ N84S L 72 1EH O U — A BT (RENEW) (2 RH L7272, REBIND IREEICER L £,

(/35 A 2 DEK]

<interface>
A BT — AL

1.25.3 1 —RE#HFKEK?2
[Avt—2)

‘dhcp6cdi Rebinding failure. <interface> go to INIT state

(544U T«]

LOG_INFO
=19

IPv6 DHCP H— /32> 845 U 7= fF D U — A F 7 (REBIND) (2R L7272, INIT IRABIZER L E T,
(/N5 A2 DEK]

<interface>

A BT — AL
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1.25.4 IPV6 TL T4 v REIYHTOERERY

(A vtE—2)

‘dhcp6cd2 Configuration error for IPv6 prefix assignment. <interface>

(F34A4UT+]
LOG_INFO

EK]
IPv6 7L 7 4 v 7 AZE VY TOEDDORECEBYNHD L2 RLET,

(/35 A 2 DEK]

<interface>
A VHT 2 — AL

T
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1.26 ProxyDNSDQ A wvt—
1.26.1 DNS ZaxLiLvEahtE/ Ny k

[Ay+E—2)

‘proxydnsi QNAME  [<type>:<gname>] from <ipaddr> to <remote>

FEEM L 72572 DNS ORIWE DRy hONEERLET,

(F544 )T «]
LOG_INFO
B%]
(/N5 A2 DEK]
<type>
HWabyx a7
<{type> x5
it 1
« NS” 2
“ CNAME” 5
“ SOA” 6
“ B 7
“ 6 8
R 9
“ NULL” 10
“ WKS” 11
“ PTR” 12
“ HINFO” 13
“ MINFO” 14
“MX” 15
“TXT” 16
“ AAAAY 28
“ SRV” 33
“ ANY” 255
“ Typel FH=F]”
<gname>

B!
host address
authoritative server
canonical name
start of authority zone
mailbox domain name
mail group member
mail rename name
null resource record
well known service
domain name pointer
host information
mailbox information
mail routing information
text strings
IP6 Address
Server Selection
wildcard match

RELIS

WA DbERA MM

<ipaddr>

FAZTEARA D IP T FL R

<remote>

fnabElry hUV—24

1.26.2 I S—BHEIZKB/\7y MIEE

(A vtE—2)

‘proxydnsi ERROR: record type <type>, class <class>, from <address> QNAME [<name)]

[F514Y74]
LOG_WARNING

=0K]

RIEEEbHNSD type X class ZFFODNS EsRAAFE L -2 ¢ 2R~ LE7,

B1E VAT Lu
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(/35 A 2 DEK]

<type>

DNS R34 b Type Off
{class>

DNS ZER X7 D Class DfE
<address>

DNS ZERFEITILD IP 7 KR
<name>

DNS B3R 21T - 7o 44 il

T
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1.271 SNP DA yt—o
1.27.1  SNMP SBEEKB

[Ayv+E—2)

‘snmpdl authentication failed. from <address> [<name>]

(F34A4YT+]
LOG_INFO

EK]
HFADIRNSNP R A RS DT 7 AR -T2 L R LET,

(/X5 A2 DEBK]

<address>

SNMP RAFRMDJRR & 7257 IP 7 KL A

<name>

SNMP FREFIZEH S47= =2 S = = ¢ 4 (SNMPv1/SNMPv2c IHf)
F 7213 — Y4 (SNMPv3 1)




1.28 VRRPD Ay t—o
1.28.1 VRRP ¥ )L— TRtk

[Ay+E—2)

‘nsmi vrrp group is started. <interface> vrid<vrid> [<address>]

(F34A4YT+]
LOG_INFO

=19
{interface> &<vrid> 237 % VRRP Z /L — 7 REHELBMGELI-Z L 2R LET,

(/X5 A2 DEK]

<interface>

A BT 2— AL
vrid>

ARHEREIZERE Shfz VRID
<address>

VRID DAR IP 7 K LA

1.28.2 RARBIL—B /NI TvTIN—8 /41 )LPYEDHLY

(A vtE—2)

‘nsmi vrrp state is changed into the <state> state. <{interface> vrid<vrid> [<address>]

(FS54A4YUT«]
LOG_INFO

=179
{interface> &<vrid> 73777 VRRP {RHEED (stated TRENTRIEBICEE SN/ZZ LA R LET,

(/35 A 52 DEK]

<interface>
A BT 2— A
vrid>
ERICERE Sz VRID
<address>
VRID OAR IP 7 K LA
<{state>
I 1% DARKE
master
T AHEN—H
backup
Ny T TP —H
Initialize
A =¥V

Tf
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1.28.3 A3 Tx—RT7V T/ BV M) HARY FRE

(A vtE—2)

nsm: vrrp <state> trigger event occurred. <interface> vrid<vrid> [<address>] No.<trigger_no> interface
{target_if>

(F54F)T1]
LOG_INFO

=0K]

{interface>, <vrid> I L Utrigger_no> P RTEHFTCERINA L F 7 =—A MU THRFAEL, REHR
(state> Zlpo7mZ R/ LET,

(/35 A2 DELK]
<state>
I DIREE
up
MY FICEESNTA L H T =2—ARNT v 7L, MR REHBIZRY E LT,
down

FUFICREENTA L EZ T2 —ARF UL, MU EASE LK,
<interface>
AU BT 2 —RE
vrid>
AREERIZFRE S iz VRID
<address>
VRID ORAR IP 7 K L&
<trigger_no>
MY T ERES
<{target_if>
N TOMBLIRDA L H T 2— RS

1.28.4 JW—KrTF7V T/ BV R)HARY FRE

[(AytE—]

nsm: vrrp <state> trigger event occurred. <interface> vrid<vrid> [<address>] No.<trigger no> route
{target_route> <{target_if>

(54417 4]
LOG_INFO
[(Enk)
{interface> &<vrid> &<trigger_no> MW/RTHE S CEFRINT/N— b MU TBRAEL, IREMNRstate> 272>
T2 tERLET,
(/N5 A2 DEK]
{state>
% DIRRE
up
MU FICERESNIRENER L, MY AABRARERICZRY F L,
down
FUFICRESNIREIHEIL L, P TREHSE LR,
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<interface>

A BTz — AL
vrid>

AREEITRRE S vz VRID
<address>

VRID OAR IP 7 K L&
<trigger_no>

MU T ERES
<target_route>

INUNARPSE Ry 3
<{target_if>

NU HORE L 72 D RIED oy FEHA VB T = — 24

1.28.5 /—R79 T/ B0V M) HARY FRE

[Ay+E—]

nsm: vrrp <state> trigger event occurred. <{interface> vrid<vrid> [<address>] No.<trigger no> node
{target_node> <{target_if>

(F34A4UT+]
LOG_INFO

EK]
{interface> &<vrid> &<trigger_no> MW/RTEHEZF CTERINZ/—RKMIUIRREL, bUTOREN
{stated> |Z/o=Z &t &RLET,
(/N5 A2 DEK]
{state>
R DIRRE
up
MY FICEREENTZ ) — K0T v 7L, MIABRARERICZRY F L=,

MYFICHEREESNTZ/ —FBRX oL, PR EAINE L,
<interface>

A BT 2 —AE
vrid>

AREEBITRRE S iz VRID
<address>

VRID DARAE TP 7 R LA
<trigger_no>
MY W ERE S
<target_node>
N HTOXIG LMD ) — RO IP T KA
<{target_if>
b U FIZERE S 47z ICMP ECHO /X7 » Rkt A v 4 7 = — A4,

1.28.6 <TRZIL—RFIUEH

[Ay+E—2)

‘nsml vrrp master router down detection. <interface> vrid<vrid> [<address>] #<code>

T
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[(F514 Y7 +]

LOG_INFO
EK]
{nterface> &<vrid> MRT VRRP Z L —TF D RAZNL—F DX T 2B L2 ¢ &R LET,
(/X5 A2 DEBK]
<interface>
AR T 2 — R
Lvrid>
27 Llmv AKX L—% D VRID
<address>
BEEBH L~ AZNL—FOFEIP T KL R
<code>
M L 7= B o fEdE
01
< A K — B
(E25EE 0 @ VRRP-AD 5218)
02

VRRP-AD Zf5X# A LT U k
1.28.7 ={EVRRP-AD TTL £&

[Ayv+—2)

‘nsmi vrrp packet include invalid TTL. from <interface> [<address>]

(7544 T 1]
LOG_INFO
=19
{interface> 2S/RT A % 7 = —AIZ TTL 73 255 T/RWVRRP A7y hEZELI-Z A2 R LET,

(/35 X 2 DEK]

<interface>

AR T 2—RE

<address>

ZAE LI VRRP X7y FDFETL IPT RLR

1.28.8 524 VRRP-AD HopLimit £&
[Avt—2)

‘nsmi vrrp packet include invalid HopLimit. from <interface> [<address>]

(FT34A4YT+]
LOG_INFO
=]

{interface> 23/RJ A > & 7 =—A|Z HopLimit 7% 255 TZRWVRRP 7y a5 Lz LR LT,
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(/35 A 2 DEK]

<interface>
A VBT — AL
<address>
ZAZ LI VRRP X7y FOFETL IP T RLR

1.28.9 ={EVRRP-AD BiI42 1 TEE

[AytE—]

‘nsmi vrrp packet authentication method mismatched. from <{interface> [<address>]

(F544 )T «]

LOG_INFO
(Enk)

{nterfaced DRTA v H 7 = — AW HFEO—F LW VRRP 7 v NESZEL-Z &R LET,
[/35 A2 DERK]

<interface>

A VBT — AL
<address>

ZZ L7- VRRP 47> FOEETIP T KL
1.28.10 521§ VRRP-AD BB/ XX U — FEE

[Ay+—2]

‘nsmi vrrp packet authentication data check failed. from <{interface> [<address>]

(7544 T 1]

LOG_INFO
EK]

{nterface> DR A L X7 =2 — AN AT— RFO—HLARWVRRP X7 v "EAZELI-Z & 2R LET,
(/35 A2 DEK]

<interface>

A VBT 2 — AL
<address>

ZAE LI VRRP 47y hOFEEILIP 7 KL A
1.28.11 VRRPIREEZEILIZX T A7V <3 VALK

[Ay+E—2]

nsm: vrrp action <mode> failed. <interface> vrid<vrid> [<address>] No.<action_no> <state> <action> <{target> :
<msg>

(FTS54A4UT«]
LOG_INFO

T
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=]

{interface> &<vrid> &<action_no> /KT FHH CEF IALZ VRRPIRFEEZEALICRT 5T 7 v a »omEAIcdk

Lz &mmLET,

(/X5 A2 DFEK]

<mode>
77 v a s/ FEEM
On
T va rEAEEE R LET,
Off
T va IEEAEMEE R LET,
<interface>
A BT 2— AL
vrid>
REEEITRRE S vz VRID
<address>
VRID OAR IP 7 KL A
<action_no>
TU v a v ERES
{state>
T va kAT ok
<action>
WHT LTV ay
<target>
T U a DG
lan [<lan_number>]
lan Z/ R LET,
remote [<remote_number> [ap <ap_number> [id <id> <password>]]1]
WERy U —I e E R LET,
access—point <ap_name>
e R LET,
template interface <interface_name>
template #&fe &~ L E 7,
template <template_number> [uid <user_id>]
template Bt &~ LE T,
<msg>
action> 3 ICHL L 7= B H

i

VAT a7

Tf

W
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1.29 TJYw S/ STPOAvE—
1.29.1 #HEREEZRE
[Avt—2)

‘protocoli Topology changed [<root>:<priority>]

(FS54H4UT 4]
LOG_INFO
k)
TV TRy U= OO AR LI L 2R LET,
(/35 A2 DEK]

<root>

N— "7 U v PDMACT KR
<priority>

N— KTV POEIRE

1.20.2 ERTVYODEY &R

[Ayv+E—2]

‘protocoli STP aging timer expired [<root>:<interface>]

(FS34A4YT1]
LOG_INFO

BK]
HEEBDO LD TV v DH#ED B EMIZEE S D HERUEH BPDU S ERFRNICZE TE ez iz kv |k
N7V VEEOX Y EREBLEZZ E 2R LET,
(/X5 A2 DERK]
<root>
JI—Fr T U IDMACT RLA

<interface>
Ao ERE LT ) v VEENER SNDA VX T 2 — AL




1.30 LLDPBH:ED A vE—o
1.30.1 3£{E LLDPDU A —/A7 O —

[Ayv+E—2)

‘lldpdl lan <number> send LLDPDU size overflow.

(F34A4YT 4]
LOG_INFO

(E]

LLDP fE SR DA EEAIBE/R 7 L — LR 22 7272, %592 LLDPDU (23X TO LLDP fF#hZ AN D Z L TX 2
St ERLET,

(/X5 A2 DEBK]

<number>
3515 LLDPDU (29 XCD LLDP [ Z AINLD Z E N TERMD o TR — DR — &=




1.31 B8 VPN DIFHIRLY 5472 FREED A v E—D
1.31.1 21—+ 1D &8

[Ayv+E—2)

‘infoexcdi {user_id> registered to <server>

(7544 T 1]

LOG_INFO
[(Enk)

Y VPN — Nl —F D BB TE 2 AR LET,
(/N5 A2 DEK]

<user_id>

Bk L7z —Y 1D

<{server>

45 LT VPN — 7 KL &
1.31.2 a—4 1D #lIp&x

[Ayv+E—2)

‘infoexcdi {user_id> deleted from <server>

(544 )T 4]

LOG_INFO
2K)

Y VPN Y — " b2 — 1D IR L= Z & 2R LET,
(/X5 A 2 DEK]

{user_id>

HilBR L7z —3 1D

<server>

BIRE L 7= B VPN H— 7 R L&

1.31.3 1F#Hxifrty > 3 VI

[Ay+E—2)

‘infoexcdi The session of <{from> to <to> was established

(FT34A4UT+]
LOG_INFO

=]
Wit v v a v ERL L2 E 2R LET,




(/35 A 2 DEK]

<from>
THHRASHL DR = — 5 1D
<to>

T HRAZ WD E = — 4 1D

1.31.4  [EHRXBtEy L a Uk
[Avyt—]

‘infooxcd! The session of <{from> to <to> was disconnected

(544 T 4]
LOG_INFO
[(Enk)
Rty a v E2OB Ll 2R LET,
[/35 A2 DERK]

<from>

TR A O R = — 5 1D
<to>

T HRAZ WD E M — 4 1D

1.31.5  FHXMBty L a3 DHEILILK

[Ay+—2)

‘infoexcd! The session from <{from> to <{to> failed : <reason>

(F54F)T 1]
LOG_INFO

=]
WAt v a VORSICRIRLT 2 L 2R LET,

(/35 A 2 DEK]

<from>
TR DI = —F 1D
<tod>
T WA D M = —H 1D
{reason)
BLLTFT Ik
timeout
yav#iA—nono—
session overflow

Rty arvNTTICHEHET S

busy
HRIZB/ N —Da T —B
version

RHIEROT  a— FE A TR —FH L THERFA,




—RrrIE R

temporary

1.31.6 [HFHIXPEYI a2 OEHFELK
[Avt—2)

‘infoexcdi Refreshing the session from <{from> to <to> failed

(544 T«]

LOG_INFO
[Enk])

IEHAHT v a VOERICKRBRLIZZ L 2R LET,
(/N5 A2 DEK]

<{from>

T WA B DFEM = — 1D
<to>

T WA DM = —H 1D

1.31.7  BHRXM|EBMEERE
[Avt—2)

‘infoexcdi The response of the failure to <method> was received from <from> : <response_code>

(F34A4YT+]
LOG_INFO

(=0k]
A Y 7 =2 Mo L CRIEE 2518 LIn 2 L &R LET,

(/35 A2 DEK]
<method>
SRR U 7 R FE
REGISTER
Z— 4 1D BER R
INVITE
fF et v 3 VHESLER
CANCEL
HWARH Y v v g UM IEER
BYE
st v o a YIMrEeR
<from>
KBUSEDOR(ETL—Y ID, FZBW VPN — 1D IP 7 KL
<response_code>
KB 2R TIGEa— N A v =Y
400 Bad Request
AREZRY 7T A b
404 Not Found
2= ID BETE L2 WA &
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408 Request Timeout
VA NBREA=T U ML
422 Session Interval Too Small
oy a VREIRNETES
480 Temporarily Unavailable
FM 2 — ID BB SN TRV E
481 Call/Transaction Does Not Exist
Bt v g VISEIE LR
486 Busy Here
BT v v g VA= RRE—DIERZ L v > a VT T SN TW AR E
487 Request Terminated
WY v g oML E R IE LT
500 Server Internal Error
Mt v > a VA — A" E O — NN T —
503 Service Unavailable
i) VPN H— SBF T A
603 Decline
template HE THHT D mt £ VX 72— ADZEXNRWGERR Y

1.31.8  (EHRXMtEy o a A vE—CDEIERK

(A vtE—2)

‘infoexcdi The Authentication of INVITE message from <{from> to <{to> failed on <server>.

(FT34A4YT+]
LOG_INFO

K]
B VPN Y — S THERAHE v & a VBRI A v b — VORISR LI S L AR LET

(/35 A2 DEK]
<from>
THHRAZHDFE M = — 4 1D
<{to>
T AR DA = — 1D
<server>
FRFEIC AL L 72 B VPN - — 7 R LA

1.31.9  1HEHRXBEI—F ID BHFEA v E—DDEREERK

[Ay+E—2)

‘infoexcdl The Authentication of REGISTER message for <user_id> failed on <server>.

(F54F)T 1]
LOG_INFO

EK]
Y VPN P — S CIERARH L — W ID BiEA v B — VORI R L= L 2R LET,

B1E v RFLu s ER—E 164



(/35 A 2 DEK]

user_id>
BERER L= — 1D
<server>
FRREIZ SRR L 728 VPN =7 L2

1.31.10 FBY VPN S —/\7 FL A DR KEK
[Avyt—]

‘infooxcd! Resolving of <fqdn> failed.

(F544 )T «]
LOG_INFO
[(Enk)
) VPN — DR A ARSI L7 Z 2R LET,

(/85 A 2 DEK]

<fqdn>
) VPN — DR A b4

1.31.11 Bl avORBAYE—DF)FA4LY LT
[AytE—]

‘infoexcdi The INVITE message from <from> to <to> was redirected to <uri>.

(F54F)T1]
LOG_INFO

]
WA v > a v OBBA v E—V &) F ALY FLEZ L ERLET,

(/35 A 2 DEK]

<from>

TEHR AL O R = — 5 1D
<to>

T HRAZHL D E [ —H 1D
uri>

VXA L7 R URL

1.31.12 BHXBty > a v ORKREFRLT

[Ayv+E—2)

‘infoexcdi The INVITE message from <from> to <{to> was declined: <reason>

(F354A4YT 4]
LOG_INFO
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(=nk]
HU TR v s COBIGEFRR LI 2 2R LET,

(/35 A2 DEK]
<from>
T AR DI = — 1D
<{to>
TE ARO[ = — 5 1D
<reason>
THMAZH N — 2 VA —E
version

RHEROT  a— R4 TR —FH L TWEHA,




1.32 VPN H—/\BEHED A vt —2
1.32.1  21—4 1D D&

[Ay+E—2)

‘dvpnsdi {user_id> was registered by <client>.

(544U T«]
LOG_INFO
[Enk])
a—PIDERE LI EERLET,
[/85 A2 DERK]

{user_id>

ek Lz —3 1D

<client>
TRy SA T bDIPT L2

1.32.2 a—% 1D OHIk

[Ay+E—2]

‘dvpnsdl {user_id> was deleted by <client>.

(544 1)T 4]

LOG_INFO
2iK)

a—HFID ZHIFRLIZZ L ERLET,
(/X5 A 2 DEK]

{user_id>

HilBR L7z —3 1D

<client>

TSR FA T bDIPT L

1.32.3 1F#Hxfrty > 3 DI

[Ay+E—2)

‘dvpnsdl The session from <{from> to <to> was established

(F34A4YT1]
LOG_INFO

=]
WAt v v a VL L2 2 2R LET,




(/35 A 2 DEK]

<from>
THHRASHL DR = — 5 1D
<to>
T HRAZ WD E = — 4 1D

1.32.4 {EHXIXFtEy T a >y
(A ytE—]

‘dvpnsdl The session from <from> to <to> was disconnected

(F54F)T 1]

LOG_INFO
(EK]

et vy v a ongilfrshizZ & 2R LET,
[IN\Z A5 DEK]

<from>

THHR AL O R = — 5 1D
<to>

T HRAZHL D E M — 4 1D

1.32.5 HHRXBEY a3 0BT

[Ay+—2]

‘dvpnsdi The session from <from> to <to> expired

(F54F)T1]

LOG_INFO
=]

THwsct v a Y OABHIRSH T L Z L 2R LET,
(/35 X 2 DEK]

<{from>

T WAL DI = — 1D
<to>

T WA DM = —H 1D

1.32.6 [HHRIBtLEy I a B AvE—CDRILK

[Ay+E—2]

‘dvpnsdi The Authentication of INVITE message from <from> to <{to> by <client> failed.

(F34A4YT+]
LOG_INFO
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(=nk]
WA T4 T v b o O BA Y v > 3 VBIAA v £ — VORIECRM L2 2 L 2R LET,

(/X5 A2 DFEK]

<from>
T AR D FEA == —F 1D
<{to>
TH AL = —H 1D
<client>
WM FA T FOIPT RLA

1.32.7 EHRIPA—F IDZBEFA Vv E—DDFRERK
[Avyt—]

‘dvpnsdi The Authentication of REGISTER message for <user_id> by <client> failed.

(F54F)T1]
LOG_INFO

[Z0k]
WA T4 T 2 M D OFFRE M —F ID B A v & — VORFKIKE LI Z L 2R LET,

(/X5 A 2 DFERK]

<user_id>
Bk Ee—H 1D
<client>
TEWMSH s FA T O IPT RLA




1.33 AAA/RADIUS D A v tE—2
1.33.1 RADIUS 7h Y o T 1 v EBOKTR

[Ay+E—2)

aaa_radiusd: <id> (<session_id>) received service for <{session_time> seconds, received <input_packets>
packets (<input_bytes> bytes), sent <output_packets> packets({out_bytes> bytes).

(FT34A4UT+]
LOG_INFO

Z0K)
RADIUS 7 H 7 v T 4 o T AR LET,

(/35 4 52 DEK]
<id>

User_Name

T 7 A—PE

<session_id>

Acct-Session—Id

F—tvarzrd—RBoaRT

<session_time>

Acct-Session—Time

v g VG BT E TOREH]

<input_packets>

Acct—Input—-Packets

RADIUS 77 Z A 7> NIST 77 B A—H B35 Lic /37 v Mk
<input_bytes>

Acct—Input-Octets

RADIUS 7 A4 T v "IRT 7 B A=Y bR E LT —4 &
<output_packets>

Acct—Output—-Packets

RADIUS 77 A 7> b BT 7B Aa—PIxk LTEE Lie /7 v bk
<output_bytes>

Acct—Output-Octets

RADIUS 77 A 7 ¥ BT 7 ¥ Aa—HITx L THEE LeT — 4 &

1.33.2  RADIUS FEREH —/\RIGE

[Ay+E—2)

‘aaa_radiusdi authentication request failed for <id> on aaa <{group_id>: no response received

(F34A4YT1]
LOG_INFO

=19
RADIUS 7 Z A 7 > b OFERREERIT®E LT, RADIUS B — "0 BEBRERE R @I SN -7 2 2R LET,

T

F1E VAT LR —E
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(/35 A2 DEK]
<id>
TR AL—Y 4,
<group_id>
AAA 7 )V—7 1D

1.33.3 RADIUS ZHHO o T4 oY —N\REE(THO2T 12T FIRE)
[Avyt—]

‘aaafradiusdi accounting start request failed for <id> on aaa <{group_id>: no response received.

(F54F)T 1]
LOG_INFO

(EK]

RADIUS 77 T AT > hDT BT T 4 ZERIZH LT, RADIUS TH Y T 4 TP —=InDT AT 4T
PlAG OIS SN2 oo Z L 2R LET,

[/35 A2 DERK]
<id>
T A—Y4
<group_id>

AAA 7 V—7 1D
1.33.4 RADIUS 7HhOooT 40U —N\RIEE(TFTHOUT14VT8TE)

[Ay+—2)

‘aaa,radiusdi accounting stop request failed for <id> on aaa <group_id>: no response received

(F54F)T1]
LOG_INFO

=0K]

RADIUS 7 F A7 > bDT AT T 4 TERICK LT, RADIUS T AV T 4 U T Y —="IDDT AT T 47
BT OBMMNSNARPoT 2R LET,

(/35 A2 DEK]
<id>
77 Aa—H4
<group_id>

AAA 7 V—T 1D
1.33.5 RADIUS EREERIBFERE A —/N

[Ay+—2)

‘aaa,radiusdi authentication request failed for <id> on aaa <{group_id>: request too much

(FS54A4YT1]
LOG_INFO

T
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[EnK])
RADIUS 7 T A 7 > h DFRFFERIT LT, RIFFERE)S RADIUS 7' v b 2L TR 2 5 FIRE A2 72720, Bk
i U S Gty P < N DS i B
(/35 A2 DEBK]
<id>
T U A2 —HPL

<group_id>
AMA 7 v—T7 1D

1.33.6 RADIUS 7ho T4 VU RBERBA—/IN(THD T4 > JBIRE)
[Avt—)

‘aaafradiusdi accounting start request failed for <id> on aaa <{group_id>: request too much

(FS54A4UT«]
LOG_INFO

[EnK])
RADIUS 7 F AT ¥ bDT H T T 4 ¥ ZERIZH LT, [RRFEREAH RADIUS 7' b 2L T x5 EREZ#E 2
772, EREZMFHE L RADIUS H— NIZEE Lol 2 2R LET,
(/X5 A2 DEK]
<id>
T U A a—H 4

<group_id>
AAA 70— 1D

1.33.7 RADIUS 7Hho T4V RIBEERBA—/IN(THhOooT4 T8 TH)
[Avyt—]

‘aaafradiusdi accounting stop request failed for <id> on aaa <group_id>: request too much

(T4 T 4]
LOG_INFO

[EnR]
RADIUS 7 F AT ¥ bDT H T T 4 2 ZERIZH LT, [RRFEREA RADIUS 7' b 2L T x5 EREZ#E £
Joi=28, BERZAEHE L RADIUS —NITEE Lo loZ LR LET,
(/X5 A2 DEK]
<id>
T U A a—H 4

<group_id>
AAA 7 )V—T7 1D




1.33.8 RADIUS FRELERLEEEM

(A vtE—2)

‘aaa_radiusdi authentication request failed for <id> on aaa <{group_id>: invalid configuration.

(544U T 4]
LOG_INFO

EK]
RADIUS 7 7 A 7 > b OFBREERIT K LT, RADIUS ORERRE R DI /Z o 7720, BREZEIE LEEZ RS &
e ERLET,

(/N5 A2 DEK]
<id>
77 A a—H4
<group_id>
AAA 7 —7 1D

1.33.9 RADIS THO VT4 VU BREREN (THO T4 2 THIRR)

(A vtE—)

‘aaa_radiusdl accounting start request failed for <id> on aaa <group_id>: invalid configuration

(TS54F)F«])
LOG_INFO

EK]
RADIUS 7 T AT > bDT H T LT 42 ZERIZH LT, RADIUS ORERLE RN ENTZ - -7 O BR ZFE L
RADIUS Y— NZEE Lol 2 L 2R L E T,
(/35 A2 DEK]
<id>
T U A —W4
<group_id>
AA 2 —7 1D

1.33.10 RADIUS 7HO VT4 T BREREN (THO VT4 0 THETEH)

(A vtE—2)

‘aaairadiusdl accounting stop request failed for <id> on aaa <{group_id>: invalid configuration

(F354F)T 1]
LOG_INFO

=]

RADIUS 7 F A 7> b DT I 2T ¢ v 7RI LT, RADIUS DAL E N RN 72 - T2 7o O TR 2 e L
RADIUS Y— NZEE Lol 2 L 2R L E T,

Tf
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(/35 A2 DEK]
<id>
TR AL—Y 4,
<group_id>
AAA 7 )V—7 1D

1.33.11 RADIUS FBFE A E ) /5

(A ytE—2]

‘aaa,radiusdi authentication request failed for <id> on aaa <{group_id>: memory allocation failed.

(F54F)T1]
LOG_INFO

(Enk)
RADIUS 27 Z A 7 o D OFBFEERICKT LT, AT U BMEB L7272, EREBEIE LREEZ RS H/-Z L 2R LE
j—o
[/35 A2 DERK]
<id>
T U A — W4,
<group_id>
AAA 7 V—T 1D

1.33.12 RADIUS Z7H DT 4 VT AR IB(THho2T 42T RKE

[Ay+—2)

‘aaa,radiusdi accounting start request failed for <id> on aaa <{group_id>: memory allocation failed

(F54F)T 1]
LOG_INFO

=0K]

RADIUS 7 I AT > bDT H T 4 TERIZH LT, AT BEB L7272 D BERZA53E L RADIUS Hh— |23k
Bl ol ¢ LET,

(/35 A2 DEK]
<id>
77 A a—H4
<group_id>

AAA 7' V—7 1D
1.33.13 RADIUS Z7HO VT A VT AFRINB(THOUT 4 TETH

[Ay+—2)

‘aaa,radiusdi accounting stop request failed for <id> on aaa <group_id>: memory allocation failed

(FT34A4YT 4]
LOG_INFO
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=]

RADIUS 77 AT > DT AT 4 v TERICR LT, AF Y RE L7272 DEREHEIE L RADIUS Y — 3|23k
Bl R LET,

(/N5 A2 DEK]
<id>
T U A2 —HPL
<group_id>

AMA 7 v—T7 1D
1.33.14 RADIUS SR HBERAF—I

[Ay+E—2]

‘aaafradiusdi authentication request failed for <id> on aaa <{group_id>: bad authentication secret.

(FS54A4UT«]
LOG_INFO

=Kl

RADIUS 7 A 7 > b DFRBFEERIZH LT, RADIUS r— " BInE 2 Z T > 726 O DOMEFHEN —FK L=
ISR L2t B R LET,

(/N5 A2 DEK]
<id>
T Aa—Y4
<group_id>

AAA 7 )V—7 1D

1.33.15 RADIUS 7 ho T4 VI EERLT—H(THO T4 27 FIRE)
[Avyt—]

‘aaafradiusdi accounting start request failed for <id> on aaa <{group_id>: bad accounting secret.

(T4 T 4]
LOG_INFO

L)

RADIUS 27 A 7 bDT I T 4 > 7 ERIZR LT, RADIUS =" BIREZZ TR -T2 b O OFHEN—
LW OIREEME L EE R LET,

[N A2 DEK]
<id>
77 Aa—Y4
<group_id>

AAA 27— 1D

T
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1.33.16 RADIS 7HO T4 VT HERF—B(THI VT4 0 THETEH)

(A vtE—2)

‘aaa_radiusdi accounting stop request failed for <id> on aaa <group_id>: bad accounting secret.

(T4 F«)
LOG_INFO

EK]
RADIUS 7 FA T > bDT H T T 4 > T ERIZH LT, RADIUS — "I DIEE 2 T - 726 O O AH N —
HLW=DIREEWIE L 2R LET,
(/X5 A2 DEBK]
<id>
T 7R —W4
<group_id>
AMA 7 L—T 1D

1.33.17 O—ALRBEDBFTHhO T4 VT ERODEKRT

(A vtE—2)

aaad: <id>(<session_id>) received service for <{session_time> seconds, received <input_packets>
packets (<input_bytes> bytes), sent <output_packets>packets(<output_bytes> bytes).

(F54F)T1]
LOG_INFO

[(Enk)
O—HNVEIFDB DT 7T 4 T ERE R LET,

(NS A2 DEIK]
<id>
T Uk R a—F4
<{session_id>
Fl—t v arzRmd—EOmslF
<session_time>
Ty a VLK T E TORER]
<input_packets>
T EAZ—FRZE LIy MK
<input_bytes>
T I RAL—FRZFE LT —F &
<output_packets>
TR AL—YRERE LIy MK
<output_bytes>
T EAZ—FREE LT X &

1.33.18 Access-Challenge M1

[Ay+E—2]

‘aaafradiusdi Access—Challenge not support (<id>)

T
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(FS34A4UT1]
LOG_INFO

EK]
RADIUS 7 T A 7 ¥ M BALERE TRV AR — D Access—Challenge #ZE LT-720. 727 B A2 —PFOFRELIT KK
L7i=Z &R LET,

[/85 A2 DEK]
<id>
T A2—Y 4
1.33.19 Message—Authenticator A& 4
[Avt—2)

‘aaa_radiusdi received Message—Authenticator have unmatched value (<id>)
(FS547)T4]
LOG_INFO

=0K]

{2 L7~ RADIUS /X4 v | ® Message-Authenticator W—F LR o727, ZE Ay y FRKS AL SN TS
HbOE LT, MELZZEEZEWLET,

(/X5 A2 DEBK]
<id>
77 A a—H4

1.33.20 7+ Ea1—MERREKBRGEENY I74A—1170—)
(A vtE—2)

‘aaa_radiusdi attribute <attr_type> create failed. send buffer overflow for aaa group <group_id> user id <id>
(FS54F)T4]
LOG_INFO

(E%]

RADIUS H— 57 TG4 7T MIRETHT VB A2—HFDOa—PFFEEB KX TEL7-0, BE v N a2
L72Z L 2B L E 3, RADIUS B —/ 313 4096 /N UL EOFFEERE 7 T4 7 > MBI Tz, 77
TR O —PRFRICEEORBEFERZERXZ LZLGER ST, ERRBEBRICELVEE Ry PREIND Z
ERBHY FET,

(/X5 A2 DERK]
<attr_type>

F—=n"T7u—177 hY Ea— NORMEHE

VSA: CHRAE DIED & X IRV FEAET N Ea— FCA—N"T7a— L7zl ¢ EERLET,
<group_id>

AAA 7 L—T7 1D
<id>
T I A2 —HL
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1.33.21 RADIUS EEFEERYE L

(A vtE—2)

‘aaa_radiusdi authentication request failed for <id> on aaa <{group_id>: authentication canceled.

[F544 T 1]
LOG_INFO
EK]
RADIUS 7 T A 7 > b OFBGEERICH LT, PRGEKIETT O BIEER AWMV E L Z &R LET,

(/N5 A2 DEK]
<id>
77 A a—H4
<group_id>
AAA 7 —7 1D

1.33.22 RADIUS BBEEH—/ 50>

(A vtE—)

‘aaa_radiusdl radius authentication server <number> on aaa <group_id> dead

(TS54F)F«])
LOG_INFO

EK]
RADIUS FREEH— A3 alive IRRE/ND dead IRREIZ /R o722 L AR L E T,

(/35 A 2 DEK]

<group_id>

AAA 7' V—7" 1D
<number>

PR — N ERT

1.33.23 RADIUS FEEEH—/\1EIH

(A vytE—2)

‘aaairadiusdl radius authentication server <number> on aaa <{group_id> alive.

(F544 )T 4]
LOG_INFO
EK]
RADIUS FBAEY— 323 dead JREEN D alive JREEIC /o772 L 2R LE T,

(/35 A 52 DEK]

<group_id>
AAA ' L—T 1D
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<number>
PEEY— R ERE

1.33.24 RADIUS 7HO VT4 T —nREoy

[Ay+—2)

‘aaa,radiusdi radius accounting server <number> on aaa <group_id> dead

(F34A4YT+]
LOG_INFO
=]

RADIUS 7 H 7 > T 4 ¥ 7V — 308 alive IREED S dead JRFEIZ/e o2 Z & R LE T,

(/X5 A2 DEK]

<group_id>

AAA 7 v—7" 1D

<number>

TAD T 4 T —NERES

1.33.25 RADIUS 7ho T4 2 JH—/\EIR

[Ayv+E—2)

‘aaa,radiusdi radius accounting server <number> on aaa <{group_id> alive

(544 T«]

LOG_INFO
=19

RADIUS 7H 7 > T 4 2 7V — 308 dead IRRED D alive IRREIZ AR o 72 Z & R LE T,
(/X5 A2 DEBK]

<group_id>

AAA 7 —7" 1D

<number>

TAG T 4T NEREE

1.33.26 FEREALIERER (A £ 441E)

[Ay+—2]

‘aaadl cannot process due to no resource [mac=<mac_addr>]

(F34A4YT+]
LOG_INFO

K]
AEYRREOED, BAERPIRS N L2RLET,

T
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(/35 A 2 DEK]

<mac_addr>
FPRREE R BN S 720K O MAC 7 R LA

1.33.21 AEV#BICTEKHFTIRK
[Avyt—]

‘aaadi cannot allocate memory to indicate about authentication result

(F54F4)T4]
LOG_INFO

(Z0k]
AV REYBIC & 0 BRGELEE S R LT 2 E B R LET




1.34 Z0DAytE—o
1.34.1 YRFLUEY FIF5—

[Ay+E—2)

‘(name>l ERROR: system reset busy

(T34 A4YT1]
LOG_ERROR

=0K]

Uty MUBBZERML &5 & L7cis, 77 — L8, MlERORAET, ALy FTU 'y ML HhZR LI
I, Vey MBS TE ot Z 2R LET,

(/X5 A 2 DEK]
<name>
Vey haeFELIZTr 7T A
scheduled
ARV a— IR HEFEESAEHDOY By b
telexec
telnet MHbDa~w L FicksdV kY b
sshexec
ssh ZbDa<wr Nzks V&Y b

1.34.2 BHERRBRET

[Ay+E—2]

‘enabledi system configuration restarted

(T340 T 4]
LOG_INFO

(=E0k]
B ERTB B IAT SN 2 &R LET,

1.34.3 EHEAvVvE—DDER
[Avt—)

‘same message repeated <num> times

(TF344UT 4]
LOG_INFO
(ZE0k]
AT A Yy E—VRREENTOTRREEM L2 L 2R LET,

(/X5 A2 DFEK]

<num>
IR S iz lald




1.34.4 <2 FETERE

(A vtE—2)

‘<name>2 command “<command>” executed by <user>

(F34A4UT+]
LOG_INFO

BEK]
Ay RRFETENZ L ERLET,

(/35 A 2 DEK]

<name>
av REETLETe T A
telnetd
telnet Ta~r RE&ETLZ
sshlogin
ssh Ta<y F&FETLZ
logon
ay Y=L Tavwy FEETLE
<command>
Frasniza<wr R
{user>
avy REFATLIza—F4

T
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