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AHEBICE AVT AV ZFPRESKIOZOIY UL I—FICKOTHESN, TEDOFERARKMHELEBICRMENTUS FreeBSD D

—BOZENTVE T,
# @#)COPYRIGHT 8.2 (Berkeley) 3/21/94

All of the documentation and software included in the 4.4BSD and 4.4BSD-Lite Releases is copyrighted by The Regents of the
University of California.

Copyright 1979, 1980, 1983, 1986, 1988, 1989, 1991, 1992, 1993, 1994 The Regents of the University of California. All rights
reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following conditions
are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following acknowledgement: This product
includes software developed by the University of California, Berkeley and its contributors.

4. Neither the name of the University nor the names of its contributors may be used to endorse or promote products derived from
this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS "AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED
AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.

The Institute of Electrical and Electronics Engineers and the American National Standards Committee X3, on Information Processing
Systems have given us permission to reprint portions of their documentation.

In the following statement, the phrase "this text" refers to portions of the system documentation.

Portions of this text are reprinted and reproduced in electronic form in the second BSD Networking Software Release, from IEEE Std
1003.1-1988, |EEE Standard Portable Operating System Interface for Computer Environments (POSIX), copyright C 1988 by the
Institute of Electrical and Electronics Engineers, Inc. In the event of any discrepancy between these versions and the original IEEE
Standard, the original IEEE Standard is the referee document.

In the following statement, the phrase "This material" refers to portions of the system documentation.

This material is reproduced with permission from American National Standards Committee X3, on Information Processing Systems.
Computer and Business Equipment Manufacturers Association (CBEMA), 311 First St., NW, Suite 500, Washington, DC 20001-2178.
The developmental work of Programming Language C was completed by the X3J11 Technical Committee.

The views and conclusions contained in the software and documentation are those of the authors and should not be interpreted as
representing official policies, either expressed or implied, of the Regents of the University of California.

AEBICF. AU THIIZFPREN=T UVARICBVWTCHESNCY I b I T 7HEEFENTVET,
Copyright © 1989 Regents of the University of California. All rights reserved.

Redistribution and use in source and binary forms are permitted provided that the above copyright notice and this paragraph are
duplicated in all such forms and that any documentation, advertising materials, and other materials related to such distribution and
use acknowledge that the software was developed by the University of California, Berkeley. The name of the University may not be
used to endorse or promote products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED "AS IS" AND WITHOUT ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, WITHOUT
LIMITATION, THE IMPLIED WARRANTIES OF MERCHANTIBILITY AND FITNESS FOR A PARTICULAR PURPOSE.

RE@ICIF. WIDEDKAME 7OV T MK THHESN. FROEARELEBICRNSNTVDY T MY I 7PHEENTVET,

Copyright © 1995,1996,1997and 1998 WIDE Project.
All rights reserved.
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Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following conditions
are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

3. Neither the name of the project nor the names of its contributors may be used to endorse or promote products derived from this
software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS "AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED
AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.

FTR@ICIF. ATV TA—RRZ2LOTHESN, PEOEARGEEBICEEMTNTLD mrouted D—ERHZENTNE T,

The mrouted program is covered by the following license. Use of the mrouted program represents acceptance of these terms and
conditions.

1. STANFORD grants to LICENSEE a nonexclusive and nontransferable license to use, copy and modify the computer software
“mrouted” (hereinafter called the “Program”), upon the terms and conditions hereinafter set out and until Licensee discontinues use
of the Licensed Program.

2. LICENSEE acknowledges that the Program is a research tool still in the development state, that it is being supplied “as is,” without
any accompanying services from STANFORD, and that this license is entered into in order to encourage scientific collaboration aimed
at further development and application of the Program.

3. LICENSEE may copy the Program and may sublicense others to use object code copies of the Program or any derivative version of
the Program. All copies must contain all copyright and other proprietary notices found in the Program as provided by STANFORD.
Title to copyright to the Program remains with STANFORD.

4. LICENSEE may create derivative versions of the Program. LICENSEE hereby grants STANFORD a royalty-free license to use,
copy, modify, distribute and sublicense any such derivative works. At the time LICENSEE provides a copy of a derivative version of
the Program to a third party, LICENSEE shall provide STANFORD with one copy of the source code of the derivative version at no
charge to STANFORD.

5. STANFORD MAKES NO REPRESENTATIONS OR WARRANTIES, EXPRESS OR IMPLIED.By way of example, but not limitation,
STANFORD MAKES NO REPRESENTATION OR WARRANTIES OF MERCHANTABILITY OR FITNESS FOR ANY PARTICULAR
PURPOSE OR THAT THE USE OF THE LICENSED PROGRAM WILL NOT INFRINGE ANY PATENTS,COPYRIGHTS, TRADEMARKS
OR OTHER RIGHTS. STANFORD shall not be held liable for any liability nor for any direct, indirect or consequential damages with
respect to any claim by LICENSEE or any third party on account of or arising from this Agreement or use of the Program.

6. This agreement shall be construed, interpreted and applied in accordance with the State of California and any legal action arising
out of this Agreement or use of the Program shall be filed in a court in the State of California.

7. Nothing in this Agreement shall be construed as conferring rights to use in advertising, publicity or otherwise any trademark or the
name of “Stanford”.

The mrouted program is COPYRIGHT 1989 by The Board of Trustees of Leland Stanford Junior University.

AERBICE. EAVITFIZPRESKCZOIY MU E1—Y(CKRo>THFESIN. TaOFERFHEEDICERINTLS pimd D
—BDEFENTCVE T,

Copyright © 1998-2001
University of Southern California/Information Sciences Institute.All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following conditions
are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

3. Neither the name of the project nor the names of its contributors may be used to endorse or promote products derived from this
software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE PROJECT AND CONTRIBUTORS "AS IS” AND ANY EXPRESS OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE PROJECT OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED
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AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.

$ld: LICENSE,v 1.6 2001/09/10 20:31:36 pavlin Exp $
Part of this program has been derived from mrouted.
The mrouted program is covered by the license in the accompanying file named "LICENSE.mrouted".

The mrouted program is COPYRIGHT 1989 by The Board of Trustees of Leland Stanford Junior University.

AEBICIF, FUDVKZICK O THESN, TRDFERAEGEEDICERINTULD pimdd D—EHRZEFENTLET,
Copyright © 1998 by the University of Oregon.All rights reserved.

Permission to use, copy, modify, and distribute this software and its documentation in source and binary forms for lawful purposes
and without fee is hereby granted, provided that the above copyright notice appear in all copies and that both the copyright notice
and this permission notice appear in supporting documentation, and that any documentation, advertising materials,and other
materials related to such distribution and use acknowledge that the software was developed by the University of Oregon.The name
of the University of Oregon may not be used to endorse or promote products derived from this software without specific prior
written permission.

THE UNIVERSITY OF OREGON DOES NOT MAKE ANY REPRESENTATIONS ABOUT THE SUITABILITY OF THIS SOFTWARE FOR
ANY PURPOSE. THIS SOFTWARE IS PROVIDED "AS IS" AND WITHOUT ANY EXPRESS OR IMPLIED WARRANTIES,INCLUDING,
WITHOUT LIMITATION, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE,
TITLE, AND NON-INFRINGEMENT.

IN NO EVENT SHALL UO, OR ANY OTHER CONTRIBUTOR BE LIABLE FOR ANY SPECIAL, INDIRECT OR CONSEQUENTIAL
DAMAGES, WHETHER IN CONTRACTTORT, OR OTHER FORM OF ACTION, ARISING OUT OF OR IN CONNECTION WITH,THE
USE OR PERFORMANCE OF THIS SOFTWARE.

Other copyrights might apply to parts of this software and are so noted when applicable.
Questions concerning this software should be directed to Kurt Windisch (kurtw@antc.uoregon.edu)
$ld: LICENSE,v 1.2 1998/05/29 21:58:19 kurtw Exp $

Part of this program has been derived from PIM sparse-mode pimd.
The pimd program is covered by the license in the accompanying file named "LICENSE.pimd".

The pimd program is COPYRIGHT 1998 by University of Southern California.

Part of this program has been derived from mrouted.

The mrouted program is covered by the license in the accompanying file named "LICENSE.mrouted".

The mrouted program is COPYRIGHT 1989 by The Board of Trustees of Leland Stanford Junior University.
Copyright © 1998 by the University of Southern California.All rights reserved.

Permission to use, copy, modify, and distribute this software and its documentation in source and binary forms for lawful purposes
and without fee is hereby granted, provided that the above copyright notice appear in all copies and that both the copyright notice
and this permission notice appear in supporting documentation, and that any documentation, advertising materials,and other
materials related to such distribution and use acknowledge that the software was developed by the University of Southern California
and/or Information Sciences Institute.

The name of the University of Southern California may not be used to endorse or promote products derived from this software
without specific prior written permission.

THE UNIVERSITY OF SOUTHERN CALIFORNIA DOES NOT MAKE ANY REPRESENTATIONS ABOUT THE SUITABILITY OF THIS
SOFTWARE FOR ANY PURPOSE. THIS SOFTWARE IS PROVIDED "AS IS" AND WITHOUT ANY EXPRESS OR IMPLIED
WARRANTIES,INCLUDING, WITHOUT LIMITATION, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE, TITLE, AND NON-INFRINGEMENT.

IN NO EVENT SHALL USC, OR ANY OTHER CONTRIBUTOR BE LIABLE FOR ANY SPECIAL, INDIRECT OR CONSEQUENTIAL
DAMAGES, WHETHER IN CONTRACTTORT, OR OTHER FORM OF ACTION, ARISING OUT OF OR IN CONNECTION WITH,THE
USE OR PERFORMANCE OF THIS SOFTWARE.

Other copyrights might apply to parts of this software and are so noted when applicable.
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Questions concerning this software should be directed to Pavlin Ivanov Radoslavov (pavlin@catarina.usc.edu)
$Id: LICENSE.pimd,v 1.1 1998/05/29 21:58:20 kurtw Exp $

Part of this program has been derived from mrouted.
The mrouted program is covered by the license in the accompanying file named "LICENSE.mrouted".

The mrouted program is COPYRIGHT 1989 by The Board of Trustees of Leland Stanford Junior University.

AERICIE. RSA Data Security ftHE{E#EZHE L TL1D MD5 Message-Digest Algorithm D2 ENTWNE T,
Copyright © 1991-2, RSA Data Security, Inc. Created 1991. All rights reserved.

License to copy and use this software is granted provided that it is identified as the "RSA Data Security, Inc. MD5 Message-Digest
Algorithm" in all material mentioning or referencing this software or this function.

License is also granted to make and use derivative works provided that such works are identified as "derived from the RSA Data
Security, Inc. MD5 Message-Digest Algorithm" in all material mentioning or referencing the derived work.

RSA Data Security, Inc. makes no representations concerning either the merchantability of this software or the suitability of this
software for any particular purpose. It is provided "as is" without express or implied warranty of any kind.

These notices must be retained in any copies of any part of this documentation and/or software.

ABIR(TIE. Eric Young K (eay@cryptsoft.com) [CR D TEBRINEIBEY 7 MO T PHEFENTVET,
Copyright © 1995-1998 Eric Young (eay@cryptsoft.com) All rights reserved.

This package is an SSL implementation written by Eric Young (eay@cryptsoft.com).
The implementation was written so as to conform with Netscapes SSL.

This library is free for commercial and non-commercial use as long as the following conditions are aheared to. The following
conditions apply to all code found in this distribution, be it the RC4, RSA, lhash, DES, etc., code; not just the SSL code. The SSL
documentation included with this distribution is covered by the same copyright terms except that the holder is Tim Hudson
(tih@cryptsoft.com).

Copyright remains Eric Young's, and as such any Copyright notices in the code are not to be removed.|f this package is used in a
product, Eric Young should be given attribution as the author of the parts of the library used.This can be in the form of a textual
message at program startup or in documentation (online or textual) provided with the package.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following conditions
are met:

1. Redistributions of source code must retain the copyright notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following acknowledgement:"This product
includes cryptographic software written by Eric Young (eay@cryptsoft.com)" The word 'cryptographic' can be left out if the rouines
from the library being used are not cryptographic related :-).

4. If you include any Windows specific code (or a derivative thereof) from the apps directory (application code) you must include an
acknowledgement:"This product includes software written by Tim Hudson (tjh@cryptsoft.com)"

THIS SOFTWARE IS PROVIDED BY ERIC YOUNG “AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE
GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

AETRICIE. OpenSSLY—)LaF v Ma{FER Y 27128(C OpenSSL Project (http://www.OpenSSL.org/) [CRD> THESNEY T hD T 7H
SENTVET,

Copyright © 1999 The OpenSSL Project. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following conditions
are met:

11
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1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following acknowledgment: "This product
includes software developed by the OpenSSL Project

for use in the OpenSSL Toolkit. (http://www.OpenSSL.org/)"

4. The names "OpenSSL Toolkit" and "OpenSSL Project" must not be used to endorse or promote products derived from this
software without prior written permission. For written permission, please contact licensing@OpenSSL.org.

5. Products derived from this software may not be called "OpenSSL" nor may "OpenSSL" appear in their names without prior written
permission of the OpenSSL Project.

6. Redistributions of any form whatsoever must retain the following acknowledgment: "This product includes software developed by
the OpenSSL Project for use in the OpenSSL Toolkit (http://www.OpenSSL.org/)"

THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT “AS IS" AND ANY EXPRESSED OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE OpenSSL PROJECT OR ITS CONTRIBUTORS BE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

ARFR(C(E. John Bicket K. Sam Leffler K& KU Errno Consulting #t(C ko TEtikSNfc. WUITFDERFFEICE DK Y I Aoz 7H
SFENTVFT,

Copyright © 2005 John Bicket
All rights reserved.

Copyright © 2002 - 2005 Sam Leffler, Errno Consulting
All rights reserved.

Copyright © 2004 - 2005 Sam Leffler, Errno Consulting
Copyright © 2004 Video54 Technologies, Inc.
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following conditions
are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer, without
modification.

2. Redistributions in binary form must reproduce at minimum a disclaimer similar to the "NO WARRANTY" disclaimer below
("Disclaimer") and any redistribution must be conditioned upon including a substantially similar Disclaimer requirement for further
binary redistribution.

3. Neither the names of the above-listed copyright holders nor the names of any contributors may be used to endorse or promote
products derived from this software without specific prior written permission.
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ABIR(TIE. Atsushi Onoe K. Video54 Technologies #t. Sam Leffler KB KU Errno Consulting #t(C ko TEoakSNfe. LU DEREF
BICEDCVYI NI IPHREENTVETD,

Copyright © 2001 Atsushi Onoe
Copyright © 2002 - 2005 Sam Leffler, Errno Consulting
All rights reserved.

Copyright © 2004 Video54 Technologies, Inc.
Copyright © 2004 - 2005 Sam Leffler, Errno Consulting
All rights reserved.

Copyright © 2003 - 2005 Sam Leffler, Errno Consulting
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following conditions
are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

3. The name of the author may not be used to endorse or promote products derived from this software without specific prior written
permission.

BMRIC(F. David Young KICK > CaoiRENfc. MUTFDERAFFFEICE DKV I I I 7HZFENTVET,
Copyright © 2003, 2004 David Young. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following conditions
are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

3. The name of David Young may not be used to endorse or promote products derived from this software without specific prior
written permission.
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JL—7% (Designated Router) & UTEMESEDMENGDDFT . IBEIL—FIF. FHDIL—FDREKRELT
LSADTHRZEITVE T Ffc. BEIL—FD/I\w o7 v ITEUTEHEEI—FZEESETH LT ENTE
FI,

o J\wZIR—>2/)L—% (Backbone Router)
Ny IMR—=2TUFPDI—FTT . BEEEIFARIL—F EBIUTY,
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AEBTHR—MLUTULD OSPF#EEEIE. LATDRFC (Request For Comments) [CEMLULTWET,
e RFC1587 : The OSPF NSSA Option
e RFC2328 . OSPF Version 2

AEETYIR— 9 % OSPF #HE

158 Jik— bIE
OSPFI\—Y 3V N—=Tarv2=YmR—k
—5iE5R| Ny IR=VIb—F. TUTZERIL—F. ASERIL—F. ABIL—FZETRK—b
IU75A47 AFTIVT, ERFITTUFP#YR—b
N—=Fv)LU>VY Hik— bk

TIU7IRFRIL—5 TOXEEREN | YiR—b

ASIE5FIL— 5 CORIBERN Hik— bk

ASIERIL—FTDT T # )b b | BiRk— bk (NSSARERD ASIEFRIL—5 ZR<)

— NIEER

Passive-Interface HiRk— bk

B T+ R NEREE. MD5EREEZE Y R— b~
OSPF Nt LT oRigiEEmOBRHmZ Y R—

A VI TI—ARERER WW—TNv oA V5 TI1—RAEZD)
« AT T 1 v IRIBIER

- RIP 2R 15

- BGP #ZI&15%R

- DNS #RE815R

RIRBHERCEIC. BEMI AL ESHZEEETEFT,

OSPFZIOftt7O LD | BGP. RIP TOLER%ZE Y R—

L%

ECMP tgE YiR—b

BEREAIILIUIY WUTDT 1y =Y R—
* ASIESRIL—5 TD AS SHEBRIRIC I HIRERIFREBMIDZER kR
BEEEOX Ny IE XYY IS TOEE

ANEE

OSPF e ZEA T 3155, BRHNIC/I\T Y FERELE T, O, EEHTEVERZERLT
LWBIESIR. BEREOREALKEITENBDTT, COLSBIRETIT. OSPFREEIIERALENT
SEEW.

CAWEEICREDIIT
o NATHSRECHAT DT &IETEF A,
« OSPFERHDA VY ITT—R =TIy o405 T1—RAZE) H426 KbZWVWI—FIE. BHEIREICIED T ED
TEFEA
+ OSPF%#{ERATEDA VY TI—RICIEERHSDET, OSPFEFERT DA VY T T—ADSEIHAEED LIR%
BATWKSICRETDINENBDOFT,
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2.6 IPv6 RIP e

Doo0) 2w

IPv6 RIP (Routing Information Protocol) #gEld. A4 F=vo)I—FT«>J70T)LD1 DT, AVFTUF
F—hoT4470LELT. BEVYATLKNTOD IPVE REIBRZRE L —5 ST DHEBET T,
THEBETIE. BERIBRC E(CHTHRNRET DI2hDIL—FREH Ry T7H) ZXA RN vIEUTEEBLUE
9. ARNUwIEF. BUDTENDREIERNMEMDDHEIC. EORKIERZERATDHNDHIM THERTN.
BHoEBINEVA M Yy I DREIBRNMERSINE T BWEX NIV IDERKIF15TT ., TDfctd. 1564
FDI—FZEART DR DIIFATRRER Y FT—TTIlE. IPv6 RIPHREZFERTERE Ao

AHEBETIF. RIPT—JIVICERIN TV REBHRZTHNICLIRUE T, EHNLLRIE. THLHRY A<
30T E£50% DD SEZMATCIFB T EITTONE T, BHEIL—I D ORE UICREEIERIE. BRI A<
180 W DE. BIEREEIBEHRE UTIROIN. FH DR Y hD—J(CBARINET . BHHRZBTREEISEHR
(F. H—_"—IREEFEDIPEREERSE UTRON, A—"—I5 4T 1200D-., [FHhDRw DT—T(
FBNZETRIA NI YT 16 DIETLIREINE I,

FEBTHR—NUTWD IPv6 RIPH#EEIE. LIFDRFC (Request For Comments) [CEEMLLTULE T,

e RFC2080 : RIPng for IPv6

AEETYIR— M9 % IPv6 RIP #§5E

e Yili— hAE

RIP/N—Y 3> K=Y 3V 1= H— bk
RUAH— KTy TF— FR—

REL. BRALBVESICTBTERTET A
2TYy hRSA XY gi— bk (VY TNOH)

RRU. BRALBVESICTBTEFTER A
RIP 51 YE8 UFO5 1 TEEEYH— h

- LR A7

- BHHRY (Y

H—R—YFAT

EHLHTERT 2D SEREBETE X Ao
RIP ~OFEEH T IPv6 IS EBROEEZ Y i— b

A U5 T 1 —ARRIER

« AT T 1 v UG

- RIP {2ER15R

+ OSPF #2i&15%R (Si-R180B. 220C. 240B. 570)

- DNS 2% 153

- DHCP 2815

BIRBHRERICEIC,. BRI A EIHZEEECETT,

YILFIKR AU & THRNDZRBBEHRRA2 LY MU X TOREFZYIR— b

PV MUTDT1IL5 Y TI=YIR— b
* RIPEEIRIFIRC & DFEE EHh
- BREF O CERIEROX Y v I DEE

BEcth I« LIV VI BEHERERS £OFEB E#fiZE Y R— b

TRIRSHILER YiRk—b

39 IPv6 RIP #hE



HEAESRIAE (V33) F2E W=

NEE

IPv6 RIPHEZ(ER T IS, EFHNIC/INT Y FEREELET, CORYH. EFHTHEVERZERL
TWiIESIE. BRRSORRAEELDTEDSHDFET, COLSIFEBIRTIE. IPv6 RIPEEREZER UK
WTLEEL,

CAWEEICREDIIT
RIPNOBEMEEET, 1 V97 1 —ABRKRBERZRIPICEETULEVKRSICEREUVUTCHRIPZERT 21T —
ADA VH T 1 —AREEREBERAEINE T, RIPEERTI A VY TI—ADA V5T 1 —AREERZ RIP ICH
BHULEVESE. BRI VI TERTIELSICRELTLEEL,
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2.7

boooj

IPv6 OSPF ik

Si-R180B,220C,240B,570

IPv6 OSPF (Open Shortest Path Fast) (&, AFHER Y MD—2(CBULCIL—T 4«27 7OK3JILTT,
OSPFIGUVIRT—rAREFRLUTC. BI—FPBEEEICERINTVD YUV IDRED IR MEEDIER
% LSA (Link State Advertisement) & UCILERUE YT, Ffe. FIL—FI1E. RIEUCLSATR Y MDD —T#A
DIERZHDLSDB (Link State Data Base) Z{EH T D EICKDRB/FEEZRELET .

OSPFTlEF. Xy hNI—02G%ZTU7EVNWDBENTHEIVTCEEULE T, OSPF Ry ND—T(E, 1 DD\
MR—YIUT7EZDOMOIUTPHSEREINE T, /\wIR—VIUPICZFOMOIY P aiEkxL. STUPH
D LSADIIEIE, N\ IR—VITUFPERBUTITONE T,

CARBEICTEDIFT

OSPF (IPv6) ##E% Si-R570 TEAT IEEIF. IBRAS12M ATV EY 2a—IUHRETY,

AEBTHR—MUTWLD IPv6 OSPF#REIE. LATMRFC (Request For Comments) [EHLL CTWE T,

e RFC2740 : OSPF for IPv6
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RIZBHERCEIC. BEMISIHESHZEBETEFT,
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IPv6 OSPF {#REZ(EA I DHIHS. BHNIC/INT Y FEZEFELE T, DT, EHFFITEVEREE
ALTVWSESRR. BEREORALBEDITEHNHDIT. TOLSBIRIETIF. OSPFIEEEIIERL
BVTLIEE W,

CAIREBICREDIIT
OSPFZ{FHTE3 A VYT T —RICIE EBRHG D E T, OSPFEFERT DA VY T T —ADSEHHEAEED HIR%ZHE
AWK SICERET DUENBDEFET,
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2.8 MPLS HE6E
L8

MPLS (Multiprotocol Label Switching) #8E& (3. /Wy MRERATD 1 DTY, /T w MISNILZMAIIU.
SNJVICEDWTCRA wF I ZTOITENTEEF T, MPLS AT D)L—F1E. MPLSHBDIHRT IN)LZR
TZUTIDLER (Label Edge Router : MPLS Tw ¥)L—%) &, MPLSH#BDHTINIVIEIFZBWVWCERXT D
LSR (Label Switching Router : MPLS J77)L—%) D2FEEICKELDITONFE T AEECIFLEREIFTZD
MR—ELULTWET,

MPLS #EEDIFIE. LIFDEBDTT,

e MPLS 70O M)LDMIESRF
MPLS (&, LAV3 (R D=0 LAV 2 (F—FUVIE) OBEICAEBEULET,

o SNLAIFICKDBEDE
T BMCSNVEMSITT Bicsh. 1 XDEIgESNILEHSIIFE U TEZELTEET, BELDINIUVETH
TEINETDTECKD, BIEDRY NDO—OBTRESND NS T4 wvIH, @EEHRICEET DIEHLD
2w ND—ODFEEZSTFCTTDINT v MEEX T D ENTRET T,

o ETERINIL
Ty hZ)—F 4 VI FDHEF. BEZERITDERICTLUT v I ADRE—EIFEDNER(CHEHLD
HBdH. MPLS TOEEDREIF. BERDINIVEFESRU CEEILZRET Dicsh. —mRHICIPIL—
T4 VIDBELDSEICEET D ENTEET,

SNIVIELDIT w MR U T, BUESN)LZEEA U TLSRICEE L. HODLER TlE. INILERDERE.

BED/INTY NEULTEELUED,

SANJUFFE Ethernet 7 L — LD

oooooirPooon

IPODOOO
TCPOO OO
Ethernet ooo IP TCP oo
IDIZID oo IDDD ooo ooo

I—DDDDZDDDDI—DDDDSDDDD

AEBETIF. MPLSOIN)LEA O MT)LELTLDP (Label Distribution Protocol) ZHR— K ULTWET,
LDPIZE. BHZELSRELDP Y Y 3V ZHEILL. OSPFPRIPEE TP D & D SNDSREBERZITICSNIVERZE
TU, Av—IFHBICKDSINVEETRZTD T ETLSP (label Switching Path @ B RIVSNIVAA wF o
JKR) Z#EFETH70M3)LTT,
AREEDLDP T, LUTOEEE— NI ULE T,
o LDPETHIEGT

- Independent Label Distribution Control

- Ordered Label Distribution Control
o INVRFFAK

- Conservative Label Retention Mode

- Liberal Label Retention Mode
o SNVLEATN

- Downstream Unsolicited

- Downstream on Demand
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MPLS Z{ER UL 88 (MPLS 1X)

KEEF. MPLSZI1—YAVF T I —RETDT—HLET—EREDERICHMULE T,
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AREECIE. CCTERUCLSPZRIB M RILAVZ T T—A (MPLS LSP hXJL) EUTHIAT LN
TEFT. MPLSHINTIE. OSPFPRIPIEREDT A F = v I )b—FT « >0 )V TRESERNDSIRSINK

9. MPLSHfflJL—% (LSR&ELER) (F. LDPZAWVT. ZNZNORBIBERICSNILZRINMITS LT, 5
NIV CERXPAEIF LSP Z 48R LE T,

LERIFEMRDLERNDAT T 1 v I )— hZEFRET DIEIF TR HFHRE D LDREEEIEFRIF BGP (Border
Gateway Protocol) TXRIRENZE YT, BGPDA v E—IXKM(F, TTLZE1EUVCGERETSHIET. LSPHYINE
EEBGP LYY 3 VDBUIMIENSId. LSPDEFER. VI EE U CREBBRODEBINEHIRNTER T,

CAEEILREDIIT

- BHELSRIZ. 4T ZvII—FT 1V IZAVWTHRERED SRET D LIFTEFEA. MPLS LSP DiEHTD
BEEMPLS LSP TORIKY TDSNIVAA v FIL—5 DERECEHNICIEET 2HEDBDFT,

« MPLS LSP bYXILTIE. IPv4. IPveDF0ORINWREIFEYR—FLTVWET, TU v JIRERTEEEA. MPLS
LSP Y ZRIVEICESICSRIVERY v I TEDDIE. BGP/MPLS VPN #4612 13 TJ . LDP over LDP DRZEEIF Y
R—FULTWEE A MPLS LSP MY RIVEFERT 24 /YT —ATld. MPLS ZFBAUBVEREICLTL EEL,

+ MPLSLSP hYRIVTIPVGBIEEITSHES. 2BBDSNIVA Y v IICIPv6 Explicit NULL SXIVERUVEZER
FvIEREDET, oo MPLS TTLIGEDRE TIEE ULBICEREL . TTLOHRERETONE A

« MPLSIEIET. BScHIfMERE. EXPEZERIEEE. LUV I—EVIHEEFIRAT2ES1E. MPLS LSP bz
WEERLTLIEEL,
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2.8.1

MPLS Z{ERH UL 11 2VPN (EoMPLS)

EoMPLS (Ethernet over MPLS) &(3. MPLSZFERUc®R Y D —20 LT, TV RI—BTEICT/W1DLA
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VPN A b SXEEINSC Ethernet 7 L —AlE. AODLER T, &HTHZVC INILZMIILE T RIS,
MPLS 72 SN)VERX T 16D b RILSN)L 72U, VC LSRNEXULE T, MPLSHEIANTIE b RILS
NIVEIFZSRUT. bRILSNIVZANER (RDOv D) BTHS. SNEEEZITVET . PHP
(Penultimate Hop Popping) #BE(CKko>T. HOD 1 DFFIO MPLS Hllffl)L—5 T hILINLEREL. VC
SNIUFED Ethernet 7L —ADHOD LER[CEIELEF T, HODLERTIF. LANA YT I —XITRESN
TEVC ID EHTHDY RUATVCA VT T —AWRESN. VCIN)LZBIBR Ufcdd & VPN U A hAEBRix U
*x9,

CARBEILREDIIT

. BHOAVYTI—AEE—DVCICZSHDITLIETEERA.

« VCAUFTI—ATIF. YI—EVIHEE. LANKR— BNy I7 v THEES KU VLANEEEZHA U TEHESE S
TEDTEET, IPHEEE. IPveikEE. TV v IHEE (MAC J 1 LY #EEEST). VRRPHEHEEREIECTEE A,

+ EoMPLS:EEZEITIIESIF. MACEZP STP DY R— METOIEWLZH. NT v FDIL—THRELEVKSICHE
MUTLEEL Ethemnet ZLU—LDIL—TUKIF TEBIETELFLIEDFET, Fic. EoMPLSEEZRVTTRIER
ZT3158B. LANA VYT 1—R{IC, STPREZEFERATEDIRAAN Y FREZREL. Ethernet 7L—LHIL—T
ULFWKRSICEREBLTL EELN,

+ VLAN Tag h'EIEDVLANA VH T 1 —RAES LTVC EER L. LANIT STPZEHT %158(E. VLAN Tag DIE
BEBATLIEEL,

o s SRYU—X IVYREESMIE (2.8 MPLSZEMULZLA T2VPN (EoMPLS) Z#5Ed 5] (P129)
SFRYU—X WebREEHIE 2.8 MPLSZEA UL A1 2VPN (EoMPLS) Z#EHRT D] (P313)
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2.8.2 MPLSZ{#ERULEL LY 3VPN (BGP/MPLS VPN)

BGP/MPLS VPN (&, AKET. MPLSOULKHZIGAL T, IPRY ND—J E[TRIBIIER Y ND—D ZHE
ITHIENTEXT,
BGP/MPLS VPN (&, RFC2547bis CEFR M. 2B NV 2R UEMPLSHIEICK D TRIERULE T 1B
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BGP/MPLS VPN Rw D =0T, ZNZNDIL—F(F. UTFOKDITREEERE SNIVIFRZEIBUE T,
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DEIEVPN T IL—TDIERIEITZEIE T HBCPIL—FTI, RRZHREIT DI ET. TNTDLERNMRET DR
HEIBHRZR/IRICINA D CEDTEFXT,

AREEF. RRICEHRI DT ETBGP/MPLS VPN ZYR— b ULE T,

CDED [CREBEMONIRENcR Y T —TTIE LIFDK DT/ v MREh THNE .

VPN-1

oooooooo
s! '0," VPNOOOOOOOOOO
'&
<!

VPNOOOOOOO
O0O0VPNOODDOO
VPNOOOOOOOOOO

oooooooo
oooooo

lllllll> POOOO
s () 100 0
socccsd 100000

oooooooo
ooooooo

48 MPLS #E



HEAESRIAE (V33) F2E W=

VPN A hOVSRIESNIZ/ Wy ME. AODLER T, & TH%ZE VPNIZEENSHERL T, VPN SNLZERIIU
FJ. RIC. MPLSHIRNZSN)VERET DfhD b RIVSNIVZFINU. LSRNEREUE T . MPLSHINTIE
NURILDNIVEIFZESRBUT, bRILTNIVZEANER (XD VD) EH6, INVEREZ{TVET, PHP
(Penultimate Hop Popping) #gE(CK>T. HOD 1 DFFID MPLS &) L—5 T ;LS NILERRE U,
VPN SNIUSED/ Ty ROBHOD LERICEIFEUER T, HODLERTIFE. VPN IN)LICK D> THAMEA >
TI—ADVRESN. VPN SINILZHFRUTcdhE. VPN A bANERELE T,

FEBTHR—MULTWLD MPLS-VPN#AEF. LATDRFC (Request For Comments) & U Internet-Draft [C

L TVERT,

e RFC 1771 Border Gateway Protocol version 4 (BGP-4)

e RFC 2796 BGP Route Reflection -An Alternative to Full Mesh IBGP

e RFC 2842 Capabilities Advertisement with BGP-4

e RFC 2858 Multiprotocol Extensions for BGP-4 (MP-BGP)

¢ Internet-Draft:Draft-ietf-ppvpn-rfc2547bis-00.txt

e RFC3031 Multiprotocol Label Switching Architecture

e RFC3032 MPLS Label Stack Encoding

e RFC3036 LDP Specification

NFE
MPLS. BGP. OSPF 8&URIP Z{EAT BIHS. EHMINIC/INT Y FERELET. TO. EEHH

TRHLERZEERALTVWSIEEIE. BRREEOREELDTELHDFET, COLSHIBIETIE. BGP/
MPLS VPN BREIIERA UIEVWTL IEEL,

CHEEICREDIIT

+ BGP/MPLS VPN #8E(3 IPv4 DIBZEREIFIATEEF T, IPv6 CIRIMEATEF A,

+ BGPTEfTEIRFR1EvYavRIFITT. COeh. Ib— MU ITLIYEERTIHELSDET,

+ IP-VPNEGREHATDII LR TEF AL

« BGPRY hJ—2. BGPEHBRIBBLUBGP 7« ILF VU VI DKEEFERTEF B Ao

+ BGP/MPLS VPN#gE& NAT HEEERIHAT 2 I3 TEF B A,

o B R— b5 T T—RIFPRI (ISDN. HSD). BRI (ISDN, HSD). ATM. 8LV LANTT ., EFLPTIL—LU
L—ClEFdmLTWWE A,

+ BGP/MPLS VPN TR NI VPN Ry FD—JATld. EBGP. OSPFB&URIPIEERATEZ B A,

- B2 VPNERBTZHES. VPNOA VI TI—RAICERELEIPZ RUVABELURBT DY NO—07 RU A%
VPNA VT I—RAICRETEFEA. BTFELDIRY NT—I7 RURAEBELTLEE L,

+ MPLSHiLERIT DA VYT I—ATRIPEFERTZES. VPNTERTIA VY 71 —AREERIP CLBULE
o MPLSADLIRICHUT T4 ILF VI ZITOTLREELY,

+ LERTlF. BELEIPITY b IPUEBEEBESFICSNIVEFIMULET. IP T« ILFVU Y THEE. TOSEZ X
ABREB LY — RIS TR MEEIE. VPNITERELIEA VI T T —ANDAANICERDEMELE T, fcEL. VPN
HSDANE IPseclc Ko THES{EL. MEIL—F CRET 2EMPFEHE (WFQ) #8E. 1 J—ILORXMIILF
JISRIEE DM IPEEEER R LIGERIIT I C L ETEE B A

* VRRP&EHATDESIE. MUHELTA YT —RAFO Y MUAFREIL—RF DY MUA (VPN AR IE TR
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0 1 2 3

Precedence D

Bits 0-2: Precedence.

111 - Network Control

110 - Internetwork Control

101 - CRITIC/ECP

100 - Flash Override

011 - Flash

010 - Immediate
001 - Priority
000 - Routine

Bit 3: 0= Normal Delay, 1 = Low Delay.
Bits 4: 0 = Normal Throughput, 1 = High Throughput.
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Bits 5: 0 = Normal Relibility, 1 = High Relibility.

Bit 6-7: Reserved for Future Use.
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oooolpveOoooooooo
|| 000O00000RAODODOOO

N i bt

0o0ooo
y e IPv6 DHCPO O O

ooooo

IPv6 DHCPO DO OO
IPve0 000000000

<
<

IPv6O0 00000

BARIC, IPv6 DHCP US4 7 MMERECTRE CEDIREB LUREHHZRUE T,

FEBCEBCAATEZISA7 Y MY 4
HRSTEZIPV6 I T« v IR 1
WMETED TV T4 vIRE 48~64Ew
HSTES DNS H—/\7 RL A 2
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AEBTHR— NI D IPv6 DHCP#EEIE. LARDRFC (Request For Comments) &K Internet-Draft [C#EHL
LCTWET,
e RFC3315 : Dynamic Host Configuration Protocol for IPv6 (DHCPv6)

e RFC3633 : IPv6 Prefix Options for Dynamic Host Configuration Protocol (DHCP) version 6
e RFC3646 : DNS Configuration options for Dynamic Host Configuration Protocol for IPv6 (DHCPv6)
e draft-troan-dhcpv6-opt-prefix-delegation-01.txt

BUFIC, AHRETYIR— b9 % IPv6 DHCP X wZ—I & IPv6 DHCP A 7Y 3 V& RLE T,
O YR=brTD. X 1 YR=bELEWV

Solicit O O
Advertise O O
Request O O
Renew O O
Rebind O O
Reply O @)
Release O O
Information-Request O X

O YR=brT2, X YR=bLEWV

OPTION_CLIENTID
OPTION_SERVERID
OPTION_ORO
OPTION_PREFERENCE
OPTION_ELAPSED_TIME
OPTION_STATUS_CODE
OPTION_DNS_SERVERS
OPTION_IA_PD
OPTION_IAPREFIX
OPTION_PREFIXDEL
OPTION_PREFIX_INFO

X|X|OlO|O|O0|0]|O|0|0|0
Ol0|O0|0|O0|O0|O0|O0|010]0

o s SFRYU—X OV RRERPIE [2.23.5I1Pv6 DHCP U S5 7> MEEZEES | (R329)
SFRYU—X WebSREFEHIE [2.23.5 IPv6 DHCP 5+ 7> MieEES | (R760)
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2.22 DNS Y —/\Hk#E
L8

DNSH—/ UEES (F. LANA 25 T T —ARDIHANDDNS ERITH LT, EDNST—/U (Je&Z(E. 70
INAFDDNST—)\) Zhik UIEWT. AEBED RO CL\DIBHRZIRT CENTEDRAETT .

DNS H—/) EEZFE AT 21BA. Ik(EDNS 7 RURAEULTIL—FDIP 7 RURZEREULF T, RN DHCP
T2AT7 2 bDBEF. DHCPY—/\HBRAIT S DNS 7 RURXE L TIL—FDLANR— bDIP 77 KL A 784
IDUENDDFT,

AREICIF. LATD 27E5ED DNS U —/ \HEBEN' DD KT,

e DNSH—/N (R¥T1wvD) HEEE

e ProxyDNS (DNS#RD2F) #eae

2.221 DNSY—I\ (R¥FT 1w D) K&iE

RXA >4 (FQDN : Fully Qualified Domain Name) & 1P 77 KLU ZDEZBMICERELE T, DNSOSA TP
rhoBEVEDE (BE5lE. #5]E) (U, REULEIY MUZERRL, ZHITY NUBRDh oezZE&F
RELET, BDODOEh ofeBald. EDNST—/NUCERWEDEET, w5lE (IP7 RUADSEF1IZG
&) 95851F. BE/I\T Y MAICEENS TYPE & CLASSZ. TYPE=A (1 a host address). CLASS IN (1

the Internet) BIEE LE T,

AT 4w IT—=TVERKRCT64LTY FUTT,

2.22.2 ProxyDNS (DNSi#EbF) HaE

ProxyDNS (DNS#&RD3(F) #EElE. DNSHREZEA LIBEICRVEDESNIZURL (IB51E) FiclE Py
FUR (F51E) [CKD. AEEHBVEHELRDDNS U—/VZBBNICEIDIRD CENTEFXT, TDH,
DNSZER LIEWC. U FDK SEREZ JE— M A MUICKRIETEE T,

||
[DNsDOOHh

[Copnsoood

REBENIHAND'S DNSD Query X v B—IZEREUIIHBE. DNSIRD DI T —TILAIC. BWLEDEED KX
AVREHIDIYNIDFETDINE DD ZEF TV I ULET., —HIHIY NUDFET DHEIF. TD—
HURIVMUDDNS Y RURICAY E—IZEmEALER T, —HIT LY MUNFELEWVWEEF. TT74)U
FDNS 7 RLURICAY B—IZIELE T,
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XFHD#D N SIRICERESNEXFINRZLR L. INTOXFIN—HULTVDHEIC. TV M) E—HU
TeEHMTLUE T, o, " * "[FFRIEXFE LT, " * "DIBEOHEIIITOFICHATY MU Z—H U EHlT L

F,

=EHI)

o RAAH "DNSH—/){7 KR
e www.fujitsu.co.jp B

e ftp.fujitsu.co.jp 12222

e *js.fuku.fujitsu.co.jp ©3.3.33

T 74U BDNSY—/\DREN TE. LELTIY MUZERERCELEN ofcHald. T 74U bI—/NCEVEG
DEFEI,

DNS#RD DI T—TIUEHRAR32 LY hUTT,

& i SFRYU—X OV RRESHIE [2.24 DNSY—/ EEZES (ProxyDNS)] (P331)
SFRYU—X Web BRESHIE [2.24 DNS U—/)\UkEeZES (ProxyDNS)| (R764)
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2.23 SNMP g
L8

SNMP (Simple Network Management Protocol) &(&. IPEBBKU TCPELANILDIGETHZINE. ST Hfcsh
DIPEEADTZONIILTT,

SNMPHBETIE. BRI HREZ SNMPYRX—T v, BETNDEEZSNMPI—I 1Y ~EEWVFET,
SNMPHBECR Y b —0ZEIRT 5155, BIET SAIIFSNMPYR—I vikaez. BRSNS AlE SNMP
I—I1 MEREEZYIR— LTV HENGDDET,

SNMP Y RX—I vikBEld. R hD—T FOmAROBEPRECESREZ —TEIELEF T, SNMPI—IJTV b~
BEBEIX. SNMPYR—Y v DERICH L TMIB (Management Information Base | BBIEHRNN—2) EWVLWOEIE
BRZRLUE T,

SNMP#EEEIF. TD2 DDEEZFER LT, SNMPYXRX—J v ESNMPI—I 1 ~EDBETMIBICEREN
IS AS EXZELCRY FD—0ZBEBUET,

AFEECIEF. SNMPv1, SNMPv2c BELU SNMPV3 BREFS U BESEIEL) ZOMR—bUET, Ko, 5L
MIB B KLU ELTEBIRMIBZ Y R— KL TWVETD,

& B3R SIRYU—X #E—%8 [3.12£EMBEE] (P50). [3.2 EL@IEEMIB] (P79)

SNMP BBEIC KD EIE

SNMPO OO OO

\
o
ooooooooag
INSO OO HUB Wi HUB
| |
lws| | pc | | Pc|

I:IDSNMPDDDDDDDDDDDDDD

Gevh
e MBE&EF
MIBICIE. FEBEDONVFICERFVEEMIB ERENVIEBTDIRMBHHDFT, RFC1213FETER
TNBEEMBIE, BE/—ROZNENOEERR (XTI I [CT7I7ERAT B HORBEOERESE
TY. RFCTIE. SNMPI—Y 1V MHREITRESEREEREEELCVE T, EEBRICIE. SNMP ./ —
RELTOYRATLER (VAT LBRPEBERILFLE) P TCP/IP ICEHEYT 2HEHEHRN SO FT. L L.
RFC CEHEINTLSEECTRGEBP HUB G EZTRICEETEF A, ZDIH. FETO MIILODIE
BPFZHOEBECEORVIEBICEOETMBEIGRLET . TNEHRMIBESVET,
MIB[& ASN.1 (Abstract Syntax Notation 1) EVWSHHTERELE T, SNMP Y2—Y v+ HiHkiRMIB ZEIE
FBEHICIE. SNMPI—Y Y MAITZEDIGEMIBZ LU T, SNMP Y 3R—Y v HiZDHaik MIB DIEER
ZIET DRI ICEET DUNENGHDIT,

e s SFRYU—X IV RERESRFIE [2.26 SNMP T—I T MREZHES ] (P342)
Si-RYU—X WebRESAILE [2.26 SNMP T—I T MMEREEFES | (P779)
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2.23.1

ifindex DEID T & ifDescr

REBCTDIifIndex DEIDHT,. BRUKINT D ifDescr ZLA N CRUE T,

s %

1~ | BARKRONR

1001 ~ | slot0 EEER

2001 ~ | slot1 EEES

3001 ~ | slot2 RO

4001 ~ | slot3 EEER

10000 ~ | lan B

19000 loopbackf 577 x—2X

20000 ~ | remote FEE

100000000 ~ | ap B

o REFRKEHREDII
Si-R180/Si-R180B

1 EthernetPort(MB/line0)

LANOR— bk

2 EthernetPort(MB/line1)

LAN1R— bk (RA v Fik— MRER)

EthernetPort(MB/switch1)

SW1R—b (R4 wFik— b SWERE)

3 EthernetPort(MB/switch2) SW2iR— bk
4 EthernetPort(MB/switch3) SW3iK— bk
5 EthernetPort(MB/switch4) SW4ik— bk

Si-R220B/Si-R220C

1 EthernetPort(MB/line0) LANO 7R— &
2 EthernetPort(MB/line1) LAN1R— bk
3 EthernetPort(MB/line2) LAN2 iR—
4 EthernetPort(MB/line3) LAN3 iR— bk
5 BRI_PhysicalPort(MB/line0) ISDN 7R— b
6 ISDN_Dch(MB/line0)

7 ISDN_B1ch(MB/line0)

8 ISDN_B2ch(MB/line0)

9 ISDN_Signaling(MB/line0)
10 DSO0bundle:00(MB/line0)

1" FR_DLCMI:00(MB/line0)
13 ComPort(MB/line0) COMik— b

Si-R240/Si-R240B

1 EthernetPort(MB/line0)

LANOR— bk

2 EthernetPort(MB/line1)

LAN1K— bk
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Si-R260B

1 EthernetPort(MB/line0) LANO 7R— &
2 EthernetPort(MB/line1) LAN1R— bk
3 EthernetPort(MB/line2) LAN2 iR—
4 EthernetPort(MB/line3) LAN3iR— bk
5 ATM_PhysicalPort(MB/line0) ATM25 7 R— b
6 ATM_cellLayer(MB/line0)

7 ATM_aal5Layer(MB/line0)

Si-R370/Si-R570

1 EthernetPort(MB/line0) LANO 7R— &
2 EthernetPort(MB/line1) LAN1R— bk
3 EthernetPort(MB/line2) LAN2 ijR—
4 EthernetPort(MB/line3) LAN3 iR— &

AR — REDIIG
Y XOw &S (slotY 1 Y=0~3)
X 2Oy MBE X=Y+1)

BRIFEEREI 21— L2

X001 BRI_PhysicalPort(slotY/line0) BRIK— bk
X002 ISDN_Dch(slotY/line0)

X003 ISDN_B1ch(slotY/line0)

X004 ISDN_B2ch(slotY/line0)

X005 ISDN_Signaling(slotY/line0)

X006 DS0Bundle:00(slotY/line0)

X007 FR_DLCMI:00(slotY/line0)

PRIGEREY 2—IUL2 /PRIHBREY 12 —ILL3

X001 PRI_PhysicalPort(slotY/line0) PRIR—
X002 ISDN_B1ch(slotY/line0)
X003 ISDN_B2ch(slotY/line0)
X004 ISDN_B3ch(slotY/line0)
X005 ISDN_B4ch(slotY/line0)
X006 ISDN_B5ch(slotY/line0)
X007 ISDN_B6ch(slotY/line0)
X008 ISDN_B7ch(slotY/line0)
X009 ISDN_B8ch(slotY/line0)
X010 ISDN_B9ch(slotY/line0)
X011 ISDN_B10ch(slotY/line0)
X012 ISDN_B11ch(slotY/line0)
X013 ISDN_B12ch(slotY/line0)
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X014 ISDN_B13ch(slotY/line0)

X015 ISDN_B14ch(slotY/line0)

X016 ISDN_B15ch(slotY/line0)

X017 ISDN_B16ch(slotY/line0)

X018 ISDN_B17ch(slotY/line0)

X019 ISDN_B18ch(slotY/line0)

X020 ISDN_B19ch(slotY/line0)

X021 ISDN_B20ch(slotY/line0)

X022 ISDN_B21ch(slotY/line0)

X023 ISDN_B22ch(slotY/line0)

X024 ISDN_B23ch(slotY/line0)

X025 ISDN_Dch(slotY/line0) [ISDN ]

ISDN_B24ch(slotY/line0) [ISDN L1%4]

X026 ISDN_Signaling(slotY/line0)
X027 DSO0Bundle:00(slotY/line0)

X039 FR_DLCMI:00(slotY/line0)

100BASE-FX#RREY 21— L2

X001

EthernetPort(slotY/line0)

100BASE-FX iii— b

ATM25M HBREY 2 —JU L2 / ATM25M 33RE S 2 —JU HA1

X001 ATM_PhysicalPort(slotY/line0) ATM25KR— b
X002 ATM_cellLayer(slotY/line0)
X003 ATM_aal5Layer(slotY/line0)

ATM155MHEERE Y 21— L2/ ATM155MHE5RE S 2 — )L H1

X001 ATM_PhysicalPort(slotY/line0) ATM155 jK— I~
X002 ATM_cellLayer(slotY/line0)

X003 ATM_aal5Layer(slotY/line0)

X004 ATM_SonetPath(slotY/line0)

X005 ATM_SonetVT(slotY/line0)

100BASE-TX#RREY 21— L2

X001

EthernetPort(slotY/line0)

10/100BASE-TX ik— bk

10/100BASE-TX 2 jR— MIEEEEY 2 —IUHA1

X001

EthernetPort(slotY/line0)

PORTO

X002

EthernetPort(slotY/line1)

PORT1
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BRI4HRREY 2 —)UH1

X001 BRI_PhysicalPort(slotY/line0) PORTO
X002 ISDN_Dch(slotY/line0)
X003 ISDN_B1ch(slotY/line0)
X004 ISDN_B2ch(slotY/line0)
X005 ISDN_Signaling(slotY/line0)
X006 DSO0Bundle:00(slotY/line0)
X009 BRI_PhysicalPort(slotY/line1) PORT1
X010 ISDN_Dch(slotY/line1)
X011 ISDN_B1ch(slotY/line1)
X012 ISDN_B2ch(slotY/line1)
X013 ISDN_Signaling(slotY/line1)
X014 DSO0Bundle:00(slotY/line1)
X017 BRI_PhysicalPort(slotY/line2) PORT2
X018 ISDN_Dch(slotY/line2)
X019 ISDN_B1ch(slotY/line2)
X020 ISDN_B2ch(slotY/line2)
X021 ISDN_Signaling(slotY/line2)
X022 DSO0Bundle:00(slotY/line2)
X025 BRI_PhysicalPort(slotY/line2) PORT3
X026 ISDN_Dch(slotY/line2)
X027 ISDN_B1ch(slotY/line2)
X028 ISDN_B2ch(slotY/line2)
X029 ISDN_Signaling(slotY/line2)
X030 DSO0Bundle:00(slotY/line2)
F—5EEN— R
ERLAND— R
X001 WirelessLAN(slotY/line0)

o MEBAVITI—RTLEDBEE
WEA YT T —AICDWC, ifEntry DFFERGEZ NORUET . ZODEIE new mode CEATSNE T,

10000 ~ | MultiAccessVirtual(lanX) lan €% (ifindex = 10000 + X)
19000 Loopback loopback E&
20000 ~ | PointToPointVirtaul(remoteX) remote & (iflndex =20000 + X)
100000000 ~ | P2P_Datalink(remoteXapY) apE= (iflndex =100000000 + X X 10000 + Y)
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2.23.2 |BIN—YavEEMIB E— RTOifindex DEJDET & ifDescr

[B/\—2 3 VEBMIBE—RTODiflndex DEIDHT., BLUONWILT D ifDescrZLA NIRULE T,

1~ | lanX

lan & (ifindex =X+ 1)

LAN (%1) +1 ~ [ mtX

remote % (iflndex=LAN+ X+ 1)

LAN (3%1) +RMT (%2) +2

o0

loopback A %71 —2A

¥ 1) LAN : lan EEOAEL
¥2) RMT : remote TEZEDIRES

* lanEZEAIBEH

10

Si-R180. 180B

20

Si-R220B. 220C. 240. 240B. 260B. 370. 570

* remote B IR

50 Si-R180. 180B

100 Si-R220B. 220C. 240. 240B. 260B
500 Si-R370

1000 Si-R570
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2.24 ECMP t&fE
L8

—MEHIC, I—T 4 VI KBDERESEF. BEEE UCERESNIC1 DDRY hD—7 (% U CELZERgE/E@EE/
ADEHGDBE. TOBEIXNEZEELT., Ho>EDBEEIA DN WVEE/ (A ZH—ITRELE T,
ECMP (Equal Cost Multi Path) #gElF. B USHTHERY hT—7(2)Tw hEXETDBEIC. BUBEIX
FONRZEHBIT D EICEKOT. BE/NRADEBEZDHITDENTEDHEETT,

BE/NRF. FRADECEABKICFIBRIDCENTEET,

o —NIFIL—F 4T BIEIX MR/IDBE/ AT ZHNAT 2155

| |
| |

o ECMPHEEICKDIL—T 7T BUBEIR bOBIE/ R ZEIHAT 255

—ag” S
| |

ECMPHRETIF. R T 4 vIIb—T 4 VIICKDREERTEF 2| OSPF ZF A U TRIEE B Z1T o lciBAIC.
BHOBE/ R ZERICHEATHIIENTERT,
AT 4w )b—h&EOSPFZHBUER (R FBH TCEFT B, AT« v IL— hDEHETERINSE
HODBE/ R & OSPF DEH TR NS EHDEE/ A E(FHII U THRESNE T, BUREICHLTASY
T 1w )b— b& OSPF DA DBE/ N ANFELUCBEEF. BEERECEDVT, E5500DBE/CADNR
ESNFT.
o XITAVIIN—T 4 IDHEE
BEBILEDBLIUOA NIV IBEHREURAS T v I)b—MFECMP & UTEBFICHBEINE T,
o OSPFZAATHEG
BE/IADREBEEICL>TAUBEIR hEofcBEIC. ECMPEUTERRFIBEEINE D,
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._/ufc;‘%Lm’&DU"C

2.241

ECMP #8E(Z IPv4 DIESEIFFIATEE .

- BEDEEtLYYaVvEHEDEE/NAICRENICET LR TEX A FIATZEE/I(RIE. /XUy MRXFIC

REENTT, \vYaARZFERALESED. BE/N\ABHELTDE. AIASNDEE/IADEEEINDI LD
HHFET,

« NATHEBELIHAT AT LI TEFRA. Floo ECMPHEEIC K> TAEZDEILICEF/ (A DFEFRIET. NAT BEE

ICKDTT RURAERZEES B D T LB TET B, NATHEEZFIAT 255G}, TNZND&EELY Y3 VhiE
UBENRAZFIA LTSI EHBETTH,. ECMPHEEEZFIAL CREZDHILIHES. BUERE/\RAZFIRALE
[(FRTENTERFLBBRIENBDET,

« BENZABERAAN TSV Y FOEVARZBERUIBESE. ECMPH#EECK > TRESHTYT 288/ (ADEHEIE T,

Ty FORBZSRUTUIRZEITSHEE (IP T« ILYU VTP TOSEFRAMEEL L) ZEALBVTLEEL,
IPISTXY RENENZENDINT v bRl DBIE/NNAZEAT D). ELLIETELVEEHSDET,

+ MPLSHEELHALIES. BIRE LU TEREEE/I\ADEBHREINTVTH. AEZSHIT I LETEX A,

ISDNBIEF fz 13 PPPoE iBIE THIFEFREEEZFIA L XL ERT L DBE/ (R (G, SRIRBEEDEHTEETER
WESTHERE/(ADEEHRHETELEN e, ECMPHEEEDER/(RICFIALIBWTLIEEL, ERICEETST
ENTERFLBRTENBDET,

BRI AEIRGE

ECMPHEETIE. EDEHMDBE/CAT/\T Y Me#nX I DDHVERET DI, LIFDHIRDHOET,

ZuvROEVAR

ZNZENODZEH/) T w MME. MBI EE/(RZTDBEZDENTEFT., BE/\RDOEFFFIFHEHEIC
PEUEITN. /Ty FOEREIBEIFRIESNE B Ao

N aFR

*ﬁN7VF®W§E$DZ ﬂ%?%LFWX%“ﬁbiﬁoC@EE%W%bR%S B UM ~EOD

BEIIEUBE/RZFRLET, 0D, /Ty COmMEIRFREESNE ITH, BIE/ (ROEFIRD

BahHhERI,

FEECIE. LUTDIEFCREE/ (RZFRLE T,

(1)
(2)

(3)
(4)
(5)

X/ T Y bOERETIP 7 FURESHTERIP Y FURZ, 32EY bOEELTNELE T,

(1) OERDOLEM16E Y hOEEMI16E Y POEZINEL. H EANDZRELT16 By bDEZEH
OES-I

(2) DIERD EMIBE Y hDEE TMISE Y FDEZME L M EADZEEL C8E Y PDEZEHULE T,
(3) DIERZHM AR REIFBIE/ (A CEI DT RD ZRDE T,

(4) DRO%Z, UHCHTIFSHT, \E/RAZERELF T,

CRODODHBE 1 EE/ (X1 7ZFH

RO DHE [ BE/ (X2 7%ZH A

CROD20%BE L EE/ (X3%ZFH

CRODBDHE [ BE/ (X 47ZH A
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) EETIP 7 KU 192.168.1.1. HTHKIP 7 RLUAH172.16.254.1 TH D) MMTDWT,
192.168.2.0/24 |CEhET D3@IE/ (X 1. BIE/(R 2, BE/(R3. BE/(RADFET DIES

)
31 2423 1615 87 0000

ooomroood 192 168 1 1 —— c0a801010 160 0 O

ooolrPOOOO 172 16 254 1 —— ac10fe010 160 0 O

FTNZENZMELET,
c0a80101 + ac10fe01 = 16cb8ff02 (163E%X)

HERDZEBLTI2E w FDIEICT D& 6cb8ff02 (163EH) EEDETD,
(2) (1) DHERDLEfI16EY hETI6E Y NENELE T,
6cb8 + ff02 = 16bba (16 %)
W ERDZEERLTI6E Y hMDIEICT D E 6bba (163ER) LD FET,
(3) (2) DERDEMIBE Y FETIBE Y MENMELE T,
6b + ba = 125 (163&%)
MIERDZEBLTSE Y hDIBICTHE25 (16ER) EHEDFT, TDEZ 10ERTERI E37(CHED
*x9,
4) (3) DIERDI7TZATEIDIERDZEKDDET1EHEDFT,

(6) (4) DFERICKD. BE/CX2DHAIRESNE T,

2.24.2 BEINYIT v IHEEE

WBE/NYI7 v ITREEHRAT O LK DT BE/ (RO—BICEENFEE UICHE. IERFBE/ Rz
LUCBEZ#IRT 2 ENTEX T, CNICKD T, EBHICIELRERE/ (AZMAL Camzos L. BiEE
ERERCEIAIRIREEEE/ (RZHA L CBEZ#M T D ENTEFT,

e 5@ SRYU—X X RREEHIE 227 ECMPHEEZES ] (P344)
SHRYU—X WebRESEAIE [2.27 ECMPHEEERES] (P782)
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2.25 VRRP g
L8

VRRP#aEE (. BINICRREEHIE (RIPTEE) TEFVIRARD S, BIORY hDI—IOBEICFERALTVSD
W= DIEAROD DERTHBR TEELEDIZEE. BB TREDDIL—FhEEZ/\v o7 v T (G5
Ry bR VINAHRE) TI. Ffc. VRRPDIII—TZEHERET S ET. BIEOEEDBETTREMNZSE
Rodee (OSRAYUVITHEE) BYR—PLTVET,

VRRP#8EIE 2 DU EDIL—F BT IL—TZER L. 1aDIL—F (RIEIL—5) DRIICEMELET, JIL—T
ROFI—FICIFBEEDRESNTHD. TOBEEICHEOTYRAYIL—F (RRICI—FT 1« VIZ{TIXR
B) EN\vIT7vII—5 (RRYI—FITEBZRE U EE(CI—F « VTIBZSIEHCEE) ZRE L
FI. Ffe. JI—TTEIRBIPT RURAZERE L. YAYI—IDTI—THTD/IT v MeIBLE T,
BTSRRI G Z TR — b U COEWRR Tl RO T 74 )L ML—5 E U TR IP 7 RURZRET D
CET. BRI —F = ER UIEREDEVBEZRRE CEE I,

E5IC 2DV EDIV—FTEHDIIN—TZEI AT I—IDDEHT DKL DICEEL. mARSECTTIAIU S
I— bDRBIL—FZRFTCRET D ET, BEDHENRBEDI AUV THEDRIRECEXT,

VRRPHREZ BRI & & ED/L—5 DEMEZLIRICEHALE T,

2.251 ERKRY BRIV INA HEEE

o EEISDENE
VRRP#EEZER UL TLDHEE. YAYI—FIE. EENIZ/I\w o7 v FIU—FICVRRP-AD X v z—
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oo

oooo
oo dtiihagl 500000

o N

JU—LJUL—=RBTDEE

PVCIRREFEESFIE (ITU-T Q.933 Annex A) ZRAUCIBEG. AREBKIUHEFREIGTERNICY VUiKEZE
BOEDEIX v E—IZEEHUET, ZNUTHULTRNDYU VI DREZRRT DA v E—IZERELE
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wan atm oam & & fcld remote ap atm oam E&EICK 2 T OAMZEZEBNIC UIEHBEIC. OAM [C KD
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ISDN TREHEFHEZFA UICBAE. ERUORENBEREE U TRESNE T, Ffc. BESEIRE
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(F. BERIL— D SOREBEHICKDIREEINE T,

i yTEAERAE

AEEFERSNCEREECEICBEREEZHRE T HEZUR— MU TWVWEYT, BEOEIBREDLEEHTITD
CENTEFYI, CIT. BEERICKLOT. BEEREEEIHRENIEEICEREUCRETDCETRELE
BOIMRTIHLEDHEEDHDEFT ., TNITHWL. AEBFERNCBEREIRRBZ MRS T D BT EREET
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VITp group trigger route E&xIC K D CERESNF I,
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ER
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EERREZRIA U CXERIIZERT S EICK 2T JE UCHEICIED SERDNBEICUIMISNE T,
ISDN [ElfREIMiEe(E. EEEMRE] OREICRDET,
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« AAABHICEI—1—Y (N\RAT—RBE—) HEETDIEECE. ERESHINESVAAA I-FEHRHESLINF
T, EEBEHRETVI—HVBERICRKEBEFSH—HITIEELGD. EEBSHNSV I —HIBERICREBTSTH
AZITOBVERNSDEED. ERESDINSVLI-YTEEMTIDONIT,

« 8 ID CEBOEEZETIBER. AAABROI—YERIC. IDENRAT—REFZEBEL T L (ERIER
EEZLEVT, IDENRT—REFOI—YERECETDEHEIDELTRONETD),

e s SFRYU—X OV RERESRIE
[2.40 AEBD/\Y VD BEERER TS (UE— P I7EAT—)0)] (P403)
SFRYU—X  Web SRESHIE
[2.40 HEBD/\Y DV OEEER TS (VE—RFZIEXT—/0] (P919)
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T
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2.29 RADIUS j¥g8

[Dooo) 2weE

RADIUS t#%gE

(F. AAA (Authentication, Authoraization, Accounting) 1EFRDEEZNEEH—/C (RADIUS H—/X)

ZRRUTITOMEEC T, BHOEECHU AABRIUNEFSE P, REOI—TIERZEET DHELLE.

d— ‘U’@D/L.\DIH%%E‘\@EQE

IV NN

[CDWVWCEHRALE T,

2.29.1 RADIUS IS4 7 M&iE

RADIUS 754 7~ hEREIX. LITDRADIUS UR— MMERED'S AAAZRRE U CHIAESNE I, LITIC,

NOKEE CHIARIREE AAABEIRZRULE T,

Bk, 1—Y CEOERRBPOROMNBERZEN U CEEITHILEN TEFT,
AEE(CIE. RADIUS 754 77~ b¥BEES RADIUS U —) \HEED 2 DA D KT,

TNZENODREE

Tnz

RADIUS Y iK— Mgk

SREEAT (authentication)

J—Y15% (authoraization)

FhOVF 1% (accouning)

FUTL— hiEEksE
(ISDN ##%)
(%¢1)

. PAPE..EE
- CHAP %3
- #EEBS (CLID) 53

<HBFEREIP7 RUR

< IPV6 A% TJx—2RID

- IPv4 A5 T ¢ v U RIRIEER
- IPv6 A5 T 1 v U RIRIEER

EREFIT v MY
EZE/T Y MY
- FEfRSR

SaVAVE S =2
(IPsec ./ IKE ##5)

U7 T+ ML

(%2)

- IPV4 A5 T 1 v URIRIEHR
« IPV6 A Y T 1 v U IR IEEHR

EREFIT v MY
EERE/INT v MY

- KEt v Y 3 VRIED - i
HHE# (Pre-shared key)
- BEI$ERCIRA IPsec fBERD
TR &
By aVERRKRTZ RUR
- YR IPsec XS ETE
FIERART I EABALE | U7 T+ X MRS FERLFEA FEALFEA
faE (%3)
(MAC 7 R AEREIE)
DHCPMAC7” RUR | U757+ R NEEE ERLEFEA FEALFEA
FIvo (%3)
(MAC 77 R REBEI)
% 1) Si-R180/180B/240/240B/260B TlFFIBTEEEAv.

% 2)
A

IPsec / IKE £t C RADIUS #8E7Z AL\ DIZEDsREEF. 1—UH,
Gk, FICFBEFRIIP Y RURZEE 2D

¥3) 1—Y&, JIRT—REBICMACT FLUR (RUIDXFIFEUHEX12XF) ZfEofcs

(PAPEREEEEIL) EEDET,
AEBDRADIUS 754 7~ bEREIE. BEED RADIUS U —/\ZZER UIC/\y 77 v TR E I darm o aiE

RDEIBEC T,

JIRAT— R EBITIKEBEROEFESE

Uy T:‘:X '\DL,\DIE (PAPDL\DEtl__lLJ) EIEDET,

Uy T:‘:X '\DL,\D

RADIUS T —/NE U CERS NI —I\B KU T HD VT 4« I T —) &, alive IRREL dead RREZFT B
o TNZENDOREOEKRIILIFOLEBD T,

o alive JREE

P—)\OMEFRIRECHDRETT

BgrEnsL (E

B UBEEOY—/\BMEMFET 2HGIE. SVFLICY—/IHhhE

FLOHEDNELY) U—) IO BBEVUTERINE T,
RENFT,
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F2E W=

e deadIREE

F—IBTDUITAMITA LTI MUfelEICRD, ZOY—)\DEAZ—FRRICELELUTVDIRET

T, [FDCalive REEDT—/ W7 T 55,

EFEUCBEEDEICRS MERASNE B A,

EBIBFEEBE CEE LCRKE BT L. BEMICalive )REEICEIHLE T,
FELXICET NIV T 4 VIETIHBAE. INCDOY—/\Hdead REICED E. SVTALICT1DOY—/(T
FITU. WEDFSNIEY—/\Falive REEICEIBLE T,

2.29.2 RADIUS Y —/\EfE

BAIRIC. RADIUS U—/) HBETHIFTED AAAIBHRZRULE T,

*PAP /U7 7+ X MR
+ CHAP S33IE

- HEEESRI

- EAP MD5 £33

<HBFERIPF RLZA

A5 T7x—XID

- RERIEER

- IKEH B

- IPsec XEREEH

- By Y a VERRKR7 RUR
« 33K IPsec X RETFH

* VLAN ID

FOFw MY
I\Twy MR
- SEGRSRE

) RADIUSHY—/\RECRITIOIe 7 WD VT « VIBERISV AT AOT(CHASNE T,

AEEHNTR— I HRADIUS 7 MUE 21— ZRULET,

BFSD (N) &> TWVS7 MUE 21— MERADIUSIEEY RUE 21—, (26AB) & Ko>TWLWDHF KU
Ea1— & VSA (VenderSpecific-Attribute) Tapnbh. AR A ID, BOAIXRVAEEBUHESZRUE I,

REEHYIR— T D Authentication 1E#R

aaa user password

User-Name (1) STRING
aaa user id RFC2865 [C #E#L
User-Password (2) STRING

RFC2865 [C#EHL
PAPSREEDBZSICERENE I,

CHAP-Password (3)
aaa user password

STRING
RFC2865 [ #£#lL
CHAPSREIDBSICEREINE T,

Calling-Station-Id (31)
aaa user called number

STRING
"<called_number>"

FclE. <subaddress>h'BBHESEE
"<called_number>*<subaddress>"

23Y

aaa user supplicant mac "<mac>"
<mac> [& 'Xx-xx-xx-xx-xx-xx' iz,
CHAP-Challenge (60) STRING

RFC2865 [C#EHL
CHAPSREIDBSICEREINE T,

EAP-Message (79)
aaa user id
aaa user password

STRING
RFC3579 [C 38
EAP MD5SREEDIES ICEREINE T,
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AEBEDHY IR— b B Authorization 15k

RADIUS7 RUEa—b (BS)
ML DAAAREIVY R L=
Framed-IP-Address (8) IPADDR
aaa user ip address remote RFC2865 [C #EHlL
Framed-Route (22) STRING
aaa user ip route "<address>/<mask> <next_hop> <metric>"
+ <next_hop>ICI& 0.0.0.0 Z_EL TLIEEL,
« 1207 FUE1—bFT1 DORBIGHRERELE T, EREDRIBIERERET
3155 k. ZOEHSO7 NUE1— MDREBEEEDET,
+ aaa user ip route CH&TE LTz distance & RADIUS #HETImET 2 T EHTEEE
ho RADIUS 547> MHSZIFEL o iR ERTEFRD distance {EIXHIC 100 ElE & 15
bxd,
Framed-Interface-ld (96) Interface-Id
aaa user ip6 ifid RFC3162 [C#EHlL
Framed-IPv6-Route (99) STRING
aaa user ip route "<address>/<prefixlen> <next_hop> <metric>"
» <next_hop>[ClE “:” ZBEULTLREELY,
« 1207 NUE21—FT 1 DDFBERERELET T, EHEOERIERERTET
3158 k. ZOEHFO7 NUE 21— DU EEEDFT,
+ aaa user ip6 route THERE L Tz distance [& RADIUS #EE CImET DT EHTEFEE
Ao RADIUS IS5 41 7 MHEZIFEL o e iR IR IBERD distance {EIXF(C 100 EE & 1%
bxd,
Fujitsu-ipsec-ikekey STRING
-Commands (26,211,105) "<kind> <shared_key>"
aaa user ike shared key <kind> : HEROEOERZEXFTIEELE T,
0 16
1 XTSI
<shared_key> : £H#% <kind> TIEE LIERI T FIITIEELE I,
A7 NIJEaA—MITSITAY hENFEA. DIk aaa user ike shared key ¥
> RT 247 XF2#B2 B shared_key ZERELIIHE. BASEHH7 FUE21—BIC
SENEVH, BEULEESDICAAABERDIIED S IED FT . RADIUS H#EE
{EAY %1583 shared_key [& 247 XFELIRTERELTLIEELY,
Fujitsu-ipsec-addmask STRING
-Commands (26,211,106) "<src_addr>/<mask> <dst_addr>/<mask>"
aaa user ipsec ike range <src_addr>/<mask> :
EETTIP 7 RURERY BRIV ZEERULE T, anyd ZHEELIBESE>TNTD
IPv47 RUR%Z., any6 ZIBE UG TN TDIPV6 7 RURAZEELIEBDEH
BENEd,
<dst_addr>/<mask> :
STEIPPZ RURERY NRRIZFTMUF T, any4 ZIEEULIZSRRITRTO
IPv47 RUR%Z, any6 ZIBEUTIBEGIFTNTDIPV6 7 RURAZEELIEBDEH
BENEd,
Fujitsu-ipsec-pingdest STRING
-Commands (26,211,107) "<destination>"
aaa user sessionwatch <destination> : BERfIMRETDHTHEIP 7 RURAZIBELE T .
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Fujitsu-ipsec-ext-addmask- STRING
Commands (26,211,108) "<src_addr>/<mask> <dst_addr>/<mask>"
aaa user ipsec extension-range <src_addr>/<mask> :

RETIP? RURERRIZEIRLET . anyd ZIEEULEBEETRTDIPV4 7 R
LR%Z. any6 ZIBELEBSIEIRTDIPv6 7 RURZIBELIEDDEHFELET .
<dst_addr>/<mask> :

BTHRIPZ RURERRIZERLET . anyd ZIBELEBSIEITRTDIPv4 7 R
LR%Z. any6 ZIBELEBSIEIRTDIPv6 7 RURZIBELIEDDEHFELET

¥1D207 FUE21— T 1 DOMREBEZRELET T BHEOHNREFZRET
2EAI. ZOEHRSO7 NUE21— MR EELEDET,

Tunnel-Private-Group-Id (81) STRING

aaa user supplicant vid 0x00+"<vid>"
<vid> : Supplicant [ICBIDZHT% VLAN IDZIBELF T,

AEBEHYIR— 9 % Accounting 155k

Acct-Input-Octets (42) INTEGER
RFC2866 [CHEHL
Acct-Output-Octets (43) INTEGER
RFC2866 |C#EH#lL
Acct-Session-Time (46) INTEGER
RFC2866 [CHEHL
Acct-Input-Packets (47) INTEGER
RFC2866 |C #EH#l
Acct-Output-Packets (48) INTEGER
RFC2866 (T #E4il

ZABEICREDIIT

o FEEDORADIUS H—/(#HEEE. SIFRYU—XBKUSR-SYU—XDRADIUSISA 7Y MO STIFATEEY .

c 1BOFFEE LT, RADIUSH—/\#EEE RADIUS 54 7 Y MEREZIHAT S C EIETEF B A

« 1B0FKBELT. RADIUSY—/\EEEEBHERET D LETEFBA.

+ RADIUS 70O R OFHIT. BIFICSREEBRUTHO VT« VITHMTADEE 256 T . EIRFIC 257 LI EDEREIE
PHOUT 4 VI TOIEBEIR. mALBRBMUET,

+ ZAEBEODRADIUS HEHEIE 4096 /N1 FEFEZ D RADIUSD/\T v R ERZIFBA.
RADIUS —/\EgEZ LD BSIE. UTOKRIFBSICCODLEREBITULEVNE T, RADIUSH—/thS/\Ty
rEEXETELGLED, RADIUSTISA 7Y MITHA LT D SOHREEL., SREEFREBULET,
- IPVA R T 4 v IRBIERZEXREICHRELIEIBES (5o EBRVLERTH 130{EH LER)
- IPV6 R T 1 v VRBEBREAEICRELLES (B> &BHRVLEXTHIS0 @D LIR)
- ¥EER IPsec WREIFHZEKEICRELES (B2 £BHRVLERTHS0EH LIR)

+  AAATBER®D aaa user ip route. aaa user ip6 route (XRFF ¢ v IRIKIER) TRE U distance (B (BEE) X
RADIUS Y —/\EETIHEET D LIFTEF B Ao

+ AAATBERD aaa user ip address local (IPEXREHR) THREUERIIP 7 RURIERADIUS U—/\EHETIXEET
P EIETEFBAS

+ RADIUS U547~ MEBETZME L fc Framed-Route. Framed-IPv6-Route MD1{&#R[ distance 8 (B%EE) 100 DiF
BERE LTRONE T, Fle. TNSORBEREZIFTANCER. KEORBHOLRERBITLFSIES. O
RIS NF T,
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+ RADIUSUSA 7Y MNERERLTH. BLITIL—TD1—EREFIASNET. AAATIL—TICRADIUS &
SA7 Y MMEEE (aaaradius) EI1—Y1EER (aaa user) DEAZEZRLEE. FFRADIUS IS4 7 MMEEET
SREEDTONEF T, RADIUS 54 7 MERETOFREEN II L IBS Ik 1 — U ERIEFIAS NF AL, SREEICK
BUEBSE. RICA—YBERTRIAEITVET,

+ RADIUSTHI VT4 VI —N\ZEERETEBRUCES. 7HU VT« VIMBETHO VT« VT8 TIREIDT
NOVF 4V TY—INTERENDOEEEDHDF T,

+ RADIUS Y —/\#BEIX VRRP #EEEZERA L CREILT BT LFTEF A,
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2.30 IEEE802.1 X EZ:EikhE

| Si-R240,240B

|EEE802.']XDIL\DE$& tlg ﬂﬁB(:EQ% LJT; RADIUS‘U’ }\[Ld:jz_ulunl—t%??b\gfg—o
K%EZ‘_‘(; IEEE802. 'IX(LEHLLJT’—D/L.D ﬁb (8021XDIL\DIE) 78_:"3“1'\ FLUTWET,

SREIHEAEIE. EBEEATC [EAP-MD5]. [EAP-TLS]. [EAP-TTLS]. TPEAP] [CHIGLTWEY ., SREIEITD It
DEREET—IR—AEUT. BEEARD AAA#REZ AW CO—HIUEREEE. SERIC RADIUS U—/)\ZRE LT
UE— REREINFIETCEFE T, O—NILEREIZFRIRT DHE(E [EAP- I\/|D5J DH TR ZITVWET, UE—H
FREEFB YT BEF. O—NIVEREEICHENT KD R LML [EAP-TLS] BKU [EAP-TTLS] R &ETREAZTTN
EEP

AEEREEFAT DT E T, SREFEFOIDIFEL) Supplicant DI@IE BREIESREFRL) ZINTEM L. RIS
Supplicant IAD B DRy 8 DT—TINDAREFP IR ZBRIEULE T,

REBE CEMERESEDEIN TS RADIUS U —/ &, E1@& [Safeauthor V3.56] TI5

KRB ClE. 1 DOYIEBIR— S CTEHDRKRZRL CEX T, CDHE, FAEEDYER—MMIRAvFV T
HUBIREZ# R L. TIICEBMDImRZRE R L C. TNENDIWHAR CoRal 21T D ERNERET T,

1 DOYIBIR— b CEBDIHGKRZRIL T DHE. EAPOLFIR" X v —IZXETHIYTUAY MY T hERE
RAUTLEE L "EAPOLEIR" X v E—YZXELEWSTUANY MY T M TIEFEEEN RS NE B A

ER LAN TOF B TEMERESRDENTWVWD T TU AT MY T MME. E8B& [Systemwalker Desktop
Inspection 802 1XHYTU AV ] T,

Ffo. HER LAN TOFBETEMERR DN TWVWD T TU Y MY T ME. FunkSoftware 2 [Odyssey Client
Manager3.10.0]. Microsoft® [WindowsXP/Vista Zero Configuration]. Atheros® [Atheros 75472/
A=F«4UF«4—] TT,

RADIUSO OO0
ooooo

192.168.1.100 192.168.1.1] [ 192.168.2.1/24 |

O0LAN O OLAN

ooooo ooooo

00000EAP-TLS |DDLANDDDDDDWPAD|

IEEE802.1X0 0 0 0O O PEAP

CAIEBICTEDIIT
#BIR LAN DSREEERE T WPA. WPA2, WPA/WPA2 BEHIRIE— RZIERE LIcIEE. |IEEEB02.1X EREEIC KB iEHmZlT
Wxd,
SREIKEAEE LT, ER5EATC TEAP-TLS]. TEAP-TTLSI. [PEAP] [CHIELTWVWET,
58, BEEA [EAP-MD5] [CKDO—AHIJVEREE. U E— MEREEFESR LAN 4/97 :I:—Z‘Cla*ﬁii'diuo
AAABEEEDEREEIEHRE UCIHBEREIIIBEOHF U R— L. HEHE U\ v M. T7—5E) BEICODBHIENFT,
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DITFIZ, Windows® hME# T3t LT LD EAP (Extensible Authenticatin Protocol) ZRULE T .

O B X R

Windows® 98

Windows® Me

Windows NT®

Windows® 2000 SP1. SP2. SP3

Windows® 2000 SP4

Windows® XP

Windows® XP SP1, SP2

Windows Server® 2003

Windows Vista®

x| O x| O] O] x| x| x| X
O] O] O O Of x| x| x| x
x| x| x| x| x| x| x| x| x
O] O O x| O] x| x| x| x

Windows® 98/Me Tl&. Supplicant V7 hEEA 313 IEEES02. 1XSREI SRS D T EHTEF T,

Flo. EIRLANDIEEES02.1XEREETl&. BBS{EICALOLNDRIFRODZIFE LHITHON S8, SupplicantV 7 b
BERUEREE (RADIUS) T—/NEB(THER LAN TOEFICHIEUTWVWDHENRDDET,

BIFIC, BEAPDSEEA N ERHZERLUE T,

EAP-MD5

ID. /{20 —RN—2DRIBRHETH 2.
I-YEHH/ZD— REEETE UL, BEEORFERMNTE D,

EAP-TLS

SAZADER (DTI I N) ICKBEREADTED,

9547V 8 (A—YHK) EY—INNOWACEREINT IS IVEAEC KDWSEERIANTED.
HRRUIND 1 —YRFIAEDF = v I B LIEEHTED,

AEAERMBER (CRL) ZRIRL. KA UIEIBAB DT U R ZEIERTED,

EAP-TTLS

ID. XRADT—RR—ADFIRETH Do
1—YinkA TIAREHFETH D,
BAROIR FEIEHDEL BLVEFIUT 1 URIVERIETE D,

PEAP

ID. XD — RR—ZOREHRHETH .

1—YiEkAI CHAABEHFETH D,

BABOIR MEEHDES . BOEF1UF « UNIVERETES,
1—YESNNRT— REEBTE 36, EREORHEENTES.
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HAEBAIE (V33) £25 BEEES
EAP-MD5 5%
EAP-MD5EREEE(F. 1 —HimARE RADIUS U —/ B CTHBD/ (R T — RZR DI EICL DT, FEEIT AN T

9, FrLI - DARVAZPOED U, MD5/\v¥aB#ICK>TES{ELT. RADIUSTY—/\H\1—TD
L2 TR T O—JUEREERSE TRADIUS T—/ U] ORDODICHARBEAND [AAAKRE] DFIFESNE T,
IEEEB02.1X #BEMD EAP-MD5 EREED Y — T VA2 LI FITRULE T,

oooooo

IEEE802.1X
ooooooo

EAPOL

EAPOLO OO

Si-R

\

| EAP over RADIUS

oooooo
oooooooo

EAPOODOOOIDOOO0O

<

IEEE802.1X
ooooo

ooooa
ooo

<«

EAPOOOCOOOIDOOODO

RADIUSO O ODODO0OOOOIDOOODO

EAPOOOOOOMDSOOODO

<

\

==

RADIUSO OO0 O0O0OO0O0O0O0OMDSOOOO

<

oooooo
oooooooolp

000

<

EAPOOODOOOOOOOOOO

<%

RADIUSO OO OO0OOO0OOO

EAPOOOOO

<

RADIUSO O ODOODOOOODO

<«

<%

Tunnel-TypelJ
Tunnel Medium-TypeO

Tunnel-Private-Group-ID(VLAN-ID)

RADIUSO O OO

MD5
oo0000o000f(

IEEE802.1X
ooooooo
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EAP-TLS 533
RIL\R
EAP-TLSEREEL (&, O —HimRE RADIUS U —/\DR TG ICEIBRZEZHR D EICK DT, ST SR TI,
IEEE802.1X #4BEMD EAP-TLS BREED Y — 4 V A% LI ISR UE T,
goooooo Si-R RADIUSO O OO
EAPOLO OO _
EAPOCOO00OOIDOOOO
EAPOOOOOOIDOOOO _ RADIUSO OO OOOOUOOOOIDODOOO -
EAPOODODOOO0TLSO OO0 RADIUSO 00000000 OTLSOODOO
EAPOOOOOO RADIUSOD OO OOOO0OOO _ M
Client_helloO TLSO O 0000000 O0IDOOODODOOOOOOOOOOOOO
EAPOOODOO0 RADIUSO D O00OO0000OO
Server_helloD OO0 OOTLSOODOOOOOOOOIDOODOOOOOOODOOOOOOOODO TLS
Certificate 00000000000 0oooooooo
Certificate_request0 00 0000000000000
Server_hello_doneDl D0 D0 DO0D00O0OO0OO0OO0OOODOODO
E goMTUOOOOOOOOOOOOOOOODOOOODD3UOoOoOo E
/| EAPODOOODO _ |RADIUSOD DO OOOOOODO |
| EAPODOODOOO RADIUSO OO OOOCOOOO :
|| ooo :
e H
EAPOOOOOO _ | RADIUSO OO ODOOOOO o
Certificate0 0 000000000 O00ODO
Client_key_exchange0 0 0 0 0000000000000 O0O0OOOOOOOOO
Change_cipher_spec0 D00 0000000000000 0OO0OOO0OOOOOO
Finished OO OOOOOOOOOOOOOOOOOO
E ooMTUOOOOOOOOOOOO0OO0OOO0OODOOOOD20000O ,
)| EAPODOOODO RADIUSO 0 O0000000
| EAPODDOOD _ |RADIUSOD DD OOOOOODO |
|| oo :
e H
EAPOOOODOO RADIUSO OO OO0O0O0OO0
Change_cipher_spec0 D00 0000000000000 0OO0OOO0OOOOOO
FinishedD OO OOODODOOO0O0O0O0O0O0O0O0O0OO
EAPOOOOOO _ | RADIUSODOO0DO00000 _
FAPOOOOO RADIUSO OO DOOOOODO
i,
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PEAPS2SE (EAP-TTLS 2SI HEIHE)

PEAP
PEAP

oooooo

FREEE (. RADIUS U —/\DHEIAEZR D &ICK DT
SEED Y —T VAL FICRULE T,

EAPO O O0OOIDOOOO

EAPOOD0OOOIDOOO0O

Si-R

RADIUSO OO OO00O0O0OO0IDOOOO

SREFT DA CTY ., IEEES02.1X HéaE

RADIUSO O OO

EAPOO00OOOPEAPOODO

EAPOOOOOO

RADIUSO 0000 00000PEAPD 000D

RADIUSOD OOOOOO0OOO

\

TLS Client_hello

_EAP0DDOOD

RADIUSO D 00000000

A\

TLS server_helloOd TLS certificate [TLS
TLS server_hello_done

sever_key_exchange]O [TLS certificate_request]d O

EAPOOOOOO

RADIUSO O ODOOOOOO

TLS
oooooooo

'\

TLS change_cipher_specl TLS finished

[TLS certificate]C TLS client_key_exchangel [TLS certificate_verify]C O

EAPOODOOODO

RADIUSO OO OOOCOODOO

TLS change_cipher_specO TLS finished

EAPOOOOOO

RADIUSO OOO0OO00OOO

\/

\

EAPOOOOOOIDODODODO

RADIUSO D O0OOO0000OO

EAPOOOOOOIDOOODO

RADIUSO OOOOOO0OOO

\/

\/

_EAPODOOOO0

RADIUSO O OO000000O

| EAP-Type=MS-CHAPv2(] OpCode=Chal

lenge

EAPOODODOO

RADIUSO OO OO0O0D0O0O0O

I

.

| EAP-Type=MS-CHAPv20 OpCode=Response

EAPODDDOD

RADIUSO O OO00O0000O

| EAP-Type=MS-CHAPv2[ OpCode=Success

EAPOOOOOO

RADIUSO O ODODO0OOOO

»
-

| EAP-Type=MS-CHAPv20 OpCode=Success

TLS
ooooao

—y

EAP0DDOOD

RADIUSO O OO00O0000O

| type=Extension Success

EAPOODOOOO

RADIUSO O ODOODOOOODO

\ 4

\ 4

_EAPOODOO

RADIUSO OO DOOOOODO
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2.31 AEmK7 I CAMLLERRE (MAC 7 FL AEEE)

Doo0) e

NIEwmAKT 2w ABLLEHRE (MAC T RUAEREE) &IE. O—ALLANDSUE— bRy ED—I )T %)
Ty hOXETHAD I SNITHmAKR CTHHDEXEITMAC 7 FU R 2B EICFRELT HHRET I,
FHEEZAIAT © C & CEREEEFRIDIFWVAEmAZIRH L. UE— bRy NDO—ONDREP I ER7Z/HIELET,
FELZIT DICHDEREAT —IN—RAE LT, BEREND AAARREZRWLcO—A)UESEEE. SAEBIC RADIUS
H—)\&sREUlc U E— MR IR TER T,

ooooooboooon

B OOO00OLAN
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