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121 ODOO0OOOOooOOoboOobDOoooog

ooooooo

nsm routing table overflow <route> from <protocol >

oboooooooo
LOG_INFO

oooDOo

iPvaO0O00O0O0O0OD0ODODODODOCODODOODOOOCOOOOO0OO0OOO0O0O0OOOoOoOoOoOooooDoOO
gooo

oboooooboooo
<route> OOUOOOOOO

<protocol>
ooooood

122 O0O0OO0O0OOODOOOOOO

ooooooo

nsm This route cannot be added because the distance is contradic-
tory. <route> from <protocol >

ooooooooo
LOG_INFO

ooog

ooo0oo0oObOO0OO00OOOO00O0OOO0O00OOO00O0OO0D0O00OOOO0DDOODOO0ObDODOOOOOO
0oooooooooooooooooooooobbbooboOooooooooon

obooobooo
<route> [O0O0OOOOOO

<protocol>
goooooo

15



123 ODOOO0OOOOOECMPOOOO

ooooooo

nsm This route cannot be added because the num
ber of ECWP routes has reached maxi num <route> from <protocol >

oboooooooo
LOG_INFO

oooDOo

oo0ooooooooooodoooooo ecMPOOOOOOOOOCOOOOOOOOOOOOOOOOO
gooooooo

obooooboooo
<route> OOUOOOOOO

<protocol>
gpoooooo

124 ECMPOOUODOODOOOODOOODOOODODDOO

ooooooo

nsm This route cannot be added because the netric is contradic-
tory. <route> from <protocol >

ooooooooo
LOG_INFO

ooog

oooooOoOoooOoO00 ECMPOOOOOOOOOOOOOOOOOOOOOOOODOOOOOOOO
ooad
o000oooOo0ooO0OECMPOOOOODOOOOOOOOOOOOOOOODODOOOOOODOOO

obooooobooa
<route> OOUOOOOOO

<protocol>
ooooood

16



010 OOOoooooooo

125 OO0OO0O0DOOobOoOooOooOoOogo

ooooooo

nsm This route cannot be added because the num
ber of static routes has reached maxi mrum <route> from <protocol >

ooooooooao

oooo

LOG_INFO

dooboooooobooboooooobooboboOobbobOoOobOOoOo0oOoboboOoboOOoobboOooDoo

gobooooooogo

obooooboooo

<route> 0OOUOOOOOO

<protocol>
oooooog

l26 OOOOOOOO

ooooooo

nsm Re-registration processing of the IPv4 route was interrupted.

oboooooooao

oooDOo

LOG_INFO

IPMAO0O0O000000000000O0DODOO

127 IPOOOOOOOODO

ooooooo

nsm <address> was assigned to <interface> from <protocol >.

ooooooooo

gooo

LOG_INFO

IPvADHCPO O ODOOOOOO IPOOOOOOODOOOOODODOOOODOOOOOODOOO

17



obooooboooo

<address>
IPOO OO

<interface>
oooooooo

<protocol>
ooooood

128 IPOOODOOOO

ooooooo

nsm <address> cannot be assigned to <interface> from <protocol >, be-
cause dupli cat ed.

oboooooooao
LOG_INFO

oooDOo

IPvdADHCPOOOOOOOODO IPOOODOOOOOOO0OOOOOOOOODOOOOOOOOOCODOOO
gooooooooooo

oboooooooo

<address>
IPOO OO

<interface>
oooooooo

<protocol>
ooooood

18



010 OOOoooooooo

1.3 RIPOOODOOO

131 OOOOoood

ooooooo

ripd: recv from<src-addr> (<interface>): invalid packet |ength(<length>)

oboooooooo
LOG_INFO

oooDOo
0000 RPOOOOOOOOODOOOOOOOOOOCOCDOO

oboooooooao

<src-addr>
RIPOOOOODDODO IPOO DO

<interface>
RIPOOOOODOOODOOODOOOOOO

<length> RIPOOOOOOOOODO

132 OOO0O0OOOO

ooooooo

ripd: recv from<src-addr> (<interface>): invalid version(<version>)

0ooOooo0oo
LOG_INFO

gooo
OOO00RPOOOOORPOOODODOOOOOOOOOO0OODO

Ooooooooo
<src-addr>

RIPOOOOOOOO IPOODODO

<interface>
RIPOOOOOOOODOOODOOOOOO

<version>
RIPOOOOO RIPOOOOOOO

19



133 ODOO0OO0OOOoogo

ooooooo

ripd: recv from<src-addr> (<interface>): invalid source port(<port>)

oboooooooo
LOG_INFO

oooDOo
O000 RPOOOO (RESPONSE)D00U0OOOOOODRPOOODOOOOOOOOOOOOOO

oboooooooa

<src-addr>
RIPOOOOODDODO IPOO DO

<interface>
RIPOOOOODOOODOOODOOOOOO

<port> RIPOOOOOOOOOOOOO

134 OO0 IPODOOOOO

ooooooo

ripd: recv from<src-addr> (<interface>): invalid source address

0ooOooo0oo
LOG_INFO

gooo

0000 RPOOOO (RESPONSE) 000000 OOOOOOOOOOOOOOOOOOOOOOOOO
goooooboooooboooo

oboooooboooa

<src-addr>
RIPOOOOODDODO IPOO DO

<interface>
RIPOOOOODDOODOODOOODOOO

20



010 OOOoooooooo

135 OO0 o0oOooooogo

ooooooo

ripd: recv from<src-addr> (<interface>): invalid address-
fam ly(<fanily>)

oboooooooo
LOG_INFO

oooo
RIPOOOO (RESPONSE) DO 0O0OO0OOOOOODOOOOODOOO AFINETOOOOOODOOOOO

oboooooboooao

<src-addr>
RIPOOOOODDODO IPOO DO

<interface>
RIPOOOOOOODODODOODOOOOOO

<family> RIPOO0OOOOO0OOOOOOOOOO

136 ODOOOOOOOO

ooooooo

ripd: recv from<src-addr> (<interface>): invalid ad-
dress (RTE=<address>/ <nask> [<netric>])

oboooooooao
LOG_INFO

gooo

RIPOOOO (RESPONSE) DO O0DO0O0OO0OOOOOOOOOOOOOOOOOOOOOOOOOOOO
gooooooooobobooooo

oboooDbooo

<src-addr>
RIPOOOOOOOO IPOO OO

<interface>
RIPOOOOODOOODOOODOOOOOO

<address>
RIPOOOOOOODOOOOOOOOO

<mask> RIPOOOOOO0OOOOOOOO
<metric> RIPOO0OO0OO0OOOOOOOOO

21



137 ODOOODOO

ooooooo

ripd: recv from<src-addr> (<interface>): in-
val id mask (RTE=<address>/<mask> [<nmetric>])

ooooooooo
LOG_INFO

ooog
RIPOOODO (RESPONSE)J 0000000000000 OOOOOOODOOOOOOODOOOOUODOOO

obooooobooa

<src-addr>
RIPOOOOOOOO IPOO OO

<interface>
RIPOOOOOOOODOOODOOOOOO

<address>
RIPOOOOOOODOOOOOOOOO

<mask> RIPOOOOOOOOOOOOO

<metric> RIPOOO0OO0OOO0OOOOOOOOO

138 ODOODOOOO

ooooooo

ripd: recv from<src-addr> (<interface>): invalid net-
ri c (RTE=<address>/ <mask> [<nmetric>])

ooooooooo
LOG_INFO

ooog

RIPOOODO (RESPONSE)J 000000000 DOOOOOD OODOOOOODOOe00O0O0OOOOOO
goooo

oboooooooa

<src-addr>
RIPOOOOODDODO IPOO DO

<interface>
RIPOOOOODDOODOODOOODOOO

22



010 OOOoooooooo

<address>
RIPOOOOOOODOOOOOOOOO

<mask> RIPOOOOOOOODOOOOO

<metric> RIPOO0OO0OOOOOOOOOOO

139 RIPOOOUOODOOOOCOCOCDODOOORPODOOOOO)

ooooooo

ripd: RIP routing table overflow <address>/<mask> from <src-addr>

ooooooooao
LOG_INFO

gooo

RiPOOOOOOOOCOOOOOODOOOOOOOOOOOOOOOOO0OO0O0O0O0OO0O0OOO0OOOOO
ooooooo

oboooooooa

<address>
Ooo0ooooooooono

<mask> 0OO0000OO0OO0OOOOOOOO

<src-addr>
RIPOOOOODDODO IPOO DO

1310 RIPOOOOOOOOOOOOODOOO(@OOOOOO)

ooooooo

ripd: RIP routing table overflow <address>/<mask> redis-
tribute from <protocol >

0ooOooo0oo
LOG_INFO

oooo

RiPOOOOOOOOCOOOOODODOOOOOOOOOOOOOOOOO0O0O0O0O0O0O0O0O0O0O0O0C0OOO
oooo

23



goooooooo

<address>
oooooooooogon

<mask> O000O0O0O0OOOOOOCOO

<protocol>
oooOoooOoOooooooooooodg

1311 O0O000oooooboooooon

goooooo

ri pd: connected route overflow <address>/<nmask>

ooooooooo
LOG_INFO

gooo

goooooobooooooooooooooooooboooooooboooooboDbbOoobODbbboOoDbDbOoo
ooooooooo

ooooooooo

<address>
gooooooooooon

<mask> O000O00O0OOOOOOCOO

24



010 OOOoooooooo

14 BGPAO OO DODOO

141 0O00OOO0ODOODOOd

ooooooo

bgpd: <address> <direct> NOTIFI CATION 1/1 (Message Header Er-
ror/ Connection Not Synchronized.) <detail>

oboooooooo
LOG_INFO

oooDOo
goboooooooobooooooobooooboo

oboooooooao

<address>
oooooiIPOO0DODO

<direct> “ received” D000 00000O0O0DOO0OO0OOOOOOODOOOOOOOOOO
“ sending” 0000000000000 0OODOOO0OUOODODOUOOODOOOOOO

<detail> OO0O0OO0OOOOOOOOOO

142 OOO0OOOOO

ooooooo

bgpd: <address> <direct> NOTI FI CATION 1/ 2 (Message Header Error/Bad Mes-
sage Length.)<detail >

oboooooooao
LOG_INFO

oooo
goboooooooooboooboobooooooobooooooobobooo

oboooboOoo

<address>
ogooooiIipPoOOoOO

<direct> “ received” 00000000000 DO0OOOO0OOOOOOOOOOOOOOO
“ sending” 0000000000 OOO0OOCOOO0OOOOOOOOOOOOOO

<detail> OO0O0OO0OOOOOOOOO

25



143 OOOOODOOOOO

ooooooo

bgpd: <address> <direct> NOTI FI CATION 1/3 (Message Header Error/Bad Mes-
sage Type.)<detail >

oboooooooo
LOG_INFO

oooDOo
goooooooooboobooooooooboobooooboboo

oboooooooao

<address>
oooooiIPOO0DODO

<direct> “ received” D000 000000O0DOO0OO0OOOOOOODOOOOOOOOOO
“ sending” 0000000000000 0ODOOOO0OUOOODOUOOODOOOOOO

<detail> OO0OO0OOOOOOOOOOO

144 0O00OO0OO0OOOOOOOOOOODODOOOO

ooooooo

bgpd: <address> recei ved NOTI FI CATI ON 1/ <subcode> ( Message Header Er-
ror/ Unrecogni zed Error Subcode) <detail >

oboooooooao
LOG_INFO

oooo
OOo0OO0OO0OO0OO0OO NOTIFICATIONOOOOOODODDODOODOO0OODOOOOCODODbOOO0O0O0O00OO

obooobooo

<address>
ogooooiIipPoOOoOO

<subcode>
gooooodoo

<detail> OO0O0O0OOOOOOOOOO

26



010 OOOoooooooo

145 0000000

ooooooo

bgpd: <address> <direct> NOTI FI CATION 2/1 (OPEN Message Er-
ror/ Unsupported Version Nunber.)<detail >

oboooooooo
LOG_INFO

oooDOo
ooooooBGPOOCOOOOOCOOOOOOOOOOOOOOOOO

oboooooooao

<address>
oooooiIPOO0DODO

<direct> “ received” D000 000000O0DOO0OO0OOOOOOODOOOOOOOOOO
“ sending” 0000000000000 0ODOOOO0OUOOODOUOOODOOOOOO

<detail> OO0OO0OOOOOOOOOOO

146 ASOOOO

ooooooo

bgpd: <address> <direct> NOTI FI CATION 2/2 (OPEN Message Er-
ror/Bad Peer AS.) <detail >

0ooOooo0oo
LOG_INFO

gooo
D000 ASOO0OO0ODOOOODODO ASOO00000000000000

oboooooooo

<address>
oooooiIipPOOOO

<direct> “ received” 00000000 OO0ODOODOOOO0OOOOOOOOOOOOOOO
“ sending” 0000000000 OOO0OOCOOO0OOOOOOOOOOOOOO

<detail> OO0OO0O0OOOOOOOOOO

27



147 BGP-IDODO

ooooooo

bgpd: <address> <direct> NOTI FI CATION 2/3 (OPEN Message Er-
ror/Bad BGP ldentifier.) <detail>

oboooooooao
LOG_INFO

oooo
OO0 BGPIDOOOOODOOOOOOOO

oboooboOoo

<address>
ogooooiIipPoOOoOO

<direct> “ received” 00000000000 DO0OOOO0OOOOOOOOOOOOOOO
“ sending” 0000000000 OOO0ODOCOOOOOODODOOODOOOOOOO

<detail> OO0OO0OOOOOOOOOOO

148 0000 O0OO0OOOO

ooooooo

bgpd: <address> <direct> NOTI FI CATION 2/4 (OPEN Message Er-
ror/ Unsupported Optional Paraneter.)<detail >

0ooOooo0oo
LOG_INFO

gooo
gbobbooooboooboooooooobooboobooooo

obooooboooo

<address>
oooooiIipPOOOO

<direct> “ received” 00000000 OO0ODOODOOOO0OOOOOOOOOOOOOOO
“ sending” 0000000000 OOO0OOCOOO0OOOOOOOOOOOOOO

<detail> OO0OO0O0OOOOOOOOOO

28



010 OOOoooooooo

149 OOOO

ooooooo

bgpd: <address> <direct> NOTI FI CATION 2/5 (OPEN Message Er-
ror/ Aut hentication Failure.)<detail >

oboooooooao
LOG_INFO

oooo
goboooooooooboobooon

oboooboOoo

<address>
ogooooiIipPoOOoOO

<direct> “ received” 00000000000 DO0OOOO0OOOOOOOOOOOOOOO
“ sending” 0000000000 OOO0ODOCOOOOOODODOOODOOOOOOO

<detail> OO0OO0OOOOOOOOOOO

1410 HOLDOOODOOOOO

ooooooo

bgpd: <address> <direct> NOTI FI CATION 2/6 (OPEN Message Er-
ror/ Unacceptabl e Hold Tinme.)<detail >

0ooOooo0oo
LOG_INFO

gooo
ooooooodHoLDOO0O0000000000000

obooooboooo

<address>
oooooiIipPOOOO

<direct> “ received” 00000000 OO0ODOODOOOO0OOOOOOOOOOOOOOO
“ sending” 0000000000 OOO0OOCOOO0OOOOOOOOOOOOOO

<detail> OO0OO0O0OOOOOOOOOO

29



1411 O00OO0OOoooobooobon

ooooooo

bgpd: <address> <direct> NOTI FI CATION 2/7 (OPEN Message Er-
ror/ Unsupported Capability.)<detail >

oboooooooo

LOG_INFO

oooDOo

goobooooboooboooobooobooobobooooo

oboooooooao

1412 OPEN

ooooooo

<address>
oooooiIPOO0DODO

<direct> “ received” D000 000000O0DOO0OO0OOOOOOODOOOOOOOOOO
“ sending” 0000000000000 0ODOOOO0OUOOODOUOOODOOOOOO

<detail> OO0OO0OOOOOOOOOOO

gubogdgboobobooodobbodad

bgpd: <address> recei ved NOTI FI CATI ON 2/ <subcode> ( OPEN Mes-
sage Header Error/Unrecognized Error Subcode) <detail >

oboooooooao

LOG_INFO

oooo

OPENOOOOO0OOO NOTIFICATIONDOOOOOOOOOOO0O0O00000000o0oooooooo0oo

obooobooo

30

<address>
ogooooiIipPoOOoOO

<subcode>
gooooodoo

<detail> OO0O0O0OOOOOOOOOO




010 OOOoooooooo

1413 0D0OOO

ooooooo

bgpd: <address> <direct> NOTI FI CATION 3/1 (UPDATE Message Er-
ror/ Mal formed Attribute List)<detail >

oboooooooao
LOG_INFO

oooo
gobooooobooobooooooobooooobooboooon

oboooboOoo

<address>
ogooooiIipPoOOoOO

<direct> “ received” 00000000000 DO0OOOO0OOOOOOOOOOOOOOO
“ sending” 0000000000 OOO0ODOCOOOOOODODOOODOOOOOOO

<detail> OO0OO0OOOOOOOOOOO

1414 ODDOOOOOOODO

ooooooo

bgpd: <address> <direct> NOTI FI CATI ON 3/2 (UPDATE Message Er-
ror/ Unrecogni zed Wl | -known Attribute.)<detail >

0ooOooo0oo
LOG_INFO

gooo
gbbooooooooboobooooooboobooobooouooboobooo

obooooboooo

<address>
oooooiIipPOOOO

<direct> “ received” 00000000 OO0ODOODOOOO0OOOOOOOOOOOOOOO
“ sending” 0000000000 OOO0OOCOOO0OOOOOOOOOOOOOO

<detail> OO0OO0O0OOOOOOOOOO
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1415 0DOODOO0O0O

ooooooo

bgpd: <address> <direct> NOTI FI CATI ON 3/3 (UPDATE Message Er-
ror/ M ssing Well-known Attribute.)<detail >

oboooooooo
LOG_INFO

oooDOo
UPDATEOOOOCOCOOOCOOOOOOOU0OOOOUOOOODOOOoOoOoooDoOoO

oboooooooao

<address>
oooooiIPOO0DODO

<direct> “ received” D000 000000O0DOO0OO0OOOOOOODOOOOOOOOOO
“ sending” 0000000000000 0ODOOOO0OUOOODOUOOODOOOOOO

<detail> OO0OO0OOOOOOOOOOO

1416 0OOOOOODO

ooooooo

bgpd: <address> <direct> NOTI FI CATI ON 3/ 4 (UPDATE Message Er-
ror/Mssing Well-known Attribute.)<detail >

oboooooooao
LOG_INFO

oooo
goboooobooooooooboocoobooooo

oboooboOoo

<address>
ogooooiIipPoOOoOO

<direct> “ received” 00000000000 DOU0OOOO0OOOOOOOOOOOOOOO
“ sending” 0000000000 OOO0OOCOOO0OOOOOOOOOOOOOO

<detail> OO0O0O0OOOOOOOOOO
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010 OOOoooooooo

1417 DOODOO

ooooooo

bgpd: <address> <direct> NOTI FI CATION 3/5 (UPDATE Message Er-
ror/Attribute Length Error.)<detail >

oboooooooo
LOG_INFO

oooDOo
goboooooooooooboobooooooo

oboooooooao

<address>
oooooiIPOO0DODO

<direct> “ received” D000 000000O0DOO0OO0OOOOOOODOOOOOOOOOO
“ sending” 0000000000000 0ODOOOO0OUOOODOUOOODOOOOOO

<detail> OO0OO0OOOOOOOOOOO

1418 ORIGINOODOO

ooooooo

bgpd: <address> <direct> NOTI FI CATI ON 3/ 6 (UPDATE Message Er-
ror/lnvalid ORIGA N Attribute.)<detail >

0ooOooo0oo
LOG_INFO

gooo
oooogoRriGINOODODODOOOODOOOOOOODO

obooooboooo

<address>
oooooiIipPOOOO

<direct> “ received” 00000000 OO0ODOODOOOO0OOOOOOOOOOOOOOO
“ sending” 0000000000 OOO0OOCOOO0OOOOOOOOOOOOOO

<detail> OO0OO0O0OOOOOOOOOO
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1419 00O00OO0ODOO

ooooooo

bgpd: <address> recei ved NOTI FI CATI ON 3/ 7 (UPDATE Message Error/AS Rout -
ing Loop.) <detail >

oboooooooao

oooo

LOG_INFO

goooooooobooOobOoboOooOObOOoOb0 ASOO0DO0O0OooOoooooooooobobobobooobbobooboo
ooooooooo

oboooooooao

<address>
oooooiIPOO0DODO

<detail> OO0O0O0O0OO0OOOOOOO

1420 NEXT-HOPO DO OO

ooooooo

bgpd: <address> recei ved NOTI FI CATI ON 3/8 (UPDATE Message Er-
ror/Invalid NEXT_HOP Attribute.) <detail >

ooooooooao

ooog

LOG_INFO

00000 NEXT-HOPOOOOOOOOOOOOOOO

oboooooooa

<address>
oooooiIPOO0DODO

<detail> OO0O0O0O0OO0OOOOOOO

1421 OOOOOOOOO

ooooooo

bgpd: <address> recei ved NOTI FI CATI ON 3/9 (UPDATE Message Er-
ror/ Qptional Attribute Error.) <detail >




010 OOOoooooooo

oboooooooo
LOG_INFO

gooo
goboooobooobobooooooooooobooooooobooooooooon

oboooooooao

<address>
oo0oooiIpPOOOO

<detail> OO0O0OO0OOOOOOOOOO

1422 0ODOOO0OO

ooooooo

bgpd: <address> <direct> NOTI FI CATI ON 3/ 10 (UPDATE Message Er-
ror/lInvalid Network Field.) <detail>

ooooooooao
LOG_INFO

oooo
gobooooooooobooboooboooobooboooo

oboooooboooa

<address>
ogooooiIipPoOOoOO

<direct> “ received” 00000000000 DOO0OOOO0OOOOOOOOOOOOOOO
“ sending” 0000000000 OOO0ODOCOOOOOODOOOODOOOOOOO

<detail> OO0OO0O0OOOOOOOOOO

1423 00O AS PATH

ooooooo

bgpd: <address> <direct> NOTI FI CATI ON 3/ 11 (UPDATE Message Er-
ror/ Mal formed AS_PATH.) <detail >

oboooooooo
LOG_INFO

gooo
00000 ASPATHOOOOOOOOOOOOO
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obooooboooo

<address>
oo0oooiIpPOOODBO

<direct> “ received” 00000000000 DOO0OOOOO0OOOOOOOOOOOOOO
“ snding” 0000000000 OOO0OOOOOOOOOOOOODOOOOOO

<detail> OO0O0OOOOOOOOOOO

1424 UPDATELODDOOOOODOOODODODODOO

ooooooo

bgpd: <address> recei ved NOTI FI CATI ON 3/ <subcode> ( UPDATE Mes-
sage Header Error/Unrecogni zed Error Subcode) <detail >

ooooooooo
LOG_INFO

ooog
UPDATEOOODOOOO NOTIFICATIONOOOOOOOOOOOO0COOOOoOoOoooooooooooo

oboooooboooa

<address>
oooooiIPOO0DODO

<subcode>
go0oooooo

<detail> OO0O0O0O0OO0OOOOOOO

1425 HOLDOOOO

ooooooo

bgpd: <address> <direct> NOTI FI CATION 4/0 (Hold Tiner Expired) <detail >

oboooooooao
LOG_INFO

oooo
0ooooooooooooooooooooooObO HOLboooOooOoOoooooooooo

36



010 OOOoooooooo

obooooboooo

<address>
oo0oooiIpPOOODBO

<direct> “ received” 00000000000 DOO0OOOOO0OOOOOOOOOOOOOO
“ snding” 0000000000 OOO0OOOOOOOOOOOOODOOOOOO

<detail> OO0O0OOOOOOOOOOO

1426 0DOOOOO

ooooooo

bgpd: <address> <direct> NOTIFI CATION 5/0 (Finite State Machi ne Er-
ror) <detail >

oboooooooo

oooDOo

LOG_INFO

bopd OO0 O0O0OOOOOOOOOOOOOOCOO

oboooooooao

<address>
ogooooiIipPoOOoOO

<direct> “ received” 00000000000 DOO0OOOO0OOOOOOOOOOOOOOO
“ sending” 0000000000 OOO0ODOCOOOOOODOOOOOOOOOOO

<detail> OO0OO0OOOOOOOOOO

1427 BGPUUOOOOOO

ooooooo

bgpd: <address> <direct> NOTI Fl CATI ON 6/0 (Cease) <detail >

ooooooooao

gooo

LOG_INFO

BGPOOOUOOOOOOOO0O0O0O0O0O0O00O0
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obooooboooo

<address>
oo0oooiIpPOOODBO

<direct> “ received” 00000 BGPUOOOODODODOOOOOOOOOOOO
“ sending” 0000 BGPUOUOODOOOOODOOOOODOODOO

<detail> OO0O0OOOOOOOOOOO

1428 O0O0O0O0OOOOOO

ooooooo

bgpd: <address> recei ved NOTI FI CATI ON <code>/ <subcode> (Unrecogni zed Er-
ror Code/ Unrecogni zed Error Subcode) <detail >

ooooooooo
LOG_INFO

ooog
NOTIFICATIONO O OO0 0000000 0oooooooooooooooo

obooooobooa

<address>
oooooiIPOO0DODO

<code> gooooo

<subcode>
ogooooodo

<detail> OO0O0OO0OOOOOOOOO

1429 00OO0OOOODOODOOO

ooooooo

bgpd: <address> BGP connection |IP address is not configured

oboooooooo
LOG_INFO

oooDOo
gobooooboooobobooooboooobooobooooboobooo
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010 OOOoooooooo

obooooboooo

<address>
00000000000 IrPooOoa

1430 BGPOUUOOOOUOOOUOOOODODDO (UPDATECODO OO OO)

ooooooo

bgpd: BGP routing table overflow <route> from <address>

oboooooooo
LOG_INFO

oooDOo

BGPO OO OOOOOODOOOOOOOOOOOODOOOOOOOOOOOOOOOOOoOoOoOoooooO
gooooooo

oboooooboooo
<route> 0OOUOOOOOO

<address>
00000o0o0o0ooo0ooo rbooa

1431 BGPOUUOODOOOOODOODOODODDO (UODOOODOD)

ooooooo

bgpd: BGP routing table overflow <route> redistribute from <protocol >

ooooooooo
LOG_INFO

ooog

BGPO OO OOOOOODOOOOOOOOOOOODOOOOOOOOOOOOOOOOOoOoOoOooooo
goooo

obooobooo
<route> 0OOUOOOOOO

<protocol>
gbobooboboooooboboobooo
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1432 BGPOUOOUOOOOODO

ooooooo

bgpd: <address> BGP session is failed.(too nany sessions)

oboooooooo
LOG_INFO

oooDOo
BGPOOOOOOOOOOOOOOOOODOOOOO BGPOOOOOOOOOOOODOOOODODODODOO

oboooooooao

<address>
oooooiIPOO0DODO

40



010 OOOoooooooo

15 OSPRV20000DONO

151 000 Ibobd

ooooooo

ospfd: interface <interface>: <address>. ospf_read from<router_id> in-
valid Area I D <area_id>.

oboooooooo
LOG_INFO

oooDOo

gooOoooCocoOoOoOoOoOoOoOoOoOooO IDOO0O00OOOOOOOOOOOOOOOOOO IDOOCDOO
goboocoooood

obooooboooo

<interface>
oooooooo

<address>
oooooooooo o

<router_id>
goo b

<area id>
00oOoosSPFO00O0DOODDOOUODOODODDOOO ID

152 OO0OO0OOOO

ooooooo

ospfd: interface <interface>:<address>: ospf_read from<router_id> au-
thentication type m snatch.

oboooooooao
LOG_INFO

oooo

ooooooooooobooooboooooboooboobobooooboooobooooooooon
ooobOooooooooooooooooooobonO VLINKOOOOOooooooooooooooo
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obooooboooo

<interface>
oooooooo

<address>
oooooooooo o

<router_id>
goo b

153 0000 o0ooogo

ooooooo

ospfd: interface <interface>: <address>. ospf_read from<router_id> au-
thentication failed.

oboooooooo
LOG_INFO

oooDOo

gopoOooOoooOoOoOoOoOoOoOoOoO0Ooooooooo MbsOOO IDOOOCOCOOOOOOOOOO
goooo
Oo00o0Oo000oo0ooooooooooooooO VLINKOOOOOOoo ooooooooooo

oboooooooao

<interface>
Oooooooo

<address>
Oo0ooooooooooo

<router_id>
goo b

154 MD5000O00OO0

ooooooo

ospfd: interface <inter-
face>: <address>: ospf_read from <router_id> nd5 authentication fail ed.

ooooooooo
LOG_INFO
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010 OOOoooooooo

oooo

oooooooooOooooooMDSOOOO0OO0OODOoOoOoOoOoooooOoOODOOOOO
coobOooooooooooooooooooobDnO VLINKOOOOOooooooooooooooo

oboooooboooa

<interface>
oooooooo

<address>
Oo0o0ooooooooo

<router_id>
goo b

155 O0000000ooooon

ooooooo

ospfd: RECV[Hello]: From <router_id> NetworkMask m smat ch.

0ooOooo0oo
LOG_INFO

gooo
<router_id>0 0000000000000 00OO0O0COOO00O0OO0OOOOOOOOOOOOOOOOOO

goooooood
<router_id>
goo b

156 HeloOOOOOOODOOOOO

ooooooo

ospfd: RECV[Hello]: From <router_id> Hellolnterval m smatch.

oboooooooo
LOG_INFO

oooDOo
<router_id>0 0000000000 HelloOOOOOOOOOOOOODODODODOOODDODOOOOOOO



goooooood
<router_id>
goo b

157 ODO0O0OO0OO0oOooobooooon

ooooooo

ospfd: RECV[Hello]: From <router_id> RouterDeadl nterval m smatch.

ooooooooao
LOG_INFO

oooo
<router_id>0000000000000O000O00O0OO0OOO0OOOOOOOOOOOOOOOOOO

oboooboOoo

<router_id>
goo b

158 OOO0O0OOOOOOO

ooooooo

ospfd: RECV[Hello]: From <router_id> option msmatch: ny op-
tions: <my_option> his options <his_option>

oboooooooao
LOG_INFO

oooDOo
<router_id>00000000000000O000OO0OOOOUOOOOOOOOOOODOOO

goooooood

<router_id>
goo 1D

<my_option>
gdoboobobbooooboooobboobbooo
"2transit”

transit 0 0 O

"Ostub" subO 00O
"8nssa' O stubO 00 (nssa)



010 OOOoooooooo

"nnn unknown"
goooooooooo
nnO0O00000000000000O00000O0

<his_option>
router_id0 0000000000000 0O0OO0O0O0OODO0OOUOOOOOO

"2 transit"
transit0 00O

"Ostub" stubO OO
"8nssa" O stubO 00 (nssa)

"nnn unknown"
Ooooooooooo
nnOO0000000000000O000000

159 LSAOOODOOO

ooooooo

ospfd: RECV[LS-Upd]: From <router_id> LSDB overfl ow.

ooooooooo

gooo

LOG_INFO

LSDBOOLSAODOOOOOOOOOOOOOO

obooooboooo

<router_id>
LSAOOOOOd ID
000 I bDOoO0oooOoo Ibobo0od0obDOooDobDOooboooo

1510 OOOIboOon

ooooooo

ospfd: RECV[Hello]: router-id <router_id> duplicated.

ooooooooao

gooo

LOG_INFO

ooooooooo iboooooooooooooobobobobooDn




goooooood
<router_id>

ooo b

1511 MTUOOoogd

ooooooo

ospfd: RECV[DD]: From <router_id> <interface>: <address> MIU m snat ch.

oboooooooo
LOG_INFO

oooDOo
oooooooooooooooooooooMIUOODOOOOOOOO0OO0O0O0O0OOO0O0O0O0O0

goooooood
<router_id>
goooo Ib

<interface>
Oooooooo

<address>
Oo0ooooooooooo

1512 SPFOCOOOOOOOOO

ooooooo

ospfd: Area |ID <area_id> SPF cal culation table overfl ow.

ooooooooo
LOG_INFO

ooog
SPFO0OD00O000OO0DOOOO0O0O0ODOOO0O0OODOOOD

goooooood
<area id>
SPFO00000000O0ODOOOoOoOooO Ib
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010 OOOoooooooo

1513 OSPFOOOOODOOO

ooooooo

ospfd: Tenmporary nenory allocation failed.

ooooooooo
LOG_INFO

oooDOo

OosPFOCOOOCOOOOOOOOOOCOOOOO0OO0OOOOO0O00ODOOO0ObDOOOODODOOOOOOO
odad

1514 00OO0O0O0OooOoooobooooobooon

ooooooo

ospfd: RECV: packet from <address> ignored. (size too big)

oboooooooo
LOG_INFO

gooo

<addresss 00000 000000 OOOOOOOOOIPOOOOOOOOOODOOOOOOOOOOCOO
oooooooo

obooobooo

<address>
goooooooipoonoO

1515 0DOOood

ooooooo

ospfd: interface <interface>: <address> : nei ghbor <router_id> down detec-
tion. (<old_state> -> Down)

ooooooooo
LOG_INFO

oooDOo

OSPFOODODOO0OOOOO (deadinterva) D00 HelloOO OO OOOOOOOOOOOOOO OSPFO
goboooooooboooooon

47



obooooboooo

<interface>
oooooooooooo
000000000000 VLINKOODODDODOOO

<address>
Oo00o0o0ooooooooooo

<router_id>
goooo Ib

<old_state>
goo0oooooooooboooooooan
Full,Loading,Exchange,ExStart,2-Way O OO0 0000000 O0O0OO0OO

1516 connected DO OO OOOO

ooooooo

ospfd: connected route overflow <route>

0oooooo0oo
LOG_INFO

oooo

O000O0OOconnected 000 000000000000 0O00O0O connected 000000 0OOOOO
agoad

ooooooood
<route> 0OOODO connected D 00O
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010 OOOoooooooo

16 DO0ODDOO00OODOODODOODOO0O (IPve)

161 ODOOOOOOOOOODOOOO

ooooooo

nsm |Pv6 routing table overflow <prefix>/<prefixlen> from <protocol >

oboooooooo
LOG_INFO

oooDOo

iPv6 000000 O0OOOODOOCOODOOOOOCOOOO0OO0OO0OOOO0O0OODOoOoOoOoooooDooOO
gooo

ooooooooao
<prefix>/<prefixlen>
ooodooodd

<protocol>
ooooood

162 Ipv6eO0 00000 OOOOODO

ooooooo

nsm <prefix>/<prefixlen> was assigned to <interface> from <protocol >.

oboooooooao
LOG_INFO

oooDOo
IPv6 DHCPO OOOODOOODO IPV600OOD0O00OO0OOOO0O0ODODODOOOOCODODOOOOODOOO

oboooooooao
<prefix>/<prefixlen>
IPv60 00000000 O0O0OOOCDOO

<interface>
Oooooooo

<protocol>
gpoooooo
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163 IPpv6eO0 00 O0OODOODO

ooooooo

nsm <prefix/prefixlen> cannot be assigned to <interface> from <proto-
col >, because duplicated.

oboooooooo
LOG_INFO

oooDOo

IPv6 DHCPO OO OOOOOO IPv6O0 0000000 DOOOOODODODOOOODOODODOOOCODOOOOO
gobooooooooboocoooo

obooooboooo

<prefix>/<prefixlen>
IPv60 00 0000000000000

<interface>
oooooooo

<protocol>
ooooood

164 IPpv6eOUODOOOOODOODOODOODO

ooooooo

nsm This route cannot be added because the distance is contradic-
tory. <prefix/prefixlen> from <protocol >

oboooooooo
LOG_INFO

oooDOo

goooo0ooooooooooooooOoOOOOOOO0OOOOO0O00O0OOOOOOOoOoOoOooOO
ooooooooooooooooooooooobbboboboOoooonooooon

goooooooo
<prefix/prefixlen>
gooooobooo

<protocol>
ooooood
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010 OOOoooooooo

165 IPpv6eOODODOODODOOO ECMPODO

ooooooo

nsm This route cannot be added because the num
ber of ECMP routes has reached maxi num <pre-
fix/prefixlen> from <protocol >

oboooooooo
LOG_INFO

ooog

goooboooooooooboooboooooboo0oooboooooooooOooOobOobbOooboboOoOooDo
goooooooo

gooboooooo
<prefix/prefixlen>
gooooobooo

<protocol>
ooooood

166 IPveOOD0O0ODOOODODOOOODOOOO

ooooooo

nsm This route cannot be added because the num
ber of static routes has reached maxi mum <pre-
fix/prefixlen> from <protocol >

ooooooooo
LOG_INFO

ooog

dodobooooooobooooooboobooobboboooooooobooooooobooooooa
gobooooooooo

gooboooooo
<prefix/prefixlen>
goooobooo

<protocol>
ooooood
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167 DOOOOOODO

ooooooo

nsm Re-registration processing of the IPv6 route was interrupted.

oboooooooo
LOG_INFO

oooDOo
P60 000000000000 O0ODODOO
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010 OOOoooooooo

17 RIPOOOOOO (IPv6)

171 ODO4OOO0OO

ooooooo

ripéd: recv from<src-addr> (<interface>): in-
val i d packet | ength(<length>)

oboooooooo
LOG_INFO

oooDOo
0000 RPOOOOOOOOODOOOODOOOOOOCOCOO

oboooooooao

<src-addr>
RIPOOOOODDODO IPOO DO

<interface>
RIPOOOOODDOODOODOOOOOO

<length> RIPOOOOOOOOOO

172 OOOOOOO

ooooooo

ri péd: recv from<src-addr> (<interface>): invalid version(<version>)

0oooooo0oo
LOG_INFO

oooo
OOO0O0RPOOODOORPOOODOD1000000000O0O

obooobooo

<src-addr>
RIPOOOOOOOO IPOO OO

<interface>
RIPOOOOOOOODOOODOOOOOO

<version>
RIPOOOOO RIPOOOOOOO
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173 ODOOOOOOOOO

ooooooo

ripéd: recv from<src-addr> (<interface>): invalid source port(<port>)

oboooooooao
LOG_INFO

oooo
O000 RPOOOO (RESPONSE) D0 O0OOOOOOORPOOODOOOOOOOOOOOOOO

obooooboooo

<src-addr>
RIPOOOOOOOO IPOO OO

<interface>
RIPOOOOOOODODODOODOOOOOO

<port> RIPOODOOOOOOOOO0OO

174 00O IPOODODOOO

ooooooo

ripéd: recv from<src-addr> (<interface>): invalid source address

oboooooooao
LOG_INFO

gooo
O00O0RPOOOO (RESPONSE) D0 0000 OOOOOOOOOOOOOOOOOOOOOOODOOO

obooooboooo

<src-addr>
RIPOOOOOOOO IPOO OO

<interface>
RIPOOOOOOOODOOODOOOOOO

175 OO0O0OOOOOOO

ooooooo

ri péd: recv from<src-addr> (<interface>): invalid hoplimt(<hoplimt>)




010 OOOoooooooo

oboooooooo
LOG_INFO

oooDOo
O000 RPOOOO (RESPONSE) D000 ODOOOOO2550000000000000

oboooooooao

<src-addr>
RIPOOOOODDODO IPOO DO

<interface>
RIPOOOOODOOODOOODOOOOOO

<hoplimit>
RIPOOOOOOOODDOODO

lve OOOOOOOODODOODO

ooooooo

ripéd: recv from<src-addr> (<interface>): invalid pre-
fix (RTE=<prefix>/<prefixlen> [<metric>])

ooooooooao
LOG_INFO

gooo

RIPOOOO (RESPONSE) 00 OUOOO0OOOOOO0OO0OUOOUOOO0OO0OOOOOOOOOOOOO

gobooooooboboobooooooboboboobooobooooboooooDo

oboooooooao

<src-addr>
RIPOOOOOOOO IPOO OO

<interface>
RIPOOOOODOOODOOODOOOOOO

<prefix> RIPOOOOOOOOOOOOOOO

<prefixlen>
RIPOOODODOODOOOODOOOO

<metric> RIPOO0OO0OO0OOOOOOOOO
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177 O0OoO0OoOooOoOOoD

ooooooo

ripéd: recv from<src-addr> (<interface>): invalid pre-
fixlen (RTE=<prefix>/<prefixlen> [<metric>])

0ooOooo0oo
LOG_INFO

oooo
RIPOOOO (RESPONSE) D O O0OOOODOOOOOOOOOOOO 1280000000000000

obooobooo

<src-addr>
RIPOOOOOOOO IPOO OO

<interface>
RIPOOOOOOODODODOODOOOOOO

<prefix> RIPOOOOOOOOOOOOOOO

<prefixlen>
RIPOOODODOODOOOODODOOO

<metric> RIPOO0OO0OOOOOOOOOOO

178 ODOODOOOO

ooooooo

ri péd: recv from<src-addr> (<interface>): invalid net-
ric (RTE=<prefix>/<prefixlen> [<netric>])

oboooooooo
LOG_INFO

oooDOo

RIPOOOO (RESPONSE)U O OOODOOOOODOOOOOODOODOOOOOOO16000000000
goooo

oboooDbooo

<src-addr>
RIPOOOOOOOO IPOO OO

<interface>
RIPOOOOODDOODOODOOODOOO
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010 OOOoooooooo

<prefix> RIPOOOOOOOOOOOOOOO

<prefixlen>
RIPOOOOOOOODOOOOCOOOO

<metric> RIPOO0OO0OOOOOOOOOOO

179 RIPOOOUOODOODOOCOCOODODOOO (REQUESTOOODOOO)

ooooooo

ripéd: RIP routing table overflow <prefix>/<prefixlen> from <src-addr>

ooooooooao
LOG_INFO

gooo

RiPOOOOOOOOCOOOOOODOOOOOOOOOOOOOOOOO0OO0O0O0O0OO0O0OOO0OOOOO
ooooooo

oboooooooa
<prefix> O0O0O0OOOOOOOOOOO

<prefixlen>
gdo0ooobooooooooboooo

<src-addr>
RIPOOOOODDODO IPOO DO

1710 RIPOODOOOOUODOOCOCDOOODOOO(@ODODOCOD)

ooooooo

ripéd: R P routing table overflow <prefix>/<prefixlen> redis-
tribute from <protocol >

0ooOooo0oo
LOG_INFO

oooo

RiPOOOOOOOODODOOOODODODOOOOOOOOOOOOOOO0O0O0000O0O00O0O0O0O0C0O0OO
oooo
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goooooooo
<prefix> O000O0OO0O0OOOOOOOOOO

<prefixlen>
gboboobobobooboooooog

<protocol>
oooOoooOoOooooooooooodg

1711 0O0OO0OODOODOOOoDbOoOoDbboOon

goooooo

ri p6d: connected route overflow <prefix>/<prefixlen>

ooooooooo
LOG_INFO

gooo

goooooboooooooooooooooooobooooooooboooooboboobobbooDbDOOoo
goboooooood

ooooooooo
<prefix> O000O0OO0O0OOOOOOOOOO

<prefixlen>
gobobooboboboooboooooog
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010 OOOoooooooo

18 LDPOODODODOO

181 ODOOOOOOOO

ooooooo

| dpd: Session linmt over(<nunber>), Cearing up adja-
cency for <adjacency>.

oboooooooo
LOG_INFO

ooog
000000000000 000O0oUo0oO0oDO0oUoUOoDO ediacency0 0000 OoOooooooO

obooobooo

<number>
gooooooo

<adjacency>
00 LSRO IPOOODO

182 FECOOOOOODOO

ooooooo

| dpd: FEC table limit over(<nunber>)

ooooooooo
LOG_INFO

gooo
OO0O0O0O0OrFCOOOO0OOOO0O0O00000O000000O0

oboooooooao

<number>
FECOOOOODOO

183 HeloPacket DO ODOOODOOODO

ooooooo

| dpd: Version mismatch found in Hell o packet received from <address>
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oboooooooo
LOG_INFO

oooDOo
000000000 HelloPacket 00O OOOO0OOOOODO

oboooooooa

<address>
00 LSRO IPODO OO

1.84 HelloPacket O LDP-ID OO0

ooooooo

| dpd: LDP I D sent by peer <address> is the same as the LDP ID

0ooOooo0oo
LOG_INFO

gooo
0000 LDPIDOOODOO HelloPecket DD DO OODOOOOOODO

obooooboooo

<address>
00 LSRO IPOO OO

185 HelloPacket O LDP-IDOOODO

ooooooo

| dpd: LDP ID mismatch: C eaning up adjacency for <address>

oboooooooo
LOG_INFO

oooDOo
000 LDP-IDO HelloPacket OO 0 OO OOOOOOOO

oboooooooao

<address>
00 LSRO IPODO OO
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010 OOOoooooooo

1.8.6 HelloPacket 0 IPv4 Transport AddressO 00 O O

ooooooo

| dpd: ipv4_trans_addr m smatch: C eaning up adjacency for <address>

oboooooooo
LOG_INFO

good
000 IPv4 Transport Adderss0 HelloPacket 0 0 00000000000

oboooooooa

<address>
00 LSRO IPOO OO

1.8.7 InitializationMessage0 O 0O 000000

ooooooo

| dpd: Version mismatch with peer <address>. d eaning up session

ooooooooao
LOG_INFO

gooo
000000000 InitigizationMessageD D0 0000000 O0OO

oboooooboooo

<address>
00 LSRO IPOO OO

188 LDPIDOODO

ooooooo

ldpd: LDP IDin Init nmessage does not match local LDP ID for <router_id>

oboooooooo
LOG_INFO
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oooo
0000 Initiglization MesssgeD LDP-IDOO0OO0O LDP-IDOOOOOOOOOOOOOOOO

obooobooo

<router_id>
LDP-ID

189 LDPOUOCOODOODOODOOOODOODO

ooooooo

| dpd: LDP session shifted to OPERATI ONAL for <address>

ooooooooo
LOG_INFO

ooog
LbpPOOOOOOOODODOOOOOOOOOOOO0OOOO0000O0

obooooobooa

<address>
00 LSRO IPOO OO

1.8.10 Error Notification O O O

ooooooo

I dpd: Error Notification nessage (code = <code>) received from <address>

oboooooooao
LOG_INFO

oooo
Error Notification 00 O 000000000 OOOOOO

obooobooo

<code> goooooog
goboobooooobooooooo

<address>
00 LSRO IPOO OO
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010 OOOoooooooo

1.8.11 Error Notification O O O

ooooooo

| dpd: Error

Noti fi cati on nessage (code

<code>) sent to <address>

oboooooooo
LOG_INFO

oooDOo

Error Notification 00 0000000000000 O0OO

oboooooooa

<code>

<address>

goooooog

gobooboooooooooooo

OO0 LSRO IPOOOO

O LDP Error Notification DD DOOODOOOO

RFC3036 DO OO
Bad LDP Identifier
Bad Protocol Version

Bad PDU Length

Bad Message Length
Bad TLV length

Mal formed TLV Val ue
Hol d Timer Expired
Shut down

Sessi on Rej ected/ No

Hel l o

Sessi on Rej ected/

Par aneters
Advertisement Mde
Sessi on Rej ected/
Paraneters Max PDU
Length

Sessi on Rej ected/
Paraneters Label Range
KeepAlive Tiner Expired
Sessi on Rej ect ed/ Bad
KeepAlive Tine
Internal Error
O) ooooo

gooo
gobooooooooo

Status Code
0x00000001
0x00000002

0x00000003
0x00000005
0x00000007
0x00000008
0x00000009
0x0000000a
0x00000010

0x00000011

0x00000012

0x00000013

0x00000014
0x00000018

0x00000019

ooooooooooooo
ooooo
LDP-1DO0 00O
LDP OO0 O0O0O0O00O0O00O0
aad
POUC OO 0O
goooooooo
TLv 0OoO0O0O
LV Ooooo
Hello OOOOOO
ooooooo(boooo
ooono)
O0000O0OO(Hllo OODO
ono)
goooooo
(Advertisenment Mded O OO
o)
00000000 opbUd
ooooon)
gdoooooo(ooooo
gooooo)
doooooooooooo
ooooooo(ooooo
ooooan)
ooooo

OFError Notification DO OOOO0OOOOODOO
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19 000O0O0Ooooog

191 LANOODOOODO

ooooooo

protocol: [<slot>/<line>] lan port |ink up

0ooOooo0oo
LOG_INFO

oooDOo
Ethenet 00000000000 COOOOOOOOOOOODOOO

obooooboooo
<dlot> oooood

<line> good

ooooooo

protocol : [sw tch/<index>/<port>] ether port link up

oboooooooao
LOG_INFO

ooog
000000000 Ethernet00 00000000000 OOOOOOOOOOOOO

oboooobooo
<index> 0OQ0OOOOOOO

<port> gpoooo

ooooooo

protocol: master port link recover

oboooooooo
LOG_INFO

gooo
gbooooooooobobooooooobooooooooboog



010 OOOoooooooo

obooooboooo
gooooooocooo

192 LANOODOOODO

ooooooo

protocol: [<slot>/<line>] lan port |ink down

ooooooooo
LOG_INFO

ooog
Ethenet D 0000000000 O0OO0OOOOOOOOOOOOO

obooooobooa
<dlot> oooood

<line> oooa

ooooooo

protocol : [sw tch/<index>/<port>] ether port |ink down

oboooooooo
LOG_INFO

oooDOo
000000000 Ethernet 0000000000000 O0DOOOOOOOOOOOO

oboooooboooa
<index> OQ0OQOOOOOO

<port> gpoooo

ooooooo

protocol: master port error detect (<reason>)

0ooOooo0oo
LOG_INFO
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oooo
gbobooooobooboooooooooooobobooboooooboobooonoo

oboooboOoo
<reason> "linkdown": 0000000000000 O0OOOOOOOOOOOOOO

193 0OO0O0OO

ooooooo

protocol: [<line>] line synchronization is established

0ooOooo0oo
LOG_INFO

gooo

ocoooooOooODOOO0O00O000000O0000O00O00DO ISsDNOOODODDODDOOOO00O00000AT™
gooboooooooooboooboooobooobooooboobooo

oboooooooao
<line> goooogo

ISDNOOOOO0OO0O0O0oDoooooATMODOOOOooooo ooo
[<dot>/<line>]
<dot>O0 000000
<line>OQOQOOO
googooo
[com/<no>]
<no>0serid DO 0O

194 OOO0OOO

ooooooo

protocol: [<line>] line synchronization is failed

oboooooooao
LOG_INFO

oooo

0o00o00o0oo0oo0ooooooooooooooooooo IsbNOOOCoOOoOoOoooooooon
ATMOOOOOOOODOOOOOOOOOOOOOOOObObOObo
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010 OOOoooooooo

obooooboooo
<line> goooooo

ISDNODODOOOO0OO0ODODOO0O0OOOATMOOOO0OOO0OOOOD ogo
[<dlot>/<line>]
<dot>O OO 4OOOO
<line>OQOOOO
googooo
[com/<no>]
<no>Userid 0O 00O

195 OOOOO

ooooooo

protocol: [<line> wan <number> flag pattern detected

oboooooooao
LOG_INFO

oooDOo
gobooooobocoobooobooooooooboobooooboobooo

oboooooooao
<line> goooogo

[<dot>/<line>]
<dot>O OO 4dOOO
<lineOOOODO

<number>
wanO OGO

196 OODOOOOO

ooooooo

protocol: [<line>] wan <number> flag pattern | ost

ooooooooao
LOG_INFO

gooo
goboboooobooobooooooooooobobooooooobooooo
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obooooboooo
<line> goooooo

[<dlot>/<line>]
<dot>O OO 4OOOO
<lineOQOGOGOOd

<number>

wanO OO0

197 OOOO

ooooooo

protocol : [<line>] connected <ch> to <target>(<dial>) by <reason>

ooooooooo
LOG_INFO

ooog

00000000000000000000000000000000 ISDNOOOPPPOEDOOOOODO
gooooooboboooooboooooon

obooooDbooo
<line> goooooo

ISDNOODO0O00000oooooo
[<dot>/<line>]
<dot>O 04O 4OOOO
<line>OQOQOOO

PPPOE O OO
[lan<no>]
<no>0 0000 lanO0O00O0O

gooooo
[com/<no>]
<no>00000 serid 0ODODO

<ch> gooooooo

ISDNOOOOO
B10O B23ch

PPPOED DO OOOOOOOOOODODODO

<target> 0O0O0OO0OO0OO0O0O.0000

<dial> oooooOooo(sbNOOOoOooooUooooooooooooon)
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010 OOOoooooooo

<reason> O QO0O0O

forwar ding packet
goooooooda

ProxyDNS
ProxyDNS

MP MP(ISDNOOOOOOO)
manual 0000
keep connection

00000000 (0000)00000 (ISDNOOOOO PPPEEDOOOD
0o)

ooooooo

protocol: [<line>] connected <ch> from <t arget>(<dial >)

ooooooooo
LOG_INFO

ooog

gooooooooOoOoOoOoOoOOOOOODODOOOOOOOOOOCO ISODNOOOOOOODOOooOooo

goboobooooooobocooooo

oboooboOoo

<line> goooooo

ISDNODOOODO00O0O00O0O0 ooo
[<dlot>/<line>]
<dot>O 04O 4OOOO
<line>OQOOOO

googooo
[com/<no>]
<no>Userid 00 00O

<ch> goboooooo

ISDNOOOODO
B10O B23ch
ubooooooooobcoon

<target> 0O0O0OOOOO.0000
(CooooOooOoUoOoooOoUoOUO.ooUoU D)

<dial> gooood
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ooooooo

protocol: [<line>] <ch> is decided as <target>

0oooooo0oo
LOG_INFO

ooog

<ch>000000000000O0<target>00000000000000O00O00OOOOISDNOOOO
goooooooooooobooboobooooooboobooo

goooooood
<line> goooooo

ISDNOOOOO00O0O0000 ooo
[<dot>/<line>]
<dot>O OO 4OOOO
<line>OQOQOOO

googooo
[com/<no>]
<no>0Oserid D000

<ch> goboooooo

ISODNOOOODO
B1 0O B23ch
obooooooooooboooon

<target> O0O00OO0OOCO.0000
(DO00oOooOoooooOoO0ooOOOOoOooD.00O0oOo D)

198 OOOO

ooooooo

protocol: [<line>] disconnected <ch> to <tar-
get> : charge=<charge> tine=<ti me> [ <reason>]

oboooooooao
LOG_INFO

gooo

ogoobOooooooooOoooooOooOooOoOoooooDOOoObOOODODOO IsDNOOOPPPOEDOO
0000000000000 000O000O0OooOoIsSbDNOOOODOOO chargee<chage>0 00000
agoad
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010 OOOoooooooo

obooooboooo

ooooooo

<line> goooooo

ISDNODOOODO00O0O00O0O0 ooo
[<dlot>/<line>]
<dot>O0 000000
<line>OQOQOOO
PPPoE O O O
[lan<no>]
<no>00000 lanOOOO
googoo
[com/<no>]
<no>Userid 0O OO

<ch> gooooooo

ISDNOOOOO
B1 0O B23ch

PPPOED D0 OO0 OOOOOOO0DODD

<target> O0O00OO0O0O.0000 @ O0OO0OOOOOOOOOOOOOOOOO.0O0O0O0ID)

<charge> OOO0OO (COO)
OISbNOOOOOoOooooooooo

<time> 0000 (dddd.hh:mm:ssO 0O 0O)

<reason> 0000 (OOOOOOOCOOOOOOOO)

goobD PO oObOO
sameip remote address exist(<address>)
<address> 00000 IPOO OO
IPv60 00000 0O0ODO
same ip6 prefix exist(<prefix>/<prefixlen>)
<prefix>/<prefixlen>0 IPv60 OO0 D00 0O0OOO0OOO0OOCOCO
gooooooo
same user aready connected(<user>)
<user>[0 000 ID
gooooo
cannot add route(<route>)
<route> 0 0 O0O0ODOODOODOO

protocol: [<line>] disconnected <ch> from <tar-
get> : charge=<charge> tine=<ti ne>
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oooDOo

000000ooO00DoO00o00oooooo00ooo0ooo0ooooDoOoO000ooOOOn ISsbNO
OO0OPPPEC 0O ODOOOCUOODOOOUODODOOOODOOOOCOISDNODOODOD
O charge=<charge>0 0 0000000

oboooooooao
<line> goooogo

ISDNOOOO0Oo0oooooooo
[<dot>/<line>]
<dot>O0OUOOOOO
<line>OQOQOOO

PPPoE U 0O O
[lan<no>]
<no>0 0000 lan00O00O

googooo
[com/<no>]
<no>Oserid 00 OO

<ch> gooooooo

ISODNOOOOO
B1 0O B23ch

PPPOED 00 OO0 OOOOOOO0DODD

<target> 0O0OOOOO0OO.0000
(00000 O0o0UooOO0ooOOOOUODO.000oOO D)

<charge> 0OGUOO (DO0O)
OI1sDNOOOO0O0o0oooooooo

<time> 0000 (dddd.hh:mm:ssO 0O 0O)

199 OOO0OO0OOOOOOOOOO

ooooooo

protocol: [<line>] forced disconnection <target> <reason>

oboooooooao
LOG_INFO
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goooooooooobooooooooooooboooooooboobobooobooOoOoobooooDOoooo
goooooobooobooooboboooooboboooon

obooooobooao
<line> goooogo

goooooooooo
[<dlot>/<line>]
<dot>O 04O 4OOOO
<lineOOQOQOO
<target> UO0OUO0OOOO.0000

<reason> O OU0O0O0O0O0O0O0OOOOOOOOOOOOCOOO

total packets=<packet>

goooobo
total time=<day>:<hour>:<min>:<sec>
gooobooo
1910 DOODO
goooooo
protocol: [<line>] rejected call from (<dial>) because <reason>

ooooooooao
LOG_INFO

ooog

0000000000000 000000000oo0 IsbNODOOooooooOoO00boooooooo
oooocoooood

goooooooad
<line> goooooo
ISDNOOOO0O0o0o0ooooooo
[<dot>/<line>]
<dot>O OO 4dOOO
<lineOoooQo
googooo
[com/<no>]
<no>0serid 0000
<dial> O0odoo (uoooooooooooon:-)
<reason> 0O O0O0O
permission denied
godooooooooobooooooa
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protocol: [<line>] <ch> is not decided as any defined host, but anony-
nous login is not usable

oboooooooo
LOG_INFO

oooDOo

gobooooooobooooobooooboobOooboobOoobobOoOoOooOobOoooOOoOooboOoOoOooDOoOOa
0000o00o0ooO0O00O00000D00000000O00oooISODNODDOOOO0COOODOOOOoOODoOon

goooooooo
<line> goooooo
ISDNOOOOO
[<dot>/<line>]
<dot>O OO 4dOOO
<line ODOOOO

googooo
[com/<no>]
<no>Oserid 0O OO

<ch> gooooooo

ISDNODOOOO
B1 0O B23ch

obooood

1911 OO0OO0OO0O0O0O

ooooooo

protocol : autodial |ocked by <name>

0ooOooo0oo
LOG_INFO

gooo

oooooooooooooooooooooobOoOOOOOOOOOObOOODOOO ISsDNOOD
PPPOED 00 000 OOOOODOOOOODOOOOOCODOO

74



010 0000000000

goooooooo
<name> [0O0O000O03

schedule OOO0O0OOO0OOOOOOOO
limiter O00000O0OOOo (@sbNooOoooono)

redial 3000 2000000000000 OOOOUOOOO(SODNODOOOOOO
ooooooooooooo)

1912 0ODOOO

goooooo

protocol: callin rejected by <name>

ooooooooo
LOG_INFO

gooo

gooooQoOoOoOQ0U0Oo0OoOooooooooooooooOoODooOOCoDO IsbDNOODOOOOoOooo
gooooobooocooobooocoooon

ogoooooooad
<name> [0O0O000O03

schedule OOO0O0OO0OO0OOOOOO

1913 00OO0OOO0OOOODOOO

goooooo

protocol: wan <nunber> | SDN connect |limt over [<reason>]

oobooooooo
LOG_WARNING

gooo

gcooooooooooOOoOOOOOOODODODOOODOOOOOOOOOOODOOOISDNOOOOOOO
goooodod
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<number>

wanO OO0

<reason> U0OU0O0O0O0OOOOOOOOOOOOOODOODOO
charge=<char ge>yen
goooooo
time=<day>:<hour>:<min>:<sec>
goooooo

goboooobooooobooooooooooooooooooobooooo
oooood

1914 0ODOOO0OOOODOODOODO

ooooooo

protocol : continuous PPP negotiation error <target> : call stop

ooooooooo
LOG_INFO

ooog

o000 3vooUoUoo(@ooooooooIPOOOOOODOOOOO)OO0DOOO0ODOODOOO
OO00O000DO0O0O0O0O00IsbNOO0OPPPOED OO O OOOOOOOOOOCOOODODOOOOOOOOO

obooooboOoo
<target> 0O0O00OOOCO.0000

1915 pPPPOODOODOOOOODO

ooooooo

protocol : <protocol > is closed by <target>

0ooOooo0oo
LOG_INFO

gooo

<protocol>0 0 0000000000000 OOOOOO<protocol>000000000000O0OOO0OO
gooooooogooooo
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010 OOOoooooooo

obooooboooo

<protocol>
oooooooooooo

IPCP IPva0 0000000
IPV6CP IPv6 000 0O0OODO
BCP gooooooooooon

<target> 0O0OOOOO0OO.0000

1916 ODOOO

ooooooo

protocol: [<line>] callout failed (dial busy) : de-
tail [<status>/<state>/<reason>(#<code>)]

oboooooooao

oooDOo

LOG_INFO

goooooOoooOoOoOOoOODOOOOODOOODOOO ISODNOOOO0OOOoO0O0ooooooooooo

goooooooo

oboooooooao

ooooooo

<line> goooooo

ISDNOOOO0Oo0o0ooooooo
[<dot>/<line>]
<dot>O0O0O0OOOO
<lineOoooQo

gooooo
[com/<no>]
<no>Userid 00 00O

<status> 0OO0OOOOOOO
<state> oo

<reason> 0O 0O0OO

<code> 00000000000 137isbNODOOO0oOoOooP2470o0oouoooog

0000000000000 000000O0detall DO0OOOOO0O0OOOO

protocol: [<line>] <ch> callout failed (auth rejected)




oboooooooo
LOG_INFO

oooDOo
gobooooobooooboooobooobooooboooooo

obooooobooao
<line> goooogo

ISDNOOOOO0O0O0O0000 000
[<dot>/<line>]
<dot>O OO 4dOOO
<line ODOOOO

PPPoE O O O
[lan<no>]
<no>00000 lan0O0O0O

gooooo
[com/<no>]
<no>0Oserid D000

<ch> gobooobogoo
ISDNOOOOO
B1 0 B23ch
goooooo
protocol: [<line>] <ch> callout failed (auth deny)

ooooooooao
LOG_INFO

gooo
goboooooooboobooobooobooboooo

obooooboooo
<line> goooooo

ISDNOODO0O0000oooooo
[<dot>/<line>]
<dot>O0 000000
<line>OQOOOO
PPPoE O O O
[lan<no>]

<no> 00000 lanOO0OO
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goooooooao
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[com/<no>]
<no>0Oserid 0000

<ch> goboooooo
ISODNOOOOO
B10O B23ch

ooooooo

protocol: [<line>] <ch> callout failed (negotiation)

oboooooooo
LOG_INFO

ooog
pPPOOO0OOO0O0OO0O0O0OOOOOOOOOOODOD

oboooooboooo
<line> goooooo

ISDNOOOOO00O0O0000 ooo
[<dot>/<line>]
<dot>O OO 4dOOO
<line>OQOOOO

PPPoE U 00 O
[lan<no>]
<no>00000 lan0O0O0O

googoo
[com/<no>]
<no>0Oserid D000

<ch> goboooooo
ISODNOOOOO

B10O B23ch

ooooooo

protocol: [<line>] callout failed (other reason) : de-
tail [<status>/<state>/<reason>(#<code>)]

0oooooo0oo
LOG_INFO
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detall D00 OO0O0O0O0O00O0OO0O0ODOOOOOOOOOOOOOOISDNOOOOODOOOOOOOOO
gobooooooooboboooon

goooooooad
<line> goooooo
ISDNOOOO0OOo0o0ooooooo
[<dot>/<line>]
<dot>O 000000
<line>OQOOQOOO

gooooo
[com/<no>]
<no>Userid 00 00O

<status> 0O0O0O0OOOOO
<state> oo
<reason> 0O 0O0OO0

<code> 00000000000 137isbNODOOO0oOoOooP2470o0ooooooog
0000000000000 000000O0detal DO0OOOO0OOOOO

ooooooo

protocol: [<line>] callout failed (alert tineout)

0oooooo0oo
LOG_INFO

ooog

goooooOoooOoOoOU0OOOOODOOOOODOOO0OOOOO0OO0OOO0OOO0OODOOISDNDO
goboooooooooobo

oboooooboooao
<line> goooooo

[<dot>/<line>]
<dot>O 04O 4OOOO
<line>OQOQOOOd

1917 0ODOOO

ooooooo

protocol: [<line>] <ch> callin failed (auth rejected)
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oboooooooo
LOG_INFO

oooDOo

goooooooooOoOoOOOODOOODOOOODODOOOOOODOOOCOD ISDNOOOOOOOooOOoo
goooo

oboooooboooo
<line> goooooo

ISDNOOOOO
[<dot>/<line>]
<dot>O OO 4dOOO
<line ODOOOO

<ch> gooooooo
ISDNOOOOO
B10O B23ch
goooooo
protocol: [<line>] <ch> callin failed (auth deny)

ooooooooo
LOG_INFO

gooo

0000000000000 000ooo0ooooo0oooooooOIsbNoDOoOoooooooooo
gboooooooooooooooon

oboooooooao
<line> goooooo

ISODNOOOOO0OO0OO0oooooo
[<dot>/<line>]
<dot>O0 000000
<line>OQOQOOO
gooooo
[com/<no>]
<no>Userid 0O OO

<ch> goboooooo

ISDNOOOODO
B10O B23ch
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protocol: [<line>] <ch> callin failed (negotiation)

oboooooooao
LOG_INFO

oooo

pPPOOOOOOOOOOCOOCOOOOOOOODOOOOOOCOOOOISODNOODOOOOOOCOOOO
gboobooooooooooooooon

oboooooboooo
<line> goooooo

ISDNOOOOO00O0O0000 000
[<dot>/<line>]
<dot>O OO 4dOOO
<line ODOOOO

gooooo
[com/<no>]
<no>0Oserid D000

<ch> gooooooo

ISODNOOOOO
B1 0O B23ch

1918 OOOODO

ogoooooo
protocol : [<line>] <ch> disconnected by peer : de-
tail [<status>/<state>/<reason>(#<code>)]
gooboooooo
LOG_INFO

gooo

OoooooooooooooooooooooboooooooIsbNOOOooooOooooooobooo
goooooooooobooboooo
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010 OOOoooooooo

obooooboooo
<line> goooooo

ISDNODOOODO00O0O00O0O0 ooo
[<dlot>/<line>]
<dot>O OO 4OOOO
<line>OQOOOO

googooo
[com/<no>]
<no>Userid 0O 00O

<ch> goboooooo

ISDNOOOODO
B10O B23ch

<status> 0OO0O4OOOOOO
<state> oo

<reason>
good

<code> 00000000000 137I1SDNOOO0O0OO0OOOOOMP247 000000 0DOOO
0000000000000 000000O0detal DO0OOOOO0OOOO

goooooo
protocol: [<line>] <ch> line error : de-
tail [<status>/<state>/<reason>(#<code>)]
goooooooo
LOG_INFO

oooDOo

gooOoooOoOooOoOOOOOO0OOOOOOOOISODNOOOOO0OOOoO0Ooooooooooooo
gboooooooo

oboooDbooo
<line> goooooo

ISDNODOOOO00O0O00O00 ooo
[<dlot>/<line>]
<dot>O 04O 4OOOO
<line>OQOOOO

googooo
[com/<no>]
<no>Userid 0O OO
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<ch> gooooooo

ISDNOOOOO
B1 0O B23ch

<status> OO4OOOOOO
<state> oo
<reason> 0O 0O0OO

<code> 00000000000 137ISDNOOO0O0OO0O0O0OOOP247000o00ooooon
0000000000000 0000000detall DOOOOOOOOOO

ooooooo

protocol: [<line>] <target> is disconnected, because <reason>

oboooooooo
LOG_INFO

ooog

ISODNOOOPPPOEDOOODODOIODOOOODDOOODOODOOOODOOOOOOOOOOODOOOOOD
oooOD0OO00O0DODOO ISDNOOCOPPPOEC OO OOOOOOOOOOOODOOO0OOOOOOOOO

oboooooooao
<line> goooogo

ISDNOOOOO0OO0O0O0O0oOo oo
[<dot>/<line>]
<dot>O OO 4OOOO
<lineOOGOGQOO

PPPoE U O O
[lan<no>]
<no>0 0000 lan00O00O

gooooo
[com/<no>]
<no>0Oserid 0000

<target> UOUOUOO0OOO.0000
<reason> OO QOO
nocarrier

0000000 0oOoOoog (PPPOoEODODODOO)
PADT received

O0O0O0O PADTOOOOOOO (PPPOECCOODNO)
keepalive expired

gbobobobobobooooboooo



010 OOOoooooooo

1919 OO0OO

ooooooo

protocol: [<line>] CALL to <target> by forwardi ng packet: <proto-
col > <sa>(<sp>)-><da>(<dp>)

oboooooooo
LOG_INFO

oooDOo

0000000000000 00O0000O0O00oon (Pv4/IPve) 000000000 ISDN OO OPPPOED
uoboooooocooobooobooooobooooobooboooon

oboooooooo
<line> goooooo

ISDNOOOOO00O0O0000 ooo
[<dlot>/<line>]
<dot>O 04O 4OOOO
<lineOOOOO

PPPoE O O O
[lan<no>]
<no>0 0000 lanOO00OO

googooo
[com/<no>]

<no>0seridd 0000

<target> 0000000

<protocol>

000000000000 oooo0oooo TCRPUDPICMPICMPYV6D DD OOO0O0OOOO
gooboooooooooooboobooooooo

<sa> 000000000000
<sp> 0000000000000 (TCPUDPOOOON)
<da> 000000000000

<dp> 0000000000000 (TCPUDPOOOOO)

ooooooo

protocol: [<line>] CALL to <target> by bridgi ng packet: <format>:<type>-
<sa>- ><da>
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oboooooooo
LOG_INFO

ooog

000000000 oO00o0o0oooo0ooooo (ridggOOOOODOOOISDNODOOODOOO
gooooooocooooobooobooooo

obooooboooao
<line> goooogo

ISODNOOOOOoOooooooooo
[<dot>/<line>]
<dot>O000O0OO0OO
<lineOQOGOGOOd

gooooo
[com/<no>]
<no>0Oserid 0000

<target> 0000000

<format> ODOOO0OOOOOO

Ethernet Ethernet O O
LLC LLCOO

<type> goooooo
<sa> oooooooo MACOO OO
<da> O0ooooog MACOOOO

ooooooo

protocol: [<line>] CALL to <target> by <reason>

oboooooooao
LOG_INFO

oooDOo

0000000000 000oooooooooooooooooooooIsbNoOCoOPPPED OO OO
uoboooooooobooooooobooboooo

goopoooood
<line> goooooo
ISDNOOOO0O0o0o0ooooooo
[<dot>/<line>]
<dot>0O0O0O0OOOO
<lineOoooQo
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goooooooao

PPPoE U 0O O
[lan<no>]
<no>00000 lan0O0O0O

gooooo
[com/<no>]
<no>0Oserid 0000

<target> 0000000
<reason> 0000

STP packet
doooo stpPOOOODOODOOOO

ProxyDNS
00000 ProxyDpNSOO OO QOO

1920 ODOOOOOOO

ooooooo

protocol : <name> is force down

ooooooooao
LOG_INFO

oooo
gobooooobooooboooooooooooooobooooooooboobooo

oboooooooao

<name> O0O00O0O000.0000 (WANDOOOD)
00000000 (LANODDODOD)
00000000000000 (0000000)

1921 OOOOOODO

ooooooo

ory allocation fail ed.

protocol : authentication request failed for <id> on aaa <group_id> mem

oboooooooo
LOG_INFO

gooo
gobodoooobobooooobooooooooboboooon
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obooooboooo
<id> gooooooo

<group_id>
AAAOOOO ID

ooooooo

protocol : authentication re-
quest failed for <mac_address> on aaa <group_id>: nenory all oca-
tion failed. [lan<no>]

oboooooooo
LOG_INFO

oooDOo
MACOO OOODODOOOOOCOOOOOCOOOOOOoOoooo

oboooooooao

<mac_address>
MACOOD OOODOODOODOO MACODO OO

<group_id>
AAAOOOO ID

<no> LANOOOOOOOooo

1922 OOOO0OODOOOODOOO @CUODOOOObOOOn)

ooooooo

protocol : accounting start re-
quest failed for <id> on aaa <group_id> nenory allocation fail ed.

0oooooo0oo
LOG_INFO

oooo
ggooboodoooooooooobooobobOoo0oOoOoOooboboooooooobooooon

oboooboOoo
<id> gooooooo

<group_id>
AAAOOODO ID
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1923 0OO0OO0OODOOOODOOO @CUOODOOOOOOOn)

ooooooo

protocol : accounting stop request failed for <id> on aaa <group_i d>:
ory allocation fail ed.

nmem

oboooooooo

LOG_INFO

oooDOo

goooooooooooboooooooboboboooooboooobooooooooobooooon

oboooooooao

<id> gooooooo

<group_id>
AAADOOOO ID
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1.10 ATMODOOGOOO

1101 vPODOODO

ooooooo

protocol : [<slot>/<line>] VP(<vpi>) becanme inactive by fault detection

oboooooooo
LOG_INFO

oooo
ATMOODOvVPODOOOOOOOOOOODOOO

goooooooad
<dot> gooooo
<line> gooo
<vpi> VPI O

1102 vPODOODOODO

ooooooo

protocol : [<slot>/<line> VP(<vpi>) was recovered

oboooooooao
LOG_INFO

gooo
ATMOOOOvVPOOOOODODOOOOODOOOOODOOO

ooooooooao
<dot> poodoo
<line> oood
<vpi> VPI O

1103 vCOOODO

ooooooo

tive by fault detection

protocol: [<slot>/<line>] <target> (VC:. <vpi>/<vci>) becane inac-
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oboooooooo
LOG_INFO

ooog
ATMOOOOvCOOODOOOOODOOOOOOOD

oboooooboooo
<dlot> oooood

<line> gooo
<target> 0OUOUO0OOO.0000000
<vpi> VPI O

<vci> VCl O

1104 vCOOODO

ooooooo

protocol: [<slot>/<line>] <target> (VC: <vpi>/<vci>) becane inac-
tive by fault | oopback tineout

oboooooooo
LOG_INFO

oooDOo
ATMOOO ATMOOOOODOOOOOOCOOOOODOOOOOOgoo

obooooobooa
<dlot> oooood

<line> oooo
<target> 000000.0000000
<vpi> VPI O

<vci> VCl O

1105 vCOOUOOooOo

ooooooo

protocol: [<slot>/<line>] <target> (VC <vpi>/<vci>) was recovered

0oooooo0oo
LOG_INFO
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goooooooo
<dot> oooooo

<line> oooa
<target> 000000.0000000
<vpi> VP O

<vci> VCl O
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111 00DOoOobooooooo

1111 cLLMOOOoOoOooOd

ooooooo

frctl: [<slot>/<line>] re-
cei ved CLLM <ki nd>) about <renote_nanme>(DLCl : <dl ci >)

oboooooooo
LOG_INFO

ooog
cLLMOO0OO0OO0O0O0O0OO0OO0O0ooooooo

obooobooo
<dlot> oooood
<line> good

<kind> cLLMOOOOoOOooono

2 000000000000
3 000000000000
6 0000 (@oo)
7 0000 (@Oo0)
10 0000 (@Oo0)
11 0000 (@oo)
16 oooooooo
17 0Dooooooo

gooooooooobooooboboooooobooboog
o000ooo0o0o0ooOoOoO0ooOooopPvCOOODODOODOOOODOOO

<remote_name>
ogoooooooo.oooo

<dlci> oooooooog bea

1112 pvCOOOOOOO

ooooooo

frctl: [<slot>/<line>] <renote_name>(DLCl:<dlci>) becane active

0oooooo0oo
LOG_INFO
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ooooodod

obooooobooa
<dlot> oooood

<line> good

<remote_name>
goobooooboo.oboo

<dlci> ooooooooo pvCO DLC

1113 pPvCOOODOOOOOO

ooooooo

frctl: [<slot>/<line>] <rempte_nane>(DLCl:<dlci>) becane inactive

ooooooooo
LOG_INFO

ooog

pvCOOO0OOO0O0O0OOOOOODOOOOOPYVCOOOODOOOOOOOPYCOODOOOOOOOOO
goooooooo

obooobooo
<dot> oooooo

<line> good

<remote_name>
ogo0ooooooo.oooo

<dlci> 0000000 oooo pvCcO DLCI

1114 CLLMOODOOOOOOODOODO PYCOOODOO

ooooooo

frctl: [<slot>/<line>] <renmpte_nane>(DLCl:<dlci>) becane ac-
tive by CLLM Iight

oboooooooo
LOG_INFO
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obooobooo

1115 cLLMOODOOooOOoooooobOo pvCcoOOOoOO

ooooooo

<dot> oooooo
<line> oooo

<remote_name>
ogo0ooooooo.oooo

<dlci> oO0oooooooo pvCcO DLC

tive by CLLM serious

frctl: [<slot>/<line>] <renmpte_nane>(DLCl:<dlci>) becane ac-

oboooooooo

oooDOo

LOG_INFO

cLlMOIO0OO0OO0OO0O0O000000000 PvCOOOOOODOOOOOOOOOO0OO

oboooooooa

<dot> oooooo
<line> good

<remote_name>
goooooooo.obooo

<dlci> ooooooooo pvCO DLC

1116 CLLMOODODOOOOOOODOODODOOOOOODOOD PVCOOODOODO

ooooooo

tive by CLLM stop

frctl: [<slot>/<line> <renote_nanme>(DLCl: <dlci>) becane inac-

oboooooooo

LOG_INFO
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cLbMIO0OO0OO0OO0OO0O000000000O0O0O0O0O0O0O0O0O0O0 PYCOOODOODOOOOOOOOO0O0OO
agoad

obooooobooa
<dlot> oooood

<line> good

<remote_name>
goobooooboo.oboo

<dlci> oo0oo0o0ooooooo pvCcO DL

1117 T2000000000000PVCOOOOO

ooooooo

frctl: [<slot>/<line>] <renote_name>(DLCl: <dlci>) becane active by T2-
timer timeout

0ooOooo0oo
LOG_INFO

gooo
cLLMOOOOO (T200000000000 PVCOOOOOODOODOOOOOOOOOO

obooooboooo
<dlot> oooood

<line> oooo

<remote_name>
ooooooooo.oooo

<dlci> ooooooooo pvCO DLC

1118 pvCOOOOOOOOODOOOOO

ooooooo

frctl: [<slot>/<line> PVC |link was disconnected

ooooooooo
LOG_INFO
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010 OOOoooooooo

oooo
pvCOOO0O0O0O0O0O0O0O0O00O0O0O0O0O0OOO

ocob40000000000C0OO0OOOOOOOOODMOOOOOOOOOOOOOOOOOOOO

oooooooooos3poooooooooobobooooon

obooobooo
<dot> oooooo

<line> oooo

1119 pvCOOOOODOODOOOOOOOOODODOO

ooooooo

frctl: [<slot>/<line>] PVC link recover

0ooOooo0oo
LOG_INFO

gooo

pvCOOO00O0O0O0O0O0O0O00O0O0O0O0O0O0O0O0O0OOO
3000000oooooooooooooOoOoOoOooOoOoOoOogooooo

oboooooooao
<dot> gooood

<line> good
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112 PPPOEO OO DOO0O

1121 PPPOEC0 OODOOOOOOODOO

ooooooo

protocol: [l an<no>] PPPoE Di scovery failed to <target> : rea-
son=<r eason> st at e=<st at e>

oboooooooo
LOG_INFO

ooog

PPPOEODO OD0ODOOOOUODO (PPPOECDCDOODOOODUOOOODDOOOOOOOOO)0DODOOOOODO
goooo

oboooDbooo
<target> 0O0O0O0OOOO.0000

<reason> 0O 0O0OO
sync failed
goodd

datalink config error
godooooooooooboooda

wait timeout
goooboooooooobooooooooooa

negotiation error
goboboobooboobog
<state> PPPOEC O O OO

Initial oooo

waitPADO
PADOOODODO

waitPADS
PADSO OO0
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010 OOOoooooooo

113 D0OO00D0O0ooooon

1131 ProxyDNSO OO DNSO O OO

ooooooo

proxydns: rejected by <no> : QNAMVE [ <type>:<gnane>] from <i paddr>

ooooooooo
LOG_NOTICE

oooDOo
ProxyDNSOOOOOOOOOOOOOCOOOOOOODO

gooooobooo
<no> reect 0000 proxydnsO OO OO0 OdQdQooQg
<type> O00O000O00O0
<ghame> UJ0OUOOOOOOO

<jpaddr> OO0OO0OO0O IPOOOO

1.13.2 ProxyDNSO OO unicodeDNSO O OO O

ooooooo

proxydns: rejected by unknown character : QIYPE [<type>] from <i paddr>

ooooooooo
LOG_NOTICE

gooo
ProxyDNSO OOOOOOOOOOOOOOOOOOO0OO0OO0O0O0000O0

oDoooooooO
<type> 00000000
<ipaddr> 0000000 IPOOOO

1133 IPOOO0OOOODODOOODOO

ooooooo

protocol: rejected at filter(<name>.<no>) : <P> <SA>:<SP> -> <DA>: <DP>

99



ooooooooo
LOG_NOTICE

oooDOo
iPO0O00OCOCCOO0O0OCOOO0OOOOOOOOOOOOOO

oboooooooao
<name> 0000000 (WANOOOO)ODODOOODOOOO (LANOOODOODOOOOOOOOO)

<no> ooooooooood

gooooomwproobobooboobobboboboooobbooobbobobbboobobbobo
OO00O00O0OO0O0O0OOOlanipfilter defaultD O O O remoteip filter defaultD O O O template
ipfilterdefault 000 0000000000000 default” 00000000

gooooooooobooooooooboboobooooobooboooo

same address

source/destination 0 0 00000 OO
tiny fragment

tiny fragment 0 O O
overlap fragment

overlap fragment 0 O O

<p> 0000000 (TCRUDRICMRIRO OO OOO)
TCPO SYNOOOOOOOOOTCRYOOODODOOOO

<SA> oooirooOoOo
<SP> 00000000 @ooooooo T TCPOOO UDPOODO)
<DA> oooiroooo

<DP> O0o0ooU0o0 @ooooooo T TCePOOO UDPOOO)

1134 PPPOODOO

ooooooo

protocol: rejected call from <target>(<dial>) by PPP: <reason>

ooooooooo
LOG_NOTICE

oooDOo
pPPOOO0O0O0O0O0O0O0O0O0OOOOOOOOOOOODOO
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010 OOOoooooooo

obooooboooo
<target> O0O0OO0OOOCO.0000
<dial> gooooooon

<reason> JO0OOOO

authentication reected
goooooooooo

wrong account(<id>)
00000O0O0oU (<id>0 IDOOCOOO)

1135 DHCPO OO OOO ODOODO

ooooooo

dhcpd: Server allocation <ip_address> to <nac_address>

0oooooo0oo
LOG_NOTICE

ooog
DHCPOOOO DHCPOO OO OO OODO UDOOOOOOOOOOODOODO

obooobooo

<ip_address>
DHCPOOUOOOOOODODOO IPOCODDO

<mac_address>
DHCPOO OO OO DO MACOO OO

1136 DHCPUOODOOOOODOOODOODOO

ooooooo

dhcpd: DHCP request from <mac_address> rejected

oooooo0O0o
LOG_NOTICE

oooDOo

MACOO OOOODOOOOOOODOOODHCPOOOOODOOOODOOOOOOODOOOODODODO

obooooboooo

<mac_address>
DHCPOO OO OO DO MACOO OO
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1137 IpveO0O0O0OOO0OOODOOOOO

ooooooo

protocol: rejected at filter(<nanme>. <no>) : <P> <SA>(<SP>) -> <DA>(<DP>)

ooooooooao

LOG_NOTICE

ooog

P60 000000000000 00000000O000000

obooooobooa

<pname>

<no>

<p>

<SA>
<SP>

<DA>
<DP>

Ooooooo (WANDOOOO)O
00000000 (LANODDODODQOOOODOooooogo)
goooooooooo
doooooIipve0O0000OD0O0OO0DOOOODOOOOODODODOODOOODOOOOOO
OO0ouooooouogodolanip6filter defaultd O O O remoteip6 filter defaultD O O O
templateip6 filterdefault 00 0000000000000 O default” OOOOOOOO
gdbooboboboboooboboboooboooobobuoooobooo
same address
source/destingtion 0 0 00000 OO
tiny header
tiny header 0 O O
tiny fragment
tiny fragment O O O
overlap fragment
overlap fragment O O O
default restrict
goboooooooooo
0000000 (TCRUDPICMPVE, DO ODOOO)TCPO SYNODO DD OO OOOTCRS) O
gooboooo
goolipvedn OO
00000000 @Quouoooogog TecpPOODO ubPOOO)
goolipvedno OO

O0000o0o0O0 @ooooooo T TCPOOO UDPOODO)

1138 NATOOOOOOOODO

ooooooo

protocol: rejected at NAT(<nane>. <reason>) : <P> <SA>:<SP> -> <DA>: <DP>
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010 OOOoooooooo

oboooooooo

LOG_NOTICE

oooDOo

NATOOOOOOOOOOOOOOOoOoOoOooOooOOOCOOoOoOoooooo

oboooooooao

<pname>

<reason>

<pP>

<SA>
<SP>
<DA>

<DP>

goooogo

good
goodoooooooboboooooooboooooooooooo

tiny fragment
tiny fragment 0 O O

overlap fragment
overlap fragment O O O

O00OoooO (TCRUDRICMRIRO OO OOO)
TCPO SYNODOOOOOODOOTCRSLOOOODOOO

oooirboooo
O0000o0o0O0 @ooooooo TCPOOO UDPOOO)
oooirooOoOo

00000000 @ooooooo TCPOODO UDPOOO)

1139 NATOOOODOOOO

ooooooo

protocol: NAT:table: <P> <SA> -> <DA>: <DP>

oboooooooo

LOG_NOTICE

oooDOo

NATOOOOOOOOOOOOoOooooooooOoOOoOoOoOoooooooo

oboooooooao

<p>

<SA>
<DA>

<DP>

OO00o0ooOoo (TCRUDRICMPRIR OO OOOO)
OONATOOOOOOOOOOODOOOALLODOOOODOOO

oooirboooo
oooirboooo

O0000oo0O0 @ooooooo TCPOOO UDPOOO)
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11310 IpveDHCPODOUODOODOODOOOOO

ooooooo

dhcp6sd: Server del egation <prefix>/<prefixlen>to <interface>

ooooooooo
LOG_NOTICE

oooDOo
IPv6 DHCPO OODO IPVv6DHCPOO OO OO O IP6O D0 O0OCOOOOOOOOOOOOOO

goooooood
<prefix>/<prefixlen>
IPve DHCPO O OO OO OOOOO IPveO OO OOODO

<interface>
Oooooooo

11311 000000000g0oooooooobo oo

ooooooo

protocol: rejected at filter(<nane> <no>) : <SA> -> <DA>

ooooooooo
LOG_NOTICE

gooo
gooooooooooooooboooobooooooobooooobooonon

obooooboooo
<name> UOO0OOO0OO

<no> ooooooooooo

goobooooboooooooboooobocoooooooooOo0oOooOoOoOoOoOoDOOO0OOOo
00000000000 00O00000O000000000000DDO000000 default”
gooooooo

<SA> ooooooo

<DA> ooooooo
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010 OOOoooooooo

11312 ODOO0O0OOODOOO

ooooooo

protocol: the unidentified termnal
tected: MAC=<nac_address> [| an<no>]

was de-

oboooooooo

LOG_NOTICE

oooDOo

MACOO OOOODOOOOOOCOOOOCOCODOOOOO0O00OODOoOoOoOoooooo

oboooooooao

<mac_address>
ooooo MACOO OO

<no> OoOO0OoLANOOOOOOooODOO
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1.14 1DSO0O00OO0

1141 IDSOOO0OO0OOO0OOO

ooooooo

protocol : curious packet at ids(<nane>. <cause>) : <packet>
protocol : curious packet at ids(<nane>. <cause>) :
<counter> tines in <tinme> seconds

ooooooooo
LOG_NOTICE

ooog
IDSO000000000000000000000000O0

obooooobooa

<name> 000000000 (remote00000)000000000000 (lan0d00 templated O
0oo)

<cause> U0O0OO
iPOCOOOOCOOOOOOOOOOOOOOOOWPOODODOOOCODODOODOODOO

1) IPOOOOO
Unknown I P protocol

protocol D 0O OO0 13400000

Land attack
OoIPOOOOODODO IPOODOOODOODO

Short | P header
IPOOODOOCOO lenghD 0000 O0O0O0OOOOOO

Malformed I P packet
length0 0000 00000000 O0OOOOOOO

2) IPOODDOOOOOCOOO
Malformed I P option
gooobooooboobobobooooo
Security | P option
Security and handling restrictionheader 00000 O O

L ooserouting I P option
Loose sourceroutingheader 0 0 0 OO0 OO

Record route | P option
Record routeheader D 00 0 00O

Stream ID I P option
Stream identifierheader OO O OO O O
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010 OOOoooooooo

Strict routing I P option
Strict sourceroutingheader 0 0 OO0 00O
Timestamp | P option
Internet timestampheader 0 0000 OO
3) ICMPOO

ICMP source quench

sourcequenchCD 00O OO
ICMP timestamp request

timestamprequest 0 OO0 OO0
ICMP timestamp reply

timestampreply OO0 O0OOOO
ICMP information request

informationrequest 0O OO OOO
ICMP information reply

informationreply 0 0 00O OO
ICMP address mask request

addressmask request D D O OO OO
ICMP address mask reply

addressmask reply DO 00O OO

5) TCPOUO
TCP no bitsset
godooodoooooooooob
TCP SYN and FIN
SYNO FINOOOOOOOOoOoooooo
TCP FIN and no ACK
ACKOODO FINOOOOOOO
6) FTPOO

FTP improper port

PORTO PASVOOOOOOOOOOOCOODODODO 1024065535000 0

good
<packet> 0O0OOOOOOO

gbooobooocdoooboboooooooooobooboobOOobOOoobOboOooboboOooDoOo
FrrOODODOOOOOOOOOOOO FTPOOOODOOOOOOOODOOOOOOO
ICMPOOOODOOOO0OOOO0OOOO ICMPtyped ICMPcodeD DO OOOOOOOO

ooad

goooooodooooboooooobooooooboboboboOobooboobooooDoOOo

goooo
gobooobooboooooboo

<P> <SA>: <SP> -> <DA>: <DP>

<P> <SA> -> <DA> fragment offset:<fragment>
<P> <SA> -> <DA> <i cnptype>: <i cnpcode>

<P> <SA>: <SP> -> <DA>: <DP> ftpport:<ftpport>
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<p>

<SA>
<SpP>

<DA>
<DP>

OO00O0O0O0O (TCRUDRICMRIROOOOOO)
TCPO SYNOOOODOODOOOOTCRSODODODOOOODO

oooIpooOO
00000000 @ooooooo TCPOOOO UDPOOO)
ocooipooOoo
OOoo00ooU00O @oOoooooo T TCPOOOO UDPOOO)

<fragment offset>

gboobooooooooboooooboo

<icmptype>

ICMP type

<icmpcode>

<ftp port>

<counter>

<time>

ICMP code

ftpport O O

oooood
oooood



010 OOOoooooooo

1.15 IPsec/IKEOOOODOO

1151 ISAKMPSAODOOODOODOO

ooooooo

i saknp: not acceptabl e <etype> node

oboooooooo
LOG_INFO

oooDOo

gooogoooooooooooooobobooooboooboooooooooDbDoboboDbOoDDOOo
ISAKMPSAOOOOOOODOOOOOODOOOOODOOOOOOOODODOOOODOOOOOODODOOO
goooooooooboobooon

oboooooooao

<etype> QO QO4UQOQ
0oooooooooooooo

1 Base

goooooooooooo
goboobooooooboboooobooooboboooooo

2 Identity Protection
4 Aggressive

ooooooo

i saknp: invalid encryption algorithm <algorithne

ooooooooo
LOG_INFO

ooog

gbbooboooooboooooooboboooooooooobooooooooboobOOoooOoDoOoooon
ISAKMPSAOOOOOOOOO0OO00O0O000O0O0O0O0DODES CBCO3DES CBCOAES CcBCOOOOO
goooooooobooooooooooon
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goooooood
<algorithm>
gooooboo
goboogooooboobooobooog

2 IDEAOODOOOO00O

3 BlowfishO OO oOOOGOO

4 RC5-R16-B640 0000000
6 CASTOOOOODOOO
gobooooooooo

1070000000
gobboboooooooboboooooboobooooobooooooooooobooonoo

1 DESCBCOOOOOOOO
5 3DESCBCO OO OOOONO
7 AESCBCOOOOODOODO

ooooooo

i saknp: invalid hash al gorithm <al gorithnp

ooooooooo
LOG_INFO

gooo

goobogogooooooooooooobooooboboobobooooobooooobbobbooooo
ISAKMPSAOOOOOOOOO0O00O00O0O0O0O0O0O0OMDSOSHAOOOOOOoOoOOoOooooooao
goboooooooooo

oboooooboooa

<algorithm>
gooooooood
godooboooooooooooooog

3 Tigr DOOOODOOOOO
goooooooooooo

1030000000
goboooooobobooooooobooooboobooboooooboobooobooboooooon

1 MD5000000
2 SHAOOOOOO
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010 0000000000

goooooo

i saknp: invalid authentication nethod <nethod>

ooooooooao
LOG_INFO

gooo

00000o0O0OOoOoO000O00O0000000000000000O000000DODO0O0 ISAKMPSADOODO
00000000 0ooooooooooOon (Pesharedkey) DD 00000000 0OOOOOOOOOO
oooo

obooooboOoo

<method>
oooo
gooooooooooooo

2 pssOOOoOoOoO

3 RSAOOOOOO

4 RSAOOOOOO

5 OO0 RSAOOOOOO
goooogo

1050000000
gobooooobobooooboooooooobooooobooobooOooooooboo

1 ooooogoood

ooooooo

i saknp: invalid DH group type <group>

000000000
LOG_INFO

gooo

ubobboooooooobooooooobooooobobooboooboboOooboobobObOOObOboboOono
ISAKMPSAOOOOOCOOOOOOOOOOOOOOORFC24090 000000000 MODPOOOO
goooobobobocooooobooobooooo

m



obooooboooo

<group> O OOOOOO
O00o0o0ooooooooooooo

2 ECPOOOOOOOO
3 EC2NODODODODOOOO
goooogo

1030000000
gobooooooooooooooobobooooboooboobooboboooooooo

1 MoDPOOOOOOOO

ooooooo

i saknp: ignore the packet, expecting the packet encrypted

oboooooooo

LOG_INFO

oooDOo
gooobooooooooooboooooobooooobooooooobooooobooboooboboOoDDOOoo
ooooooDoooOoooOOoOoD IsAKMPSAOOOOOOOODODOOOOOOOODOOOOOOOOO
gobooogooooooboooooooobooooboooooboooooobobooo

ooooooo

i saknp: Expecting | P address type in nmain node, but <type>

oboooooooo
LOG_INFO

oooDOo

ManOOOOOOOODO IDOOOOOO IPOOO0OOO0OO0DOOOO0OOOOOOOOOOOOOOOODO
00000000000 ISAKMPSAOOOOOODOOOOOOO (Presharedkey) DOOOOOOOOID
OoooDoooo Ii4O0OOOO0OIPV6O0D OO0OOOOODODODOODODOOODOODODO

oboooooboooa

<type> IDOODO
Oooooooogooibgoo

1 IPv400 OO0
2 goooooood
3 gooooooo
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010 0000000000

IPvAa00 000000000
IPv6 00 OO

IPv600 000000000
IPva00 000000
IPv6O00 000000

oooOOOoOoOoO X5010000 DER

gooooood

10 0000000 X5090000 DER
gooooood

n ooibgoog

oooiibooo

10110000000

© 00 N o O b

ooooooo

i saknp: give up phasel negotiation. <local> -> <renote>

ooooooooo
LOG_INFO

gooo

ISAKMPSAOOOOCOOOOOOOOOOOOOOO0OOOOOOODOOOOOOOOODOOOOODOOO
goooooobooooooooobooooobooobooboOoOoooDOOOooboDObOboOoDbDOOoo
udooobodooooooboooooOobooOooOoOOO0OOoOOOObOOOO0OOOOObODOO0ObOODOOO
ooooooo

oboooDboOoo
<local> IPeec00000000O0O0COOODOODOIPOODOOOOOOOOOOOO

<remote>
IPec0 000000000000 ODODOOOIPOODOODODODODOOODOO

ooooooo

i saknp: phasel information overfl ow.

ooooooooao
LOG_INFO

gooo

ISAKMPSAODOOOOOOOOOOPhesel D0 OO0O0OOOO0OO0OO0O0OO0OOOOOO0OOOOOOODOOO
00000000 IPsec/IKEDOOOOOOOOOO IPsecSAODDOOOOOOODOOODODOOOOOO
gobodoooboooobooobobooobooooboboobooooobooooboooobooOoon
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ooooooo

i saknp: invalid Mnor Version.

oboooooooo

ooog

ooooooo

LOG_INFO

000 MinorVersonO OO 0OO00oO0oooooooo
00000000 ISAKMPSAOOOOOOOOOOODOOOOOOMinorVersionO 0010000000
goboboooooobobooooooooboooa

i saknp: invalid RESERVED fi el d.

oboooooooo

ooog

ooooooo

LOG_INFO

OO0 RESERVEDO 0000 OO0O0O0O0O0O0OOOOOOOO
OO000O0000 ISAKMPSADODOOOOOOOOOOOOCOOOORESERVEDOOOOOOOOOOO
gobooooobooooboooboooobooooboo

i saknp: invalid number of Transform Payl oad.

oboooooooo

ooog

ooooooo

114

LOG_INFO

O0O#of Transforms0 0 0000000000000
00000000 ISAKMPSADODOOODOODODODODOOOOO#Hof TransformsO O Transform O O
Ogf0oo0o0ooo0oooooooobo0oooooooobobooooooobooaoa

i saknp: invalid Next Payl oad type of SA Payl oad.




010 0000000000

ooooooooo

gooo

ooooooo

LOG_INFO

000 sAfj00oOooooooOoOoO0OCOOOOOOOoUOOoOooooooo

OoO0oo0Oo0ooo IsAKMPSAODOOOOOODOOOODOOOOOOSADOOOOOOOOOODOOOOn
O Proposd D O0OO0O QU TransformO 0000 (UOODUIODOO0DO0OOOOOOOOOOOOOOOO
odad

i saknp: invalid Next Payload type of Transform Payl oad.

ooooooooao

gooo

ooooooo

LOG_INFO

000 TrensformO 0000 0000000000000 O0OOOOOOOOOCOO

00000000 ISsAKMPSADOOOOOOOOOOUODOOOOOTransformO 0000 000000OO
O00Oooooooooo OUOTansfomO 0000 (D000 00O0O0O0OOOOOODOOOODOOO
oooododod

i saknp: invalid Next Payload type of the |ast Payl oad.

ooooooooao

gooo

ooooooboo

LOG_INFO

gobooooobooocobooooooobooboobooboobooOoooDooOobobooo
00000000 ISAKMPSAOOOOODOOOOOOO0O0O0O0O00000O0O0O0000DOO0O0O00O00O0
000000000 (©oo00Doo0O000o000o0DooO0o00DooooUoooDOn

i saknp: invalid Next Payload type <type>.

goooooooo

LOG_INFO
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oooo

gobooooobooooboooooboooboobooboooooboooooooobobooo
00000000 ISAKMPSAOOOOOOOOOOODOOOO0O000O00O0O000O0O00O0O00000O
goboooooooobooooboooooboooooooobooboooon

obooobDooo

<type> 00000000000
00 130000000

1152 IPsecSAODOOOOOOO

ooooooo

i saknmp: invalid transformid=<id> in <protocol >

0oooooo0oo
LOG_INFO

oooo

ooooooooooooooooOooOoOoooOOOoDO I DOO0O0O0O0OO00O0O0O0DO0DO0ObooboO0OboboO0O0o
IPsecSAODOOOOOOOOOOOOOOOOOODOOOOOODOOOOOOODOODOOO0OOIDOOO
gooOooooooooboooooooooooboooooboboooooooo

oboooDbooo

<id> O00O00oOoOo IDooooooggoo)
protocol O ISAKMPO OO
oooooooooogo b
10000000
goooooooobooboo i boboobooboboooboooobboobboooDboboOoon

1 IKE

protocol 0 AHO OO
goooooooopoooooboooib

3 DESOO0OO0OOOOO

ooooooooooo b
1030000000
oooooooobooOoIboooooooooooOoooOoOOoOOOOOODObObOO

2 MD500000000
3 SHAOOOOOOOO

protocol 0 ESPO OO
gooooooooooooooooo b

1 DESIve4OD 00O 0O0OOODO
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010 0000000000

RCSOO0O0OOOODO
IDEAOODOOOO0O0O
CASTOOOOODOOO
BlowfishO OO oOOOGOO
oooOIDEADDODODODODOD

© 0 N o O b

DESIV3200000000
10 RCAODOOOOOODO
goooooooooo b

10120000000
oooooooobooo IboooooooooooooOOoOOoOOOOODObObOO

2 DESOO0OODOOOO
3 BDESOOOOOOOO
12 AESOOOODOODOO
<protocol>
goood

1 ISAKMPO OO OO

2 gobooooo

3 gobooooo

ooooooo

i saknp: invalid encryption nbde=<node>

00O00ooooO
LOG_INFO

gooo

O00o0oooooooooooooOoOOOO0OOOObOO0000OooOoOOOODObODb0OO IPsec
sAO000O000000000000OO000D0O0000000000O000O00O00O00BDO0O000

oooood

obooobooo
<mode> 0OOO0OO0OOO

1 0oooooo
2 afsfsfa)sfs]s)a)s]s
3000 61443)

ubPOOOOOOOOOODODOO

4000 61444)
UDPOOOO0OODOOOO0OOOOO
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goboooooboooooooooooooboooboooooboboOoooOooooDooo

2 goooodaoooo

4000 61444)
UDPOOOO0OODOOOO0OOOOO

gobooooodd
oobooooooo

ooooooo

i saknp: invalid authentication al gorithne<al gorithne

ooooooooao
LOG_INFO

gooo

boboobooooooboooooooobooOoooboOoOoobOOoUobOoOoUODbOOOobObObOOoUOoDOOoOo
IPeecSAOOO0O0O0O0O0O00OOOOOOOOOOOHMAC-MDS5,HMAC-SHA1OOOOOOOOODOO
gobooooooooooboooo

gooooobooo
<algorithm>
goooooboo
goboooooobooboooobooboo

3 DESMACOOOOOOOO
4 KPDKOODOOOOOO

goboooooboooo
1040000000
gobbooooooooooooobooboooobobOoooboooboboOooobobOoOoDo

1 HMACMD5OOOOOOOO
2 HMACSHAOOOOOODOD

ooooooo

i saknp: give up phase2 negotiation. <src_addr> -> <dst_addr>

ooooooooo
LOG_INFO
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010 OOOoooooooo

oooo

IPsecSAOOOODODODOOOOOOOOOOOOOOOOODOOOOOOODOODODOOOOOOOOO
gooooodoooooooooooobobooobooooooobooooobooobobooOoooDooOoa
goboooooooooboooooooobooboooooooobooboooon

obooooDboOoo

<src_addr>
IPsecO00000000OO0DOOOOOOODOIPOOOO

<dst_addr>
IPsecO0000000ODOODODOOOOOOODOIPOOOO

ooooooo

i saknp: phase2 information overfl ow

oboooooooo

LOG_INFO

oooDOo
IPsecSAODOO0OODOOOOOOPRes20 00000000000 O0OO0OOOOOOOOOOOOOOO
0000000 IPec/IKEOODOOODOOOOOO IPsecSAODOOOOOOOOOOOOOOOOOO
gobooooooooobooooooooboobooooboooobooooboooobooooDbDoo

ooooooo

i saknp: | Psec SA protocol id mismatched.

ooooooooao

LOG_INFO
gooo
IPsecSAODODOOOOOOOOOOOOOO0OOOO IPsecSADOODOODOOODDOOOOOOOOOOD
OOoO0O0o00lIPecSAOODODOOODOOOOOOOODOOOOODOODOOOODODODODOOODOO
ooooooo

i saknp: | Psec SA encryption al gorithm m smat ched.

ooooooooo
LOG_INFO
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oooo

IPeecSAODOOOOOODODOODOODOOO IPecSADDODOODOOOOODOOOODOOOOOOOOOOOO
IPsecSAODOOOOOOOOOOOOOOOOOOOOOOODOOOOOODOOO

ooooooo

i saknp: | Psec SA encryption algorithmkey | ength m smatched.

ooooooooao

LOG_INFO
oooo
IPsecSAODOODO00O0O0O0D000000D IPecSADOODONDDOOOOONDONOOOOONOO
00ooooo
IPsecSAODODODODO0OO0OONODONOOONONONDNOOO0ONONOOOOONONooon
0ooo0ooo

i saknp: | Psec SA authentication al gorithm m snatched.

oboooooooo

LOG_INFO

oooDOo
IPeecSAOOOOOOCODOOOOODOOO IPecSAODODOOOODOODODOOOODOOOOOOOOOOOO
IPsecSAOOO0O0000O000O0O0O0O0O0O0O0OOOOOOOOOOODOOODD

goooooo

i saknp: | Psec SA pfs group m snat ched.

oboooooooo
LOG_INFO

oooDOo

IPsecSA O PFSOOOO DHOOOOOOOODOD IPsecSAO DHOOOODODOOOOODODOODODOOO
O0O0IPsecSAODODOODOOOOOOODOOOODOOOOOOOOOOODOOOOOOO
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010 OOOoooooooo

1.153 ISAKMPO IPsec O O

ooooooo

i saknp: invalid value of DO O0Ox<doi >

oboooooooo
LOG_INFO

oooDOo

gooDbolooooooOoCoOoOOOOOOO0O0DoUODOOD ISAKMPSAOOO IPecSADOOCOOODO
000000000000 sAOO0O0OO0OO0CODOO IPecDODO0O0O0O0O0O0O0O0OODOO

obooooboooo

<doi> DOl
ooooooorCCOOOOO

ooooooo

i saknp: invalid situation Ox<situation>

oboooooooao
LOG_INFO

oooDOo

0000000000 00o000Oon SwaionD O ODOO0OO0OODO0DOOOODOOOOOOOOOOO
ISAKMPSA O OO IPsecSAO0OODO0O0OOOOOOOOOOOO SAODODOODO O Situation O
SIT_IDENTITY_ONLY OOOOCOOOO0OO0O0DOO

oboooooooa

<situation>
Situation
0000o0o0oOgooo Situation

00000002 OOOOO0OOOO0OO0 SAODCOOO00OOOO0OO0OOODOOOOOOCOOOO
goooocogooo

00000004 OOOOO0O0O0O0O0O0 SAODOCOO00O0O0O0O0O0O0O0O0O0O0O00O0O0O0O0O0O0O
ooooooooooo

000 situation
000000010 000000020 00000004 D D O OO OO
0000 SwaionO O OO0 ODO0OOO0ODODO0OO0OOOOOOOOOODOOOOO

00000001 O OO IDOOOOOO SAOOOOOOOOOOOOOO

121



goooooo

i saknp: invalid protocol id <id>

goooooooo
LOG_INFO

gooo

o00ooooooooooooooOboObOOoOooO IDOOO0O000000O00O0O0O0O0O0O0OO0O000O0
ISAKMPSA O OO IPsecSADOOOOOOOOOODDOOOOOOOOODOOODDOOOOOOOOOO
IDO ISAKMPOAHOESPOOOOOOOO0O0O0O0O0O

goooooooo
<id> ooooo b
O0ooooooooooooo Ib
4 ooooooo

oooooooo b
040000000
ocoooooooo iboooooooooooooboooOobOOOODObODO

1 ISAKMPO OO OO
2 IPsecO OO OOOO0
3 IPsecO 000000

ooooooo

isaknmp: invalid life type <type>

goooooooo
LOG_INFO

gooo

OO0 LifeD 00000000 DO0OOO0ODOOODOOOOOOO ISAKMPSAOOO IPsecSAODOODOOO
000000000000 00ORFC24090 00000000 Lifeb0OO0O0OOOOOODOOOOODOODOO

oboooooooao

<type> LifeO OO
gopooooooib
1020000000
0000 Life0 0000000 DODODOOCOCODOOOCOOOOOOOOOOOO
1 oood
2 gooboog
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goooooo

isakmp: invalid attribute type <type>

ooooooooao
LOG_INFO

gooo

oo0o0oo0oooooooooooOoOOoObOOO00OOOOOO0O00O0oOoOoooOoOobOOOOO0O0 ISAKMP
SAO0O0O IPeecSAOO0O0O0O0OOOOOOOOOOOODOOOOOOODOOOCODOOOOO RFRC24090
gobooooobcoobooooboooooooboouoboooo

obooobooo

<type> oooad
ISAKMPSAOOOOOOOOOOOOOOOOOOoOoooooooo

8 ooooobo 200000
9 ocoooooAOOOOO
10 ocoooooBOOOOO
15 oooooooooao
16 gooooooooo

goboooood
10150000000
goboboooooooooboooooobooboooooboboooooooonoa

goooogooo
gooooooodao
gooo
goooooao

1

2

3

4

5 goooooo
6 goooooobooboo
7 gooooodz

1 LifeOD OO

12 Lifeo OO

13 prf

14 od

IPsecSAODOOODOOOOOOO
gooooooooobooooo

7 gooooooogo
8 gooooooooood
9 gooooood
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gooooo

goboooood

1090000000
goboboboooooooooboooooobooboooobobooooboooooDo

LifeO OO
Lifeo O OO
goooodao
goooodd
gooooooo

o 0o A~ W N P

g

ooooooo

i saknp: invalid group description=<group>

0ooOooo0oo
LOG_INFO

oooo

gbobbooooooooboooboooobooooboOooooDooobOboOoUobOOoOobObObOOObObOboOoDo
ISAKMPSAOOO IPsecSAODODODOODOODOOOCOOOCOOOOOODOOOOOOOOOOOOOO
RFC24000 000000000 DODOOOOOCDOOOOCOOOOOOOO0O0O

oboooboOoo

<group> O OOOOOO
oo0ooooooooooooooo

3 EC2N[20155| 00000 000
4 EC2N[20185| 00000 000
0000000000

1050000000
gobooooooooboooobooooobooooobooooobobooobobooboooooon

1 7680 00 MODPO O OO
2 1024000 MODPO O OO
5 1536000 MODPO O OO

ooooooo

i saknp: ignore the packet, received unexpecting payl oad type <group>
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ooooooooo

gooo

LOG_INFO

gobooooooboooobooooooobooobobooooooooobo0oooDOboOo0OoooooDOoo
OO0 ISAKMPSAOOO IPsecSAOOO0O0O0O0O0O0O0O0COOODOOOOODOOOOOOOOOOOOO

gobooooooooboooooon

oboooooooao

ooooooo

<group> 00000000

none OO OO
SA00000000
goooooooocooooo
goobooooboocoboobooo
ooooooooooo
IDOOOOO0O0OO0
ooooooooooo
gooooooodoooao
goooooooboood

© 00 N oo 0o~ W N B+ O

goooodgoodao

=
o

NonceD OO OO OOO

B

goooodgoodao

[
N

goooodgoodao
13 oo iboooooogd

20(0 0 O 130)
NATO OOOOO0OO0O000000

21(0 0 0 131)

NATOOOOOODOOOOO0OO0OO0O0Oo

gobooooogooo
oobooooood

i ng <expect_type>

i saknp: received invalid next payl oad type <receive_type>, expect-

goooooooo

LOG_INFO
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goooooooooboobooooooobobobOboooboboooboOobOoooobobOOoOoOoOOOOoOooa
0000000 ISAKMPSAO OO IPsecSAOODOOOOOOOODOOOOOOOODOOOODOOOOO
goboooooocoooboocoooooboooooon

gooboooooo
<receive_type>

goboboobooboooog
noned 0000
SADO0O000O0O0
goboooooooooobo
goooboobobooooobbo
gooboboooog
IDOOOOOOOO
goobogoboooog
goobobooboooog
gboooooooobooo

© 00 N o 00~ W N B+ O

gooooooooo

=
o

NonceO OO OO O OO

=

gooooooooo

[En
N

goooocoooogo
13 ooo iboooobood

20(0 0 O 130)
NATO OODDOO0O00000000

21000 131)
NATOOOOOOOOODO0000O00

goboocooooooo
00 130000000

<expect_type>
goboooboooooooo

1 SA00000000
8 uoooocooobooo

goooooo

i saknp: HASH mi smat ched si de=<si de> exchange type=<type> status=<status>

ooooooooao
LOG_INFO
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010 OOOoooooooo

oooo

gobobooooooooooooooooboooooOobobOOoOooOoOooooOOoOooOoOOoboOooooooDooOoa
O ISAKMPSAOOO IPsecSAOOOOOOOOOOOOOOOOOOOOOOOODOOOOOOOOO
goooooboooooooooboooobooooooboooobobooooooOoboobobooOoboOobooOooDoOoo
0000000000000 00000000U00Aggressvel 0000000000 OOOOOOOOO
oooo

Ooooooooo
<side> ooooo

0 ooooood
1 oooood

<type> ISAKMPOOOOO

2 Identity Protection O O
4 Aggressive 0 O
32 Quick 0 O

<gtatus> |ISAKMPOOOO0OO
Identity Protection0 0 00 O0O0QoQoonQ

7 i d000OO0O0OO0O0
Identity Protection0 0 00000000

5 idOOCO0O0OOg
Aggressive 0 0000000000

3 ls00ooooog
Aggressive 0 00O OO0 OO0

3 2nd0000O00OOO
QuickOOOoOoOooooooo

5 ss000000o0d
QuickOOOOoOOoOoooDoO

1 ss00000o0ogd

5 2nd0000O0OOOO

ooooooo

i saknp: psk ni smat ched.

ooooooooo
LOG_INFO
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ooooooo

ISAKMPSAOOOOCOOOOOOOOOOOOOO0ODOOOOOODODOOODOOOOOODOOOODOBO
gobooooboooboooobooobooooboooobooog

protocol : weak key not usable for des-chc encryption.

oboooooooo

oooDOo

ooooooo

LOG_INFO

IPsec SA O descbcO0 000 RFC24090 Appendix AD O OOOOODO wekkkeyOOOOQOOOOOOO
OO0deschcO0O00 RFC24090 Appendix AD D DO O0OOOOOOOOOOIPsecSADDOOODOO
goboooooboooooo

protocol : weak key not usable for 3des-chc encryption.

oboooooooao

oooo

ooooooo

LOG_INFO

IPsec SA O 3des-cbc0 000 RFC24090 Appendix AD D DD OOOO weskkey OO OO O OO OQOOQO
O03deschc0 00000000 0UD800000ID 3000000000030 0U0000O0ONO RFC2409
O Appendix AD DD ODOO0OO0OOOOOOOIPsecSAOOOOOOOOOUOOOOOOOOOOO

protocol : | Psec extension-range reached maxi mum

ooooooooao

gooo
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O00O0OO0VPNOOO RadiusOODOOO0OOOOO0O0OOOOOO0ODOOOOODOOO IPsecOOOOOOO
goooooooooooooobooboooooboo
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010 OOOoooooooo

1154 |IKEQOOOOOOO

ooooooo

i cmpwat chd: | KE session watching host is up. [<target>]

oboooooooo
LOG_INFO

oooDOo
IKEOOOOOOOOOOOoooooooooooooooooooooo

oboooooooa
<target> 0O0OOOOO0OO.0000

1155 IKEOODOOOOOOOO

ooooooo

i cmpwat chd: | KE sessi on watching host is down. [<target>]

oboooooooao
LOG_INFO

oooo
IKEOOOOOOOOOoOoooooooooooooooOOOOoOODbooooo

obooobooo
<target> 0O0O0OO0OO0OO0O0O.0000

1156 OO VPNOOOOOO

ooooooo

i saknp: The | KE negotiation demand from <user_i d> has not received.

0ooOooo0oo
LOG_INFO

gooo
<user_io>0 00 IKEOOOOOOOOOOOOOOOOOOOOOOooOOoOooo
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goooooood
<user_id>

oovheNOOOOOOOOOOOOoO ID

ooooooo

i saknp: duplicate route: <address>

oboooooooao
LOG_INFO

oooo

OCOVPNODOD IKEODOOOOOOOOOODOOOOOOOOODOODOODODODOODODODOODODOBO
goboodoooooooood

obooooboooo

<address>
ooooooono

ooooooo

protocol : <user_id> was discon-
nected. [tnp<tenplate>.rnt<renote> (<reason>)]

oboooooooao
LOG_INFO

oooo
<user_id>0000000O0O0OOOO

goooooooo
<user_id>
oovPNOOOOOODOODODO ID

<template>
oooooooooo

<remote>
oooooo

<reason> O O0O0O

idletimer expired
gdoooooooooooo
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010 OOOoooooooo

manual oooo

cannot add route(<route>)
oooooo (uoooooooon)

ooooooo

i saknp: invalid psk was received. <user_id>

oboooooooao
LOG_INFO

oooo

OO0 IKEOOOOOOOODOOOOODOODO
ocoobooooooooveNOOODODOOOO IKEDODOOOOODOOOODOODOODODODODOOODOO
gooo

gooboooooo
<user_id>
OO0vPNOOOOOODOO ID

ooooooo

i saknp: psk was not received. <user_id>

ooooooooo
LOG_INFO

ooog
IKEODOOOOOVPNODODOOOOUOOoOooooooo

goooooood
<user_id>
O0vPNOOODOODOODOO ID

ooooooo

protocol: renpte <renpte> ap <ap> is not attached: server ad-
dress of a reference
pl ace and the address fanmly of ua definition are contradictory.

131



oboooooooo
LOG_INFO

oooDOo
oooooovPNOOOOOOOOOOOOOOOOOODOOOOODOODOOOODOOOOOOOO

oboooooooa

<remote>
remote 0 0 OO

<ap> ap0000

ooooooo

protocol: renpte <rempbte> ap <ap> is not attached: address fam
ily of the gl obal

thing of a reference place and the | ocal definition of a tun-
nel are contradictory.

oboooooooao
LOG_INFO

oooo
oooovPNOOOOOOOOOODOOOOOOOOODOOOOOOODODOODOODODOOOOOO0O0O
goooodod

obooooobooa

<remote>
remoted0 00O 0O

<ap> apO0O0O0O

ooooooo

protocol: renpte <renmpbte> ap <ap> is not attached: |ack of a dvpn client
configuration of the reference place.

oboooooooo
LOG_INFO

oooDOo
000000 vPNOOODOOOOOOOOOOOOO0OOD a0000ODOOO0O0OOO0O0O0COO
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010 OOOoooooooo

obooooboooo

<remote>

remote J 00 O O

<ap> apO0OO0O

ooooooo

protocol: tenplate <tenplate> is not available: lack of a dvpn client
configuration of the reference place.

0ooOooo0oo
LOG_INFO

oooo
O0000O0VPNOODOOOOOOOOOOOOOODO template0 00000000000 OOOOO

oboooooooa

<template>
oooooooooo

1157 NATO OOOOOOOOOOoOoo

ooooooo

i saknp: Vendor I D for NAT traversal which is not supported was received.

ooooooooo

LOG_INFO

0000
O00O0NATOOODOOOO0000 IDO000O0D00000000000000
00000000 ISAKMPSAODDOOOOOODODD000000000NATOODOO00000000
0000000000000000NATOOO00000000 ID01000000000000000
ooooo

0oooooo

i saknp: There is no vendor ID for NAT traversal.

0oooooo0oo
LOG_INFO
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gooo

NATOOOOOOOOOO0 IbDOO00o0o0oooooooooboooon
00000000 ISAKMPSAOOOOOOOOOOOOOOOOOOOO NATODOOODOODOODOODO
OO0O0000OONATOOOOOODOOOOD IDOOOCOOOOODOOO0O0O0O0O0O00D
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116 DOOO0ODODODOO0ODOOO0OOO

goooooo

i cmpwat chd: ap wat chi ng host is down. [<target>]

ooooooooao
LOG_INFO

gooo
gobooooooooobooooooobooooooboooobooooboooboooobOobooOoo

ogoooooooao

<target> 0O0O00OO0O0O.0000@OUOOOOOOOOOOO)
000000 o.000000(@oUoooooooooooooon)

goooooo

i cmpwat chd: ap watching host is up. [<target>]

goooooooo
LOG_INFO

gooo
gobooooooooboooooooboooooooobbooooooboouoobooOon

goooooooa

<target> O0O00OO0OO.0000@COOOOOOOOOOOO)
ooooOo0o.000o0o0(@oooooooooooooooon)
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1171 OO0OO/sTPOOOO

ooooooo

protocol: lan <no> bridge is not attached: cannot use bridge on vlan

oboooooooo

oooDOo

LOG_INFO

vienOOOO0O0OO0O0OOODO0O0O00O00O000000 lan0D00000OO0OO0OO0DDODOOOOOODOOO
goooooooooobooobooooboocobooboOobOooooOooDboObo

oboooooboooo

ooooooo

<no> lanO OO0

protocol: lan <no> bridge is not attached: this lan is bound by vlan.

oboooooooo

ooog

LOG_INFO

vienO0OOOOO0ODO0DO00U00O00O0000000o0o0o0ooooo0 lan0000O0OO0OO00ODOOOOO
goooo
goooooooooobooobooooobooooobooooboooooooobobooDo

obooooobooa

ooooooo

<no> lanO OO0

protocol: lan <no> bridge is not attached: two or nore lan inter-
faces are included in the sane group in IP bridge node.

oboooooooao
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010 OOOoooooooo

oooo

IPO0O000OO00O0O0OO0OOCOlan000C0C00O0O00O0O0000CO0O0O0OCOO0O00 lanOO0O0OOOO
goboooooooooo
gobooooooooooobooooboocoboobooOoooOoooooobooooon

oboooooboooo

<no> lanO OO0

ooooooo

protocol: <interface> STP is disable : STP cannot be used except group O.

oboooooooo
LOG_INFO

oooo

ocooOoooOoo ooooooobooooosTPOOODODODOOOOODODOOOOOO STPOOOOO
gobooooooo

oboooooboooa

<interface>
oooooooo

ooooooo

protocol: <interface> STP is disabl e: STP can-
not be used on vlan interface.

0ooOooo0oo
LOG_INFO

gooo
vienOOOOOODOO STPOO00O0OOOOOOOOOOOOODODO STPOOO0OOOOOOOOOOOO

obooooobooa

<interface>
oooooooo

ooooooo

protocol: <interface> STP is disable: STP cannot be used with BPDU for-
war di ng node.
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oboooooooo
LOG_INFO

oooDOo

MACOOOOOOOOOOOOOOQoOO sTPOO0O0O0OODOODOOOOOODOOOOOOOOOCOOOO
oooooosrpPO00O0O0O0O0DDDOOOODOO

obooooboooo

<interface>
oooooooo

1172 lanO0O000OQCOOOODOOOO

ooooooo

protocol: lan <no> backup is not available: no line

oboooooooo
LOG_INFO

oooDOo
0000000oo0o0oOo0o0od lan00O0 lan0 0000000000 OOOOOOOOOOODODOOO

e NO0O0OODOOOOOOOOOOOOOOOOOODOOODODOOOOOOOOOOOOOOOOOO0
O0O0Olanbackup0 0000000000 OOOOOOOOO

e lanbackupO0 0 OO O0OOOOOOOO EthenetO OO OO

obooobooo

<no> lanO OO0

ooooooo

protocol: |lan <no> backup is not available: this line is already bound

ooooooooo
LOG_INFO

ooog

lanbackup 00 0D 0000000000000 lan0D 0000000000 DOOOOOOOOOOO lanO
gobooooooooboooooon

oboooooooa

<no> lanO OO0
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010 OOOoooooooo

1173 lanO0O0O0O0OOOO0OOODO

ooooooo

protocol: lan <no> recovery is not available: cannot define recov-
ery nmode on vlan

oboooooooo
LOG_INFO

oooDOo

vienOOOOOOODO recovery 0000000000 lan0 0000000 O0O0OOOOOOOOOOOO
odad

obooooboooo

<no> lanO OO0

1174 MDIOOOOOODOOO

ooooooo

protocol: lan <no> is set to MDl: auto MD cannot be used on no-auto ne-
goti ation node

ooooooooao
LOG_INFO

gooo

lanmode0 000 avtoOD 0000000 OOOOOOMDIOOOOOOOOOOOODOOOMDIODODO
gooooooocoooon

oboooooooao

<no> lanO OO0

ooooooo

protocol: sw <no> is set to MD -X auto MDI cannot be used on no-auto ne-
goti ation node

0oooooo0oo
LOG_INFO
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oooo

switchportmodeO O OO auto0 0000000000000 MDIOOOODOOOOOOOOOOO
MDI-XOOOOooooooooooo

obooooobooao
<no> oboooooood

1175 lanOO0O0O

ooooooo

protocol: lan <no> is not attached: no line

oboooooooo
LOG_INFO

oooDOo
00000O00O00ooOoU0Uo0lan0D0O000OOOODODOOODOOOOO

e NO0O0OODOOOOOOOOOOOOOOOOOODOOODODOOOOOOOOOOOOOOOOOO0
O00OlanbindO0O0O0O0O0OOO0OOOOOOOOOOOO

e lanbindJ OO0 O0DOOOOODO Ethenet OO OODO

obooobooo

<no> lanO OO0

ooooooo

protocol: lan <no> is not attached: this line is already bound

ooooooooo
LOG_INFO

ooog

lanbind0 000000000000 000 lan0 0000000000 DOO0ODO0OOOOO0ODOODOO lan0OO
gooooooooooobooon

oboooooooao

<no> lanO OO0
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ooooooo

protocol: lan <no> is not attached: no line to bind fromvlan

ooooooooao

oooDOo

LOG_INFO

000000oO0o0U0ooU0OooO0 lan0D0OO0000OO0OOODDOOODOOOOO

e vVianOOODDOOOOOOODOvlanbindOOOOOOOOODOOOOODOOOOO
e vVianOOODDOOOOOOOOvlanbindOOOOOOOOOODOOO EthernetO OO OO

obooooboooo

ooooooo

<no> lanO OO0

protocol: lan <no> is not attached: cannot bind vlian to vlan

ooooooooo

oooo

LOG_INFO

00000000000 lan0D0000OO0OO0OOOO0OOOOO

e vianOOUOOOOOOUOOOvlanbindOOOOOOOOO vienOOOOOOOOOOO

oboooooooa

ooooooo

<no> lanO OO0

protocol: lan <no> is not attached: dupli-
cate vid and bind with |an <ot her_no>

oboooooooao

ooog

LOG_INFO

00000000000 lan0O000O0OOOO0OOOODOOOOO
e JJUJU0UDOUCODOUODOUODUOLOOOOVIeMNOOOODOODDUOOD VLANIDOOODOOODOODO
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<no> lanO OO 0O

<other_no>
lanO O OO

1.176 wanO QO QOQO

ooooooo

protocol: wan <no> is not attached: no line

oboooooooo
LOG_INFO

oooo
gobooooooooobOOwanOOO0OOOOOOOOOOOOOOO

o O0OOOOOOOOOOOOLOOODOODOOOOLODOODODOOOOLUOOOODOOOOODOOOOO
O0OwanbindOOOOO0OO0OOOOOO0OO0OOOOOOOO

e wanbindOODOUOOOOOOOOOODODODODOOUOODOOOOODOOOOOOO
e BRAOODODODIODOODOOODOOOOODOODOOOOODOOOOOO

oboooboOoo

<no> wanO OO0

ooooooo

protocol: wan <no> is not attached: this line is already bound

0ooOooo0oo
LOG_INFO

ooog

wanbindOO0OO0OOO0OO0OO0OO0O0OO0OOO0OO0O0OO0OOOwanOOOOOOOOOOOODDOOOOODOOOOO
wanOOOOOooooooooooooon

obooobooo

<no> wanO OO0

ooooooo

protocol: wan <no> is not attached: no sufficient resource
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oboooooooo
LOG_INFO

oooDOo
pPPOOO0OOO0OOOOOOOOOODOOOOOOwandOO0O0O0OOOODOOOOODOOO

oboooooooao

<no> wanO QOO

ooooooo

protocol : wan <no> is not attached: invalid |ine speed

0oooooo0oo
LOG_INFO

oooo
gobooooooooboocoooooobooooboowanobOOOoOOObOOOOOOOO

obooobooo

<no> wanO OO0

ooooooo

protocol: wan <no> is not attached: nunber of vpcs exceed

ooooooooo
LOG_INFO

ooog
vPOOOOOOOOOOOOOOOODOOwanOODOOOOODOOOOODODODOO

oboooooboooo

<no> wanO OO0

ooooooo

protocol: wan <no> is not attached: vpi out of range
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oboooooooo
LOG_INFO

ooog

ooooovPOOOOOooooooooooooboobOwanOOO0O0O0O000000000000
ATM25M 0000000 L2OATMIS5SM 0000000 L20000 001270000000000O

oboooooboooao

<no> wanO QOdQO

ooooooo

protocol: wan <no> is not attached: vp rate violation

oboooooooo
LOG_INFO

ooog
vPOOOOOOOOOOOOOOOOooobobOwanOODOOOOOOODOOOODOODOO

obooobooo

<no> wanO OO0

ooooooo

protocol: wan <no> is not attached: duplicate vpi

ooooooooao
LOG_INFO

oooo
ooooovPOOOOO0OO0OO0O0OO0OOwanOOOOOOOOOOOOOOOOO

oboooooooa

<no> wanO Q0O4dQO

1177 ODOODOOODO

ooooooo

protocol: renbte <renpbte> ap <ap> is not attached: no |ine
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010 OOOoooooooo

oboooooooo
LOG_INFO

oooDOo

remoteapdatalink bind D00 00000 wanOOO0O0O lanODO00000O00000O0OOO epO0O0OO0O
gooooooocoooo

oboooooboooo

<remote>
ogooooo

<ap> gooooogo

ooooooo

protocol: renpte <renote> ap <ap> is not attached: this line is al-
ready bound

ooooooooo
LOG_INFO

ooog
remoteapdatalink bind D OO 0O00O00 wanO0 00000 g0 000000000 O0OOOOODOOOO
U0 eOUooOb0cOoboooobobcoooon

oboooboOoo

<remote>
oooooo

<ap> gooooogo

ooooooo

protocol: rempbte <renpte> ap <ap> is not attached: duplicate DLC

ooooooooo
LOG_INFO

ooog
O000O0DLCIOD00O00O00000 epO0OO0O00OO0OO0OODOOOOO0OO
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obooooboooo

<remote>
ogooooo

<ap> ooooooo

ooooooo

protocol: renpte <renmpte> ap <ap> is not attached: illegal tunnel end-
poi nt address

ooooooooo
LOG_INFO

oooo
tunnel endpointaddress O OO0 00000000000 000000000 OOOOOODOO

oboooooboooa

<remote>
gooooo

<ap> ooooooo

ooooooo

protocol: renpte <renmpbte> ap <ap> is not attached: renote <re-
not e> ap <ap> has same tunnel endpoint address as re-
not e <ot her _renot e> ap <ot her_ap>

oboooooooo
LOG_INFO

gooo

tunnel endpointaddress0 OO 00 remote0 00 apO0 000000 COO000OO0OO0OOOO e
gooooooooooo

oboooooooo

<remote>
ogooooo

<ap> goooogo

<other_remote>
gooooo

<other_ap>
goobooo
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010 OOOoooooooo

ooooooo

protocol: renbte <renmpte> ap <ap> is not attached: renote <re-
not e> ap <ap> has sanme | Psec Tunnel - address as re-
not e <ot her _renote> ap <ot her_ap>

oboooooooo
LOG_INFO

oooDOo

IPeecO0 000000000 IPecOOOODODOOOODOOOO T remotel 00 apO0OO0O0OOODOOODO
gobooboobepUubooooboboboOobobooobobooo

obooooboooo

<remote>
ogooooo

<ap> goooooo

<other_remote>
gooogoo

<other_ap>
goooooo

ooooooo

protocol: renbte <renpbte> ap <ap> is not attached: |ack of configura-
tion for |Psec

oboooooooo
LOG_INFO

oooDOo
IPeec0 0000000000000 O0ODODOOOCODOD aO0OCOCOOOCOCODOOOOOOOO

oboooooboooa

<remote>
gooooo

<ap> goooogo
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ooooooo

protocol: renbte <renmpte> ap <ap> is not attached: renote <re-
note> is only usable for |Psec

oboooooooo
LOG_INFO

oooDOo

OO0 remote0 00 IPeecO 000000000000 O0COO0O0O0 0000 COODOOOOOOOOO

oboooooooao

<remote>
oooooo

<ap> ooooooo

ooooooo

protocol: renpte <rempte> ap <ap> is not attached: renote <renote> is du-
plicate | Psec definition

0ooOooo0oo
LOG_INFO

gooo
000000 (remoted 0)00 IPsecO00 0000000000 OOOOODOOOOOODO (epOO)00O
gobooooooboooooboo

obooooobooa

<remote>
gooooo

<ap> goooogo

ooooooo

protocol: renpte <rempte> ap <ap> is not attached: renote <re-
note> ap <ap> is overflow | Psec definition

oboooooooao
LOG_INFO
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010 OOOoooooooo

oooo

IPsec0 00000000 IPecO00 00000 OOOODOOOOODODOD (epOO0)00O0O0ODOOOOO
goooo

oboooooboooa

<remote>
gooooo

<ap> goooogo

ooooooo

protocol: renbte <renbte> ap <ap> is not attached: unavail abl e se-
rial <no>

oboooooooo
LOG_INFO

oooDOo

remoteapdatalink bind D0 0000000000000 0O0O0OO00O0O0O0OOOOODOUD apOOODO
goboooooboooooboo

oboooooooo

<remote>
ogooooo

<ap> gooooogo

<no> serid D OO0

ooooooo

protocol: renote <renote> ap <ap> is not attached: vci not defined

ooooooooo
LOG_INFO

ooog
vClOOOOoOOoO0Ooooo0o0O00 ep00000000ooo0ooooon

obooooobooa

<remote>
gooooo

<ap> goooooo
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ooooooo

protocol: renpte <rempte> ap <ap> is not attached: duplicate vc

0ooOooo0oo
LOG_INFO

oooo
ocoooovdloooooooooo epOOOOOOOODOOOOOOOOO

obooobooo

<remote>
gooooo

<ap> goooooo

ooooooo

protocol: renpte <rempbte> ap <ap> is not attached: vc rate violation

oboooooooao
LOG_INFO

oooDOo
vCOOOOOOOOoOoooooooooooo OOoOoOoOoOoOoOoOoOOOoOCoOoOD

obooooobooa

<remote>
oooooo

<ap> gooooogo

ooooooo

protocol: renpte <renpte> ap <ap> is not attached: num
ber of vccs exceeded

ooooooooo
LOG_INFO

gooo
ATMO vVCOOOOOOOOOOOOUODOO0OO0OO0OD 0000000000 O0OO0OO0OO
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010 OOOoooooooo

obooooboooo

<remote>
ogooooo

<ap> gooooogo

ooooooo

protocol: renpte <renmpbte> ap <ap> is not attached: vci out of range

ooooooooao
LOG_INFO

oooDOo

ooooovadloooooooooooooooo0 eO0OoOoOoOoooooOoOOODOODD
ATMISSM OO0O0OO00O00 L20000 32020470ATM25SM 0000000 H1IOOO ATM1S5M OO0
0000 HIDDOOO 32010230 000000000

obooooobooa

<remote>
gooooo

<ap> gooooogo

ooooooo

protocol: renpte <rempte> ap <ap> is not attached: invalid service type

ooooooooo
LOG_INFO

oooo
goboooooooboooooboooboooooobboo UbOOOoOoOOoOobOOoOoOoooooo

obooooobooa

<remote>
gooooo

<ap> goooooo

ooooooo

protocol: renpte <rempte> ap <ap> is not attached: unavail able wan <no>
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oboooooooo
LOG_INFO

oooDOo

remotegpdatalink bindO 00D 00000 wanOO QUOO0O0OO0O0)000000O000O0O0O0O0OO apO
gobooooooooboocoooo

oboooooboooo

<remote>
ogooooo

<ap> gooooogo

<no> wanO OO0

1178 OO OO0OO

ooooooo

enabl ed: | an <no> has sane network/address as | an <other_no>

ooooooooo
LOG_INFO

gooo
<no>O<other_no>0 LANDO IPOOO0ODOOO0OOO IPOOOOOOOOOOOOOODOOO

oboooooboooo

<no> lanO OO0

<other_no>

lanODO0OO

ooooooo

enabl ed: renpte <no> has sane renote address as renote <other_no>

ooooooooao
LOG_INFO

gooo
<no>O<other_no>000000000O0 IPOODOOOOOOOOOOOOOOO
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010 OOOoooooooo

obooooboooo

<no> gooooo
<other_no>
oooooo

ooooooo

enabl ed: rempte <no> has sanme renote address as | oopback

0ooOooo0oo
LOG_INFO

gooo
loopback OO D OO OOOOOOO<no>0 000000000 IPOOOOOOOOOOOOOOOCODO

ogoooooooa
<no> gooooo

ooooooo

enabl ed: <interface> has same ip6 prefix as <other_interface>

ooooooooo
LOG_INFO

ooog
<interface> <other_interface>0 IPv60 00 D0 00000000000 OOOO

oboooooboooao

<interface>
oooooooo

<other_interface>
gooooood

1179 0DDOOOODODOODOODOObOOODOOD

ooooooo

init: renote/ap number is out of range.
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oboooooooo
LOG_INFO

oooDOo

gooooooooboooooboooooboboooobooooooobooooobbObooobODbObOOoDbDOOo
uoboooboobooobooooobooooOoooobooboobooOoOoobooOobobooo
gooooooooboooooboooooboooobObobO0ooobOboOooOOoooDOObOOobODbObObObOODOoo
ooooooo

11720 NATODOODO

ooooooo

protocol: lan <no> NAT is unused: |ack of nenory. Initialization failed.

ooooooooo
LOG_WARNING

oooDOo

NATOOOOOOODOOOOOOOONATOOCOOOOOOODDOONATOODODOODOOOOOOOOO
gooooooboooobooooooobooboOoobobo0oOobOOoOobobOboOobOoOobDboOoDbo

obooooboooo

<no> lanO OO0

ooooooo

protocol: renote <rempte> ap <ap> NAT is unused: |lack of menory. Initial-
i zation failed.

ooooooooo
LOG_WARNING

ooog

NATOOOOOODOOOOOOOONATOOOOODOOOODDONATOODODODOODOOOOOOO
goooooobooooboooooobooboobooooooooOoooooboobooooboOonbo

oboooooooa

<remote>
oooooo

<ap> ooooooo
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010 OOOoooooooo

11711 IpPOODOOODOO

ooooooo

tion fail ed.

protocol: rm<no> ip filter is unused:

lack of menory. Initializa-

ooooooooo
LOG_WARNING

ooog

iPO0OO00OCOCCOOO0O0O000000O000O0ODOOOOOOOOIIPOCOOODOOODOOOOODOOLOO
goboooboooboooboooobOoOoOoboboOoOobOOooboboooon

obooooboOoo
<no> mtOooooooon

ooooooo

tion fail ed.

protocol: rm<no> ip6 filter is unused:

lack of mermory. Initializa-

ocoooooooo
LOG_WARNING

gooo

ipPv60000000O0O0OCOOOOODODOOOOOOOOOOOOIPVGOOOODOOOOODOODODOO

gobooooobooooboooboooboooooooboboooooboo

oboooooooa
<no> mtOo0odoooon

1.17.12 TOSTrafficClassO 0O O0Qoooond

ooooooo

protocol: rnt<no> ip tos is unused:
tion failed.

| ack of nenory.

Initializa-

ooooooooo
LOG_WARNING
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oooo

TosOOOOOOOO0OO0OO000oooooooooooooooooooTosOOoOOOOOOOObOOO
gobodooooooooboooobooooooobooooooooooooo

oboooooboooao
<no> mtO0oodoooon

ooooooo

protocol: rnt<no> ip6 trafficclass is unused: |ack of nenory. Initializa-
tion failed.

ooooooooo
LOG_WARNING

oooDOo

IPv6 TrafficClass0 00 0000000000000 000O0O0O00O00OOOOOIPY6 TrafficClassO O
gobooooobocooooooboocobooooa
goooooooobooobooboboooobooooobooboo

oboooooooao
<no> mtO0o0odoooon

11713 IngressOO0 0O 0OD0O0OOOOODOODO

ooooooo

protocol: rm<no> ip in-policy is unused: |lack of nmenmory. Initializa-
tion failed.

ooooooooo
LOG_WARNING

oooDOo

IngressO O O00O0OO0O0O0OCCOOOOOOO0000OO000O00O0O0OOOODOOIngress0dO0OOO
gooboooooobooobooobooOooooon
goooooooooobooobooboooobooooobooboo

oboooooooao
<no> mtOo0odoooon
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010 OOOoooooooo

ooooooo

pr ot ocol :
tion failed.

rmt<no> ip6 in-policy is unused: |ack of nenory.

Initializa-

oboooooooo

oooDOo

LOG_WARNING

IPv6IngressO OO0 0000000000000 O0O0COCDOOOOOODOOOODOOOQOIPv6INgressd O
gobooooooooobooooobooooboooooboboooo
gooooooooboooboobobooooboooobooboo

oboooooooao

<no>

mtO0o0odoooon

11714 upnPOOODOOOO

ooooooo

ssdpd:

no UPnP ext ernal

interface.

oboooooooao

oooo

ooooooo

LOG_INFO

VOIPNATOOOOOOOOOOOOOOO0O0OO0ODOO0OOO00OoOoooouPnPOOOODOODOOODODO
00000000000 OUOUONATOODOOO lanO00OO0OO remote0 00000000 0OO0ODOOO

ssdpd:

no UPnP i nternal

interface.

UPnP i s not avail abl e.

oboooooooao

oooo

LOG_INFO

VOIPNATOOOOOOOOOOOOO0O00O00O000O0O0OO0O00OOO0CUPNKPPOOCOOODOONATO
O0o000dlan0DO000O0O0OO0OOOOOOOO
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11715 IPveDHCPOOUODOODOO

ooooooo

dhcp6ed: renmpte <no> is not initialized, because there is no op-
tion to request.

oboooooooo
LOG_INFO

oooDOo

IPv6 DHCPO OO OOOOOOOOOOCOCOOOOIPV6DHCPOOOOOODODOOOOOOOOOO
odad

ogoooooood
<no> gooooo

ooooooo

dhcp6ed: renmpte <no> is not initialized, because maxi mum of nunber is al-
ready started.

ooooooooo
LOG_INFO

ooog
IPv6eDHCPO O OO OO OOOOOOOOODOOOOO0OOOODODO0OOO00O00O0O0O00B00

goooooooa
<no> ogooooo

ooooooo

dhcp6sd: renmpte <no> is not initialized, because there is no informa-
tion to distribute.

ooooooooo
LOG_INFO

ooog
IPvé DHCPO O OO OO OOOOCOOUOOOOOOOOODOOOOoODOoOOoOoOO
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010 OOOoooooooo

ogoooooooad
<no> gooooo

1.17.16 template0 000

ooooooo

protocol: tenplate <tenplate> is not avail -
abl e :wan <no> is not configured.

oboooooooo
LOG_INFO

oooo
gbobotdbOwanODOOOOOOO0ODOOOOCOOOOOOOOOOOOOODOOOOOOOOOO

obooobooo

<template>
goooooogog

<no> wanO OO0

ooooooo

protocol: tenplate <tenplate> is not avail -
able :wan <no> line is not supported.

oboooooooo
LOG_INFO

oooo

gbobootdbowanOOOOoOOOOOOODOOODOOOOOODOOOOOOOOOOOOOOOO0OO
gobooooooo

obooooobooa

<template>
oooooooooo

<no> wanO Q0O4dQO

ooooooo

protocol: tenplate <tenplate> is not avail -
abl e :wan <no> is not acceptable.
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oboooooooo
LOG_INFO

oooDOo
gobootdd0wanODOOOOOOODOOODOODODOODODOODOOOODOODOOOODOOOO

oboooooooao

<template>
oooooooooo

<no> wanO QOO

ooooooo

protocol: tenplate <tenplate> is not available :this line is al-
ready bound other tenplate.

0oooooo0oo
LOG_INFO

oooo

templatedatalink bindD OO0 0000000000000 O0O0O00O000O0OO00O00O00O00O00000
gooboooooooboooooooboboooooo

oboooooboooa

<template>
goooooogog

ooooooo

protocol: tenplate <tenplate> is not available :no pooled interface.

0ooOooo0oo
LOG_INFO

gooo

gooooooooooooooooooooobobooobOoOoOobOOobOOO0ObODObOOOoObObODOOOOo
oooo

obooooobooao

<template>
oooooooooo
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010 OOOoooooooo

ooooooo

protocol: tenplate <tenplate> is not available :pooled interface is al-
ready configured on renote.

oboooooooo
LOG_INFO

oooDOo

goooooobobooobooooooooboooobCr remoted D00 O0OO0OOOOOOOCOOOOOO
gooboooooooooooooooon

obooooboooo

<template>
goooooogog

ooooooo

protocol: tenplate <tenplate> is not avail abl e: unsup-
ported datalink type by the conbined function.

oboooooooo
LOG_INFO

oooDOo

templatecombineuse 0 000 000000000000 O0OOO0O0OO0OOO0OOOOOODOOOOODO
goboooooooboooooon

obooooboooo

<template>
goooooogog

ooooooo

protocol: tenplate <tenplate> is not available: tenplate <tem
pl at e> has same | Psec Tunnel - address as tenpl ate <ot her_tenpl ate>

oboooooooao
LOG_INFO
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oooo

IPeec0 000000000 IPecOOO0O0OD0O0O000O0O0COOOOODODOOOODDODODODODODODODO
gobooooobooooooooboooooooobooooon

oboooooboooa

<template>
goooooogog

<other_template>
oooooooooo

ooooooo

protocol: tenplate <tenplate> is not available: lack or in-
valid configuration

0ooOooo0oo
LOG_INFO

oooo
0000000000000 dO0Otemplate0 00 00000O00OOOOODOOO

obooobooo

<template>
goooooogog

ooooooboo

protocol: tenplate <tenplate> is not avail able: address fam
ily of server address and ua definition is contradictory.

oboooooooo
LOG_INFO

oooDOo
oovPNOOOOOOODODOOOOOOOOOOOODODODOOOODOODOOODOO

obooooobooao

<template>
oooooooooo
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010 OOOoooooooo

ooooooo

protocol: tenplate <tenplate> is not avail able: address fam
ily of global and a tunnel local definition is contradictory.

oboooooooo
LOG_INFO

oooDOo

VPNOOOOOOOOOOoOooooooooooooooooooo000000000o00o0o0o0on0
odad

oboooooboooo

<template>
goooooogog

11717 OO vVPNOOODOOODO

ooooooo

protocol: address famly is contradic-
tory. dvpn server <count> is disregarded.

oboooooooo
LOG_INFO

oooDOo

oovPNOOOOOOOODOOOOOOOOOOOOoOoooOoOVvVANOOOODDOODOOOODOOO VAN
gbboooooooooooooooon

obooooboooo
<count> OO VPNOOOOOOO

11718 ODOOOODOODO

ooooooo

protocol: cannot find switch device [index=<no>]

ooooooooo
LOG_INFO
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oooo
gbboooooooooooooooooooboooooooooboOoooboooobooDooDoo

oboooboOoo
<no> gooooooo

ooooooo

protocol: lanl port is bound directly by lan <no>

ooooooooo
LOG_INFO

ooog
O0o0oUoO0o0oO0oooOoO0OO0lan00O0 LANIOODODOOOOOD ODOOOO0ODOOOOOoOO

obooooboooo

<no> lanO OO0

ooooooo

protocol: lan <no> duplicate binding for switch device

oboooooooao
LOG_INFO

oooDOo
0000000000000 len0DO0000D0O0OU0OOOOOODOOOOO

obooooboooa

<no> lanO OO0

11719 ODOOOODOOOOOOOOO

ooooooo

nsm This route cannot be added because the distance is contradic-
tory. <route> from <protocol >

0oooooo0oo
LOG_INFO
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010 OOOoooooooo

oooo

gcooooooooooooooooooOoOOOOOOOOO0ODOOOO00O0ODbOOOO0OOOOOOOn
o0000oooOo0ooOoOoOoooOoOooO0oooOUOOOOOOOOOODOO

oboooooboooa
<route> OOUOOOOOO

<protocol>
ooooood

11720 ODOOO0OODOOOO ECMPOOODO

ooooooo

nsm This route cannot be added because the num
ber of ECWMP routes has reached nmaxi num <route> from <protocol >

oboooooooo
LOG_INFO

oooDOo

oo0ooooooooooodoooooo ecMPOOO0OOOOOOOCOOOOOOOOOOOOOOOOO
gooooooo

obooooboooo
<route> OOUOOOOOO

<protocol>
gpoooooo

11721 ECMPUOOO0O0OO0OO0ODOOOODOOODOODODOO

ooooooo

nsm This route cannot be added because the netric is contradic-
tory. <route> from <protocol >

ooooooooo
LOG_INFO

ooog

oooooOo0oooOoO00 ECMPOOOOOOOOOOOOOOOOOOOOOOOODOOOOOOOO
ooad
o000oooOo0ooo0OECMPOOOOO0DOOOOOOOODOOOOOOOODODOOOOOODOOO
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goooooooo
<route> OOUOOOOOO

<protocol>
ooooood

11722 OOO0OOO ARPODO

goooooo

nsm This static ARP entry becane invalid. <dst> of <interface>

goooooooo
LOG_INFO

gooo

oo0ooooooooooo k400 0O0000O0COOOODOOOOOODOOOCOOOOOOOOOO
OipPOOO0OO0OO0OOOOOOOOOOOOOOOO ARPOOOOOOO0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0
DHCPOOOOOOOOOOOOODOOOOOOOODOODOOODOODOOODOOODODOO

obooooobooa
<dst> oooirboooo

<interface>
gOoOoOooOoono

11723 ODOOOOOOOO

goooooo

bgpd: full-route is disable.

ooooooooao
LOG_INFO

gooo

goooocoooobooooooooboooobooooobobobooobobooooboboOooboboooooooo
O0O00ooOooosS-Rs700000000OO0O0OOO0
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010 OOOoooooooo

11724 |pveO0000O000OO00ODOOOOO

ooooooo

nsm This route cannot be added because the distance is contradic-
tory. <prefix/prefixlen> from <protocol >

oboooooooo
LOG_INFO

oooDOo

goooo0ooooooooooooooOoOOOOOOO0OOOOO0O00OOOOOOOOOoOoOoOoOoO
ooooooooooooooooooooooobbboboboOooooooooon

goooooooo
<prefix/prefixlen>
gooooobooo

<protocol>
ooooood

11725 Ipv6eO000 000000 ECMPOO

ooooooo

nsm This route cannot be added because the num
ber of ECMP routes has reached maxi num <pre-
fix/prefixlen> from <protocol >

oboooooooo
LOG_INFO

ooog

goooboooooooooboooboooooboo0oooboooooooooOooOobOobbOooboboOoOooDo
goooooooo

gooboooooo
<prefix/prefixlen>
gooooobooo

<protocol>
ooooood
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1.17.26 LDPO IPv4Transport AddressO0 00 00O

ooooooo

| dpd: ipv4_trans_addr not found: LDP on interface <if-
nane> is not avail abl e

ooooooooo
LOG_INFO

ooog

IPv4 Transport Address0 OO0 000 (DOOO0OO0DOO0O0OO0UOOOOO)OOoOOLbPOOOODOODODOO
goboooooboooooboo

oboooboOoo
<ifname> OO0OOOOOO

1172y ODOO0OO0OOOODOOOO0OOO

ooooooo

<name>: <interface> is disable for multicast. (too many interface)

ooooooooao
LOG_INFO

gooo
gooooooooobooooodoooboooboobooooboobOoooooooboOoOoboOooDOoOn

obooooboooo
<name> O0O0O0O0O0OO0OOO0O

pimdmd PIM-DM
pimsmd PIM-SM
mstaticd 0000000000000 0O0OOOOO

<interface>
oooooooo

ooooooo

<name>: <interface> is disable for multicast. (different protocol)
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010 OOOoooooooo

oboooooooo
LOG_INFO

ooog

goooooooobooooboooboobooboooboooobobOooobOOOoobObobooDbDOoo
gobooooooooboooooboooboooboobooboobooooboooboobooo

oboooooooao
<name> [000000O0O0OO00OO

pimdmd PIM-DM
pimsmd PIM-SM
mstaticd 0000000000000 0O0OOOOO

<interface>
oooooooo

ooooooo

<name>: <interface> is disable for multicast. (unnumbered interface)

oboooooooao
LOG_INFO

oooDOo

iPO0O0O0O0O0O0O0OO0O0O0OOOOO00O0O0O0O0O0O0OO00O0O0O0O0O00O0O0ODOOO00O0O0O0000O0
gooododod

oboooDboOoo
<name> OO0O0O0O0O0OOOOO0O

pimdmd PIM-DM
pimsmd PIM-SM
mstaticd 0000000000000 O0OOOOOO

<interface>
Oooooooo

ooooooo

pi msnd: Invalid Cand- RP address.

0oooooo0oo
LOG_INFO
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oooo
CandidateRPO O OO0 IPOO OOOO0OOOOORPOOOOOOOOOOODOOOOO

ooooooo

pi mend: Cand-RP address is not |ocal.

oboooooooao

LOG_INFO

oooo
CandidteRPOO O DD IPO0 0000000000 OOCOOOOOO0O0OORPOOOONONOOOOOO
ooooo

00oo0ooo

pi msnd: I nvalid Cand-BSR address.

ooooooooo
LOG_INFO

gooo
CandidateBSRO OO OO IPOOOO0OO0O0OOOOOBSROODOOOOOOOOOOOOOO

ooooooo

pi msnd: Cand- BSR address is not |ocal.

ooooooooao

LOG_INFO

oooo
CandidateBSRO OO OO IPO0 0000000 O0OOOOOOOOOOOOOBSROOOOOOOOO
ooooooo

ooooooo

nmetaticd: multicast ipv4 static route <count> is unavail abl e(incl ude in-
valid interface)
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010 OOOoooooooo

oboooooooo
LOG_INFO

oooDOo

gooooooooooooobooooooooobooooobooooooobbooboDbOboobbbOooDoo
oooooooo

obooooboooo
<count> OO0OO0O0O0O0OOO0OOCOOOOOOOOOOOOO

11728 VRIDOOOO

ooooooo

nsm vrrp <interface> vrid<vrid> [<address>] is not initial-
ized. this vrid is already used

0ooOooo0oo
LOG_INFO

oooo

ooooovrRDOODODOOOOOOOOOOOOOOODOOOVRRPOODOODOOODDODOODODDODO
oooo

oboooooboooa

<interface>
Oooooooo

<vrid> 0ooooo VRID

<address>
VRIDOOO IPOO OO

11729 ODOOO0OODOIPOOODOOLOOODOOOOOOOOOO

ooooooo

nsm vrrp virtual router |P address out of interface subnet. <inter-
face> vrid<vrid> <address>

ooooooooao
LOG_INFO

gooo
OO0 VRRPOOOOOOOOOOOPOODOOODOOOOOOOOOOOOOOODODODOOOOOOOOO
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obooooboooo

<interface>
oooooooo

<vrid> 0ooooo VRID

<address>
00000 00000o0oOooooIrPobo OO

11730 ODOOO0OOOIPOOODbOOLOOODOOODOODObDOO

ooooooo

nsm vrrp sane invalid virtual router |P address as real |P ad-
dress was set as backup. <interface> vrid<vrid> <address>

oboooooooo
LOG_INFO

ooog

oobO0o0o0o0o000o0o VRRPOOOOOOOOGOOO IPOOOOOOOOOOOOOOOIPODOOO
0000000ooovRRPOOOOODOODOOOODODODOOOOOO

oboooooooao

<interface>
Oooooooo

<vrid> Oooooo VRID

<address>
goooooooooo0o0oooooooo 1P oo

11731 AAAOOOO IDODODOO

ooooooo

dhcpd: AAA group IDis not defined [l an <no>]

0ooOooo0oo
LOG_INFO

oooo
DHCPMACOO OOODOOCOOOOOOD AAAODDOOD IDOOOOOOOODDODODOODLO

oboooooooao

<no> lanO OO 0O
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010 OOOoooooooo

11732 OO0 SNMPOOOODOOOOOOOOO

ooooooo

<conponent>: illegal SNWP agent address

oboooooooo
LOG_INFO

oooDOo

oooOoIpPOOOO0OOOOOOOOODOOOCOCOIPODOOOOSNMPOOOOOOOOOOOOOOO
oooooOOopoooooOoOsNMPOOOOOOODODO TRAPOOODOOODOOOIPOODOOOOOOOOO
SNMPOOOOOOOOOOOCOOOOOCOOOOOODO

oboooooooao

<component>
gooboooooobooo

e enabled

e snmpd

11733 RADIUSOODOOOOO (O RADIUSOOOODO)

ooooooo

aaa_radi usd: aaa <group_i d> radius service is not available: an-
other aaa group is already configured as the radius server.

oboooooooo
LOG_INFO

oooDOo

OO0 AAAODODOODORADIUSOOO0000000O0O0O0O0OODOOOOODODOOOOODODO AAAD
0000 RADIUSOOOOOOOOOOOOOOOO

gooooobooo
<group_id>
AAAOOOO ID
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11734 RADIUSOOOOOODO (O RADIUSOOODOOOO)

ooooooo

aaa_radi usd: aaa <group_id> radius service is not available: an-
ot her aaa group is already configured as the radius client.

oboooooooo
LOG_INFO

oooDOo

OO0 AAAODOOODOORADIUSOO0OOOOOOOOOOOODOOOODOOOOOOOOOOOOO
AAAOOOOO RADIUSOOOOOOOOOOOOOOOO

gooboooooo
<group_id>
AAAOOOO ID
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010 OOOoooooooo

118 ACLOODOOOOO

000000000 O<config>(ACLOOOO)0O00OO0O0OOOOOOOOOOODOOO

<config> PO OOOOO

e lan <number> ip filter <count>

e lan <number> ip6 filter <count>

e remote <number> ip filter <count>

e remote <number> ip6 filter <count>

e template <number> ip filter <count>

e template <number> ip6 filter <count>
TOSTrefficClassO0 00000

e lan <number> ip tos <count>

e |an <number> ip6 trafficclass <count>

e remote <number> ip tos <count>

e remote <number> ip6 trafficclass <count>

e template <number> ip tos <count>

e template <number> ip6 trafficclass <count>
oooog (WFQ) OO

e lan <number> ip priority <count>

e lan <number> ip6 priority <count>

e remote <number> ip priority <count>

e remote <number> ip6 priority <count>

e template <number> ip priority <count>

e template <number> ip6 priority <count>

cLPOOOOOd

e remote <number> ip clp <count>

e remote <number> ip6 clp <count>
00 VPNODO

e remote <number> ip dvpn <count>

e remote <number> ip6 dvpn <count>
EXPOODOOOO

e remote <number> ip exp <count>

e remote <number> ip6 exp <count>
Ingress0 00 000O0ODOOO0O

e lan <number> ip in-policy <count> policy-group <policy-group_number> pattern
<pattern_count>
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e lan <number> ip6 in-policy <count> policy-group <policy-group_number> pattern
<pattern_count>

e remote <number> ip in-policy <count> policy-group <policy-group_number> pattern
<pattern_count>

e remote <number> ip6 in-policy <count> policy-group <policy-group_number> pattern
<pattern_count>

e template <number> ip in-policy <count> policy-group <policy-group_number> pattern
<pattern_count>

¢ template <number> ip6 in-policy <count> policy-group <policy-group_number> pattern
<pattern_count>
<number>
lanOremoted O O O template 00O O
<count> UOOOOOODO

<policy-group_number>
gooooooood

<pattern_count>
oooooboocooboooooo

1181 ACLOOOO (PODODO)

ooooooo

<conponent >: <config> acl <acl_count>ip is invalid

oboooooooo
LOG_INFO

oooDOo
<acl_count>0 ACLOUOOOODUOOOOOIPOOODOOODOOOOODOOOOOOOO

oboooooboooa

<component>
gooboooooobooo

e enabled

e protocol

<config> ACLOOOO

<acl_count>
ACLOODOO
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010 OOOoooooooo

1182 ACLOCOOO (IPveOODO)

ooooooo

<conponent >: <config> acl <acl _count> ip6 is invalid

ooooooooo
LOG_INFO

oooo
<acl_count>0 ACLO O OOOOOCOOOOIRK6ODOOOOODOOOOOOOOOOOO

obooooobooa

<component>
goboooooooo

e enabled

e protocol

<config> ACLOOOO

<acl_count>
ACLOOOO

1183 ACLOOOO (TCPOOO)

ooooooo

<component >: <config> acl <acl _count> tcp is invalid

oboooooooo
LOG_INFO

ooog
<acl_count>0 ACLOOOOOUOUOOOOTCPOOOOUOODODOOUDOODOOUODO

oboooobooo

<component>
gobooooooo

e enabled

e protocol

<config> ACLOOOO

<acl_count>
ACLOOOO
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1184 ACLOOOO (UDPOOO)

ooooooo

<conponent >: <config> acl <acl _count> udp is invalid

ooooooooo
LOG_INFO

oooo
<acl_count>0 ACLO O OOOOOOOOOUDPOOCODOOOOOOOOOOODOOOODO

obooooobooa

<component>
goboooooooo

e enabled

e protocol

<config> ACLOOOO

<acl_count>
ACLOOOO

1185 ACLOOOO (ICMPOODO)

ooooooo

<component >: <config> acl <acl _count> icnp is invalid

oboooooooo
LOG_INFO

ooog
<acl_count>0 ACLOOOODOOOOOOOICMPOOOOOOOOOUOOODOOOODOO

obooobooo

<component>
gobooooooo

e enabled

e protocol

<config> ACLOOOO

<acl_count>
ACLOOOO
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010 OOOoooooooo

1186 ACLODOOO (ACLOODOOOO)

ooooooo

<component >: <config> acl <acl_count> doesn’t exi st

oboooooooo
LOG_INFO

gooo
<acl_count>0 ACLOODODOOOODOOO<confige 000 00O0O0ODODOOCODOOOOCOOOO

oboooooboooa

<component>
goboooooooo

e enabled

e protocol

<config> ACLOOOO

<acl_count>
ooooo ACLOOoDog

1187 ACLODOOO(COOODOUOODOOODOOOn)

ooooooo

<comnponent >: <config> acl <acl_count> is invalid

oboooooooao
LOG_INFO

gooo
<acl_count>0 ACLOOODOUOUOOOOOOO<confige0 0000000 OOOOOOOOOODO

oboooooooa

<component>
goboooooooo

e enabled

e protocol
<config> ACLOOOO

<acl_count>
doooooo ACLoOoog
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119 0000 ooboooboooooo

000000000 O<config>(00000O0OO0OO0DODOODO)0D000OOCO0O0OOOOOOOOOOOO
<config> IngressOO000OO0OOOOOO
e lan <number> ip in-policy <count>
e lan <number> ip6 in-policy <count>
e remote <number> ip in-policy <count>
e remote <number> ip6 in-policy <count>
e template <number> ip in-policy <count>

e template <number> ip6 in-policy <count>

<number>
lanOremoted O O O template0 0 O O

<count> OOUOOOOODO

1191 JO0OO0O0OOOOODOOO(@OOODOD)

ooooooo

<component >: <confi g> policy-group <policy-group_nunber> <parane-
tor> doesn’t exist

ooooooooo
LOG_INFO

ooog

<policy-group_number>0 00000 0000000000000 OO<config>000000O0COOOOO
goooooo

oboooDbooo

<component>
goboooooooo

e enabled
e protocol
<config> O00O0OOOOOOOOOO

<policy-group_number>
gboboboooboobooobooo

<parametor>
gobooooboooooooooo

e pattern

e interface
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010 OOOoooooooo

IPvAOOOODOO
e nexthop(interfaced lanO OO O0O)
IPv6e 000000

e nexthop6(interfaced lanO OO0 0O)

1192 OOO0O0OO0OQOOOO0OODO(@CUOOOOOOOODOOO)

ooooooo

<conponent >: <confi g> policy-group <policy-group_nunber> doesn’t exist

0ooOooo0oo
LOG_INFO

gooo

<policy-group_number>0 0 0000 00000000000 OOO<configo000000O0OOOODODO
gooooo

oboooooooao

<component>
gooboooooobooo

e enabled

e protocol

<config> O O0OOOOOOOOOO

<policy-group_number>
goobooooooooooooono

1193 000000000000 (nexthopOO)

ooooooo

<component >: <confi g> policy-group <policy-group_nunber> nex-
thop is invalid

ooooooooo
LOG_INFO

gooo

<policy-group_number>0 00000 000000000000 OOnexthopOOOOOOOOOOOOOO
goood
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obooooboooo

<component>
gooboobobooda

e enabled

e protocol

<config> O0O0OOOOOOOOO

<policy-group_number>
goobooboobooboo

1194 0000O0DOO0O0OOOO0 (nexthopsdO)

ooooooo

<component >: <confi g> policy-group <policy-group_nunber> nex-
thop6 is invalid

oboooooooao
LOG_INFO

oooo

<policy-group_number>0 0 0000 00000000000 OOOnexthop6 0000000 OOOOOO
goboodd

obooooobooa

<component>
gobooooooo

e enabled

e protocol

<config> OO0OOOOOOOOOO

<policy-group_number>
gooooooooooo

1195 0DO0O0O0O0OOoOOOO0bOoOoooobOOoon

ooooooo

i cmpwat chd: policy-group watching host is down. <target>

0ooOooo0oo
LOG_INFO
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010 0000000000

gooo

IngressO0OO0O0OOO0OOCOODOOOOOOO0O0OOOO0OO0OO0O0OOOOOOODODODOOOODODODOD
odad

goooooooo
<target> policy-group0000000CO0OO

ooooooo

i cmpwat chd: policy-route watching host is up. <target>

ooooooooo
LOG_INFO

gooo

IngressO0OO00O0OO0O0OO0OCCOOOOO0O0O0O0O0O0O0O0O0OOOOOOODODOOOOOOOOOODODOO

goopoooood
<target> policy-group000000000O0O
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120 ftpdO OO OO0

1201 OOOOOO

ooooooo

ftpd: login <user> on ftp from <address>

oboooooooo
LOG_INFO

oooDOo
fpr00OO0O0O0OO0ODOOOOOOOOOODOOO

oboooooooao
<user> gooooooo

<address>
oooooooiIirooono

1202 0OOO0OO(@OOOO)

ooooooo

ftpd: failed login <user> on ftp from <address>

oboooooooao
LOG_INFO

oooDOo
for00ODO0O0OO0OO0O0OO0OO0O0OO00OOOO0OOOOOOOOOOOOOOOOODOOOOO

oboooooooao
<user> gooooooo

<address>
gooooooiIpPOODOO

1203 ODOOOOOOO

ooooooo

ftpd: <filenane> Wite conplete
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010 OOOoooooooo

oboooooooo
LOG_INFO

oooDOo
00000 (@oooUooooopw)DO00ROMUOODOOOOOOOOOODOOO

oboooooooao

<filename>
ooo0ooooooooo

1204 ODOOOOOOO

ooooooo

ftpd: <filenane> Read conpl ete

oboooooooo
LOG_INFO

oooDOo
000000 (CoOooOU0U0000ge)DOO0 ROMOOOUDOOOODODDOOOOODOO

oboooooooao

<filename>
ooo0ooooooooo

1205 0O0OO0OO0OO

ooooooo

ftpd: exit <user> on ftp from <address>

oboooooooao
LOG_INFO

oooDOo
ftor00ODOO0O0O0OO0D0OO0OO0OOOOOOOOOOO

oboooooooao
<user> gooooooo

<address>
oooooooiIirooono
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121 adminO 000 000000

1.21.1 adminO0O

ooooooo

<nane>: adm n: authentication succeeded

oboooooooo
LOG_INFO

oooDOo
admnJ 000 000000000000 000000OO000DDOO00DDODOOOOUOoOOOD

oboooooooao
<name> adminO 0000000000000

telexec telnetJ adminO 000 00000
sshexec sshd admnO OO0 00000
cmdexec OO0 0OO0O0 adminDOO0O0O0OO0O0O

1212 adminOO (OOCOO0O)

ooooooo

<nane>: adm n: authentication failed

ooooooooo
LOG_INFO

ooog
admnO0 000000000 0O0O00O0O0O00OO0ODOOO0DOO0OO0OOO0DOOUOOOOUODOOO

obooooboooa
<name> admin0000O0000O00OOOO

telexec telnet 0 adminO0 000 00000
sshexec sshd adminOD OO0 00000
cmdexec 000000 adminODOO0O0O0O0OO
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010 OOOoooooooo

1.21.3 adminO0O

ooooooo

<nane>:

admn: exit

oboooooooo

LOG_INFO

oooDOo

amnO0 000 000000000000 000000O0O0O00D0ODOO00ODOO0OODUOOOOOOO

oboooooooao

<pname>

adminO0 0000000000000

telexec telnetJ adminO 000 00000
sshexec sshd admnO OO0 00000
cmdexec 000000 adminODO0O00OO0OO
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122 DHCPOUOUOOOODOOOOOO

1221 IpPOODOOOOOO

ooooooo

dhcpd: Cient received DHCPACK [<I P address>] [l an<no>]

oboooooooo
LOG_INFO

oooDOo
DHCPOODODOO DHCPACKOODODOOODODO IPOO OO0OOCOOOOOOOOOOO

oboooooooao

<IP address>
DHCPOOOOODOODODDOOD IPOODODO

<no> OO0 LANOODODO

1222 OOOO0OOO

ooooooo

dhcpd: DHCPACK contains different 'your’ |P address. reconfig-
ure to new address

oboooooooao
LOG_INFO

oooo

OoOO0OO0O0ODHCPOOOOO DHCPACKOODOOOOOOOODOODO IPOOODOOOOOOOOOO
gboooooooboooooboooobooooooooon

1223 ODOOOOOO1

ooooooo

dhcpd: Recei ved DHCPNAK(RENEW NG . | an<no> go to INIT state

oboooooooao
LOG_INFO
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010 OOOoooooooo

oooo

000000 (RENEWINGO O)O DHCPO OO OO DHCPNAKOOOOOOOOINITOOOOOO
LANOOOOOOooooooooonono

ooooooooo
<no> Od LANOODOO

1224 ODOOOOOO 2

ooooooo

dhcpd: Recei ved DHCPNAK( REBI NDI NG . |an<no> go to INIT state

oboooooooo
LOG_INFO

oooDOo

000000 (REBINDINGODO)O DHCPO OO OO DHCPNAKOOOOOOOOINITOOOOOO
LANOOOOOOOOooooooonono

ooooooooo
<no> OO0 LANOODOO

1225 OO0OO0OOO

ooooooo

dhcpc: The lease tinme expired. [l an<no>]

ooooooooo
LOG_INFO

ooog
gobodoooooooooooood

ooooooooo
<no> Od LANOODOO
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123 IPveDHCPO O OO OO OODODOOO

1231 IpveO0 OO0 O0O0OOOODOODO

ooooooo

dhcp6cd: Recei ved Reply <prefix>/<prefixlen> <interface>

oboooooooo
LOG_INFO

oooDOo
IPv6 DHCPO O OOO Reply 00 OO O0OOO IPV6O OO0 O0ODOOOOOOOOOOOOOOOO

oboooooooao

<prefix>/<prefixlen>
IPve DHCPO OO DOOOOOOOOO IO 00 0O0DOODODODOODODOOO

<interface>
Oooooooo

1232 O0OOO0OOO1

ooooooo

dhcp6ed: Renewing failure. <interface> go to REBIND state

ooooooooao
LOG_INFO

gooo
IPv6 DHCPO OO OODOOOOOOOUDOODOOO (RENEW)OODOOOUOOREBINDOOOOOODOOO

obooooboooo

<interface>
oooooooo

1233 ODOOOOO0O 2

ooooooo

dhcp6cd: Rebinding failure. <interface> go to INIT state
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010 OOOoooooooo

oboooooooo
LOG_INFO

oooDOo
IPv6 DHCPO O OOOOUOOOOOODOOOOD (REBIND)OOOOOOOOINITOOOOOODOOO

oboooooooao

<interface>
Oooooooo

1234 Ipve0 00 000O0OCODOODOODOODOO

ooooooo

dhcp6ed: Configuration error for IPv6 prefix assignment. <interface>

0ooOooo0oo
LOG_INFO

gooo
iPv60 000000000000 O0O0OOOOOOOOOOOOOOODO

oboooooboooo

<interface>
oooooooo
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124 ProxyDNSOOOODOO

1241 DNSO OOOOODOODODOOOOO

ooooooo

proxydns: ONAME [ <type>: <gname>] from <i paddr> to <renote>

ooooooooo

gooo

LOG_INFO

goboogooo

oboooooboooo

DNSOOOOOOOO0OO0O0OoOoOooooooo

<type> 00000000

<type> oag
“OA 1
‘NS 2
“ CNAME” 5
“ SOA” 6
‘oW 7
‘M 8
‘W 9
“ NULL” 10
“WKS” 11
“ PTR 12
“  HNFO’ 13
“ MNFO’ 14
M 15
“TXT” 16
“ AAAA” 28
“ SRV 33
“ ANY” 255
“ Type] OO]”

<gname> OOUOOOOOOO

<jpaddr> OO0OO0OOOO IPOOOO

<remote>

goboobooooooood

1242 0DO0O0O0OOOODOOOOOO

ooooooo

oo

host address
authoritative server
canoni cal nane

start of authority zone
mai | box domai n name
mai | group nenber

mai | renane nane

nul | resource record
wel | known service
domai n name poi nter
host i nformation
mai | box i nformation
mai | routing information
text strings

| P6 Address

Server Selection

wi | dcard match

oooo

proxydns: ERROR
dress> QNAME [ <nane>]

record type <type>, class <class>,

from <ad-

oboooooooao
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010 OOOoooooooo

oooo
O000O00O0typeOD classO 00O DNSOOOOOOOOOOOOOOO

OooOoooooo
<type> DNSOOOODOOO TypeO O

<class> DNSOOOOOODO ClassOO

<address>
DNSOOOODOO IPOODODO

<name> DNSOOOOOOOO
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125 SNMPOOOODOO

1251 SNMPOOOO

ooooooo

snnpd: authentication failed. from <address> [<community>]

oboooooooo
LOG_INFO

oooDOo
ooooooooosNVvMPOOOOOOOOODOOOOOOCOOOOCOOOOCOOOOOOOOOO

oboooooooao

<address>
SNMPOOOOOOOODOODO IPOODODO

<community>
SNMPOOOCOUOOOOODOOOOOO
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010 OOOoooooooo

126 VRRPOOOODOO

1261 VRRPOOOODOO

ooooooo

nsm vrrp group is started. <interface> vrid<vrid> [<address>]

oboooooooo
LOG_INFO

oooDOo
<interface> O <vrid>000 VRRPO O OO OOOOOOOOOOOOOOOO

oboooooooao

<interface>
Oooooooo

<vrid> oooooooggd vRID

<address>
VRIDOOO IPOO OO

1262 0O0O0OO0OOOOOOOOOOOODOOODODOOOOOOn

ooooooo

nsm vrrp state is changed into the <state> state. <inter-
face> vrid<vrid> [ <address>]

ooooooooao
LOG_INFO

gooo
<interface> O <vrid> 000 VRRPOOO<state> 0000000000000 OOOOOOOO

obooooboooo

<interface>
oooooooo

<vrid> ooooooogg vRID

<address>
VRIDOOO IPOO OO

<state> gooood
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master gooooo
backup OT0OOO0OO0O0OOO
Initialize OOOOO

1263 OD0O0O0ODOOOOOODOOODOOOOoDO OO

ooooooo

nsm vrrp <state> trigger event occurred. <interface> vrid<vrid> [<ad-
dress>] No.<trigger_no> interface <target_if>

oboooooooo
LOG_INFO

ooog

<interface>0O <vrid> 0 0O O <trigger_no> 000 0000000000000 O0OOO0OOOOOOOOOO
<sate> 0 0OUOO0OO0OOOOOOOO

obooobooo
<state> goooog

up goooooooboooooobooboooboboobooooobooobooooDooo
down goooooooboocoooboooobooobooobobooobooboooDboooo

<interface>
oooooooo

<vrid> ooooooogg vVRID

<address>
VRIDOOO IPOO OO

<trigger_no>
opooboooo

<target_if>
gdo0oooooooooooooo

1264 0DOO0ODOOOOOOOODOOOOOOO

ooooooo

nsm vrrp <state> trigger event occurred. <interface> vrid<vrid> [<ad-
dress>] No.<trigger_no> route <target_route> <target_if>

0oooooo0oo
LOG_INFO
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010 OOOoooooooo

oooo

<interface> O <vrid> O <trigger_ no> 000 0000000000000 O0000O00O00OO<state>000

gobooooooo

obooooobooa
<state> gooood

up gooboooobooooocoooooobooobobooboooooo
down goobooooooooooooooooooooooooo

<interface>
Oooooooo

<vrid> ooooobooogg vVRID

<address>
VRIDOOO IPOO OO

<trigger_no>
goooooo

<target_route>
oo0ooooooooo

<target_if>
gboodbobobobobouoboobooboobooobobo

1265 0O0OOO0OOOOOO0OOOOOODOOO

ooooooo

nsm vrrp <state> trigger event occurred. <interface> vrid<vrid> [<ad-
dress>] No. <trigger_no> node <target_node> <target_if>

ooooooooao
LOG_INFO

gooo

<interface> O <vrid> O <trigger_no>000000000CC0CCOO0O00OOOOOOOOOOOOOO
<sate> 00O 00O0O0OOOOODO

oboooooooa
<state> gooood

up uooooooboocoooooooooboOoooboooooooooo
down gboooboboooboooboooboobooooboboooboobooooboooobo

<interface>
Oooooooo
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<vrid> ooooooogg vRID

<address>
VRIDOOO IPOO OO

<trigger_no>
opooboooo

<target_node>
gooooOooooooogoipvaOono oo

<target_if>
goooooooo IieMPECHOOOOOODOOOOODOODO

1266 ODOOOOOOODOODO

ooooooo

nsm vrrp master router down detection. <interface> vrid<vrid> [<ad-
dress>] #<code>

oboooooooo
LOG_INFO

oooDOo
<interface> O <vrid>000 VRRPO O OO OOOOOOOOOOOOOOUOOOOOOOOOO

oboooooooao

<interface>
Oooooooo

<vrid> oooocoooooood vRID

<address>
00o0oooooooo0ooooo IPOOOO
(XXX XXX XXX XXX)

<code> gobooogooo

01 oooooooo
(00O 00 VRRP-AD O )

02 VRRP-ADO OO OOOOO

1.26.7 OO VRRP-ADTTL OO

ooooooo

nsm vrrp packet include invalid TTL. from <interface> [ <address>]
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010 OOOoooooooo

oboooooooo
LOG_INFO

oooDOo
<inteeface> 00000000000 TTLO 255000 VRRPOOOODOOOOOOOOOOOOO

oboooooooa

<interface>
Oooooooo

<address>
0000 VRRPOOOODOOOO IPOO OO
(XXX XXX XXX XXX)

1268 00O VRRP-ADOOOOODOO

ooooooo

nsm vrrp packet authentication nmethod m smatched. from<inter-
face> [ <address>]

oboooooooo
LOG_INFO

oooDOo
<inteface> 0000000000000 00OOOOOOO VRRPOOOOOOOOOOOOOOOOO

oboooooooao

<interface>
Oooooooo

<address>
0000 VRRPOOODDOODODO IPOO DO
(XXX XXX XXX XXX)

1269 00O VRRP-ADOODOOOOO OO

ooooooo

nsm vrrp packet authentication data check failed. from<inter-
face> [ <address>]

oboooooooo
LOG_INFO
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oooo

<inteeface> 000 000000000000 OOCOOOOOO0O VRRPOOOOOOODOOOOOOO
ogoad

oboooooboooo

<interface>
oooooooo

<address>
0000 VRRPOOODODOODODO IPOO DO
(XXX XXX XXX XXX)

12610 VRRPUOUOOODOOOOOODOOOODOODO

ooooooo

nsm vrrp action <nmode> failed. <interface> vrid<vrid> [<ad-
dress>] No. <action_no> <state> <action> <target> : <msg>

0ooOooo0oo
LOG_INFO

oooo

<interface> 0 <vrid> O <action no>0 0000000000 VRRPOOOOODOODOOOOOOOOODO
goboooooogoooo

oboooooooo
<mode> 0O0O0O0OOOO/MOOO

On gooooooooocooooon
Off gooooooooooooooo

<interface>
oooooooo

<vrid> ooooooogg vRID

<address>
VRIDOOO IPOO OO

<action_no>
opooooobooao

<state> UOOUOOOOOOOCOOO
<action> O0O0OOOOOOO

<target> UOOOOOOOO

lan [<lan_number>]
lanOOO OO0
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010 OOOoooooooo

remote [<remote_number> [ap <ap_number> [id <id> <passwor d>]]]
pooooooooooooooooo

access-point <ap_name>
gboboobobo

template interface <interface_name>
template 0 0000000

template <template_number> [uid <user_id>]
template0 0000000

<msg> <action>0 000000
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127 DO0O0OOO0OOOOOOOO

1271 0DOOOOOOOOOO

ooooooo

schedul ed: action: dial nunber convert [<dial 1>] to [<dial2>]
schedul ed: [<no>] <config>: dial nunber [<dial 3>] convert

oboooooooo
LOG_INFO

oooDOo
gobooooooooboooooooobooooooooboobooooD

oboooooooao
<diall> 0O0O0O0O000O00OOOO0OOOOO

<dial2> gdobOOodooOooobooooooo
<no> oooo

<config> O0O00O0OOOOOOOOOOO
<name>0] 0 00000000O00OQOCOOODOOOOOOODODODOODODOO D
<n>0 0000000 (@uoooooooooooog)o
wan.<n>.isdn.number.<n>
wan.<n>.isdn.numbersend
remote.<name>.ap.<name>.dial.<n>.number
remote.<name>.ap.<name>.called.number
aaa.<name>.user.<name>.called.number

<dial3> O0OO0OO0O0Ooooo

1272 00OOOOOOOO

ooooooo

schedul ed: config size over, convert failed.

0oooooo0oo
LOG_INFO

oooo

gobooooooooooooboooooooooobooboooooboOooobooOoOoOoobobOooooboOoOoa
ooooooo
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010

goooooooao

128 DO0O0O0O STPOOOOOO

1281 OOOOOODO

ooooooo

protocol : Topol ogy changed [<root>:<priority>]

oboooooooo
LOG_INFO

oooDOo
gooooobooooooooobooooooooobooooboboboo

oboooooooao
<root> oooooooOo MACOOOO

<priority>
godooooooooo

1282 0O0OOO0OOOOOOOOOO

ooooooo

protocol: STP aging timer expired [<root>:<interface>]

0oooooo0oo
LOG_INFO

oooo

oooooooooooooooooooooobobooOoOOOBPDUOOOOOOOODOOOOOOOO

goboooooooboooobooooboooobobooooo

obooooobooa
<root> oooooooOo MACOOOO

<interface>
goo0obooobooobooooooooooooooooon
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129 DO0DO0OOoOoOoOooo

ooooooo

| ogon: | ogin <user> on consol e

oboooooooo
LOG_INFO

ooog
gooodooooooboooooooooooobooon

obooooDboOoo
<user> gooooooo

ooooooo

| ogon: failed |ogin <user> on console

oboooooooao
LOG_INFO

ooog
gooooooooooboooooobooooooobooooooboboooo

ogoooooooad
<user> gooooooo

ooooooo

| ogon: exit <user> on consol e

0oooooo0oo
LOG_INFO

oooDOo

O00000 exitOOOOOOO0OO0O0O00OOconsoleinfoautologout 0 0 00 00000000 exitOO OO
goboocoooood

oboooooooao
<user> gooooooo
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010 OOOoooooooo

1291 tnet00OOOOOOOOO

ooooooo

tel netd: login <user> on telnet from <address>

oboooooooo
LOG_INFO

oooDOo
telnet 000000 0O0O0ODOOOOOOOOOOO

oboooooooao
<user> gooooooo

<address>
telnet DO OO0 OO

ooooooo

telnetd: failed |ogin <user> on telnet from <address>

0ooOooo0oo
LOG_INFO

gooo
telnet 000000 00000000 OO0OO0OO0OOO0OO0OOOOOOO0OO

ooooooooad
<user> gooooooo

<address>
telnet 00000 OO

ooooooo

telnetd: exit <user> on tel net from <address>

ooooooooo
LOG_INFO
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gooo

telnet0 exitOO 0O OOO0OO0O0OOOOtenetinfoautologout 00 00 00000000 exitOO OO OOO
ooooodd

goooooooad
<user> gooooooo

<address>
telnet 00000 OO
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010 OOOoooooooo

130 sshOOOoooooo

1301 sshOOOOoOOoOooooOd

ooooooo

sshd: generating public/private host key pair.

oboooooooo
LOG_INFO

oooDOo
0000 sshOOODOODOOOOOODOOODODOOOOOooOoO

ooooooo

sshd: generated public/private host key pair.

ooooooooo

LOG_INFO
ooog
O000shOOOOOOOOOOODOODOOOOOoOOoOooo
0000000000 sshOOOOOooOOoOoooooO
ooooooo

sshd: failed | ogin <user> on ssh/sftp from <address>

ooooooooo
LOG_INFO

ooog
sshOOO sftp0 00000 0000000000000 000LOO0O0O0O0OOOn

goooooooa
<user> gooooooo

<address>
gopoooooirooono
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1302 sshOOOOOOOOODODOODO

ooooooo

sshl ogi n: login <user> on ssh from <address>

oboooooooo
LOG_INFO

oooDOo
sh0OOOooOoOoooooooooooooo

oboooooooao
<user> gooooooo

<address>
oooooooiIpPOODOO

ooooooo

sshlogin: failed |ogin <user> on ssh from <address>

0ooOooo0oo
LOG_INFO

gooo
sshJ 000000000000 o0ooooooooooooooooo

ogoooooooad
<user> gooooooo

<address>
gooooooipPoonoO

ooooooboo

sshl ogi n: exit <user> on ssh from <address>

ooooooooo
LOG_INFO
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010 OOOoooooooo

oooo

ssh exitDOOOOOOOO0OOOOtelnetinfoautologout D 000 00000000 exitDO0OOOOOO

gooodd

goooooooa
<user> gooooooo

<address>
oooooooiirooono

1303 stp0O0O0OO0OOCOOO

ooooooo

sftpd: login <user> on sftp from <address>

oboooooooo
LOG_INFO

oooDOo
stp0 0 0000000000000 000DO0OO0

oboooooooao
<user> gooooooo

<address>
gooooooiIpPOODOO

ooooooo

sftpd: failed login <user> on sftp from <address>

0ooOooo0oo
LOG_INFO

gooo

stp0 000000000000 000000O000000O0000O0Od

ogoooooooad
<user> gooooooo

<address>
gooooooipPoonoO
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ooooooo

sftpd: <filename> Wite conplete

oboooooooao
LOG_INFO

oooo
oo0ooOo@oooOoUooop)D00ROMOOOOOOOOOOOODOOO

oboooooooao

<filename>
goboooooboooon

ooooooo

sftpd: <filenanme> Read conpl ete

ooooooooo
LOG_INFO

ooog
000000 (@oooooood gy ROMOODOODOOOOOOOOOOO

oboooooboooa

<filename>
ooooooooooo

ooooooo

sftpd: exit <user> on sftp from <address>

0oooooo0oo
LOG_INFO

oooo
stp0 000 000000000000 000O00
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010 0000000000

goooooooo
<user> gooooooo

<address>
gopoooooirooono
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131 O0O0OoOoooooono

1311 O0OO0OOO0OOOd

ooooooo

conctl: fail to initialize MODEM by <reason>

ooooooooo
LOG_WARNING

oooDOo

O0000Oenable0 00000000000 ODOOOO0OO0O0OOOOOODOOOUOOODOOODOODOO
gobooooooooooboooo

obooooboooo

<reason> O 0O0O0OO

enable enable
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010

goooooooao

132 000000oo0ooooooono

1321 ODOOOOOO0OOOO

ooooooo

cnodencttl: [SLOT<slot>] card is inserted. <card>

oboooooooao
LOG_INFO

oooo
pCOOODOOOOOOOOOOCOODO

obooobooo
<dot> oooooo

<card> pPCOO00OOO0OO0OO0OOOOOOODO

1322 ODO0OOO0OOOOOO

ooooooo

crmodenttl: [SLOT<slot>] card is ejected.

0oooooo0oo
LOG_INFO

oooo
pCOOODOOOOOOOOOOCOODO

obooobooo
<dot> oooooo

1323 0000000000000

ooooooo

crmodenct!: [SLOT<slot>] fail to initialize card.

<car d>

ooooooooo
LOG_WARNING
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oooo

goooooboooooboooooobooooobooo
O000o0ooooo0ooPUKOOOODO (PINOOOOOOODOOOOO)OOO

oboooooboooa
<dlot> oooood

<card> pCOO0OOOOOOOOOCOOOOO

1324 00000000 OOOOO (DOOOPINOOOOOCOOOOOOOO PINOO
0o)

ooooooo

cnodentt|: [SLOT<slot>] fail to initial-
ize card. <card> (PIN code is NULL)

ocoooooooo
LOG_WARNING

gooo

OO0o0oooPNOOOOOOOOOOOOOOOOOODOOPNOOOOOOOOOOODOODOODD
gobooooobooooooboobooooooo

oboooooooao
<dot> gooood

<card> pCOO0OO0OOOOOOOOCOOOOO

1325 00000000 0ODOOOOMPINOOOD)

ooooooo

cnodencttl: [SLOT<slot>] fail to initialize card. <card> (incor-
rect password)

ooooooooo
LOG_WARNING

oooDOo

000000 PNOOOOOOOOOOOODOOPANOOODOOOOOOOOOOCOOODOOOOODO
gobooooooooboocoooo
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010 OOOoooooooo

obooooboooo
<dlot> oooood

<card> pCOOO0OOOOOOOOOCOOOOO

1326 DO0O0OCOOOOOOOOMPINOOODOO)

ooooooo

crmodentt|: [SLOT<slot>] fail to initialize card. <card> (PUK required)

ocoooooooo
LOG_WARNING

gooo

ocooooopPNOOOOOOOOOODOOOOPNOOODOOOODODOOOPNODOOOOOOODODO
gboooooboooooboooooobooooobooo

oboooooooao
<dot> gooood

<card> pCOO0OOO0OO0OO0OOOOOOOD

1327 DOOO0OOOOODOOOOMPINCOODODD)

ooooooo

cnodenttl: [SLOT<slot>] fail to initial-
ize card. <card> (PIN Locked: PUK required)

ooooooooo
LOG_WARNING

oooDOo

PNOOOOOOOOOOOOQCOOOOOOOCOOOOODOOO0O0OO0O0OOODOOOOOOOCOOOO
ogoboodd

obooooboooo
<dlot> oooood

<card> pPCOO00OOOOCOOOOOCOOOOO
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1328 ODO0OO0OOOOODOOOO(MPUKOOOODO)

ooooooo

cnodenttl: [SLOT<slot>] fail to initial-
i ze card. <card> (PUK Locked: Card is Locked)

ooooooooo
LOG_WARNING

gooo

PUKOOOOO (OOUOOO)OoOooUooOoUOooOOO0OOo0Oo0OO0OO0OOOOOoU0OOoOOOOoOOO
goboooooobocooooboo

oboooooboooao
<dlot> oooood

<card> pPCOO00OOOOCOOOOOCOOOOO

1329 PINOOOOOO OOOOO (use changg)(PINO OO O)

ooooooo

crmodenttl: [SLOT<slot>] PIN code error. <card> (incorrect password)

ooooooooo
LOG_WARNING

gooo
oooooPNOOOOOOOOOOOOOOOOOOOOOOOOOOODOOPNOOOOOOOO

oboooooooa
<dot> oooooo
<card> pCOO0OO0OOOOOOOOCOOOOO

13210 PINOODOOOO OOOOO (use change)(PINO OO OO)

ooooooo

crmodenct|: [SLOT<slot>] PIN code error. <card> (PUK required)

ooooooooo
LOG_WARNING
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010 OOOoooooooo

oooo

OO00O0O0PNOOOOOOOOOOOOOOOOOOOOOOOOOOOOOPNOOOOOOOPIN
goboogoooog

obooooboooa
<dlot> oooood

<card> pCOO0OOOOOOOOOCOOOOO

13211 PINOOOOOOOOOOO (unlock)(PUK OOOO0O)

ooooooo

cnodentt|: [SLOT<slot>] PUK code error. <card> (incorrect password)

ooooooooo
LOG_WARNING

ooog

ooooopPuKOOOOOOOOOOOOOOOoOoOoOoOoOoOOODOOODOOPNOOOOOOOO
oo

obooobooo
<dot> oooooo

<card> pPCOOO0O0OOOCDOOOOOCOOOOO

13212 PINODOOOOO OOOOO (unlock)(PUK OO0 O0)

ooooooo

crmodenttl: [SLOT<sl ot>] PUK code er-
ror. <card> (PUK Locked: Card is Locked)

ooooooooo
LOG_WARNING

oooDOo

gooooOpPUKOOODOOOOOOCOOOOOOOODOOODOOOOOOOOOPNOOOOOOCDOODO
puKOOOOOOOODO@UOOoOoOoOoooooooo)

obooooboooo
<dlot> oooood

<card> pPCOO00OOOOCOOOOOCOOOOO
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133 00O VPNOODOOOOODODODOOooooooooo

1331 OO0 IDOO

ooooooo

i nfoexcd: <user_id> registered to <server>

oboooooooo

oooDOo

LOG_INFO

OOvVPNOOOOOOOD IDOOOOOOooooooooo

oboooooooao

<user_id>
ooooooo Ib

<server> O0O0O0O0O0OVPNOOOOOOO

1332 OO0 IDOO

ooooooo

i nf oexcd: <user_id> deleted from <server>

oboooooooao

oooo

LOG_INFO

OOovhPNOOOOOOOD IDOOOOOOOOOODOOO

obooooboOoo

<user_id>
gooooogo b

<server> O O0O0OO0OVPNOOOOOOO

1333 00OO0Oooooooon

ooooooo

218

i nfoexcd: The session of <fronmr to <to> was established.




010

goooooooao

oboooooooo
LOG_INFO

oooDOo
gobooogoooooboobooobooobooo

oboooooooao
<from> 0O0OO0O0OOOOCOOID

<to> ocooooooooo b

1334 0DDOOOO0OOOODOOO

ooooooo

i nfoexcd: The session of <fronk to <to> was di sconnect ed.

oboooooooo
LOG_INFO

oooDOo
gobooogoooooboobooobooobooo

obooooobooao
<from> 0O0OO0O0O0OOOCOOID

<to> ocooooooooo b

1335 0D0OO0OOoOoooobooobooon

ooooooo

i nf oexcd: The session from<fronk to <to> failed : <reason>

ooooooooo
LOG_INFO

ooog
gobooooooooobooooooooboobooooboo
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obooooboooo
<from> OO0O0OO0OCOOOOO ID

<to> 0o0oooooooo ID
<reason>
oooooo
timeout

gooooooooooo
session overflow
gbooooobbbobood
busy
goooooogoobooo
version
gooboboboooobooooobooboooo
gooooo
temporary

1336 ODOOOOOOODOODOOO

ooooooo

i nfoexcd: Refreshing the session from<fron> to <to> failed.

oboooooooao
LOG_INFO

oooo
gobooooooooobooobooooboooooboo

oboooboOoo
<from> OO0OO0OOOOOO ID

<to> ocooooooooo b

1337 0000000000

ooooooo

i nfoexcd: The response of the failure to <method> was re-
ceived from<fronm : <response_code>

oboooooooao
LOG_INFO
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010 OOOoooooooo

oooo
gobooooooooboocooooooocooooooobooboooon

oboooboOoo

<method>
Oooooooono

REGISTER
oooOIiboooo

INVITE OOOOOOOOO0OO0OO0O0O0

CANCEL
goooocooboooboocooo

BYE goooocoooboooooo

<from> OO0O0O0O00OOOOOOIDOOOOOOVPNOOOOIPODOOO

<response_code>
goobooobooooooooooo

400 Bad Request
gooooooo
404 Not Found
ooo i boooooooooo
408 Request Timeout
gboboboooooooo
422 Session Interval Too Small
gooboobooboooo
480 Temporarily Unavailable
gooooO iboooboooobooooog
481 Call/Transaction Does Not Exist
gooboobooobooboooo
486 Busy Here

goooooooooooboboooooboooooooboboooobooooo
goood

487 Request Ter minated
gboboboboobooooooboo

500 Server Internal Error
O000oO0oo0ooOooboOooooobooooobooo

503 Service Unavailable
O0VPNOOOOOOOOOoo

603 Decline
templale D 000000 mtdO00000CO0O0O0O0ooooooo
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1338 OU0O0O0O0OOOOoooooooooooooo

ooooooo

i nfoexcd: The Authentication of |NVITE nes-
sage from<fronr to <to> failed on <server>.

oboooooooo
LOG_INFO

oooDOo
oovPNOOOOOOOOOOOOOOOOOOOooooooOOOOODODOOODOOD

oboooooooao
<from> 0O0OO0O0O0OOOCOOID

<to> ocooooooooo b

<server> 000000000 VPNOOOOOODO

1339 0OO0OOOOOo Ibboboboobooooobon

ooooooo

i nfoexcd: The Authentication of REG STER nes-
sage for <user_id> failed on <server>.

ooooooooo
LOG_INFO

ooog
covhPNOOOOOOOOOOO IDOODOOOOOOOOOOOODOODOODOODO

gooboooood
<user_id>
goooooooo Ib

<server> 000000000 VPNOOOOOODO

13310 OO VPNOOOOOD OODOOOOO

ooooooo

i nf oexcd: Resol ving of <fqgdn> failed.
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010 OOOoooooooo

oboooooooo
LOG_INFO

oooDOo
oovPNOOOOOOOOOOOOOOOoOoooooooo

oboooooooao
<fgdn> covheNOOOOOOOO

13311 OO00oOOoooobooooooooooooooooboog

ooooooo

i nfoexcd: The INVITE nessage from<fronr to <to> was redirected to <uri>.

oboooooooao
LOG_INFO

oooo
goboooooboooooobooooobooooobobobobooooboooooDo

oboooboOoo
<from> OO0O0OOOOOOOC ID

<to> ocooooooooo b

<uri> Ooooooob URI

13312 ODO0OO0OOODOObOOobOOoooon

ooooooo

i nfoexcd: The INVITE nessage from <fronr to <to> was declined: <reason>

oboooooooo
LOG_INFO

oooDOo
goboooooboooboooboooooooboobooooobooo
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goooooooo
<from> OO0O0OO0OCOOOOO ID

<to> oooooooooo b

<reason> O 0O00O0O0OOOOOCOOO
version
gooobooooooboobooooooooooo
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goooooooao

134 OO VPNOOOOODODDOOODOO

1341 O0ODOIDOOO

ooooooo

dvpnsd: <user_id> was registered by <client>.

ooooooooo
LOG_INFO

gooo
oobo|ibooooooooooooo

goooooood
<user_id>
goooooo Ib

<client> 0OO0O0O0OO0O0OOUOOOOIPOOOO

1342 OO0 IDOODO

ooooooo

dvpnsd: <user_id> was del eted by <client>.

oboooooooo
LOG_INFO

ooog
oooIibooooooooooooo

goooooood
<user_id>
goooooo Ib

<client> OO0O0OO0OO0COOOOOIPOOOO

1343 000000 OO0DOOOO

ooooooo

dvpnsd: The session from<fronr to <to> was established.
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oboooooooo
LOG_INFO

oooDOo
gobooogoooooboobooobooobooo

oboooooooao
<from> 0O0OO0O0OOOOCOOID

<to> ocooooooooo b

1344 0D0O0OOOODOODODOO

ooooooo

dvpnsd: The session from<fronm> to <to> was di sconnect ed.

oboooooooo
LOG_INFO

oooDOo
gobooogooooooboobooooooboobooooo

oboooooooao
<from> 0O0O0O0O0OOOOCOOID

<to> ocooooooooo b

1345 00OO00OO0OO0ODOOoDOoDO

ooooooo

dvpnsd: The session from<from to <to> expired.

oboooooooo
LOG_INFO

oooDOo
goboooobooobooooboooobooooboooooo

oboooooooao
<from> 0O0OO0O0OOOOCOOID

<to> cooooooooo b
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010 OOOoooooooo

1346 ODDOO0O0OOOOOOOOOOOOOOOOO

ooooooo

dvpnsd: The Authentication of I|INVITE nes-
sage from<fronr to <to> by <client> fail ed.

oboooooooo
LOG_INFO

oooDOo
gobooooooooobooooooooobooooboooobooooooobobooboobobooobooooon

oboooooooao
<from> 0O0OO0O0O0OOOCOOID

<to> ocooooooooo b

<client> OO0O0OO0OO0OOOOOIPOOOO

1347 0ODOOOOOO IDOOODObOOODOobDOoD

ooooooo

dvpnsd: The Authentication of REG STER mes-
sage for <user_id> by <client> failed.

ooooooooo
LOG_INFO

ooog
ocoooooobooooboooooooOo I bobboobooboboboobbooboooooooooooo

gooboooood
<user_id>
ooooobooooo b

<client> OO0O0OO0OO0OOOOOIPOOOO
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1.35 AAA/RADIUSOOOOODO

1351 RADIUSOOOOOOOOOOCOOO

ooooooo

aaa_radi usd: <id>(<session_id>) received service for
<sessi on_ti me> seconds, received <input_packets>
packet s(<i nput _bytes> bytes), sent <output_packets>
packet s(<out _byt es> bytes).

ooooooooo
LOG_INFO

ooog
RADIUSO OODOOOOOCOOOOOOO

obooooobooa

<id> User_Name
gooooood

<session_id>
Acct-Session-Id
gooooooooooooooa

<session_time>
Acct-Session-Time
gooooooooooooooa

<input_packets>
Acct-Input-Packets
RADIUSOOOODODOOODOOOODODODOOOOODODOOODOO

<input_bytes>
Acct-1nput-Octets
RADIUSOOOOODODOOODOOOOOODOODOODOODOOO

<output_packets>
Acct-Output-Packets
RADIUSOOOODOOOOUOOOOOODOCOCOOOOOOOOOoOood

<output_bytes>
Acct-Output-Octets
RADIUSO O OODOODO0O0OOO0ODOOOOOODODOOOOOOO
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010 OOOoooooooo

1352 RADIUSOOOOOOODO

ooooooo

aaa_radi usd: authentication re-
quest failed for <id> on aaa <group_i d> no response received.

oboooooooo
LOG_INFO

oooDOo

RADIUSOOOODOOOOOCOOOOCORADIUSOOOOOOODODODOOOCODOOOOCODOOOO
o

obooooboooo
<id> gooooooo

<group_id>
AAAOOOO ID

1353 RADIUSOOOODOOOODOOODOOO @EOOOOOOOOON)

ooooooo

aaa_radi usd: accounting start re-
quest failed for <id> on aaa <group_i d>: no response received.

ooooooooo
LOG_INFO

ooog

RADIUSO O 0000 OO0ODO0O0OOOOOO0OOO0O0O0ORADIUSOOOO0O0OOOODOOOOOOOO
gooboooooooooooobooooooooon

obooobooo
<id> gooooooo

<group_id>
AAAO OOO ID
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1354 RADIUSOOOOOOOODOOOOOO @EOOOOOOOCOONn)

ooooooo

aaa_radi usd: accounting stop re-
quest failed for <id> on aaa <group_i d> no response received.

oboooooooo
LOG_INFO

oooDOo

RADIUSOOOODOOOOOODOOOOOOOO0OOOORADIUSODOODOOOOOOOOOODOOOO
goobooooooooooboooobooooooooon

obooooboooo
<id> gooooooo

<group_id>
AAAOOOO ID

1355 RADIUSOOOOOOOOOO

ooooooo

aaa_radiusd: authentication re-
quest failed for <id> on aaa <group_id>: request too much.

ooooooooo
LOG_INFO

ooog

RADIUSOOOO00O0OO0O0O0O0O0OO000O0O0OOOOOO0OO RADIUSODODOOOOOOOOOOOOOODO
goboooooooboocooooobobooooon

oboooboOoo
<id> gooooooo

<group_id>
AAAO OOO ID
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010 OOOoooooooo

1356 RADIUSOOOOOOOOOCOODOOOOO (@MUOOOODODOOOn)

ooooooo

aaa_radi usd: accounting start re-
quest failed for <id> on aaa <group_id>: request too mnuch.

oboooooooo
LOG_INFO

oooDOo

RADIUSOOOODOOOOOOCOOOOCCOOOO0O0DOOO00O0OO0ORADIUSOOOOOOOOOOO
O0000000000000 RADIUSOOOO000O0O0O00O0DOOOODODOOO

obooooboooo
<id> gooooooo

<group_id>
AAAOOOO ID

1357 RADIUSOOOOOO0OOOOODODODOODO OOOoOoOOoDOoOoon)

ooooooo

aaa_radi usd: accounting stop re-
quest failed for <id> on aaa <group_id>: request too much.

ooooooooo
LOG_INFO

ooog

RADIUSOOOO00O0OOO0OOO0OOOOOO0OOODO0O0O0OO0O0O00 RADIUSOODOOOOOOOODO
00000000000000 RADIUSOOOO0O0O0O0O0O00OOOOODOOOO

obooobooo
<id> gooooooo

<group_id>
AAAO OOO ID
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1358 RADIUSOOOOOOODO
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