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1
‘init: system startup now.
LOG_I NFO
2
‘init: system down occurred. down code <code>

LOG_I NFO

<code>

3 RTC

‘init: RTC

acknowl edge

error

occurred.

LOG_I NFO

RTC

16



‘nsm: routing table overfl ow. <route> from <protocol >

LOG_I| NFO

| Pv 4

<route>

<protocol >

‘nsm: This route cannot be added because the distance is |contrac

LOG_| NFO

0
0
<route>
<protocol >
3 ECMP

‘nsm: This route cannot be added because the number of ECIMP rout

LOG_I NFO

ECMP




<route>

<protocol >

4 ECMP

‘nsm: This route cannot be added because the metric is contradioc

LOG_I| NFO

ECMP
ECMP

<route>

<protocol >

nsm: This route cannot be added because the number of stlatic rc
<protocol >

LOG_I NFO

<route>

<protocol >

‘nsm: Re-registration processing of the | Pv4 route was injterrupt




LOG_I NFO

| Pv 4
7 I P
‘nsm: <address> was assigned to <interface> from <protocoll >

LOG_I NFO

| Pv4 DHCP I P

<address>
I P
<interface>

<protocol >

‘nsm: <address> cannot be assigned to <interface> from <pjrotocol

LOG_I NFO

| Pv4d DHCP I P

<address>
| P
<interface>

<protocol >




‘ripd: recv from <src-addr> (<interface>): invalid packet| | engtth

LOG_I| NFO

RI P

<src-addr >

RI P I P
<interface>
RI P
<l ength>
RI P
3. 2
‘ripd: recv from <src-addr> (<interface>): invalid version(<ver s

LOG_I NFO

RI P RI P 0

<src-addr >

RI P I P
<interface>
RI' P
<version>
RI P RI' P
3.3
‘ripd: recv from <src-addr> (<interface>): invalid source|l port (=

LOG_I NFO




RI P ( RESPONSE) RI P

<src-addr >

RI P I P
<interface>
RI P

<port >

RI P

1.3. 4 I P

‘ripd: recv from <src-addr> (<interface>): invalid sourcel addr es

LOG_I NFO

RI P (RESPONSE)

<src-addr >

RI P I P
<interface>
RI P
1.3.5
‘ripd: recv from <src-addr> (<interface>): invalid addres|s-f ami

LOG_I| NFO

RI P (RESPONSE) AF_I NET

<src-addr >

RI P I P
<interface>
RI P

<family>

RI P




Mipm recv from <src-addr> (<interface>): invalid addresls (RTE-=

LOG_I NFO

RI P ( RESPONSE)
<src-addr >
RI P I P
<interface>
RI P
<address>
RI P
<mask>
RI P
<metric>
RI P
7
Mipd: recv from <src-addr> (<interface>): invalid mask (|[RTE=<ac

LOG_I NFO

RI P ( RESPONSE)
<src-addr >

RI P I P
<interface>
RI P

<address>

RI P

<mask>

RI P

<metric>

RI P




(RTE=c<

<SsSrc-adc

redi sjitribut e

Mipm recv from <src-addr> (<interface>): invalid metric
LOG_I NFO
RI P ( RESPONSE) 0 16
<src-addr >
RI P I P
<interface>
RI P
<address>
RI P
<mask>
RI P
<metric>
RI P

1.3.9 RI P (RI P )
Mipd: RI'P routing table overflow. <address>/<mask> from
LOG_I NFO
RI P
<address>
<mask>
<src-addr >
RI P I P

1.3.10 RIP ( )
Mipd: RI'P routing table overflow. <address>/<mask>

23



LOG_I NFO

RI P

<address>

<mask>

<protocol >

1.3.11

‘ripd: connected route overfl ow.

<address>/ <mask>

LOG_I NFO

<address>

<mask>

24



1.4 BGP4
1.4.1
‘bgpd: <address> <direct> NOTIFICATION 1/1 (Message Heade
LOG_I NFO
<address>
I P
<direct >
“ received”
“ sending”
<detail >
1.4. 2
‘bgpd: <address> <direct> NOTIFI CATION 1/2 (Message Headef
LOG_I NFO
<address>
I P
<direct>
“ received”
“ sending”
<detail >
1.4. 3
‘bgpd: <address> <direct> NOTIFI CATION 1/3 (Message Headef
LOG_I NFO
1 25

Error

Error

Error



<address>

I P
<direct>
received”
“ sending”
<detail >

‘bgpd: <address> received NOTIFI CATION 1/ <subcode> (Messalge Heac

LOG_I NFO

NOTI FI CATI ON

<address>
| P
<subcode>

<detail >

‘bgpd: <address> <direct> NOTIFI CATION 2/1 (OPEN Message |[Error/ L

LOG_I| NFO

BGP

<address>

I P
<direct >
“ received”
sending”




<detail >

4.6 AS

‘bgpd: <address> <direct> NOTIFI CATION 2/ 2 (OPEN Message |[Error/E

LOG_| NFO

AS AS

<address>

I P
<direct >
received”
sending”
<detail >

4 . 7 BGP-1D

‘bgpd: <address> <direct> NOTIFI CATI ON 2/ 3 (OPEN Message |[Error/E

LOG_I NFO

BGP-1D

<address>

I P
<direct>
received”
sending”
<detail >

‘bgpd: <address> <direct> NOTIFI CATI ON 2/ 4 (OPEN Message |[Error/ |

LOG_I NFO




<address>

I P
<direct >
“ received”
“ sending”
<detail >
9

‘bgpd: <address> <direct> NOTIFI CATION 2/5 (OPEN Message |[Error/ £

LOG_I NFO

<address>

I P
<direct>
“ received”
“ sending”

10 HOLD

‘bgpd: <address> <direct> NOTIFI CATI ON 2/ 6 (OPEN Message |[Error/ L

LOG_I| NFO

HOL D

<address>

I P
<direct>
“ received”
sending”




<detail >

1.4.11

‘bgpd: <address> <direct> NOTIFI CATION 2/ 7 (OPEN Message |[Error/ L

LOG_I| NFO

<address>

I P
<direct >
received”
sending”
<detail >

1.4.12 OPEN

bgpd: <address> received NOTIFICATION 2/ <subcode> (OPEN |Message
<detail >

LOG_I NFO

OPEN NOTI FI CATI ON

<address>
| P
<subcode>

<detail >

1.4.13

‘bgpd: <address> <direct> NOTIFI CATION 3/1 (UPDATE Messagle Error

LOG_I| NFO




<address>

I P
<direct>
“ received”
“ sending”
<detail >

1.4.14

‘bgpd: <address> <direct> NOTIFI CATION 3/2 (UPDATE Messagle Error

LOG_I NFO

<address>

I P
<direct>
received”
sending”
<detail >

1.4.15

‘bgpd: <address> <direct> NOTIFI CATION 3/3 (UPDATE Messagle Error

LOG_I| NFO

UPDATE

<address>

I P
<direct>
“ received”
sending”




<detail >

1.4.16

‘bgpd: <address> <direct> NOTIFI CATI ON 3/4 (UPDATE Messagle Error

LOG_I| NFO

<address>

<direct >

received”
sending
<detail >

”

‘bgpd: <address> <direct> NOTIFI CATI ON 3/5 (UPDATE Messagle Error

LOG_I NFO

<address>

I P
<direct>
received”
sending”
<detail >

1.4.18 ORI GI N

‘bgpd: <address> <direct> NOTIFI CATI ON 3/ 6 (UPDATE Messagle Error

LOG_I NFO




ORI GI N

<address>

I P
<direct>
received”
sending”
<detail >

1.4.19

‘bgpd: <address> received NOTIFI CATION 3/7 (UPDATE Messagle Error

LOG_I NFO

AS

<address>
| P
<detail >

1.4.20 NEXT- HOP

‘bgpd: <address> received NOTIFI CATION 3/8 (UPDATE Messagle Error

LOG_I NFO

NEXT- HOP

<address>
| P
<detail >




‘bgpd: <address> received NOTIFI CATION 3/9 (UPDATE Messagle Error

LOG_I NFO

<address>
| P
<detail >

1.4.22

‘bgpd: <address> <direct> NOTIFI CATI ON 3/10 (UPDATE Messalge Errc

LOG_I NFO

<address>

I P
<direct>
“ received”
“ sending”
<detail >

1.4. 23 AS_PATH

‘bgpd: <address> <direct> NOTIFI CATION 3/11 (UPDATE Messalge Errc

LOG_I NFO

AS_ PATH




<address>

I P
<direct>
received”
sending”
<detail >

1.4. 24 UPDATE

pd: <address> received NOTIFICATION 3/ <subcode> (UPDATIE Messce
et

LOG_I NFO

UPDATE NOTI FI CATI ON

<address>
| P
<subcode>

<detail >

1.4.25 HOLD

‘bgpd: <address> <direct> NOTIFI CATION 4/0 (Hold Timer Ex|pired)

LOG_I NFO

HOL D

<address>

I P
<direct >
received”
sending”
<detail >




1.4.26

‘bgpd: <address> <direct> NOTIFI CATION 5/0 (Finite State |[Machi ne

LOG_I NFO

bgpd

<address>

<direct>
“ received”
sending”
<detail >

1.4.27 BGP

‘bgpd: <address> <direct> NOTIFI CATI ON 6/ 0 (Cease) <detaill >

LOG_I NFO

BGP

<address>

I P
<direct>
“ received” BGP
“ sending” BGP
<detail >

bgpd: <address> received NOTIFICATI ON <code>/ <subcode> (|Unrecog
<detail >

LOG_I NFO




NOTI FI CATI ON

<address>
| P
<code>

<subcode>

<detail >

1.4.29

‘bgpd: <address> BGP connection I P address is not configujred

LOG_I| NFO

<address>

1.4.30 BGP (UPDATE )

‘bgpd: BGP routing table overfl ow. <route> from <address>

LOG_I| NFO

BGP

<route>

<address>




4.31 BGP ( )

‘bgpd: BGP routing table overflow. <route> redistribute fjirom <pr

LOG_I NFO

BGP

<route>

<protocol >

4. 32 BGP

‘bgpd: <address> BGP session is failed.(too many sessions))

LOG_I NFO

BGP BGP

<address>
| P

4. 33 BGP

‘bgpd: <address> BGP started graceful-restart processing.

LOG_I NFO

<address>
| P




1.4. 34 BGP

‘bgpd: <address> BGP completed graceful -restart processiing

LOG_I NFO

<address>
| P

1.4.35 BGP

‘bgpd: <address> BGP stopped graceful-restart processing |[by the

LOG_I NFO

OPEN

<address>
| P

1.4.36 BGP

‘bgpd: <address> BGP stopped graceful -restart processing |by ti me

LOG_| NFO

<address>
| P




4. 37 BGP st al e

‘bgpd: <address> BGP del eted stale routes received from nleighbor

LOG_I NFO

stal e stale

<address>
| P

4. 38 4 AS

‘bgpd: <address> BGP neighbor does not support 4-octet ASH number

LOG_I NFO

4 AS
AS 1.0
<address>
I P
4. 39 BGP
‘bgpd: <address> BGP session was cleared by operation command. =<
LOG_I NFO
BGP

<address>
I P
<option>

none
BGP




soft out

soft in

soft both

‘bgpd: <address> received ROUTE- REFRESH Message. <AFI/ SAF| >

LOG_I NFO

<address>
| P
<AFI |/ SAFI >

1.4.41

‘bgpd: <address> ROUTE- REFRESH Message was not transmitted. <AFI

LOG_I NFO

ROUTE- REFRESH

<address>
| P
<AFI/ SAFI >

1.4. 42 | Pv6 BGP

‘bgpd: | Pv6 BGP session is disabl e.

LOG_I NFO




| Pv 6

BGP
Si -R570 Si-R5708B

512 M

41



1

5 OSPF

‘ospfd: interface

<interface>:

<addr ess>:

ospf _read

from

<router _

LOG_I| NFO

<interface>

<address>

<router_id>
I D
<area_id>
OSPF

‘ospfd: interface

<interface>:

<addr ess>:

ospf _read

from

<router _

LOG_I NFO

<interface>

<address>

<router_id>
I D

VLI NK

‘ospfd: interface

<interface>:

<addr ess>:

ospf _read

from

<router _

42



LOG_I NFO

MD 5 I D

VLI NK

<interface>

<address>

<router_id>
I D

4 MD 5

‘ospfd: interface <interface>:<address>: ospf_read from <jrouter _

LOG_I NFO

MD 5

VLI NK

<interface>

<address>

<router_id>
I D

‘ospfd: RECV[ Hel l o]: From <router _id> NetworkMask mismat ci|h

LOG_I NFO

<router _id>




<router_id>

‘ospfd: RECV[ Hell o]: From <router_id> Hellolnterval mi s majt c h

LOG_I NFO

<router _id> Hel |l o
<router_id>
I D
5.7
‘ospfd: RECV[ Hel l o]: From <router _id> RouterDeadlnterval mi smat c

LOG_I NFO

<router _id>
<router_id>
I D
8
‘ospfd: RECV[ Hel l o]: From <router_id> option mismatch: my| opti or

LOG_I NFO

<router _id>
<router _id>
I D




<my_option>

"2 transit"
transit

"0 stub”
stub

"8 nssa"
stub

nnn

unknown"

nnn
<his_option>
router _id
"2 transit"
transit

(nssa)

"0 stub"”

stub

"8 nssa"

stub (nssa)

"nnn unknown"

nnn

9 LSA
‘ospfd: RECV[ LS-Upd]: From <router_id> LSDB overfl ow.
LOG_I NFO
LSDB LSA
<router_id>

LSA I D

I D I D

10 | D

‘ospfd: RECV[ Hel l o]: router-id <router_id> duplicated.

LOG_I NFO

45



<router_id>
I D

1.5.11 MT U

‘ospfd: RECV[ DD]: From <router _id> <interface>:<address> [MTU mi s

LOG_I NFO

MTU
<router_id>
I D
<interface>
<address>
1.5.12 SPF
‘ospfd: Area | D <area_id>: SPF calculation table overfl ow,|.
LOG_I NFO
SPF
<area_id>
SPF I D
1.5.13 OSPF
‘ospfd: Temporary memory allocation failed.

LOG_I| NFO

OSPF




‘ospfd: RECV: packet from <address> ignored. (size too bilg)

LOG_I NFO

<address> I P

<address>

I P
1.5.15
‘ospfd: interface <interface>:<address> : neighbor <routejr_id>
LOG_I NFO
OSPF (dead interval) Hel | o

<interface>

VLI NK
<address>
<router_id>
I D
<ol d_state>
Full ,Loading, Exchange, ExStart, 2- Way

1.5.16 connected

@spfd: connected route overflow. <route>

LOG_I NFO

connected connected




<route>
connected
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6 (1 Pv6)

‘nsm: Il Pv6 routing table overfl ow. <prefix>/<prefixlen> firom <pr

LOG_I| NFO

| Pv 6

<prefix>/<prefixlen>

<protocol >

2 | Pv 6

‘nsm: <prefix>/<prefixlen> was assigned to <interface> frjom <prc

LOG_| NFO

| Pv6 DHCP | Pv 6

<prefix>/<prefixlen>
| Pv6
<interface>

<protocol >

3 | Pv 6

‘nsm: <prefix/prefixlen> cannot be assigned to <interfacel> from

LOG_I NFO

| Pv6 DHCP | Pv6




<prefix>/<prefixlen>
| Pv 6
<interface>

<protocol >

6. 4 | Pv 6

‘nsm: This route cannot be added because the distance is |contrac

LOG_I| NFO

0
0
<prefix/prefixlen>
<protocol >
5 | Pv 6 ECMP

nsm: This route cannot be added because the number of ECIMP rout
from <protocol >

LOG_I NFO

<prefix/prefixlen>

<protocol >




6. 6 | Pv 6

nsm: This route cannot be added because the

number of stlatic rc
from <protocol >

LOG_I NFO

<prefix/prefixlen>

<protocol >

‘nsm: Re-registration processing of the | Pv6 route was injterrupt

LOG_I| NFO

| Pv6




1.7 RIP (1 Pvé)

‘rip6d: recv from <src-addr> (<interface>): invalid packeft | engt

LOG_I| NFO

RI P

<src-addr >

RI P I P
<interface>
RI P
<l engt h>
RI P
1.7. 2
‘ride: recv from <src-addr> (<interface>): invalid versijon(<ver

LOG_I NFO

RI P RI P 1

<src-addr >

RI P I P
<interface>
RI P
<version>
RI P RI P
1.7. 3
Mip6d: recv from <src-addr> (<interface>): invalid sourcle port(

LOG_I NFO




RI P ( RESPONSE) RI P

<src-addr >

RI P I P
<interface>
RI P

<port >

RI P

1.7. 4 I P

‘rip6d: recv from <src-addr> (<interface>): invalid sourcle addr e

LOG_I NFO

RI P (RESPONSE)

<src-addr >

RI P I P
<interface>
RI P
1.7.5
Mipﬁd: recv from <src-addr> (<interface>): invalid hoplimit (<hc

LOG_I NFO

RI P ( RESPONSE) 255

<src-addr >

RI P I P
<interface>
RI P
<hoplimit>

RI P




‘ride: recv from <src-addr> (<interface>): invalid prefijx (RTE-:=

LOG_I NFO

RI P (RESPONSE)

<src-addr >

RI P I P
<interface>
RI P

<prefix>

RI P
<prefixlen>
RI P

<metric>

RI P

‘ride: recv from <src-addr> (<interface>): invalid prefiflxlen (F

LOG_I NFO

RI P ( RESPONSE) 128

<src-addr >

RI P I P
<interface>
RI P

<prefix>

RI P
<prefixlen>
RI P

<metric>

RI P




‘ride: recv from <src-addr> (<interface>): invalid metrijc (RTE-:=

LOG_I NFO

RI P (RESPONSE) 0 16

<src-addr >

RI P I P
<interface>
RI P
<prefix>
RI P
<prefixlen>
RI P
<metric>
RI P
1.7.9 RI P (RI P )
‘ride: RI'P routing table overflow. <prefix>/<prefixlen> |from <s

LOG_I NFO

RI P

<prefix>

<prefixlen>

<src-addr >

RI P I P
1.7.10 RIP ( )
‘riped: RI'P routing table overflow. <prefix>/<prefixlen> |redistr




LOG_I NFO

RI P

<prefix>

<prefixlen>

<protocol >

1.7.11

‘riped: connected route overfl ow.

<prefix>/<prefixlen>

LOG_I NFO

<prefix>

<prefixlen>
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8 OSPF

R240B

Si

(1P
R570

vV 6)

(Si -R180B
, Si-R5708B)

R 2

‘ospf6d: RECV

From

<router

_id>

<interface>

invalid

Area| | D <ar

LOG_I| NFO

<router _id>
I D

<interface>

<area_id>

OSPF

Hel |

o

%spf6d:

RECV[ Hel Il o] :

From

<router

d>

<interface>:

Hel | oll nt er v e

LOG_I NFO

<router _id>

er _id>
I D

rface>

<rout

<inte

Hel | o

%spf6d:

RECV[ Hel Il o] :

From

<router

d>

<interface>:

Rout er Deadlrr

LOG_I NFO
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<router _id>

<router_id>
I D
<interface>

A O

6d: RECV[Hello]: From <router_id> <interface>: option misme
_option>.

n —

-5

LOG_I NFO

<router id>

<router _id>
I D
<interface>

<my_option>

nor mal : nor mal
stub stub
<his_option>
router _id

nor mal : nor mal
stub : stub
nssa : nssa

unknown

1.8.5 LSA

‘ospf6d: LSDB overflow. type <lsa_type> adv-router <routelr_id>.

LOG_I NFO

LSA LSA LSA LSDB




<l sa_type>

LSA (16 )
<router_id>
LSA I D I D
1.8.6 | D
‘ospfed: RECV[ Hel |l o] : From <router_id> <interface>: router-id dt
LOG_I NFO
I D
<router_id>

I D
<interface>

1.8.7 MT U

‘ospfed: RECV[ DD] : From <router _id> <interface>: MTU mi smatch.

LOG_I| NFO

MT U MT U
<router _id>
I D
<interface>
1.8.8
‘ospfed: RECV: packet from <interface>:<address> ignored.| (size

LOG_I| NFO




1.

8 .

<interface>

<address>

‘ospf6d:

interface

<interface>:

nei ghbor

<router

d> down

LOG_I NFO

<router _id>

<interf
<router _i

I D
<ol d_state>

Full ,Loading, Exchange, ExStart, 2- Way

10 LSA

(

)

‘ospf6d: LSDB

overfl ow.

<route>

redistribute

from

<protocjol >

LOG_I NFO

LSA

<router>

<protocol >

LSA

LSDB
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11 I P

ve OSPF

‘ospf6d: | Pv6 OSPF is disable.

LOG_I NFO

| Pv6 OSPF

Si -R570 Si-R5708B

512M
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‘Idpd: Session | imit over(<number>): Clearing up adjacencly for =

LOG_I| NFO

adjacency

<number >

<adjacency>
LSR I P

9. 2 FEC

‘Idpd: FEC table | imit over(<number >)

LOG_| NFO

FEC

<number >
FEC

9. 3 Hel |l o Packet

‘Idpd: Version mismatch found in Hello packet received frjom <adgc

LOG_| NFO

Hel |l o Packet

<address>
LSR I P




4 Hel |l o Packet LDP-1D

‘Idpd: LDP I D sent by peer <address> is the same as the L|DP I D

LOG_I NFO

LDP-1D Hel l o Packet

<address>
LSR I P

5 Hel |l o Packet LDP-1D

‘Idpd: LDP I D mi smatch: Cleaning up adjacency for <addresi|s>

LOG_I NFO

LDP-1D Hel l o Packet

<address>
LSR I P

6 Hel |l o Packet |l Pv4 Transport Address

‘Idpd: i pvd_trans_addr mismatch: Cleaning up adjacency fo‘r <addr

LOG_| NFO

| Pvd Transport Address Hell o Packet

<address>
LSR I P

7 I nitialization Message

Mdpm Version mismatch with peer <address>: Cleaning upkesﬁor

1 6 3



LOG_I NFO

I nitialization Message

<address>
LSR I P

1.9. 8 LDP I D

‘Idpd: LDP I D in Init message does not match | ocal LDP | Dl for <r
LOG_I NFO
Initialization Message LDP-1D LDP-1D

<router_id>
LDP-1D

1.9.9 LDP

‘Idpd: LDP session state shifted to OPERATI ONAL for <addrljess>

LOG_| NFO

LDP

<address>
LSR I P

1.9.10 Error Notificati on

‘Idpd: Error Notification message (code = <code>) receiveld from

LOG_I| NFO




1.

9.

Error Notification
<code>
<address>
LSR I P
11 Error Notification
‘Idpd: Error Notification message (code = <code>) sent to
LOG_|I NFO
Error Notification
<code>
<address>
LSR I P
LDP Error Notification
RFC3036 Status Code
Bad LDP I dentifier 0x00000
Bad Protocol Version 0x00000
Bad PDU Length 0x00000
Bad Message Length 0x00000
Bad TLV |l ength 0x00000O0
Mal f ormed TLV Value 0x00000
Hol d Ti mer Expired 0x00000
Shut down 0x00000
Session Rejected/ No Hello 0x00000
Session Rejected/ Parameters Advertisement Mode O0x00000
)
Session Rejected/ Parameters Max PDU Length O0x00000
Session Rejected/ Parameters Label Range 0x00000
KeepAlive Timer Expired 0x00000
Session Rejected/ Bad KeepAlive Ti me 0x00000
I nternal Error 0x00000
) Error Notification
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1.10
1.10.1 LAN
‘protocol: [ <slot>/<line>] lan port link up
LOG_I NFO
Et hernet
<slot>
<line>
protocol: [switch/<index>/<port>] ether port link up
LOG_I NFO
Et hernet
<index>
<port>
protocol: master port |ink recover
LOG_I NFO
1.10. 2 LAN
‘protocol: [ <slot>/<line>] |l an port |link down
1 66



1.

LOG_I NFO

Et hernet

<slot >

<line>

protocol:

[ switch/<index>/<port>] ether

port | ink down

LOG_I NFO

<index>

<port>

Et hernet

protocol :

master port

error detect (<reason>)

LOG_I| NFO

<reason>

"l ink down

10. 3

‘protocol:

[ <l'ine>]

l'ine

synchronization

S

established

LOG_I NFO
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I SDN ATM

<line>

I SDN ATM
[ <slot>/<line>]

<sl ot >

<line>

[ com/ <no>]
<no> seri al

1.10. 4

‘protocol: [<l'ine>] line synchronization is failed

LOG_I NFO

I SDN ATM

<line>

I SDN ATM
[ <slot>/<line>]

<sl ot >

<line>

[ com/ <no>]
<no> seri al

1.10.5

‘protocol: [ <l'ine>] wan <number> flag pattern detected

LOG_I NFO




<line>

[ <slot>/<line>]
<sl ot >
<line>
<number >
wan
1.10. 6
‘protocol: [ <l'ine>] wan <number> flag pattern | ost

LOG_I| NFO

<line>

[ <slot>/<line>]
<sl ot >

<line>

<number >

wan

1.10. 7

‘protocol: [ <l'ine>] connected <ch> to <target>(<dial>) by| <reasc

LOG_1| NFO

I SDN PPPoE

<line>

I SDN

[ <slot>/<line>]
<sl ot >

<line>




PPPoE

[l an<no>]
<no> I an
[ com/ <no>]
<no>

<ch>

seri al

| SDN
B1
PPPOE

B23ch

<target >

<di al >

(1 SDN
<reason>
forwarding packet
ProxyDNS
ProxyDNS
MP

MP (1 SDN )
manual

connection

( )

keep

(1 SDN

PPPOE )

protocol: [ <l'ine>]

connected

<ch>

from <target>(<dial >)

LOG_I| NFO

<line>

I SDN
[ <slot>/<line>]
<sl ot >
<line>
[ com/ <no>]
<no>
<ch>

seri al

I SDN
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I SDN
B1 B23ch

<target >

( . . | D)

<di al >

protocol: [<line>] <ch> is decided as <target>

LOG_I NFO

<ch> <target > I SDN

<line>

I SDN

[ <slot>/<line>]
<sl ot >

<line>

[ com/ <no>]

<nho> seri al
<ch>

I SDN

B1 B23ch

<target >

“rotocol: [ <l'ine>] disconnected <ch> to <target> : chargle=<char

LOG_I NFO

| SDN PPPoOE
I SDN charge=<charge>
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<line>

| SDN

[ <slot>/<line>]
<sl ot >

<line>

PPPOE

[l an<no>]

<no> | an

[ com/ <no>]

<no> seri al
<ch>

| SDN

B1 B23ch
PPPOE

<target >

<charge>
( )
| SDN
<ti me>
(dddd. hh: mm: ss )
<reason>
( )
I P
same ip remote address exist(<address?>)
<addr ess> I P
|l Pve6
same ip6 prefix exist(<prefix>/<prefixlen>)
<prefix>/<prefixlen> |1Pv6

same user already connected(<user >)
<user > I D

cannot add route(<route>)
<route>

protocol : [ <l'ine>] disconnected <ch> from <target> chajrge=<ct

LOG_I| NFO




1.

PPPOE

<line>

I SDN

[ <slot>/<line>]

<sl ot >
<line>
PPPoE

[l an<no>]
<no>

[com/ <no>]
<no>
<ch>

| SDN
B1
PPPOE

B23ch

<target >

(

<charge>

( )
| SDN

<ti me>

(dddd. hh:

10. 9

seri al

an

mm: s s

I SDN

| D)

I SDN
charge=<char

‘protocol:

[ <line>]

forced

di sconnection

<target >

<reason>

LOG_I NFO

<line>

[ <slot>/<line>]
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<sl ot >
<line>
<target >

<reason>

total packets=<packet >

total time=<day>:<hour>:<min>:<sec>

10. 10

‘protocol: [<l'ine>] rejected call from (<dial>) because <jreason?>

LOG_I NFO

I SDN
<line>
| SDN
[ <slot>/<line>]
<slot >
<line>
[ com/ <no>]
<no> seri al
<di al >
( So-)
<reason>
permi ssion denied
protocol: [<line>] <ch> is not decided as any defined holst, but
LOG_I NFO
I SDN




<line>

| SDN

[ <slot>/<line>]
<sl ot >

<line>

[ com/ <no>]

<no> seri al

<ch>

| SDN

B1 B23ch
1.10.11

‘protocol: autodi al |l ocked by <name>

LOG_I NFO

| SDN PPPOE

<hame>

schedul e

limiter

(I SDN

redi al

3 2 (I SDN
1.10.12

‘protocol: callin rejected by <name>

LOG_I NFO

75



I SDN

<name>

schedul e

1.10. 13

‘protocol: wan <number > | SDN connect | imit over [<reason>|]

LOG_WARNI NG

I SDN
<number >
wan
<reason>
charge=<charge>yen
ti me=<day>: <hour>;<min>:; <sec>
1.10. 14
‘protocol: continuous PPP negotiation error <target> : calll st org

LOG_I| NFO

30 ( I P )

<target >




10.15 PPP

‘protocol: <protocol > is closed by <target >

LOG_I NFO

<protocol > <protocol >

<protocol >

I PCP

| Pv4
Il PV6CP
I Pvé6
BCP

<target >

10. 16

‘protocol: [ <l'ine>] callout failed (dial busy) : det ail [IKstat us

LOG_I NFO

| SDN

<line>

| SDN

[ <slot>/<line>]
<sl ot >

<line>

[ com/ <no>]
<no> seri al

<status?>

<state>




<reason>

<code>

I SDN

det ai l

protocol: [<line>] <ch> callout failed (auth rejected)
LOG_I NFO
<line>
| SDN
[ <slot>/<line>]
<slot >
<line>
PPPoOE
[l an<no>]
<no> Il an
[ com/ <no>]
<no> seri al
<ch>
I SDN
B1 B23ch
protocol : [ <l'ine>] <ch> callout failed (auth deny)

LOG_I NFO

<line>

I SDN

[ <slot>/<line>]
<sl ot >

<line>
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PPPoOE

[l an<no>]

<no> Il an

[ com/ <no>]

<nho> seri al

<ch>

| SDN

B1 B23ch

protocol: [<line>] <ch> callout failed (negotiation)
LOG_I NFO

PPP

<line>

| SDN

[ <slot>/<line>]

<slot >

<line>

PPPoOE

[l an<no>]

<no> I an

[ com/ <no>]

<no> seri al

<ch>

| SDN

B1 B23ch

protocol: [<line>] callout failed (other reason) det aill
LOG_I NFO

det ai l | SDN
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1.

<line>

| SDN

[ <sl ot
<sl ot >
<line>

[ com/ <
<no>

>/ <l ine>]

no>]|
seri al

<status?>

<state>

<reason

<code>

>

| SDN

det ai l

protocol :

[ <l'ine>]

call out

failed

(alert

ti meout)

LOG_ | NF

<line>

o

[ <slot>/<line>]

<sl ot >
<line>

10. 17

I SDN

‘protocol:

[ <l'ine>]

<ch> callin

failed

(auth rejected)

LOG_ | NF

o

SDN
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<line>

I SDN
[ <slot>/<line>]
<sl ot >
<line>
<ch>
| SDN
B1 B23ch
protocol: [<line>] <ch> callin failed (auth deny)
LOG_I NFO
| SDN
<line>
| SDN
[ <slot>/<line>]
<slot >
<line>
[ com/ <no>]
<no> seri al
<ch>
I SDN
B1 B23ch
protocol: [ <l'ine>] <ch> callin failed (negotiation)

LOG_I| NFO

PPP

I SDN
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1.

<line>

| SDN

[ <slot>/<line>]
<sl ot >

<line>

[ com/ <no>]
<no> seri al
<ch>

I SDN
B1 B23ch

10. 18

‘protocol: [ <line>]

<ch>

di sconnected

by

peer

det ai l

[ <lstatus

LOG_I NFO

<line>

| SDN

[ <slot>/<line>]
<sl ot >
<line>

[ com/ <no>]
<no> seri al
<ch>

| SDN

B1 B23ch
<status>
<state>
<reason>

<code>

| SDN

I SDN

8 2

<



det ai

protocol: [<line>]

<ch> line

error det ai

[ <status>/<s|tate>/ <

LOG_I NFO

<line>

| SDN

[ <slot>/<line>]
<sl ot >
<line>

[ com/ <no>]
<no> seri al
<ch>

| SDN

B1 B23ch
<status>
<state>
<reason>

<code>

| SDN

I SDN

det ai

protocol: [<line>]

<target >

S

di sconnected,

because

<reason?>

LOG_I NFO

I SDN PPPoOE

I SDN PPPoOE

<line>
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I SDN

[ <slot>/<line>]
<sl ot >

<line>

PPPOE

[l an<no>]

<no> |l an

[ com/ <no>]
<nho> seri al
<target>

<reason>

no carrier
(PPPOE )
PADT received
PADT (PPPOE )
keepalive expired

1.10.19

‘protocol: [ <l'ine>] CALL to <target> by forwarding packet]|: <prot

LOG_I| NFO

(I1'Pv4a/l 1l Pve) I SDN PPPoOE

<line>

I SDN

[ <slot>/<line>]
<sl ot >

<line>

PPPOE

[l an<no>]

<no> Il an

[ com/ <no>]
<nho> seri al
<target >

<protocol >
TCP/ UDP/ I CMP/ I CMPVE6




<sa->

<sp>
(TCP/ UDP )
<da>

<dp->
(TCP/ UDP )

protocol: [<line>] CALL to <target >

by

bridging packet

<for mat

LOG_I NFO

(bridge)

<line>

I SDN

[ <slot>/<line>]
<sl ot >

<line>

[ com/ <no>]
<no> seri al
<target >

<format >

Et hernet
Et hernet
LLC

LLC
<type>

<sa>
MA C
<da>
MA C

I SDN

protocol : [ <l'ine>] CALL to <target>

by

<reason?>

LOG_I NFO
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I SDN PPPoOE

<line>

I SDN

[ <slot>/<line>]
<sl ot >

<line>

PPPoE

[l an<no>]

<no> |l an

[ com/ <no>]
<no> seri al
<target >

<reason?>

STP packet
STP
ProxyDNS
ProxyDNS

1.10. 20

@rotocol: <name> is force down

LOG_I NFO

<hame>
( WAN )
(LAN )
( )
1.10. 21
“rotocol: aut hentication request failed for <id> on aaa |<group._




LOG_I NFO

<jid>

<group_id>

AAA I D

protocol: authentication request failed for <mac_address|> on ac¢

[l an<no>]

LOG_| NFO

MA C

<mac_address>

MA C MA C
<group_id>
AAA I D
<ho>
LAN
1.10. 22 ( )
‘protocol: accounting start request failed for <id> on aajla <grot

LOG_I NFO

<id>
<group_id>
AAA I D




1.10.23 ( )

‘protocol: accounting stop request failed for <id> on aaa| <grour

LOG_I NFO

<id>
<group_id>
AAA I D

1.10. 24 ARP

‘protocol: ARP authentication table overflow

LOG_I NFO

ARP ARP




1.11 ATM

‘protocol: [ <slot>/<line>] VP(<vpi>) became inactive by flault de

LOG_I| NFO

ATM VP

<slot >

<line>

<vpi >
VPI

1.11. 2 VP

‘protocol: [ <slot>/<line>] VP(<vpi>) was recovered

LOG_I NFO

ATM VP

<slot >
<line>

<vpi >
VPI

1.11. 3 vVC

‘protocol: [ <slot>/<line>] <target> (VC:<vpi>/<vci>) became inac

LOG_I NFO




ATM vVC

<sl ot >

<line>

<target >

<vpi >
VPI
<vci >
VCI

1.11. 4 vVC

‘protocol: [ <slot>/<line>] <target> (VC: <vpi>/<vci>) became inac

LOG_| NFO

ATM ATM
<slot >
<line>

<target >

<vpi >
VPI
<vci >
VCI

1.11.5 vVC

‘protocol: [ <slot>/<line>] <target> (VC:<vpi>/<vci>) was |[recover

LOG_I NFO

ATM vVC




<sl ot >

<line>

<target >

<vpi >
VPI
<veci >
VClI
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1. 12

1.12.1 CLLM

‘frctl: [ <slot>/<line>] received CLLM(<kind>) about <r emojt e_name

LOG_I| NFO

CLLM
<slot >
<line>
<kind>
CLLM
2
3
6

( )
7

( )
10

( )
11

( )
16
17

PVC
<remote_name>
<dl ci >
DL CI
1.12. 2 PVC
‘frctl: [ <slot>/<line>] <remote_name>(DLCI:<dlci>) became| acti Ve

LOG_I NFO




PVC PVvC
<sl ot >
<line>

<remote_name>

<dl ci >
PVC DL CI

PVC

1.12. 3 PVC
‘frctl: [ <slot>/<line>] <remote_name>(DLCI:<dlci>) became
LOG_I NFO
PVC PVC PVC
<slot>
<line>
<remote_name>
<dlci >
PVC DL CI
1.12. 4 CLLM PVC
‘frctl: [ <slot>/<line>] <remote_name>(DLCI:<dlci>) became
LOG_I NFO
CLLM PVC
1 93
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<sl ot >

<line>

<remote_name>

<dlci >
PVC DLCI
1.12.5 CLLM PVC
‘frctl: [ <slot>/<line>] <remote_name>(DLCI:<dlci>) became| acti Ve
LOG_I NFO
CLLM PVC

<slot >

<line>

<remot e_name>

<dl ci >
PVC DL CI
1.12.6 CLLM PVC
‘frctl: [ <slot>/<line>] <remote_name>(DLCI :<dlci>) became‘ inacti
LOG_I NFO
CLLM PVC

<sl ot >

<line>

<remote_name>




<dl ci >

PVC DLCI
1.12.7 T2 PVC
‘frctl: [ <slot>/<line>] <remote_name>(DLCI :<dlci>) became| acti Ve
LOG_I NFO
CLLM (T2) PVC

<slot >
<line>
<remote_name>

<dl ci >
PVC DL CI

1.12. 8 PVC

‘frctl: [ <slot>/<line>] PVC |Ilink was disconnected

LOG_I NFO

PVC
4
3
<slot >
<line>

1.12.9 PVC

‘frctl: [ <slot>/<line>] PVC |Ilink recover

LOG_I NFO




PVC

3
<sl ot >
<line>
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13 PPPOE

13.1 PPPoE

‘protocol: [l an<no>] PPPoOoE Discovery

failed

t

o

<target >

LOG_I| NFO

PPPoOE (PPPOE

<target >
<reason>

sync failed
datalink config error
wait timeout
negotiation error
<state>

PPPOE

I nitial

wai t PADO

PADO

wai t PADS
PADS
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14

14.1 ProxyDNS DNS
‘proxydns: rejected by <no> QNAME [ <type>:<gname>] from
LOG_NOTI CE
Pr oxyDNS
<no>
reject proxydns
<type>
<gname>
<i paddr >

I P
14. 2 ProxyDNS uni code DNS
‘proxydns: rejected by unknown character QTYPE [<type>]
LOG_NOTI CE
ProxyDNS
<type>
<i paddr >

I P
14. 3 I P
‘protocol: rejected at filter(<name>.<no>) <P> <SA>: <SP}>
LOG_NOTI CE
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<hame>
( WAN ) (LAN )

<no>

I P
lan ip filter default remote ip filter default

“ default?”

same address
source/ destination
tiny fragment

tiny fragment
overlap fragment
overlap fragment

<P>
(TCP, UDP, | CMP, | P, )
TCP SYN TCP(S)
<SA>
| P
<SP>
( TCP UDP )
<DA>
| P
<DP>
( TCP UDP )

1.14.4 PPP

‘protocol: rejected call from <target>(<dial>) by PPP: <relason>

LOG_NOTI CE

PPP

<target >
<di al >
<reason>

aut hentication rejected




wrong account (<id>)
(<id> 1D )

1.14.5 DHCP

‘dhcpd: Server allocation <ip_address> to <mac_address>

LOG_NOTI CE

DHCP DHCP

<ip_address>

DHCP I P
<mac_address>
DHCP MAC

1.14. 6 DHCP

‘dhcpd: DHCP request from <mac_address> rejected

LOG_NOTI CE

MAC DHCP

<mac_address>
DHCP MAC

1.14.7 | Pv 6

‘protocol: rejected at filter(<name>.<no>) : <P> <SA>(<SP|>)

LOG_NOTI CE

| Pv6

<hame?>
( WAN )
(LAN )

1 100



<no>

| Pv 6
lan ip6 filter default remote ip6 filter defaul

defaul t “defaul t?”

same address
source/ destination
tiny header

tiny header

tiny fragment

tiny fragment
overl ap fragment
overlap fragment
default restrict

<P>
(TCP, UDP, | CMPV6, ) TCP SYN TCP(S)
<SA>
| Pvé6
<SP>
( TCP UDP )
<DA>
I Pvé6
<DP>
( TCP UDP )

1.14. 8 NAT

‘protocol: rejected at NAT(<name>.<reason>) : <P> <SA>:<SP> -> =«

LOG_NOTI CE

NAT

<hame>

<reason>

tiny fragment
tiny fragment
overlap fragment
overlap fragment
<P>
(TCP, UDP, | CMP, | P, )
TCP SYN TCP(S)
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1

<SA>

I P
<SP>
( TCP UDP )
<DA>
I P
<DP>
( TCP UbP )
14. 9 NAT
‘protocol: NAT: tabl e: <P> <SA> -> <DA>: <DP>
LOG_NOTI CE
NAT NAT
<P>
NAT (TCP, UDP, I CMP, I P,
NAT ALL
<SA>
NAT =)
I P any "0.0.0
<DA>
NAT I P
I P any " .0.0.0"
<DP>
NAT ( TCP UDP )
any "o
14. 10 | Pve DHCP
‘dhchSd: Server allocation <address> to <duid>

LOG_NOTI CE

| Pv6 DHCP | Pv6 DHCP

<address>
| Pve DHCP

| Pv6
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1.

1.

<dui d>
| Pve DHCP DUI D

14.11 | Pve DHCP

‘dhcp6sd: Server delegation <prefix>/<prefixlen> t

(o]

<dui d|> on <i

LOG_NOTI CE

| Pve DHCP | Pve DHCP | Pv6

<prefix>/<prefixlen>

| Pve DHCP | Pv 6
<dui d>
| Pve DHCP DUI D

<interface>

14. 12

‘protocol: rejected at filter(<name>.<no>) : <SA>

> <DA>

LOG_NOTI CE

<name>

<ho>

“defaul t”

<SA>

<DA>

14.13

‘protocol: the unidentified terminal was

detected:

MAC=<mac _addr
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LOG_NOTI CE

MA C

<mac_address>

MA C
<ho>
LAN
1.14. 14
‘authd: Supplicant is denied on | an<number > [<mac_addr > ulser =<us

LOG_NOTI CE

| EEE802. 1X

<number >

|l an

<mac_addr >
MA C

<user name>

1.14.15 MA C

‘protocol: ARP authentication illegal MAC address detecteld <mac._

LOG_NOTI CE

ARP MAC

<mac_address>

MAC
<ip_address>
ARP I P
<no>
Il an

1 104



14.16 MA C

‘protocol: ARP authentication accepted <mac_address>(<ip_laddr ess

LOG_NOTI CE

ARP MAC

<mac_address>

MAC
<ip_address>
ARP I P
<ho>
Il an
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15

15.1

‘Iogon: |l ogin <user> as <class> on consol e

LOG_I| NFO

<user >

<cl ass>

admin
user
15. 2 ( )
‘Iogon: failed |l ogin <user> on consol e

LOG_I NFO

<user >

15. 3

‘Iogon: exit <user> as <class> on console [(<reason>)]

LOG_I NFO

exit consoleinfo autologout
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<user >

<cl ass>

admin

user

<reason?>

exit
autol ogout
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1.16 tel net

1.16.1

‘telnetd: l ogin <user> as <class> on telnet from <address|>

LOG_I| NFO

tel net

<user >

<address>
tel net
<cl ass>

admin
user
1.16. 2 ( )
‘telnetd: failed |l ogin <user> on telnet from <address?>

LOG_I NFO

tel net

<user >

<address>
telnet

1.16. 3

‘telnetd: exit <user> as <class> on telnet from <address> [ (<rec¢

LOG_I NFO

1 108



tel net exi

<user >
<address>
telnet
<cl ass>
admin

user

<reason>

exit
autol ogout

exclusive

t

el

net

nfo

aut ol

ogout
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‘ftpd: l ogin <user> as <class> on ftp from <address>

LOG_I| NFO

ftp

<user >

<cl ass>

admin

user

<address>

I P
1.17. 2 ( )
‘ftpd: failed |l ogin <user> on ftp from <address>
LOG_I NFO
ftp
<user >
<address>
I P
1.17. 3
‘ftpd: <filename> Write complete

LOG_I NFO
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( put) ROM

<fil ename>

1.17. 4

‘ftpd: <filename> Read compl ete

LOG_I NFO

( get) ROM

<fil ename>

1.17.5

‘ftpd: exit <user> as <class> on ftp from <address> [(<relason>)]

LOG_I NFO

ftp

15 exit
<user >

<cl ass>

admin

user

<address>

I P
<reason>

exit
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autol ogout

exclusive
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18 ssh
18.1 ssh
‘sshd: generating public/private host key pair.
LOG_I NFO

ssh
18. 2 ssh
‘sshd: generated public/private host key pair.
LOG_I NFO

ssh

ssh

18. 3 ( )
‘sshd: failed login <user> on ssh/sftp from <address>
LOG_I NFO
ssh sftp
<user >

<address>

I P

113



‘sshlogin: l ogin <user> as <class> on ssh from <address>

LOG_I| NFO

<user >

<cl ass>

admin

user

<address>

I P
1.19. 2 ( )
‘sshlogin: failed |l ogin <user> on ssh from <address>
LOG_I NFO
ssh
<user >
<address>
I P
1.19. 3
‘sshlogin: exit <user> as <class> on ssh from <address> [|(<reasc

LOG_I NFO
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<user >
<cl ass>
admin
user
<address>

I P
<reason>

exit
autol ogout

exclusive

t

el

net

nfo

aut ol

ogout
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1.20 sftp

1.20.1

‘sftpd: |l ogin <user> as <class> on sftp from <address?>

LOG_I| NFO

sftp

<user >
<cl ass>
admin

user

<address>
| P

1.20. 2 ( )

‘sftpd: failed |l ogin <user> on sftp from <address?>

LOG_I NFO

sftp

<user >

<address>
| P

1.20. 3

‘sftpd: <filename> Write complete

LOG_I NFO
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( put) ROM

<fil ename>
1.20. 4
‘sftpd: <filename> Read complete

LOG_I NFO

( get) ROM
<fil ename>
1.20. 5
‘sftpd: exit <user> as <class> on sftp from <address> [(<[reason?

LOG_I NFO

sftp

15 exit
<user >

<cl ass>

admin

user

<address>

I P
<reason>

exit
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autol ogout

exclusive
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1.21 httop

‘httpd: |l ogin <user> as <class> on http from <address?>

LOG_I| NFO

httop

<user >

<cl ass>

admin

user

<address>

httop
1.21.2 ( )
‘httpd: failed |l ogin <user> on http from <address?>

LOG_I NFO

http

<user >

<address>
httop

1.21. 3

‘httpd: exit <user> as <class> on http from <address> [(<[reason?

LOG_I NFO
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http exit exit

<user >
<cl ass>
admin
user
<address>

httop
<reason>

exit
autol ogout

exclusive
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22 admin/ su

22.1 admi n

‘<name>: admi n: authentication to <user> succeeded on <ap|l _names:

LOG_I| NFO

admi n
<name>

admi n

cmdexec

admi n

tel exec

telnet admin

sshexec

ssh admin

<user >

<apl _name>

admin

consol e

admin

tel net

telnet admi n

ssh

ssh admi n
22. 2 admin ( )

‘<name>: admin: authentication to <user> failed on <apl _njame>

LOG_I NFO

admin

<name >
admin
cmdexec

admi n
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telexec

telnet admi n
sshexec

ssh admi n
<user >

<apl _name>
admin
consol e

admin
telnet
telnet admi n
ssh
ssh admi n

1.22. 3 admi n

‘<name>: admi n: exit <user> on <apl _name>

LOG_| NFO

admin
<name>
admi n
telexec
telnet admin
sshexec
ssh admin
cmdexec

admin
<user >
<apl _name>
admin
telnet
telnet admi n
ssh
ssh admi n
consol e

admin
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23 | DS

23.1 I DS
protocol: curious packet at ids(<name>.<cause>) <packe|t >
protocol: curious packet at ids(<name>.<cause>) : <countler >

LOG_NOTI CE

I DS
<name >
(remote ) (1l an templ at e

<cause>
I P I P
1) I P

Unknown I P protocol

protocol 134

Land attack

I P I P

Short | P header

I P |l engt h

Mal formed I P packet

|l engt h
2) 1P

Mal formed I P option

Security | P option

Security and handling restriction header
Loose routing I P option

Loose source routing header

Record route I P option

Record route header

Stream I D IP option

Stream identifier header
Strict routing I P option
Strict source routing header

Ti mestamp I P option
I nternet timestamp header
3) I CMP

Il CMP source quench
source quench

I CMP timestamp request
ti mestamp request

I CMP timestamp reply
ti mestamp reply
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I CMP information request
information request
I CMP information reply
information reply
I CMP address mask request
address mask request
I CMP address mask reply
address mask reply

5) TCP
TCP no bits set

TCP SYN and FIN

SYN FI N
TCP FI N and no ACK
ACK FI N
6) FTP
FTP i mproper port
PORT PASYV 1024 65535

<packet >

FTP FTP
| CMP | CMP type | CMP code

<P> <SA>: <SP> -> <DA>:<DP>

<P> <SA>:<SP> -> <DA>:<DP> ftpport:<ftpport>
<P> <SA> -> <DA> fragment offset:<fragment >
<P> <SA> -> <DA> <icmptype>:<icmpcode>
<P>
(TCP, UDP, | CMP, | P, )
TCP SYN TCP(S)
<SA>
I P
<SP>
( TCP UDP )
<DA>
I P
<DP>
( TCP UDP )

<fragment offset>

<icmptype>
I CMP type
<icmpcode>
| CMP code
<ftp port>
ftp port
<counter >
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<ti me>
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24 | Psec/ | KE

24 .1 I SAKMP SA

Msakmp: not acceptable <etype> mode

LOG_I| NFO

I SAKMP SA

<etype>

Base

2

ldentity Protection
4

Aggressive

isakmp: invalid encryption algorithm <algorithm>

LOG_I NFO

I SAKMP
SA DES_CBC 3DES_CBC AES_CBC

<algorithm>

2

| DEA

3

Bl owf i sh

4

RC5- R16-B614
6

CAST
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1

DES CBC
5

3DES CBC
7

AES- CBC

isakmp: invalid hash algorithm <algorithm>

LOG_I NFO

I SAKMP SA MD5 SHA

<algorithm>

Tiger

MD 5

SHA

i sakmp: invalid authentication method <method>

LOG_I NFO

| SAKMP SA
(Pre-shared key)

<met hod>

DSS
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RSA

RSA

RS A

isakmp: invalid DH group type <group>

LOG_I NFO

I SAKMP SA

RFC24009 MODP

<group>

2

ECP

3

EC2N

1 3

1

MODP
i sakmp: ignore the packet, expecting the packet encrypted

LOG_I NFO

| SAKMP SA

isakmp: Expecting | P address type in main mode, but <typle>

1 128



LOG_I NFO

Mai n I D I P

I SAKMP SA (Pre-shared key)
| Pv4 | Pv6

<type>

I Pv 4

| Pv4
| Pv6
| Pv6
| Pv4
I Pv6
X.501 DER

10
X. 5009 DER

11

1 11

i sakmp: give up phasel negotiation. <local>[<local _port >|

LOG_I| NFO

I SAKMP SA
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<l ocal >

| Psec I P
<remote>

| Psec I P
<l ocal _port>

| Psec
<remot
| Psec

e_port>

i sakmp: phasel information overfl ow.

LOG_I NFO

I SAKMP SA Phasel
| Psec/ | KE |l Psec SA
i sakmp: invalid Minor Version.
LOG_I NFO
Mi nor Version
| SAKMP SA Mi nor Version 0 1
isakmp: invalid RESERVED field.
LOG_I NFO
RESERVED
I SAKMP SA RESERVED 0

isakmp: invalid number of

Transform Payl oad.

LOG_I NFO
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#of Transf or ms

I SAKMP SA #of Transf or ms Transf
i sakmp: invalid Next Payload type of SA Payload.
LOG_I NFO
SA
I SAKMP SA SA
Proposal (2) Transform (3)
isakmp: invalid Next Payload type of Transform Payl oad.

LOG_I NFO

Transform

| SAKMP SA Transform
(0) Transform (3)
i sakmp: invalid Next Payload type of the | ast Payl oad.

LOG_I NFO

| SAKMP SA
(0)

i sakmp: invalid Next Payload type <type>.

LOG_I NFO

I SAKMP SA
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<type>
0 13
24 . 2 | Psec SA
‘isakmp: invalid transform id=<id> in <protocol >
LOG_I NFO
I D

SA

<j

d>

I D(

protocol

1

I KE

protocol

2

3

DES

MD 5

SHA

protocol

1

4

5

6

7

DES I V64

RC5

| DEA

CAST

Bl owf i sh

I SAKMP
I D
I D
AH
I D
I D
I D
ESP
I D

| Psec
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| DEA
9
DES [ V32
10
RC4

2

DES

3

3DES

12

AES
<protocol >

1
I SAKMP
2

isakmp: invalid encryption mode=<mode>

LOG_I NFO

| Psec SA

<mode>

3 ( 61443)
UDP
4 ( 61444)
UDP

4 ( 61444)
UbP
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i sakmp:

invalid authentication

al gorithm=<algorithm>

LOG_I NFO

<algorithm>

3
DES MAC
4
KPDK
1 4
1
HMAC MD5
2

HMAC SHA

HMAC- MD5,

I
HMAC- SHA1

Psec

i sakmp: give up phase?2

negotiation.

<src_addr>[<src_port|>]

LOG_I| NFO

| Psec SA

<src_addr >
| Psec
<dst _addr >
| Psec
<src_port>
| Psec
<dst _port>
| Psec
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i sakmp: phase2 information overfl ow.

LOG_I NFO

|l Psec SA Phase?2
| Psec/ | KE | Psec SA

isakmp: | Psec SA protocol id mismatched.

LOG_I NFO

| Psec SA | Psec SA
| Psec SA

isakmp: | Psec SA encryption algorithm mismatched.

LOG_I NFO

| Psec SA Il Psec SA
| Psec SA
isakmp: | Psec SA encryption algorithm key |l ength mismatclhed.

LOG_I NFO

| Psec SA | Psec SA
| Psec SA
i sakmp: |l Psec SA authentication algorithm mismatched.

LOG_| NFO
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| Psec SA | Psec SA
| Psec SA

isakmp: | Psec SA pfs group mismatched.

LOG_I| NFO

|l Psec SA PFS DH | Psec SA DH
|l Psec SA

24 . 3 I SAKMP | Psec

Msakmm invalid value of DOl Ox<doi >

LOG_I NFO

DOI I SAKMP SA |l Psec SA
SA DOI | Psec DOI
<doi >
DOI
00000001
isakmp: invalid situation Ox<situation>
LOG_I NFO
Situation | SAKMP
| Psec SA SA Situation SI T_11

<sitwuation>
situation

Situati on
00000002

SA
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00000004
SA

situation
00000001 0O0OOO0O0OO0OO02

Situati on
00000001

I D SA

00000004

isakmp: invalid protocol id <id>

LOG_I NFO

SA |l Psec SA
AH ESP

<id>

I SAKMP

| Psec

| Psec

I SAKMP

I D

i sakmp: invalid |life type <type>

LOG_I| NFO

Life
RFC24009

<type>
Life
Life

Life

| SAKMP SA
Life

| Psec SA
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isakmp: invalid attribute type <type>

LOG_I NFO

| SAKMP SA
| Psec SA RFC24009

<type>

I SAKMP SA

10

15

16

11
Life
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12
Life
13

prf
14

| Psec SA

Life

Life

i sakmp: invalid group description=<group>

LOG_I NFO

I SAKMP SA
| Psec SA RFC2409

<group>

3
EC2N[ 27155]
4

EC2N[ 27185]
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1
768 MODP
2
1024 MODP
5
1536 MODP
i sakmp: ignore the packet, received unexpecting payload |[type <g

LOG_I NFO

I SAKMP SA | Psec SA

<group>

none

SA

10
Nonce

11

12

13
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20 ( 130)

NAT

21 ( 131)

NAT

isakmp: received invalid next payload type <receive_typel>, expe

LOG_I NFO

I SAKMP SA | Psec SA

<receive_type>

none

SA

10
Nonce

11

12

13

20 ( 130)
NAT
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21 ( 131)
NAT

<expect_type>

SA

isakmp: HASH mi smatched side=<side> exchange type=<type> status

LOG_I NFO

I SAKMP SA | Psec SA

Aggressive

<side>
0
1
<type>
| SAKMP
2
ldentity Protection
4
Aggressive
32
Qui ck
<status>
| SAKMP
l dentity Protection
7
3rd
l dentity Protection
5
3rd
Aggressive
3
1st

Aggressive
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2nd
Qui ck

1st
Qui ck

1st

2nd

isakmp: psk mismatched

LOG_I NFO

I SAKMP SA

protocol: weak key not wusable for des-cbc encryption.

LOG_| NFO

| Psec SA des-cbec RFC2409 Appendi x A weak key
des-chbc RFC2409 Appendi x A | Psec SA
protocol: weak key not wusable for 3des-cbc encryption.

LOG_I NFO

| Psec SA 3des-cbc RFC2409 Appendi x A weak ke
3des-chbc 8 3 3 RFC24009
Appendi x A |l Psec SA

protocol: | Psec extension-range reached maxi mum.

LOG_I| NFO

1 143



1.

VPN Radi us |l Psec | Psec SA
VPN Radi us |l Psec
|l Psec
i sakmp: give up <exchange_type> negotiation. <local >[<I| ojcal

LOG_I| NFO

| KEv 2 | Psec SA/ I SAKMP SA

<exchange_type>

|l KE_SA_INIT

| KE_SA_I NIT

| KE_AUTH

| KE_AUTH
CREATE_CHI LD_SA
CREATE _CHILD_SA
I NFORMATI ONAL

I NFORMATI ONAL
<l ocal >

| Psec I P
<remote>
| Psec I P
<local _port>
| Psec
<remote_port>
| Psec
24 . 4 I KE
‘icmpwatchd: | KE session watching host up. [ <target >]

LOG_| NFO
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<target >

1.24.5 | KE

‘icmpwatchd: | KE session watching host is down. [<target >|]

LOG_I NFO

<target >

i sakmp: DPD watching host is down. [ <target >]

LOG_I| NFO

DPD I KE

<target >

( )
( )
1.24.6 VPN

‘isakmp: The | KE negotiation demand from <user _id> has nojt recei
LOG_I NFO

<user _id> I KE

<user_id>

VPN I D
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i sakmp: duplicate route: <address>

LOG_I NFO

VPN I KE

<address>

protocol: <user_id> was disconnected. [tmp<template>.rmt|<remot e

LOG_I NFO

<user _id>
<user_id>
VPN I D

<templ at e>

<remot e>

<reason>

idle timer expired

manual

cannot add route(<route>)

( )

isakmp: invalid psk was received. <user _id>

LOG_I NFO

VPN I KE
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<user _id>
VPN I D

i sakmp: psk was not received. <user_id>

LOG_I| NFO

I KE VPN
<user _id>
VPN I D
protocol : remote <remote> ap <ap> is not attached: |l ack |of
LOG_I NFO
VPN ap
<templ at e>
<remot e>
<ap>
protocol: remote <remote> ap <ap> is not attached: invallid

LOG_I NFO

VPN ap

<remot e>
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<ap>

protocol: remote <remote> ap <ap> is not attached: invalljid DVPN
server address contradicts wua)

LOG_I NFO

VPN VPN
ap

<remot e>

<ap>
protocol: remote <remote> ap <ap> is not attached: invallid DVPI
tunnel |l ocal contradicts global)
LOG_I NFO
VPN VPN

ap
<remote>
<ap>
protocol : remote <remote> ap <ap> is not attached: same [DVPN se
ap <other_ap>.
LOG_I NFO

ap

VPN remot e

ap
remote [<number>] ap [<ap_number>] dvpn client
remote [<number>] ap [<ap_number>] tunnel |l ocal
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remote O ap O dvpn client O
remote 0O ap O tunnel | ocal 192.168.1.1
remote 1 ap O dvpn client O
remote 1 ap O tunnel | ocal 192.168.2.1

remote 1

VPN remot e

a
remote [<number>] ap [<ap_number>] dvpn client
remote [<number>] ap [<ap_number>] tunnel |l ocal
remote O ap O dvpn client O
remote 0O ap O tunnel | ocal 192.168.1.1
remote 1 ap O dvpn client 1
remote 1 ap O tunnel | ocal 192.168.1.1

remote 1
<remot e>
<ap>
<other _remote>
<ot her_ap>
protocol: templ ate <template> is not available: l ack or Jinvalic
LOG_I NFO

VPN

<templ at e>
protocol: template <template> is not available: Il ack or Jinvalic

server address

contradicts

ua)

LOG_I NFO

VPN

VPN
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<templ at e>

protocol: template <template> is not availabl e: lack or Jinvalic
tunnel |l ocal contradicts global)
LOG_I NFO
VPN VPN

<templ at e>
protocol: address family is contradicts,ignore server <clount > ¢
LOG_I NFO

VPN <number > VPN
<count > VPN
<count >

VPN
<templ at e >
<number >

VPN
protocol: template <template> is not available: same DVPN sessi
<other _ap>.
LOG_I NFO

VPN remot e
ap
remote [<number>] ap [<ap_number>] dvpn client
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remote [<number>] ap [<ap_number>] tunnel l ocal

remote O ap O dvpn client O
remote O ap O tunnel | ocal 192.168.1.1
template O dvpn client O
template O tunnel |l ocal 192.168. 2.1

templ ate O

VPN remot e

a
remote [<number>] ap [<ap_number>] dvpn client
remote [<number>] ap [<ap_number>] tunnel |l ocal
remote 0O ap O dvpn client O
remote O ap O tunnel | ocal 192.168.1.1
template O dvpn client 1
template O tunnel l ocal 192.168.1.1

templ ate O
<templ at e>
<remote>
<ap>
protocol: template <template> is not available: same DVPN sessi
LOG_I1 NFO

VPN

templ at e <number >] dvpn client
templ at e umber >] tunnel | ocal
template O dvpn client O
template O tunnel |l ocal 192.168. 1.1
template 1 dvpn client O
template 1 tunnel |l ocal 192.168.2.1

templ ate 1

VPN

templ ate [<number>] dvpn client
template [ <number>] tunnel | ocal
template O dvpn client O
template O tunnel |l ocal 192.168. 1.1
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template 1 dvpn client 1
template 1 tunnel |l ocal

templ ate 1

192.168. 1.1

<templ at e>

<ot her _templ ate>

1.24.7 NAT

‘isakmp: Vendor | D for NAT traversal which is not supportjed was
LOG_I NFO
NAT I D
I SAKMP SA NAT
NAT I D 1
NAT I D
i sakmp: There is no vendor | D for NAT traversal.
LOG_I NFO
NAT I D
I SAKMP SA NAT
NAT I D
1.24. 8 RSA
‘isakmp: certificate remote <cert_ident> is not exist. <rjemote_r

LOG_I NFO

<cert_ident>
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<remote_name>

<cert_ident> 150 150

i sakmp: certificate | ocal <cert_number> is not exist. <rjemote_r
LOG_I NFO

I KE I KE

<cert_number >

<remote_name>

isakmp: certificate private <key_number> is not exist. <jremote._
LOG_I NFO

I KE I KE RSA

<key_number >

<remote_name>

i sakmp: certificate ca <cert_number> is not exist. <r emojt e _name

LOG_I NFO

<cert_number >
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<remote_name>

isakmp: certificate | ocal <cert_number> expired. <remote|l_name>

LOG_I NFO

| KE | KE

( )
remote ap ike certificate expired "use( )"
remote ap ike certificate expired "unuse( ) "
<cert_number >
<remote_name>
isakmp: certificate remote <cert_ident> expired. <remotel_name>
LOG_I1 NFO
| KE | KE

( )
remote ap ike certificate expired "use|( )"
remote ap ike certificate expired "unuse( )"
<cert_number >
<remote_name>
isakmp: certificate ca <cert_number> expired. <remote_najme>

LOG_I NFO
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I KE I KE

( )

remote ap ike certificate expired )"
remote ap ike certificate expired
<cert_number >
<remote_name>
i sakmp: signature mismatched. <name>
LOG_I1 NFO
| SAKMP SA
<name>

VPN
i sakmp: certificate mismatched. <name>
LOG_I1 NFO
| SAKMP SA
<name>

VPN
i sakmp: ca mismatched. <name>
LOG_I1 NFO
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I SAKMP SA

<name>
VPN I D
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25

‘icmpwatchd: ap watching host is down. [<target >]

LOG_I NFO

<target >

( )

( )
icmpwatchd: ap watching host is up. [<target>]
LOG_I NFO
<target >

( )
( )
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26

26. 1

/| STP

‘protocol:

Il an <no>

bridge

S

not

attached:

cannot

use

brji dge or

LOG_I| NFO

vl an

<no>

protocol:

Il an <no>

bridge

S

not

attached:

this

an is

bjound by

LOG_I NFO

vian

<no>

Il an <no>

bridge

S

not

attached:

t

wo

(o]

r

mor e

llan i nt e

<no>
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protocol: <interface> STP is disable :STP cannot be used except

LOG_I NFO

0 STP STP

<interface>

protocol: <interface> STP is disable: STP cannot be used |jon vl ar

LOG_I NFO

vl an STP STP

<interface>

protocol: <interface> STP is disable: STP cannot be used| with E

LOG_I NFO

MA C STP
STP

<interface>

26. 2 | EEE802. 1X

‘IZnsm: AAA group I D is not defined [l an<number >]

LOG_I NFO

1 159



<number > I an | EEE802. 1X AAA | D

<number >
|l an

l 2nsm: VLAN and port authentication cannot be defined at| same t

LOG_I NFO

| EEE802. 1X VLAN I an | EEE802. 1X

<number >
| an

| 2nsm: MAC authentication and port authentication cannot| be use

LOG_I| NFO

| EEE802. 1X MAC L AN | EEE80 2.

<number >
Il an

I 2nsm: MAC authentication and WPA/ WPA2 mode on wireless |[LAN car

LOG_I| NFO

WP A/ WPA2- PSK LAN I an MAC

<number >
|l an
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|l 2nsm: Cannot set eapol forwarding mode(port authenticatl|ion moc

LOG_I NFO

EAPOL | EEE802. 1X

<humber >
| an

|l 2nsm: | EEE 802.1X authentication cannot be used on switijch port

LOG_I NFO

|l EEE802. 1X | EEE802. 1X

<number >

Il an

|l 2nsm: | EEE802.1X is needed for WPA/ WPA2 on wireless LAN [l an<r
LOG_I NFO
WP A WP A2 LAN I an | EEE802. 1X
<no>

Il an
l 2nsm: | EEE802. 1X cannot be used on wireless LAN except |WPA/ WP/

LOG_I NFO
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WP A WP A 2 LAN I an | EEE80 2.
<no>
I an
26. 3 I an
‘protocol: Il an <no> backup is not available: no Iine
LOG_I NFO
an Il an
Il an backup
|l an backup Et hernet
<ho>
I an
protocol: Il an <no> backup is not available: this Iline is
LOG_I NFO
|l an backup I an
<no>
I an
26. 4 l an
‘protocol Il an <no> recovery is not available: cannot def
LOG_I NFO
1 16

1X

al reac
|l an

ine rec
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on

vian recovery I an

<no>

I an
26. 5 MD |

‘protocol: lan <no> is set to MDI: auto MDI cannot be usel/d o
LOG_I NFO

Il an mode aut o MD | MD |
<nho>

I an

protocol: sw <no> is set to MDI-X: auto MDI cannot be wusled
LOG_I NFO

switch port mode auto MD |

<no>
26. 6 | an

‘protocol: lan <no> is not attached: no I ine

LOG_I NFO

I an
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Il an bind
Il an bind Et hernet
<no>
I an
protocol: |l an <no> is not attached: this Iline is already| bound
LOG_I NFO
Il an bind I an I an
<no>
I an
protocol : lan <no> is not attached: wlan<number> is already bol
LOG_I NFO
l an bind wl an I an |
<no>
I an
<number >
wl an
protocol: Il an <no> is not attached: no Iine to bind from vlan
LOG_I NFO
I an
vian vian bind
vian vian bind Et hernet
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<no>

protocol : lan <no> is not attached: cannot bind vlian to |vlan

LOG_I| NFO

I an
vl an vian bind vian
<no>
I an
protocol : lan <no> is not attached: duplicate vid and bijnd wit!t
LOG_I NFO

I an

vian VLAN | D
<no>
I an
<ot her _no>
I an
1.26.7 wa n
‘protocol: wan <no> is not attached: no | ine
LOG_I NFO
wan

wan bind
wan bind
BRI 4
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<no>
wan

protocol wan <no> i not attached: this |Iine is already
LOG_I NFO
wan bind wan
<no>
wan
protocol wan <no> | not attached: no sufficient resouric
LOG_I NFO
PPP wan
<ho>
wan
protocol wan <no> i not attached: invalid |Iine speed
LOG_I NFO
wan
<no>
wan
protocol wan <no> i not attached: number of vpcs exceel|d
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LOG_I NFO

VP wan

<ho>

wan

protocol: wan <no> is not attached: vpi out of range

LOG_I NFO

VPI wan
ATM25M L2 ATM155M L2 0 127
<ho>
wan
protocol: wan <no> is not attached: vp rate violation

LOG_I NFO

VvV P wan

<no>

wan

protocol: wan <no> is not attached: duplicate vpi

LOG_I NFO

VPI wan
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<no>
wan

‘protocol:

remote <remote> ap <ap> is not attached: no |ijne

LOG_I NFO
remote ap datalink bind wan I an
<remote>
<ap>
protocol : remote <remote> ap <ap> is not attached: this |l ine
LOG_I NFO
remote ap datalink bind wan ap

ap
<remot e>
<ap>
protocol: remote <remote> ap <ap> is not attached: duplijcate

LOG_I NFO

DL CI

ap
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<remot e>

<ap>
protocol: remote <remote> ap <ap> is not attached: i1l eglal
LOG_I NFO
tunnel endpoint address ap
<remot e>
<ap>
protocol: remote <remote> ap <ap> is not attached: remotle
as remote <other_remote> ap <other _ap>
LOG_I NFO
tunnel endpoint address remot e ap
<remot e>
<ap>
<ot her_remote>
<other _ap>
protocol: remote <remote> ap <ap> is not attached: same |l
<other _ap>.
LOG_I NFO
1 169
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| Psec/ | KE remot e ap

ap

<remot e>

<ap>

<other_remote>

<ot her _ap>

rotocol: remote <remote> ap <ap> is not attached: same || Psec r
ot her _ap>.

N T

LOG_I NFO

Psec ( ) | Psec ap

syslog 1 | KE SA |l Psec SA

<remot e>

<ap>

<ot her _remote>

<other _ap>

rotocol: remote <remote> ap <ap> is not attached: same || Psec
p <other _ap>.

T

LOG_I NFO

| Psec ( ) | Psec SA remot e ap
ap

<remote>
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<ap>

<ot her_remote>

<other _ap>
protocol: remote <remote> ap <ap> is not attached: |l ack |of conf
LOG_I NFO
|l Psec ap
<remot e>
<ap>
protocol : remote <remote> ap <ap> is not attached: |l ack |of conf
LOG_I NFO
I KE ap
<remote->
<ap>
protocol: remote <remote> ap <ap> is not attached: referjence r e
configuration is invalid.
LOG_I NFO

I KE ap

syslog 1 KE SA | Psec SA
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<remot e>

<ap>

<ot her _remote>

<other _ap>

protocol: remote <remote> ap <ap> is not attached: wunavalilable

LOG_I NFO

remote ap datalink bind

<remot e>

<ap>

<no>
seri al

protocol : remote <remote> ap <ap> is not attached: vci njot defi

LOG_I| NFO

VClI ap

<remote>

<ap>

protocol: remote <remote> ap <ap> is not attached: duplijcate voc

LOG_I NFO

1 172



vVClI ap

<remot e>

<ap>
protocol : remote <remote> ap <ap> is not attached: vc rajte
LOG_I NFO
VC ap
<remote>
<ap>
protocol : remote <remote> ap <ap> is not attached: numb ejr
LOG_I NFO
ATM VC ap
<remote>
<ap>
protocol: remote <remote> ap <ap> is not attached: wvci ojut
LOG_I NFO
VCI ap
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ser.\w

bur

ATM155M L2 32 2047 ATM25M H1 ATM155M
32 1023
<remote>
<ap>
protocol : remote <remote> ap <ap> is not attached: invalli d
LOG_I NFO
ap
<remot e>
<ap>
protocol: remote <remote> ap <ap> is not attached: can't| be
LOG_I NFO
ap
I SDN wan remote ap datalink bind
bundl e
bundl e
bundl e bundl e

<remot e>
<ap>
26. 9 wan
‘protocol: wan <no> is attached: card is inserted
LOG_I NFO
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<no>
wan

1.26.10 wan

‘protocol: wan <no> is detached: card is ejected

LOG_I NFO

wan
<ho>
wan
1.26.11
‘protocol: remote <remote> ap <ap> is attached: card is ijnsertec
LOG_I NFO
ap
<remot e>
<ap>
1.26.12
‘protocol: remote <remote> ap <ap> is detached: card is &e|jected
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LOG_I NFO

ap
<remote>
<ap>
1.26.13
‘enabled: |l an <no> has same network/address as | an <other|_no>
LOG_I NFO
<no> <other _no> LAN | P I P
<no>
Il an
<ot her_no>
I an
enabl ed: remote <no> has same remote address as remote <|jother _r
LOG_|I NFO
<no> <other_no> I P

<no>

<other _no>

enabl ed: remote <no> has same remote address as Ioopback‘
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LOG_I NFO

|l oopback <no> | P
<ho>
enabled: <interface> has same ip6 prefix as <other _inter|face>

LOG_I NFO

<interface> <other_interface> | Pv6

<interface>

<other_interface>

1.26.14

Mnit: remote/ap number is out of range

LOG_I NFO

1.26.15 NAT

‘protocol: lan <no> NAT is unused: |l ack of memory. Initiallizatic

LOG_WARNI NG
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NAT

NAT NAT
<no>
I an
protocol: remote <remote> ap <ap> NAT is wunused: |l ack of| memor.y
LOG_WARNI NG
NAT NAT NAT
<remote>
<ap>
1.26.16 NAT
brotocol: NAT table is not extended.
LOG_I NFO
OSPF BGP NAT NAT
OSPF BGP NAT
1.26.17 1P
‘protocol: rmt<no> ip filter is unused: | ack of memory. |Initialdidi

LOG_WARNI NG
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1.

<no>

r mt
protocol : rmt<no> ip6 filter is unused: l ack of memory. I nitial
LOG_WARNI NG
| Pv6 I Pv6
<no>
r mt
26.18 TOS/ Traffic CIl ass
‘protocol: rmt<no> ip tos is unused: |l ack of memory. |Initljializat
LOG_WARNI NG
TOS TOS
<no>
r mt
protocol : rmt <no> ip6 trafficclass is unused: Il ack of memory. |
LOG_WARNI NG
I Pve Traffic Class Il Pve Tr a
<no>
r mt
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1.

1.

26. 19 Il ngress

‘protocol: rmt <no> ip in-policy is unused: |l ack of memoryl. | niti
LOG_WARNI NG

Il ngress Il ngress

<no>

r mt

protocol: rmt<no> ip6 in-policy is unused: |l ack of memorly. I nit
LOG_WARNI NG

Il Pv6 I ngress |l Pv6é I ngr
<no>

r mt
26. 20 UPnNnP

‘ssdpd: no UPnP external interface.

LOG_I NFO

Vol P NAT UPnP

NAT I an remot e

ssdpd: no UPNnP internal interface. UPNP is not availabl e|
LOG_I1 NFO
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Vol P NAT UPnNnP NAT
Il an

1.26.21 | Pve DHCP

‘Mmp6cm <interface> is not initialized. <reason>

LOG_I NFO

| Pve DHCP

<interface>

<reason>

there is no option to request.
| Pve DHCP

dhcpé6relay: <interface> is not initialized. <reason>

LOG_I NFO

| Pv6 DHCP

<interface>
<reason>

relay interface omitted.

1.26.22 templ ate

‘protocol: templ ate <template> is not available :wan <no> is not

LOG_I NFO
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<templ at e>

<no>
wan
protocol: template <template> is not available :wan <no> I|ine i
LOG_I NFO
wan
<templ at e>
<no>
wan
protocol: template <template> is not available :wan <no> is not
LOG_I NFO
wan
<templ at e >
<no>
wan
protocol: template <template> is not available :this I|inle is al
LOG_I NFO
template datalink bind
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<templ at e>

protocol: template <template> is not available :no pooled inter

LOG_I| NFO

<templ at e>

protocol: template <template> is not available :pooled ilnterfac

LOG_I NFO

remot e
<templ at e>
protocol: template <template> is not available: unsupporjted dat
LOG_I NFO
templ ate combine use
<templ at e>
protocol: template <template> is not available: same | Psjec tunr
<other _templ ate>.
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LOG_I NFO

| Psec (AAA ) |l Psec

<templ at e>

<other_templ at e>

protocol: template <template> is not available: Il ack or Jinvalic

LOG_I NFO

|l Psec

<templ at e>

protocol: template <template> is not available: Il ack or Jinvalic

LOG_I NFO

<templ at e>

protocol: template <template> is not availabl e: il l egal tunnel

LOG_I| NFO

tunnel endpoint address
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<templ at e>

protocol: template <template> is not availabl e: lack or Jinvalic
LOG_I NFO

VPN
<templ at e>
protocol: template <template> is not availabl e: address |family
LOG_I NFO

VPN
<templ at e>

<template> is not available: address |[family

protocol: templ ate

LOG_I NFO

VPN

<templ at e>
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26. 23 VPN

‘protocol: address family is contradicts,ignore server <clount > c

LOG_I NFO

VPN <number > VPN
<count > VPN

<count >
VPN
<remot e>

<ap>

<number >
VPN

protocol: address family is contradicts,ignore server <clount > ¢

LOG_I| NFO

VPN <count > VPN

<count >
VPN
<templ at e>

26. 24

‘protocol: cannot find switch device [index=<no>]

LOG_I| NFO
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<no>

protocol: |l anl port is bound directly by |l an <no>
LOG_I NFO
|l an LANL1
<no>
Il an
protocol: lan <no> duplicate binding for switch device
LOG_I NFO
an
<no>
Il an
26. 25
‘nsm: This route cannot be added because the distance i s

LOG_I| NFO

<route>

<protocol >

contrac
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1.26. 26 ECMP

‘nsm: This route cannot be added because the number of ECIMP rout

LOG_I NFO

ECMP
<route>
<protocol >
1.26.27 ECMP
‘nsm: This route cannot be added because the metric is contradioc
LOG_I NFO
ECMP
ECMP
<route>
<protocol >
1.26. 28 ARP
‘nsm: This static ARP entry became invalid. <dst> of <intlerfaces>
LOG_I NFO
| Pv 4 I P
ARP

DHCP
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<dst >
| P
<interface>

1.26.29

‘bgpd: full-route is disable

LOG_I| NFO

Si-R570 Si-R5708B

1.26.30 | Pve6

‘nsm: This route cannot be added because the distance is |contrac

LOG_| NFO

<prefix/prefixlen>

<protocol >

1.26.31 | Pve6b ECMP

nsm: This route cannot be added because the number of ECIMP rout
from <protocol >

LOG_I NFO
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<prefix/prefixlen>

<protocol >

26. 32 LDP |l Pv4 Transport Address

‘Idpd: i pvd_trans_addr not found: LDP on interface <ifname> is r

LOG_ERROR

| Pv4 Transport Address ( ) LDP

<i fname>

26. 33

‘<name>: <interface> is disable for multicast. (too many Jinterfe

LOG_I NFO

<nhame>

pi mdmd
Pl M- DM
pi ms md
Pl M- SM
mstaticd

<interface>

<name>: <interface> is disable for multicast. (different| protoc
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LOG_I NFO

<hame>

pi mdmd
PI M- DM
pi ms md
Pl M- SM
mstaticd

<interface>

<name>:

<interface> 1is

di sabl e

f

or

mul ticast.

(unnumber ey

LOG_I| NFO

<name>

pi mdmd
PI M- DM
pi ms md
PI M- SM
mstaticd

<interface>

pi ms md:

I nvalid

Cand-RP

addr ess.

LOG_I| NFO

Candidat e

RP

RP
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pi msmd: Cand-RP address is not | ocal.
LOG_I NFO
Candidate RP I P RP
pi msmd: Invalid Cand-BSR address.
LOG_I NFO
Candi date BSR I P BSR
pi msmd: Cand-BSR address is not Il ocal.
LOG_I NFO
Candidate BSR | P BSR
pi msmd: multiple own address for static RP
LOG_I NFO
RP I P
mstaticd: multicast ipv4d static route <count> is unavailljable(ir

LOG_| NFO
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<count >

1.26.34 VRID

‘nsm: vrrp <interface> vrid<vrid> [<address>] is not initljializec

LOG_I NFO

VRI D VRRP

<interface>

<vrid>
VRI D
<address>
VRI D I P
1.26. 35 I P
‘nsm: vrrp virtual router | P address out of interface subjnet. <i

LOG_| NFO

VRRP I P

<interface>

<vrid>
VRI D
<address>
I P
1.26. 36 | P
nsm: vrrp same invalid virtual router | P address as real I P adc
<address>
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LOG_I NFO

VRRP I P I P
VRRP
<interface>
<vrid>
VRI D
<address>
I P
1.26. 37 AAA I D
‘dhcpd: AAA group I D is not defined [l an <no>]
LOG_I NFO
DHCP MAC AAA I D
<no>
I an
1.26. 38 SNMP
‘<component>: illegal SNMP agent address
LOG_I NFO
I P I P SNMP
SNMP TRAP I P SNMP

<component >

enabl ed
snmpd

1 194



1.26.39 RADI US ( RADI US )

aaa_radiusd: aaa <group_id> radius service is not availalble: ar
radius server.

LOG_I NFO

AAA RADI US AAA
RADI US
<group_id>
AAA I D
1.26.40 RADI US ( RADI US )
aaa_radiusd: aaa <group_id> radius service is not availalble: ar
radius client

AAA RADI US AAA
RADI US
<group_id>
AAA I D
1.26.41 AAA I D
‘protocol: AAA group I D for ARP authentication is not deflined |

LOG_| NFO

ARP AAA I D

<no>
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26. 42 AAA

‘<comp0nent>: password aaa is invalid

LOG_I NFO

AAA AAA AAA

<component >

enabl ed
aaa_agentd

26. 43 | Pve BGP

‘bgpd: |l Pv6 BGP session is disable.

LOG_I NFO

| Pv6 BGP
Si -R570 Si-R5708B 512M
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1

27 ACL
<config>(ACL
<config>
I P
l an <number> ip filter <
|l an <number> ip6 filter
remote <number> ip filte
remote <number> ip6 filt
template <number> ip fil
template <number> ip6 fi
TOS/ Traffic Class
l an <number> ip tos <cou
l an <number> ip6 traffic
remote <number> ip tos <
remote <number> ip6 traf
templ ate <number> ip tos
templ ate <number> ip6 tr
( WFQ)
l an <number> ip priority
l an <number> ip6 priorit
remote <number> ip prior
remote <number> ip6 prio
templ ate <number> ip pri
templ ate <number> ip6 pr
CLP
remot e number > ip clp <
remot e umber > ip6 clop
VPN
remot e number > ip dvpn
remot e umber > i p6 dvpn
EXP
remot e number > ip exp <
remot e umber > i p6 exp
Il ngress
l an <number> ip in-polic
l an <number> ip6 in-poli
remote <number> ip in-po
remote <number> ip6 in-p
template <number> ip in-
<pattern_count >
template <number> i p6 in
<pattern_count >
MAC
|l an <number > bridge filt
remote <number> bridge f
LAN MAC
wl an <number> filter <co
<number >
l an remote templ ate |

<count >

- " o = A
-

- O O =S

-~ 0O O C @ Vv

< A O

AN O < S
AN O O S5 —
AN O O ¢ —+ Vv
O O © SV
o c S5

o O S »n

c

O A O

c o c - -
AN O © > O S 9 Vv
AN O O S5
AN O O c —+ Vv
O O © SV
o c o5 —

AN O C© S
AN O O 5

o]

t

>

nt >

O 0O ¢ —+ VvV
o © SV

n

t >

count >

<count >

t >

cC S5 Vv

nt >

<policy-
<pol i c)
<poli
<pol
<p(

policy-group
policy-group
t> policy-group
policy-group
policy-group

nt >

unt >

ount >

policy-group <j
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<policy-group_number >

<pattern_count >

1.27.1 ACL ( MAC )

‘<component>: <config> acl <acl _count> mac is invalid

LOG_I NFO

<acl _count> ACL MAC

<component >

enabl ed
protocol
<config>

ACL
<acl _count >
ACL
1.27.2 ACL (1P )
‘<comp0nent>: <config> acl <acl _count> ip is invalid

LOG_I NFO

<acl _count> ACL | P

<component >

enabl ed
protocol
<config>
ACL
<acl _count >
ACL
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27.3 ACL (1 Pv6

‘<comp0nent>: <config> acl

<acl _count >

i p6

S

invalid

LOG_I NFO

<acl _count> ACL

<component >

enabl ed
protocol
<config>
ACL
<acl _count >
ACL

27 . 4 ACL (TCP

| Pv o6

)

‘<comp0nent>: <config> acl

<acl _count >

tcp

S

invalid

LOG_I NFO

<acl _count> ACL

<component >

enabl ed
protocol
<config>
ACL
<acl _count >
ACL

27.5 ACL (UDP

TCP

)

‘<component>: <config> acl

<acl _count >

udp

S

invalid

LOG_I NFO
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<acl _count > ACL UDP

<component >

enabl ed
protocol
<config>

ACL
<acl _count >
ACL
1.27.6 ACL (1 CMP )
%commmentx <config> acl <acl _count> icmp is invalid

LOG_I NFO

<acl _count> ACL | CMP

<component >

enabl ed
protocol
<config>

ACL
<acl _count >
ACL
1.27.7 ACL ( ACL )
%component>: <config> acl <acl _count> doesn't exist

LOG_I| NFO

<acl _count> ACL <config>

<component >

enabl ed
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protocol
<config>

ACL
<acl _count >
ACL
1.27.8 ACL ( )
‘<comp0nent>: <config> acl <acl _count> is invalid

LOG_I NFO

<acl _count> ACL <config>

<component >

enabl ed
protocol
<config>
ACL
<acl _count >
ACL

1 201



1.28

<config>( )
<config>
Il ngress
|l an <number> ip in-policy <count >
|l an <number> ip6 in-policy <count >
remote <number> ip in-policy <count >
remote <number> ip6 in-policy <count >
template <number> ip in-policy <count >
template <number> ip6 in-policy <count >
<number >
|l an remote templ at e
<count >
1.28.1 ( )
‘<component>: <config> policy-group <policy-group_number > <parar
LOG_I1 NFO
<policy-group_number > <config>

<component >

enabl ed

protocol
<config>
<policy-group_number >

<parameter >

pattern
interface

| Pv4
nexthop(interface I an )
| Pv 6
nexthop6(interface Il an )
1.28. 2 ( )
‘<component>: <config> policy-group <p0|icy-group_number>‘ doesn’
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LOG_I NFO

<policy-group_number > <config>

<component >

enabl ed
protocol
<config>

<policy-group_number >
1.28. 3 (nexthop )
‘<component>: <config> policy-group <policy-group_number > next hc

LOG_I NFO

<policy-group_number > next hop

<component >

enabl ed
protocol
<config>

<policy-group_number >
1.28. 4 (nexthop®t )
‘<comp0nent>: <config> policy-group <policy-group_number > next hc

LOG_I NFO
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<policy-group_number > nexthop6

<component >
enabl ed
protocol

<config>

<policy-group_number >

1.28.5

‘icmpwatchd: policy-group watching host is down. <target>

LOG_I NFO

Il ngress

<target >
policy-group

icmpwatchd: policy-route watching host is up. <target>

LOG_I| NFO

Il ngress

<target >
policy-group
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1.29 DHCP

1.29.1 I P

‘dhcpcd: Client received DHCPACK [<I P address>] [l an<no>]

LOG_I| NFO

DHCP DHCPACK I P

<I P address>

DHCP I P
<no>
LAN
1.29. 2
‘dhcpcd: DHCPACK contains different 'your' I P address. reconfi gt

LOG_| NFO

DHCP DHCPACK I P
1.29. 3 1
‘dhcpcd: Recei ved DHCPNAK(RENEWI NG). Il an<no> go to |INIT sjtate

LOG_I NFO

( RENEWI NG ) DHCP DHCPNAK I NI'T L

<ho>
LAN
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1.29. 4 2

‘dhcpcd: Recei ved DHCPNAK(REBI NDI NG). |l an<no> go to INIT |state

LOG_I NFO

( REBI NDI NG ) DHCP DHCPNAK I NI T
<ho>
LAN
1.29.5
‘dhcpcd: The |l ease time expired. [l an<no>]

LOG_I NFO

<no>
LAN
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30 I Pve DHCP

30. 1 | Pv 6

‘dhcp6cd: Received Reply <prefix>/<prefixlen> <interface>

LOG_I| NFO

| Pv6 DHCP Reply | Pv 6

<prefix>/<prefixlen>
| Pve DHCP | Pv o6
<interface>

‘dhcp6cd: Renewing failure. <interface> go to REBI ND statile

LOG_| NFO

| Pv6 DHCP ( RENEW) REBI ND

<interface>

30. 3 2

‘dhchcd: Rebinding failure. <interface> go to INIT state

LOG_I| NFO

| Pve DHCP ( REBI ND) I NI'T

<interface>
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30. 4 | Pv 6

‘dhcp6cd: Configuration error for | Pv6é prefix assignment.| <inter

LOG_I NFO

| Pv o6

<interface>
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1

1.

1.

31 ProxyDNS

31.1 D

NS

<addr e

‘proxydns: QNAME [ <type>:<gname>] from <ipaddr> to <remoti|e>
LOG_I NFO
DNS
<type>
<type>
“ AT 1 host address
“ NS 2 authoritative server
“ CNAME"” 5 canonical name
“ SOA” 6 start of authority =zone
“ MB” 7 mai |l box domain name
Y MG” 8 mai | group member
“ MR™” 9 mai | rename name
“  NULL"” 10 nul | resource record
“ WKS” 11 we l | known service
“ PTR” 12 domain name pointer
“ HI NFO” 13 host information
“ MI NFO” 14 mai |l box information
‘o MX” 15 mai | routing information
“OTXT? 16 text strings
“ AAAA” 28 | P6 Address
“ SRV’ 33 Server Selection
“ ANY” 255 wildcard match
“ Type]l 17
<gname>
<i paddr >
I P
<remot e>
31. 2
‘proxydns: ERROR: record type <type>, class <class>, from
LOG_WARNI NG
type cl ass DNS
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<type>

DNS Type
<cl ass>

DNS Cl ass
<address>

DNS I P
<hame>

DNS
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32 SNMP

32.1 SNMP

‘snmpd: authentication failed. from <address> [ <name>]

LOG_I| NFO

SNMP

<address>
SNMP I P
<name>

SNMP ( SNMPv1/ SNMPv2c )

( SNMPV 3 )
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1.33 VRRP

1.33.1 VRRP

‘nsm: vrrp group is started. <interface> vrid<vrid> [<addjress?>]

LOG_I| NFO

<interface> <vrid> VRRP

<interface>

<vrid>
VRI D
<address>
VRI D I P
1.33. 2
‘nsm: vrirp state is changed into the <state> state. <intelrface>
LOG_I NFO
<interface> <vrid> VRRP <state>

<interface>
<vrid>

VRI D
<address>
VRI D I P
<state>
master

backup

Initialize
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33. 3

nsm: vrrp <state> trigger event occurred. <interface> vrjid<vric
<target _if>

LOG_I NFO

<interface> <vrid> <trigger _no>
<state>

<state>

up

down

<interface>

<vrid>

VRI D
<address>
VRI D I P

<trigger_no>

<target _if>

33. 4
nsm: vrrp <state> trigger event occurred. <interface> vrjid<vric
<target _route> <target _if>

LOG_I NFO

<interface> <vrid> <trigger _no>

<state>

up

down
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<interface>

<vrid>

VRI D
<address>
VRI D I P
<trigger_no>

<target _route>

<target _if>

33.5
nsm: vrrp <state> trigger event occurred. <interface> vrjid<vric
<target_node> <target _if>
LOG_I NFO
<interface> <vrid> <trigger _no>
<state>
<state>
up
down
<interface>
<vrid>
VRI D
<address>
VRI D I P
<trigger_no>
<target _node>
I P
<target _if>
I CMP ECHO
1. 33.6
hsm:vrrprmsterroutm down detection. <interface>

vrid<vrid>
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LOG_I NFO

<interface> <vrid> VRRP

<interface>
<vrid>

VRI D
<address>

<code>
01
( 0 VRRP-AD )

02
VRRP- AD

1.33.7 VRRP-AD TTL

‘nsm: vrrp packet include invalid TTL. from <interface> [|<addr es

LOG_I| NFO

<interface> TTL 255 VRRP

<interface>

<address>
VRRP I P

1.33. 8 VRRP- AD HoplLi mit

‘nsm:\mrp packet include invalid HopLimit. from <interfajce> [ <e

LOG_| NFO

<interface> HopLi mi't 255 VRRP
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1.

1.

<interfac

<address>
VRRP

33.9

e >

VRRP- AD

‘nsm: vrrp

packet

aut hentication

met hod mi smatched. from |<interf

LOG_I| NFO

<interfac

<interfac

<address>
VRRP

33.10

e >

e >

VRRP- AD

VRRP

‘nsm: vrrp

packet

aut hentication

data check failed. from |<interf

LOG_I| NFO

<interfac

<interfac

<address>
VRRP

33.11

e >

e >

VRRP

VRRP

nsm
<msg>

vrrop

action <mode>

fail ed.

<interface> vrid<vrid> [|l<addr es

LOG_I NFO
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<interface> <vrid> <action_no> VRRP

<mode>

On

of f

<interface>

<vrid>

VRI D
<address>
VRI D I P

<action_no>

<state>

<action>

<target >

l an [ <l an_number >]
I an

remote [<remote_number> [ap <ap_number> [id <id> <passwo

access-point <ap_name>

templ ate interface <interface_name>
templ at e

templ ate <template_number> [uid <user_id>]
templ at e

<msg>

<action>
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al 2>]

1.34.1
schedul ed: action: di al number convert [<dial1l>] to [ <di
schedul ed: [<no>] <config>: dial number [ <dial3>] converit
LOG_I NFO
<di al 1>
<di al 2>
<no>
<config>
<name> I D
<n> ( )
wan. <n>.isdn. number . <n>
wan. <n>.isdn. numbersend
remote. <name>.ap. <name>.di al <n>.number
remote. <name>.ap. <name>.called. number
aaa.<name>.user.<name>.called. number
<di al 3>
1.34. 2
‘scheduled: config size over, convert failed.
LOG_I NFO
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35 STP
35.1

‘protocol: Topology changed [<root>:<priority?>]

LOG_I| NFO

<root >

MA C
<priority>

35. 2

‘protocol: STP aging timer expired [<root>:<interface>]

LOG_| NFO

BPDU

<root >

MAC
<interface>
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36 LLDP

36. 1 LLDPDU

‘Ildpd: |l an <number> send LLDPDU size overfl ow.

LOG_I| NFO

LLDP LLDPDU LLDP

<number >
LLDPDU LLDP
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1.37 | EEE802. 1X

1.37.1 | EEE802. 1X

‘authd: open_supplicant: Error opening socket (<errno>)

LOG_I| NFO

| EEE802. 1X

<errno>

1.37. 2

‘authd: Supplicant is accepted on |l an<number > [ <mac_addr > user =c

LOG_| NFO

| EEE802. 1X

<number >

I an

<mac_addr >
MA C

<username>

from CACHE

LAN P MK
1.37. 3
buthd: Supplicant is logged-off on | an<number> due to usler reqgtl

LOG_I NFO
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<number >
| an
<username>

ff on I an<number> due to
ff on | an<number> due to

~ x
0]

S5 S

LAN

<humber >
| an
<username>

1.37.5

authd: accounting <request> request failed for <username|>/ <mac_
allocation failed.

LOG_I NFO

<request >
start
stop
<number >
| an

<user name>

<mac_addr >
MA C
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<aaa_gid>

AAA I D

1.37.6
authd: authentication request failed for <username>/<mac|_addr >(
allocation failed.

LOG_I NFO

<number >
|l an
<user name>

<mac_addr >
MA C

<aaa_gid>

AAA I D

1.37.7

‘authd: EAP packet cannot be found within RADIUS/ AAA resplonse [

LOG_I| NFO

EAP
<number >
|l an
<mac_addr >
MA C
1.37. 8
‘authd: authentication is restarted on | an<number> [cause|=<cause

LOG_I| NFO
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<cause?>

<number >
Il an
<cause>

EAPOL-start
EAPOL-start

EAPOL-1 ogof f
EAPOL-1 ogoff

supplicant ti meout
1.37.9 | D
‘authd: Il dentity Response is ignored on | an<number> (too |l ong

LOG_I NFO

(Supplicant)

<humber >
|l an
<user name>

1.37.10

‘authd: port cannot be opened [l an<number >, user=<user name|>]

LOG_I NFO

<number >
|l an
<user name>
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38

38. 1

‘comctl: fail to initialize MODEM by <reason>

LOG_WARNI NG

enabl e

<reason>

enabl e
enabl e
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1.39 PC

1.39.1 PC

‘<name>: [ SLOT<slot>] card is inserted. <card>

LOG_I| NFO

PC

<name>
PC
protocol

<slot >

<card>
PC

1.39. 2 PC

‘<name>: [ SLOT<slot>] card is ejected.

LOG_I NFO

PC

<name>
PC
protocol

<sl ot >

1.39. 3 PC

‘<name>: [ SLOT<slot>] card is error.

LOG_I NFO
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PC

<name>
PC
protocol

<sl ot >
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1.40

1.40.1

‘<comp0nent>: [ SLOT<slot>] fail to initialize card. <cardp>

LOG_I| NFO

cmodemct | P UK (PIN

pcdcacm ( )

<component >

cmodemct |
pcdcacm
<slot >

<card>
PC

1.40. 2 ( Pl N Pl N

cmodemct | : [ SLOT<slot>] fail to initialize card. <card> |[(PI N cc

LOG_I NFO

Pl N PlI N

<slot >

<card>
PC

1.40. 3 (PI N )

‘cmodemctl: [ SLOT<slot>] fail to initialize card. <card> |[(incorr
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LOG_I NFO

PI N PI N
<slot>
<card>
PC
1.40. 4 (PI N )
‘cmodemctl: [ SLOT<slot>] fail to initialize card. <card> |[(PUK r ¢

LOG_I NFO

PI N PI N PI N
<slot>
<card->
PC
1.40.5 (PI N )
‘cmodemctl: [ SLOT<slot>] fail to initialize card. <card> |[(PI N Lc

LOG_I NFO

PI N

<slot >

<card>
PC
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1.40. 6 ( PUK )

‘cmodemctl: [ SLOT<slot>] fail to initialize card. <card> |[(SI M fe

LOG_I NFO

P UK ( )
<slot>
<card>
PC
1.40. 7 PI N (enabl e, disable, chang:¢
‘cmodemctl: [ SLOT<slot>] PIN code error. <card-> (incorrec‘t passyv

LOG_I NFO

PI N PI N
<slot>
<card>
PC
1.40. 8 PI N (enabl e, disable, chang:¢
‘cmodemctl: [ SLOT<slot>] PIN code error. <card> (PUK requ‘ired)

LOG_I NFO

PI N PI N PI N
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<sl ot >

<card>
PC

1.40.9 PIN (unl ock) ( PUK )
‘cmodemctl: [ SLOT<slot>] PUK code error. <card> (incorrec‘t passyv

LOG_I| NFO

P UK Pl N
<slot >
<card>
PC
1.40.10 PIN (unl ock) ( PUK )
‘cmodemctl: [ SLOT<sl ot >] PUK code error. <card> (SIM fail‘ure)

LOG_I| NFO

USi M
USI M
P UK P UK USI M

<slot >

<card>

PC

1.40.11 PI N PI N

‘cmodemctl: [ SLOT<sl ot >] PI'N coll ation of card is disable‘d.
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LOG_I NFO

Pl N P1 N
Pl N
<slot>
1.40. 12 Pl N Pl N
‘cmodemctl: [ SLOT<slot>] PIN code is ignored. (PIN unsupplorted c

LOG_I NFO

Pl N PI1N
PI N
<slot>
1.40. 13
‘cmodemctl: [ SLOT<slot>] fail to initialize card. <card> |(har dwe

LOG_| NFO

<slot >

<card>
PC
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41 L AN

41. 1 LAN

‘protocol: wl an <number> ssid is empty

LOG_I| NFO

SSI D

<number >
wl an

protocol: wlan <number> channel <channel> is not committjed: i ny

LOG_I NFO

channel
<channel > any

<number >
wl an
<channel >

<mode>

protocol: wlan <number> wep mode off is not committed: ajuth she

LOG_I NFO

shared|( ) WE P

<mode> on

<number >
wl an
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protocol: wlan <number> wep mode <mode> is not committed|: auth

LOG_I NFO

WP A WE P
<mode> off

<number >

wl an

<mode>

WE P

protocol: wlan <number> wep key <index> selected by send| key i s

LOG_I NFO

WE P WE P

<number >

wl an

<index>

WE P

protocol: wlan <number > wpa psk is empty

LOG_I| NFO

WP A ( PSK)

<number >

wl an
41 . 2 LAN
‘protocol: wl an on slot<slot>: synchronized with <bssid> bsid "<
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LOG_I NFO

LAN

<slot >

<bssid>

LAN BSSI D( MAC )
<ssid>
LAN SSI D
<ch>
<rate>
41. 3 LAN
protocol: wlan on slot<slot>: [ <mac>] station associated at aic
protocol: wlan on slot<slot>: [<mac>] station reassociatljed at g

LOG_I NFO

L AN LAN
<slot >
<mac >

LAN MAC
<ai d>

LAN I D
<infol>

LAN 1 ( )

short preambl e
l ong preambl e
<info2>
LAN 2 ( )
short slot ti me
l ong sl ot ti me
<info3>
LAN 3¢ )
protection
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41 . 4 LAN

‘protocol: wl an on slot<slot>: [<mac>] station with aid <laid> 1| e

LOG_I NFO

L AN LAN
<slot >
<mac >

LAN MAC
<ai d>

LAN I D

41.5 WP A

‘authd: wl an on slot<slot>: MIC ERROR was detected. STA=[|<mac>]

LOG_I NFO

TKI P MI C

<sl ot >

<mac >

Ml C STA MAC

aut hd: wl an on slot<slot>: MI C ERROR was detected twice |in 60se

LOG_I NFO

TKI P MIC 60 2
LAN (60 )
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<sl ot >

<mac >
MI C STA MA C
authd: wlan on slot<slot>: received invalid EAPOL-Key:

<[reason?:

LOG_I NFO

EAPOL- Key

<slot >

<reason>

Key Ack set

ACK

Key MI C not set

MI C
<mac >

EAPOL- Key STA MA C
authd: wlan on slot<slot>: received EAPOL-Key with inval
LOG_I NFO

EAPOL- Key Ml C

<slot>
<mac >

EAPOL- Key STA MAC
authd: wlan on slot<slot>: received EAPOL-Key Request wilit
LOG_I NFO
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EAPOL- Key Ml C

<sl ot >

<mac >

EAPOL- Key STA MAC

authd: wlan on slot<slot>: received EAPOL-Key Error Requlest (ST
LOG_I NFO

MI C STA

<sl ot >

<mac >

EAPOL- Key STA MA C

authd: wlan on slot<slot>: received EAPOL-Key Request wijth rep

LOG_I NFO

EAPOL- Key
EAPOL- Key

<slot>
<mac >
EAPOL- Key STA MA C
authd: wlan on slot<slot>: received EAPOL-Key <mstype>

wli th une

LOG_I NFO

EAPOL- Key

EAPOL- Key
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<sl ot >

<mstype>

Request
2/ 2 Group
2/ 4 Pairwise
4/ 4 Pairwise
<mac >
EAPOL- Key STA MAC

authd: wlan on slot<slot>: cannot handshake by retry ovejr for F

LOG_I NFO

PTK

<slot >

<status?>

PTKSTART

PTK (4-way handshake)
PTKI NI TNEGOTI ATI NG

PTK (4-way handshake) 3

<mac >
STA MA C
authd: wlan on slot<slot>: no PSK configured for the STA <mac>

LOG_I NFO

PSK

<sl ot >

<mac >
STA MAC

1 239



authd: wlan on slot<slot>: received EAPOL-Key msg 2/4 inl invali

LOG_I NFO

4 way handshake 2

<slot >

<state>

<mac >
STA MA C
authd: wlan on slot<slot>: WPA I E from (Re)AssocReqg did njot matc

LOG_I NFO

STA EAPOL- Key

<slot>

<mac >

STA MA C

authd: Supplicant cannot be accepted without PMK informajtion [ <

LOG_I| NFO

<mac >

STA MAC

<user name>
I D
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1. 42 VPN

‘infoexcd: <user _id> registered to <server >

LOG_I| NFO

VPN I D
<user _id>
I D
<server>
VPN
1.42. 2 | D
‘infoexcd: <user _id> deleted from <server >

LOG_| NFO

VPN I D
<user _id>
I D
<server >
VPN
1.42. 3
‘infoexcd: The session of <from> to <to> was established.

LOG_1| NFO
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<from>

I D
<t o>
I D
1.42. 4
‘infoexcd: The session of <from> to <to> was disconnect ed|
LOG_I NFO
<from>
I D
<t o>
I D
1.42.5
‘infoexcd: The session from <from> to <to> failed : <reasjion>
LOG_I NFO
<from>
I D
<t o>
I D

<reason?>

ti meout

session overflow

busy

version
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temporary

1.42.6

‘infoexcd: Refreshing the session from <from> to <to> faill ed.

LOG_| NFO

<from>
I D
<to>
I D
1.42.7
‘infoexcd: The response of the failure to <method> was relceived
LOG_I NFO
<met hod>
REGI STER
I D
I NVI TE
CANCEL
BYE
<from>
I D VPN I P

<response_code>

400 Bad Request

404 Not Found
I D

1 243



1.

408 Request Timeout

422 Session Interval Too Smal
480 Temporarily Unavail abl e
I D
481 Call/ Transaction Does Not Exi st
486 Busy Here
487 Request Terminated
500 Server Internal Error
503 Service Unavailabl e
VPN
603 Decline
templ at e r mt
42 .8
‘infoexcd: The Authentication of | NVITE message from <from>
LOG_I NFO
VPN
<from>
I D
<t o>
I D
<server >
VPN
42.9 | D
‘infoexcd: The Authentication of REGISTER message for <usjler
LOG_I1 NFO
VPN I D
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<user _id>

I D
<server >
VPN
1.42.10 VPN
‘infoexcd: Resolving of <fqgqdn> failed.
LOG_I NFO
VPN
<fgdn>
VPN
1.42.11
‘infoexcd: The I NVITE message from <from> to <to> was redjiirectec
LOG_I NFO
<from>
I D
<t o>
I D
<uri >
URI
1.42.12
‘infoexcd: The I NVITE message from <from> to <to> was dec|lined:

LOG_I| NFO
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<from>

<to>

<reason>

version
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1. 43 VPN

‘dvpnsd: <user _id> was registered by <client>.

LOG_I| NFO

I D
<user _id>
I D
<client>
I P
1.43. 2 | D
‘dvpnsd: <user _id> was deleted by <client>.
LOG_I NFO
I D
<user _id>
I D
<client>
I P
1.43. 3
‘dvpnsd: The session from <from> to <to> was established.

LOG_I NFO
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<from>

I D
<t o>
I D
1.43. 4
‘dvpnsd: The session from <from> to <to> was disconnected,|
LOG_I NFO
<from>
I D
<t o>
I D
1.43.5
‘dvpnsd: The session from <from> to <to> expired.
LOG_I NFO
<from>
I D
<t o>
I D
1.43.6
‘dvpnsd: The Authentication of | NVITE message from <from> to <toc

LOG_I| NFO
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<from>

I D
<t o>
I D
<client>
I P
1.43.7 | D

‘dvpnsd: The Authentication of REGI STER message for <user|_id> by

LOG_I NFO

<user _id>

<client>
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1.44 SI|I P-SIP

1.44.1 SI P-SI P

‘sipgw: SI P-SI P gateway is not availabl e: lack or invalid confic

LOG_WARNI NG

SIP-SIP
1.44. 2
‘sipgw: <username>@<domain> registered
LOG_I NFO
Regi strar
<user name>
<domai n>
SI P
1.44. 3
‘sipgw: <username>@<domain> registration failed : <reason/>

LOG_I NFO

<username>

<domai n>
SI P
<reason>
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ti meout
auth rejected

ot her (<code>)
Registrar

1.44. 4

‘si pgw: <username>@<domain> deleted

LOG_I NFO

Regi strar

<username>

<domai n>

SI P
1.44.5
‘sipgw: connected to <to>

LOG_I NFO

<t o>

sipgw: connected from <from>

LOG_I NFO
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<from>

1.44. 6

‘sipgw: di sconnected call for <username> : time=<ti me>

LOG_I NFO

<user name>

<ti me>
(dddd. hh: mm: ss )
1.44.7
‘sipgw: callout to <to> failed : <reason>

LOG_I NFO

<to>

<reason>

ti meout

busy

auth rejected

limit over

internal

ot her(<code>)
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sipgw: callin

from

<from>

failed

<reason?>

LOG_I NFO

<from>

<reason>

ti meout

busy

limit over

internal

other (<code>)
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1.45 AAA/ RADI US

1.45.1 RADI US

aaa_radiusd: <id>(<session_id>) received service for <selssion_t
packets(<input_bytes> bytes), sent <output_packets> packlets (<ol
LOG_I NFO
RADI US
<id>
User _Name
<session_id>
Acct-Session-1d
<session_ti me>
Acct-Session-Ti me
<input _packet s>
Acct-Ilnput-Packets
RADI US
<input _bytes>
Acct -l nput-Octets
RADI US
<output _packet s>
Acct-Output-Packets
RADI US
<output _bytes>
Acct -OQOutput -Octets
RADI US
1.45. 2 RADI US
‘aaa_radiusd: authentication request failed for <id> on ajaa <grc

LOG_I NFO

RADI US RADI US
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<id>

<group_id>
AAA I D

1.45. 3 RADI US ( )
‘aaa_radiusd: accounting start request failed for <id> on‘aaa <

LOG_I| NFO

RADI US RADI US
<id>
<group_id>
AAA I D
1.45.4 RADI US ( )
baa_rawtmd: accounting stop request failed for <id> m1baa <gr

LOG_I| NFO

RADI US RADI US
<id>

<group_id>

AAA I D

1.45.5 RADI US

‘aaa_radiusd: authentication request failed for <id> on ajaa <grc

LOG_I| NFO
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RADI US RADI US

<id>
<group_id>
AAA I D
1.45.6 RADI US ( )
‘aaa_radiusd: accounting start request failed for <id> on‘aaa <

LOG_I NFO

RADI US RADI US
RADI US
<id>
<group_id>
AAA I D
1.45.7 RADI US ( )
‘aaa_radiusd: accounting stop request failed for <id> on baa <gr

LOG_I NFO

RADI US RADI US
RADI US

<id>

<group_id>

AAA I D
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45. 8 RADI US

‘aaa_radiusd: authentication request failed for <id> on alaa <grc

LOG_I NFO

RADI US RADI US

<jid>

<group_id>

AAA I D
45.9 RADI US ( )
‘aaa_radiusd: accounting start request failed for <id> on‘ aaa <¢

LOG_I NFO

RADI US RADI US

RADI US

<jid>

<group_id>

AAA I D
45.10 RADI US ( )
‘aaa_radiusd: accounting stop request failed for <id> on ‘aaa <gr

LOG_I NFO

RADI US RADI US
RADI US
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<id>

<group_id>
AAA I D

1.45.11 RADI US

‘aaa_radiusd: authentication request failed for <id> on ajaa <grc

LOG_I| NFO

RADI US
<id>
<group_id>
AAA I D
1.45.12 RADI US ( )
‘aaa_radiusd: accounting start request failed for <id> on‘aaa <

LOG_I| NFO

RADI US RADI US
<id>
<group_id>
AAA I D
1.45.13 RADI US ( )
‘aaa_radiusd: accounting stop request failed for <id> on baa <gr

LOG_I| NFO
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RADI US RADI US

<id>
<group_id>
AAA I D

1.45.14 RADI US

‘aaa_radiusd: authentication request failed for <id> on alaa <gr ¢

LOG_I NFO

RADI US RADI US
<id>
<group_id>
AAA I D
1.45.15 RADI US ( )
‘aaa_radiusd: accounting start request failed for <id> on‘aaa <

LOG_I NFO

RADI US RADI US
<id>

<group_id>

AAA I D
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1.45.16 RADI US ( )

‘aaa_radiusd: accounting stop request failed for <id> on baa <gr

LOG_I NFO

RADI US RADI US
<jid>
<group_id>
AAA I D
1.45. 17 DB
aaad: <id>() received service for <session_time> seconds|, recei v
bytes), sent <output_packets> packets(<output_bytes> bytles).

LOG_I| NFO

DB

<id>

<session_ti me>
<input _packet s>
<input _bytes>
<output _packet s>

<output _bytes>

1.45.18 Access-Challenge

‘aaa_radiusd: Access-Challenge not support (<id>)
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LOG_I NFO

RADI US Access-Chall enge

<id>

1.45.19 Message-Authenticator

‘aaa_radiusd: received Message-Authenticator have unmatchled val

LOG_I NFO

RADI US Message- Aut henticator
<i d>
1.45.20 ( )
‘aaa_radiusd: attribute <attr_type> create failed. send buffer ¢

LOG_| NFO

RADI US
RADI US 4096

<attr _type>

VSA:
<group_id>
AAA I D
<id>
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1.45. 21 RADI US

‘aaa_radiusd: authentication request failed for <id> on alaa <grc

LOG_I NFO

RADI US
<id>
<group_id>
AAA I D

1.45. 22 RADI US

‘aaa_radiusd: radius authentication server <number > on aala <gr ol

LOG_I NFO

RADI US alive dead
<group_id>
AAA I D

<number >

1.45. 23 RADI US

‘aaa_radiusd: radius authentication server <number > on aala <gr ol

LOG_I NFO

RADI US dead alive
<group_id>
AAA I D
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<number >

1.45. 24 RADI US

baa_radiusd: radius accounting server <number> on aaa <gjroup_ic

LOG_I| NFO

RADI US alive dead
<group_id>
AAA | D

<number >

1.45. 25 RADI US

‘aaa_radiusd: radius accounting server <number> on aaa <gjroup_ic

LOG_| NFO

RADI US dead alive
<group_id>
AAA I D

<number >

1.45.26 ( )

baad: cannot process due to no resource [mac=<mac_addr >]

LOG_| NFO
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<mac_addr >

MAC
1.45. 27 EAP
‘aaad: received option is not supported [option=<code>]
LOG_I1 NFO
EAP
<code>
1.45. 28
‘aaad: received unrecognized code packet [ <code>]
LOG_I1 NFO
EAP
<code>
1.45. 29
‘aaad: unexpectable message received [type=<type>, host=<mac_adc

LOG_I NFO

<type>
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<mac_addr >
(Supplicant) MAC

1.45. 30

‘aaad: cannot allocate memory to indicate about authenticlation r

LOG_I| NFO

1.45. 31

‘aaad: desired algorithm by supplicant is not supported [|[desiTrec

LOG_I NFO

(Supplicant)

<algorithm>
(Supplicant)

1.45. 32 MAC

‘aaad: mac collect table full

LOG_I NFO

MA C MAC
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46

46.1

‘pkid: peer certificate <cert_number> is invalid.

LOG_I| NFO

<cert_number >

pkid: my certificate <cert_number> is invalid.

LOG_I NFO

<cert_number >

pkid: ca certificate <cert_number> is invalid.

LOG_I NFO

<cert_number >

pkid: private key <key_number> is invalid.

LOG_I NFO
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RS A

<key_number >

pkid: certificate request <req_number> is invalid.

LOG_I NFO

<req_number >
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1.

1.

47 USB

47 .1

USB

‘mountd:

USB memory is inserted.

LOG_I| NFO

USB
47 . 2 USB
‘mountd: USB memory is ejected.

LOG_I NFO

USB

47 . 3

USB

‘usbd: USB Device Detected.

LOG_I NFO

USB
47 . 4 USB
‘usbd: USB Device Disconnect Completed.

LOG_I NFO

USB
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47 .5 USB VBUS

‘usbd: USB VBUS Over Current Occurred.

LOG_I NFO

USB VBUS

‘mountd: file system on USB memory is broken. need format]|

LOG_I NFO

USB

47 .7 I / O

mountd: | /O error on USB memory.
cmdexec: | /O error on USB memory.

LOG_I NFO

USB I/ O
47 . 8
‘mountd: file system on USB memory is broken.

LOG_I NFO

USB
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1.48 USB

1.48.1 UuSB

‘usbh_storage: Mass storage device initializing complete.

LOG_| NFO

USB ( )

1.48. 2 USB

‘usbh_storage: Mass storage device initializing failed.

LOG_I NFO

USB ( )

1.48. 3 USB

‘usbh_storage: Waiting for unplugging the USB device.

LOG_I NFO

USB ( ) USB

1.48. 4 USB

‘usbh_storage: Error occured. : <error> at <state>.

LOG_I NFO

USB ( )
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<error >

<state>

1.48.5 USB

‘usbd: [usbh_strag] Device detection failed. : The interfajce sholt

LOG_I| NFO

USB USB USB
USB
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1.49

1.49.1

‘mountd: start configuration by external storage device

LOG_I| NFO

1.49. 2

‘mountd: cannot open |l og file in configuration by externall store

LOG_I NFO

‘mountd: authentication error in configuration by externall store

LOG_I NFO

‘mountd: script error in configuration by external storagle devic

LOG_I NFO
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1.49.5

‘mountd: cannot open script file in configuration by extejrnal st

LOG_I NFO

‘mountd: invalid status file in configuration by external| storacg

LOG_I NFO

‘mountd: cannot get time in configuration by external stojrage de

LOG_I NFO

1.49. 8

‘mountd: complete configuration by external storage devi cle

LOG_I| NFO

1.49.9

‘mountd: error configuration by external storage device i‘n l'ine
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LOG_I NFO

<line>
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1.50

1.50.1

‘conftryd: start trying configuration

LOG_I| NFO

1.50. 2

‘conftryd: restore previous configuration before trying

LOG_I NFO

‘conftryd: cannot restore previous configuration before tirying

LOG_I NFO

‘conftryd: cancel trying configuration

LOG_I NFO
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1.51 L AN

‘nodemanagerd: nodemanagerd started.

LOG_I| NFO

1.51. 2 LAN

‘nodemanagerd: Duplicated MAC <mac> detected. Delete an ujnmanage

LOG_I NFO

LAN MAC LAN
MAC LAN
<mac >
LAN MA C
<ap_num>
LAN
<ap_name>
LAN
1.51. 3 (LAN/ WL AN)
‘nodemanagerd: managed AP: <where> disappeared: NODE: <nodlenum>,
LOG_I NFO
<where>
LAN
LAN
WL AN < LAN >

1 276



L AN LAN
<hodenum>

<nhnodename>

1.51. 4 LAN

‘nodemanagerd: unknown AP detected: MAC: <mac> SS|I D=<ssid>

LOG_I NFO

LAN
<mac >
LAN MAC
<ssid>
LAN SSI D
1.51.5 L AN
‘nodemanagerd: unknown AP di sappeared: MAC: <mac> SSI D=<ss|id>

LOG_I NFO

L AN
<mac >

LAN MAC
<ssid>

LAN SSI D
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1. 52 L AN

1.52.1

‘nodemgr_infod: nodemanager _infod started.

LOG_I| NFO

nodemgr _infod: nodemanager _infod stopped.

LOG_I NFO

‘nodemgr_infod: nodemanager _infod got into the suspended mode.

LOG_I NFO

nodemgr _infod: nodemanager _infod got out of the suspendel/d mode.

LOG_I NFO

‘nodemgr_infod: nodemanager _infod couldn't connect to nodje <numkt

LOG_I NFO
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<number >: <name>

<number >

<nhame>

<address>
| P

nodemgr _infod: nodemanager _infod couldn't get information from

LOG_I| NFO

<number >: <name>

<number >

<name>

<address>
| P

nodemgr _infod: nodemanager _infod got invalid information| from r

LOG_I NFO

<number >: <name>
L AN

<humber >

<nhame>

<address>
| P
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1. 53 L AN

1.53.1

‘nodemgr_l and: nodemanager _| and started.

LOG_I| NFO

nodemgr _| and: nodemanager _| and stopped.

LOG_I NFO

‘nodemgr_land: nodemanager _l and got into the suspended mo|de.

LOG_I NFO

nodemgr _| and: nodemanager _Il and got out of the suspended mode.

LOG_I NFO
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54 L AN

54 .1

‘nodemgr_wl and:

nodemanager _wl and

started.

LOG_I| NFO

mode.

nodemgr _wland: nodemanager _wland stopped.

LOG_I NFO

54. 2

‘nodemgr_wland: nodemanager _wland got into the suspended

LOG_I NFO

nodemgr _wl and: nodemanager _wland got out of the suspendel/d mode.

LOG_I NFO

54. 3

‘nodemgr_wl and:

nodemanager _wl and

couldn't

connect to AP

LOG_I NFO

<ap_nunrn
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<ap_num>:<ap_

<ap_num>

name >

L AN

LAN
<ap_name>
LAN
<address>
LAN |
nodemgr _wl and: nodemanager _wland couldn't get informati oln

LOG_I| NFO

<ap_num>:<ap_

<ap_num>

name >

LAN
<ap_name>
LAN
<address>
LAN |
nodemgr _wland: nodemanager _wland got invalid information
LOG_I NFO
<ap_num>:<ap_name>
LAN
<ap_num>
LAN
<ap_name>
LAN
<address>
LAN |
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55 L AN

55. 1

‘nodemgr_logd: nodemanager _|l ogd started.
LOG_I NFO

nodemgr _| ogd: nodemanager _l ogd stopped.

LOG_I NFO
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56
56. 1

‘sysmemwatchd: MPB[ <no >] is more than <rate>% : <watch_Dblk>=<ma x

LOG_I| NFO

<max _bl k> - 2%

<no>

<rate>
(%)

<watch_bl k>

MAX bl ock
used mem
<max_bl k>
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1.57.1 | SDN

‘<name>:wan <no> | SDN(data) totalcharge=<value>yen totalt|i me=<ti

LOG_I| NFO

I SDN

<name>

schedul ed

tel exec
telnet
sshexec
ssh

cmdexec

httpd

<no>
wan
<value>

( )

<ti me>
(dddd. hh: mm: ss )
1.57. 2
‘<name>: MODEM(data) totaltime=<ti me>

LOG_I NFO

<name>

schedul ed
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telexec
telnet

sshexec
ssh

cmdexec

httpd
<ti me>
(dddd. hh: mm: ss )
1.57. 3
‘<name>: cardmodem account <cleared.

LOG_I NFO

<name>
schedul ed
tel exec
tel net
sshexec
ssh

cmdexec

httpd

1.57. 4

‘<name>: ERROR: system reset busy.

LOG_ERROR
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<name>

schedul ed

tel exec
tel net
sshexec
ssh

1.57.5

‘enabled: system configuration restarted

LOG_I NFO

‘same message repeated <num> ti mes

LOG_I NFO

<hum>

‘<name>: command "<command>" executed by <user >

LOG_I NFO
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<name>

telnetd
telnet
sshlogin
ssh

l ogon

<command>

<user >
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58 | SDN
01 1
02 2
03 3
06 6
07 7
10 16
11 17
12 18
13 19
14 20
15 21
16 22
1A 26
1B 27
1C 28 (
1D 29
1E 30
1F 31
22 34
26 38
29 41
2 A 42
2B 43
2C 4 4
2F 47
31 49 ( QOS)
32 50
39 57
3A 58
3F 63
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41 65
42 66
45 69
46 70
4F 79
51 81
52 82
53 83
54 84
55 85
56 86
57 87 CuUG
58 88
5B 91
5F 95
60 96
61 97
62 98
63 99
6 4 100
65 101
66 102
6F 111
7F 127
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