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1 show candidate-config
]
]
[si - RE[BO - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|4DiB- R2|4DiC R2/4DiD R1j8 0B
]
show candidate-config [all] [<config>]

]

al |

<config>
<config>
<config>

( )
( )
]
]
# show candidate-config | an 0

mode auto
p address 192. 16
p rip use vl vi

i 8.0.1/ 24 3
i 0 off
#

18



2 show running-config

]

[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|8 0B
]

show running-config [all] [<config>]

]

al |l

<config>
<config>
<config>

]
( )
( )
]
]
# show running-config | an 1

mode auto
ip address 192.
ip

168.1.1/ 24 3
rip use v1 vi1 O

of f

19



3 show

]

startup-config

[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|8 0B

]

show

]

<config>
<config>

<config> S
]
(
(
]
]
# show startu
|l an 0 mode au
lan 0O ip addr
lan O ip rip
lan 1 mode au
lan 1 ip addr
lan 1 ip rip
syslog pri er
syslog facili
telnetinfo au
time zone 090

startup-config

[ <confi g>]

how running-config
<config>
)
)

p-config

to

ess 192.168.0.1/24 3
use v1 v1 0 off

to

ess 192.168.1.1/24 3
use v1 v1 0 off
ror,warn, info

ity 23

tologout 5m

0

show

candi

date-confi

20
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4 di f f
]
]
[si - Rb[BO - R5|12iB- R[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|80B
]
di ff <src_filename> <dst _ fil ename>
]
<src_filename> <dst _fil ename>
<src_fil ename> <dst _fil ename>
running-config
candi date-confi
startup-config
configl
1
config2
2
/ umo/
]
( )
( )
]
<src_fil ename> "<
" <dst _fil ename> >
]
‘<ERROR> diff failed: specified file is not configuration‘ [ <dst _
<dst _fil ename>
[<ERROR> diff failed: file not found |
‘<ERROR> diff failed: cannot allocate temporary area ‘
di f f
‘<ERROR> di ff: signal error ‘
Control -C
‘<ERROR> diff failed: file read error ‘

21



‘<ERROR> diff failed: Permission denied \
‘<ERROR> di ff: Cannot open file ‘
# diff candidate-config running-config

> remote O name r mtoO

> remote 1 name r mt1l

< remote 3 name r mt3

< remote 4 name r mti4

< remote 5 name r mtb5

< remote 6 name r mté6

> remote 3 name inter3

< remote 8 name r mt8

< remote 9 name r mt?9

< remote 10 name rmt1l0

< syslog server 192.168.33.63

#

22



1 del et e

]

[si - RE[BO - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|49iB- R2|4DiC R2/4iD R1j8 0B

]

del ete <config>

]

<config>

<config>

set

del ete password admin set
del ete password user set

g)# delete |l an 0 ip dhcp
g)# del ete remote 1

Il an O
remot e

1

DHCP

23



1 | oad

]

[si - RE[BO - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|4DiB- R2|4DiC R2/4DiD R1j8 0B

]

|l oad <fil ename>

]

<fil ename>

running-config

startup-config

charjacters

configl
1
config2
2
/ umo/
( )
(candidate-config)
‘Ioad fail ed: config read error
( Si-R1808B )
<WARNI NG> weak admin's password: set the password
<WARNI NG> weak admin's password: contain at | east 8
7
8
<WARNI NG> weak admin's password: contain a different kinyd

24

of

ct



charajcters

<WARNI NG> weak user's password: contain at | east 8
7
8
<WARNI NG> weak user's password: contain a different kind
‘<ERROR> |l oad failed: config read error
USB
1
# |l oad configl
#
1 25
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3.2 save

[ ]
[ ]
[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|80B
[ ]
save [<fil ename>]
[ ]
(candidate-config)
<fil ename>
(candidate-config)
configl
1
confi g2
2
/ umo/
[ ]
( )
[ ]
(candidate-config)
(startup-config)
"show system information"

[ ]

Startup-config

(configl/c

‘<ERROR> save failed: Per mi ssion denied ‘
‘<ERROR> save failed: cannot create file ‘
‘<ERROR> save failed: file write error

# save

26



3 C O mmi

t

[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|8 0B

]
]
]
commi t
]
]
(
]
]
]

commi t

‘<ERROR> Need to do reset after

execute the save

command.

save

reset

<WARNI NG>

The

candidate-config

S

not

changed.

commi t

]

# commi t
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3. 4 commit try time

[ ]
[ ]

[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|8 0B
[ ]

commit try time <time>

<ti me>
1 24
h ( ) m(C ) s( )
[ ]
( )
[ ]
commi t (startup-config)
[ ]
commi t commit try ti me
save

commit try cancel
|l oad startup-config commi t

)
ROM

[ ]

‘<ERROR> Need to do reset after execute the save command.

save reset

<ERROR> Waiting switch-back to old configuration.

commit try cancel

<WARNI NG> The candidate-config is not changed.

commi t
# commit try time 10m
#




5 commit try cancel

]

[si - Rb[BO - R5|12iB- RB[BO - R3|1DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|80B

]

commit try cancel

]

]

‘<ERROR> Not waiting switch-back

# commit try cancel

29



3.6 di

[ ]

scard

[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|8 0B

[ ]

discard

[ ]

candi dat

[ ]

e-config

running-config

‘<WARNING> weak admin's password: set the password
<WARNI NG> weak admin's password: contain at | east 8 charjacters
7

8

<WARNI NG> weak admin's password: contain a different kind of =c
<WARNI NG> weak user's password: contain at | east 8 charajcters

7
8
<WARNI NG> weak user's password: contain a different kind of <ch

[ ]

# discard

30
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[ ]

USB
[ ]

Si - R2|49iB- R2|4d9ic R2|49iD R1|]8 0B

[ ]

dir [<fil ename>]
[ ]

<fil ename>

dir
*
?

[ <char >]
<char >

USB

[ ]

‘<ERROR> the specified directory cannot be found [<dirnamk>]

<dirname>

‘<ERROR> the specified file or directory cannot be found “<fi|er

<fil ename>

‘<ERROR> dir: signal error ‘

Control -C




# dir
Directory of [/ umO

(1) (2) (3) (4)
2005/ 06/ 10 11:55 1445 CONFI G2. TXT
2005/ 06/ 10 11:55 1445 CONFI G3. TXT
2005/ 06/ 10 11:55 1445 CONFI G4. TXT
2005/ 06/ 10 11:55 1445 CONFI G11. TXT
2005/ 06/ 10 11:55 1445 CONFI G1. TXT
2005/ 06/ 13 03:16 2337531 FIRM
2005/ 06/ 13 01: 58 <DI R> TEST

tot al file 6
tot al directory 1
# dir test/*.*
Directory of /umO/test
2005/ 06/ 12 10: 23 3142 CONFI G2. TXT
2005/ 06/ 13 01: 58 <DI R> BKUP
tot al file 1
tot al directory 1
1)
2) <DI R>
3) byte
4)




2 copy

Si - R2|49iB- R2|dwic R2|4d0iD R1|s 0B
copy <src_filename> <dst _fil ename>
<src_fil ename>
<dst _fil ename>
(
(
<src_fil ename>
candidate-config
running-config
startup-config
configl 1
config2 2
firmware
/ umo/
<dst _filename>copy: cannot allocate temporary memory
startup-config
configl 1
config2 2
firmware
/ umo/
‘<ERROR> copy ailed: Permission denied ‘
‘<ERROR> copy ailed: file not found ‘
‘<ERROR> copy ailed: cannot create file ‘
‘<ERROR> copy ailed: file read error ‘
1 33



‘<ERROR> copy failed: file write error ‘

‘<ERROR> copy: signal error ‘

Control -C

‘<ERROR> copy failed: file system is full ‘

USB

‘<ERROR> <src_filename> and <dst_filename> are identi cal‘(no e X €
<src_fil ename> <dst _fil ename>

‘<ERROR> copy: cannot allocate temporary memory ‘

copy

]

# copy configl /umO/configl
#




4 . 3 Fremove

[ ]
[ ]
Si - R2|49iB- R2|dwic R2|4d0iD R1|s8 0B
[ ]
remove <filename>
[ ]
<filename>
[ ]
( )
( )
[ ]
USB
[ ]
‘<ERROR> remove failed: file not found
‘<ERROR> remove failed: this is not file
‘<ERROR> remove failed: this is not operatable file
‘<ERROR> remove: signal error

Control -C

[ ]

# remove configl_um
#




4 rename

os
| Si - R2|49iB- R2|dmic R2|4d0iD R1|s 0B

ren;me <old_filename> <new_fil ename>
<ol d_]f il ename>
<new_fil ename>

| ( )

( )

US]B
<ERROi> rename failed: cannot rename between different phrtitic
‘<ERROR> rename failed: file not found ‘
‘<ERROR> rename failed: this is not file ‘
‘<ERROR> rename failed: this is not operatable file
‘<ERROR> rename: signal error ‘

Control -C

‘<ERROR> rename failed: file write error ‘
# rename configl_ _um configl um_old
#




5 f or mat

USB

]

for mat

]

USB

]

Si - R2|49iB- R2|4mic R2|40iD R1|s 0B

‘<ERROR> format :

signal

error

Control -C

‘<ERROR> cannot

format

USB memory

USB

]

# f or mat
#
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1.1 admi n

[ ]
[ ]

[si - RE[BO - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|4DiB- R2|4DiC R2/4DiD R1j8 0B
[ ]

admin [<user >]

[ ]

<user >
"admin"
[ ]
( )
[ ]
su
exit, end, qui t, !
[ ]
terminal alias

[ ]

‘Password: ‘

‘<ERROR> Aut hentication failed ‘

<WARNI NG> weak <user>'"s password: set the password

<WARNI NG> weak <user>"'"s password: contain at | east 8 chajracter s
7

8

<WARNI NG> weak <user>"'"s password: contain a different ki%d of ¢
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[ ]
[ ]

[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|8 0B
[ ]

Su [ <user >]

[ ]

<user >
"admin"
[ ]
( )
[ ]
admin
exit, end, qui t, !
[ ]
terminal alias

[ ]

‘Password: ‘

‘<ERROR> Aut hentication failed ‘

<WARNI NG> weak <user>'s password: set the password

<WARNI NG> weak <user>'"s password: contain at | east 8 chajracter s
7

8

<WARNI NG> weak <user>'s password: contain a different kind of ¢
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]
]
[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|8 0B
]
exit
]
]
( / )
( )
]
admin
configure
]
terminal al i as

]

‘<ERROR> The candidate-config has been changed but not committ ec

end

quit

]
(config)# exit
<ERROR> The candidate-config has been changed but not committec
(config)# end
<WARNI NG> The candi date-config has been changed but not committ
# exit
Login:




i gur e

conf

4

R3|{2iB- R2|qDiB- R2|49iB- R2|4Dic R2|4iD- R1/8 0B

R5|12iB- RB[BO -

- R§[BO -

[si

gur e

confii

+ 0

Ctrl

+ G

Ctrl

end, qui t,

exit

end

exit

quit

prompt

nal

ter mi

Ctrl +G.

[} —
o
>
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o
© ™
n
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o — o
= o c
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]
]
[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|80B
]
end
]
]
( )
]
qui t

]

‘<WARNING> The candidate-config has been changed but not |committ

]

(config)# end
#




]
]
[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|8 0B
]
quit
]
]
( )
]
end
]

‘<WARNING> The candidate-config has been changed but not |committ

]

(config)# qui t
#




7 top
]
]
[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|80B
]
top
]
]
( )
]
configure
]
(config-lan-0-ip)# top (l'an O
(config)#
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]
]
[si - Rb[BO - R5|12iB- RB[BO - R3|1DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|8 0B
]
up
]
]
( )
]

configure

]

p) # up (lan 0
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]
]
[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|80B
]
!
]
]
( )
( )
]
admin
configure
exit
1
# configur e ( )
(config)# ! ( )
# | ( )
#
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1 terminal pager

]

[si - RE[BO - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|4DiB- R2|4DiC R2/4iD R1j8 0B

]

terminal pager {enabl e} disabl e}

]

enabl e

di sabl e

( / )
( )
|
1
1
(
)
24 80 24 80 ter mi ne
wi ndow tel net ssh
terminal wi ndow
MORE ( x x %) :
(xx )
MORE:
( )
N X CTRL X
M- X ESC X
1 2 3 4 5 6 (7 8 9 0 ( 1 )
c
f ~F 2V SIPACE ( )
b "B M-V B S ( ) 1
z




CTRL+C

w 1
j ~J e ~“E ~N I RETURN ( )
k K y ~Y ~P| 1 ( ) 1
d ~D
u ~U 1
g < 1
G >
/ ) 1
? ) 1
n 1
N 1
- X x ( )
r "R ~L 1
"G ( )
h H ( )
a Q ~C
1
1
(7) (?)

76 80
" )
$ )
\< ( )
\> ( )
\x X < > )

RETURN
MORE: pattern not found (press RETURN)
MORE(l ine 1-22/515 lines, 1428/ 33473 bytes, 4%)
a b ¢ « e f
2 51



MORE(l ine 1-22 Ilines):

a b

(d+ex100)
RETURN CTRL
+C

‘MORE: help (press RETURN)

]

save
del et e

admin

terminal pager disabl e




2 ter mi nal wi ndow

]
]
[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|8 0B
]
terminal window [column <column>] [line <I|line>]
]
column <col umn->
10
line <line>
10
]
( / )
( )
]
telnet ssh telnet ssh
]
save
del et e
admin
1
80 24
ter mi nal window column 80 | ine 24




3

ter mi nal charset

]

[si

- R§[B0 - R5|12iB- RB[BO - R3|{DiB- R2|qDiB- R2|4iB- R2|4Dic R2|4iD R1|8 0B

]

terminal charset {EUC| SJI S}

]

EUC

EUC

SJI S

ShiftJI S

save
del et e

admin

EUC

ter mi nal charset EUC
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4 ter minal prompt
]
]
[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|8 0B
]
terminal prompt | ogin "<prompt>"
terminal prompt wuser "<prompt>"
terminal prompt admin "<prompt>"
]
l ogin
user
admin
<prompt >
80
]
( / ) (user )
( ) (login, admin
( )
]
(")
\c config2 config
\C (1 2)
\d « 7/
\h ( )
\H ( )
\m
\p ( )
\u
\t ( 24 )
\T ( 12 )
\@ ( NN 12 NN: am pm)
\v
2
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\w

\!
\ V1
"\c " configl \c " "
1
config2 "configad" "
1
“\n " \H*" sysname
"\p " \$ "
>
#
]
save
del et e
admin
]
# terminal prompt | ogin "Welcome: "
# terminal priolmMppg" user " [
# terminal pr\ompd@w/d mi n "
#
]
rminal prompt | ogin "Login:
terminal pr tncpdp "user "
ermi nal pr ompwp "admi n "
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5 terminal ti mestamp

]
]
[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|80B
]
terminal timestamp {enable] disabl e}
]
enabl e

disabl e

( / )
( )
]
]
save
del et e
admin
]
terminal timestamp disabl e

57



. 6 ter mi nal bell

]
]
[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|8 0B
]
terminal bell {enabl e disabl e}
]
enabl e

disabl e

( / )
( )
]
(1022 )
(1022 )
|
save
del et e
admin
]
ter mi nal bel l enabl e
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7 ter minal l oggi ng

]
]
[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|80B
]
terminal l ogging Iine <line>
]
line <line>
0 100 10
0
]
( )
( )
]
0
]
save
del et e
admin
]
24
terminal | ogging |ine 24




8 show ter mi nal

]

[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|80B

]

show terminal

]

candi dat e-
config running-config

]
# show ter minal
pager enabl e
wi ndow column 80 | ine 214
charset EUC
prompt \p1ogin "
prompt \u @ x\e 1 "
prompt \u @ttwip 'h "
ti mestamp disabl e
bel l enabl e
l ogging l'ine 24
#




1 show | ogging command
]
]
[si - RE[BO - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|49iB- R2|4DiC R2/4iD R1j8 0B
]
show | ogging command [ brief]
]
brief
]
( / )
( )
]
oo vk om
W oo
Ctrl +P i
Ctrl +P 1 Ctrl +C
Ctrl +P 1 Ctrl +U
]
32767
]
# show | ogging command
Dec 01 15:58:55 1 show system information
Dec 01 15:59:04 2 show dat e
Dec 01 16:00: 19 3 show | ogging command
# show | ogging command bri ef
1 show system information
2 show dat e
3 show | ogging command
4 show | ogging command brief




.2

clear |l ogging command

]
[si - Rb[BO - R5|12iB- RB[BO - R3|1DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|80B
]
clear 1l ogging command
]
]
( )
( )
1
]
# clear | ogging command
#
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[si - RE[BO - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|40iB- R2|4DiC R2/4iD R1j8 0B

1 al i as
]
]
]
alias <alias?>
]
<al i as>
80
2
<command>
]
( /
( )
|
]
exit, end, qui t,
commi t, di scard,

"<command>"

(-)
)

30
up, top, delete, show, <clear
save, |l oad, reset, mo f f

save
del et e
admin




hi story "show
ry

alias history
history

|l ogging

show

|l ogging

command

command

brief"

brief"
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2 show ali as

]
]
[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|8 0B
]
show alias [ <name>]
]
<name>
]
( / )
( )
]
]
candi dat e-
config running-config
]

# show alias
history "show | ogging command brief"
dsplog "show | ogging system"
# show alias history
"show |l ogging command brief"
#




cl ear ali as

]
[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|80B
]
clear alias [ <name>]
]
<name>
]
( /
( )
del et e
]
# clear alias history
# cl ear alias
#
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1 mor e
]
]
[si - RE[BO - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|4DiB- R2|4DiC R2/4DiD R1j8 0B
]
<command> | mor e
]

<command >

- #
®
D——>S0on

=z
o

]
( / )
( )
terminal pager enabl e
terminal pager
]
how running-config | more
0 mode auto
)
netinfo autologout 5m
E(86 %) : (d )
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ai

R3|{2iB- R2|qDiB- R2|49iB- R2|4Dic R2|4iD R1/8 0B

R5|19iB- RB[BO -

- R§[BO -

[si

[ <I'i nes>]

ai

t

<command >

<command>

ines>

<l

1000 10

1

10

pager

(terminal

ai

net

el

t

show

I i nk
€

public/ pri
con

master port
|l ogin admin on

gener ated

protocol :
sshd
|l ogon:

Si - R370:
Si - R370
Si - R370:

1
1
1

S t
9 6 0
192.168. 0.
192.168.0

: 30
: 52

.— O OO
DM mm
(ol i o)le)]
— O O o

Sooo
O -

0N — — —
S5 S5 S
H H oo H
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1 show system information
]
]
[si - RE[B0O - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|4DiB- R2|4DiC R2/4DiD R1j8 0B
]
show system information
]
]
( / )
( )
]
]
Si -R370
# show system information
Current ti me : Mon Jan 30 14:00:45 2006
Startup ti me : Mon Jan 30 08:40: 05 2006
System : Si-R370
Seri al No. : 00000123
ROM Ver . : 1.5
Firm Ver. : V34.01 NYOO0OO0O1 Thu Jan 26 00:44:14 06
Security Software Ver. : Si-R Security Software 02
Startup-config Thu Jan 26 13:08: 04 2006 configl
Running-config : Mon Jan 30 08: 40: 05 2006
MAC 00000ef16014-00000ef 16017
Me mory : 128 MB
SLOTO : -----
SLOT1 : -----
#
1) Current ti me
2) Startup ti me
3) System
Si-R1808B
Si-R1808B
Si-R220C
Si -R220C
Si -R220D
Si -R220D
Si -R2408B
Si -R2408B
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4)

5)

6)

7)

8)

9)

10

11

12

Si -R260B
Si -R2608B
Si-R370
Si -R370
Si -R370B
Si-R3708B
Si -R570
Si -R570
Si -R5708B
Si - R5708B

Seri al No.

ROM Ver .

ROM

Firm Ver.

Security Software Ver.
VXX.Vyy

XX.VyYy 2 10

Si -R220D Si-R370B Si-R5708B

Startup-config
Running-config

) MAC

MAC 12 16

Si - R1808B MA C 1

) Memory

) SLOT

Si - R2408B SLOTO SLOT1
Si-R370 Si-R3708B SLOTO
Si-R570 Si-R5708B SLOTO

Si -R260B Si-R220C Si-R220D Si-R1808B

BRI - modul e

BRI L2
PRI - modul e

PRI L2
PRI - modul e L3

PRI L3
100TX-modul e <MAC >

100BASE-TX L2
100FX-modul e <MAC >

100BASE- FX L2
ATM25-modul e

ATM25M L2
ATM155- modul e

ATM155M L2
ATM25-modul e H1

ATM25M H1

PC
SLOT1
SLOTS3
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ATM155- modul e H1

ATM155M H1
4Port BRI -modul e
BRI 4 H1

Dual 100TX-modul e <MAC
10/ 100BASE-TX2

H1
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2 show system

]

status

[si - Rb[BO - R5|12iB- R[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|80B

]

show system status

]

( /
( )
|
]
(Si -R180B )

# show system status
Current-ti me
Startup-ti me
restart_cause
machine_state

1) Current ti me

2) Startup ti me

3) restart_cause

power on

reset

reset

reset switch

system down
4) machine_state

RUNNI NG

FALLBACK

Mon Nov 17
Mon Nov 17
power on
RUNNI NG

4
8 :

o b
[S21¢)]
o o
o o
w w

1 00:
0 40:
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(Si -R220C Si-R220D Si-R2608B

# show system status
Current-ti me Mon Nov 17
Startup-ti me Mon Nov 17
restart_cause power on
machine_state RUNNI NG
inspiration_state NORMAL
inspiration_temp 35 C
1) Current ti me
2) Startup ti me
3) restart_cause
power on
reset
reset
reset switch
system down
4) machine_state
RUNNI NG
FALLBACK
5) inspiration_state
NORMAL
: ( )
HI GHWARNI NG
HI GHALARM
6) inspiration_temp
(Si -R2408B )
Si -R240B# show system status
Current-ti me : Fri Jan 27
Startup-ti me Fri Jan 27
restart_cause power on
machine_state RUNNI NG
fanO_state UNKNOWN
inspiration_state UNKNOWN
cpuO_state NORMAL
fanO_speed 0O rpm
inspiration_temp 25 C
cpuO_temp 24 C
CONNECTOR STATUS
sl otoO Vodafone VC701SI
slotl
1) Current ti me

)
14:00: 45
08: 40: 05
19:08: 14
19: 07:55

SUBSTATUS

o o
o o
w w

o o

o o

oo

ERROR

74



2) Startup ti me

3) restart_cause

power on
reset
reset
reset switch
system down
4) machine_state
RUNNI NG
EALLBACK
5).fan0_state
NORMAL
ABNORMAL
uNKNOWN
6).inspi ration_state
cpulO_state

CPUO
NORMAL

HIGH$ARNIJG

HIGHALARM

QNKNOWN
7).fan0_speed

8) inspiration_temp

cpulO_temp

CPU
9) CONNECTOR
PC (PC Cl
STATUS

( )
SUBSTATUS

75



ERROR
( )

(Si -R370 Si-R3708B )
# show system status
Current-ti me Mon Nov 17 14:00: 45
Startup-ti me Mon Nov 17 08:40:05
restart_cause power on
machine_state RUNNI NG
fanO_state NORMAL
inspiration_state NORMA L
cpuO_state NORMAL
fanO_speed 6700 rpm
inspiration_temp 35 C
cpuO_temp : 32 C
CONNECTOR STATUS SUBSTATUS
sl otoO RM- TX100 Onl i ne
slotl RM- BRI 1 Onl i ne
1) Current ti me
2) Startup ti me
3) restart_cause

power on

reset

reset

reset switch

system down
4) machine_state

RUNNI NG
EALLBACK
5).fan0_state
NORMAL
ABNORMAL
QNKNOWN
6) inspiration_state
cpulO_state

CPUO

NORMAL

: ( )
HI GHWARNI NG

o o

o o

w w

ERROR
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HI GHALARM
7) fanO_speed
8) inspiration_temp

cpulO_temp
CPU
9) CONNECTOR

RM- BRI 1

BRI L2
RM- PRI 1

PRI L2
RM- PRI 1B

PRI L3
RM- FX100SS

100BASE- FX L2
RM- TX100

100BASE-TX L2
RM- ATM25

ATM25M L2
RM- ATM155SS

ATM155M L2
STATUS

Onl ine

Admi ndown
: D OWN
SUBSTATUS

( )
ERROR

( )
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oo o

[ ODT O — =0 — —h—
— VLV OXVT SO S

2)

3)

4)

5)

6)

(Si -R570 Si-R5708B )

show system status
rrent-ti me
artup-ti me
start_cause
chine_state

wer O_state

wer 1_state
n0_state
nl_state
spiration_state
uO_stat e
n0_speed
nl_speed
spiration_temp
uo0_t emp
sic_memory
pand_memory
NNECTOR

|l ot O RM- PRI 1B
l ot 1 RM- BRI 1

| ot 2 RMP- TX100D
|l ot 3 RMP- BRI 4

Current ti me
Startup ti me

restart_cause

power on

reset

reset

reset switch

system down

machine_state

RUNNI NG

FALLBACK

power O_state
#0

power 1l _state
#1

NORMAL

NO_PRESENT

FAI L

UNKNOWN

fanO_state

Fri Aug
Fri Aug
power on
RUNNI NG
NORMA L
NORMA L
NORMA L
NORMA L
NORMA L
NORMA L
6700 rpm
0O rpm
C

C

MB
STATUS
On | ne
Online
On | ne

i
i
i
Online

_PRESENT

SUBSTATUS

ERROR
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#0

fanl_state

#1

NORMAL

ABNORMAL

UNKNOWN

7)

inspiration_state

cpulO_state
CPUO
NORMAL

( )

HI GHWARNI NG

HI GHALARM

8)

fanO_speed
#0

fanl_speed

9)

#1
inspiration_temp

cpulO_temp
CPU

10)

basic_memory

expand_memory

256 MB

256 MB

512MB

512 MB

NO_PRESENT

UNKNOWN

11)

CONNECTOR

RM- BRI 1

BRI L2
RM- PRI 1
PRI L2

RM- PRI 1B

PRI L3

RM- FX100SS

100BASE- FX

L2
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RM-TX100

100BASE-TX L2
RM- ATM25

ATM25M L2
RM- ATM155SS

ATM155M L2
RMP- TX100D

10/ 100BASE-TX2 H1
RMP- ATM25

ATM25M H1
RMP- ATM155SS

ATM155M H1
RMP- BRI 4

BRI 4 H1
STATUS

Online

Admi ndown
: D OWN
SUBSTATUS

( )
ERROR

( )
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.3

show tech-support

[si

]
- R§[B0 - R5|10iB- RB[BO - R3|{DiB- R2|qDiB- R2|4iB- R2|4Dic R2|4iD R1|8 0B
]
show tech-support [savel]
]
USB
]
( / )
( )

UuSB
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|l ogging error

show

4

R3|{2iB- R2|qDiB- R2|49iB- R2|4Dic R2|4iD R1/8 0B

R5|12iB- RB[BO -

- R§[BO -

[si

l ogging error

show

/

ROM

y

<offset >

Zzone

(ti me

i me: "

t

"Logging

GMT (

-R570
show

Si

error

|l ogging

#

n FLASH

Logs

Error

Log:

Error
g=80, mode=00, unit=120,regsp=00000000

0]
| a

[
f

informati on:

Firm

PTF: NYOOO1

00

V30.

Si - R570

information:

Error

[ 85020000]

e:

11:51:17 2005
di agnostic error

00142224

code
¢
1

~ O C
[

information:
00000080
000000O0O
00000000
000000O0O
00000000
00000000

0000341f
00000000
00000000
00000000
00000000
00000000

00142228
00000O0O0O
000000O0O0
00000O0O0O
00000O0O0O
00000O0O0O

00000O0O0O
000000O0O0
00000O0O0O
000000O0O0
000000O0O

A

Det ai

Logs:

Error

Extended

Log:
informati on:

Error
g=80, mode=00, unit=120,regsp=00000000

1]

| a

irm

Si - R570

[
f
=

PTF: NYOOO1

00

V30.

information:

Error

2005
error

37

[ 85020000]
59:

e:
11:
di agnostic

code
¢
1

~ O C
[

information:
00000080
000000O0O
00000000

Har dwar e

Det ai

00003520]
00000000]
00000000]

00142228
00000O0O0O
00000O0O0O

[00142224
[ 00000000
[ 00000000
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00000000]
00000000 ]
00000000]

00000O0O0O
00000000
00000O0O0O

00000O0O0O
00000O0O0O
00000O0O0O

[00000000O
[00000000O
[00000000O0

DRAM

n

Logs

Error

Log:

Error

80, mode=00,unit=80,regsp=04ae9e60

Si -R570

nf ormati on:

m

r

NYOOO1

PTF:
nf ormati on:

00

[00000080:

V30.
me :

System down

down

00000002]

code

Logagi
Thu

i
10

t

ng

23 2005

05:

Feb

Regi ster:

[
m
t
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AL L0000 AdANNN
P G S
soovaooocoooQQ
nEcooooooDD
YOO o0UHWOOOO
0O0ONOH@BTOO VO
COTOOOSYTO OO
TOOO A OO ©O
©COMOMN~OWOO VO
WOMOMAO BTOO ©O
Ooo0ooo+dHo0voOYO
O0OO0OO0OO0OULVLEOOOO

o

-« O oON®©OS®
OL. OoOo0cOoOddANANN
- 0 [ U G G G G G
o000 000QQ
nE_oooooDoDOD

Regi ster:

Peripheral

eedr [00000000]

| 2errdet[ 00000000]

[00000000]

_det
St ack:

err

User

+

+
. mX.

+

+

4L

+

+4

4L

O4aeald0 00886d58 04ae9f b8 04ae9fal

00c6fcbhb

04ae9f 60

clbcboOal
acab5ad4asb
efadbbai4
000000O00O
000000O0O
00000000
00000100

d8c4d4eab7

feadcebb
a8b7cilbc

04ae9f 70

bOad4f 2ab

a2c9bdbec
c9ab5e9ab
ebala30a
O4aealcO

04ae9f 80

chad4a2ai4
00000000
00000000
0000000 a

ad4abf3a4d

04ae9f 90

00000000
00000000
O4aealbo

04ae9fbo

04ae9fal

04ae9fbo

85004100
04ae9ffo0

04ae9fcO

04ae9fbo

04ae9fdo

0O4aealb68
00000000
00000000
2066696¢C

00000000 85004100 0O0OO0O0OO01O00O0
0O4aeal20

00000O0O0O
00000001

04ae9fel

00000O0O0O
00000007

000000O0O
O4aealf O

0O4ae9ffo0

0O4aeal000
0O4aeal0l1o0
0O4aeal020
0O4aeal030
0O4aeal04d40
0O4aeal0b50
0O4aealb60
O4aeal070
0O4aeal080
0O4aeal09o
O4aeala0
O4aealObo
O4aealcO

. Tran.

0O4aeal000
5472616e

04ae9ffo0

sfer..
B.

01e89be0
00000000
00000000
00000000
00000000
ffffffff
L fffffFfof

000002bf

73666572

000000O0O
000000O0O0
00000O0O0O

00000000
00000000
00000000

42000082

000000O0O
000000O00O
010b00O0O
O4aealds8

00405cf c

04b22114 0000005d

CH.S&. .

ffffffff
N 7 O A 7R O A 7O

0124269c

0002do0aQ
00000000
00000000
0002d00O0

42002088

000000O0O0
00000O0O0O
00000100

0087b9dc

42002088

00000001

00000001

00000001

42000084

000000O0O0
00000002
00004e43

00000000

00000100

0087b6d4
00000001

035fc300
00000020

O4aealdo
O4aeale0

. NC.
. NC.

01260af0

0O4aeallo0

01260af0 00004e43 00000020

0O4aealo0oO

O4aealfo

.o

- 0O

. Z
o3 .
.3 .
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O NOO
O oo
T O T T
0O oo
= O 4
D O LW
M ANMmmM
o< OO
0 Mmoo
N OO
T O OO
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1w N O
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o
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O NMm
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© © © ©
(OB RN
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01230168
01230168

0087a23c 00000022

O4aeal?70
O4aealdoO
000000O00O
000000O0O
04b71lee0

O4aealdo0
O4aealb5o

00769eec

04b11152

04b22114 0000005d

00000022

O4aeal60

00000200
00000022

000000O0O0

0087a01c

O4aeal?70

04b22114 01230168

00869238

O4aeal80

00000O0O0O
00000O0O0O0
01230168

00000000
00000000
00769eec

O4aealad0

O4aeal9o
O4aeala0

00867cd8

O4aealcO

010b0000 04b11152

04b71ee0

O4aealbo

01230168
00000O0O0O
0121fd30

010ed184
00000000
01230168
00769eec

01240000
00768d20
0O4aea2?220

O4aealcO

0O4aeaz210
04b71lee0

O4aealdo

O4aeale0O

01230168

007697d4

0O4aea210

O4aealfo

83



01240000
fffffffb
4f 000000
00000O0O0O
00000O0O0O0
30000000
00000O0O0O
343a3239
00000O0O0O
000000O0O
00000O0O0O
000001d4

04b71ee0 01240000 01230168

0O4aea200
0O4aea210
0O4aeaz220
0O4aea230
0O4aea240
O4aea250
O4aeaz260
0O4aea270
04aeaz280
0O4aea290
O4aeaz2al0

007685d4 04aea200

04aea330
4649524d

FI RMWARE-1 NFO.
Si -R570. .

2d494e46

57415245
35373000
00000000
30312056
00000000
46656220

000000O0O0
00000O0O0O
33302e30

53692d52

00.

V3O0.

000000O0O
4593030
000000O0O
4d6f 6e20
3a353920
000000O0O
000000O00O
000000O0O
000000O0O
000000O0O
000000O0O
000000O0O
000000O00O
000000O0O
011395e0
0O4aeaid360
04aea360
00000004

NYOOO1

14:

2005.

Feb

00000O0O0O
20372031

Mo n

JST

059

32303035
000000O0O0
000000O0O
000000O0O0
000000O0O
000000O0O0
000000O0O0
000000O0O0
00000O0O0O0
000000O0O0

4a535420
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000

O4aea2bo
O4aea2cO

00000000
00000000
00000000
00000000
00000000
00000000
01240000
035fcdcO

O4aea2do
O4aeaz2e0

O4aea2fo

0O4aea300
0O4aea3l0
0O4aea320
0O4aea330
0O4aea340
0O4aea350

00000004 01240000

00769fed4d 00000000

01230168
04b71ee0

7ffffffo

01240000

0087a23c

04aeald3’70

St ack:

4L

I nterrupt

+ + +

+

4L

+

+4

00000000
01124844
a2c9bdbc
00000000
00000000
00000000
000000O00O
00000000
O4aeal7i4
00000000
42000082

00000000 O4aealfo0 0121ff74

000000O00O
0087a01l1c

04ae9%9e60
0O4ae9e70

00000005
010cf9o924

d8c4d4eab7

04ae9f60

00000005

04ae9%9e80
04ae9e90

00000005
00000000
00000000
00000000
0O4aealfo

clbcbhoOal
acab5ad4asb
000000O0O
00000O0O0O
O4aeale0

000000O0O0
00000O0O0O
000000O0O0
0121ff74

0O4ae9eal

0O4ae9eb0

0O4ae9ecO

04ae9edO

oooooooo0 ffffffff 0121ff7c

0086dab4

0O4ae9ee0

. mt ..

000000O0O
000000O0O0
000000O0O
000000O0O0
000000O0O
000000O0O0
00004e43

0002d000O0
00000005

0O4ae9ef O

00886d74

04ae9f 00

00000000
00000000
00000000
O4aeal?70

00000001 0087a01c
00000008

04ae9f 10

00000000
00000000
00000000
01260afo0

00000000
00000000
00000000
04ae9f 60

04ae9f 20

04ae9f 30

. NC.

04ae9f 40

04ae9f 50

exit

#
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. 5

clear |l ogging error

]
[si - Rb[BO - R5|12iB- R[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|80B
]
clear |l ogging error
]
]
( )
( )
CHECK
]
# clear | ogging error
#
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6 show | ogging syslog
]
]
[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|80B
]
show | ogging syslog
]
]
( / )
( )
]
1024
]
OFF clear 1l ogging syslog
reset
]
# show logging syslog
Nov 11 08:31:06 192.168.1.1 Si-R370: init: system startup
Nov 11 08:31: 06 192.168.1.1 Si-R370: protocol: [mb/ 0] | an
Nov 11 08:31:06 192.168.1.1 Si-R370: protocol : [ mb/ 0] | an
3 86



7

clear | ogging syslog

]
[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|8 0B
]
clear |l ogging syslog
]
]
( )
( )
1
# clear | ogging syslog
#
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. 8

cl ear statistics

[si

]
- R§[B0 - R5|10iB- RB[BO - R3|{DiB- R2|qDiB- R2|4iB- R2|4Dic R2|4iD R1|8 0B
]
clear statistics
]
]
( )
( )

#
#

Cc

]

|l ear statistics
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. 9 show date
]
]
[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|80B
]
show dat e
]
]
( / )
( )
]
1
# show dat e
Tue Jan 1 12:30:00 2008 - - - (1)
1)
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10 dat e
]
/
]
[si - Rb[BO - R5|12iB- RB[BO - R3|1DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|8 0B
]
date [<YYYY/ MM/ DD. hh: mm: ss >]

]

<YYYY/ MM/ DD. hh: mm: ss >

# d
Tue

# d
#

( )
]
( / )
( )
ate
Jan 1 12:30:00 2008
ate 2008/01/01.12:30:00
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11 rdate

]
]
[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|8 0B
]
rdat e
]
]
( )
( )
]
ti me auto server ( )
]
# rdate
Tue Jan 1 12:30:00 2008
#
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12 reset

]
]
[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|80B
]
reset
reset clear
reset <filename>
]
clear
<filename>
configl
1
confi g2
2
]
( )
( )
]
]

# reset
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13 updat e

]
]
[si - Rb[BO - R5|12iB- RB[BO - R3|{1DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|8 0B
]
updat e
]
]
( )
( )
]
updateinfo (ftp
FLASH
]
OFF/
( Si-R1808B )

OFF/

‘detected HARD ERROR, cannot execute

]
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# updat e

update: File transfer now!

220 192.168.1.2 FTP server (Version 6.00LS) ready.

331 Password required for hamster.

230 User hamster | ogged in.

200 Type set to |I.

200 PORT command successful.

150 Opening BINARY mode data connection for '/SIR570SOFT. ftp'
Hash mark printing on (4096 bytes/hash mark).

HHAHHHH BB A HAHABRSH
HAHHHH BB HAHHAARSR

HH#HH BB HBRH

HHEHH#H

4146148 bytes received in 4.903 seconds (825.814 Kbytes/sec)
226 Transfer compl ete

221 Goodbye.

update: File transfer ok.

update: Transfer file check now!
update: Transfer file check ok
update: File information check now!
[old] Si-R570 V30.00 PTF: NYOO0O1
[new] Si-R570 V30.00 PTF: NYOO0O1
update: File information check ok.
update: Rom firm write now!

target file type 'firm' (4146148 bytes)
Erase now. ..

(@leleleleclceleleleleelelele) [ 16 s]
@lelejelelclclelelelelclelelele) [ 32 s]

@@ .. [ 34 s]

Erase end. (34 seconds)

Write now. ..

@lelejelelclclelelelelcleleiele) [ 1 %]
(@lelelelelealceleleleleelelele) [ 3 %]
(@leleleleiclcelelelelelelelele) [ 99 %]

@@E@Q@ .. [ 100 %]
4146036 bytes wrote in 48.274 seconds (83.878 Kbytes/sec)
update: Rom firm write ok.

#




4

Et her net

4 Et hernet
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1 Et hernet
1.1 show et her
]
Et hernet
1
[si - RE[B0O - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|49iB- R2|4DiC R2/4iD R1j8 0B
|
show ether [slot <slot>] [line <line>]
]
slot <slot>
mb
switch
(SW1 SWw4) Si -R180B
0 3 Si -R570 Si-R5708B
0 1 Si -R370 Si-R3708B
line <line>
<sl ot> mb
0 3 Si -R570 Si-R570B Si-R370 Si-R370B Si
0 1 Si -R240B Si-R1808B
<slot> switch
1 4 Si -R1808B
<slot> 0 1
0 Si -R570 Si-R570B Si-R370 Si-R3708B
<slot> 2 3
0 1 Si -R570 Si-R5708B

-R2608B

4 Et hernet
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#

[ L

2)

(
hernet
ot
ne
ot

]

show et her

AN PORT- 0]
atus
di a
ow control

ince

AN PORT- 1]
atus
di a
ow control
ince
ckup confi
ckup port
AN SLOT-0
atus
di a

ow control

ince

ckup confi
ster port

di sabl e

down

gurati on

PORT- 0]

gur ati on

down(offline)
of fline

auto

10M/100M/ 1000M

Full / Hal f

MDI / MDI - X

(10Mbps/ 100Mbps/ 1000Mbps)

MD |

MD |

aut o
Fi ber
send
Oc't

100M
Met al
send
Oc't
mast e
sl ot

down
Met al
send
Oc't
backu
sl ot

i
2

100M Full
on, rece
2 17:31:
Ful |l MD |
on, rece
2 17:31:
r (activ
0O line O
of f, rec
2 17:31:
p (stand
mb | ine

\%
6

MD I

e

on
2002

—_~—~—
A WN P
—— — —

—~
~— —

(7)

4

Et hernet
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Fi ber

Met al

3)

of f

4)

5) LAN

master

backup

active

standby

6) LAN
7) LAN

4

Et hernet
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2 show et her statistics

]

Et hernet

]

[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|80B

]

show ether statistics [slot <slot>] [line <line>]
]
<slot>
mb
switch
(Swl1 swi4) Si-R1808B
0 3 Si-R570 Si-R5708B
0 1 Si -R370 Si-R3708B
<line>

<sl|l ot > mb

0 3 Si -R570 Si-R570B Si-R370 Si-R370B Si

0 1 Si -R240B Si-R1808B

<slot> switch

1 4 Si - R1808B

<slot> 0 1

0 Si -R570 Si-R570B Si-R370 Si-R3708B

<slot> 2 3

0 1 Si -R570 Si-R5708B

-R2608B

4 Et hernet
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]

Et hernet

<l
<l

ne>
ne>

# show
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- cCc —TO ®®T O S5
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13)
14)
# show ether statistics

[LAN PORT-0 STATI STI CS]

Il nput packet s 7388 --- (1)
Il nput error packets 0 --- (2)
frames too | ong 0 - - - (3)
alignment errors 0 --- (4)
frames too short 0 --- (5)
FCS errors 0 --- (6)
overrun 0 --- (7)
|l ate collisions 0 - - - (8)
iflnDiscards 0 --- (9)
rxque full count 0 --- (10)
Out put packets 7388 --- (11)
Out put error packets 0 --- (12)
|l ate collisions 0 --- (13)
excessive collisions 0 --- (14)
underrun 0 --- (15)
carrier sense errors 0 --- (16)
[LAN PORT-1 STATI STI CS]
Il nput packet s 599
I nput error packets 0
frames too | ong 0
alignment errors 0
frames too short 0
FCS errors 0
overrun 0
|l ate collisions 0
iflnDiscards 0
rxque full count 0
Out put packets 599
Out put error packets 0
|l ate collisions 0
excessive collisions 0
underrun 0
carrier sense errors 0
1)
2)
3)
4)
5)
6) CRC
7)
8)
9) FI FO
10)
11)
12)
13)
14)
15)
16)
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# show ether statistics

0 STATI STI CS]
put packets 931615 - - -
r
0

[ LAN PORT
I n

Il nput err
frames t
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packet s
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1)

2)

3)

4)

5)

6)

7)

8)

9)

10)
11)
12)
13)
14)
15)
16)
17)
18)
19)
20)
21)
22)
23)
24)
25)
26)
27)
28)
29)
30)
31)
32)
33)
34)
35)
36)

37)
38)
39)
40)
41)
42)

CRC
PAUSE ( MAC )
MAXSI ZE( 1536 )
64 MAXSI ZE(1536
FCS
MAXSI ZE( 1536 ) FCS
PAUSE ( MAC )
FCS
1

FCS

4 Et hernet
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2

2.

1 c |
]

Et hernet

]

ear

Et her net

et her

statistics

[si - RE[B0O - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|49iB- R2|4DiC R2/4iD R1j8 0B

]

clear et her

statistics [slot <slot>]

[1ine <line>]

<slot >
mb
switch
(SwWl1 swi) Si -R1808B
0 3 Si -R570 Si-R5708B
0 1 Si -R370 Si-R3708B
<line>
<sl ot > mb
0 3 Si -R570 Si-R570B Si-R370 Si-R370B Si
0 1 Si -R240B Si-R1808B
<slot> switch
1 4 Si -R1808B
<slot> 0 1
0 Si -R570 Si-R570B Si-R370 Si-R3708B
<slot> 2 3
0 1 Si -R570 Si-R5708B

-R2608B

4 Et h

ernet
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( )
( )
]
Et hernet
<line> <sl ot >
<line> <sl ot >

# clear ether statistics
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1 | SDN

1 show isdn
]
I SDN
]
[si - RE[BO - R5|{2iB- RB[BO - R3|7 Si - R2|4d9ic R2|Z
]
show i sdn
]
]
( / )
( )
]
I SDN
]
# show i sdn
[ sl ot O Iine 0]
di al no O
di al no 1 *
[ Blch]
channel status connected( MP)
call status call -out
remote target tokyo.apl [remote O ap 0]
remote TEL no 4588*
|l ine speed 64000 bps
communi cated ti me 0000.00:00:01
| PCP opened
negotiated | P address |l ocal 192.168. 1.1
remote 255.255.255. 255
DNS server address 255.255.255.255 255.255.255. 255
| PV6CP : opened
BCP : opened
MPL SCP : opened
send/ receive traffic : 0%/ 0%
[ B2ch]
channel status connected( MP)
call status call -out
remote target [remote O ap 0]
remote TEL no 4588*
l'ine speed 64000 bps
communi cated ti me 0000.00: 00: 014
I PCP opened
negotiated | P address |l ocal 192.168. 1.1
remote 255.255.255. 255
DNS server address 255.255.255.255 255.255.255. 255
| PV6CP opened
BCP opened
MPLSCP opened
send/ receive traffic 0 %/ 0%
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1)

2)

3)

4)

5)

6)

7)

8)

9)

10

Si - R220C Si

0
O *
1
l *
enabling
synchronization failed
idle
di sconnecting
connected
connected( MP)
MP
callin

alerting

( channel status

call -out

cal l

1
3

dddd. hh: mm: ss

) 1 PCP

opened

I Pv 4
negotiating
I PCP
closed

| Pv 4

11) I P - I P

12)

| PCP
255,255,

DNS

255. 255

-R220D

connected)

| D)
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| PCP DNS
DNS

13) I PV6CP

opened
| Pv6
negotiating
| Pv6CP
closed
| Pv 6

14) BCP

opened
Bridge
negotiating
BCP
closed
Bridge

15) MPLS

opened
MPL S
negotiating
MPLSCP
closed
MPL S

16) /

5 I SDN
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2 show i1 sdn account

]
I SDN
]
[si - Rb[BO - R5|{DiB- RB[BO - R3|7 si - R2|4@ic R2|z
]
show isdn account
]
]
( / )
( )
]
| SDN
]
# show isdn account
[ wan 0]
Call Account:
call setup count = 2 - - - (1)
call busy count = 0 -- - (2)
call error count = 0 - - - (3)
Call ed Account:
call ed accept count = 0 - - - (4)
called reject count = 0 -- - (5)
Ti me/ Charge Account :
total time for callout = 0000.00: 03:014 - - - (6)
total charge = 10 --- (7))
peak ti me remot e = internet. | SP-1 - - - (8)
ti me = 0000.00:02:57 --- (9)
charge = 10 --- (10)
peak charge remote = internet. | SP-1 --- (11)
ti me = 0000.00:02:57 --- (12)
charge = 10 --- (13)
| ast remot e = intranet. OFFI CE- | --- (14)
ti me = 0000.00:00:07 --- (15)
charge = 0 --- (16)
Access-point Time/ Charge:
remot e ap charge ti me
0 0 0 0000.00: 00: 00
199 99 0 0000.00: 00: 00
e d
(17) (18) (19) (20)
#
1)
2)
3)
4)
5)
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6)

7)

8)

9)

10)
11)
12)
13)
14)
15)
16)
17)
18)
19)
20)

I SDN
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3 show isdn statistics <ci
]
| SDN
]
[si - R¥[BO - R5|{DiB- RB[BO - R3|7 si - R2|4@ic R2|z
]
show isdn statistics circuit
]
| SDN
]
( /
( )
]
| SDN
]
(BRI 1 SDN)(Si-R220C Si-R220D )

# show is
[LI NE STA
dat e
channel
speed
status
since
func

D CHANNE
eceived

—

=

sent

=
—_
-

—c ~oCOoO® O)OTTO
—SoTo YO PE C
—“—acaoaooQ®

»w o
E——

a

<
=

O
=
-
o—~oo
o—~ "o o

"no
< o
=z
(@]

r
f
n
t
r
u
n
G
t

OUTSYNC c

t

[LI NE STA

dat e

channel

speed
status
since
func

[LI NE LOG

dn statistics

TUS]

L I NFORMATI ON]

frame
bytes
frame
bytes
me dropped

or
rame
gt h
et
ame
n
count
ount
i me
ount
i me

dropped

TUS]

| NFORMATI ON]

circuit

rcui t

Oct 14 16:00: 40
[ MB] [ CNCTO] [ D]

16k
wait s
Oct 14
Q921

y

[eNeoNoNoNe) cNoNoNe]

[ NeoNeoNeNoNa)

Oct 14 16:00
11

[ MB] [ CNCTO
6 4 k
wait s
Oct 14
HDLC

140
B1]

2002

nc
16: 00: 24 2002

2002

I SDN

—_~—~ ~~~~—~

~~~~—~ ~~—~ A~~~

~~~~—~

RPRRRERR RPOON OUAWNER
O— —— ——————

O wWN P
— — — — —

P OO0 ~NO®
~—

NNR PR

OO0 WN R
—— — —



received frame
bytes
sent frame
bytes
Il nput frame dropped
busy
CRC error
abort fr ame
bad | ength
bad octet
Out put frame dropped
underrun
FIl ow control
I i mit
count
condition
FIl ag send/ monitor mode
flag recv
idl e recv
flag received count
ti me
idle received count
ti me
( BRI
# show isdn statistics
[LI NE STATUS]
dat e
channel
speed
status
since
func
[ D CHANNEL | NFORMATI ON]
received fr ame
bytes
sent frame
bytes
Il nput frame dropped
busy
CRC error
abort frame
bad | ength
bad octet
Out put frame dropped
underrun
Collision count
SYNC count
ti me
OUTSYNC count
ti me
[LI NE STATUS]
dat e
channel
speed
status
since
func
[LI NE LOG | NFORMATI ON]
received fr ame
bytes
sent frame
bytes
Il nput frame dropped
busy
CRC error
abort fr ame
bad | ength
bad octet
Out put frame dropped

[eNeoNeNe]

[eNeoNeNoNa)

o

XON
yes/ no

[eNeoNeoNeNoNa)

| SDN) ( Si -R570 Si-R570B Si-R370 Si-R370B BR

circuit

Oct 14 16:00: 40 2002
[ SLOTO] [ CNCTO] [ D]
16k
wai t
Oct
Q921

y

sync
14 16:00:24 2002

[eNeoNeoNoNe) (el oNoNe]

[ NeoNeNoNoNe]

:00: 40 2002

Oct 14 16
[ CNCTO] [ B1]

[ SLOTO]
6 4k
wai t
Oct
HDL C

et | i
16:

s ne
14 00:24 2002

(el oNoNe]

[eNeoNeoNoNe)
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underrun
Fl ow control
I i mit
count
condition
FIl ag send/ monitor mode
flag recv
idl e recv
flag received count
ti me
idle received count
ti me
( BRI
# show isdn statistics
[LI NE STATUS]
dat e
channel
speed
status
since
func
[ D CHANNEL | NFORMATI ON]
received frame
bytes
sent frame
bytes
Il nput frame dropped
busy
CRC error
abort fr ame
bad | ength
bad octet
Out put frame dropped
underrun
Collision count
SYNC count
ti me
OUTSYNC count
ti me
[LI NE STATUS]
dat e
channel
speed
status
since
func
[LI NE LOG | NFORMATI ON]
received frame
bytes
sent frame
bytes
Il nput frame dropped
busy
CRC error
abort fr ame
bad | ength
bad octet
Out put frame dropped
underrun
FIl ow control
I i mit
count
condition
FIl ag send/ monitor mode
flag recv
idl e recv
flag received count
ti me

X ON
yes/ no

[eNeoNeNoNoNe]

| SDN) (Si -R570 Si-R570B BRI 4

dl e received count

circuit

H1

Oct 14 16:00:40 2002

[ SLOT2] [ CNCTO] [ D]
16k
wait s
Oct 14
Q921

y

[eNeoNeNoNa) [eNeoNeNe]

[ NeNeoNeNoNe)

Oct 14
[ SLOT2]
6 4 k
wait s
Oct 14
HDL C

—

[eNeoNeNe]

[eNeoNeNoNe)

o

XON
yes/ no

[eNeoNeNoNe)

nc
16: 00: 24 2002

5 I SDN

it i it i et e
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~~ A~~~

A~~~ A~~~

[EN
[e)]
~

22)
23)
24)
25)
26)
27)
28)
29)
30)
31)
1)
2)
3)
4)
5)
6)
7)
8)
9)
10)
11)
12)
13)
14)
15)
16)
17)
18)
19)
20)
21)
1)
2)
3)
4)
5)
6)
7)
8)
9)
10)
11)
12)
13)
14)
15)
16)
22)
23)
24)
25)
26)
27)
28)
29)
30)



[LI NE ST
dat e

channel [ SLOT2] [ CNCT1] [ D]
speed 16k
status wait sync
since Oct 14 16:00:24 2002
func Q921
[ D CHANNEL | NFORMATI ON]
received frame 0
bytes 0
sent frame 0
bytes 0
Il nput frame dropped
busy 0
CRC error 0
abort fr ame 0
bad | ength 0
bad octet 0
Out put frame dropped
underrun 0
Collision count 0
SYNC count 0
ti me 0
OUTSYNC count 0
ti me 53
B1 B 2
2 3 D B1
[LI NE STATUS]
dat e Oct 14 16:00: 40
channel [ SLOT2] [ CNCT3] [ B
speed 6 4 k
status wait setline
since Oct 14 16:00: 24
func HDL C
[LI NE LOG | NFORMATI ON]
received frame 0
bytes 0
sent frame 0
bytes 0
Il nput frame dropped
busy 0
CRC error 0
abort fr ame 0
bad | engt h 0
bad octet 0
Out put frame dropped
underrun 0
FIl ow control
I i mit 0
count 0
condition XON
FIl ag send/ monitor mode yes/ no
flag recv 0
idl e recv 0
flag received count 0
ti me 0
idl e received count 0
ti me 0
( PRI | SDN) (Si - R570 Si-R370 PRI L2

# show

ti me

ATUS]

sdn statistics

[LI NE STATUS]

dat e

Oct 14 16:00: 40

circuit

Oct 14 16:00: 40

2002

2002
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~~ e~~~ —_~—~ M~~~ A~~~

M~~~

M~~~

—_~—~

~~ e~~~

kit e e e e e

31)

1)
2)
3)
4)
5)
6)
7)
8)
9)
10)
11)
12)
13)
14)
15)
16)
17)
18)
19)
20)
21)
1)
2)
3)
4)
5)
6)
7)
8)
9)
10)
11)
12)
13)
14)
15)
16)
22)
23)
24)
25)
26)
27)
28)
29)
30)
31)
1)



channe
speed
status
since
func

D CHANNEL

—

I NFORMATI ON]

received frame
bytes
sent frame
bytes
Il nput frame dropped
busy
CRC error
abort fr ame
bad | engt h
bad octet
Out put frame dropped
underrun
Recei ved Signal count
No signal I ndicati on
Al arm I ndication signal
Loss of Synchronization
Recei ve Remote Al arm
SYNC count
ti me
OUTSYNC count
ti me
B1
[LI NE STATUS]
dat e
channel
speed
status
since
func
[LI NE LOG | NFORMATI ON]
received frame
bytes
sent frame
bytes
Il nput frame dropped
busy
CRC error
abort fr ame
bad | ength
bad octet
Out put frame dropped
underrun
FIl ow control
I i mit
count
condition
FIl ag send/ monitor mode
flag recv
idl e recv
flag received count
ti me
idle received count
ti me
( PRI
# show isdn statistics
[LI NE STATUS]
dat e
channel
speed
status
since
func

[ SLOTO] [ CNCTO] [ D]
6 4 k
dat a
Oct
Q921

14 16:00:24 2002

[eNeoNeNe]

[eNeoNeNoNa)

o

5099

OWWhrAoO~NOPR

B22

Oct 14
[ SLOTO]
6 4 k
wai t
Oct
HDL C

—

S
14

[eNeoNeNe]

[eNeoNeNoNa)

o

XON
yes/yes

[eNeoNeoNoNoNo)

| SDN) ( Si -R570 Si-R570B Si-R370 Si-R370B PR

circuit

Oct 14 16:00: 40 2002
[ SLOTO] [ CNCTO] [ D]

6 4 k

dat a

Oct 14 16:00:24 2002
Q921

I SDN

—_~—~ ~~~ A~

et e e e e e ~~ e~~~
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~~ e~~~

ittt i e et e
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[ D CHANNEL

I NFORMATI ON]

received fr ame 0
bytes 0
sent frame 0
bytes 0
Il nput frame dropped
busy 0
CRC error 0
abort frame 0
bad | ength 0
bad octet 0
Out put frame dropped
underrun 0
Received Signal count
Al arm I ndication signal 2
Loss of Synchronization 3
Recei ve Remote Al arm 1
SYNC count 1
ti me 10822
OUTSYNC count 0
ti me 21
B1 B2 2
[LI NE STATUS]
dat e Oct 14 1
channel [ SLOTO] [
speed 6 4 k
status wait se
since Oct 14
func HDLC
[LINE LOG | NFORMATI ON]
received frame 0
bytes 0
sent frame 0
bytes 0
Il nput frame dropped
busy 0
CRC error 0
abort fr ame 0
bad | ength 0
bad octet 0
Out put frame dropped
underrun 0
Fl ow control
I i mit 0
count 0
condition XON
Fl ag send/ monitor mode yes/yes
flag recv 0
idl e recv 0
flag received count 0
ti me 0
idle received count 0
ti me 0
(D/ B )
1)
2)
D B1 B2( PRI B23
3)
kbps
4)
I nit
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1)
2)
3)
4)
5)
6)
7)
8)
9)
10)
11)
12)
13)
14)
15)
16)
22)
23)
24)
25)
26)
27)
28)
29)
30)
31)



Wait Setline

Wait Enabl e

Wait Sync

Wait Call

( )
Wait Sync_s

Outsync

Wait Enabl e_con

Wait Disabl e

Wait Disable_con:

Wait FIl ag

Recv | DLE

5)

6)

Q921

D

Q921(per-call)
D

HDL C

HDL C

Pl AFS

Pl AFS

TRANSPARENT

7)

8)

9)

10)

11)

12) CRC
13)

14)

15)

16)

17)

18)

19) (100ms )

5 I SDN

118



20)
21)
22)
23)
24)
25)
26)
27)
28)
29)
30)
31)
32)
33)
34)
35)

(100ms )

(100ms )

(100ms )
No Signal I ndication
Al arm I ndication Signal
Loss of Synchronization
Receive Remote Alarm
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4 show isdn statistics piafs

]
PI AFS
]
Si - RB[BO - R3|7 si - R2|4@ic R2|z
]
show isdn statistics piafs
]
]
( / )
( )
]
Pl AFS
]
# show isdn statistics piafs
[ LI NE LOG | NFORMATI ON]
channel [ MB] [ CNCTO] [ B1] =--- (1)
received fr ame 548 -- - (2)
received byte 41648 - - - (3)
bad CRC 45 --- (4)
buffer full 0 - - - (5)
sent fr ame 727 -- - (6)
sent byte 55252 --- (7)
sent idle dat a 1 - - - (8)
[ PI AFS LOG | NFORMATI ON]
duplicate frame 89 -- - (9)
bad FCS 45 --- (10)
ot her error 0 --- (11)
send retry (over RTF) 1 --- (12)
re-synchronization 0 --- (13)
t010 timeout 1 --- (14)
t011 ti meout 0 --- (15)
t012 timeout 0 --- (16)
resync by Xbit 0 --- (17)
sync 32k 1 --- (18)
sync 64k 0 --- (19)
t001 ti meout 0 --- (20)
t002 timeout 0 --- (21)
t003 timeout 0 --- (22)
t101 ti meout 0 --- (23)
out put NEGO
request 4 --- (24)
accept 1 --- (25)
reject 0 --- (26)
reject cause 0 -- - (27)
out put PARAM
request 0 - - - (28)
accept 8 --- (29)
reject 0 --- (30)
reject cause 0 - - - (31)
out put SYNC
request 0 --- (32)

5 | SDN 120



(9]
o

® @

Eo kol M T B BRI o B B B VR I o B B BT T o i T I VR B o T T B T T o B T T T e T e T T N T T T Y
CCCDODD®DD®O Dd®CS D®D®O D®CS D®D®O Dd®CSD®D®O Dd®CS D®Dd®O DS D®D®Dm®O Dd®T ®Dd®O dT

T
(7]

t
(]

W "Z*TTTOTO0QQO >
“ NP O ~TO0 W

< —

[LI NE
chann

1)

2)
3)
4)
5)

O 00T

caus

oQac

00T O
-
O

caus

0.0 c——
~m
-

DO ®DODCS TFTD®D®DCS D D0
—
(9]
o)
=

5SS COD®OT ® PO OT D®P>OOT DO®OUWMOOT O®TUWO OT D®Z0D®O0OT O

cau

(7]

oQ ~—a>—
-~ ®
(e}

® ® D C

caus

09 ~——
—~ 0
>
<

® ® D Cc

caus

B B = @ ) s @ 3 o s
DS o®DCc ®® o Cc ® ® 0 Cc
= = ~0 - >
o o e}
D D
c c
n n

cau
aus
own

OO~V " "TOUMmM—T "0 PgrTt Tt LT OO MO O PO D
S5 0

_- o — o —

T T X
N

CONTROL
ocol

tiated pa
protoc
r ol pro

5
-~ o

ress

S
o

ame | engt

f or mat
nc for mat

r
(o]
t

| NFORMATI ON]

am
|
ocol

LOG | NFORMATI ON]

el

CRC

O oOooo O OO oOoo-~N [eNeNeNoNe] O O oo o oo

OO0 oOoOoOoOrocoo [eNeNoNe]

S

PRPOO0OOOOWONE
w o

[ MB]

[

'
'
—_~—~
W ww
b~ w
—— —

—~ e~~~
Wwww
© oo~NO®
—— — —

'
'
~~—~—~
A BASADD
A wWNPEFPO
—_—— — — —

—~ e~~~
A DA DMDS
oo ~NOoO g
——— —

—~~—~
oo o b
NP OO
—— — —

—~ e~~~
o1 o1 01 a1
oUW
—— — —

,-\A,-\,-\
o o1 o U
o © =~
—_————

A,-\A,-\,-\,-\,-\,-\
[N Wl e le e e
©O~NOUAWN R
—— i — e e

' '
' '

e e e e e e e —
(o)

©

~

NN NN NN NN NN
©CONOUIAWNRO
— e — — ———— —

CNCTO] [ B2]

5 I SDN

121



6)
7)
8)

9)

10)
11)
12)
13)
14)
15)
16)
17)
18)
19)
20)
21)
22)
23)
24)
25)
26)
27)
28)
29)
30)
31)
32)
33)
34)
35)
36)
37)
38)
39)
40)
41)
42)
43)
44)
45)
46)
47)
48)
49)
50)
51)
52)
53)
54)
55)
56)

FCS
FCS

32Kbps
64Kbps

ARQ
ARQ
ARQ
ARQ

A(TO10)
B(TO11)
C(TO012)

(TOO1)
(T0O02)
(T0O03)
(T101)
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57) ARQ

58) ARQ

59) ARQ

60) ARQ

61)

62)

63)

64)

65)

66)

67)

68) 2
69)

70) ARQ

71) ARQ

72) RTF

73)

74) (P1)
75) (P2)
76)

77) (M)
78) FI

79)
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stics ¢c

Si - R2|4d9ic R2|Z

2 | SDN
2.1 clear i1 sdn stati
| SDN
]
[si - RE[BO - R5|12iB- RB[BO - R3|7
]
clear isdn statistics circuit
]
]
( )
( )
| SDN
]
# clear isdn statistics circuit
#

rcui t

I SDN
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2 cl ear i sdn account

]
I SDN
]
[si - Rb[BO - R5|{2iB- RB[BO - R3|7 Si - R2|4mic R2Z
]
clear isdn account
]
| SDN
]
( )
( )
|
| SDN
]
# clear isdn account

#
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3 clear i1 sdn statistics piafs

]
Pl AFS
]
si - RB[BO - R3|7 Si - R2|4@ic R2Z
]
clear isdn statistics piafs
]
Pl AFS
]
( )
( )
]
Pl AFS
]
# clear isdn statistics piafs
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1 show fr
]
]
[si - RE[BO - R5|12iB- RB[BO - R3|7 Si - R2|4d9ic R2|Z
]

show fr

( / )
( )
# show fr
[ sl ot O Iine 0]
l'ine speed : 128Kbps
|l ine status : synchronization failed
[DLCI : 17]
vc status active
communicated ti me 0000.00:00:00
remote target rmt 0. ap0 [remote O ap 0]
remote DLCI 0
remote | P address 192.168.100. 2
|l ocal I P address 192.168.100. 1
Cl R . 0
send/ receive traffic : 0%/ 0%
#
1)
Si -R220C Si-R220D
2)
3)
enabling
synchroni zation failed

connected

di sconnected

DL CI

6 128
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4) vcC

active

inactive

vVC
5)
dddd. hh:
6)
7) DLCI
DLCI
8) | P
| P
9) | P
| P
10) CIR
Cl R(
11)

129



.2 show fr statistics circuitt

]
[si - Rb[BO - R5|{2iB- RB[BO - R3|7 Si - R2|4mic R2Z
]
show fr statistics circuit
]
]
( / )
( )
]
]
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( BRI /

# show fr stati
[LI NE STATUS]
dat e

) (Si-R220C Si-R220D

stics circuit

channe
speed
status
since
func
[ LAYER1 | NFORMATI ON]
SYNC count
ti me
OUTSYNC count
ti me

[LI NE STATUS]
dat e

channel

speed

status

since

func

[LI NE LOG

received frame

bytes
sent frame
bytes

I nput frame dro
busy
CRC error
abort fr ame
bad | ength
bad octet

Out put frame dr
underrun

FIl ow control
I i mit
count
condition

FIl ag send/ moni t
flag recv
idl e recv
flag received
idl e received

| NFORMATI ON]

pped

or mode

count
ti me
count
ti me

Oct 14 16:00: 40
[ MB] [ CNCTO] [ -]

dat a
Oct 14 16:00: 24

4
35099

3

6

Oct 14 16:00: 40
[ MB] [ CNCTO] [ -]
128k

dat a

Oct 14 16:00: 24
HDLC

[eNeoNeNe]

o [eNeoNeNoNa)

X O O

ON
o/ no

[eNeoNoNe ol o]

2002

2002

2002

2002
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( BRI /

# show fr stati
[LI NE STATUS]
dat e

) (Si-R570 Si-R570B Si-R370 Si-R370B BR

stics circuit

channe
speed
status
since
func
[LAYER1 | NFORMATI ON]
SYNC count
ti me
OUTSYNC count
ti me
[LI NE STATUS]
dat e
channel
speed
status
since
func
[LI NE LOG | NFORMATI ON]
received frame
bytes
sent frame
bytes
Il nput frame dropped
busy
CRC error
abort fr ame
bad | ength
bad octet
Out put frame dropped
underrun
FIl ow control
I i mit
count
condition
FIl ag send/ monitor mode
flag recv
idle recv
flag received count
ti me
idle received count
ti me

Oct 14 16:00: 40 2002
[ SLOTO] [ CNCTO] [ -]

dat a

Oct 14 16:00:24 2002

5099

O wWwwh

Oct 14 16:00:40 2002
[ SLOTO] [ CNCTO] [ -]
128k

dat a

Oct 14 16:00: 24
HDL C

2002

[eNeoNeNe]

o [eNeoNeNoNe)

X © O

ON
o/ no

[eNeNoNe ol o]
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( PRI / ) (Si -R570

# show fr statistics circuit
[LI NE STATUS]
dat e
channe
speed
status
since
func
[LAYER1 | NFORMATI ON]
Received Signal count
No signal Il ndicati on
Al arm I ndication signal
Loss of Synchronization
Recei ve Remote Al arm
SYNC count
ti me
OUTSYNC count
ti me

I NE STATUS]
te

annel

peed
t

i
u
|
c

o o—

O "N nnu oo

atus
i nce
nc
NE LOG | NFORMATI ON]
eived fr ame
bytes
frame
bytes
frame dropped

(%]
(]
>
—

_1
o —— o

5= =0 O

Ou

- c = ~ 5 —h =
- SO 0@ < O

Fl

> < 3
QoL nw oS 0o~

i on

moni tor mode

ecv

ecv

eceived count
ti me

idle received count

ti me

D ——~ —~0 =

Fl

T TP OO0 TO0OC TOTTO® ()TTO

= = = 5 ~
o
—~

Si -R370 PRI

Oct 14 16:00: 40 2002
[ SLOTO] [ CNCTO] [ -]

dat a
Oct 14 16:00: 24 2002

o

OWWhAO~NOPR
()]
o
©
©

Oct 14 16:00: 40 2002
[ SLOTO] [ CNCTO] [ -]
1536k

dat a

Oct 14 16:00:24 2002
HDLC

NN WO
R NP
[o¢]

[¢]

(S NN
-
~

R OA~ANO

4096

XON
yes/yes

FNQIN

5097

NPAWDWW

L2
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( PRI /

# show fr
[LI NE STATUS]
dat e

channe
speed
status
since
func
[LAYER1 | NFORMATI ON]
Received Signal count
Al arm I ndicati on
Loss of Synchronization
Recei ve Remote Al arm
SYNC count
ti me
OUTSYNC count
ti me
[LI NE STATUS]
dat e
channel
speed
status
since
func
[LI NE LOG | NFORMATI ON]
received frame
bytes
sent frame
bytes
Il nput frame dropped
busy
CRC error
abort fr ame
bad | ength
bad octet
Out put frame dropped
underrun
FIl ow control
I i mit
count
condition
FIl ag send/ monitor mode
flag recv
idle recv
flag received count
ti me
idle received count
ti me
(D/ B )
1)
2)
3)
kbps
4)
I nit
Wait Setline
Wait Enabl e

statistics

)(Si-R570 Si-R570B Si-R370 Si-R370B PRI

circuit

signal

Oct 14 16:00: 40 2002
[ SLOTO] [ CNCTO] [ -]

dat a

Oct 14 16:00:24 2002

0822

NORFRRFPEFRPRWN

[EEN

Oct 14 16:00:40 2002
[ SLOTO] [ CNCTO] [ -]
1536k

dat a

Oct 14 16:00: 24
HDL C

2002

I3 SN

N~ W O
©
o

G NP
~
~

P OAM~ADNO

4096

X ON
yes/yes

ENQEN

5097

NDWPAWW
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Wait Sync

Wait Call

( )
Wait Sync_s

Outsync

Wait Enable_con

Wait Disabl e

Wait Disable_con:

Wait FIl ag

Recv | DLE

5)

6)

Q921

D

Q921 (per-call)
D

HDLC

HDLC

PI AFS

PI AFS

TRANSPARENT

7)

8)

9)

10)

11)

12) CRC

13)

14)

15)

16)

17)

18)

19) (100ms )
20)

21) (100ms )
22)

23)
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24)
25)
26)
27)
28)
29)
30)
31)
32)
33)
34)
35)

(100ms )

(100ms )
No Signal I ndication
Al arm I ndication Signal
Loss of Synchronization
Receive Remote Al arm
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. 3 show fr statistics vec

]
PVC
]
[si - R¥[BO - R5|{2iB- RB[BO - R3|7 Si - R2|4mic R2z
]
show fr statistics vec
]
]
( / )
( )
]
PVC
]
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statistics vec

[ sl ot O Iine 0]

2)
3)
4)

5)

(%]
@
O 30300 T3 35 X X X X

DO ®QO >SS FTao

3
o
OSSO 00 "SI XXXX0WEy—

16]

- o
(¢)

< nw-=- =S  —TT—TTohc<ooooon o~

bytes

-0 o0 onon -
STO<®TTISTSOD®DODT0
cocooo

= nu nu n n

-~~~

o< —

—T O

T =

~ @ ®

= =

——

packet s

(BN I o N ¢ B S A e e
o o T W DD DD

= 00

T D®®O0O®D®Dd® WO T
ST < <-SQ KKK OO

,_,.
(=]
—
(7]

=
~ O ®O SO ODODQ Q@ 3 3335 0w
fa— -

=

(0]

(%]

- o
D

[oNg=]
< w»nw - =-S —T—TToDc<oooow o

bytes

-0 0 onon -
<T<®TT3IFTSODODOOoTO
coocoocom®
n n n n
~—~
Oc ™
—DT O
T =
~ ® ®
= =
——

O ® "D DO Q@ >3 3 33 — v
-
T W Do DD 0D

packet s

®oQ O+ 3

DO D®Q>SS Taa
— = 0 0
T®®O0ODd®m®wOo T
ST < <-SQTKKKK<KK<KOO
o
=
w

—
(0]
"

DL CI
ClIR

di sabl e
enabl e
inactive
enabl e
active
enabl e

(inactive)
(active)
stop
send( min)
send( min.

CIR
send(cir)

cir)

P WOOOOOOOMmWMMWOMWOMWMOMmM® VB O

N

OO O0OO0OO0ODO0ODOOOmWMMMWMWMOOMmMO® ®¥ O

PR RPRRPRRLROO

PR RPRRELOO

Si

-R220C Si

'
'
—
[N
~

RPRRPRRPRRPRRPRPRPRPRPLOONOODNWN

OO ~NOOUDNWNRO————————

'
'

NN AN AN AN AN A AN AN AN A~~~

— N

-R220D

[ MB]
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ClI R

send(cir..max)

ClIR

send( max)
6) (byte)
7) Tc(100ms) (byte)
8) Tc(100ms) (byte)
9) Tc(100ms) (byte)
10) Tc(100ms) ClIR (byte)
11) ( )
12) (bytels)
13)
14) 1 FECN ON
15) 1 BECN ON
16) ( )
17) ( )
18) ( )
19) ( )

6
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1 clear fr statistics circuit
]
]
[si - RE[BO - R5|12iB- RB[BO - R3|7 Si - R2|4®ic R2|Z
]
clear fr statistics circuit
]
]
( )
( )
]
]

# clear fr statistics circuit
#
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Ccs vV C

- R2|4ic R2Z

2 clear fr statisti
PVC
]
[si - Rb[BO - R5|{2iB- RB[BO - R3|7 Si
]
clear fr tatistics vec
]
PVC
]
( )
( )
PVC
]
# clear fr statistics vec
#

141



142



1 show hsd

]

[si - Rk[BO - R5|120iB- RB[BO - R3|7

]

show hsd

ne speed

ne status
communicat ed
| PCP

# show hsd
[ sl ot O Iine 0]
| i
| i

ti me

negotiated | P address

| PV6CP

BCP

MPL SCP

send/ receive
#

1)

traffic

2)

3)

enabling

synchroni zation

connected

di sconnected

failed

Si - R2|4d9ic R2|Z

64Kbps
connected
0000.00: 3
opened
|l ocal 192
remote 192
opened
opened
opened
0 %/ 0%

Si-R220C Si-R220D

o

o
w

(SN
(o)1)}
o 0o

N -

[N
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flag pattern | ost

idle

( Il'ine status connected)
4)

dddd. hh: mm: ss ( . : D)
5) 1 PCP

opened
I Pv 4
negotiating
| PCP
closed
I Pv 4
6) | P - | P

| PCP
255.255.255. 255

7) 1 PV6CP

opened
| Pv 6
negotiating
| Pv6CP
closed
| Pv 6

8) BCP

opened
Bridge
negotiating
BCP
closed
Bridge

9) MPLSCP

opened
MPL S
negotiating
MPLSCP
closed
MPL S

10) /
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.2 show hsd statistics circuit

]
[si - R¥[BO - R5|{2iB- RB[BO - R3|7 Si - R2|4@ic R2Z
]
show hsd statistics circuit
]
]
( / )
( )
]
]
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( BRI

#

show

h

/ ) (Si-R220C Si-R220D

sd statistics

[LI NE STATUS]

da
ch
s
s
s
f
[ L

te

annel
peed
tatus
i nce
unc

AYERL1

SYNC

OUTSYNC

I NFORMATI ON]
count

ti me
count
ti me

[LI NE STATUS]

da
ch
s

o "~ non

Ou

Fl

Fl

te

annel
eed
atus

nc

NE LOG | NFORMATI ON]

p
t
i nce
u
|
[

ei ve

=}

t

<
—_

_,
o —— o

occaoaocoQw ~
S~ —+o o
=S = o =S

S c 3

T TP OO0 TOC TOTOT® ()TTO
® —— 0 =

T QO T@Q@OoOO0 TS ST ®» Yo PE C

L T
Qo nwaos oo~

o
(]

d

—i

= = = 5 ~

r

frame
bytes
frame
bytes
ame dropped

- S99 Q@ < O

i on
d/ monitor mode
ecv

ecv
eceived count
ti me
eceived count
ti me

circuit

Oct 14 16:00: 40
[ MB] [ CNCTO] [ -]

dat a
Oct 14 16:00: 24

5099

oW wh

Oct 14 16:00: 40
[ MB] [ CNCTO] [ -]
128k

dat a

Oct 14 16:00: 24
HDL C

[eNeoNeNe]

o [eNeoNeNoNa)

X O O

ON
o/ no

[eNeoNoNeNolN o]

2002

2002

2002

2002
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( BRI

#

show

h

/ )(Si-R570 Si-R570B Si-R370 Si-R370B BR

sd statistics

[LI NE STATUS]

da
ch
s
s
s
f
[ L

te
annel
peed
tatus
i nce
unc
AYERL1

SYNC

OUTSYNC

I NFORMATI ON]
count

ti me
count
ti me

[LI NE STATUS]

da
ch
s

o " non

Ou

Fl

Fl

te

annel
eed
atus

nc

NE LOG | NFORMATI ON]

p
t
i nce
u
|
[

ei ve

=}

t

<
—

_‘
o —— o

occaoacoQw ~
S5 T PO O
=S = o =S

S c© 3

T TP OO0 TO0OC TOTOT® ()TTO
® —— 0 =

T QT OO0 TS ST Yo PE C

S ]
Qo nwaos oo~

o
(]

d

—i

= = = 5 ~

r

frame
bytes
frame
bytes
ame dropped

- S99 Q@ <" O

i on
d/ monitor mode
ecv

ecv
eceived count
ti me
eceived count
ti me

circuit

Oct 14 16:00: 40 2002
[ SLOTO] [ CNCTO] [ -]

dat a
Oct 14 16:00: 24 2002

5099

O wWwwh

Oct 14 16:00:40 2002
[ SLOTO] [ CNCTO] [ -]
128k

dat a

Oct 14 16:00:24 2002
HDL C

[eNeoNeoNe]

o [eNeoNeNoNe)

X © O

ON
o/ no

[eNeNoNe ol o]
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( PRI /

) (Si -R570 Si-R370 PRI

# show hsd statistics circuit

[LI NE STATUS]
dat e
channel
speed
status
since
func
[LAYER1 | NFORMATI ON]
Received Signal count
No signal Il ndicati on
Al arm I ndication signal
Loss of Synchronization
Recei ve Remote Al arm

SYNC count
ti me
OUTSYNC count
ti me
[LI NE STATUS]
dat e
channel
speed
status
since
func
[LI NE LOG | NFORMATI ON]
received fr ame
bytes
sent frame
bytes
Il nput frame dropped
busy
CRC error
abort fr ame
bad | ength
bad octet
Out put frame dropped
underrun
Fl ow control
I i mit
count
condition
FIl ag send/ monitor mode
flag recv
idl e recv
flag received count
ti me
idle received count
ti me

Oct 14 16:00: 40 2002
[ SLOTO] [ CNCTO] [ -]

dat a
Oct 14 16:00: 24 2002

o

OWWhAO~NOPR
()]
o
©
©

Oct 14 16:00: 40 2002
[ SLOTO] [ CNCTO] [ -]
1536k

dat a

Oct 14 16:00:24 2002
HDLC

NN WO
R NP
[o¢]

[¢]

(S NN
-
~

R OA~ANO

4096

X ON
yes/yes

FNQIN

5097

NPAWDWW®

L2
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( PRI /

# show hsd stat
[LI NE STATUS]
dat e

)(Si-R570 Si-R570B Si-R370 Si-R370B PR

i stics

circuit

Oct 14 16:00: 40 2002
11 -

channel [ SLOTO] [ CNCTO ]
speed
status dat a
since Oct 14 16:00:24 2002
func
[LAYER1 | NFORMATI ON]
Received Signal count
Al arm I ndication signal 2
Loss of Synchronization 3
Recei ve Remote Al arm 1
SYNC count 1
ti me 10822
OUTSYNC count 0
ti me 21
[LI NE STATUS]
dat e Oct 14 16:00:40 2002
channel [ SLOTO] [ CNCTO] [ -1
speed 1536k
status dat a
since Oct 14 16:00: 24 2002
func HDLC
[LI NE LOG | NFORMATI ON]
received frame 151
bytes 43286
sent frame 171
bytes 52577
Il nput frame dropped
busy 0
CRC error 2
abort fr ame 4
bad | ength 0
bad octet 1
Out put frame dropped
underrun
FIl ow control
I i mit 4096
count 0
condition XON
FIl ag send/ monitor mode yes/yes
flag recv 31
idle recv 34
flag received count 4
ti me 35097
idle received count 4
ti me 2
(D/ B )
1)
2)
3)
kbps
4)
I nit
Wait Setline
Wait Enabl e
7
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Wait Sync

Wait Call

( )
Wait Sync_s

Outsync

Wait Enable_con

Wait Disabl e

Wait Disable_con:

Wait FIl ag

Recv | DLE

5)

6)

Q921

D

Q921 (per-call)
D

HDLC

HDLC

PI AFS

PI AFS

TRANSPARENT

7)

8)

9)

10)

11)

12) CRC

13)

14)

15)

16)

17)

18)

19) (100ms )
20)

21) (100ms )
22)

23)
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24)
25)
26)
27)
28)
29)
30)
31)
32)
33)
34)
35)

(100ms )

(100ms )
No Signal I ndication
Al arm I ndication Signal
Loss of Synchronization
Receive Remote Al arm

151



1 clear hsd statistics circuit
]
]
[si - RE[BO - R5|12iB- RB[BO - R3|7 Si - R2|49ic R2|Z
]
clear hsd statistics circuit
]
]
( )
( )
]
]

# clear hsd statistics circuit
#
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ATM
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1 ATM

show atm

Si - Rb Si - Rp [si - R2|e
show atm [brief]
]
ATM
brief
ATM
( / )
( )
ATM
# show atm
[ sl ot 0]
|l ine speed 25Mbps
|l ine status enabling
[ vpi 0]
Vvp status active
vp rate 200Kbps
oam control/status on/ nor mal
[vpi O vci 32]
vc status active
communi cated ti me 0000.01:23: 48
remote target rmtO. ap0O [remote O ap 0]
service type CBR(100Kbps)
oam control/status on/ nor mal
f5 fault receive 0
ef ci control/status on/ fl ow
send/ receive traffic 1234/ 3456 [bytels]
[vpi O vci 33]
vc status inactive
communi cated ti me 0000.00:00:00
remote target rmtl1.ap0O [remote 1 ap 0]
service type CBR(100Kbps)
oam control/status vcwatch/ |l oopback-ti meout
f5 fault receive 0
ef ci control/status on/ nor mal
send/ receive traffic -/ - [bytel s]
[vpi O vci 34]
vc status di sconnected
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communicated ti me 0000.00:00:00
remote target rmt2.ap0 [remote 2 ap 0]
service type CBR(100Kbps)
oam control/status on/ nor mal
f5 fault receive 0
ef ci control/status on/ nor mal
send/ receive traffic -/ - [bytel s]
[ sl ot 1]
Il ine speed 155Mbps
Il ine status synchronization failed
[ sl ot 2]
Il ine speed 25Mbps
Il ine status enabling
[ vpi 127]
vp status active
vVp rate 3Mbps
oam control/status on/ nor mal
[vpi 127 wvci 1021]
vc status active
communicated ti me 0000.00:00:00
remote target rmt20. ap0 [remote 20 ap 0]
service type CBR(1Mbps)
oam control/status of f/ nor mal
f5 fault receive 0
ef ci control/status of f/ nor mal
send/ receive traffic 0/ 0 [bytel s]
[vpi 127 wvci 1022]
vc status inactive
communi cated ti me 0000.00:00:00
remote target rmt21.ap0 [remote 21 ap 0]
service type VBR(1Mbps/500Kbps)
oam control/status on/ fault
f5 fault receive 12
ef ci control/status on/ nor mal
send/ receive traffic -/ - [bytel s]
[ sl ot 3]
l'ine speed 155Mbps
Il ine status enabling
[vpi 12]
vVp status active
vp rate == ==
oam control/status on/ nor mal
[ vpi 12 veci 1021]
vc status active
communi cated ti me 0000.00:00:00
remote target rmt 40. ap0 [remote 40 ap 0]
service type CBR( 1Mbps)
oam control/status of f/ nor mal
ef ci control/status of f/ nor mal
send/ receive traffic 0/ 0 [bytel s]
[ vpi 12 veci 1022]
vc status inactive
communicated ti me 0000.00:00:00
remote target rmt41. ap0 [remote 41 ap 0]
service type VBR(1Mbps/500Kbps)
oam control/status on/ fault
ef ci control/status on/ nor mal
send/receive traffic -/ - [bytel s]
[vpi 255]
Vvp status inactive
vp shaping - - - -
oam control/status on/ fault
[vpi 255 wveci 1021]
vc status inactive
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communicated ti me 0000.00:00:00
remote target rmt 30. ap0 [remote 30 ap 0]
servic type CBR( 1Mbps)
oam control/status on/ fault
f5 fault receiyv 0
ef ci control/status of f/ nor mal
send/ receive traffi 0/ 0 [bytel s]
[vpi 255 wveci 1022]
vc status inactive
communi cated ti me 0000.00:00:00
remote target rmt 31. ap0 [remote 31 ap 0]
servic type VBR(1Mbps/ 500Kbps)
oam control/status on/ fault
f5 fault receiyv 0
ef ci control/status on/ nor mal
send/ receive traffi -/ - [bytel s]
[vpi 255 wveci 1023]
vc status di sconnected
communicated ti me 0000.00:00:00
remote target rmt 32. ap0 [remote 32 ap 0]
servic type CBR(100Kbps)
oam control/status on/ nor mal
f5 fault receiyv 0
ef ci control/status on/ nor mal
send/ receive traffi -/ - [bytel s]
#
1)
ATM "mb"
2)
3)
enabling
synchronization failed
( Il'ine status enabling)
4) VP
VP VPI
5) VP
active
inactive
VPC
VP
OAM( F4) - Al S OAM( F4) - RDI
6) VP
VP VP VP
7) OAM( F4)
OAM( F4)
on
OAM( F4)
of f
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OAM( F4)
nor mal
fault
OAM( F4) - Al S OAM( F4) - RDI
8) VC
VP vVC VPI VCI
9) VC

active

inactive

vVC
vV C
OAM( F4)-AlS OAM( F4) - RDI
OAM( F5) - Al S OAM( F5) - RDI
vC (ATM H1 )

di sconnected
10)

dddd. hh: mm: ss ( . = = )
11)

12)

CBR( PCR)
CBR
VBR( PCR/ SCR)
VBR
UBR+( PCR/ MCR)
UBR+
GFR+( PCR/ GR)
GFR+
13) OAM(F5)

OAM( F5)
on
OAM( F5)
of f
OAM( F5)
vcwatch
Vv C
vVC OAM( F5) vcwatch

nor mal
fault

OAM( F5)-AlS OAM( F5) - RDI
|l oopback-ti meout
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vC
14) OAM(F5)

OAM( F5) - Al S OAM( F5) - RDI
15)
on
of f
nor mal
flow
16)
[ bytel s]
VC inactive di sconnected -
# show atm brief
(1) (2) (3)(4) (5) (6)
sl ot |line-status vpi veci status vc-status
B T T T L e T T T + - - - - - - e e - -
0 enabling 0 32 active active
0 enabling 0 33 active i nactive
0 enabling 0 34 active di sconnect
1 synchronization failed 1 80 inactive inactive
1 synchronization failed 1 81 inactive inactive
2 enabling 127 1021 active active
2 enabling 127 1022 active inactive
3 enabling 255 1021 inactive i nactive
3 enabling 255 1022 inactive inactive
3 enabling 255 1023 inactive di sconnect
#
1)
ATM " mb*"

2)

enabling

synchronization failed
3) VP
VP VPI
4) VC
VP VC VPI VCI
5) VP

active

inactive

VP

VP

OAM(F4) - AIlS OAM( F4) - RDI

6) VC
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7)

active

inactive

vC
vC
OAM( F4) - Al'S OAM( F4) - RDI
OAM( F5) - Al S OAM( F5) - RDI
vVC (ATM H1

di sconnected

nor mal

flow

8 ATM
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2 show atm statistics circui-t

show atm statistics circuit [slot <slot>]

]

sl ot <slot>

ATM
mb
ATM
0 3 Si -R570
0 1 Si - R370
|
( / )
( )
|
ATM
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# show atm

statistics

circuit

[ ATM SLOT-0 STATUS]

Interface status Link up
since Nov 17 08:40: 05 2003
driver stage up

[ ATM STATI STI CS]

I nput packets 0

CLP 1 0

CNG 1 0

Il nput error packets 0

abort 0

|l ength error frame 0

CRC error 0

short cell 0
Out put packets 0

CLP 1 0
Out put error packets 0

[ PHYSI CAL LAYER STATI STI CS]

utopia error dropped cell: O

mi sinserted dropped cell 0 - - -
[ LI NE TRAFFI C RATE]

tx cell rate O[cell / sec] - - -
rx cell rate O[cell /sec] - - -

1)

Link up
No Link

2)

3)
error |l ock
down
link off
up

4)

5) CLP

6) CNG 1

7)

8) ABORT

9)

10) CRC

11)

12)

13) CLP 1

14)

15) UTOPI A

16)

8 ATM
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17)
18)
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. 3 show atm statistics vec

show atm statistics vec

]

PVC

PVC
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# show atm stati

[ ATM CONNECTI ON

stics vec

[ 0] I NFORMATI ON]

Vc status active
since Nov 17 08:40:05
[ ATM DRI VER | NFORMATI ON]
Channel status active
send stage . act
send flow stage : idle
receive stage coirg
[ CELL RATE]
service type CBR
peak cell rate 60377[cell/ s]

[ ATM HEADER]

vpi 0
Vel 32
[ EFCI | NFORMATI ON]
control n o
status nor mal
[l NPUT/ OUTPUT STATI STI CS]
Il nput packet s 0
I nput error packets 0
Out put packets 0
Out put error packets 0
[ OAM STATI STI CS]
F5 I nput count s
Al S 0
RDI 0
LPB 0
F5 Output counts
LPB 0
[ REPORT CELL STATI STI CS]
Il nput count s
BRC 0
Out put counts
BRC 0
1) VvC
active
inactive by cable-off
inactive by vp-ais
VP- AI S
inactive by vp-rdi
VP- RDI
inactive by vp-ais
VC- AI S
inactive by vc-rdi
VC- RDI
inactive by | pb-timeout
VCWATCH Ti meout
2)
vV C
3)

2003
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4)

5)

6)

7)

8)

active

defined
bind
act
irq
irq no bd
B D

idle
flow
bind
bind nobuf
irq
irq nobuf
rcvstop
CBR

CBR
VBR

VBR
UBR+

UBR+
GFR+( CBR)

GFR+
GFR+( VBR)

GFR+
GFR+( UBR+)

GFR+
VC

vVC

CBR
[ CELL RATE]
service type : CBR - - - (7
peak cell rate : 60377[cell/ s] - - - (8]
(8) VC
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VBR

[ CELL RATE
service
peak cel
sustain
max burs

(8-1)
(8-2)
(8-3)

UBR+

[ CELL RATE
service
peak cel
mi ni mum

(8-1)

(8-2)

9) VPI
10) VCI
11)

yes

no

12)

nor mal

tiwait

t1

t2wait

t 2

rwait

13)
4)
5)
6)
7) OAM( F5)
8) OAM( F5)
9) OAM( F5)
Loopback
20) OAM(F5) -
Loopback
21) Backward
Backward
22) Backward
Backward

|

type

| rat e
cel | rat e
t size

]

type
| rate
cell rate
Al S
RDI
LPB
VCWATCH
LPB
VCWATCH

Report Cel
Report Celll
Report Cel
Report Cell

N O @
woxm
U w

77[ cel |/
84[ cel I/
32[cell s
77[ cel |/
84[ cel |/

Loopback

Loopback
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4 show atm statistics |l c-snap
]
ATM LLC/ SNAP
]
Si - R} Si - RB si - R2e
]
show atm statistics |l c-snap
]
]
( / )
( )
]
ATM LLC/ SNAP
]
clear atm statistics
]
# show atm statistics |l c-snap
[slot O vp 1 vci 32]
50000 packets receive
20000 ipv4d4d packet s
10000 i pv6é packets
0 mpls packets
10000 bridge packets
125 with FCS packets
10000 unknown packet s
|l ast unknown |l c is [0011223344556677]
40000 packets send
20000 ipv4d4d packet s
10000 ipv6é packets
0 mpls packets
10000 bridge packets
[ slot2 wvpi 127 vci 1023]
40000 packets receive
20000 ipv4d packets
10000 ipv6é packet s
0 mpls packets
10000 bridge packets
125 with FCS packets
0 unknown packet s
|l ast unknown | lc is [--=-=-=---------+--:- ]
40000 packets send
20000 ipv4d packets
10000 ipv6é packets
0 mpls packets
10000 bridge packets
8 ATM
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1) [ VPI / VCI

2)
3) IPv4 LLC/ SNAP
4) |1 Pvé LLC/ SNAP

5) MPLS LLC/ SNAP
6) 802.3Bridge LLC/ SNAP
802.3Bridge with out FCS/with FCS
7) 802.3Bridge with FCS LLC/ SNAP
8) LLC/ SNAP
9) LLC/ SNAP
LLC/ SNAP

LLC/ SNAP Moo oo "
10)

11) I Pv4 LLC/ SNAP

12) 1 Pv6e LLC/ SNAP

13) MPLS LLC/ SNAP

14) 802.3Bridge LLC/ SNAP
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2 ATM

2.1 clear atm statistics
]
ATM
]
Si R Si R 3B Si R 2|€
]
clear atm statistics
]
ATM
]
( )
( )
|
ATM
ATM
]
# clear atm statistics
#

8 ATM 1609



170



1 show modem

Si - R2|4d9ic R2|Z

]

show modem

#
I i

o —= =0

DNS server address

| PV6CP

BCP

send/ receive traffic

1)

al | status
emote target
emote TEL no

ommuni cated ti me
| PCP
negotiated | P address

]

show modem
ne status

ne speed

OO ONT TOONE ™TO0O0
o\o__U'lfDO'UOOOOBIDO

enabling

synchroni zation failed

idle

di sconnecting

connected

callin

alerting

0

ap

0]

. 255.

255
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2)

3)

4)

5)

6)

7)

8)

9)

10

11

12

( Il'ine status connected)

call -out

call -in

dddd. hh: mm: ss ( . : D)
| PCP

opened
I Pv 4
negotiating
I PCP
closed
| Pv 4
I P - I P

| PCP
255.255.255. 255

DNS

| PCP DNS
DNS

) 1 PV6CP

opened

| Pv 6
negotiating
| Pv6CP
closed

| Pv 6

) BCP

opened
Bridge
negotiating
BCP

closed
Bridge

) /

255.

255.

DNS

. 255
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2 show modem account

si - R2|4@ic R2|z

]

show modem account

( / )
( )
# show modem account
Call Account :
call count = 2 - - - (1)
call busy count = 0 - - - (2)
call error count = 0 - - - (3)
Call ed Account:
call ed accept count = 0 - - - (4)
called reject count = 0 - - - (5)
Ti me/ Charge Account
total time for callout = 0000.00: 03:04 -- - (6)
peak ti me remot e = internet. | SP-1 - - - (7))
ti me = 0000.00:02:57 --- (8)
| ast remot e = intranet. OFFI CE- | - - - (9)
ti me = 0000.00: 00: 07 --- (10)
Access-point Time/ Charge:
remot e ap ti me
0 0 0000.00: 02:57
1 0 0000.00: 00: 07
e d
(11) (12) (13)
#
1)
2)
3)
4)
5)
6)
7)
8)
9)
10)
11)
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12)
13)
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.1 cl ear modem account

Si - R2|4Dic R2|Z

]

clear modem account

]

# clear modem account
#
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10

10.

1

sho

neg

DNS
I PV
BCP
sen
PI N

[ s
car
I in
Pl N

1)

2)

3)

e

1 show

]

w cardmodem

ow cardmodem
t

h

o] 0]

d name

e status

| status

ote target
e TEL no

e speed
nicated

otiated | P

server
6 CP

d/ receive
status

ot 1]

d name

e status
status

sl ot

nabling

ti me

addr ess

traffic

addr ess

s |

ot

cardmodem

FT-r3)-

NTT DoCo Mo
connected

FOMA P2403

call -out
rmt 0. ap0 [remote O ap
0570570711##64
64000 bps
0000.00:01: 18
opened
|l ocal 192.168.2.10
remot e 172.16.1.1
172.16.2.2 172.16.3.2
closed
closed
592 bps/ 944 bps
unsupported
Vodafone VC701SI
idl e
enabl e

sl ot

0]

10
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4)

5)

6)

7)

8)

9)

10

11

12

13

synchronization failed

idle

di sconnecting

connected

callin

alerting

( l'ine status connected)
call -out
call -in
64000 bps
dddd. hh: mm: ss (
Il PCP

opened

| Pv 4
negotiating

| PCP
closed

| Pv 4
) I P - | P
| PCP
255. 255,255,255
) DNS
I PCP DNS / DNS

DNS 255.

) 1 PV6CP
opened

I Pv 6
negotiating

| Pve CP
closed

| Pv 6
) BCP

10
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opened
Bridge
negotiating
BCP
closed
Bridge

14) /

bps
15) PIN
unknown

( )

di sabl e

Pl N

enabl e

Pl N

PIN locked
PI N

PUK l ocked
PUK ( )
SIM failure
SI' M SI' M
unsupported
Pl N

10
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10.

1.2 show cardmodem account
5i-ra
show cardmodem account
]
( / )
( )
# show cardmodem account
[ wan 0]
Call Account :
call count = 2 - - - (1)
call busy count = 0 - - - (2)
call error count = 0 - - - (3)
Call ed Account:
call ed accept count = 0 - - - (4)
called reject count = 0 - - - (5)
Ti me/ Charge Account :
total time for callout = 0000.00: 03:04
peak ti me remot e = internet. | SP-1
ti me = 0000.00:02:57
| ast remot e = intrane
ti me = 0000.00: 00:07
Access-point Time/ Charge:
remot e ap ti me
0 0 0000.00:02:57
1 0 0000.00: 00: 07
e I d
(11) (12) (13)
Access-point disconnect | imit Time/ Packet:
remot e ap ti me packet
0 0 0000.10:02:57 1000000
1 0 0000.00: 00: 07 100
e i d
(14) (15) (16) (17)
#
1)
2)
3)
4)
5)
6)

t. OFFI CE- |

~ e~~~ —~
P ©O©o0~NO®
oO————

10
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7)

8)

9)

10)
11)
12)
13)
14)
15)
16)
17)

10
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10. 1. 3 show cardmodem statistics

[ ]

show cardmodem statistics [slot <slot>]

[ ]

sl ot <slot>

0 1 Si -R2408B
[ ]
( / )
( )
[ ]
[ ]
[ ]

10
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# show

[ MODEM SLOT-0

Interface stat
since
[ MODEM SLOT -
Il nput bytes
FI' FO error
overrun
parity erro
framing err
break seque
Out put bytes
[ MODEM SLOT-
CTS input si
DSR i nput si
R input si
DCD i nput si
DTR output s
RTS output s
1)

OPEN

CLOSE
2)
3)
4) FI FO
5)
6)
7)
8)
9)
10) CTS
11) DSR
12) RI
13) DCD
14) DTR
15) RTS

STATUS]
us

STATI STI C

S| GNAL
a

a

a

a

nal

nal

ST

cardmodem statistics

OPEN

Jan

S
1
0
0
0
0
0
5

ATUS]

ON
ON

OFF
OFF
OFF
OFF

10
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10.

10.

2

2.1

]

clear

]

# clear
#

clear cardmodem account

cardmodem account

cardmodem account

10
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]

clear

]

# clear
#

cl

ear

cardmodem

cardmodem statistics

cardmodem statistics

stati

St

Ccs

10
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11

L AN

11

LAN
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11.

11.

1 LAN
1.1 show wlan st a
]
STA
]
Si - R2|4
]
show wlan sta [slot <slot>]
]
STA( LAN )
sl ot <slot>
STA( LAN )
0 1 Si -R2408B
]
( / )
|
LAN STA( LAN )
]
# show wlan sta slot O
[slot O]
ADDR Al D CHAN RATE RSSI | DLE TXSEQ RXSEQ
--(1) -(2)--(3)--(4)--(5)--(6) --(7) --(8)
00:16:e3:00:00:01 1 3 48M 57 0 10214 4095
00:16:e3:00:00:02 2 3 56 M 57 0 4095 20438
#
1) ADDR
STA MA C
2) AI D
I D
3) CHAN
4) RATE
(bps)
5) RSSI
60(=100%)
6) | DLE

11 LAN
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15 300

7) TXSEQ
8) RXSEQ
9) CAPS
Capability I nformation
"E' ESS
Y I BSS
‘¢ CF_POLLABLE
' C’ CF_POLLREQ
P! PRI VACY
'St SHORT_PREAMBLE
"B PBCC
AT CHANNEL _AGILITY
‘s SHORT_SLOTTI ME
" R' RSN
"D’ DSSS_OFDM
10) ERP
ERP information EIl ement
0 -
1 NonERP Present
2 Use Protection
4 Barker Preamble Mode
11) WPA/ RSN
WP A

WPA' WPA
RSN' WPA2

field

(11g,11b/g)

11 LAN
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1. 2 show wlan statistiocs

]
LAN
]
5i-ra
]
show wlan statistics [slot <slot>]
]
LAN
slot <slot>
LAN
0 1 Si-R2408B
]
( / )
]
LAN

# show wlan statistics sl ot 1
[ sl ot 1]

PHYSI CAL STATI STICS | NFORMATI ON

ast _hardwar e 0
ast _rxeol 0
ast_mib 0
ast _tx_packets 517
ast _tx_cts 0
ast _tx_shortpre 482
ast _tx_protect 0
ast _rx_crcertr 10018
ast _rx_fifoerr 0
ast _rx_badcrypt 0
ast _rx_badmic 0
ast _rx_phyerr 0
ast _rx_tooshort 0
ast _rx_toobig 0
ast _rx_packets 248
ast_rx_mgt 0
ast _rx_rssi 52
ast _be_xmit 7987
ast _per _cal 70
ast _per _cal fail 0
is_rx_acl 0
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PHYSI CAL STATI STICS | NFORMATI ON
ast _hardwar e

ast _rxeol
EOL(End Of Line: R x )
ast_mib
MI B
ast _tx_packets

ast _tx_mgmt

ast _tx_fifoerr

FI FO
ast _tx_rts
RTS
ast _tx_cts
CTS

ast _tx_shortpre;

ast _tx_protect

11g

ast_rx_crcertr

CRC

ast _rx_fifoerr
FI FO

ast_rx_badcrypt

ast _rx_badmic
MI C
ast_rx_phyerr
PHY

ast _rx_packets

ast_rx_mgt

ast _tx_rssi

ACK
ast_be_xmit
beacon
ast_be_nombuf
beacon mb u f beacon

7]

t _per _cal

ast _per _cal fail

is_rx_acl
MA C
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1. 3 show wlan status

]
L AN
]
ET—Ral
]

show wlan status [sl ot <sl ot >]

L AN
sl ot <slot>
L AN

0 1 Si - R2408B

]

( / )
]

L AN
]

# show wlan status
[ sl ot 0]
|

EEE802. 11 Wireless LAN Information

mo d e : | EEE802. 11g( max 54Mbps)
channel 2(2417Mhz)

type HOSTAP

ssid Si - R_WLAN_AP1
hide OF F

bssid 00:90: cc:c6:d3:81
sta | i mit 4 stations

t xpower 10(x0. 5dBm)
protection mode OF F

rts threshol d 2346 bytes

dtim period 1

beacon interval 100(x1.024msec)
aut h WPA- PSK
WEP | nformati on

wep mode ON( WEPG6 4)

wep send key[ 1]
WPA | nformation

wpa mode OF F

wpa cipher TKI P

wpa rekey group 600 sec

1) mode
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2) channel

3) type
4) ssid
SSI D
5) hide
SSI D ANY
6) bssid
BSSI D
7) sta | imit

8) txpower

11a 1 34(x0.5dBm)
9) protection mode
(11a/11b

11b/ g, g

OFF)

1

36(x0.5dBm)

10) rts threshol d

RTS
11) dtim period

DTI M
12) beacon interval
13) auth
14) wep mode

( )

15) wep send
16) wpa mode

WP A
17) wpa cipher
18) wpa rekey group

( GTK)
11 LAN
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1.4 show wlan wpa status

i - R2J
]
show wlan wpa status
]
LAN
]
( / )
( )
]
WP A
]
| EEE802. 1X
# show wlan wpa status
[1 an0]
SSI D : SI R-1X (1)
current STA number T2 (2)
Next GTK rekey ti me : Mon May 8 21:39:43 2007 (3)
Next GMK rekey ti me : Mon May 9 07:29:13 2007 (4)
MI C failure detection status : nor mal (5)
No . User EAP- Type PAE status STA MAC addres
(6) (7) (8) (9) (10)
WPA-Type Cipher suite PTK status Since
(11) (12) (13) (14)
1 user 01 TTLS Aut henticated 00: 00: 0e: 12: 34
WP A 2 CCMP I nitiation Done Mon May 8 19:
2 user 02 PEAP Aut henticated 00: 00: 0e: 98: 76
WP A 2 TKI P I nitiation Done Mon May 8 19:
1) SSID
2) STA
3) GTK
4) G MK
5) MIC failure
nor mal
MI C
wat ch
MI C 1
error
Ml C STA
6) STA
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7) 1 EEE802. 1X (*1)
8) | EEE802. 1X EAP (*1)
9) | EEE802. 1X (*1)

| EEE802. 1X
Aut henticating

Aut henticated
Failure

10) STA MAC

11) WPA

12)

13) PTK(Pairwise Transit Key)

14) ( )

(*1) | EEE802. 1X L )
PSK

# show wlan wpa status

[1 an0]
SSI D : SI R- PSK (1)
current STA number 2 (2)
Next GTK rekey ti me : Mon May 8 21:39:43 2007 (3)
Next GMK rekey ti me : Mon May 9 07:29:13 2007 (4)
MI C failure detection status : nor mal (5)
N o User EAP-Type PAE status STA MAC addres
(6) (7) (8) (9) (10)
WPA- Type Cipher suite PTK status Since
(11) (12) (13) (14)
1 - Aut henticated 00: 00: 0e: 12: 34
WP A 2 CCMP I nitiation Done -
2 user 02 - Aut henticated 00: 00: 0e: 98: 76
WP A 2 TKI P I nitiation Done -
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1.5 show wlan wpa

stati sti

Ccs

show wlan wpa statistics [ <mode>]
[ ]
<mode>
det ail
[ ]
( / )
( )
[ ]
WP A
[ ]
11 LAN
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# show wlan wpa statistics detail

[ an0]
current associated STA count 4 (1)
STA join count 231 (2)
STA | eft count 220 (3)
No response for Il dentity count 1 (4)
No response for EAPOL-Key count 0 (5)
PTK negotiation error count 1 (6)
GTK negotiation error count 0 (7)
Group rekey count 5 (8)
GMK rekey count 2 (9)
Single MIC failure detection count 2 (10)
Mul t i MI C failure detection count 2 (11)
Last MIC failure detection ti me Sep 25 07:27:50 2007 (12)
Aut hentication succeed count : 21 (13)
Aut hentication failure count 2 (14)
Repl ayed frame detecting count 15 (15)
Deaut hentication count 217 (16)
Unspecified reason
Previous authentication no | onger valid
Deaut henticated because sending station is |leaving (or has |
I BSS o
Di sassoci ated due to inactivity
Di sassoci ated because AP is wunable to handle all currently
associated sta
Class 2 frame received from nonauthenticated station
Class 3 frame received from nonassociated station
Di sassoci ated because sending station is |eaving(or has | eft
Station requesting (re)association is not authenticated with
responding st
I nvalid information el ement
MI C failure
4- Way Handshake ti meout
Group Key Handshake ti meout
I nformation el ement in 4-Way Handshake different from
(Re) Associ ation Request/ Probe Response/ Beacon
I nvalid group cipher
I nvalid pairwise cipher
Il nvali d AKMP
Unsupported RSN information el ement version
I nvalid RSN information el ement capabilities
| EEE 802. 1X authentication failed
Cipher suite(s) is unable to be accepted
1) STA
2)
3)
4) | EEE802. 1X ldentity
5) EAPOL- Key

6) PTK(Pairwise Transit Key)
7) GTK(Group Tempor al Key)
8) GTK

9) GMK(Group Master Key)

10) MIC(Message Integrity Code)
11) MIC

12) MI C

13)

14)

15)

16) STA

17) 37)

17)
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18)

19) I BSS ESS STA

20)

21) STA

22) Class 2 STA

23) Class 3 Association STA
24) BSS STA

25) STA Association

26)

27) MI C Failure

28) 4-Way Handshake(PTK )

29) Group Key Handshake( GTK )

30) 4-Way Handshake Association

31) Group Cipher
32) Pairwise Cipher

33) AKMP( Aut hentication and Key Management Protocol)
34) RSN
35) RSN Capability

36) | EEE802. 1X
37) | EEE802. 1X

# show wlan wpa statistics

[l an0]

current associated STA count 4
STA join count 231
STA | eft count 220
No response for Il dentity count 1

No response for EAPOL-Key count 0
PTK negotiation error count 1
GTK negotiation error count 0
Group rekey count 5
GMK rekey count 2
Single MIC failure detection count 2
Mul t i MI C failure detection count 2
Last MIC failure detection ti me Sep 25 07:27:50 2007
Aut hentication succeed count 21
Aut hentication failure count 2
Repl ayed frame detecting count 15
Deauthentication count 217
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11. 2 L AN

11. 2.1 clear wlan stat.i

[ ]
LAN

[ ]

[ ]

clear wlan statistics

<sl ot >]

L AN
sl ot <slot>
L AN
0 1 Si - R2408B
[ ]
( )
( )
[ ]
L AN
[ ]

# clear wlan statistics
#

11 LAN
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]

clear

interf

WP A

WP A

# clear
#

clear

wl an wpa

wl an wpa

statistics

L AN
ace <ifname>
WP A
WP A
( )
( )

wl an wpa

| EEE80 2.

statistics

stat

1X

st

Ccs

11
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12.
12.
[

1 USB

1.1 show usb hcd

USB

]

show usb hcd status

]

USB

USB

# show usb hcd status

[ USB HCD STATUS]

status

i - R2|49iB- R2|49ic R2|49iD R1|8 0B

status enabl e
1)
USB
di sabl e
enabl e
12 USB
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1.2 show usb storage status

USB

Si - R2|49iB- R2|dwic R2|4d0iD R1|s 0B

show usb storage status

( | CE )

USB

# show usb storage status

[ Thr ead]

Status : Active --- (1)
[ Device #1]
Status : I dl e ---(2)
Speed : Ful |l - - -(3)
Geometry probing Success ---(4)
Test unit ready Success ---(5)
I nquiry Success
Mode sense : Success
Read capacity : Success
Read format capacities e
Hol d dat a : Not exi st ---(6)
Error status Get device specs [5/5] (Read for mat
Error reason Transfer URB failure ---(8)
Error event : 0x3200000d ---(9)
Request sense code : (02, 10, 00) ---(10)
[ St orage specs]
Vendor FUJI TSU ---(11)
Product USB Portabl eDri ve ---(12)
Product Re 3.96 ---(13)
Total sectors 500400 ---(14)
Cylinders 695 ---(15)
Heads 15 ---(16)
Sectors per track 48 ---(17)
[ USB specs]
Speed : Ful I ---(18)
Max LUN 3 ---(19)
[ USB configuration]
Device address 1 ---(20)
Interface 0 ---(21)
Sub cl ass . 6 ---(22)
LUN : 0 ---(23)
Bul kI nEP : 0x82 ---(24)
Bul kOut EP 0x02 ---(25)
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1)

2)

3)

4)

UuSB

Unini t

Waiting for
(USBD
Waiting for

(

Active
UusSB
UusSB
Uninit

Initializing [1/2] (Set configuration)

(Set ¢

USBD active
)

entry class completed

)

onfiguration)

Initializing [2/2] (Get max | un)

(Get m
Get device

ax | un)
specs [1/5] (Test wunit

(Test wunit ready)

Get device

(

Get device

(

Get device

(

Get device

(
1 dl e

Transfering

Waiting for

USB
Unplugging

: USB
Hi gh

Ful Il

Success

specs [2/5] (lnquiry)
Il nquiry)

specs [3/5] (Mode sense)

Mode sense)

specs [4/5] (Read capacity)

Read capacity)

specs [5/5] (Read for mat
Read format capacities)

unplugging
( )

(480Mbps)

(12Mbps)

(1. 5Mbps)

capacities)
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Success(partly guessed)

( )
Fail ed

Not yet

5)
SCSI ( TEST_UNI T_READY, I NQUI RY, MODE SENSE
FORMAT CAPACITI ES)

Success

Failed (no data)

( )
Failed (retry out)

( )
Fail ed

( )

6)

Exi sts

Not exists

7)., 8), 9), 10)
7)
USB (2)
8)

9)

10)
USB USB
11)
USB
12)
USB
13)
USB
14)
USB
15)
USB
16)
USB
17)
UsSB 1 (1 1 )
18)
USB (3)
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19) LUN
UsB

20)
UsB

21)

usB
22)

UsB
23) LUN

UsB

24) Bul kI nEP

USB

25) Bul kOut EP

USB

LUN

USBD

LUN

0(

LUN=O0

12
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1.1 show interface

]

[si - RE[BO - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|4DiB- R2|4DiC R2/4iD R1j8 0B

]

show interface [interface <interface_name>]

]

interface <interface_name>
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# show interface
| ano0 MTU 1500
-(1) - -(2) -
Type: ethernet
MAC address: 00:00:0e:f1:41
Status: up since Dec 9 19:
I P address/ maskl| en
192.168.1.1/ 24 Br oa
192.168.2.1/ 24 Br oa
I CMP redirect: enabl ed
Proxy ARP: enabl ed
| Pve address/ prefixlen:
fe80::200:eff:fefl:41dc/ 6
2001:db8:ffff:1000: 200: ef
l anl MTU 1500
Type tag vl an
VLAN I D is 30 on | ano
MAC address: 00:00:0e:f1:41
Status: up since Dec 9 19
I P address/ maskl en:
192.168.3.1/ 24 Br oa
I CMP redirect: disabl ed
Proxy ARP: disabl ed
|l an5b MTU 1500
Type: Wireless LAN
Wireless LAN uses wlanO on
MAC address: 00:00:0e:f1:41
Status: up since Dec 9 19
I P address/ maskl| en
192.168.3.1/ 24 Br oa
| CMP redirect: disabl ed
Proxy ARP: disabl ed
rmt O MTU 1500
Type: pseudo P2P interface
Status: up since Dec 9 19
I P addr ess:
192.168.1.1 -> 192.168. 5.
| Pve address/ prefixlen:
fe80::200:eff:fefl:41dc/ 6
2001:db8:ffff:1001: 200: ef
rmt 100 MT U
Type: template P2P interfac
Status: up since Dec 9 19:
I P addr ess:
192.168.10.1 -> 192.168. 2
|l 00 MTU 16384
Type: | oopback
Status: up since Dec 9 19
I P address/ maskl| en
127.0.0.1/ 32
192.168.1.1/32
| Pve address/ prefixlen
fe80::1/ 64
::1/128
1)
2) MTU
3)
4) Type
ethernet
Et hernet
tag vl an
Et hernet tagged VLAN
pseudo P2P interface
P2P

<UP, BROADCAST, RUNNI NG, S| MPL EX, Ml

------------------ (3)--=-=--------
:dc

23:45 2004

dcast 192.168.1.255

dcast 192.168.2.255

4

f:fefl:41dc/ 64

<UP, BROADCAST, RUNNI NG, S| MPL EX, ML
:dc
:23:45 2004

dcast 192.168.3.255

<UP, BROADCAST, RUNNI NG, S| MPL EX, Ml

sl ot 1l

:dc

:23:45 20014

dcast 192.168.3.255

<UP, POI NTOPOI NT, RUNNI NG, MULTI CA*¢

:23:45 2004

1

4

f:fefl:41dc/ 64

1500 <POI NTOPOI NT, MULTI CAST>
e

23:45 2004

0.1

<UP, LOOPBACK, RUNNI NG, MULTI CAST>
:23:45 2004
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templ ate P2P interface

P2P (templ at e )
Wireless LAN

L AN
l oopback

VLAN I D
tagged VLAN VLAN 1| D

Wi reless LAN
LAN LAN
MAC address
MA C

Status

up
down

admin down

Et hernet

I P address/ maskl en
| Pv 4

I CMP redirect

I CMP redirect

enabl ed

| CMP redirect

di sabl ed

| CMP redirect

Proxy ARP

Proxy ARP

enabl ed

Proxy ARP

di sabl ed

Proxy ARP

|l Pve address/ prefixlen
| Pv6

| Pv 6

tentative

DAD

duplicated

anycast
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13.

nterface

bri

ef

[si - Rb[BO - R5|12iB- RB[BO - R3|1DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|80B

1.2 show i
]
]
]
show interface

interface

# show interface
I nterface

1) I nterface

2) Status

up

down

admin down

Et hernet
3) Type

ethernet
Et hernet
tag vl an
Et hernet

brief

<interface_name>

[interface

/ )
brief
Status Type
(2) (3)
up et hernet
up tag vl an
up Wireless LAN
down pseudo P2P interface
up templ ate P2P interface
up | oopback
tagged VLAN

<interface_name>]
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pseudo P2P interface

P2P
templ ate P2P interface
P2P (templ at e
Wireless LAN
L AN

l oopback
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1.3 show interface summary

[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|80B

show interface summary
]

( / )
( )

# show interface summary

There are 4 interfaces (up status 4 interfaces)
Loopback interface : 1 (up status 1 interfaces)
Et hernet interface 1 (up status 1 interfaces)
VLAN interface 1 (up status 1 interfaces)
Pseudo P2P interface 1 (up status 1 interfaces)
Templ ate P2P interface 1 (up status 1 interfaces)
Wireless LAN 1 (up status 1 interfaces)

#

1)

2) Ethernet

3) Ethernet tagged VLAN

4) P2P

5) P2P (templ at e )

6) LAN
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1. 4 show i nterface detai l

]
]
[si - Rb[BO - R5|12iB- RB[BO - R3|{1DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|8 0B
]
show interface detail [interface <interface_name>]

interface <interface_name>

( / )
( )
]
]
# show interface detai
| ano0 MTU 1500 <UP, BROADCAST, RUNNI NG, SI| MPL EX, Ml
-(1) - o(8)=  ecceccococccececocnoc @SHEEEIE - - - - - - -
Type: ethernet
MAC address: 00:00:0e:f1l:41:dc
Status: up since Dec 9 19:23:45 2004
I P address/ maskl en
192.168.1.1/ 24 Broadcast 192.168.1.255
192.168.2.1/ 24 Broadcast 192.168. 2. 255
| CMP redirect: enabl ed
Proxy ARP: enabl ed
| Pve address/ prefixlen:
fe80::200:eff:fefl:41dc/ 64
2001:db8:ffff:1000:200:eff:fefl:41dc/ 64
statistics
in packets 608454094 out packets
bytes: 3238235804 bytes:
uni cast s: 596068741 uni cast s:
mul ticasts/ broadcast s: 12385353 mul ticasts/ broadc
di scards 1570663 di scards:
dr op:
| ani MTU 1500 <UP, BROADCAST, RUNNI NG, S| MPL EX, ML
Type tag vlan
VLAN ID is 30 on | ano0
MAC address: 00:00:0e:f1l:41:dc
Status: up since Dec 9 19:23:45 2004
I P address/ maskl en:
192.168.3.1/ 24 Broadcast 192.168.3.255
I CMP redirect di sabl ed
Proxy ARP: disabl ed

statistics:

in packet s: 396600682 out packet s:
bytes: 2220023450 bytes:
uni cast s: 388343780 uni cast s:
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mul ticasts/ broadcast s: 8256902 mul ticasts/ broadc
di scards: 812137 di scards:
drop:
|l anb MTU 1500 <UP, BROADCAST, RUNNI NG, SI MPL EX, ML
Type: Wireless LAN
Wireless LAN uses wlanO on slotl
MAC addr ess: 00: 00: 0e:f1:41:dc
Status: up since Dec 9 19:23:45 2004
I P address/ masklIl en
192.168.10.1/ 24 Broadcast 192.168.10. 255
| CMP redirect: di sabl ed
Proxy ARP: disabl ed
statistics:
in packet s: 8329 out packet s:
bytes: 53457 byt es:
uni cast s: 8329 uni cast s:
mul ticasts/ broadcast s: 0 mul ticasts/ broadc
di scards: 816 di scards:
drop:
rmt O MTU 1500 <UP, POI NTOPOI NT, RUNNI NG, MULTI CAZ*S
Type: pseudo P2P interface
Status: up since Dec 9 19:23:45 2004
I P address:
192.168.1.1 -> 192.168.5.1
| Pve address/prefixlen:
fe80::200:eff:fefl:41dc/ 64
2001: db8: ffff 1001: 200: eff:fefl:41dc/ 64
statistics:
in packets 329858329 out packet s:
bytes: 1007353457 bytes:
uni cast s: 329858329 uni cast s:
mul ticasts/ broadcast s: 0 mul ti casts/ broadc
di scards: 927816 di scards:
dr op:
rmt 100 MTU 1500 <POIlI NTOPOI NT, MULTI CAST>
Type: template P2P interface
Status: up since Dec 9 19:23:45 20014
I P address:
192.168.10.1 -> 192.168.20.1
statistics:
in packet s: 8329 out packet s:
bytes: 53457 bytes:
uni cast s: 8329 uni cast s:
mul ticasts/ broadcast s: 0 mul ti casts/ broadc
di scards: 816 di scards:
dr op:
| 00 MTU 16384 <UP, LOOPBACK, RUNNI NG, MULTI CAST>
Type: | oopback
Status: up since Dec 9 19:23:45 20014
I P address/ maskl|l en:
127.0.0.1/ 32
192.168.1.1/ 32
| Pve address/prefixlen:
fe80::1/ 64
01/ 128
statistics
in packet s: 174974 out packet s:
bytes: 12391593 bytes:
uni cast s: 174974 uni cast s:
mul ticasts/ broadcast s: 0 mul ti casts/ broadc
di scards: 0 di scards:
dr op:
1)
2) MTU
3)
4) Type
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et hernet
Et hernet
tag vl an

Et hernet tagged VLAN
pseudo P2P interface
P2P
templ ate P2P interface
P2P (templ at e

loopback

Wireless I nterface
LAN
VLAN | D
tagged VLAN VLAN

Wi reless LAN
L AN
MAC address
MA C

Status

up
down

admin down

Et hernet

I P address/ maskl en
| Pv 4

I CMP redirect

I CMP redirect

enabl ed

| CMP redirect

di sabl ed

| CMP redirect

Proxy ARP

Proxy ARP

enabl ed

Proxy ARP

di sabl ed

Proxy ARP

|l Pve address/ prefixlen
Il Pve6

I Pv6

tentative

DAD

duplicated

anycast

statistics
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13.

1.

5 show interface statistics

]
[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|80B
]
show interface statistics [interface <interface_name?>]
]

interface <interface_name>
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# show interface statistics
l ano0 Status: up Type et hernet
- (1) - - - (2) - S (3) - -
statistics:
in packet s: 6084540914 ut packet s:
bytes: 3238235804 bytes:
uni cast s: 596068741 uni cast s:
mul ticasts/ broadcast s: 12385353 mul ticasts/ br
di scards: 1570663 di scards:
dr op:
|l an1l Status: up Type tag vlilan
statistics:
in packet s: 396600682 ut packet s:
bytes: 2220023450 bytes:
uni cast s: 388343780 uni cast s:
mul ticasts/ broadcast s: 8256902 mul ticasts/ br
di scards: 812137 di scards:
dr op:
|l an5 Status: up Type Wi reless LAN
statistics:
in packet s: 396600682 ut packet s:
bytes: 2220023450 bytes:
uni cast s: 388343780 uni cast s:
mul ticasts/ broadcast s: 8256902 mul ticasts/ br
di scards: 812137 di scards:
dr op:
rmt O Status: up Type pseud P2P interface
statistics:
in packet s: 329858329 ut packet s:
bytes: 1007353457 bytes:
uni cast s: 329858329 uni cast s:
mul ticasts/ broadcast s: 0 mul ticasts/ br
di scards: 927816 di scards:
dr op:
rmt 100 Status: up Type templ ate P2P interface
statistics:
in packet s: 8329 ut packet s:
bytes: 53457 bytes:
uni cast s: 8329 uni cast s:
mul ticasts/ broadcast s: 0 mul ticasts/ br
di scards: 816 di scards:
dr op:
|l 00 Status: up Type |l oopback
statistics:
in packet s: 174974 ut packet s:
bytes: 12391593 bytes:
uni cast s: 174974 uni cast s:
mul ticasts/ broadcast s: 0 mul ticasts/ br
di scards: 0 di scards:
#
1)
2) Status
up
down
admin down
Et hernet
3) Type
ethernet
Et hernet
tag vl an
Et hernet tagged VLAN
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pseudo P2P interface

P2P
templ ate P2P interface

P2P (templ at e
Wireless Interface

L AN

l oopback
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13.

1.6 show access-point
]
]
[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|8 0B
]
show access-point
show access-point remote <remote_number> [ap <ap_number >]
show access-point access-point <ap_name>
]
remote <remote_number >
0 999 Si-R570 Si-R5708B
0 499 Si -R370 Si-R3708B
0 99 Si -R260B Si-R240B Si-R220C Si-R220D
0 49 Si -R1808B
remote <remote_number> ap <ap_number >
0 999 Si -R570 Si-R5708B
0 499 Si -R370 Si-R3708B
0 99 Si -R260B Si-R240B Si-R220C Si-R220D
0 49 Si -R1808B

access-point

<

ap_name>
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#
re

1)

2)

3)

show access-point
mote O ap O
status
det ai |l
since
communi cated ti me
speed
send traffic
receive traffic

type
| PCP
|l ocal addr ess
DNS server
| PV6CP
BCP
MPLSCP
mote 1 ap O
status
since
speed
send traffic
receive traffic
type
mote 2 ap O
status
since
speed
send traffic
receive traffic
type
| KE Version
exchange type
| KE SA
|l Psec SA
auto ignore

not attached

Il inkoff

connectable

connected

force down

watch failed

I SDN

disc-to-sync

disc-to-idle

I nternet.isp
connected
connected
Aug 26 10:52:
0000.00: 30:03
128000 bps
1432 bytels
10. 4K bytels
I SDN
opened
192.168. 1.1
192.168. 2.5
opened
opened
opened
yokohama. fro
connected
Aug 26 10:52:
64000 bps
2245 bytels
42 bytels
FR
kawasaki.vpn
connected
Aug 26 10:52:
not availabl e
not available
not availabl e
| Psec/ | KE
1
aggressive
established
established
enabl e
192.168.2.0/ 2
192.168.3.0/ 2

46 2008
192. 168.

46 2008
46 2008

4

4
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connected

callin

alerting

PPPOE
PPPOE
wait PADO
PADO
wait PADS
PADS
connected

MODEM
disc-to-sync

disc-to-idle
connected
callin

( )

alerting

4)
status
5)
dddd. hh: mm: ss dddd= hh= mm= ss =
| SDN PPPOE MODEM
I SDN PPPOE status connected
MODEM det ai l alerting connected disc-to-idle disc
6)
MP
7)
8)
9)
HSD
I SDN
I SDN
FR
FrameRel ay
| Pv4
|l Pv4 tunnel
I Pv6

Il Pve tunnel
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ATM

ATM

PPPOE

PPPOE

|l Psec

I Psec|( )
|l Psec/ | KE

|l Psec (Il KE )
overl ap

overlap ap

mpl s

MPLS LSP

MODEM

MP

PPP

10) I PCP

I Pv 4
opened

negotiating

cl osed

11) | Pv4

| PCP I
255.255.255. 2

12) DNS

| PCP DNS
DNS

13) I PV6CP

| Pv 6
opened

negotiating

cl osed

14) BCP

opened

negotiating

cl osed

15) MPLSCP

MPLS
opened

negotiating
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16)

17)

18)

19)

20)

21)

cl osed

|l Psec/ | KE

Psec

| KE

KE
1

| KEv1
2

| KEv 2

KE

KEv 2

mai n

Mai n
aggressive
Aggressive
I KE SA

KE SA
established

negotiating

expired

none
| Psec SA
Psec SA
established

negotiating

expired

none
VPN I NVI TE ignor e

VPN I NVI TE ignor e

KEv 2

enabl e

I NVI TE ignor e

di sabl e

I NVI TE ignore

VPN I NVI TE ignore

VPN I NVI TE ignor e

KEv 2
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7 show templ ate

]

[si

- R§[B0 - R5|10iB- RB[BO - R3|{DiB- R2|qDiB- R2|4iB- R2|4Dic R2|4iD R1|8 0B

]

show template [interface <interface_name?>]

]

interface <interface_name>
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# sh

ow templ ate

[templ ate 0]

st at
Nu mb

r mt 3
st

sp

ty

us
er of interfaces
O(user id: kawagoe-1)
atus :
det ai |l
since
communi cated ti me
eed
send traffic
receive traffic
pe
| PCP
l ocal addr ess
DNS server
| PV6CP

[templ ate 1]

status
Number of interfaces
rmt 40(user id: sayama-1@d
status :
since
speed
send traffic
receive traffic
type
| KE Version
exchange type
| KE SA
|l Psec SA
1)
active
inactive
2)
3)
(PPP
4)

connected

5)

6)

I SDN
disc-to-sync
disc-to-idle

connected

status

7)

active

Acti ve:

connec
connec

>
=
w o oQ

O—krPRPRO
S©O©OosSZANOO

o
° T mwohrNO
O R, OQ-"

QD
> O
o ~
= —=

X O N
cooo®
o<

® NN D

o -

— -
= o 0

o
o

o

(RO

1

< “+toT -
T D®OT Wwo oo
® ~w»mw O

()]
@

, Free: 9

52:46 2008
03

S

/s

1.1

2.5 192.168

, Free: 7

53:42 2008

bl e

bl e

bl e

d

d

unknown
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dddd. hh: mm: ss dddd = hh= mm= ss =
| SDN status connected
8)
MP
9)

10)

11)

I SDN
I SDN
|l Psec/ | KE
Il Psec (Il KE )
PPP
12) I PCP
| Pv 4
opened

negotiating

cl osed

13) I Pv4

| PCP | Pv 4
255.255.255. 255

14) DNS

| PCP DNS / DNS
DNS 255.255.255. 255

15) I PV6CP
| Pv6
opened

negotiating

cl osed

|l Psec/ | KE
|l Psec
16) | KE
| KE
1
| KEv1
2
| KEv 2
17)
| KE
| KEv 2
mai n
Mai n
aggressive
Aggressive
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18) | KE SA
| KE SA
established
negotiating
expired
none

19) I Psec SA

Psec SA
established

negotiating

expired

none
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1.8 show template statistics

]
]
[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|80B
]
show templ ate statistics
]
]
( )
( )
]
]

# show template statistics
[templ ate 0]
pool ed interface = rmt30-rmt39 --- (1)
accept count = 2 - - - (2)
reject count = 1 --- (3)
total ti me = 0000.00:13:04 --- (4)
peak ti me = 0000.00:12:57 - - - (5)
|l ast ti me = 0000.00:00:07 --- (6)
[templ ate 1]
pool ed interface = rmt40-rmt 37 --- (1)
accept count = 5 - - - (2)
reject count = 2 --- (3)
total ti me = 0000.00:19: 14 --- (4)
peak ti me = 0000.00:120: 17 - - - (5)
|l ast ti me = 0000.00:00: 13 --- (6)
1)
2)
3)
4)
5)
6)
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2
2.1 clear interface statistics
]
[si - RE[BO - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|4DiB- R2|4DiC R2/4DiD R1j8 0B
]
clear interface statistics [interface <interface_name>]

interface <interface_name>

#
#

]

clear interface statistics

13 229



2 clear template statistics

]

[si

- R§[B0 - R5|12iB- RB[BO - R3|{DiB- R2|qDiB- R2|4iB- R2|4Dic R2|4iD R1|8 0B

]

clear template statistics

#
#

]

clear template statistics
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14

ARP

14

ARP
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14. 1 ARP

14.1.1 show arp

[ ]

ARP
[ ]

[si - RE[B0O - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|49iB- R2|4DiC R2/4iD R1j8 0B
[ ]

show arp [<ip_address>]
show arp summary

[ ]

ARP
<ip_address>
I P ARP
summary
ARP
[ ]
( / )
( )
[ ]
ARP
[ ]
# show arp
I P Address MAC Address F Rest I nterface
(1) (2) (3) (4) (5)
20.0.0. 1 00: 00: e2:08:57: 89 01146 | ano
20.0.0. 2 (incompl et e) | anoO
20.0.0. 255 00: 00:02:01:14: 00 P perm |l an0
Entry: 3 --- (6)
# show arp summary
Entry:3
# show arp 20.0.0.1
I P Address MAC Address F Rest I nterface
20.0.0.1 00: 00: e2:08:57:89 01146 | ano0
Entry:1
#
1) I P Address
ARP I P
2) MAC Address
ARP MAC

(incompl ete)
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3) F

P

per manent
4) Rest

ARP
5) Interface
ARP
6) Entry
ARP

Permanent

..perm..

14
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14. 2 ARP

14. 2.1 clear arp

[ ]
ARP
[ ]
[si - RE[BO - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|4DiB- R2|4DiC R2/4iD R1j8 0B
[ ]
clear arp [<ip_address?>]
[ ]
ARP
<ip_address>
I P ARP
[ ]
( )
( )
[ ]
ARP
[ ]
# cl ear arp
#
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15 Nei ghbor Cache
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15.1 Neighbor Cache
15.1.1 show ndp
[ ]
Nei ghbor Cache
[ ]
[si - RE[B0O - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|4DiB- R2|4DiC R2/4iD R1j8 0B
[ ]
show ndp [<ipv6_address>]
show ndp summary
[ ]
Nei ghbor Cache
<ipv6_address>
| Pvé6 Nei ghbor Cache
%
summary
Nei ghbor Cache
[ ]
( / )
( )
[ ]
Nei ghbor Cache
[ ]
# show ndp
| Pveé Address MAC Address
(1) (2)
2001: db8:ffff:2000: 2a0: c9ff:fed8:904e 00: al0: 0e:f8:ff:01
2001: db8: ffff:2000: 20c: 6eff:fead: 54e7 (incompl ete)
fe80::2a0:c9ff:fed8: 904e %l ano 00: al0: 0e:f8:ff:01
Entry:3 -- - (7))
# show ndp summary
Entry: 7
# show ndp 2001:db8:ffff:2000: 2a0: c9ff:fed8:904e
| Pve Address MAC Address
2001:db8: ffff:2000: 2a0:c9ff:fed8:904e 00: a0:0e:f8:ff:01
Entry:1
# show ndp 2001:db8:ffff:2000: 2a0: c9ff:fed8:904f
| Pve Address MAC Address
Entry: 0
#
1) | Pv6e Address
15 Nei ghbor Cache 236

S F
(3)(4)
S
[
R
S F
S F



Nei ghbor Cache | Pvé6
2) MAC Address

Nei ghbor Cache MAC

(incompl ete)

3) S

Nei ghbor Cache

N

(NoSt at e)

w

(WaitDelete)

|

(I ncompl et e)

R

(Reachahbl e)

S

(Stal e)

D

(Del ay)

P

(Probe)
4) F

P

Per manent
5) Rest

Nei ghbor Cache Per manent

'"per m"
6) I nterface

Nei ghbor Cache
7) Entry

Nei ghbor Cache
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15.

15.

2 Neighbor Cache
2.1 clear ndp
]

Nei ghbor Cache

]

[si - RE[B0O - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|4DiB- R2|4DiC R2/4DiD R1j8 0B

]

clear ndp [ <ipvé6_address> ]

Nei ghbor Cache
<ipv6_address>

| Pve6 Nei ghbor Cache
%
]
( )
( )

]

Nei ghbor Cache

]

# clear ndp
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16. 1 | Pvi4
16. 1.1 show ip route
[ ]

[ ]

[si - RE[BO - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|4DiB- R2|4DiC R2/4iD R1j8 0B

—
[a—

[al I]
connected [all]
static [all]
rip [all]
bgp [all]
ospf [all
dns [ all]
i ke [all]
destination <ip_address>/<mask> [all]
destination <ip_address>/<mask> |l onger-pre:

u u nuo nunu nu uo nu nu n n
> O O O 5 5 T 5 oS- o
o O O 0O oo o o o o
A
T T © T T T T T T ©
-
O O 0O 0O o o o o o o
c Cc Cc C C© © C© C C C
~ ~+ ~+ ~+ ~ ~+ ~+ ~+ ~ ~
® ® ® ® ® ® d® d® D D

connected

static

rip
RI P
bgp
BGP
ospf
OSPF
dns
DNS
i ke
I KE
destination <ip_address>/ <mask?>

<mask > 1
destination <ip_address>/ <mask> longer-prefixes
<mask > 1
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nal pager

ter mi

route al

p

Destination/ Mask

show

#

I nte

UpTi me

Di stance

Gat eway

FP

I I B B I B I |
[cNeoNoNolNoloNoNe]
~0O00O0OO0OO0OO0O
NLNOOOOOOOoOOo
- ..

(eleolololoNolNelNoe)
cocoocooocooo
[cNeoNoNolNoloNoNe]
- L B B |
i L B B B |

=

<

s
eNolNoNoloNoNelNo)
LANWOLWULNNNN
cow~OOOO
B B B B B B I |
0O 00 0O 0O CO 0O 0O O
O O O O OO oo
B B B B B B I |
—~
M AN NNNNNNN
(7o) o) o)l e)Ie) I o) o) RNe)]
B B B B B B I |
©
o N
SN —
ANANANNNN
— e e e @ ©)
oOo0co0oo0ooco . .
OHdOMN~NOOOOo
A A A NM A A
0O 0O 0O 0O CO 0O 0O O
© O ©O© O OO oo
L B B B I B B B |
£~ 0 0o o o o o o o
ANANNNNNNNN
— OO OO OO OO O
L B B B I B B B |

— —
000000 Wwuw
*

S~k X ¥ *x X X ¥

110 00: 00:
110 00:
00:

110
110

20
70
70

168.10.
10.
10.

168.100. 192/ 26 192

192.

N
L
*

00

168. 200. 25 192.168
0/ 25

192.

00

168.

192.

168. 201.

192.

00
00:
00

00
00
00

110
120

.70
70
. 80

10
.10.
10

168.
168
. 168.

192.
192.
192

192/ 26
0/ 24
.0/ 24

201.
. 253.
253

168.
168
168.

192
192.

192.
FP

<O

1)

(P)

(F)

(F)

(P)

BGP(I nternal)

Be

BGP( External)

Ar ea)

OSPF(I nternal

Ar ea)

OSPF(External

E1l

AS Typel)

OSPF(External

241
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E2
OSPF(External AS Type2)

: RIP
DN
DNS

(interface route)

: (PtoP Local )
2) Destination/ Mask

3) Gateway
4) Distance
5) UpTi me

01:23: 45

o1 23 45 ( 24 )
6d23h45m
6 23 45 ( 7 )
3w6d23h
3 6 23

6) I nterface

(inactive)
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16.

E2:0)

AS Typel

1.2 show i p route summary
]
]
[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|80B
]
show ip route summary [ all]
]
al |
]
( / )
( )
]
]
terminal pager
]
# show ip route summary
Route Source Net wor ks
(1) (2)
Static 3
OSPF 0 (O0:0, A:O0, E1: 0,
RI P 0
BGP 0 (Be:0, Bi:0)
DNS 0
I KE 0
Connected 7
Tot al 10
1) Route Source
Static
OSPF
OSPF
I nternal Area External Area External
RI P
RI P

External

16
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BGP
BGP
External I nternal
DNS
: DNS
I KE
| KE
Connected

2) Networ ks
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1. 3 cl ear i

p route

]
| Pv 4
]
[si - Rb[B0O - R5|12iB- RB[BO - R3|1DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|8 0B
]
clear ip route
clear i p route rip
clear i p route bgp
clear i p route ospf
clear i p route dns
]
rip
RI P
bgp
BGP
ospf
OSPF
dns
DNS
]
( )
( )
]
| Pv 4
]
I KE
VPN VPN
CTRL+C
]
# clear ip route
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1. 4 show

]

p route kernel

[si - Rb[BO - R5|12iB- RB[BO - R3|1DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|80B

]
show ip rout
show ip rout
show ip rout

l ongest-matc
I P

summary
I P

® @

kernel
kernel |l ongest-match <ip_address>
kernel summary

<ip_address>
l ongest match

16
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# show ip

route kernel
Routing Tabl

es for Internet
Destination/ Maskl en Gateway FIl ag I nterface
(1) (2) (3) (4)
10.0.0.0/8 192.168. 1.5 UGS | anoO
127.0.0.1 127.0.0.1 UH | 00
192.168.1.0/ 24 i nk#1 U Il anoO
192.168. 1.5 i nk#1 UH | anoO
192.168.1.11 00: a0:c9:d8:90: 4e UH | anoO
224.0.0.0/ 4 127.0.0.1 UG l 00
Entry: 6
# show ip route kernel | ongest-match 10.0.0. 1
Routing Tables for Internet
Destination/ Maskl en Gateway FIl ag I nterface
10.0.0.0/8 192.168. 1.5 UGS | anoO
Entry:1
# show ip route kernel | ongest-match 20.0.0.1
Routing Tables for Internet
Destination/ Maskl en Gateway FIl ag I nterface
Entry: 0
# show ip route kernel summary
Entry: 6

#

1) Destination/ Maskl en

2) Gateway

MA C
i nk#x (X
)
3) Fl ag
u (Up)
G (Gateway)
H (Host)
S (Static)
R (Reject)
(1 CMP unreach )
B (Blackhol e)
(I CMP unreach )

4) I nterface

5) Entry
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16.

1.5 show ip route kernel ecmp
]
ECMP
]
[si - Rb[BO - R5|12iB- RB[BO - R3|{1DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|8 0B
]
show ip route kernel ecmp statistics
]
]
( / )
( )
]
ECMP
]
# show ip route kernel ecmp statistics
ECMP information for |Internet

Destination/ Maskl en
Since

Packet s

stat

i stics

nterface

192.168.10.0/ 24 192.168. 1. 2 0 I anoO
Jan 1 11:16:01 1970 192.168. 2. 2 0 | anl
192.168. 3. 2 0 | an2
192.168. 4. 2 0 | an3
#
1) Destination/ Maskl en
I P
Gateway
I P
Packet s
ECMP
ECMP 0
Interface
2) Since
ECMP
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16. 1.6 clear i p route kernel ecmp stati st
[
ECMP
[ ]
[si - Rb[BO - R5|12iB- RB[BO - R3|1DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|8 0B
[ ]
clear i p route kernel ecmp statistics
[ ]
[ ]
( )
( )
[
ECMP
[ ]
# clear ip route kernel ecmp statistics
#
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16. 2 | Pv©b6

16. 2.1 show i pv6 route

| Pv6

[ ]

[si - RE[B0O - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|4DiB- R2|4DiC R2/4DiD R1j8 0B

—
[a—

show ipv6 route [all]

show ipv6 route connected [all]

show ipv6 route static [all]

show ipv6 route rip [all]

show ipv6 route bgp [all]

show ipv6 route ospf [all]

show ipv6 route dns [all]

show ipv6 route dhcp [all]

show ipv6 route ike [all]

show ipv6 route destination <prefix>/<prefixlen> [all]

show ipv6 route destination <prefix>/<prefixlen> |longer - |
[ ]

| Pvo6

al |

| Pv6

connected

static

rip
RI P
bgp
BGP
ospf
OSPF
dns
DNS
dhcp
DHCP
i ke
I KE
destination <prefix>/<prefixlen>

destination <prefix>/<prefixlen> longer-prefixes
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]
]
terminal pager (
]
# show ipv6 route all
FP Destination/ Prefixlen
(1) (2)
Gat eway
(3)
* C 2001: db8: ffff: 1000 /| 64
2001: db8: ffff:212000: :1
* R 2001: db8: ffff:2000 /| 64
fego: : 1
S 2001: db8: ffff:3000 /| 64
fe80:: 2
1) FP
(F) (P)
(F)
*
| Pve6
I Pve6
X
| Pvé6 ( )
(P)
Bi
: BGP(I nternal)
Be
: BGP( External)
0]
: OSPF(I nternal Area)
A
: OSPF(External Area)
E1l
: OSPF(External AS Typel)
E 2
: OSPF(External AS Type?2)
R
: RIP
DN
: DNS
DH
DHCP

)

i me
)

00: 01
00: 01

16
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(PtoP Local

2) Destination/ Prefixlen

3) Gateway
4) UpTi me

01:23: 45

co1 23 45 ( 24
6d23h45m

.6 23 45 ( 7
3w6d23h

© 3 6 23

5) Distance

6) Interface

(inactive)

)
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16.

2. 2 show

| Pv 6

]

pveé route

summary

[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|80B

]

show i pv®6

]

| Pv 6
al |l
| Pv 6

| KE
Connected
Tot al

1) Rout e
Static
OSPF

OSPF

I nternal

RI P
RI1 P

rout e

rout e

Source

Ar ea

summary

terminal

summary
Net wor ks

(2)

(0: 0,

O~NOOOOOOW

-

External

(Be: 0,

Ar ea

[all]

pager

A: 0, E1: 0,

External

E2:0)

AS Typel

External

16
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BGP
BGP
External I nternal
DHCP
DHCP
DNS
: DNS
I KE
I KE
Connected

2) Networ ks
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| Pv 6

]

clear i1 pv6 route

[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|8 0B

]

ar
ar
ar
ar
ar

O O o0 o o o
® ® ® ® D @

ar

rip

RI P
bgp

BGP
ospf
OSPF
dns

DNS
dhcp
DHCP

VPN

# clear

i pv6é route
i pv6 route rip
i pv6 route bgp
i pv6 route ospf
i pvé route dns
i pvé route dhcp

( )

( )

| Pv 6
I KE

i pv6 rout e

VPN

CTRL+C

| Pvé6
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16. 2. 4 show i pv6 route kernel

| Pv 6
[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|80B
show ipv6 route kernel
show ipv6 route kernel l ongest-match <ipv6_address>
show ipv6 route kernel summary
| Pv 6
l ongest-match <ipv6_address>
| Pv 6 l ongest match
%
summary
| Pv 6
( / )
( )
| Pv 6
# show ipv6 route kernel
Routing Tables for Interneté®6
Destination/ Maskl en Fl ag I nterface
Gat eway
1 UH |l 00
1
2001:db8:ffff:1000::/ 48 UGS | ano0
fe80::2a0:c9ff:fed8: 904e%l ano
2001:db8: ffff:2000::/ 64 U | anoO
i nk#1
fe80::2a0:c9ff:fed8: 904e%l ano UH |l anoO
00: a0: c9:d8:90: 4e
fe80:: %l o0/ 64 U | 00
fe80::1%l oO
ffol1::/ 32 U | 00
o1
ff02:: %l an0/ 32 uc |l ano0
link#1
ff02:: %l o0/ 32 uc |l 00
fe80:: 1%l oO
Entry:8
# show ipv6é route kernel | ongest-match 2001:db8:ffff:12000::1
Routing Tables for Interneté®6
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Destination/ Maskl en Fl ag I nterface
Gat eway

2001: db8: ffff:212000::/ 48 UGS Il anoO
fe80::2a0: c9ff:fed8: 904e%l ano
Entry:1
# show ipv6é route kernel | ongest-match 2001:db8:ffff:3000::1
Routing Tables for Interneté6
Destination/ Maskl en Fl ag I nterface
Gat eway
Entry: 0
# show ipyv route kernel summary

1) Destination/ Maskl en

Gat eway

MA C
i nk#x(x
)
Fl ag
u (Up)
G (Gateway)
H (Host)
S (Static)
R (Reject)
(I CMP unreach )
B (Blackhol e)
(I CMP wunreach )

I nterface

2) Entry
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R

17

1 show p p route

17.

R

R3|19iB- R2|49iB- R2|49iB- R2]4d0ic R2|49iD R1j8 0B

R5|19iB- RB[BO -

- RE[BO -

[si

rout e

p

r

p

show

R

nal pager

t er mi

‘<ERROR> No RIP is configured.

R

R

R

rout e

p

r

show p

#

c

f

.

(4] (o= NoNolNeNo)

m~Ccccccc

CO ®® ®© @ © © ©

— . — — o ——
o«

(4] QOO MWD

T =2 E @ oo oo oo

-1 OO0 O0ONNN

F—c ccooo

(8] TAH NN M

-

-~

o<

=

— O N O
R Il Te)
coooo
oo

> O O W W W ®

© . .© 0o

2 ocooddAdd

Do~ - - e e

S MOONNNN

CT— . . 0000

o OO dAH A

X

n ST

© NNNNNN

= - ————

- oooooo

c

o cocoocoo«

— AN®O S TS

-

© 00 0O 00 0O O

c © © © © © ©

— A A Ao

-~

NHONNNNNNN

[CENSYe Mo W e le W Ne)

(a) e B I B R

S ()

number of entries

FP

The
1)

(P)

(F)

(F)
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(P)

R
: RI P
Cc
S
@)
: OSPF
B
: BGP
DN

DNS

2) Destination/ Mask
3) Gateway

4) Metric

5) Ti me
00: 00 16
16
none
6) Interface
7) The number of entries : 4

RI P
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1.2 show ip rip protocol
]
RI P
]
[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|80B
]
show ip rip protocol

( / )
( )
RI P
terminal pager ( )
‘<ERROR> No RIP is configured.
RI P RI P
RI P
# show ip rip protocol
Sending updates every 30 seconds with +/-50%, next due in 24
(1) (2) (3)
Ti meout after 180 seconds, garbage collect after 120 seconds
(4) (5)
Redi stributing: BGP, Connected, Static
Interface Send Recv
(7) (8) (9)
Il anoO 2 1 2
rmt O 2 1 2
Routing I nformation Sources
Gat eway Rcv-Bad- Packets Rcv-Bad- Routes Last-Update
(10) (11) (12) (13)
192.168.10.10 0 0 00:00:07
192.168.30.10 0 0 00:00: 24
192.168.10.50 0 0O 00:00:13
Di stance: 120
The number of entries : 4
1) Sending updates every 30 seconds

17

RI P
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2) with +/-50%
50 % 15
3) next due in 24 seconds

4) Timeout after 180 seconds
RI P
5) garbage collect after 120

6) Redistributing
RI P
Connected

Static
OSPF
OSPF
BGP
: BGP
DNS
DNS
7) I nterface
RI P
8) Send
OFF
: RI'P
1
: RI Pv1
2
RI Pv 2( / )
9) Recv
OFF
: RIP
1
: RIPv1
1 2
RI Pvl, RI Pv2( /
10) Gateway
I P
11) Rcv-Bad-Packets
RI P
12) Rcv-Bad-Routes
RI P

13) Last-Updat e

14) Distance: 120

RI P
15) The number of entries
RI P

seconds

17

R1
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1.3 clear i1 p rip statistics
]
RI P
]
[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|8 0B
]
clear ip rip statistics
]
]
( )
( )
RI P
]
# clear ip rip statistics
#
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17.2 1 Pve RIP
17.2.1 show ipv6 rip route
[ ]
Il Pv6 RIP
[ ]
[si - RE[BO - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|49iB- R2|4DiC R2/4DiD R1j8 0B
[ ]
show ipv6 rip route
[ ]
[ ]
( / )
( )
[ ]
| Pvé RIP
[ ]
terminal pager )
[ ]
‘<ERROR> No I Pve RIP is configured.
| Pv6é RIP Il Pvé RIP
| Pv6 RIP
[ ]
# show ipv6é rip route
FP Destination/ Prefixl|l en Ti me
(1) (2) (4)
Gat eway
(3)
*C 2001: db8: ffff:1000::/ 64 none
* R 2001;ab8:ffff:2000::/64 02: 49
fe80: :1
The number of entries : 1 ---(7)
1) FP
(F) (P)
(F)
17 RI P 2614
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R

: Il Pve RI

(08

S

(0]

: OSPF

B

. BGP

DN

: DNS

DH
DHCP

(P)

2) Destination/ Prefixlen

3) Gateway

4) Ti me

00: 00
16

5) Metric

6) I nterface

7) The number

RI P

none

entries

16

17
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2.2 show ipv6 rip protocol

]
|l Pve RI P
]
[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|8 0B
]
show ipv6 rip protocol
]
]
( / )
( )
]
|l Pv6 RI P
]
terminal pager ( )

]

‘<ERROR> No | Pvé RIP is configured.

|l Pv6 RI P Il Pve RI P
| Pv6 RI P
]
# show ipve6é rip protocol
Sending updates every 30 seconds with +/-50%, next due in 24 se
(1) (2) (3)
Ti meout after 180 seconds, garbage collect after 120 seconds
(4) (5)

Redi stributin
Di st ance: 120
The number of

g: Connected, Static

entries : 1 ---(8)

1) Sending updates every 30 seconds

2) with +/-50%
50 % 15
3) next due in 24 seconds

4) Ti meout after 180 seconds
RI P
5) garbage collect after 120 seconds
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6) Redistributing
RI P
Connected

Static

OSPF
OSPF
BGP
: BGP
DNS
: DNS
DHCP
DHCP
7) Distance: 120
RI P
8) The number of entries : 1
RI P
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18. 1 BGP

18.1.1 show ip bgp route

BGP

[ ]

[si - RE[B0O - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|49iB- R2|4DiC R2/4iD R1j8 0B

[ ]

show ip bgp route

show ip bgp route address <ip_address>/<mask> detail

show ip bgp route address <ip_address>/<mask> | onger-pref
[ ]

BGP

address <ip_address>/ <mask> detail

<mask >
1
address <ip_address>/ <mask> longer-prefixes
<mask >
1
[ ]
( / )
( )
[ ]
BGP

terminal pager ( )

[ ]

‘<ERROR> No BGP is configured.

BGP

BGP

<ERROR> No such networ k.
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det ai |

100

100

100

100

# show ip bgp route
Local router I D is 192.168.20.1
Status Codes: s suppressed, v valid, p stale, * best, i -
Origin Codes: i - |IGP, e - EGP, ? - incomplete
Net wor k Next Hop Metric Local Pref
(2) (3) (4) (5)
v 10.10.0.0/16 0.0.0.0
v* 10.10.20.0/ 24 192.168.10. 2 0
2.65002 3.65003 4.65004
v* 11.0.0.0 0.0.0.0
s* 11.10.0.0/16 10.10.10. 100
v 20.0.0.0 192.168.10. 2 0
2.65002 3.65003 4.65004
v*i30.0.0.0/ 24 192.168.20. 3
The number of routes is 6
# show ip bgp route address 10.0.0.0/ 8 |l onger -prefixes
Local router I D is 192.168.20.1
Status Codes: s suppressed, v valid, p stale, * best, i -
Origin Codes: i - | GP, e - EGP, ? - dincompl ete
Net wor k Ne xt Ho p Met ri c Local Pref
v 10.10.0.0/16 0.0.0.0
v* 10.10.20.0/ 24 192.168.10. 2 0
2.65002 3.65003 4.65004
The number of routes is 2
1) Local router | D
BGP I D
2) Network
Status Codes
S
\"
P
: (stale )
*
| BGP
3) Next Hop
I P
4) Metric
( MED )
5) Local Pref
(LOCAL _PREF )
6) Path
AS (AS_PATH ) ( ORI GI N )
AS
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( ORI GI N )
AS

EGP
?

7) The number of routes

# show ip bgp route address 20.0.0.0/8 detail
BGP routing table entry for 20.0.0.0/38
Pat hs (1 available, best #1)
Advertised to non peer-group peers
192.168.20. 3
0.65000 1.65001 2.65002 3.65003 4.65004
192.168.10.2 from 192.168.10.2 (192.168.10. 2)
Origin | GP, metric O, |localpref 100, valid,
Community: no-export
Last update: Thu Mar 13 14:39:40 2005
1) BGP routing table entry for
2) Pat hs: (1 availabl e, best #1)
avail abl e
best
no best path
not advertised to any peer
COMMUNI TY ( NO_ADVERTI SE) BGP
not advertised to EBGP peer
COMMUNI TY ( NO_EXPORT) EBGP

Advertisements suppressed
aggregate

by an aggregate.
summary-only

3) Advertised to non peer-group peers:
BGP I P
"Not advertised to any peer"
4) 0.65000 1.65001 2.65002 3.65003 4.650014
AS (AS_PATH )
AS (AS_PATH ) Local
AGGREGATOR "aggregated by"
I D
5) 192.168.10.2 from 192.168.10.2 (192.168.10.
| Pv 4 (BGP I D)
| Pv 4 0.0.0.
| Pv 4 0.0.0.0
"inaccessible"
6) Origin I GP, metric O, localpref 100, valid,
Oorigin
( ORI GI N )
"1 GP" "EGP" "incomplete"

external

BGP

2)

external
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metric
( MED )
l ocal pref
(LOCAL _PREF )
valid

external
EBGP
internal
| BGP
aggregated, Il ocal
aggregate
sourced

sourced, |l ocal
net wor k
atomic-aggregate
ATOMI C_AGGREGATE
best

preserved
(stale )

7) Communi ty:
COMMUNI TY "no-export™" "no-advert:

8) Last wupdate:

GMT ( )
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18. 1. 2 show i p bgp route summary
[ ]
BGP
[ ]
[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|80B
[ ]
show ip bgp route summary
[ ]
[ ]
( / )
( )
[ ]
BGP
[ ]
terminal pager ( )
[ ]
‘<ERROR> No BGP is configured.
BGP
BGP
[ ]
# show ip bgp route summary
Rout e
Entries 4
Total Entries 6
Tot al Prefixes 6
Attribute
AS- PATH 5
COMMUNI TY 0
1) Rout e
2) Entries
BGP net wor k aggregate
3) Tot al Entries
BGP net wor k aggregate
4) Tot al Prefixes
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5) Attribute

6) AS- PATH
AS_ PATH
AS_PATH
7) COMMUNI TY
COMMUNI TY
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18.1. 3 show i p bgp status
[ ]
BGP | Pv4
[ ]
[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|80B
[ ]
show ip bgp status
[ ]
[ ]
( / )
( )
[ ]
| Pv 4 BGP
[ ]
terminal pager )
[ ]
‘<ERROR> No BGP is configured.
BGP
BGP
[ ]
# show ip bgp status
Local AS number 65535.65535
Nei ghbor AS Ms gRcvd MsgSent Up/ Down
(2) (3) (4) (5) (6)
192.168.10. 2 0.65000 92 103 00: 00: 06
192.168. 20. 3 65535. 65535 93 104 00:45:10
1) Local AS number
2) Neighbor
I P
3) AS
4) MsgRcvd
BGP
5) MsgSent
BGP
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6)

7)

8)

Up/ Down
BGP
Established
Established
01: 23:45

: 1 23 4
6d23h45m

: 6 23
3w6d23h

3 6
never

State

BGP
BGP
I dl e

Connect

Active

OpenSent
OPEN
OpencConf
BGP
Estab
BGP
Pf xRcvd

Established

I dl e
5 ( 24
45 ( 7
23
BGP

KEEPALI VE

Acti ve
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18.

1.4 show i p bgp neighbors
]

BGP | Pv4

]

[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|8 0B

]

show ip bgp neighbors [address <ip_address>]

]

BGP | Pv4
address <ip_address>
BGP |1 Pvi4

( / )
( )
[ ]
BGP | Pv 4
[ ]
terminal pager ( )
[ ]
‘<ERROR> No BGP is configured.
BGP
BGP
<ERROR> No such neighbor.
[ ]
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# show ip bgp neighbors
BGP neighbor is 192.168.10. 2,
remote AS 0.65000, | ocal AS 65535.65535, external I i nk
BGP version 4, remote router I D 192.168.10
BGP state = Established, up for 00:00:09
Last read 00: 00: 08, hold time is 90, keepalive interval is 3¢
Configured hold time is 90, keepalive interval is 30 seconds
Nei ghbor capabilities:
Support for 4-octet AS number advertised and received
Route refresh: advertised and received (old and new)
Address family | Pv4 Unicast: advertised and received
Received 92 messages, 3 notifications, O in queue
Sent 109 messages, 0O notifications, O in queue
Route refresh request: received 0, sent O
Mi ni mum ti me between advertisement runs is 30 seconds
Update source is 192.168.10.1
For address family: | Pv4 Unicast
Graceful restart: advertised, received
can retain stale routes and already preserve forwarding s
NEXT_HOP is always this router
2 accepted prefixes
3 announced prefixes

Connections established 4; dropped 3
Graceful restart status:

not restart yet, restart time is 10 sec
Local host 192.168.10.1, Local port: 1055
Foreign host: 192.168.10.2, Foreign port: 179
Nexthop: 192.168.10. 1
Read thread: on Write thread: off

1) BGP neighbor is 192.168.10. 2

remote AS 0.65000, |l ocal AS 65535.65535, external Il i nk
I P AS , AS
"external i nk™" BGP EBGP
| BGP "internal i nk™"
2) BGP version 4, remote router I D 192.168.10. 2
BGP BGP I D
3) BGP state = Established, up for 00:00:009
BGP BGP
BGP
1 dl e

Connect

Acti ve

OpenSent

OPEN
OpenConfirm
BGP KEEPALI VE
Established
BGP
4) Last read 00:00: 08, hold time is 90, keepalive interv:
Hol dt i me Keepalive
5) Configured hold time is 90, keepalive interval is 30
Hol dt i me Keepalive
6) Neighbor capabilities:
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Support for 4-octet AS number:
4 AS
Route refresh:

Address family |1 Pv4 Unicast:

| Pv 4

Address family VPNv4 Unicast:
VPNv 4

Address family I Pv6é Unicast:
| Pv 6

advertised and received

advertised

received

7) Received 92 messages, 3 notifications, O in queue
NOTI FI CATI ON
8) Sent 109 messages, 0O notifications, 0 in queue
NOTI FI CATI ON
9) Route refresh request: received 0, sent O
ROUTE_REFRESH
10) Minimum time between advertisement runs is 30 seconds
EBGP 30 | BGP 5
11) Update source is 192.168.10.1
BGP I P
12) For address family: Il Pv4 Unicast
"I Pv4 Unicast" "VPNv4 unicast"”
13) Graceful restart:
12)

advertised

recei ved

can retain stale routes

and already preserve forwarding states

14) NEXT_HOP is always this router

15) 2 accepted prefixes

16) 3 announced prefixes

17) Connections established 4; dropped 3
Established Established BGP

I dl e "Next start timer due in
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|l dl e, Connected Established "Next connect

18) not restart yet, restart time is 10 sec

restart ti me OPEN
Restart ti mer

restart finish
already restart

not restart yet
BGP
19) Local host: 192.168.10. 1, Local port: 1055
BGP I P
20) Foreign host: 192.168.10.2, Foreign port: 179
BGP I P
21) Nexthop: 192.168.10. 1
I P
22) Read thread: on Write thread: off
/

"Read thread: on" "Read t hreat

"Write t
"Write thread: 0
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18. 1.5 show i p bgp vpnv4 rout e

[ ]

BGP VPNv4

[ ]

[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|8 0B

[ ]

show ip bgp vpnv4 route [vrf <vrf_number >]
[ ]
VRF
vrf <vrf_number >
VRF VRF
[ ]
( / )
( )

[ ]

BGP VPNv4

[ ]

terminal pager )
[ ]

‘<ERROR> No BGP is configured.
BGP
BGP
<ERROR> No VRF is configured.
VRF
VRF
<ERROR> No such VRF.

VRF VRF

VRF
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# show ip bgp vpnv4 route
Net wor k Next Hop Metric Local Pref
(1) (2) (3) (4)
Route Distinguisher 100:1 (VRFO)
v*i100.0.0.0 10.1.1. 4 100
v* 192.168. 1.0 0.0.0.0
The number of routes is 2
Route Distinguisher 100: 2 (VRF1)
v* 192.168.2.0 0.0.0.0
v*i200.0.0.0 10.1.1. 4 100
The number of routes is 2
# show ip bgp vpnv4 route vrf O
Net wor k Next Hop Metric Local Pref
Route Distinguisher: 100:1 (VRFO0)
v*i100.0.0.0 10.1.1. 4 100
v* 192.168. 1.0 0.0.0.0
The number of routes is 2
1) Net wor k
Status Codes
v
*
i
| BGP
2) Next Hop
I P
3) Metric
( MED )
4) Local Pref
(LOCAL_PREF )
5) Path
AS (AS_PATH ) ( ORI GI N )
AS
i
AS
e
: EGP
?
6) Route Distinguisher: 100:1 (VRFO0)
VRF RD( Route Distinguisher) VRF
7) The number of routes
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18. 1.6 clear i p bgp neighbors
[ ]

BGP | Pv4

[ ]

[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|80B

[ ]

clear i p bgp neighbors [address <ip_address>] [soft <mod:

BGP | Pv4
address <ip_address>
BGP | Pvi4
soft <mode>
BGP | Pvi4

BGP | Pv4

UPDATE ROUTE REFRESH
out
UPDATE
both
in out
[ ]
( )
( )
[ |
BGP | Pv4 "soft" BGP | Pv4
[ |
"soft in" "soft bot h"

[ ]

‘<ERROR> No BGP is configured.

BGP

BGP

<ERROR> No such neighbor.
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a) BGP | Pv4
# cl ear bgp neighbors
#
b) BGP | Pv4
# cl ear bgp neighbors address 192.168. 1.1
#
c) BGP
# cl ear bgp neighbors soft both
#
d) BGP
# cl ear bgp neighbors address 192.168.1.1 soft both
#
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1.7 clear i p bgp statistics

]

BGP | Pvi4
]

[si - Rb[BO - R5|12iB- RB[BO - R3|1DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|80B
]

clear i p bgp statistics
]

BGP | Pvi4

]

( )
( )
]
BGP | Pv4
]
# clear i p bgp statistics
#
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18. 2 BGP | Pv6
18. 2.1 show i pv6 bgp route
[ ]

BGP | Pveo6

[ ]

[si - RE[BO - RS|7 Si - R2|49iB- R2|4d9ic R2|49iD R1|8 0B

[ ]

show i pv6 bgp route

show ipv6 bgp route address <ipvé6_address>/<prefixlen> di

show ipv6é bgp route address <ipvé6_address>/<prefixlen> 1[:q
[ ]

BGP | Pv6

address <ipv6_address>/<prefixlen> detail

address <ipv6_address>/<prefixlen> longer-prefixes

[ ]

BGP | Pv 6

[ ]

terminal pager ( )

[ ]

%ERROR>IM BGP is configured.

BGP

BGP

<ERROR> No such networ k.

det ai l
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# show ipv6é bgp route
Local router I D is 192.168.20.1
Status Codes S suppressed, v valid, p stale, * best, i -
Origin Codes i - I GP, e - EGP, ? - incomplete
Net wor k Metric
(2) (3)
Next Hop Path
(5) (6)
v¥* 1000: :/64
N i
v*i 1000: 1000: 1000: 1000: : / 64
N i
v i1000:1000: 1000: 1000: :/ 64 0
1000: : 1 10. 65010
v* 2000:2000: :/ 64 0
1000: : 1 10. 65010
v* 3000:3000: :/64 0
4000: : 1 0.65005 0.6
The number of routes is 5
# show ipv6é bgp route address 1000:1000::/32 |l onger-pref
Local router | D is 192.168.20.1
St atus Codes: s suppressed, v valid p stale, * best, i -
Origin Codes: i - |IGP, e - EGP, ? - incomplete
Net wor k Metric
Next Hop Path
v*i1000: 1000: 1000: 1000: : / 64
B i
v i1000:1000: 1000: 1000: :/ 64 0
1000: : 1 10. 65010
The number of routes is 2
1) Local router | D
BGP I D
2) Networ k
Status Codes
S
v
P
: (stale )
*
| BGP
3) Metric
( MED )
4) Local Pref
(LOCAL_PREF )
5) Next Hop
I Pv 6
6) Path
AS (AS_PATH ) ( ORI GI N )
AS
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( ORI GI N )
AS

EGP
?

7) The number of routes

# show ipv6 bgp route address 9000::/16 detail
BGP routing table entry for 9000::/16
Pat hs (2 available, best #1)
Advertised to non peer-group peers
8000::8 7000::7 6000: :6
0.65008 0.65007 0.65006
5000:5000: :5 (fe80::5)
from 4000: :4 (192.168.10. 4)
Origin | GP, metric O, |localpref 200, valid,
Communi ty: no-export
Last wupdate Thu Mar 1 14:39:40 2007
0.65005 0.65004
3000: 3000::3 (fe80::3)
from 2000::2 (192.168.10. 2)
Origin | GP, metric O, |localpref 100, valid,
Communi ty: no-export
Last update: Thu Mar 1 14:39:40 2007
1) BGP routing table entry for

2) Paths: (2 available, best #1)

availabl e

best

no best path

not advertised to any peer

COMMUNI TY ( NO_ADVERTI SE) BGP
not advertised to EBGP peer
COMMUNI TY (NO_EXPORT) EBGP
Adverti sements suppressed by an aggregate.
aggregate summary-only

3) Advertised to non peer-group peers:
8000::8 7000::7 6000::6

BGP | Pv 6
"Not advertised to any peer™"

4) 0.65008 0.65007 0.65006
AS (AS_PATH )
AS (AS_PATH ) Local

AGGREGATOR "aggregated by"
I D

4) 8)
5) 5000: 5000: :5 (fe80::5)
from 4000::4 (192.168.10. 4)

external

external
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| Pv6 (BGP | D)
MP_ REACH_NLRI

()
"inaccessible"
| Pv 6 UPDATE
6) Origin | GP, metric O, |l ocal pref 200, val i d, external,
Origin
( ORI GI N )
"I GP" "EGP" "incomplete"

metric
( MED )
local pref
(LOCAL _PREF )
valid

external
EBGP
internal
| BGP
aggregated, local
aggregate
sourced

sourced, |l ocal
net wor k
atomi c-aggregate
ATOMI C_AGGREGATE
best

preserved
(stale )

7) Communi ty:
COMMUNI TY "no-export?" "no-advert|

8) Last wupdate:

GMT ( )
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18.

2. 2 show i pv6 bgp route summary

]

BGP | Pveo6

]

[si - Rb[BO - R5|7 Si - R2|49iB- R2|dwic R2|4d0iD R1|s8 0B
]
show ipv6 bgp route summary
]
]
( / )
( )

]

BGP | Pveo6

]

terminal pager ( )

]

‘<ERROR> No BGP is configured.

BGP

BGP

]

# show ipve6é bgp route summary

Rout e
Entries 4
Total Entries 6
Tot al Prefixes 6
Attribute
AS- PATH 5
COMMUNI TY 0
1) Rout e
2) Entries
BGP net wor k aggregate
3) Tot al Entries
BGP net wor k aggregate

4) Tot al Prefixes
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5) Attribute

6) AS- PATH
AS_ PATH
AS_PATH
7) COMMUNI TY
COMMUNI TY
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18.

2.3 show i pv6 bgp status
]
BGP | Pv6
]
[si - Rb[BO - R5|7 Si - R2|49iB- R2|dwic R2|4d0iD R1|s 0B
]
show ipv6 bgp status
]
]
( / )
( )
]
| Pv6 BGP
]
terminal pager ( )
]
‘<ERROR> No BGP is configured.
BGP
BGP
]
# show ipve6é bgp status
Local AS number 65535.65535
Nei ghbor
(2) AS Ms gRcvd MsgSent Up/ Down St ate
(3) (4) (5) (6) (7)
1111::1
0.65000 92 103 00:00: 06 Acti ve
1111:: 2
65535. 65535 93 104 00:45:10 Established
1) Local AS number
2) Neighbor
| Pv6
3) AS
4) MsgRcvd
BGP
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5) MsgSent
BGP
6) Up/ Down
BGP
Established
Established
01: 23: 45
o1 23 45
6d23h45m

6 23 45

3w6d23h

3 6 23

never

BGP

7) State
BGP
BGP
I dl e

Connect

Active

OpenSent
OPEN
OpenConfirm
BGP
Established
BGP
8) PfxRcvd

Established

I dl e

( 24

KEEPALI VE

Acti ve
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18.

2. 4 show i pv6 bgp neighbors

]

BGP | Pveo6

]

[si - Rb[BO - R5|7 Si - R2|49iB- R2|4wic R2|4d0iD R1|s 0B

]

show ipv6 bgp neighbors [address

]

BGP I Pveb6
address <ipvé6_address>
BGP |1 Pve6

<i pv6_address>]

( / )
( )
[ ]
BGP | Pv 6
[ ]
terminal pager ( )
[ ]
‘<ERROR> No BGP is configured.
BGP
BGP
<ERROR> No such neighbor.
[ ]
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# show ipv6é bgp neighbors
BGP neighbor is 2000: : 2
remote AS 0.65000, | ocal AS 65535.65535, external I i nk
BGP version 4, remote router I D 192.168.10
BGP state = Established, up for 00:00: 09
Last read 00: 00: 08, hold time is 90, keepalive interval is 3¢
Configured hold time is 90, keepalive interval is 30 seconds
Nei ghbor capabilities:
Support for 4-octet AS number: advertised and received
Route refresh: advertised and received (old and new)
Address family | Pv6é Unicast: advertised and received
Received 92 messages, 3 notifications, O in queue
Sent 109 messages, O notifications, O in queue
Route refresh request: received 0, sent O
Mi ni mum ti me between advertisement runs is 30 seconds
Update source is 1000::1
For address family: | Pv6 Unicast

NEXT_HOP is always this router
2 accepted prefixes
3 announced prefixes

Connections established 4; dropped 3

External BGP neighbor may be up to 2 hops away.
Local host: 1000::1, Local port: 179
Foreign host: 2000::2, Foreign port: 2346
Next hop global: 1000: : 1
Next hop local: fe80::1
Read thread: on Write thread: off
1) BGP neighbor is 2000:: 2,

remote AS 0.65000, |l ocal AS 65535.65535, external 1|ink

| Pv 6 AS AS BGP
"external i nk™" BGP EBGP | BGP "int

2) BGP version 4, remote router I D 192.168.10. 2

BGP BGP I D
3) BGP state = Established, wup for 00:00:09
BGP BGP
BGP
I dl e

Connect
Acti ve

OpenSent
OPEN

OpenConfirm
BGP KEEPALI VE

Established
BGP

4) Last read 00:00:08, hold time is 90, keepalive interv:
Hol dt i me Keepalive

5) Configured hold time is 90, keepalive interval is 30
Hol dt i me Keepalive
6) Neighbor capabilities:

Support for 4-octet AS number:
4 AS
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Route refresh:

Address family I Pv4 Unicast:

| Pv 4

Address family VPNv4 Unicast:
VPNv 4

Address family |1 Pv6é Unicast:
| Pv 6

advertised and received

advertised

received

7) Received 92 messages, 3 notifications, O in queue
NOTI FI CATI ON
8) Sent 109 messages, O notifications, 0O in queue
NOTI FI CATI ON
9) Route refresh request: received 0, sent O
ROUTE_REFRESH
10) Minimum time between advertisement runs is 30 seconds
EBGP 30 | BGP 5
11) Update source is 2000: :1
BGP | Pv 6
12) For address family: Il Pv6 Unicast

13) NEXT_HOP is always this router

14) 2 accepted prefixes

15) 3 announced prefixes

16) Connections established 4; dropped 3

Established Established BGP
I dl e "Next start timer due in"

|l dl e, Connected Established

"Next connect timer due in"

17) External BGP neighbor may be up to 2 hops away.
EBGP

18) Local host: 1000:: 1, Local port: 179
BGP | Pv6
19) Foreign host: 2000:: 2, Foreign port: 2346
BGP | Pv6
20) Next hop: 1000: :1
| Pveé
21) Nexthop local: fe80::1

22) Read thread: on Write thread: off
/

"Read thread: on" "Read threa
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"Write t
"Write thread: 0
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18. 2.5 clear i pv6 bgp neighbors
[ ]

BGP | Pveo6

[ ]

[si - Rb[BO - R5|7 Si - R2|49iB- R2|dwic R2|4d0iD R1|s8 0B

[ ]

clear ipv6 bgp neighbors [address <ipv6_address>] [soft

BGP I Pv6
address <ipv6_address>
BGP | Pve6
soft <mode>
BGP | Pve6

BGP I Pveb

UPDATE ROUTE REFRESH
out
UPDATE
both
in out
[ ]
( )
( )
[ |
BGP | Pvé6 "soft" BGP | Pv&é6
[ |
"soft in" "soft bot h"

[ ]

‘<ERROR> No BGP is configured.

BGP

BGP

<ERROR> No such neighbor.
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a) BGP | Pv&é6

# clear ipv6é bgp neighbors
#

b) BGP | Pvé6

# clear ipv6 bgp neighbors address 2001:db8: :1

c) BGP

# clear ipv6 bgp neighbors soft both
#

d) BGP

# clear ipv6é bgp neighbors address 2001:db8::1 soft both
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clear

2.6
]
BGP | Pv6
]
[si - R¥[BO - R5|7
]
clear

i pve6

BGP | Pveé6

]

]

BGP | P

]

# clear
#

v 6

i pve6

bgp

bgp

pve bgp statistics

Si - R2|49iB- R2|d®ic R2|4d0iD R1|s 0B

statistics

statistics
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19.1 OSPF

19.1.1 show ip ospf route

[ ]
OSPF
[ ]
[si - RE[B0O - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|4DiB- R2|4DiC R2/4DiD R1j8 0B
[ ]
show ip ospf route
[ ]
[ ]
( / )
( )
[ ]
OSPF
[ ]
terminal pager ( )
[ ]

‘<ERROR> No OSPF is configured.

OSPF OSPF

OSPF

[ ]
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show ip ospf route

#

S

<

N—

[eNeoleoNeoloNeNo)

[=NeoNeNeloloNoloNoNe]

=~ N A A A NNOAN—AdA A A A AAAN
AN —TdO A NN A

n
o
]

ination/ Masklen Nexthop

st

De

Type

<

~

(3)

2)

(

(1)

Net wor k

0.0/16
0/ 16
0/ 16

1.

0.

2.

0.

3.

10.0/ 24
11.0/ 24

0/ 24
14.0/ 24

168.

20
20
20
20
20
20
20
70
70
70
20
70
20
20

10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.

168.

192,

168.

168.

192.

13.

168.

168.

192,

168.

Net wor k

Net wor k

Net wor k
Net wor k
Net wor k

o
—

168.

192.

168.100.0/ 26
64/ 26

192.

Type?2

168.

192,

100.

168.

100.192/ 26 192.168.
0/ 26
0/ 25

168.

168.

192,

130.

168.

168.

192.

200.

168.

168.

70/ 32 192,

250.

168.

251.70/ 32 192.168.
65

168.

168.

192,

100.

168.

168.

192.

-

129 192.168.
193

100.

-

168.

192.
entries.

100.

and

Net wor k

Net wor k
Net wor k
Rout er

Rout er

Rout er

Rout er

S- - (7)

Rout er

4

entries,

Net wor k
Type

14
1)

Net wor k

Router

ntr a

nter

AS

Typel

AS

Typel

Type?2

AS

Type?2

NSSA1l

AS

NSSA Typel

NSSA2

AS

NSSA Type?2

scard

Di

nation/ Maskl en

Desti

2)

ECMP

Next hop
OSPF

3)

Cost

4)

AS

AS AS

AS

Typel

c
AS

Met r i

Type?2
5) Area

C

Met r i

AS

nexthop

303
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Type2 AS
6) I nterface

7) 14 Network entries, and 4 Router entries.
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19.1. 2 show ip ospf protocol

[ ]

OSPF
[ ]

[si - Rb[BO - R5|12iB- RB[BO - R3|1DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|8 0B
[ ]

show ip ospf protocol
[ ]
[ ]

( / )
( )

[ ]

OSPF
[ ]

terminal pager ( )

[ ]

‘<ERROR> No OSPF is configured.

OSPF OSPF

OSPF
[ ]
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( OSPF )
# show ip ospf protoco
ospf(v2) daemon is running.
Gl obal statistics and variabl es:
SPF schedule delay 5 secs, Hol d ti me between next SPF 10 secs
Router | D 192.168.100. 1
This i mplementation conforms to RFC2328
RFC1583Compatibility flag is enabl ed
AS boundary router.
Redi stributing external routes from,
Static
Area border router.
Number of External LSA in Database is 5. Checksum Sum is 0x1
Number of LSA is 5
Number of network route is 4
Number of router route is O
Number of configured areas is 1
Area(0.0.0.0) statistics and variabl es
This area seems to be nor mal area
SPF algorithm executed 14 ti mes
Number of LSA in Database is 4. Checksum Sum is Oxlaecl
Number of fully adjacent neighbor is 0
Number of active interface is 1
Number of interfaces attached in this area is 1
"Area" address range(for route aggregation):
192.168.0.0/255.255.0.0 (Advertise)
Area(0.0.0.1) statistics and variabl es:
This area seems to be nor mal area
SPF algorithm executed 14 ti mes
Number of LSA in Database is 5. Checksum Sum is O0x206a?z2
Number of fully adjacent neighbor is 1
Number of full virtual adjacencies going through this area
Number of active interface is 1
Number of interfaces attached in this area is 1
"Area" address range(for route aggregation):
1) ospf(v2) daemon is running.
OSPF
2) SPF schedule delay 5 secs, Hol d ti me between next SPF
spf-del ay spf-holdti me
3) Router | D: 192.168.100. 1
I D
4) This i mplementation conforms to RFC2328
RFC2328
5) RFC1583Compatibility flag is enabled
RFC1583
6) AS boundary router.
AS
7) Redistributing external routes from
AS AS-External
Static
Connected
RI P
: RI P
BGP
BGP
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DNS
: DNS
8) Area border router.

9) Number of External LSA in Database is 5. Checksum Sunm
AS-External LSA
10) Number of LSA is 5

LSA
11) Number of network route is 4
12) Number of router route is O
13) Number of configured areas is 1

14) Area(0.0.0.0) statistics and variabl es:
Area(0.0.0.0)

15) This area seems to be normal area
This area seems to be normal area
This area is configured as Stub, default cost is 1
This area is configured as NSSA, default cost is 1
NSSA
16) SPF algorithm executed
SPF
17) Number of LSA in Database is 4. Checksum Sum is Ox1la
LSA
18) Number of fully adjacent neighbor is 0
Ful |
19) Number of active interface is 1
20) Number of interfaces attached in this area is 1
21) "Area" address range(for route aggregation):
22) Number of full wvirtual adjacencies going through thi
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19.

1.3 show i p ospf database

OSPF LSA

]

[si - Rb[BO - R5|12iB- R[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|80B

]

show ip ospf database
show ip ospf database self-originate
show ip ospf database | sa <type> detail
show ip ospf database | sa <type> I|Is-id <link_id> detail
show ip ospf database |Isa <type> self-originate detail
show ip ospf database | sa <type> adv-router <router _id>
[ ]
OSPF LSA
self-originate
OSPF LSA
Il sa <type> detail
OSPF LSA
<type> router network summary asbr-summary external
Il sa <type> Is-id <link_id> detail
OSPF LSA I D LSA
Il sa <type> self-originate detail
OSPF LSA LSA
Il sa <type> adv-router <router_id> detail
OSPF LSA I D LSA
[ ]
( / )
( )
[ ]
OSPF LSA
[ ]
terminal pager ( )
[ ]
‘<ERROR> No OSPF is configured.
OSPF OSPF
OSPF
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‘<ERROR> No such I sa.

LSA

OSPF

dat abase

i p ospf

show

#

Checksum Sum: 0x

LSAs,
(1)

(4

0

area 0.

or

f

LSDB

he

t

i st

LSA

(2)

Advertiser Age

I D

n k

Li

Type

(5)

192.

(4)

192.

100.

168.

100.

168.

d483
70e?2

80000006
80000001

0855

1
1
1

168.110. 247 192.168.100.
247
247

192.

SumNet

168.100. 0644
0823

168.120. 192.

192.

SumNet

0247

80000001

168.100.

168.130. 192.

192.

SumNet

Checksum Sum: 0x

LSAs,
Age

(5

1

area 0.
Advertiser
192.

or

f

LSDB

t he

n k

i st

LSA

Sum

Seq#

D

168.

Li

Type

d99c

80000008
80000002
80000006
80000001

0096
0106

192. 100. 168.100
0827

Rout er

1b13

1
1
1
1

168.100.

192.

SumNet

6103
8ecb
202hb

168.100.247 192.168.100.
247
247

192.

SumNet

168.100. 0904
0632

168.120. 192.

192.

SumNet

80000001

168.100.

168. 130. 192.

192.

SumNet

Checksum Sum: 0

LSAs,
Age

(10

area 0.
Advertiser
192.

or

f

LSDB

t he

n k

i st

LSA

Sum

Seq#

D

168.

Li

Type

c99c
e873
7ad7
a79b
3559
0199
7el?2
f b8a
63cd

80000004
80000006
80000006
80000001

0638
0848
0876

192. 100. 168.100

Rout er

1
1
1
1
1
1
1
1
1

168.100.247 192.168.100.
247
247

192.

SumNet

168.100.

168.110. 192.

192.

SumNet

0639

168.100.

192.

168.130.

192.

SumNet
NSSA
NSSA
NSSA
NSSA
NSSA
NSSA

80000002
80000009
80000009
80000009
80000009
80000009

100. 0106
0684
0698
0712

168.

192.

192.168.100.

255
255
255
255
255

255.255.

10.
20.

168.100.

192.

255.

255.

168.100.

192.

255.255.

30.

168.10. 192.168.100. 0726
20. 0740

192.

f 432

168.100.

192.

168.

192.

Checksum Sum: O0x1fc

LSAs,

(5

(AS-External)

LSDB

n the
Link

i st

LSA

Sum

Seq#

Age

Advertiser

192.

D

Type

a2da
2053
9dch
050f

9673

80000009
80000009
80000009
80000009
80000009

0677
0691
0705
0719
0733

1
1
1
1
1

100.
100.
100.
100

100.

168.
168.
168.
168

168.

192.
192.
192

192.

255
255
255
255
255

255.
255
255.
168.10.
168. 20.

255.
. 255.
. 255.

20
30
192
192.

Exter na
Exter na

4 LSAs

1)

LSA

Checksum Sum: Oxlaecl

2)

Type
LSA

3)

Router

LSA

Router

Net wor k

LSA

Net wor k

SumNet

LSA

Summary
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SumRt r

ASBR Summary LSA
External

AS external LSA
NSSA

NSSA AS external LSA
4) Link 1D

LSA Link State 1 D( I P )
5) Advertiser
LSA I D
6) Age
LSA 10
7) Seq#
LSA
8) Sum
LSA
# show ip ospf database | sa router detail
LSA |list in the LSDB for area 0.0.0.0 (3 LSAs, Checksum Sum: 0x
Router ld 192.168.100. 1 Router 192.168.100. 1
(1) (2) (3)
Age 0098 Seqg 800000d4 Sum 8b27 Length 48 Option 0x02(*]| -
(4) (5) (6) (7) (8)
#1 i nks 2 Option (E, B)
(9) (10)
Stub ld 192.168.100.0 Data 255.255.255.0
Stub ld 192.168.130.0 Data 255.255.255.0
(11) (12) (13)
LSA |list in the LSDB for area 0.0.0.1 (4 LSAs, Checksum Sum: 0x
Router ld 192.168.100. 1 Router 192.168.100. 1
Age 0453 Seq 800000d1 Sum 4666 Length 36 Option 0x00¢(*; -
#1 i nks 1 Option (B)
Stub ld 192.168.110.0 Data 255.255.255.0
1) Router
Router LSA
2) 1Id
LSA I D
3) Router
LSA I D
4) Age
LSA 10
5) Seq
LSA
6) Sum
LSA
7) Length
LSA
8) Option
(capability)

9) #Ilinks

10) Option
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NT

: NSSA
\Y
E
. AS
B
11) Stub

Point-to-Point
: Point-to-Point
Transit

Stub
Virtual
12) I'D

I D

13) Dat a

14) Metric

# show ip ospf database | sa network detai
LSA |list in the LSDB for area 0.0.0.0 (2 LSAs, Checksum Sum: 0x
Net wor k ld 192.168. 2. 3 Rout er 192.168.100. 1
(1) (2) (3)
Age 0905 Segqg 80000006 Sum d483 Length 32 Option 0x02
(4) (5) (6) (7) (8)
Net wor k Mask 255.255.255.0
(9)
Attached Router 192.168.100. 2 ---(10)
Attached Router 192.168.100. 3
Net wor k ld 192.168. 3. 3 Router 192.168.110. 1
Age 0693 Seq 80000006 Sum 70e2 Length 32 Option 0x02
Net wor k Mask 255.255.255.0
Attached Router: 192.168.110. 2
Attached Router: 192.168.110. 3
1) Network
Net wor k LSA
2) I d
DR I P
3) Router
LSA I D
4) Age
LSA 10
5) Seq
LSA
6) Sum
LSA
7) Length
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LSA
8) Option

(capability)
9) Networ k Mask
10) Attached Router
I D
# show ip ospf database | sa summary det ai
LSA |Ilist in the LSDB for area 0.0.0.0 (4 LSAs, Checksum Sum: 0x
SumNet ld 192.168.110.0 Rout er 192.168.100. 1
(1) (2) (3)
Age 0905 Seq 80000006 Sum d483 Length 28 Option 0x02 (*
(4) (5) (6) (7) (8
Net wor k Mask 255.255.255.0
(9)
TOS 0 Metric 1
(10)
SumNet ld 192.168.120.0 Router 192.168.100.1
Age 0693 Seqg 80000001 Sum 70e?2 Length 28 Option 0x02¢(*; -
Net wor k Mask 255.255.255.0
TOS 0 Metric 1
1) SumNet
Summary LSA
2) I d
3) Router
LSA I D
4) Age
LSA 10
5) Seq
LSA
6) Sum
LSA
7) Length
LSA
8) Option
(capability)

9) Network Mask

10) Metric
(2)
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ASBR

# show ip ospf database | sa asbr-summary det ai
LSA |list in the LSDB for area 0.0.0.0 (2 LSAs, Checksum Sum: 0x
SumRt r ld 172.16.0.1 Router 192.168.100. 1
(1) (2) (3)
Age 0905 Seq 80000006 Sum d483 Length 28 Option 0x02 (*
(4) (5) (6) (7) (8)
Net wor k Mask 0.0.0.0
(9)
TOS O Metric 10
(10)
SumRt r ld 172.16. 1.1 Router 192.168.110.1
Age 0693 Seqg 80000001 Sum 70e?2 Length 28 Option 0x02 (*
Net work Mask 0.0.0.0
TOS 0 Metric 10
1) SumRtr
ASBR Summary LSA
2) I d
AS I D
3) Router
LSA I D
4) Age
LSA 10
5) Seq
LSA
6) Sum
LSA
7) Length
LSA
8) Option
(capability)
9) Network Mask
0.0.0.0
10) Metric
(2) AS
AS
# show ip ospf database | sa external detail
LSA list in the LSDB (AS-External) (5 LSAs, Checksum Sum: 0x2b3
External ld 10.0.0.0 Router 192.168.100. 1
(1) (2) (3)
Age 0468 Seq 80000011 Sum 92e2 Length 36 Option 0x02¢(*; -
(4) (5) (6) (7) (8)
Net wor k Mask 255.0.0.0
(9)
Type2 TOS O Metric 20 Forwarder 0.0.0.0 Tag O
(10) (11) (12) (13)
External Ild 20.0.0.0 Router 192.168.100. 1
Age 1719 Seq 80000010 Sum 125a Length 36 Option 0x02¢(*; -
Net wor k Mask 255.0.0.0
Type2 TOS O Metric 20 Forwarder 0.0.0.0 Tag O
1) External
AS external LSA
| sa nssa-external NSSA
2) I d
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AS

3) Router
LSA I D

4) Age

LSA 10
5) Seq

LSA
6) Sum

LSA
7) Length

LSA
8) Option

(capability)

9) Network Mask

10) Type?2

Typel
Typel external
Type?2
Type2 external
11) Metric
(2)
12) Forwarder
(2)
0.0.0.0 LSA
13) Tag
(2)
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19.1. 4 show ip ospf interface

[ ]

OSPF
[ ]

[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|8 0B
[ ]

show ip ospf interface [detail]
[ ]

OSPF

detail

OSPF
[ ]

( / )
( )

[ ]

OSPF
[ ]

terminal pager ( )

[ ]

‘<ERROR> No OSPF is configured.

OSPF OSPF

OSPF
[ ]
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rmt O:

show ip ospf interface detail
no:
Line physical status is (Up)
Line ospf status is (DR), priority is 1, transmit delay is 1
(3) (4) (5)
Nei ghbor Count is 0, Adjacent neighbor count is O
I nternet Address 192.168.100.1, Mask 255.255.255.0, Area 0.0
(7) (8) (9)
Ti mer intervals(in seconds): Hello 10, Dead 40, Wait 40, Ret
Router I D 192.16 100. 1, Net wor k Type BROADCAST, Cost: 10
(11) (12) (13)
Designated Router I D 192.168.100. 1, Interface Address 192.16
Backup Designated Router I D 0.0.0.0, Interface Address 0.0.0
Next hell o packet due in 00:00: 08
Packet statistics for 00:03:140
sent received
Hel | o: 6 6
Description 3 3
Request: 1 1
Updat e 3 2
Ack: 1 4
ni:
Line physical status is (Up)
Line ospf status is (DR), priority is 1, transmit delay is 1
Nei ghbor Count is 0, Adjacent neighbor count is O
I nternet Address 192.168.110.1, Mask 255.255.255.0, Area 0.0
Ti mer intervals(in seconds): Hello 10, Dead 40, Wait 40, Ret
Router I D 192.168.100. 1, Net work Type BROADCAST, Cost: 10
Designated Router I D 192.168.100. 1, Interface Address 192.16
Backup Designated Router I D 0.0.0.0, Interface Address 0.0.0
Next hell o packet due in 00:00:08
Packet statistics for 00:10:03
sent recei ved
Hel | o: 43 43
Description 6 6
Request: 2 2
Updat e 4 4
Ack: 3 7
Line physical status is (Up)
Line ospf status is (PtoP), transmit delay is 1
Nei ghbor Count is 1, Adjacent neighbor count is 1
I nternet Address 172.16. 1.1, Mask 255.255.255. 255, Area 0.0.
Ti mer intervals(in seconds): Hello 10, Dead 40, Wait 40, Ret
Router I D 255.255.255. 255, Net work Type POI NTOPOI NT, Cost: 1
Next hell o packet due in 00:00:01
Packet statistics for 00:10:03
sent received
Hel | o: 25 25
Description 8 5
Request: 3 1
Updat e 4 4
Ack: 3 7
| NKO :
Virtual Link o router 5.5.5.5 is (Up)
Line ospf status is (PtoP), transmit delay is 1
Transit area 0.0.0.3 via interface | an3
Ti mer intervals(in seconds): Hello 10, Dead 40, Retransmit 5
Router I D 255.255. 255. 255, Net work Type VI RTUALLI NK
Next hell o packet due in 00:00:08
Adj acency state Ful
Il anoO
Line physical status i (Up)
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3) Line ospf status is (DR)
OSPF
4) priority is 1

5) transmit delay is 10

LSU
6) Neighbor Count is 0, Adjacent neighbor is O
FULL
7) Internet Address 192.168.100. 1
I P
8) Mask 255.255.255.0
9) Area 0.0.0.0
I D
10) Timer intervals(in seconds)
Hel I o
Hel | o
Dead
Retransmit
11) Router 1D
I D
12) Network Type
POl NTOPOI NT
BROADCAST
VI RTUALLI NK
13) Cost
14) Designated Router I D 192.168.100. 1, Interface Addr es:
I D
0.0.0.0
15) Backup Designated Router I D O0.0.0.0, Interface Addr e
I D
0.0.0.0
16) Next hell o packet due in
Hel | o
OSPF
"No Hell os (Passive interface)"”
17) Packet statistics for
OSPF
OSPF
|l oopback VLI NK
OSPF

18) Virtual Link to router 5.5.5.5 is (Up)
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19) Transit area 0.0.0.3 via interface | an3

20) Adjacency state Ful/l

19 OSPE 318



19.

1.5 show ip ospf neighbor

OSPF

]

[si - Rb[BO - R5|12iB- RB[BO - R3|1DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|80B

]

show ip ospf neighbor [detail]

show ip ospf neighbor router-id <router_id>
]
OSPF
det ai l
OSPF
router-id <router_id> detail
OSPF
]
( / )
( )
]
OSPF
]
terminal pager (

]

det ai l

‘<ERROR> No OSPF is configured.

OSPF OSPF

OSPF

<ERROR> No such neighbor.
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(0]
#

Nei ghbor

N

1)

2)

3)

4)

5)

6)

7)

8)

ei
N e
(

SPF

show ip ospf

Pri
(Priority)

St ate

Down
Nei ghbor

I nit

2- Way

ExStart

Exchange

Loading

Full

DR

B-DR

6ther

P.toP

.Deadt i me

Addr ess
I P

DDL

Reqgl

Rt r L

informati on

nei ghbor

with all/l

Point-to-Point

LSA

LSA

LSA

interfaces,

resul t:

Deadt i me

(4)
00:

00:

00:
00: 00:
00

W ww
~ © ©

[EEEN

© 0o
NNDN OO

f o~ =

@
"
()

[EEGEN
oo o
™ ™

[EEGEN
ooo
ooo
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# show ip ospf neighbor router-id 5.5.5.5 detail

Nei ghbor 5.5.5.5, interface address 192.168.1.5 - -
In the area 0.0.0.0 via interface | ano - -
Nei ghbor priority is 1, State is Full, 11 state changes - -
DR is 192.168.1. 1, BDR is 192.168. 1.5 - -
Options is 0x02 (*}|-1-1-1-1-1E}-) - -
Dead timer due in 00:00: 36 - -
Nei ghbor is up for 00: 03:40 - -
Dat abase Summary List O - -
Link State Request List O - -
Link State Retransmission List O - -

1) Neighbor 5.5.5.5, interface address 192.168. 1.5

I D
2) In the area 0.0.0.0 via interface | ano
3) Neighbor priority is 1, State is Full, 11 state chang

4) DR is 192.168.1.1, BDR is 192.168.1.5

5) Option is O0x02 (*}-1-1-1-1-1E}-)
Hel | o
0x02 (*i-i-i-1-1-1Ei-)
0x00 (*i-1-1-1i-1i-1-1-°)
0x08 (*i-1-1-iNPi-1-1-)
( NSSA)

6) Dead timer due in 00:00: 36

7) Neighbor is up for 00:03:40

Hel | o
8) Database Summary List O
LSA
9) Link State Request List O
LSA
10) Link State Retransmission List O
LSA
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6 clear i p ospf statistics

OSPF

]

[si

- R§[B0 - R5|10iB- RB[BO - R3|{DiB- R2|qDiB- R2|42iB- R2|4Dic R2|4iD R1|8 0B

]

clear i p ospf statistics
]
]
( )
( )
OSPF
]
# clear ip ospf statistics
#
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19. 2 1 Pve OSPF
19. 2.1 show i pv6 ospf route
[ ]

| Pv6 OSPF

[ ]

[si - RE[BO - R5|7 Si - R2|49iB- R2|4d9ic R2|49iD R1|]8 0B
[ ]
show ipv6 ospf route
[ ]
[ ]
( / )
( )

[ ]

|l Pve OSPF

[ ]

terminal pager ( )

[ ]

%ERROR> No | Pve OSPF is configured.

| Pve OSPF |l Pve OSPF

| Pv6 OSPF

[ ]
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# show ipv6é ospf route
Type Destination/ Prefixl|len
(1) (2)
Next hop
(4)
Net work Intra 2001:db8:ffff:212000::/64
Net work I ntra 2001;ab8:ffff:2000::/64
fe80::20b:5dff:fel8:10
Net work Inter 2001:db8:ffff:3000::/64
fe80::20b:5dff:fel8:10
Net work Typel 2001:db8:ffff:4000::/64
fe80::20b:5dff:fel8:10
Net work Type2 2001:db8:ffff:5000::/64
fe80::20b:5dff:fel8:10
Net work Type2 2001:db8:ffff:6000::/64
fe80::20b:5dff:fel8:10
Router Inter 3.3.3.3
fe80::20b:5dff:fel8:10
5 Network entries, and 1 Router entries. ---(7)
1) Type
Net wor k
Router
: AS
I ntra
I nter
: AS
Typel
Typel AS
Type?2
Type2 AS
Di scard
2) Destination/ Prefixlen
AS
ECMP 4
3) Area
nexthop I D
Type2 AS
4) Next hop
OSPF
5) Cost
Typel AS AS AS AS
Metric
Type?2 AS AS Metric
6) I nterface
7) 5 Network entries, and 1 Router entries.
AS
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19.

2. 2 show ipv6é ospf protocol

]

| Pv6 OSPF

]

[si - Rb[BO - R5|7 Si - R2|49iB- R2|4mic R2|40iD R1|s 0B
]
show i pv6é ospf protocol
]
]
( / )
( )

]

| Pv6 OSPF

]

terminal pager (

]

%ERROR> No | Pvé OSPF is configured.

| Pv6 OSPF | Pv6 OSPF

| Pv6 OSPF

]
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# show ipv6é ospf protoco
ospf(v3) daemon is running.
Gl obal statistics and variabl es:
SPF schedule delay 5 secs, Hold time between next SPF 10 secs
Router | D: 10.10.10.10
AS boundary router.
Redistributing external routes from,
Connected
Static
Area border router.
Number of AS scope LSA in Database is 1. Checksum Sum is 0x3¢
Number of LSA is 22
Number of network route is 1
Number of router route is O
Number of configured areas is 2
Area(0.0.0.0) statistics and variabl es:
This area seems to be normal area
SPF algorithm executed 3 ti mes
Number of LSA in Database is 11 Checksum Sum is 0Ox689ac
Number of fully adjacent neighbor is 2
Number of active interface is 2
Number of interfaces attached in this area is 2
"Area" address range(for route aggregation):
2001:db8:1000: :/ 48 (Advert
Area(0.0.0.1) statistics and variabl es:
This area seems to be normal area
SPF algorithm executed 4 ti mes
Number of LSA in Database is 6. Checksum Sum is 0x313ea
Number of fully adjacent neighbor is 1
Number of active interface is 1
Number of interfaces attached in this area is 1
"Area" address range(for route aggregation):
1) ospf(v3) daemon is running.
OSPF
2) SPF schedule delay 5 secs, Hold time between next SPF
spf-del ay spf-hol dti me
3) Router | D: 10.10.10.10
I D
4) AS boundary router.
AS
5) Redistributing external routes from
AS AS-External

Connected

Static

RI P

: RI P

BGP

: BGP

DNS

: DNS

DHCP
DHCP

6) Area border router.

7) Number of AS scope LSA in Database is 1. Checksum Sum
AS LSA
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8) Number of LSA is 22

LSA
9) Number of network route is 1
10) Number of router route is O

AS
11) Number of configured areas is 2

12) Area(0.0.0.0) statistics and variabl es:
Area(0.0.0.0)

13) This area seems to be normal area
This area seems to be normal area

This area is configured as Stub, default cost is 1

14) SPF algorithm executed 3 times

SPF
15) Number of LSA in Database is 11. Checksum Sum is 0x68
LSA
16) Number of fully adjacent neighbor is 2
Ful I
17) Number of active interface is 2
OSPF Uup
18) Number of interfaces attached in this area is 2
OSPF
19) "Area" address range(for route aggregation):
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19. 2.3 show i pv6 ospf database
[ ]
|l Pv6 OSPF LSA
[ ]
[si - Rb[BO - R5|7 Si - R2|49iB- R2|dwic R2|4d0iD R1|s8 0B
[ ]
show ipv6 ospf database
show ipv6 ospf database detail
show ipv6 ospf database self-originate
show ipv6 ospf database | sa <type> detail
show ipv6 ospf database | sa <type> Is-id <link_id> detail
show ipv6 ospf database | sa <type> self-originate detail
show ipv6 ospf database | sa <type> adv-router <router _id:
show ipv6é ospf database | sa <type> adv-router <router _id:
[ ]
OSPF LSA
det ai l
OSPF LSA
self-originate
OSPF LSA
Il sa <type> detail
OSPF LSA
<type> router network inter-prefix inter-router extern
l sa <type> Is-id <link_id> detail
OSPF LSA I D LSA
Il sa <type> self-originate detail
OSPF LSA LSA
Il sa <type> adv-router <router_id> detail
OSPF LSA I D LSA
|l sa <type> adv-router <router_id> Is-id <link_id> detail
OSPF LSA I D I D LSA
[ ]
( / )
( )
[ ]
| Pvé OSPF LSA
[ ]
terminal pager ( )
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‘<ERROR> No | Pv6é OSPF is configured.

OSPF

Pv 6

OSPF

Pv 6

OSPF

Pv 6

‘<ERROR> No such | sa.

LSA

OSPF

dat abase

show i pv6 ospf

#

Checksum Sum:

(2 LSAs,

|l an0

nterface

or

f

LSDB

he

t

i st

LSA

(B19)
Age

(6)

H+

()

S

Advertiser

I D

n k

Li

Type

—

~

(5)
10.
20.

(4)

(3)

Li

80000002
80000001

0068
0073

10
20

10.

20.

10.
20.

n k
n k

fbd3

Li

Checksum Sum:

(2 LSAs,

|l anl

nterface

or

f

LSDB

t he

n k

i st

LSA

Sum
b3fO0

Seq#
80000002

Age
0068
0075

Advertiser
10.10.10
30.30. 30

10.
30.

D
2

Li
0

U X
©L =

= =

4605

80000002

n k

Li

Checksum Sum: 0x

LSAs,
Age

(6

0

area 0.
Advertiser
10.

20.

20.

or

f

LSDB

t he

n k

i st

LSA

Sum

Seq#

D

Li

Type

1f78

80000004
80000003
80000001

0027

10
20
20
10
10
20

10.
20.
20.
10.
10.
20.

10.
20.
20.
10.
10.
20.

Rout er

0028
0033
0066
0013
0027

Rout er

Net wor k

cfeb
2358
69c1

80000002

10.
10.
20.

I nterPre 0.O0.
Il nter Rtr

I ntra

80000001

0.

80000001

Checksum Sum: 0x

LSAs,
Age

(5

1

0.
Advertiser

10.

area
30.

or

f

LSDB

t he

i st
n k

LSA

Sum

Seq#

D

Li

66009
01l1le

80000003
80000003
80000001

0026

10
30
30
10
30

10.10.
30.30.
30.
10.
30.

er

Rout

0028
0029

Rout er

947a

30.

30.

Net wor k

beOd
c307

80000002
80000001

0066
0028

10.10.
30. 30.

0.

0.

Il nter Pre

I ntra

Checksum Sum: 0x20460)

for AS (4 LSAs,
Advertiser
30.

LSDB

n the
n k

i st

LSA

Sum

Seq#

Age

D

Li

Type

2f 04
e53¢c

0079 80000001

30
30
30
30

30.
30.
30.
30.

30.

0.

External

80000001

0079

30.

30.

0.

External

9c74
53ac

80000001

0079

30.

30.

0.

External

80000001

0079

30.

30.

0.

External

1)

LSAs

2

LSA

Checksum Sum: 0x15134

2)

Type
LSA

3)

329
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Router
Router LSA
Net wor k
Net wor k LSA
Il nter Pre
Inter Area Prefix LSA
Il nter Rtr
I nter Area Router LSA
External
AS external LSA
Link
Link LSA
Intra
Intra Area Prefix LSA
Unknown
: LSA
4) Link 1D
LSA Link State 1D
5) Advertiser
LSA I D
6) Age
LSA 10
7) Seqt#
LSA
8) Sum
LSA
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LSA(Router LSA)
# show ipveée ospf database | sa router detai
LSA |list in the LSDB for area 0.0.0.0 (3 LSAs, Checksum Sum: 0x
Router Ild 0.0.0.0 Router 10.10.10.10
(1) (2) (3)
Age 0110 Seqg 80000004 Sum 1f 78 Length 40
(4) (5) (6) (7)
Flag 0x01 (-}-})-1B) Option 0x13 (-} R}-}-1E|V6)
(8) (9)
Transit Metric 10 I f-1d 1
Nei ghbor-1d 20.20.20.20 Neighbor-1f-1d 1
Router Ild 0.0.0.0 Router 20.20.20. 20
Age 0116 Seqg 80000003 Sum f 080 Length 40
Flag 0x00 (-1}-1-1-) Option 0x13 (-}R}-1-1E}V6)
Transit Metric 10 I f-1d 1
(10) (11) (12)
Nei ghbor-1d 20.20.20. 20 Neighbor-1f-1d 1
(13) (14)
LSA |list in the LSDB for area 0.0.0.1 (5 LSAs, Checksum Sum: 0x
Router Ild 0.0.0.0 Router 10.10.1210.10
Age 0023 Segqg 80000006 Sum 1794 Length 56
Flag 0x01 (-}-})-1B) Option 0x13 (-}R}-}-1E|V6)
Transit Metric 10 I f-1d 2
Nei ghbor-1d 30.30.30.30 Neighbor-1f-1d 1
Transit Metric 10 I f-1d 3
Nei ghbor-1d 40.40.40. 40 Neighbor-1f-1d 1
Router Ild 0.0.0.0 Router 30.30.30.30
Age 0058 Seq 80000003 Sum f a26 Length 40
Flag 0x00 (-1}-1-1-) Option 0x13 (-}R}-1-1E}V6)
Transit Metric 10 I f-1d 1
Nei ghbor-1d 30.30.30.30 Neighbor-1f-1d 1
Router Ild 0.0.0.0 Router 40.40.40. 40
Age 0019 Seq 80000003 Sum 0O05chb Length 40
Flag 0x00 (-1}-1-1-) Option 0x13 (-}R}-1-1E}V6)
Transit Metric 10 I f-1d 1
Nei ghbor-1d 40.40.40. 40 Neighbor-1f-1d 1
1) Router
Router LSA
2) I d
LSA Link State I D
3) Router
LSA I D
4) Age
LSA 10
5) Seq
LSA
6) Sum
LSA
7) Length
LSA
8) Flag
o0x01 (-}-1-18B)
0x02 (-!-1E}-)
: AS
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0x04 (-1Vi-1-)
0x08 (Wi-1-1-)

9) Option

(capability)
0x01 (-1-1-1-1-1V6)
I Pv o6
0x02 (-1-1-1-1E1-)
AS External LSA
0x04 (-}-1-1MC{-]-)
MOSPF
0x08 (-1-1Nji-1-1-)
NSSA
0x10 (-1 Ri-1-1-1-)
0x20 (DC{-}1-1-1-1-)
10) Transit
Point-to-Point
: Point-to-Point
Transit
Virtual
11) Metric
12) 1 f-1d
I D
13) Neighbor-1d
I D
Transit DR I D
14) Neighbor-1f-14d
I D
Transit DR I D
LSA(Network LSA)
# show ipv6 ospf database | sa network detail
LSA |list in the LSDB for area 0.0.0.0 (6 LSAs, Checksum Sum: 0x
Net wor k Ild 0.0.0.1 Router 20.20.20.20
(1) (2) (3)
Age 0020 Seq 80000001 Sum 6¢f 2 Length 32
(4) (5) (6) (7)
Option 0x13 (-}R}-1-1E}]V6)
(8)
Attached Router: 20.20.20.20 ---(9)
Attached Router: 10.10.10.10

1) Net wor k

Net wor k LSA
2) 1 d

LSA Link State | D
3) Router
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LSA I D
4) Age
LSA 10
5) Seq
LSA
6) Sum
LSA
7) Length
LSA
8) Option
(capability)
0x01 (-i-i-1-1-1V6)
| Pv 6
0x02 (-1-1-1-1E1-)
AS External LSA
0x04 (-1-1-iMC{-1-)
MOSPF
0x08 (-1-1Ni-1-1-)
NSSA
0x10 (-1 Ri-1-1-1-)

0x20 (DCi-!-i-1-1-)

9) Attached Router
| D
LSA(Il nter Area Prefix LSA)
# show ipv6é ospf database | sa inter-prefix detai

LSA list in the LSDB for area 0.0.0.0 (6 LSAs, Checksum Sum: 0x

| er Pre 0.0.0. 2 ut er 10.10.10.10
)

n I d

( (2)

Ag 0057 Seqg 80000002 Sum b4
( (5) (6
fix 2001:db8:ffff: 2100

~ThOP

L
) ) (
r 0::/64 Op
8 (9

o
=
o

~z—o0
~ =

et
10
1) I nterPre

Inter Area Prefix LSA
2) 1d

LSA Link State 1D
3) Router

LSA I D
4) Age

LSA 10
5) Seq

LSA
6) Sum

LSA
7) Length

LSA
8) Prefix

19 OSPE 333



9) Option

0x01 (-!-!-1NU)
0% 02 (-1-1LA!-)
0x04 (-1 MC! -1 .)
0x08 (Pl -1-1.)
NSSA NSSA

10) Metric

LSA(Il nter Area Router LSA)

# show ipv6é ospf database |Isa inter-router detail
LSA Ilist in the LSDB for area 0.0.0.0 (4 LSAs, Checksum Sum: 0x
I nter Rtr ld 0.0.0.38 Router 10.10.10.10
(1) (2) (3)
Age 0012 Seq 80000001 Sum e6bb5 Length 32
(4) (5) (6) (7)
Option 0x13 (-}R}-1-1E|V6) Metric 10 Router-1d 20.20.20.
(8) (9) (10)
1) I nterRtr
I nter Area Router LSA
2) 1d
LSA Link State 1D
3) Router
LSA I D
4) Age
LSA 10
5) Seq
LSA
6) Sum
LSA
7) Length
LSA
8) Option
(capability)
0x01 (-1-i-1-1-1V6)
Il Pvé6
0x02 (-1-i-1-1Ei-)
AS External LSA
0x04 (-1-i-1MCi-1-)
MOSPF
0x08 (-1-iNj-1-1-)
NSSA
0x10 (-1 Ri-1-1-1-)
0x20 (DCi-7-1-1i-1-)

9) Metric
AS
10) Router-1d
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AS

AS

#

LSA

E x
Ag

1)

2)

3)

4)

5)

6)

7)

8)

9)

10)

11)

12)

show ipv

I i st

Extern
AS

I d
Link St

Router
LSA

Age
LSA

Seq
LSA

Sum
LSA

Length
LSA

flag

LSA

0x01 (-

exte

0x02 (-
0x04 (E

E
Type?2

Typel

I D
LSA(AS External
6 ospf

LSA)

dat abase | sa

n the LSDB for AS (2 LSAs

Router

2001: db8: ff

r 2001:db8:111::1111/128

Router
b584
Metric
00: :/ 64

10

Type?2

Typel

Type?2

Type?2

AS

Metri c

Prefix

Opti on

external

4 Op
(1

Checksum Sum: 0x

30.

Ref -Link-1d
1

30.

20

Opti on

det ai l

30.

(16

30. 30.
Length 36

Typel

30.

0x00

0.0.0.
)

16420)

1
1
~

——
e
~w

-

19

OSPF

335



0x01 (-!-!-1NU)

0x02 (-!-1'LA!-)

0Xx04 (-!MC!-1!-)

0x08 (PL-!-1-)
NSSA

13) Forwarder

14) Tag

15) Ref-LS-Type
Referenced LS Type
Referenced LS Type

16) Ref-Link-1d

NSSA

Referenced Link State | D
Referenced Link State | D

LSA(Link LSA)

# show ipv6 ospf database Isa |ink detail
LSA list in the LSDB for interface | an0O (1 LSAs, Checksum Sum:
Link ld 0.0.0.1 Router 10.10.10.10
(1) (2) (3)
Age 0085 Seqg 80000002 Sum e8al0 ength 92
(4) (5) (6) 7)
Priority 1 Option 0x13 (-} R}-1-1E}V6)
(8) (9)
Link-Local Address fe80::20b:5df fel8:10 ---(10)
Number of Prefixes 4 ---(11)
Prefix 2001:db8:ffff:12000::/64 Option 0x00 (-} -] =)
(12) (13)
Prefix 2001:db8:ffff:2000::/64 Option 0x00 (-1} -] =)
Prefix 2001:db8:ffff:3000::/64 Option 0x00 (-} -] 1-)
Prefix 2001:db8:ffff:4000::/64 Option 0x00 (-1} -] =)
1) Link
Link LSA
2) I d
LSA Link State 1D
3) Router
LSA I D
4) Age
LSA 10
5) Seq
LSA
6) Sum
LSA
7) Length
LSA
8) Priority
9) Option
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(capability)

0x01 (-1-1-1-1-1V6)
| Pv6

0x02 (-1-1-1-1E1-)

AS External LSA
0x04 (-1-1-1MC{-1-)
MOSPF

0x08 (-1-1Ni-1-1-)
NSSA

0x10 (-1 Ri-1-1-1"-)

0x20 (DCl-!-1-1-1-)
10) Link-Local Address
11) Number of Prefixes
LSA
12) Prefix
/
13) Option

0x01 (-!-1-1NU)

0x02 (-}-1LA}-)

0x04 (-] MC|-1-)

o0x08 (P} -1-1-)

NSSA NSSA
LSA(Intra Area Prefix LSA)
# show ipv6é ospf database |Isa intra-prefix detail
LSA list in the LSDB for area 0.0.0.0 (2 LSAs, cksum Sum: 0x
I ntra ld 0.0.0.1 Router 10.10.10.
(1) (2) (3)
Age 0087 Seqg 80000003 Sum 45el Length 80

(4) (5) (6) (7)

Number of Prefixes 4 - - -(8)

Ref -LS-Type 0x2001 (Router) Ref -Link-1d 0.0.

(9) (10)

Ref - Adv- Rtr 10.10.10.10 - - (11)
Prefix 2001:db8:ffff:12000::/64 Option 0xO00 - 1-)
(12) (13)

Metric 10 ---(14)
Prefix 2001:db8:ffff:2000::/64 Option 0x00 -1 -0 )
Metric 10
Prefix 2001:db8:ffff:3000::/64 Option 0xO00 - 1-)
Metric 10
Prefix 2001:db8:ffff:4000::/64 Option 0x00 -1 -0 )
Metric 10
1) I ntra
I ntra-Area-Prefix LSA
2) 1d
LSA Link State | D
3) Router
LSA I D
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4) Age
LSA 10
5) Seq
LSA
6) Sum
LSA
7) Length
LSA
8) Number of Prefixes
LSA
9) Ref-LS-Type
LSA LSA
0x2001 (Router)
Router LSA
0x2002 (Networ k)
Net wor k LSA
10) Ref-Link-1d
LSA LSA Link State 1D
Ref -LS-Type Router
11) Ref - Adv-Rtr
LSA LSA I D
12) Prefix

13) Option

0x01 (-!-1!-1NU)
0% 02 (-1-1LA!-)
0% 04 (-!MC!-1-)
0x08 (PL-1-1-)
NSSA NSSA

14) Metric
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19.

2.4 show i pv6 ospf interface

]

| Pv6 OSPF

]

[si - Rb[BO - R5|7 Si - R2|49iB- R2|dwic R2|4d0iD R1|s8 0B
]
show ipv6 ospf interface [detail]
]
OSPF
det ai l
OSPF
]
( / )
( )

]

| Pv6 OSPF

]

terminal pager (

]

‘<ERROR> No | Pvé OSPF is configured.

| Pv6 OSPF | Pv6 OSPF

| Pv6 OSPF

]

19 OSPF

339



# show ipveée ospf interface detail
|l ano0:
Line physical status is (Up)
Line ospf status is (DR), priority is 1, transmit delay is 1
(3) (4) (5)
I nterface | D 1, I nstance | D O
Nei ghbor Count is 0, Adjacent neighbor count is O
I nternet Address 2001: db8: ffff:12000: 20b: 5dff:fel8:10/64
Link Local Address fe80::20b:5dff:fel18: 10, Area 0.0.0.0
(9) (10)

Ti mer intervals(in seconds) Hell o 10, Dead 40, Wait 40, Ret
Router I D 10.10.10.10, Net work Type BROADCAST, Cost: 10
(12) (13) (14)

Designated Router I D 10.10.10.10
Interface Address fe80::20b:5dff:fel8:10, I nterface | D 1
Backup Designated Router I D 0.0.0.0
Next hell o packet due in 00:00:00
Packet statistics for 00:01: 14
sent received
Hel | o: 7 0
Description 0 0
Request: 0 0
Updat e 0 0
Ack: 0 0
|l an1l:
Line physical status is (Up)
Line ospf status is (DR), priority is 1, transmit delay is 1
I nterface | D 2, I nstance | D O
Nei ghbor Count is 1, Adjacent neighbor count is 1
I nternet Address 2001:db8:ffff:2000::11/ 64,
Link Local Address fe80::20b:5dff:fel8:11, Area 0.0.0.1
Ti mer intervals(in seconds): Hello 10, Dead 40, Wait 40, Ret
Router I D 10.10.10.10, Net work Type BROADCAST, Cost: 10
Desi gnated Router | D 10.10.10.10
Interface Address fe80::20b:5dff:fel18:121, Interface | D 2
Backup Designated Router | D 30.30.30.30
Interface Address fe80::200:eff:fed0O: bd53
Next hell o packet due in 00:00:08
Packet statistics for 00:03: 45
sent received
Hel | o: 23 20
Description: 8 7
Request: 1 4
Updat e: 26 14
Ac Kk : 10 17
1) |l ano0:
2) Line physical status is (Up)
3) Line ospf status is (DR)
OSPF
Down
Down
DR
BDR
Ot her
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Pt oP
Point-to-Point
Wai ting
DR/ BDR
4) priority is 1

5) transmit delay is 1
LSuU
6) Il nterface | D 1, Il nstance | D O
I D I D
7) Neighbor Count is 0, Adjacent neighbor count is 0
FULL

8) Internet Address 2001:db8:ffff:1000:20b:5dff:fel8:10/
9) Link Local Address fe80::20b:5dff:fel8:10

10) Area 0.0.0.0
I D
11) Ti mer intervals(in seconds)

Hel | o
Hel | o
Dead
Wai t
DR/ BDR

Retransmit

OSPF

"No Hell os™"
12) Router 1D

I D
13) Network Type

POI NTOPOI NT
BROADCAST
14) Cost

15) Designated Router ID 10.10.10.10

I nterface Address fe80::20b:5dff:fel8: 10, I nterface | D
I D I D
0.0.0.0
16) Backup Designated Router I D 0.0.0.0
I D
0.0.0.0
17) Next hell o packet due in
Hel | o
OSPF
"No Hell os (Passive interface)"”
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18) Packet statistics for
OSPF
OSPF
OSPF
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19. 2.5 show i pv6 ospf neighbor
[ ]
| Pvé OSPF
[ ]
[si - Rb[BO - R5|7 Si - R2|49iB- R2|dmic R2|4d0iD R1|s 0B
[ ]
show ipv6 ospf neighbor [detail]
show ipv6 ospf neighbor router-id <router_id> detail
[ ]
OSPF
det ai |
OSPF
router-id <router_id> detail
OSPF
[ ]
( / )
( )
[ ]
|l Pve OSPF
[ ]
terminal pager ( )
[ ]
‘<ERROR> No | Pvé OSPF is configured.
| Pvé OSPF | Pvé OSPF
| Pvé OSPF
<ERROR> No such neighbor.
I D
[ ]
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OSPF
# show ipv6é ospf neighbor

Nei ghbor information with all interfaces, result

Nei ghbor with | an0O (DR) result:

Nei ghbor | D I'f I D Pri State Deadti me
(2) (3) (4) (5) (6)
20.20.20. 20 1 1 Full/BDR 00: 00: 38
30.30.30. 30 1 1 Full/Other 00: 00: 39

1) Neighbor with | an0O0O (DR) result:

Down
Down
Waiting
DR
BDR
Ot her
2) Neighbor 1D
I D
3) I'f I D
I D
4) Pri
(Priority)
5) State
Down
Nei ghbor
I nit
2- Way
ExStart

Exchange

Loading

Ful l
DR
éDR
dther

PtoP
: Point-to-Point
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6) Deadt i me
7) DDL
LSA
8) ReglL
LSA
9) RtrL
LSA
OSPF
# show ipveé ospf neighbor router-id 20.20.20.20 detail
Nei ghbor 20.20.20.20, interface address fe80::20b:5dff:fel8:14
In the area 0.0.0.0 via interface | ano
Nei ghbor priority is 1, State is Full, 5 state changes, |f
DR is 10.120.10. 10, BDR is 20.20.20.20
Option is 0x13 (-!R}-!-1E}]V6)
Dead timer due in 00:00: 33
Nei ghbor is up for 00: 00: 46
Dat abase Summary List O
Link State Request List O
Link State Retransmission List O
1) Neighbor 20.20.20.20, interface address fe80::20b:5df
I D
2) In the area 0.0.0.0 via interface | ano
3) Neighbor priority is 1, State is Full, 5 state change
I D
4) DR is 10.10.10.10, BDR is 20.20.20.20
I D
5) Option is 0x13 (-} R}-1-1E]V6)
Hel | o
0x01 (-1-1i-1-1-1V6)
| Pv6
0x02 (-1-1-1-1E1-)
AS External LSA
0x04 (-1-1-1MC{-]-)
MOSPF
0x08 (-1-1Ni-1-1-)
NSSA
0x10 (-1 Ri-1-1-1-)
0x20 (DCi-1-1-1-1-)
6) Dead timer due in 00:00: 33
7) Neighbor is up for 00:00: 46
Hel | o
8) Database Summary List O
LSA
9) Link State Request List O
LSA
10) Link State Retransmission List 0
LSA
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2.6 clear 1 pv6 ospf statistics

]
| Pve OSPF
]
[si - Rb[BO - R5|7 Si - R2|49iB- R2|4wic R2|4d0iD R1|s 0B
]
clear ipv6é ospf statistics
]

| Pv6 OSPF

]
( )
( )
]
|l Pve OSPF
]
# clear ipv6 ospf statistics

#
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20.1 VPNvi4
20. 1.1 show ip vpnv4 route
[ ]

VPNV 4

[ ]

[si - RE[BO - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|4DiB- R2|4DiC R2/4DiD R1j8 0B

[ ]

show ip vpnv4 route [vrf <vrf _number>] [all]
[ ]
VRF VRF
vrf <vrf_number >
VRF VRF
all
VRF
[ ]
( / )
( )
[ ]
VPNv 4

[ ]

‘<ERROR> No VRF is configured.

VRF

VRF

<ERROR> No such VRF.

VRF VRF

VRF
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I nter

(7)

Di stance UpTi me
(6)

(5)

Gat eway

route
(4)

ip vpnv4
stination/ Mask
3)

show
De
(

NO no
oOcc_ c
oO®®Qam
— —_E_

AN MmN
n o oo

51

M ANON
O o oo

03:

O OOoOo
[eNoNoNe]

00:

200

10
7
9
0
9

< T <
N NN
-~ -
N O OO

n O
el =N

.1/ 32
0/
0

- 00 0 ©

1
6
6
6
6

L B |

1

SN AN NN
(2]
Ll B |

10
7
9

[ON OGN ON ]

x X X ¥ X

[ VRF 0]
VRF

1)

FP

2)

BGP(I nternal)

nation/ Mask

Desti

3)

Gat eway

4)

BGP Next Hop

BGP

Di stance

5)

UpTi me

6)

23:45

01:

24

23 45

6d23h45m

45

23

3w6d23h

23

I nterface

7)

(inactive)

BGP

"mpl s"
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1.2 show ip vpnv4 route summary

VPNV 4

]

[si - Rb[BO - R5|12iB- RB[BO - R3|1DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|80B

]

show ip vpnv4 route [vrf <vrf _number>] summary [ all]

]

summary

VRF VRF
vrf <vrf_number> summary
VRF VRF
all
VRF
]
( / )
( )
]
VPNv 4

]

‘<ERROR> No VRF is configured.

VRF

VRF

<ERROR> No such VRF.

VRF VRF

VRF

# show i p vpnv4 route summary

[ VRF 0]

Route Source Net wor ks

(2) (3)

Static 0

BGP 2 (Be:0, Bi:?2)
Connected 2

Tot al 4

1) [ VRF 0]
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VRF
2) Route Source
Static
BGP
BGP

External I nternal
Connected

3) Networ ks
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21.1 | Pvi4

21.1.1 show ip traffic

[ ]

[si - RE[B0O - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|49iB- R2|4DiC R2/4iD R1j8 0B

[ ]

show ip traffic
show ip traffic { tcp | udp | ip icmp | i gmp | i psec

tcp
TCP

# show ip traffic
tcp:
170 packets sent
145 data packets (29694 bytes)
1 data packet (18 bytes) retransmitted
0 resends initiated by MTU discovery
19 ack-only packets (10 del ayed)
0 URG only packet s
0 window probe packets
0 window update packet s
5 control packets
217 packets received
(fo

145 acks r 29706 bytes)
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1 duplicate ack
0 acks for unsent dat a
121 packets (14492 bytes) received in-sequence
0 compl etely duplicate packets (0 bytes)
O old duplicate packets
0 packets with some dup data (0 bytes duped)
3 out-of-order packets (42 bytes)
0 packets (0 bytes) of data after window
0 window probes
0 window update packets
0 packets received after close
0 di scarded for bad checksums
0 di scarded for bad header offset fields
0 di scarded because packet too short
0 discarded for bad/no md5 signatures
3 connection requests
4 connection accepts
0 bad connection attempts
0O Ilisten queue overfl ows
6 connections established (including accepts)
2 connections closed (including 1 drop)
1 connection updated cached RTT on cl ose
1 connection updated cached RTT variance on cl c
0 connections updated cached ssthresh on close
1 embryonic connection dropped
145 segments updated rtt (of 145 attempts)
1 retransmit timeout
0 connections dropped by rexmit timeout
0O persist timeouts
0 connections dropped by persist timeout
22 keepalive timeouts
0 keepalive probes sent
0 connections dropped by keepalive
22 correct ACK header predictions
64 correct data packet header predictions
udp:
250 datagrams received
0 with incomplete header
0O with bad data | ength field
0 with bad checksum
O dropped due to no socket
224 broadcast/ multicast datagrams dropped due to no soc
O dropped due to full socket buffers
0 not for hashed pch
26 delivered
26 datagrams outoput
i p:
467 total packets received
0 bad header checksums
0 with size smaller than mini mum
0 with data size < data | ength
0 with ip length > max ip packet size
0 with header | ength < data size
0 with data | ength < header | ength
0 with bad options
0 with incorrect version number
0 fragments received
0 fragments dropped (dup or out of space)
0O fragments dropped after timeout
0 packets reassembled ok
467 packets for this host
0 packets for unknown/unsupported protocol
0 packets forwarded
0 packets not forwardabl e
0 redirects sent
197 packets sent from this host
0 packets sent with fabricated ip header
0 output packets dropped due to no bufs, etec.
0 output packets discarded due to no route
0O output datagrams fragmented
0 fragments created
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0 datagrams that can't be fragmented
0O tunneling packets that can't find gif
i cmp:
0 calls to icmp_error
0O errors not generated because old message was i cmp
0 messages with bad code fields
0 messages < minimum | ength
0 bad checksums
0 messages with bad | ength
0 message responses generated
i gmp:
0 messages received
0 messages received with too few bytes
0 messages received with bad checksum
0 membership queries received
0 membership queries received with invalid field(s)
0 membership reports received
0 membership reports received with invalid field(s)
0 membership reports received for groups to which we be
0 membership reports sent
i psec:
0O inbound packets processed successfully
O inbound packets violated process security policy
0 inbound packets with no SA availabl e
O invalid inbound packets
0 discard inbound packets by interface down
O inbound packets failed due to insufficient memory
O inbound packets failed getting SPI
O inbound packets failed on AH replay check
0 inbound packets failed on ESP replay check
O inbound packets considered authentic
0O inbound packets failed on authentication
O inbound packets considered authentic(ESPinAut h)
0O inbound packets failed on authentication(ESPinAuth)
O outbound packets processed successfully
0 outbound packets violated process security policy
0O outbound packets with no SA availabl e
0 invalid outbound packet s
0O outbound packets failed due to insufficient memory
0 outbound packets with no route
0O i psec gqgueue overfl ows
pi m
0 messages received
0 bytes received
0 messages received with too few bytes
0 messages received with bad checksum
0 messages received with bad version
0 data register messages received
0O data register bytes received
0 data register messages received on wrong iif
0 bad registers received
0 full checksum registers received
0 data register messages sent
0 data register bytes sent
#

21 355



1.2 clear i1 p traffic

]
I P
]
[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|80B
]
clear ip traffic
]
I P
]
( )
( )
]
I P
1
# clear ip traffic

#
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21.2 | Pv©b6

21. 2.1 show ipve6 traffic

[ ]
| Pv6
[ ]
[si - RE[B0O - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|40iB- R2|4DiC R2/4DiD R1j8 0B
[ ]
show ipve6 traffic
show ipve6é traffic { tcp | udp | ip icmp | i psec }
[ ]
I Pv 6
tcp
TCP
udp
UDP
ip
| Pv 6
i cmp
I CMP
i psec
| Psec
[ ]
( / )
( )
[ ]
| Pv 6
[ ]
# show ipv6é traffic
tcpb6:
0 packets sent
0O data packets (0 bytes)
0 data packets (0 bytes) retransmitted
0 ack-only packets (0 del ayed)
0 URG only packets
0 window probe packets
0 window update packets
0O control packet s
0 packets received
0 acks (for O bytes)
0 duplicate acks
0 acks for unsent dat a
0 packets (0O bytes) received in-sequence
0O completely duplicate packets (0 bytes)
0 old duplicate packets
0 packets with some dup. data (0 bytes duped)
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0 out-of-order packets (0 bytes)
0 packets (0O bytes) of data after window
0 window probes
0 window update packet s
0 packets received after close
0 di scarded for bad checksums
0 discarded for bad header offset fields
0 di scarded because packet too short
0O connection requests
0 connection accepts
0O bad connection attempts
0 connections established (including accepts)
0O connections closed (including O drops)
0 embryonic connections dropped
0 segments updated rtt (of O attempts)
0 retransmit ti meouts
0O connections dropped by rexmit timeout
0 persist timeouts
0 connections timed out in persist
0 keepalive timeouts
0O keepalive probes sent
0 connections dropped by keepalive
0 correct ACK header predictions
0 correct data packet header predictions
0 PCB cache misses
udp6:
0O datagrams received
0 with incomplete heade
0O with bad data | ength field
0 with bad checksum
0 with no checksum
O dropped due to no socket
0O multicast datagrams dropped due to no socket
0O dropped due to full socket buffers
0 delivered
0 datagrams outoput
i p6:
24 total packets received
0 with size smaller than mini mum
0 with data size < data | ength
0 with bad options
0O with incorrect version number
0 fragments received
0 fragments dropped (dup or out of space)
0O fragments dropped after timeout
0 fragments that exceeded | i mit
0 packets reassembled ok
24 packets for this host
0 packets forwarded
0 packets not forwardabl e
0 redirects sent
17 packets sent from this host
0 packets sent with fabricated ip header
0 output packets dropped due to no bufs, etec.
0 output packets discarded due to no route
0O output datagrams fragmented
0 fragments created
0 datagrams that can't be fragmented
0 packets that violated scope rul es
0 multicast packets which we don't join
I nput histogr am:
| CMPG6 : 24
Mbuf statistics:
0 one mbuf
24 one ext mbuf
0 two or more ext mbuf
0 packets whose headers are not continuous
0O tunneling packets that can't find gif
0 packets discarded due to too many header s
0 failures of source address selection
source addresses on an outgoing | /F
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11 link-local s
source addresses of same scope
11 link-local s
11 forward cache hit
0 forward cache miss
i cmp6:
0 calls to icmp6_error
0O errors not generated because old message was icmp6 er
0O errors not generated because rate | imitation
Out put histogr am:
echo: 5
echo reply: 5
multicast |istener report: 1
nei ghbor solicitation: 4
nei ghbor advertisement: 2
0 messages with bad code fields
0 messages < minimum | ength
0 bad checksums
0 messages with bad | ength
Il nput histogr am:
echo: 5
echo reply: 15
nei ghbor solicitation 2
nei ghbor advertisemen 2
Hi stogram of error messages to be generated:
0 no route
0 administratively prohibited
0 beyond scope
0 address unreachabl e
0 port unreachabl e
0 packet too big
0 time exceed transit
0 time exceed reassembly
0 erroneous header field
0O unrecogni zed next header
0O unrecognized option
0 redirect
0 unknown
5 message responses generated
0 messages with too many ND options
i psecb6:
0O inbound packets processed successfully
O inbound packets violated process security policy
0 inbound packets with no SA avail abl e
O invalid inbound packets
0 discard inbound packets by interface down
O inbound packets failed due to insufficient memory
O inbound packets failed getting SPI
O inbound packets failed on AH replay check
0O inbound packets failed on ESP replay check
O inbound packets considered authentic
0O inbound packets failed on authentication
O inbound packets considered authentic(ESPinAut h)
0O inbound packets failed on authentication(ESPinAuth)
0O outbound packets processed successfully
0 outbound packets violated process security policy
0O outbound packets with no SA availabl e
0 invalid outbound packet s
0O outbound packets failed due to insufficient memory
0 outbound packets with no route
0O i psec gqgueue overfl ows
#
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2.2 clear 1 pve6 traffic

]
| Pv6
]
[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|8 0B
]
clear ipvée traffic
]
I P
]
( )
( )
]
| Pv 6
]
# clear ipv6é traffic

#
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22.1 | Pvi4

22.1.1 show ip filter

[ ]
I P
[ ]
[si - RE[B0O - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|49iB- R2|4DiC R2/4iD R1j8 0B
[ ]
show ip filter [interface <interface_name>] J[all]
[ ]
I P
interface <interface_name>
I P
all
I P
[ ]
( / )
( )
[ ]
I P
[ ]
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# show ip filter
[llan0] ---(1)
I Pvd filter
default:spi---(2)
static table:6---(3)
action acl _count dir
[ 0] pass 1 i n
[ 1] pass 21 out
[ 2] reject 500 rev
(5) (14)
action src | P/ mask: port
dst | P/ mask: port
[ 3] pass any
any
[ 4] pass any: 21
any:any
[ 5] pass 10.0.0.0/8:5000
(4) (15) (6) (7)(8)
192.168.1.0/24:6000
(9) (10) (11)
dynamic table:1---(19)
action src(dst) | P/ mask: port
dst (src) | P/ mask: port
[ 0] pass 192.168.1.2/32: any
10.36.195.28/32:54063
SPI table:1---(21)
action src(dst) | P/ mask: port dst (src) | P/ mask: port
[ 0] pass 192.168.1.2/32: any
10.36.195.28/32: any
1)
2) I P
3)
4)
5) ACL
6) I P
7) I P
8)
9) I P
10) I P
11)
12)
13) TCP
14)
any:
I n:
out :
rev:
I P / I P /
15)
16) TOS
22 I P
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17) CMP TYPE

18) I CMP CODE

19)

20) [*10
al |

21) SPI

expire
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1.2 show ip filter statistics

]
I P
]
[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|80B
]
show ip filter statistics [interface <interface_name?>]
]

I P
interface <interface_name>

]
( / )
( )
I P
]
# show ip filter statistics
[llan0] ---(1)
Il Pvd filter
packet in out
pass(static) 358---(2) 2---(3)
pass(dynamic) 0---(4) 0---(5)
pass(SPI) 1---(6) 1---(7)
reject 0---(8) 0---(9)
tot al 359---(10) 3---(11)
[al l]
I Pvd filter
|l ack of memory 0---(12)
SPI table | imit over 0---(13)
1)
2)
3)
4)
5)
6) SPI
7) SPI
8)
9)
10)
11)
12) SPI
13) SPI
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1.3 show ip filter summary

]
I P
]
[si - Rb[BO - R5|12iB- RB[BO - R3|1DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|80B
]
show ip filter summary [interface <interface_name>] [tot
]

interface <interface_name>

tot al
al |l
]
( / )
( )
I P
]
# show ip filter summary
[llanO] ---(1)
I Pv4d filter
static tabl e 1---(2)
dynamic tabl e 0---(3)
SPI tabl e 1---(4)
[al l]
I Pv4d filter
static tabl e 1---(5)
dynamic tabl e 0---(6)
SPI tabl e 1---(7)
1)
2)
3)
4) SPI
5)
6)
7) SPI
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22.1. 4 clear 1 p filter statistics
[
I P
[ ]
[si - Rb[BO - R5|12iB- RB[BO - R3|1DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|80B
[ ]
clear ip filter statistics
[ ]
[ ]
( )
( )
[ ]
I P
[ ]
# clear ip filter statistics
#
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22.2 | Pv©b6

22.2.1 show ipve6e filter

[ ]
| Pv 6
[ ]
[si - RE[B0O - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|49iB- R2|4DiC R2/4iD R1j8 0B
[ ]
show ipve6e filter [interface <interface_name>] [all]
[ ]
I P
interface <interface_name>
I P
all
I P
[ ]
( / )
( )
[ ]
| Pv 6
[ ]
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show ipv6é filter
[llan0] ---(1)

#

filter

| Pv6
defaul t:

spi---(2)

table: 6---(3)

static

acl count di

action

> <
o

— —

O ~
o 0
0 —

21

pass
pass
reject

port

| P/ prefixlen:

rc

5

action

port

Il P/ prefixlen:
any
21

dst

any:

pass

3]

any:

21

any:

pass

4]

any

any:

O ~
> ~0 -
C 0O
T — © —
<~ ~
o~ oo

—_

200
200

O ~O ~
O oo
N — N —

n ~
0 0
© -

5]

(4)

1---(18)

tabl e:
action

dynami c

port

| P/ prefixlen:

rc

5

port
: 88/ 128:
027/ 128:

I P/ prefixlen:

dst

49165
21512

1:

2001: 200:

pass

0]

2.

200:

2001:

1---(20)

tabl e:

SPI

rc

5

action

0 : 2
200: 0 27/128:12431

2001:

1)

2)

4)

ACL

5)

7)

8)

10)
11)
12)
13)
14)

TCP

any:

out :

ev:

15)
16)

I CMP TYPE
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17) I CMP CODE
18)
19) [ 10 ]
al | expire
20) SPI
21) Traffic Class
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2.2 show ipv6 filter statistics

]
| Pv6
]
[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|8 0B
]
show ipve6 filter statistics [interface <interface_name?>]
]

I P
interface <interface_name>

]
( / )
( )
I P
]
# show ipvée filter statistics
[llan0] ---(1)
I Pve filter
packet in out
pass(static) 358---(2) 2---(3)
pass(dynamic) 0---(4) 0---(5)
pass(SPI) 1---(86) 1---(7)
reject 0---(8) 0---(9)
tot al 359---(10) 3---(11)
[al l]
I Pve filter
|l ack of memory 0---(12)
SPI table | imit over 0---(13)
1)
2)
3)
4)
5)
6) SPI
7) SPI
8)
9)
10)
11)
12) SPI
13) SPI
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2.3 show ipv6e filter summary

]
| Pv6
]
[si - Rb[BO - R5|12iB- R[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|80B
]
show ipvé filter summary [interface <interface_name>] [t

]

interface <interface_name>

tot al
al I
]
( / )
( )
]
| Pv 6
]
# show ipv6 filter summary
[llanO] ---(1)
Il Pve filter
static tabl e 1---(2)
dynamic tabl e 0---(3)
SPI tabl e 1---(4)
[al l]
Il Pve filter
static tabl e 1---(5)
dynamic tabl e 0---(6)
SPI tabl e 1---(7)
1)
2)
3)
4) SPI
5)
6)
7) SPI
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22. 2. 4 clear i1 pv6 filter statistics
[
| Pv6
[ ]
[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|8 0B
[ ]
clear ipv6ée filter statistics
[ ]
[ ]
( )
( )
[
| Pv 6
[ ]
# clear ipv6 filter statistics
#
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23.1 |1 Pv4 1 DS

23.1.1 show ip ids statistics

[ ]
I DS
[ ]
[si - RE[B0O - R5|12iB- RB[BO - R3|1DiB- R2/4DiB- R2|4DiB- R2|4DiC R2/4DiD R1j8 0B
[ ]
show ip ids statistics [interface <interface_name>]

I DS
interface <interface_name>

[ ]
( / )
( )
[ ]
I DS
[ ]
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# show ip ids statistics

[llan0] ---(1)

I Pv4 | DS
event in
Unknown | P protocol 0 ---(2)
Land attack 0 ---(3)
Short | P header 0 ---(4)
Mal f or med | P packet 0 ---(5)
I P option
Mal f or med | P option 0 ---(6)
Security | P option 0 ---(7)
Loose routing | P option 0 ---(8)
Record route | P option 0 ---(9)
Stream I D IP option 0 ---(10)
Strict routing | P option 0 ---(11)
Ti mestamp | P option 0 ---(12)
| CMP
| CMP source quench 0 ---(13)
| CMP ti mestamp request 0 ---(14)
| CMP ti mestamp reply 0 ---(15)
| CMP information request 0 ---(16)
| CMP information reply 0 ---(17)
| CMP address mask request 0 ---(18)
| CMP address mask reply 0 ---(19)
UDP
UDP short header 0 ---(20)
UDP bomb 0 ---(21)
TCP
TCP no bits set 0 ---(22)
TCP SYN and FIN 0 ---(23)
TCP FIN and no ACK 0 ---(24)
FTP
FTP i mproper port 0 ---(25)

1)

2) Protocol 134

3) I P I P

4) 1 p l engt h

5) Il ength

6)

7) Security and handling restriction header

8) Loose source routing header

9) Record route header

10) Stream identifier header

11) Strict source routing header

12) Internet timestamp header

13) source quench

14) ti mestamp request

15) timestamp reply

16) information request

17) information reply

18) address mask request

19) address mask reply

20) UDP |l engt h 8

21) UDP Il ength

22)

23) SYN FI N

24) ACK FI N

25) PORT PASYV 1024 65535
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.2 clear 1 p ids statistics

I DS
]
[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|8 0B
]
clear ip ids statistics
]
]
( )
( )
I DS
]
# clear i p ids statistics
#
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24. 1 NAT

24.1.1 show i p nat interface
[ ]

NAT

[ ]

[si - RE[B0O - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|40iB- R2|4DiC R2/4iD R1j8 0B

[ ]

show ip nat [interface <interface_name>] [all]
[ ]
NAT
interface <interface_name>
NAT
all
NAT
[ ]
( / )
( )
[ ]
NAT
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show p nat

#

- .- (1)

extended

Dest Addr / Por
Dest Addr

10.

PrivateAddr/ Port

PrivateAddr :

Addr / Port

Gl obal

Gl obal Addr :

10.

195.

36.

2/

1.
== (@) ==-=-=

168.

192.

195.

36.

- - - - (11) - - -

10.
10.

(10)

Seec e (7)o - (8)-
136/10030
136/10029

10.
10.

195.

36.

1.2/1054
2/ 1053

168.

192.

195.

36.

195. 1/

36.

168. 1.

192.

195.

36.

tabl e queue

ication

Dest Addr / Por

10.

PrivateAddr/ Port

Gl obal Addr / Por t

195. 2¢

36.

168.1.2/1034

192.

136/10010

10.36.1965.

0]

NAT table queue

static

3

tabl e:
i ndex

Dest Addr / Por

PrivateAddr/ Port

Gl obal Addr / Por t

10.36.195. 255/ 0
0/ 0

10.
10.

10.36.195.255/0
0/

10.
10.

195.

36.

0

195.

36.

195. 136

36.

195. 136

36.

queue

tabl e

addr ess

Dest Addr

PrivateAddr

192.

Gl obal Addr

10.

168.

195. 136

36.

0]
NAT

nat

1)

extended

S

e

tabl

nor mal

e is

tabl

nat

3)

4)

5)

6)

7)

D

CMP _

8)

9)

I D

CMP

10)
11)
12)
13)

]

[*10

re

expi

al
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24.1. 2 show i p nat statistics
[ ]
NAT
[ ]
[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|80B
[ ]
show ip nat statistics
[ ]
[ ]
( / )
( )
[ ]
NAT
[ ]
# show ip nat statistics
nat table is extended ---(1)
to Gl obal to Private
transl ate 85 ---(2) 63 ---(3)
error 0 ---(4) 0 - - (5)
fragment
transl at e 0 ---(6)
error 0 ---(7)
current peak I i mit
nat tabl e 12 ---(8) 12 ---(9) 23031 ---(10)
error accounting
|l ack of memory o ---(11)
table not found 0 ---(12)
too small packet 0O ---(13)
same node 0 ---(14)
ot her reason 0 ---(15)
1) NAT
nat table is extended
nat table is nor mal
2) -
3) -
4) -
5) -
6)
7)
8) NAT
9) NAT ( NAT NAT )
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10) NAT
11)
12)
13)
14) NAT
I P
dynamic NAT table queue

NAT I P

NAT

dynamic tabl e queue

15)

NAT
NAT

dynami c

NAT

dynami c

I P
tabl e

24 NAT
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1.3 show i p nat summary

]
NAT
]
[si - Rb[BO - R5|12iB- RB[BO - R3|1DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|80B
]
show ip nat summary [interface <interface_name>] [all]
]
NAT
interface <interface_name>
NAT
al |
NAT
]
( / )
( )
]
NAT
]
# show i p nat summary
nat table is extended ---(1)
[ rmt O] ---(2)
ap 0: ap-001
- (3) - - (4)--
dynamic NAT table queue
tabl e: 3 ---(5)
application table queue
tabl e: 1
static NAT table queue
tabl e: 3
address table queue
tabl e: 1
1) NAT
nat table is extended
nat table is nor mal
2)
3)
4)
5)
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24. 2 NAT

24. 2.1 clear i p nat statistics
[ ]
NAT
[ ]
[si - RE[B0O - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|4DiB- R2|4DiC R2/4iD R1j8 0B
[ ]
clear i p nat statistics
[ ]
[ ]
( )
( )
[ ]
NAT
[ ]
# clear i p nat statistics
#
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25.1
25.1.1 show ip multicast group
[ ]
[ ]
[si - RE[B0O - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|4DiB- R2|4DiC R2/4iD R1j8 0B
[ ]
show ip multicast group [interface <interface_name>] [gr
[ ]
interface <interface_name>
group <group_address>
[ ]
( / )
( )
[ ]
[ ]
# show ip multicast group
I nterface Querier Upt i me QTi mer Expire Fl ags
|l anoO me 0000.00:00:00 45 0 QUERI EF
(1) (2) (3) (4) (5) (6)
Gr oup Reporter Upti me
239.255.255.10 192.168.1.100 0000.00: 03: 27
239.255.255. 11 192.168.1.100 0000.00:01: 24
(7) (8) (9)
I nterface Querier Upti me QTi mer Expire Flags
l an1 192.168.2.2 0000.00:01: 23 55 160
Group Reporter Upti me
239.255.255.12 192.168.2.100 0000.00:00: 21
Tot al Mul ticast Groups: 3 ---(10)
#
1)
2) | GMP Gener al Query ( me )
3) I GMP Query ( Querier 0)
4) |1 GMP Gener al Query
5) Other Querier Present Interval
6)
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QUERI ER

| GMP Querier
7)

224.0.0.0/ 24

8) | GMP Member ship Report
9) | GMP Member ship Report
10) | GMP
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25.

1.2 show ip multicast interface
]
]
[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|8 0B
]
show ip multicast interface [interface

interface

<interface_name>

]
( / )
( )
]
]
# show ip multicast interface
Interface Thresh Address
| ano0 1 192.168.1.1
|l an1 1 192.168.2.1
|l an2 1 192.168.10. 1
register 1 192.168.1.1
(1) (2) (3)

Tot al I nterfaces: 3 ---(7)
Tot al Nei ghbors: 3 ---(8)
#

1)

Pl M- SM PI M Register
2) TTL

3) I P

4)

5)

DI SABLED

D OWN

[

<interface_name>]

FIl ags
.1 Pl M
.2 DR NO- NBR

DR NO- NBR

25

388



DR
( DR: Designated Router)
PI' M
PI M
P2P
Point-to-Point
NO- NBR

6)
7)
8)
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25.

1.3

mul t i

show ip cast interface statistics
]
]
[si - Rb[BO - R5|12iB- RB[BO - R3|1DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|8 0B
]
show ip multicast interface statistics [interface <inter:/
]
interface <interface_name>
]
( / )
( )
]
]
# show ip multicast interface statistics
Interface Il ncomi ng Outgoing
Il anoO 23 0
l an1l 0 23
register 0 0
(1) (2) (3)
Tot al I nterfaces: 3 - - - (4)
#
1)
Pl M- SM PI M Register re
2)
3)
4)

25
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25.

1.4 show i p multicast pimsm rp

]
Pl M- SM
]
[si - Rb[B0O - R5|12iB- RB[BO - R3|1DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|8 0B
]
show ip multicast pimsm rp [address <ip_address>]
]
Pl M- SM
address <ip_address>
I P
]
( / )
( )
]
Pl M- SM
]

# show ip multicast pimsm rp

Current BSR address: 192.168.1.1 ---(1)
RP-address I ncomi ng Group prefix Priority Hol dt i me
192.168. 1.1 Il anoO 224] 4 0 95
192.168.10. 1 |l an3 224.255/ 16 0 20
(2) (3) (4) (5) (6)
Tot al RPs: 2 ---(7)
#
1) BSR
2) RP
3)
4)
5)
6)
RP infinity
7) RP
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1.5 show i p multicast protocol

]

[si - Rb[BO - R5|12iB- RB[BO - R3|1DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|80B

]

show ip multicast protocol
]
]
( / )
( )
]
]
# show ip multicast protocol
Pl M- SM (1)
#
1)

not running

Pl M- DM
Pl M- DM
Pl M- SM
Pl M- SM
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25.1.6 show i p multicast route
[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|8 0B
show ip multicast route [source <ip_address>] [group <gr
source <ip_address>
any
((*, G) )
group <group_address>
( )
( )
[ ]
# show ip multicast route
Source Group RP-addr Fl ags
any 239.255.20.1 192.168. 2.1 wcC
(1) (2 (3) (4)
Il ncomi ng |l anoO ---(5)
Upstream 192.168. 1.1 ---(6)
Preference 0 (0Ox00000000) - - - (7))
Metric 0 (0Ox00000000) ---(8)
Entry Ti mer 20 ---(9)
J/ P Ti mer 3 ---(10)
RegSup Ti mer ---(11)
Assert Ti mer ---(12)
Interface Join Prune Leave Assert Out JoinTimer PruneTi mer
l anoO OF F OFF OF F OFF OFF 0 0
|l an1 OF F OF F ON OFF ON 0 0
|l an2 OF F OFF OF F OFF OFF 0 0
register OF F OF F OF F OFF OFF 0 0
(13) (14) (15) (16) (17) (18) (19) (20)
Total Groups: 1 ---(21)
Total Cache MIRRORs: 1 ---(22)
Tot al Mul ti cast Routing Tabl es 1 ---(23)
#
1)
((*, G) ) any
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2)

3) RP (Pl M- SM
4)
SPT
SPT (PI M- SM
SPT RP
SPT
wc
RP
RP (Pl M- SM
CACHE

ASSERTED

SPT
SPT

Assert
PI'M Assert
PI'M Assert Assert
Assert

SG

(s, G) (Pl M- SM
5)
6)
7)
8)
9)
10) Join/ Prune (PI M- SM
11) Register-Suppression (Pl M- SM )
12) Assert
13)

Pl M- SM PI' M Register
14) (Join
15) (Prune )
16) ( )
17) (Assert )
18)
19) Join (Pl M- SM
20) Prune (Pl M- DM )
21)

(*, G) (S, G)
22) CACHE
23)

(*,G) (s, G)
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1.7 show i p multicast route kernel

]
I P
]
[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|8 0B
]
show ip multicast route kernel [ source <ip_address>] [agr
show ip multicast route kernel summary
]
I P

source <ip_address>

group <group_address>

summary
I P

# show ip multicast route kernel

Source Group Il ncomi ng Out goi ngs

192.168. 2. 2 239.255.30.1 Il anoO |l anl | an2 | an3 | an/
rmt1l1 rmt2 rmt3 r mt¢

192.168. 2. 2 239.255.30. 2 I anoO lanl | an2

192.168. 2. 2 239.255.30. 3 |l anl |l an2

(1) (2) (3) (4)

Tot al Mul ti cast Routing Tables: 3 --- (5)

#

1)

2)

3)

4)
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5)

# show ip multicast

route kernel summary
Entry:3 - - - (6)

6)
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1.8 show ip multicast route kernel stati st

]

I P
]

[si - Rb[B0O - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|8 0B
]

show ip multicast route kernel statistics [source <ip_ad:i

]
I P

source <ip_address>

group <group_address>

( / )
( )
]
I P
# show ip multicast route kernel statistics
Source Gr oup Packet s
192.168. 2. 2 239.255.30.1 7
192.168. 2. 2 239.255.30. 2 5
192.168. 2. 2 239.255.30. 3 3
(1) (2) (3)

Tot al Mul ticast Routing Tabl es 3 - - - (4)
#
1)
2)
3)
4)
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25.

1.

9 show ip multicast statistics

]

[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|80B
]
show ip multicast statistics

how ip multicast statistics

mul ticast forwarding: ---(1)
0O multicast forwarding cache | ookups
O multicast forwarding cache misses
0O upcalls to multicast daemon
0O upcall queue overfl ows
O upcalls dropped due to full socket buffer
0 cache cleanups
0 datagrams with no route for origin
0 datagrams arrived with bad tunneling
0 datagrams could not be tunnel ed
0 datagrams arrived on wrong interface
0 datagrams selectively dropped
0 datagrams dropped due to queue overflow
0 datagrams dropped for being too | arge

1)

25

398



25. 2
25. 2.1 clear i p multicast interface stati
[
[ ]
[si - RE[B0O - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|4DiB- R2|4DiC R2/4iD R1j8 0B
[ ]
clear i p multicast interface statistics
[ ]
[ ]
( )
( )
[
[ ]
# clear i p multicast interface statistics
#
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25.

2 clear i p multicast route kernel

I P
]
[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|80B
]
clear i p multicast route kernel statistics
]
]
( )
( )
I
]
# clear i p multicast route kernel statistics
#

stat
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2.3 clear i p multicast statisti
]
[si - Rb[BO - R5|12iB- R[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|80B
]
clear i p multicast statistics
]
]
( )
( )
]
# clear i p multicast statistics
#

Ccs
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26 .

26.

[

1 1 Pv4 DHCP
1.1 show ip dhcp
]

| Pv4 DHCP

]

[si - RE[B0O - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|4DiB- R2|4DiC R2/4iD R1j8 0B

]

show ip dhcp [interface <interface_name?>]
]
DHCP
interface <interface_name>
DHCP
]
( / )
( )
]
DHCP
|l Pv4 DHCP
DECLI NE
I P
I P DECLI NE | P Address List
|l Pv4 DHCP

DHCP
Il Pv4 DHCP

| Pv4 DHCP

DHCP
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Il Pv4 DHCP

# show ip dhcp interface | ano
[l an0] | Pv4 DHCP Server Informations
Lease | P Address 192.168. 1. 2 [ Range: 253] --- (1)
Subnet Mask 255.255.255.0 --- (2)
Def ault Router Address 192.168.1.1 --- (3)
DNS Server Address 192.168. 1.1 --- (4)
TI ME Server Address 192.168.1.1 --- (5)
NTP Server Address 192.168.1.1 --- (6)
WI NS Server Address 192.168. 1.1 --- (7)
SI'P Server Name/ Address 192.168.1.1 --- (8)
Domai n Name fujitsu.com --- (9)
Lease Ti me 0001.00: 00:00 --- (10)
Active Client List:
No. | P address MAC address Lease remain
(11)(12) (13) (14)
001 192.168.1.2 00: 00:00: 00:00:00 0000.23:59:00
002 192.168.1.3 00: 00:00:00:00:00 0000.23:59:00
003 192.168.1. 4 00: 00:00: 00:00:00 0000.23:59:00
004 192.168.1.5 00: 00:00:00:00:00 0000.23:59:00
005 192.168.1.6 00: 00:00: 00:00:00 0000.23:59:00
DECLI NE I P Address List:
N o I P address Reusabl e ti me
(15) (16)
001 192.168.1.7 0000.23:59:00
#
1) I P [ ]
2)
3)
4) DNS
5)
6) NTP
7) WI NS
8) SI P
9)
10)
11)
12) I P
13) MAC
14)
15) I P
16)
| Pv4 DHCP
# show ip dhcp
[lanO] | Pv4 DHCP Relay Agent I nformati on
Forwarding DHCP Server: 192.168.3.1 --- (1)
#
1) DHCP
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Pv4 DHCP
# show ip d

hcp

[l an0] | Pv4 DHCP Client I nformati o
Leased | P Address 192.16
Subnet Mask 255. 25
Def ault Router Address 192.16
DHCP Server Address 192. 16
Tl ME Server Address 192. 16
NTP Server Address 192.16
DNS Server Address 192.16
Domai n Name fujits
Lease Ti me 0001. 0
Renewal Ti me 0000. 1
Rebi nding Ti me 0000. 1
Lease Expire Tue De
Client Status BOUND
#

1) I P

2)

3)

4) DHCP

5)

6) NTP

7) DNS

8)

9)

10) (T1)

11) (T2)

12)

13) DHCP

=}
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26 .
26.
[

2 | Pve DHCP

2.1
]

| Pv6 DHCP

]

[si - RE[B0O - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|4DiB- R2|4DiC R2/4DiD R1j8 0B

]

show ipv6 dhcp [interface <interface_name>]

]

show i pv6 dhecp

| Pve DHCP
interface <interface_name>
DHCP

]

DHCP
|l Pvé DHCP

|l Pvé DHCP

DHCP
| Pv6 DHCP
| Pv6 DHCP

| Pv6 DHCP

DHCP
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|l Pv6é DHCP

# show ipveée dhcp

[ rmt O] | Pv6 DHCP Server Informations

Server DUI D 0003000100000e58a00b ---(1)

Server Preference 0 ---(2)

Lease Address from 2001:db8::1200 ---¢(3)

t o 2001:db8::1ff ---(4)

DNS Server Address 2001:db8::1 ---(5)

2001: db8::3 ---(6)

DNS Domai n Name fujitsu.com ---(7)

SI P Server Address 2001:db8::2 ---(8)

2001: db8::4 ---(9)

SI P Domai n Name voip.fujitsu.com ---(10)

voip2.fujitsu.com ---(11)

SNTP Server Address 2001:db8::9 ---(12)

2001: db8::10 ---(13)

Active Client List:

No. | Pv6é address Lease remain
Client DUI D I Al D

(14)(15) (16)

001 2001:db8::100 0000.23:59:00
(17) (18)
000100010d9e75e70019db134032 134224347

Active PD Client

Client DUI D 0003000100000a65f034 ---(19)

I Al D 2 ---(20)

Prefix/ Prefixlen 2001:db8::/48 ---(21)

Preferred Lifetime infinity ---(22)

Valid Lifeti me infinity ---(23)

Del egated Ti me Wed May 26 09:56:28 2004 ---(24)

Lease remain infinity ---(25)

#

1) DUl D

2)

3) | Pv6

4) | Pv6

5) DNS

6) DNS

7) DNS

8) SI P

9) SI P

10) SI P

11) SI P

12) SNTP

13) SNTP

14)

15) | Pv 6

16)

17) DUI D

18) I Al D

19) PD DUl D

20) PD I Al D

21)

22) Preferred Lifetime

23) Valid Lifetime
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24)

25)

|l Pvé DHCP

# show ipveée dhcp

[ rmt O] | Pv6 DHCP Rel ay Agent I nformation
Forwarding I nterface : lan0O ---(1)
Forwarding DHCP Server : ffO05 1:3 ---(2)
#

1)

2)

| Pv6é DHCP
# show ipv6é dhecp

[rmtO] | Pv6e DHCP Client |Informations

Client Status : ACTI VE ---(1)

I Al D 2 ---(2)

Client DUID 0003000100000e58a00b - --(3)

Server DUID 000100010ee29225000d56918090 --- (4

Server Preference 0 ---(5)

DNS Server Address 2001: db8: 1 ---(6)
2001:db8::3 ---(7)

DNS Domai n Name fujitsu.com ---(8)

SI P Server Address 2001:db8::2 ---(9)
2001:db8::4 ---(10)

SI P Domai n Name voip.fujitsu.com ---(11
voip2.fujitsu.com ---(12)

SNTP Server Address 2001:db8::9 ---(13)
2001:db8::10 ---(14)

Del egated Ti me Wed May 26 09:56:28 2004 ---(15)

Upti me 0000.00:00:41 ---(16)

T1 (Renewal Ti me) infinity ---(17)

T2 (Rebind Ti me) infinity ---(18)

Preferred Lifetime infinity --(19)

Valid Lifeti me infinity ---(20)

Prefix/ Prefixlen 2001: db8::/48 ---(21)

Assign Interface List

I/ F Name Prefix/ Prefixlen

rmt 1l 2001: db8:0:1::/64 ---(22)

rmt 2 2001: db8:0:2::/64

rmt 3 2001: db8:0:2::/64

#

1)

2) I Al D

3) DUI D

4) DUl D

5)

6) DNS

7) DNS

8) DNS

9) SI P

10) SI P

11) SI P

12) SI P

13) SNTP

14) SNTP

15)

16)
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17) T1
18) T2
19) Preferred Lifeti me
20) Valid Lifetime
21)
22)
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2.2 clear 1 pv6 dhcp server

| Pv6 DHCP

]

[si - Rb[B0O - R5|12iB- RB[BO - R3|1DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|8 0B

]

clear i pv6 dhcp server

]

DHCP
| Pv6 DHCP
| Pv6 DHCP

]

# clear ipv6é dhcp server
#
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27 .1 VPN
27.1.1 show dvpn client wuser
VPN
[si - RE[B0O - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|49iB- R2|4dDiC R2/4DiD R1j8 0B
show dvpn client user
show dvpn client user summary
[ ]
summary
( / )
( )
VPN
# show dvpn client user
No. (1) Status(2) User | D (3)
Pri (4)Trs(5) Server (6)
(7) El apsed Ti me Expire (8)
[0001] | DLE |l Psecl KE) 20010db8000000000000000000000000/ 64 (
1 UDP [2001: db8::1]:5060
0000.00: 00: 45 3600
[ 0002] REGI STER |l Psecl KE) c0a80100/24@f ujitsu.com
2 UDP 192.168.1.1:5061
0000.00: 00: 45 3600
[ 0003] REGI STER TOKYO@f ujitsu.com
1 UDP dvpnserver . fujitsu.com: 5061
0000.00: 00:00 3600
Total Users 3 (9)
#
# show dvpn client user summary
Total Users 3
#
1) No.
2) Status
I NI'T
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REGI STER
| DLE
UPDATE
DELETE
3) User 1D
I D
4) Pri
5) Tr s
UDP
UDP
6) Server

7) El apsed

8) Expire

Ti me

9) Tot al Users

27
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1.2 show dvpn client session

]
VPN
]
[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|8 0B
]
show dvpn client session
show dvpn client session summary

]

summary

( / )
( )
VPN
# show dvpn client session
No. (1) Status (2) El apsed Ti me Expire Session | D (5)
User Agent Client (6) (3) (4)
User Agent Server (7)
[0001] CONNECTED 0000.00:00: 30 300 1
*] Psecl KE) 20010db8000000000000000000000000/ 64@f ujitsu.c
|l Psecl KE)20010db8000000010000000000000000/64@f ujitsu.c
[0002] I NVI TE 0000.00: 00: 00 infinity 2
TOKYO@f ujitsu.com
*KAWASAKI @f ujitsu.com
[ 0003] CONNECTED 0000.00: 00: 45 300 3
*] Psecl KE) c0a80100/ 24 @f ujitsu.com
| Psecl KE) c0a80200/24@f ujitsu.com
Total Sessions 3 (8)
#
# show dvpn client session summary
Total Sessions 3
#
1) No.

2) Status

I NVI TE
I NVI TE
re-1I NVITE
re-|1 NVITE
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I NVITE_RECYV
I NVI TE

RESPONSE
RESPONSE

ACK

: ACK

CANCEL
CANCEL

BYE

: BYE

CONNECTED

RECONNECT

3) El apsed Ti me

4)

5)

6)

7)

8)

Expire
Session | D
I D
User Agent
User Agent
Tot al Sessi

Client

I D

Server

I D

ons

D

D

27

VPN

415



2 VPN

2.1 show dvpn server

VPN

]

[si - RE[B0O - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|4DiB- R2|4DiC R2/4iD R1j8 0B

]

show dvpn server

]

VPN

# show dvpn server

Domai n Name : fujitsu.com (1)
Status : ACTI VE (2)
Aut henticate : ON (3)
Total Users 2 (4)
Total Sessions : 1 (5)
#

1) Domai n Name

2) Status
ACTI VE

fNACTIVE
3).Authenticate
ON
6FF
4).Total Users

5) Tot al Sessions
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27. 2.2 show dvpn server user
[ ]
VPN
[ ]
[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2/4DiD R1|8 0B
[ ]
show dvpn server user
show dvpn server user summary
[ ]
summary
[ ]
( / )
( )
[ ]
VPN
[ ]
# show dvpn server wuser
No. (1) User Name (2)
Pri (3)Trs Contact (4) (5) (6)
[0001] |l Psecl KE)20010db8000000000000000000000000/ 64
1 UDP [2001: db8::1]:5061 0000.00:00: 45 3600
2 UDP [2001:db8::2]:5061 0000.00:00: 30 3600
[0002] | Psecl KE) c0a80100/ 24
1 UDP 192.168.1.1:5060
2 UDP 192.168.1.2:5060
[ 0003] TOKYO
2 UDP [2001: db8::3]:5060 0000.00:00: 45 3600
Total Users 3 (8)
#
# show dvpn server user summary
Total Users 3
#
1) No.
2) User Name
3) Pri
4) Tr s
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UDP
UDP
5) Contact
Contact
6) El apsed Ti me

7) Expire

8) Tot al Users
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2.3 show dvpn server session
]
VPN
]
[si - Rb[BO - R5|12iB- RB[BO - R3|{1DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|8 0B
]
show dvpn server session
show dvpn server session summary
]
summary
]
( / )
( )
]
VPN
]
# show dvpn server session
No. (1) Status (2) El apsed Ti me Expire (4)
Pri (5)User Agent Client (6) (3)
Pri (5)User Agent Server (7)
[0001] CONNECTED 0000.00: 00: 30 300
1 |l Psecl KE)20010db8000000000000000000000000/ 64
1 | Psecl KE) 20010db8000000010000000000000000/ 64
[0002] I NVI TE 0000.00: 00:00 0
1 TOKYO
10 KAWASAKI
[ 0003] CONNECTED 0000.00:00: 30 300
1 |l Psecl KE) c0a80100/ 24
1 | Psecl KE) c0a80200/ 24
Total Sessions 2 (8)
#

# show dvpn server s

Tot al Sessions
#
1) No.

2) Status

I NVI TE
I NVI TE
re-1I NVITE
re-|1 NVITE

ession
2

summary
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ACK WAI T
ACK
CANCEL
CANCEL
BYE
: BYE
CONNECTED
END
3) El apsed Ti me
4) Expire
5) Pri
6) User Agent Client

7) User Agent Server

8) Total Sessions
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c |

#
#

3 VPN
. 3.1 clear dvpn server wuser
]
VPN
]
[si - RE[BO - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|42iB- R2|4DiC R2/4DiD R1|8 0B
]

ear dvpn server user

VPN

clear dvpn server user
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2 clear dvpn server session

VPN

]

[si

- R§[B0 - R5|10iB- RB[BO - R3|{DiB- R2|qDiB- R2|4iB- R2|4Dic R2|4iD R1|8 0B

]

clear dvpn server session

#
#

]
]
( )
( )
VPN

clear dvpn server session
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28.1 | Psec/ | KE
28.1.1 show i psec sa
[ ]
| Psec SA
[ ]
[si - RE[B0O - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|49iB- R2|4DiC R2/4iD R1j8 0B
[ ]
show ipsec sa
show ipsec sa [<protocol >]
[ ]
| Psec/ | KE SA
<protocol >
i ke
| KE SA
protocol
|l Psec SA SPD
[ ]
( / )
( )
[ ]
| Psec/ | KE SA
[ ]
|l Psec/ | KE SA
(1)
# show i psec sa
[l Psec SA Information]
[ 1] Remote Name(l SP-0), rmtO, apo
Side(lnitiator), Gateway(192.168.2.1, 192.168.1.1), ¢
Protocol (ESP), Enctype(des-cbc), Authtype(hmac-md5),
Status(mature), Spi=171237444(0x0a34e044)
Created(Jun 26 17:59:03 2006), NewSA(23040sec, 3276KI
Lifetime(28800sec), Current(332sec), Remain(28468sec,
Lifebyte(4096Kbyte), Current(2528Kbyte), Remain(1568]
[ 2] Remote Name(l SP-0), rmtO, apo
Side(lnitiator), Gateway(192.168.1.1, 192.168.2.1), |
Protocol (ESP), Enctype(des-cbc), Authtype(hmac-md5),
Status(mature), Spi=181913669(0x0ad7c845)
Created(Jun 26 17:59:03 2006), NewSA(23040sec, 3276KI
Lifetime(28800sec), Current(332sec), Remain(28468sec]
Lifebyte(4096Kbyte), Current(2528Kbyte), Remain(1568]
[ 3] Remote Name(l SP-1), rmtl, apo
Side(lnitiator), Gateway(2001:db8:1111:2::66, 2001: dlI
Protocol (ESP), Enctype(des-cbc), Authtype(hmac-md5),
Status(mature), Spi=171237446(0x0a34e046)
Created(Jun 26 17:59:03 2006), NewSA(23040sec, 3276KI
Lifetime(28800sec), Current(332sec), Remain(28468sec,
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Lifebyte(4096Kbyte), Current (2528Kbyte), Remai n( 1568

[ 4] Remote Name (Il SP-1) , rmt 1, apo
Side(lnitiator), Gateway(2001:db8:1111:1::66, 2001: dlI
Protocol (ESP) , Enctype(des-cbc), Authtype(hmac-md5),
Status(mature), Spi=181913671(0x0ad7c847)
Created(Jun 26 17:59:03 2006) , NewSA(23040sec, 3276KI
Lifetime(28800sec), Current(332sec), Remain(28468sec
Lifebyte(4096Kbyte), Current(2528Kbyte), Remain(1568|
[ 5] Remote Name (Il SP-2) , rmt2, apo
Side(Responder), Gateway(172.168.1.1, 172.168.2.1),
Protocol (ESP) , Enctype(3des-cbc), Authtype(hmac-shal]
Status(mature), Spi=6576585(0x006459c9)
Created(Jun 26 17:59:03 2006) , NewSA(23040sec, 3276KI
Lifetime(28800sec), Current(332sec), Remain(28468sec
Lifebyte(OKbyte), Current (1Kbyte), Remai n( OKbyte)
[ 6] Remote Name (Il SP-2) , rmt2, apo
Side(Responder), Gateway(172.168.2.1, 172.168.1.1), |
Protocol (ESP) , Enctype(3des-cbc), Authtype(hmac-shal]
Status(mature), Spi=68728918(0x0418b856)
Created(Jun 26 17:59:03 2006) , NewSA(23040sec, 3276KI
Lifetime(28800sec), Current(332sec), Remain(28468sec
Lifebyte(OKbyte), Current (1Kbyte), Remai n( OKbyte)
[ 7] Remot e Name(), rmt 3, ap0, tmpoO
Side(Responder), Gateway(201.1.0.2, 201.1.0.2), OUT
Protocol (ESP) , Enctype(des-cbc), Authtype(hmac-md5),
Status(mature), Spi=171237446(0x0a34e048)
Created(Jun 26 17:59:03 2006) , NewSA(23040sec, 3276KI
Lifetime(28800sec), Current(332sec), Remain(28468sec
Lifebyte(4096Kbyte), Current(2528Kbyte), Remain(1568|
[ 8] Remot e Name(), rmt 3, ap0, tmpoO
Side(Responder), Gateway(201.1.0.2, 201.1.0.1), I N
Protocol (ESP) , Enctype(des-cbc), Authtype(hmac-md5),
Status(mature), Spi=181913671(0x0ad7c849)
Created(Jun 26 17:59:03 2006) , NewSA(23040sec, 3276KI
Lifetime(28800sec), Current(332sec), Remain(28468sec
Lifebyte(4096Kbyte), Current(2528Kbyte), Remain(1568|
[ 9] Remot e Name(), rmt 4, ap0, tmp1l
Si de(Responder), Gateway(2001:db8:2:2::66, 2001: db8:
Protocol (ESP) , Enctype(des-cbc), Authtype(hmac-md5),
Status(mature), Spi=171237446(0x0a34e048)
Created(Jun 26 17:59:03 2006) , NewSA(23040sec, 3276KI
Lifetime(28800sec), Current(332sec), Remain(28468sec
Lifebyte(4096Kbyte), Current(2528Kbyte), Remain(1568|
[ 10] Remot e Name(), rmt 4, ap0, tmp1l
Side(Responder), Gateway(2001:db8:2:1::66, 2001: db8:
Protocol (ESP) , Enctype(des-cbc), Authtype(hmac-md5),
Status(mature), Spi=181913671(0x0ad7c849)
Created(Jun 26 17:59:03 2006) , NewSA(23040sec, 3276KI
Lifetime(28800sec), Current(332sec), Remain(28468sec
Lifebyte(4096Kbyte), Current(2528Kbyte), Remain(1568|
[11] Remot e Name(), rmts5, ap0, tmp2
Side(Responder), Gateway(200.1.0.12, 200.1.12.1), oOUT
Protocol (ESP) , Enctype(des-cbc), Authtype(hmac-md5),
Status(mature), Spi=171237446(0x0a34e048)
Created(Jun 26 17:59:03 2006) , NewSA(23040sec, 3276KI
Lifetime(28800sec), Current(332sec), Remain(28468sec
Lifebyte(OKbyte), Current (1Kbyte), Remai n( OKbyte)
[12] Remot e Name() rmts5, ap0, tmp2
Side(Responder), Gateway(200.1.1.12, 200.1.0.1), I N
Protocol (ESP) , Enctype(des-cbc), Authtype(hmac-md5),
Status(mature), Spi=181913671(0x0ad7c849)
Created(Jun 26 17:59:03 2006) , NewSA(23040sec, 3276KI
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13]

14]

15]

16]

| KE SA
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0O0Osec) , Current (332sec), Remai n(28468sec)]
yte), Current (1Kbyte), Remain(O0OKbyte)

| SP-3), rmt6, apo

or), Gateway(210.1.2.1, 210.1.1.1), OUT
), Enctype(des-cbc), Authtype(hmac-md5),
e) , Spi =171237444(0x0a34e050) , ESN(enabl
26 17:59: 03 2006), NewSA(23040sec, 3276KI
0O0Osec) , Current (332sec), Remai n(28468sec)]
yte), Current (300Kbyte), Remain(OKbyte)

| SP-3), rmt6, apo

or ) , Gateway(192.168.1.1, 192.168.2.1),
), Enctype(des-cbc), Authtype(hmac-md5),
e), Spi=181913669(0x0ad7c851), ESN(enabl
26 17:59: 03 2006), NewSA(23040sec, 3276KI
0O0Osec) , Current (332sec), Remai n(28468sec)]
yte), Current (200Kbyte), Remain(OKbyte)

| SP-4), rmt7, apo

or ) , Gateway (2001: db8: 15: 2: 38, 2001: db8:
), Enctype(des-cbc), Authtype(hmac-md5),
e), Spi=171237446(0x0a34e052), ESN(enabl
26 17:59: 03 2006), NewSA(23040sec, 3276KI
0O0Osec) , Current (332sec), Remai n(28468sec)]
yte), Current (50Kbyte), Remain(OKbyte)

| SP-4), rmt?7, apo

or ) , Gateway(2001:db8: 15: 1:: 38, 2001: db8:
), Enctype(des-cbc), Authtype(hmac-md5),
e) , Spi =181913671(0x0ad7c853), ESN(enabl
26 17:59: 03 2006), NewSA(23040sec, 3276KI
0O0Osec) , Current (332sec), Remai n(28468sec)]
yte), Current (50Kbyte), Remain(OKbyte)
192.168.1.1.500), Source(192.168.2.1.500;
3635dcc2a837:ece2ad4d5bcl12889ef)

or), Status(ESTABLI SHED), Exchangetype(A
1), Authmethod(shared-key), DPD(disabl e)
cbc), Hashtype(hmac- md5) , PFS(modp768)

26 17:59: 03 2006)

0O0Osec) , Current (10sec), Remai n(86390sec)
2001:db8:1111:1::66.500), Source(2001: db
3635dcc2a837:dce2ad4d5bcl12889ef)

or), Status(ESTABLI SHED), Exchangetype(A
1), Authmethod(rsa-signature), DPD(disabl
cbc), Hashtype(hmac- md5) , PFS(modp768)

26 17:59: 03 2006)

0O0Osec) , Current (10sec), Remai n(86390sec)
172.168.1.1.10100) , Source(172.168.2.1. 4!
dbO0Of 5cca5ba8: 8eea7fd95adc032d)

er), Status(ESTABLI SHED), Exchangetype(A
1), Authmethod(shared-key), DPD(disabl e)
-cbc), Hashtype(hmac-shal), PFS(modpl024
26 17:59: 03 2006)

0O0Osec) , Current (10sec), Remai n(86390sec)
I D(0x7d9419a65310ca6f2c179d9215529d56)
201.1.0.1.500), Source(201.1.0.2.500) r
2fca62f00cfe: a28fa385e74a9855)

er), Status(ESTABLI SHED), Exchangetype(A
1), Authmethod(shared-key), DPD(enabl e)
cbc), Hashtype(hmac-md5), PFS(modp768)

26 17:59:03 2006)

00Osec), Current(10sec), Remain(86390sec)
2001: db8:2:1::66.500), Source(2001: db8: 2:
e510a6836813: adl2e09555ad6245)

er), Status(ESTABLI SHED), Exchangetype(A
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[ 6]

[ 7]

[ 8]

(2) i ke
# show

[1]

[ 2]

[ 3]

[ 4]

[ 5]
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Lifetime(86400sec), Current (10sec), Remai n(86390sec)

[ 6] Destination(200.1.0.2.10010), Source(200.1.1.1.4500)
Cookies(6cdcdbO0Of5ccabba8: 8eea7fd95adc032d)
Side(Responder ), Status(ESTABLI SHED) , Exchangetype( A
| KE Version(1), Authmethod(shared-key), DPD(enabl e)
Enctype(3des-chbc), Hashtype(hmac-shal), PFS(modpl024
Created(Jun 26 17:59:03 2006)

Lifetime(86400sec), Current (10sec), Remai n(86390sec)
NAT-T Vendor | D(0x4a131c81070358455¢c5728f20e95452f)

[ 7] Destination(2120.1.1.12.500), Source(2210.1.2.1.500), r
Cookies(2ee33635dcc2a837:ece2ad45bcl12889ef)
Side(lnitiator), Status(ESTABLI SHED)
| KE Version(2), Authmethod(shared-key), PRF( hmac- md5
Enctype(des-cbc), Hashtype(hmac-md5), PFS(modp768)
Created(Jun 26 17:59:03 2006)

Lifetime(86400sec), Current(10sec), Remain(86390sec)

[ 8] Destination(2001:db8:15:1::38.500), Source(2001:dbs8: .
Cookies(6ee3d33635dcc2a837:dce2ad45bcl12889ef)
Side(lnitiator), Status(ESTABLI SHED)
| KE Version(2), Authmethod(rsa-signature), PRF( hmac- |
Enctype(des-cbc), Hashtype(hmac-md5), PFS(modp768)
Created(Jun 26 17:59:03 2006)

Lifetime(86400sec), Current(10sec), Remain(86390sec)
(3) protocol

# show i psec sa protocol

[ 1] Remote Name(l SP-0), rmtO, apo
Side(lnitiator), Gateway(192.168.2.1, 192.168.1.1), ¢
Protocol (ESP) , Enctype(des-cbc), Authtype(hmac-md5),
Status(mature), Spi=171237444(0x0a34e044)
Created(Jun 26 17:59:03 2006), NewSA(23040sec, 3276KI
Lifetime(28800sec), Current(332sec), Remain(28468sec
Lifebyte(4096Kbyte), Current(2528Kbyte), Remain(1568|

[ 2] Remote Name(l SP-0), rmtO, apo
Side(lnitiator), Gateway(192.168.1.1, 192.168.2.1), |
Protocol (ESP) , Enctype(des-cbc), Authtype(hmac-md5),
Status(mature), Spi=181913669(0x0ad7c845)
Created(Jun 26 17:59:03 2006), NewSA(23040sec, 3276KI
Lifetime(28800sec), Current(332sec), Remain(28468sec
Lifebyte(4096Kbyte), Current(2528Kbyte), Remain(1568|

[ 3] Remote Name (Il SP-1), rmtl1, apoO
Side(lnitiator), Gateway(2001:db8:1111:2::66, 2001: dlI
Protocol (ESP) , Enctype(des-cbc), Authtype(hmac-md5),
Status(mature), Spi=171237446(0x0a34e046)
Created(Jun 26 17:59:03 2006), NewSA(23040sec, 3276KI
Lifetime(28800sec), Current(332sec), Remain(28468sec
Lifebyte(4096Kbyte), Current(2528Kbyte), Remain(1568|

[ 4] Remote Name (Il SP-1), rmt 1, apo
Side(lnitiator), Gateway(2001:db8:1111:1::66, 2001: dlI
Protocol (ESP) , Enctype(des-cbc), Authtype(hmac-md5),
Status(mature), Spi=181913671(0x0ad7c847)
Created(Jun 26 17:59:03 2006), NewSA(23040sec, 3276KI
Lifetime(28800sec), Current(332sec), Remain(28468sec
Lifebyte(4096Kbyte), Current(2528Kbyte), Remain(1568|

[ 5] Remote Name (Il SP-2) , rmt2, apo0
Side(Responder), Gateway(172.168.1.1, 172.168.2.1), ¢
Protocol (ESP) , Enctype(3des-cbc), Authtype(hmac-shal]
Status(mature), Spi=6576585(0x006459c9)

Created(Jun 26 17:59:03 2006), NewSA(23040sec, 3276KI
Lifetime(28800sec), Current(332sec), Remain(28468sec
Lifebyte(OKbyte), Current (1Kbyte), Remai n( OKbyte)

[ 6] Remote Name (Il SP-2) , rmt2, apo0

Side(Responder), Gateway(172.168.2.1, 172.168.1.1),
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Protocol (ESP) , Enctype(3des-cbc), Authtype(hmac-shal]
Status(mature), Spi=68728918(0x0418b856)
Created(Jun 26 17:59:03 2006) , NewSA(23040sec, 3276KI
Lifetime(28800sec), Current(332sec), Remain(28468sec
Lifebyte(OKbyte), Current (1Kbyte), Remai n( OKbyte)
[ 7] Remot e Name(), rmt 3, ap0, tmpoO
Side(Responder), Gateway(201.1.0.12, 201.1.0.2), OUT
Protocol (ESP) , Enctype(des-cbc), Authtype(hmac-md5),
Status(mature), Spi=171237446(0x0a34e048)
Created(Jun 26 17:59:03 2006) , NewSA(23040sec, 3276KI
Lifetime(28800sec), Current(332sec), Remain(28468sec
Lifebyte(4096Kbyte), Current(2528Kbyte), Remain(1568]
[ 8] Remot e Name(), rmt 3, ap0, tmpoO
Side(Responder), Gateway(201.1.0.2, 201.1.0.1), I N
Protocol (ESP) , Enctype(des-cbc), Authtype(hmac-md5),
Status(mature), Spi=181913671(0x0ad7c849)
Created(Jun 26 17:59:03 2006) , NewSA(23040sec, 3276KI
Lifetime(28800sec), Current(332sec), Remain(28468sec
Lifebyte(4096Kbyte), Current(2528Kbyte), Remain(1568|
[ 9] Remot e Name(), rmt 4, ap0, tmp1l
Si de(Responder), Gateway(2001:db8:2:2::66, 2001: db8:
Protocol (ESP) , Enctype(des-cbc), Authtype(hmac-md5),
Status(mature), Spi=171237446(0x0a34e048)
Created(Jun 26 17:59:03 2006) , NewSA(23040sec, 3276KI
Lifetime(28800sec), Current(332sec), Remain(28468sec
Lifebyte(4096Kbyte), Current(2528Kbyte), Remain(1568|
[ 10] Remote Name(), rmt4, apO, tmpl
Side(Responder ), Gateway(2001:db8:2:1::66, 2001:db8:
Protocol (ESP), Enctype(des-cbc), Authtype(hmac-md5),
Status(mature), Spi =181913671(0x0ad7c849)
Created(Jun 26 17:59:03 2006), NewSA(23040sec, 3276KI
Lifetime(28800sec), Current (332sec), Remai n(28468sec)]
Lifebyte(4096Kbyte), Current (2528Kbyte), Remain(1568|
[ 11] Remote Name(), rmt5, apO, tmp2
Side(Responder), Gateway(200.1.0.212, 200.1.1.1), OUT
Protocol (ESP), Enctype(des-cbc), Authtype(hmac-md5),
Status(mature), Spi =171237446(0x0a34e048)
Created(Jun 26 17:59:03 2006), NewSA(23040sec, 3276KI
Lifetime(28800sec), Current (332sec), Remai n(28468sec)]
Lifebyte(OKbyte), Current (1Kbyte), Remain(O0OKbyte)
[12] Remote Name(), rmt5, apO, tmp2
Side(Responder ), Gateway(200.1.1. 1, 200.1.0. 1), I N
Protocol (ESP), Enctype(des-cbc), Authtype(hmac-md5),
Status(mature), Spi =181913671(0x0ad7c849)
Created(Jun 26 17:59:03 2006), NewSA(23040sec, 3276KI
Lifetime(28800sec), Current (332sec), Remai n(28468sec)]
Lifebyte(OKbyte), Current (1Kbyte), Remain(O0OKbyte)
[ 13] Remote Name(l SP-3), rmté6, apo
Side(lnitiator), Gateway(210.1.2.1, 210.1.1.1), OUT
Protocol (ESP), Enctype(des-cbc), Authtype(hmac-md5),
Status(mature), Spi =171237444(0x0a34e050) , ESN(enabl
Created(Jun 26 17:59:03 2006), NewSA(23040sec, 3276KI
Lifetime(28800sec), Current (332sec), Remai n(28468sec)]
Lifebyte(OKbyte), Current (300Kbyte), Remain(O0OKbyte)
[ 14] Remote Name(l SP-3), rmté6, apo
Side(lnitiator), Gateway(192.168. 1.1, 192.168.2.1), I
Protocol (ESP), Enctype(des-cbc), Authtype(hmac-md5),
Status(mature), Spi =181913669(0x0ad7c851), ESN(enabl
Created(Jun 26 17:59:03 2006), NewSA(23040sec, 3276KI
Lifetime(28800sec), Current (332sec), Remai n(28468sec)]
Lifebyte(OKbyte), Current (200Kbyte), Remain(OKbyte)
[ 15] Remote Name(l SP-4), rmt?7, apo
Side(lnitiator), Gateway(2001:db8:15:2::38, 2001: db8:
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Protocol (ESP), Enctype(des-cbc), Authtype(hmac-md5),
Status(mature), Spi=171237446(0x0a34e052), ESN(enabl «
Created(Jun 26 17:59:03 2006), NewSA(23040sec, 3276KI
Lifetime(28800sec), Current(332sec), Remain(28468sec
Lifebyte(OKbyte), Current (50Kbyte), Remain(O0OKbyte)
[ 16] Remote Name(Il SP-4), rmt?7, apo
Side(lnitiator), Gateway(2001:db8:15:1::38, 2001: db8:
Protocol (ESP), Enctype(des-cbc), Authtype(hmac-md5),
Status(mature), Spi=181913671(0x0ad7c853), ESN(enabl «
Created(Jun 26 17:59:03 2006), NewSA(23040sec, 3276KI
Lifetime(28800sec), Current(332sec), Remain(28468sec
Lifebyte(OKbyte), Current (50Kbyte), Remain(O0OKbyte)
| Psec SA/ SPD
[ 1] Remote Name(l SP-0), rmtO, ap0O, tmpoO
(1) (2) (5) (6) (7)
[ 1] Destination(192.168.2.20/24), Source(192.168.1.10/ 24;
(1) (3) (4)
Side(lnitiator), Gateway(192.168.2.1, 192.168.1.1), ¢
(8) (9) 4
Protocol (ESP), Enctype(des-cbc), Authtype(hmac-md5),
(11) (12) (13)
Status(mature), Spi=171237444(0x0a34e044), ESN(enabl
(15) (16) (17)
Created(Apr 26 17:59:03 2004), NewSA(23040sec, 3276KI
(18) (19)
Lifetime(28800sec), Current(332sec), Remain(28468sec
(20) (21) (22)
Lifebyte(4096Kbyte), Current(2528Kbyte), Remain(1568|
(23) (24) (25)
1) | Psec SA/ SPD
2) | Psec (I Psec anyi4 any®6 )
3) I Psec I P (I Psec )
4) |1 Psec I P (I Psec )
5) I Psec
6) | Psec
7) | Psec (I Psec )
8)
I nitiator:
Responder
Manual ((18)/7(19)Y/ (21)/ (22)!1 (24) )
9) | Psec / I P I P (1 KE
)
10)
OUT:
I N
11)
12)
AES- CBC "aes-cbc™
13)
14) PFS DH(Di ffie-Hell man)
15) I Psec SA
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l arval: | Psec SA ( )

mat ur e: | Psec SA ( Il Psec SA )

dying : SA (softti me)

|l Psec mat ur e dying |l Psec SA
16) SPI
17) ESN(Extended Sequence Number: )

| KE Version?2
18) I Psec SA ()
19) I Psec SA () ( )
20) I Psec SA ()
21) I Psec SA ()
22) I Psec SA ()
23) I Psec SA ( )
24) 1| Psec SA ( )

/
: /
25) I Psec SA ( )
| KE SA
[ 1] Destination(192.168.1.1.500), Source(192.168.2.1.500),
(1) (2) (3)
Cookies(2ee33635dcc2a837:ece2a45bcl12889ef)

(6)
Side(lnitiator), Status(ESTABLI SHED) , Exchangetype( AGGF
) (9)
od(shared-key), PRF(hmac-md5),

(7)

— o~
>

(10) (11) (12)
Enctype(des-cbc), Hashtype(hmac- md5) , PFS(modp768)
(14) (15) (16)
Created(Apr 26 17:59:03 2004)
(17)
Lifetime(86400sec), Current (10sec), Remai n(86390sec)
(18) (19) (20)
NAT-T Vendor | D(0x7d9419a65310ca6f2c179d9215529d56)
(21)
1) | KE SA
2) I KE I P
3) I KE I P
4) | Psec
5) I Psec (I Psec )
6) (I'nitiator: Responder)
7)

I nitiator:

Responder:
8) | KE SA

| KE Versionl

MSG1RECEI VED
MSG1SENT
MSG2RECEI VED
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MSG2SENT
MSG3RECEI VED
MSG3SENT
MSG4RECEI VED
ESTABLI SHED

EXPI RED
ESTABLI SHED Phasel
EXPI RED | KE SA
Phasel

| KE Version?2

KE_ I NI T_SA_SENT
KE_ I NIT_SA_RECEI VED
KE_AUTH_SENT
KE_AUTH_RECEI VED
CREATE_CHILD_SA_SENT
CREATE_CHILD_SA_RECEI VED
ESTABLI SHED

EXPI RED

9)
BASE: Base ( )
MA1 N: Mai n
AUTH ONLY: Authentication Only
AGGRESSI VE: Aggressive
| KE Version?2

10) I KE
1
| KE Versionl
2:
| KE Version?2
11)

shared-key:

rsa-signatur e:
RS A
none:

(1 KEv 2 )

(1 KEv 2 )
12) PRF(Pseudo-Random Function:
| KE Versionl
13) DPD( Dead Peer Detection)
di sabl e:

enabl e:
| KE Versionl DPD "enabl
14)
AES-CBC "aes-cbc"
15)
16) PFS
17) | KE SA
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18) I KE SA )
19) I KE SA ()
20) | KE SA ()
21) NAT (NAT NAT
VI D
RFC 3947 0x4a131c8107035845
draft-ietf-ipsec-|[Dat7-dt9-4ill0ea-6B10cabf

draft-ietf-ipsem-|Dat9-0tc-bi8l0D-1BXhbb696eE€

draft-ietf-ipsec- |Datc-dt6-0i4l6e4-3B5df 21f 8

5¢c5728f20e95452f
2c179d9215529d56
086381b5ec427bilf
7cfdb2fc68b6ad448
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1. 2 show i ke statistiocs

]

I KE
]
[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|80B
]
show i ke statistics
show i ke statistics interface [interface <interface_name:
]
| KE
interface
| KE
interface interface <interface_name>
I KE
]
( / )
( )

]
I KE

]

I KE
]
I KE

# show ike statistics

received i sakmp packet
O isakmp packet received error - - -
0 total isakmp packet received - - -
0 invalid I P address - - -
0 invalid | SAKMP header - - -
0 invalid | SAKMP packet - - -
0 possible attack - - -
received i sakmp packet exchange type:
0 Base Exchange - - -
0O Il dentity Protection Exchange - - -
0 Authentication Only Exchange - - -
0 Aggressive Exchange - - -
O unsupported NAT Traversal version - - -
0O invalid Security Association - - -
0 invalid Key Exchange - - -
0O invalid Identification - - -
0 invalid Certificate - - -
0O invalid Certificate Request - - -
0 invalid Hash - - -
O invalid Signature - - -
0 invalid Nonce - - -
0O invalid Notification - - -
0 invalid Delete - - -
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0O invalid Vendor 1D
0 invalid NAT Discovery
O invalid NAT Original Address
0 invalid Next Payload type
O I nformational Exchange
0 Notification
0 No Proposal Chosen
0 Initial Contact
0 Dead Peer Detection
0 invalid replay check(DPD)
0O others Notify Message
0 invalid Notify Message type
0 there is no valid | SAKMP-SA
0 invalid Security Association
0 invalid Key Exchange
0 invalid Identification
0 invalid Certificate
0 invalid Certificate Request
0 invalid Hash
0O invalid Signature
0 invalid Nonce
0O invalid Notification
0O invalid Delete
0 invalid received del ete message
0O invalid Vendor | D
0 invalid NAT Discovery
0O invalid NAT Original Address
0 invalid Next Payload type
0 Quick Mode Exchange
0 there is no valid | SAKMP-SA
0O invalid Security Association
0 invalid Key Exchange
0O invalid Identification
0 invalid Certificate
0 invalid Certificate Request
0 invalid Hash
0O invalid Signature
0 invalid Nonce
0O invalid Notification
0 invalid Delete
0O invalid Vendor 1| D
0 invalid NAT Discovery
0O invalid NAT Original Address
0 invalid Next Payload type
0O New group Exchange
0 Acknowl edged | nformational Exchange
0 invalid Exchang type
ent i sakmp packet
O i sakmp packet send error
0 total isakmp packet sent
ent i sakmp packet phasel:
0 i sakmp phasel packet resent
0 phasel give up
ent i sakmp packet phase?2:
0 i sakmp phase2 packet resent
0 phase2 give up
ent i sakmp packet information
0 No Proposal Chosen
0O Initial Contact
0 Dead Peer Detection
0O others Notify Message
ther s:
0 phasel count > phasel_max
0 encrypting failed
0 decrypting failed
0 failed to create inbound | Psec SA
0 failed to create outbound | Psec SA
0 I KE SA information no entry
0O I Psec SA information no entry
0 shared key no entry
0O I Psec remote interface Down
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0O invalid re
0 invalid Io
0 failed to
0 radius/ aaa
0 radius/ aaa
0 access int
0 other

#

1)

2)

3) I P

4) I SAKMP

5) | SAKMP

6)

7) Base

8) Il dentity
9) Authentication
0) Aggressive

1) NAT

2) SA

3)

4) 1 D

5)

6)

7)

8)

9) Nonce

0)

1)

2) I D

3) NAT

4) NAT

5)

6) I nformational
7)

28) SA Proposal
29) SA

30) (DPD)
31) (DPD)
32)

33)

34) | SAKMP SA

35)

36) Quick Mode
37) | SAKMP SA

N NVMNNMNNNNMNNRRRRRERRERRPRPR

N

39) Acknowl edged |
40)

41)

42)

43) Phasel

44) Phasel

45) Phase?2

mot e address

cal addr ess

all ocate buffer

aut hentication succeeded
authentication failed
erface allocation failed
Only

I nformati ona

Qui ck Mode
38) New group Mode

nformational
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46) Phase?2
47) SA Proposal

48) SA

49) (DPD)

50)

51) | SAKMP SA

52) | SAKMP

53) | SAKMP

54) |l Psec SA
55) |l Psec SA
56) | KE SA

57) I Psec SA

58)

59) I Psec

60)

61)

62)

63) RADI US/ AAA
64) RADI US/ AAA

65)
66)
| KE
# show i ke statistics interface
[ rmt O] :
0 total Phasel packet received
0O invalid Payload
0 total Phasel packet sent
0O isakmp phasel packet resent
0 phasel give up
0 total Phase2 packet received
0 invalid Payl oad
0 total Phase2 packet sent
0 i sakmp phase2 packet resent
0 phase2 give up
0 total I nformational packet received
0O invalid Payload
0 total I nformational packet sent
[ rmt1
0 ot al Phasel packet received
0O invalid Payload
0 total Phasel packet sent
0O i sakmp phasel packet resent
0 phasel give up
0 total Phase2 packet received
0 invalid Payl oad
0 total Phase2 packet sent
0 i sakmp phase2 packet resent
0 phase2 give up
0 total I nformational packet received
0O invalid Payload
0 total I nformational packet sent
[ rmt 2
0 ot al Phasel packet received
0O invalid Payload
0 total Phasel packet sent
0O isakmp phasel packet resent
0 phasel give up
0O total Phase2 packet received
0 invalid Payl oad
0 total Phase2 packet sent
0 i sakmp phase2 packet resent
0 phase2 give up
0 total I nformational packet received
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0 invalid Payl oad

0 total I nformational packet sent
#

1) Remot e
2) Phasel
3) Phasel
4) Phasel
5) Phasel
6) Phasel
7) Phase?2
8) Phase?2
9) Phase?2

10) Phase?2
11) Phase?2
12)
13)
14)
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28. 2 |1 Psec/ | KE

28. 2.1 clear i ke statistics
[ ]
I KE
[ ]
[si - RE[B0O - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|4DiB- R2|4DiC R2/4DiD R1j8 0B
[ ]
clear i ke statistics
[ ]
[ ]
( )
( )
[ ]
I KE
[ ]
# clear i ke statistics
#
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29

29.

1 VRRP

1.1 show vrrop

VRRP

]

[si - RE[B0O - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|4DiB- R2|4DiC R2/4iD R1j8 0B

]

show vrrp [interface <interface_name> [vrid <vrid>]]

]

VRRP
interface <interface_name>
LAN VRRP

Il an0O | anl9|Si-R570 Si-R570B Si-R370 Si-R370B Si-R260
lanO0O | an9 Si -R1808B
interface <interface_name> vrid <vrid>
<vrid> VRRP
VRI D
VRRP VRI D 1 255 10
brief
VRI D
[ ]
( / )
( )
[ ]
interface <interface_name> vrid <vrid> LAN
interface <interface_name> LAN
interface <interface_name> vrid <vrid>
brief VRI D
interface <interface_name> vrid <vrid> brief
[ ]
brief
VRI D
Master/ Backup/ I nitialize/lnitialize: Disabl ed
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Mast er

I P
Backup
Initialize
I nitialize: Disabled
Di sabl ed
# show vrrp brief
[ LAN 0]
VRI D Status
10 Master
20 Backup
[ LAN 1]
VRI D Status
25 Backup
40 Initialize
#
interface <interface_name> vrid <vrid> brief
VRI D
# show vrrp interface |l anO vrid 10 brief
10 aster
#
VRRP
# show vrrop
[ LAN 0]
St at e : OK
Aut hentication Type: None
Aut henticati on Pass: .
I nterface statistics information
0 Bad checksum packet s
0 VRRP Version illegal packets
0 VRI D illegal packet s
VRI D 10
Master (PRI 254 now 254/ PREEMPT ON)
Now Master Me
Virtual MAC Address 00: 00:5e:00:02:0a
Virtual Router | P Address
fe80: :1
VRRP advertisement interval 1
Shutdown interface trigger:
Il anil reduce 200 OF F
rmt 11 reduce 100 OFF
Shutdown route trigger
2001: db8::/ 32 Il anoO reduce 100 OFF
10.232.79.200/ 32 rmt 1 reduce 100 OF F
Shutdown node trigger
192.168.100.100 r mt O reduce 2514 OF F
2001: db8:dd72: :5 rmt 1 reduce 100 OFF
Group statistics information:
1 become master-router
0 received VRRP advertisement packets
0 VRRP advertisement interval configuration m
0 Aut hentication failed packets
0 TTL/ HopLimit illegal packets
0 received priority O advertisement packets
0 sent priority O advertisement packets
0 VRRP type il l egal packet s
0 Virtual router | P address configuration mis
0 Aut hentication type il l egal packet s
0 Aut hentication type mismatch packets
0 Length illegal packet s
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Backup(PRI 100 now 50/ PREEMPT OFF)
Now Master 10.124.2.100 Priority 255
Virtual MAC Address 00: 00: 5e:00:01: 114
Virtual Router | P Address
10.124.2.138
10.124.2.139
VRRP adverti sement interval 1
Shut down interface trigger:
r mt 3 reduce 50 ON
Acti on:
backup diallock remote 2 OF F
master online remote 6 ap O Thu Apr
master offline template interface r mti4 Thu Apr
Group statistics information:
0 become master-router
6130 received VRRP advertisement packets
0 VRRP advertisement interval configuration
0 Aut hentication failed packets
0 TTL/ HopLimit illegal packets
0 received priority O advertisement packets
0 sent priority O advertisement packets
0 VRRP type illegal packets
0 Virtual router | P address configuration mi
0 Aut hentication type illegal packets
0 Aut hentication type mismatch packet s
0 Length illegal packets
#
1) LAN
2) LAN OK/ NG
3) LAN VRRP- AD
4) LAN VRRP- AD
5) VRRP- AD
6) VRRP- AD VRRP
7) VRRP- AD VRI D
8) VRID
9) VRRP ( / )
VRRP VRRP
(Master/ Backup/ I nitializel/llnitialize: Disabl ed)
Master
I P
Backup
Initialize
I nitialize: Disabl ed
Di sabl ed
: ( ON/ OFF)
10) I P ( " Me" )
11) MA C
12) I P
13) VRRP- AD
14)
15)
16)
17)
18) VRRP- AD
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19) VRRP- AD
20) VRRP- AD
21) VRRP-AD TTL/ HopLi mi't
22) 0 VRRP-AD
23) 0 VRRP-AD
24) VRRP- AD
25) VRRP- AD | P
26) VRRP- AD
27) VRRP- AD
28) VRRP- AD
29) VRRP
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29. 2 VRRP

29. 2.1 clear vrrp statistics

[ ]

VRRP
[ ]

[si - RE[BO - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|4DiB- R2|4DiC R2/4iD R1j8 0B
[ ]

clear vrrp statistics

[ ]
( )
( )
[ ]
VRRP
[ ]
# clear vrrp statistics
#
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30.
30.

1
1.1 show bridge
]
]
[si - RE[B0O - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|40iB- R2|4DiC R2/4iD R1j8 0B
]
show bridge
show bridge group [<group_id?>]
show bridge summary
]
group [<group_id>]
group_id
0 19 Si -R570 Si-R570B Si-R370 Si-R370B Si
0o 7 Si -R1808B

summary

( / )
( )
]
]
# show bridge
Codes: D - Dynamic entry, S
Addr ess Group
1) (2)
00: e0:00:78: 2f: 7a 0
00:a0:c9:13:f3:37 0
00: a0:c9:f0: 20: e9 0
00: b0O: dO:6f:94: 78 0
00: 0c: 6e:63:25: 77 1
00: 04:96:1a:a7:bo 1
1) MA C

Static
I nterfac

ent

an
an
an
an
an
an

-R260B Si

Status

QOO O0OO0Ow0n

Remai n

30

447

€ NY b b by =



S
5) « )
#show bridge summary
Regi stered station bl ocks 6
Free station blocks : 1018
Max all ocated bl ocks 6
Learned count 6
Del eted count 0
Expired count 0
1)
2)
3)
4)
5)
6)
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1.2 show bridge status

]
]
[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|8 0B
]
show bridge status
show bridge status interface <interface_name>
show bridge status group [<group_id>]

]

interface <interface_name>

group [<group_id>]

group_id
0 19 Si -R570 Si-R570B Si-R370 Si-R370B Si|i-R260B Si
o 7 Si -R1808B
]
( / )
( )

]

]
# show bridge status
Name Group Status | Pv 4 I Pv 6 D_if I n
(1) (2) (3) (4) (5) (6) (7)
|l anoO 0 valid Bridge Routing * 0
l an1l 0 valid Bridge Routing 0
|l an?2 1 valid Bridge Routing * 0
|l an3 1 valid Bridge Routing 0
rmt O 1 valid Bridge Routing 0
1)

I an r mt
2)
3)

valid
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invalid

4) 1 Pva

Bridge

Routing

5) | Pv6

Bridge

Routing

6)

7)
8)

30
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.3 clear bridge statistics

]

[si

- R§[B0 - R5|10iB- RB[BO - R3|{DiB- R2|qDiB- R2|4iB- R2|4Dic R2|4iD R1/8 0B

]

clear bridge statistics

#
#

]

clear bridge statistics
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2

2.1 show spanning-tree

[si - RE[B0O - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|4DiB- R2|4DiC R2/4iD R1|8 0B
show spanning-tree

show spanning-tree root

show spanning-tree bridge

show spanning-tree active

show spanning-tree interface <interface_name>
show spanning-tree detail

show spanning-tree brief

root

bridge

active

interface <interface_name>

det ail
brief
( )
( )
# show spanning-tree root
Root I D Priority 32768
Addr ess 00: 00: 0e: a8: 0b: 5a
Cost 110
Port I ano0
Hel l o Ti me 2 sec Max Age 20 sec Forward Delay 15 s
(5) (6) (7)
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1)

2) MAC
MA C
3)
4)
5) BPDU
BPDU ()
6) ¢ )
BPDU « )
7) « )
¢ )
# show spanning-tree bridge
Bridge | D Priority 32768
Addr ess 00: 00: 0e: a8:0b:5a
Hel l o Ti me 2 sec Max Age 20 sec Forward Delay 15 s
(3) (4) (5)
Aging Time 300sec
(6)
1)
2) MAC
MAC
3) BPDU
BPDU ()
4)
BPDU ()
5)
¢ )
6)
¢ )
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# show spanning-tree interface | ano0
|l an0O is Forwarding
(1)
Port ath cost 10(auto), Port priority 128, Port Identifier
(2) (3) (4)
Port role is Root
(5)
Desi gnated root has priority 32768, address 00: 00:0e: a8: 0b:
(6) (7)
Designated bridge has priority 32768, address 00:e0: 00: 26:(
(8) (9)
Designated port id is 128.2, Designated path cost 100
(1 (11)
BPDU statistics
Conf i BPDU sent 1, sent error O
(12) (13)
received 901, discarded O
(14) (15)
TCN BPDU: sent O, sent error O
(16) 17)
received 0, discarded O
(18) (19)
Ot her error: bad protocol 0, bad version 0
(20) (21)
bad BPDU type O
(22)
1)
Di sabl ed
STP
Bl ocking
Bl ocking
Listening
Listening
Learning
Learning
Forwarding
Forwarding
2)
3)
4)
( : )
5)
Di sabl ed
STP
Root
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Designated

Bl ocking

6)
7) MA C
MA C
8)
9) MA C
MA C
10)
( : )
11)
12) BPDU
BPDU
13) BPDU
BPDU
14) BPDU
BPDU
15) BPDU
BPDU

16) TCN BPDU
TCN BPDU
17) TCN BPDU
TCN PDU
18) TCN PDU
TCN BPDU
19) TCN BPDU
TCN BPDU

20)

21)

22) BPDU
BPDU

# show spanning-tree detai

| EEE compati ble spanning tree protocol is being executed
Bridge I dentifier has priority 32768, address 00:e0:00:00:d7
(1) (2)
Configured hello time 2, max age 20, forward delay 15, aging
(3) (4) (5) (
Current root has priority 32768, address 00:00:0e:a8:0b:5a
(7) (8)
Root port is | anO, cost of root path is 110
(9) (10)
|l an0O is Forwarding

30 455



(11)
Port path cost 10(auto), Port priority 128, Port Identifier
(12) (13) (14)
Port role is Root
(15)
Desi gnated root has priority 32768, address 00:00:0e:a8:0b
(16) (17)
Desi gnated bridge has priority 32768, address 00:e0: 00: 26:
(18) 19)
Designated port id is 128.2, Designated path cost 100
( ) (21)
BPDU statistics
Confi BPDU sent 1, sent error O
(22) (23)
received 901, discarded O
(24) (25)
TCN BPDU: sent O, sent error O
(26) (27)
received 0, discarded O
(28) (29)
Ot her error: bad protocol 0, bad version 0
(30) (31)
bad BPDU type O
(32)
|l anl is Forwarding
(11)
Port path cost 10(auto), Port priority 128, Port Identifier
(12) (13) (14)
Port role is Designated
(15)
Desi gnated root has priority 32768, address 00:00:0e:a8:0b
(16) (17)
Desi gnated bridge has priority 32768, address 00:e0: 00: 26:
(18) 19)
Designated ort id is 128.2, Designated path cost 100
(20) (21)

BPDU statistics:
Config BPDU: sent 2, sent error O

(22) (23)
received 501, di scarded 0
(24) (25)
TCN BPDU: sent 0, sent error O
(26) (27)
received 0, di scarded 0
(28) (29)
Ot her error: bad protocol 0, bad version 0
(30) (31)

bad BPDU type O
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1)

2) MAC

3) BPDU

BPDU ( )
4)

BPDU ()
5)

6)

7)

8) MA C
MA C
9)

10)

11)

Di sabl ed
STP

Bl ocking
Bl ocking
Listening
Listening
Learning
Learning
Forwarding
Forwarding

12)

13)

14)

15)
Di sabl ed
STP
Root
Designated

Bl ocking

16)
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17) MA C

MA C
18)
19) MA C
MA C
20)
( : )
21)
22) BPDU
BPDU
23) BPDU
BPDU
24) BPDU
BPDU
25) BPDU
BPDU

26) TCN BPDU
TCN BPDU
27) TCN BPDU
TCN PDU
28) TCN PDU
TCN BPDU
29) TCN BPDU
TCN BPDU

30)
31)
32) BPDU
BPDU
# show spanning-tree brief
Spanning tree enabled protocol | EEE
Root I D Priority 32768
Addr ess 00: 00: 0e: a8: 0b: 5a
Cost 110
Port 1 (1l an0)
Hel l o Ti me 2 sec Max Age 20 sec Forward Delay 15 s
(5) (6) (7)
Bridge | D Priority 32768
Addr ess 00: e0:00: 00:d7:e0
Hel l o Ti me 2 sec Max Age 20 sec Forward Delay 15 s
(10) (11) (12)
Aging Time 300 sec
(13)
Interface Port I D Cost St atus(Rol e) Se
Designated Bridge | D R €
|l an0 128.1 10* Forwarding(Root)
(14) (15) (16) (17)
128. 2 100 32768 00: e0:00:26:09:8b




(21)
Forwarding(Designated)

—~
* ~—

(1
|l anl 128.

E14)

o~
N OR ' RN

o' oo ' oo !
~

—~
[N
©
-
—~
-
—
N
-
—

1)

2) MA C

3)

4)

5) BPDU

BPDU ( )
6)

BPDU ()
7)

8)

9) MA C
MA C
10) BPDU
BPDU ( )
11)
BPDU « )
12)

13)

14)

15)

16)

17)

Di sabl ed
STP

Bl ocking

Bl ocking
Listening
Listening
Learning
Learning
Forwarding
Forwarding
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Root

Designated

Bl ocking

18) BPDU
BPDU (
19)
20) BPDU
BPDU
21)
(
22) BPDU
BPDU (

MAC

BPDU

BPDU

30
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30.

2 clear spanning-tree statisti

]

[si

- R§[B0 - R5|10iB- RB[BO - R3|{DiB- R2|qDiB- R2|4iB- R2|4Dic R2|4iD R1|8 0B

]

clear spanning-tree statistics

#
#

]

clear spanning-tree statistics

Ccs
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31.1 MPLS
31.1.1 show mpl s
[ ]
MPL S
[ ]
[si - RE[B0O - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|4DiB- R2|4DiC R2/4DiD R1j8 0B
[ ]
show mpls [interface <interface_name>]
[ ]
interface <interface_name>
[ ]
( / )
( )
[ ]
MPL S
[ ]
MPL S
# show mpl s
[ Data for Interface Tabl e]
I/ F USE
(1) (2)
| ano0 Enabl ed
l an1l Di sabl ed
r mt O Enabl ed
(interface <interface_name> )
# show mpls interface | anoO
[ Data for I nterface Tabl e]
I/ F USE
(1) (2)
Il anoO Enabl ed
1)
2) MPLS
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MPL S

]

FTN

show mpl s ftn

[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|80B

]

show mpl s

]

FTN
address <ip_address>/ <mask>
| Pv4 FTN
<ip_address>/ <mask> | Pv 4
/ <mask >
det ai |
FTN
]
( / )
( )
]
MPL S FTN
]
FTN (
# show mpls ftn
[ Data for FTN Tabl e]
PREFI X NH ADDR
(1) (2)
100.232.1.0/ 24 100.232. 2.
192.168.3.0/ 24 192.168. 5.
192.168.4.0/ 24 192.168. 2.
FTN
# show mpls ftn detail
[ Data for FTN Tabl e]
PREFI X NH ADDR
(1) (2)
100.232.1.0/ 24 100.232. 2.
192.168.3.0/ 24 192.168. 5.
192.168. 4.0/ 24 192.168. 2.
1)
ftn
2)
0.0.0.0
3)
4) -

ftn [address

[Ey

-

<ip_address>[/ <mask>]]

31 MPL S

[det ail]
LABEL OPCOI
(4) (5)
19 PUSH
18 PUSH
17 PUSH
LABEL OPCOI
(4) (5)
19 PUSH
18 PUSH
17 PUSH
464



5)

PUSH
| p PUSH

DLVR- VPN

6)
7)

# show mpls ftn
[ Data for FTN Tabl e]
No Entry.
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1.3 show mpls il m

MPLS | LM

]
[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|80B
]
show mpls il m [address <ip_address>[/<mask>]] [detail]
]
I LM
address <ip_address>/ <mask>
| Pv 4 I LM
<address>/ <mask> | Pv4
/ <mask >
det ai |
I LM
]
( / )
( )
]
MPL S I LM
]
I LM ( )
# show mpls il m
[ Data for | LM Tabl e]
PREFI X | N- LABEL OUT- LABEL NH ADDR ouT |
(1) (2) (3) (4) (5)
192.168.4.0/ 24 17 - 192.168. 3.1 Il anl
192.168.1.0/ 24 18 - 192.168. 2. 2 Il anoO
I LM (detail )
# show mpls ilm detail
[ Data for | LM Tabl e]
PREFI X I N- LABEL OUT- LABEL NH ADDR ouT |
(1) (2) (3) (4) (5)
192.168.4.0/ 24 17 - 192.168. 3.1 Il anl
192.168.1.0/ 24 18 - 192.168. 2. 2 Il anoO
1)
2)
il m
3) ( - )
4)
0.0.0.0
5)
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6)

POP
MPLS POP
SWAP
MPL S SWAP
POP- VPN
MPL S VPN POP VRF
7)
8)
# show mpls il m
[ Data for | LM Tabl e]

No Entry.
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1.4 show mpls 1| dp

]
LDP
]
[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|8 0B
]
show mpls I dp [interface <interface_name?>]
]

interface <interface_name>

[det ail]

det ai |
]
( / )
( )
]
LDP
]

LDP ( )
# show mpls | dp
Na me LDP I dentifier Label -switching
(1) (2) (3)
| anoO 192.168.2.1:0 Enabl ed
l anl 192.168.2.1:0 Enabl ed

LDP (interface <interface_name> )
# show mpls I dp interface | anl
Na me LDP I dentifier Label -switching
(1) (2) (3)
l an1l 192.168.2.1:0 Enabl ed
1)
2) LDP-1 D(LDP ROUTER-1D: LABEL- SPACE)
3) MPLS /

LDP (det ail )
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#show mpls | dp detail
[l nterface | an0]
Status : Enabl ed (1)
Primary | P Address : 10.1.201. 2 (2)
Interface Type : Ethernet (3)
Hell o I nterval . 5 (4)
Hol d Ti me 15 (5)
Keepalive I nterval 60 (6)
Keepalive Ti meout 180 (7)
Adverti sement Mode Downstream Unsolicited (8)
Label Retenti on Mode Liberal (9)
[ nterface | an1l]
Status : Enabl ed (1)
Primary | P Address : 10.1.202. 2 (2)
Interface Type : Ethernet (3)
Hel l o I nterval .5 (4)
Hol d Ti me : 15 (5)
Keepalive |Interval ;60 (6)
Keepalive Ti meout : 180 (7)
Advertisement Mode : Downstream Unsolicited (8)
Label Retention Mode Li ber al (9)
LDP (interface <interface_name> det ai

# show mpls I dp interface | ano
Status : Enabl ed (1)
Primary | P Address : 10.1.201. 2 (2)
Interface Type : Ethernet (3)
Hell o I nterval . 5 (4)
Hol d Ti me : 15 (5)
Keepalive I nterval : 60 (6)
Keepalive Ti meout : 180 (7)
Adverti sement Mode : Downstream Unsolicited (8)
Label Retenti on Mode Liberal (9)
1) LDP
2) I P
3)

Et hernet

Et hernet MPLS mode

ATM SHI M

RFC3031/3032 ATM MPLS mode

PPP :

PPP MPLS mode
4) Hell o ()
5) Hel l o ()

infinity

6) KeepAlive ()
7) KeepAlive ()
8) (Advertise)

Downstream Unsolicited

Downstream Unsolicited Label adverti sement mode
Downstream on Demand

Downstream on Demand Label adverti sement mode
9) (Retention)

Liberal

Liberal Label retention mode
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Conservative
Conservative Label retention mode

31 MPL S 470



1.5 show mpls 1| dp

adjacency

]
LDP
]
[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|80B
]
show mpls I dp adjacency
]
]
( / )
( )
]
LDP
]
# show mpls | dp adjacency
I P Address Na me Hol dt i me LDP I D
(1) (2) (3) (4
192.168. 2. 2 |l anoO 15 192.168. 1.1
192.168. 3.1 |l anl 15 192.168. 3.1
1) LSR I P
2)
3) Hol dti me ( )
4) LSR LDP-1 D(LDP ROUTER-I1D: LABEL- SPACE)
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1.6 show mpls | dp fec
]
LDP FEC
]
[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|8 0B
]
show mpls I dp fec
]
]
( / )
( )
]
LDP FEC
]
# show mpls | dp fec
Codes Prefi x Session
(1) (2) (3)
NL > 192.168.1.0/ 24 192.168. 2. 2
E > 192.168.2.0/ 24 non-exi stent
E > 192.168.3.0/ 24 non-existent
NL > 192.168.4.0/ 24 192.168. 3.1
Total/ MAX FEC Entries : 4 | 362
(6) (7)
1)
E :
FEC (Egress)
N
FEC (Non-Egress)
L :
FEC
>
FEC
2)
3) LDP LSR 1P
4)
5)
6) FEC
7) FEC
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sessi

on

1.7 show mpls 1| dp
]
LDP
]
[si - Rb[BO - R5|12iB- R[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|80B
]
show mpls I dp session [address
]
LDP
address <ip_address>
LSR LDP
<ip_address> LSR I Pv 4
detail
LDP
]
( / )
( )
]
LDP
]
LDP ( )
# show mpls | dp session
I P Address Name Rol e
(1) (2) (3)
192.168. 2. 2 Il anoO
192.168. 3.1 lanl Acti ve
LDP (addr ess
# show mpls | dp session address
I P Addr ess Na me Rol e
(1) (2) (3)
192.168. 3.1 Il anl Acti ve
1) LDP LSR | P
2)
3)
Active
Passive
4) LDP

Passi ve

<ip_address>]

(4)
OPERATI ONAL
OPERATI ONAL

<ip_address>

.168.3.1

St at e

(4)

OPERATI ONAL

[det ail]

KeepAlive
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NON_EXI STENT
I NI TI ALI ZED
OPENSENT

OPENREC
OPERATI ONAL
5) KeepAlive )
6) /
(Retention)
Liberal
Liberal Label retention mode
Conservative
Conservative Label retention mode
(Advertise)
DU
Downstream Unsolicited Label adverti sement
DoD
Downstream on Demand Label advertisement
LDP (detail )

mo de
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# show mpls | dp session detai
[ Session peer address 10.1.201. 1]
Session state : OPERATI ONAL
Session role Acti ve
TCP Connecti on Established
I P Address for TCP 10.1.201.1
Interface being used Il anoO
Peer LDP | D 10.4.1.2:0
Adj acenci es 10.1.201. 1
Adverti sement mo d e Downstream Unsolicited
Label retention mode Liberal
Keepalive Timeout 180
Reconnect I nterval 15
Address List received 10.1.201.1
Received Label s : Fec Label
Il PV4:10.0.0.6/32 19
Il PV4:10.1.101. 2/ 32 20
Sent Label s Fec Labe
Il PV4:10.0.0.6/ 32 16
Il PV4: 10.0.0.201/ 32 17
Il PV4:10.1.101. 2/ 32 18
Il PV4:10.1.201.0/ 24 i mpl -null
|l PV4:10.1.201. 2/ 32 19
|l PV4:192.168.201.0/ 24 i mpl -null
[ Session peer address 10.1.202. 1]
Session state : OPERATI ONAL
Session role Acti ve
TCP Connecti on Established
I P Address for TCP 10.1.202.1
Interface being used Il anoO
Peer LDP I D 10.4.2.2:0
Adj acenci es 10.1.202.1
Adverti sement mo d e Downstream Unsolicited
Label retention mode Liberal
Keepalive Timeout 180
Reconnect I nterval 15
Address List received 10.1.202.1
Received Label s : Fec Label
Il PV4:10.0.0.9/32 19
Il PV4:10.1.102. 2/ 32 20
Sent Label s Fec Labe
Il PV4:10.0.0.9/ 32 16
Il PV4:10.0.0.202/ 32 17
Il PV4:10.1.102.2/ 32 18
|l PV4:192.168.101.0/ 24 i mpl -null
LDP (address <ip_address> detail )
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Map s

18
Maps
19
none
20
none
none
none

Map s

18
Maps
19
none
20
none

:

1

:
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# show mpls | dp session address 10.1.201.1 detail
Session state : OPERATI ONAL
Session role : Active
TCP Connecti on : Establ i shed
I P Address for TCP : 10.1.201.1
Interface being used Il anoO
Peer LDP I D 10.4.1.2:0
Adj acenci es 10.1.201.1
Adverti sement mode Downstream Unsolicited
Label retention mode Liber al
Keepalive Timeout 180
Reconnect I nterval 15
Address List received 10.1.201.1
Received Label s : Fec Label
Il PV4:10.0.0.6/ 32 19
I PV4:10.1.101. 2/ 32 20
Sent Label s : Fec Label
Il PV4:10.0.0.6/ 32 16
Il PV4:10.0.0.201/ 32 17
I PV4:10.1.101. 2/ 32 18
Il PV4:10.1.201.0/ 24 i mpl -null
I PV4:10.1.201. 2/ 32 19
Il PV4:192.168.201.0/ 24 i mpl -null
1) LDP

2)

3)

NON_EXI STENT
I NI TI ALI ZED
OPENSENT
OPENREC
OPERATI ONAL

Acti ve

Passi ve

TCP

Established
Not Established

4) TCP LSR I P
5)
6) LSR LDP-1D(LDP ROUTER-1D: LABEL-SPACE)
7) LSR I P
8) (Advertise)
Downstream Unsolicited
Downstream Unsolicited Label advertisement mode
Downstream on Demand
Downstream on Demand Label adverti sement mode
9) (Retention)
Liberal
Liberal Label retention mode
Conservative
Conservative Label retention mode
10) KeepAlive ()
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Maps
16
18
Map s

none
20

none
none
none

1
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11)
12)
13)
14)

()
Address List

FEC
FEC

31
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1.8 show mpls | dp summary
]
LDP
]
[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|8 0B
]
show mpls I dp summary
]
]
( / )
( )
]
LDP
]
# show mpls | dp summary
Router | D

LDP Version
Label Control Mo d e
Request Retry

Tr

ansport Address dat a

| mport routes

1)
2)
3)

4)
5)
6)

ROUTER- 1 D
LDP ( 1)
LDP

Independent

10.1.201. 2
1

Il ndependent

On
10.1.201.2 (platfor
connected, RI P, OSP

I ndependent Label Di stri

Ordered

bution Control

Ordered Label Distribution

Label Request (

1
connected
connected
static
static
RI P
RI P
OSPF
OSPF
BGP
BGP

On

)

Control
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none

31 MPL S 479



31.1.9 show mpls | dp vec
[ ]
LDP VC
[ ]
[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|8 0B
[ ]
show mpls I dp vec
[ ]
[ ]
( / )
( )
[ ]
LDP VC
[ ]
# show mpls | dp vec
Transport Client VC VC Local Re mot e
VC | D I/ F St at e Type VC Label VC Label
(1) (2) (3) (4) (5) (6)
1 |l anil UP ethernet 16 17
2 Il an?2 UpP et hernet 17 18
1) vC 1 D
2) VC
3) vC
UP :
vV C Up
DOWN :
VC D OWN
4) VC Type
vVC
ethernet
Et hernet
vl an
Et hernet VLAN
5) VC ( )
6) VC ( )
7) VvC I P
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31.1.10 show mpls statistics
[ ]
MPL S
[ ]
[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|8 0B
[ ]
show mpls statistics [interface <interface_name?>]
[ ]
interface <interface_name>
[ ]
( / )
(
[ ]
MPL S
[ ]
( )
# show mpls statistics
[ Data for Interface Tabl e]
I/ F USE I N- PACKET OUT- PACKET Error ( TTL LABEL
(1) (2) (3) (4) (5) (6) (7)
| ano0 Enabl ed 11136 11123 13 ( 6 4
l ani1 Di sabl ed 0 0 0 ( 0 0
rmt O Enabl ed 28748 98983 16 ( 2 4
(interface <interface_name> )
# show mpls statistics interface | ano
[ Data for Interface Tabl e]
I/ F USE I N- PACKET OUT- PACKET Error ( TTL LABEL
(1) (2) (3) (4) (5) (6) (7)
| ano0 Enabl ed 11136 11123 13 ( 6 4
1)
2) MPLS
3) MPL S
4) MPL S
5)
6) TTL Expire
7)
8)
9) I LM
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1.11 show mpls summary

MPL S

]

[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|80B

]

show mpls summary

]

# show mpls summary
[ Status of MPLS Forwarder ]
MPLS Forwarder : Enabl ed
Number of I nterface : 2
Number of Entry :
FTN
I LM
VRF
| P Propagate TTL
1) MPLS
Enabl ed Di sabl ed
2)
MPL S
3) FTN
MPL S FTN
4) I'LM
MPL S I LM
5) VRF
MPL S VRF
6) TTL
On Oof f

—_~
N -
~ —

oON ® o
~———
o v b w
NN
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31.1.12 show mpls vec
[ ]
MPLS VC
[ ]
[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|80B
[ ]
show mpls vc [detail]
show mpls vc vcid <vc_id> [detail]
show mpls vc interface <interface_name> [detail]
[ ]
vV C
vecid <vc_id>
vC | D vV C
interface <interface_name>
vV C
det ai |
VC
[ ]
( / )
( )
[ ]
MPLS VC
[ ]
vVC ( )
# show mpls vec
[ Data for VC]
vC |/ F vC | D NH ADDR ouT I/ F OUTLABEL I NL /
(1) (2) (3) (4) (5) (€
|l an1l 1 10.56.11. 21 16/1 an0 21 22
|l an2 2 10.56.11. 21 16/ 1 ano 22 23
1) vcC
2) VC
3)
0.0.0.0
4)
LSP LSP /
5)
VC LSP N/ A
6)
VC LSP N/ A
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VC (detail )
# show mpls vc detail
[ Data for VC]
VC Interface | an1l (1)
Virtual Circuit |ID 1 (2)
I'n Label 22 (3)
Next hop Address 10.56.11. 21 (4)
Out Interface 16/ 1 ano (5)
Out Label 21 (6)
PACKET RESULT
in packet 450 (7)
in octet 1762 (8)
out packet 28 (9)
out octet 2134 (10
[ Data for VC]
VC I nterface | an2 (1)
Virtual Circuit |ID 2 (2)
In Label 23 (3)
Next hop Address 10.56.11. 21 (4)
Out I nterface 16/ 1 an0 (5)
Out Label 22 (6)
PACKET RESULT
in packet 221 (7)
in octet 8166 (8)
out packet 455 (9)
out octet 1652 (10
1) VC
2) VC
3)
VC LSP N/ A
4)
0.0.0
5)
LSP LSP /
6)
VC LSP N/
7) VC
8) VC
9) VC
10) vcC
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31.

1.13 show mpls vrf
]
MPLS VRF
]
[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|80B
]
show mpls vrf [vrf <vrf _number>] [address
]
VRF VRF
vrf <vrf_number >
VRF VRF
address <ip_address>/ <mask>
| Pv 4 VRF
<ip_address>/ <mask> | Pv 4
det ai l
VRF
]
( / )
( )
]
MPL S VRF
]
VRF ( )

# show mpls vrf

[ Data for VRF Table # 2 ]

(1)
PREFI X NH ADDR OUT I/ F
(2) (3) (4)
192.168.100.0/24 10.56.11. 21 16/ 1 ano0
192.168.130.0/24 10.56.11.77 17/1 ano0
192.168.160.0/ 24 192.168. 2.1 Il anl
[ Data for VRF Table # 1 ]
PREFI X NH ADDR OUT I/ F
192.168.4.0/ 24 192.168. 2.1 Il ano0
192.168.120.0/ 24 10.56.11. 21 16/ 1 ano0

VRF (detail )

LABEL
17
25

31 MPL S

485

<ip_address>[1/



# show mpls vrf detail
[ Data for VRF Table # 2 ]
(1)
PREFI X NH ADDR OUT I/ F LABEL
(2) (3) (4) (5)
192.168.100.0/24 10.56.11. 21 16/ 1 ano0 21
192.168.130.0/24 10.56.11.77 17/ 1 ano 22
192.168.160.0/24 192.168. 2.1 l anl -
[ Data for VRF Table # 1 ]
PREFI X NH ADDR OUT I/ F LABEL
192.168. 4.0/ 24 192.168. 2.1 Il ano0 17
192.168.120.0/ 24 10.56.11. 21 16/ 1 ano0 25
1) VRF
2)
vr f
3)
0.0.0.0
4)
LSP LSP /
5) ( -
6)
PUSH
I P PUSH
PUSH- VPN
I P VPN PUSH
FTN
DLVR- VPN
I P
7)
8)
# show mpls vrf
[ Data for VRF Table # 2 ]
No Entry.
[ Data for VRF Table # 1 ]
No Entry.
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31. 2 MPLS

31.2.1 clear mpls statistics

MPL S

[ ]

[si - RE[BO - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|4DiB- R2|4DiC R2/4iD R1j8 0B

[ ]

clear mpls statistics [interface <interface_name>]

interface <interface_name>

( )
( )
[ ]
MPL S
[ ]
# clear mpls statistics
#
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2.2 clear mpls statistics ftn

MPLS FTN
]

[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|8 0B

]

clear mpls statistics ftn [address <ip_address>[/<mask?>]]

FTN
address <ip_address>/ <mask>
I Pv 4 FTN
<ip_address>/ <mask> | Pv 4

/| <mask >

]

]

MPLS FTN

]

# clear mpls statistics ftn
#
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2.3 clear mpls statistics 11 m
]
MPLS I LM
]
[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|8 0B
]
clear mpls statistics ilm [address <ip_address>[/<mask?>]]
]
I LM
address <ip_address>/ <mask>
| Pv 4 I LM
<ip_address>/ <mask> | Pv 4

/| <mask >

]

( )
( )
]
MPLS I LM
]
# clear mpls statistics il m

#
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2. 4 clear mpl s

MPLS VC

]

statistics

[si - Rb[BO - R5|12iB- R[BO - R3|1DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|80B

]

clear mpls stati
clear mpls stati
clear mpls stati

vV C
vecid <vc_id>
vC I D VC
interface <inter
VC
|
( )
( )
]
MPLS VC
]

stics vec

stics vec

stics vec

vcid <vc_id>

interface

face_name>

# clear mpls statistics vec

#

<interface_name>
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31. 2.5 clear mpls statistics vrf

MPLS VRF

[ ]

[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|8 0B

[ ]

clear mpls statistics vrf [vrf <vrf_number>] [address <i

VRF VRF
vrf <vrf_number >

VRF VRF
address <ip_address>/ <mask>

| Pv4 VRF <ip_address>
<mas k> I Pv 4

/| <mask >

[ ]

[ ]

MPLS VRF

[ ]

# clear mpls statistics vrf
#
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32.

32.

1 LLDP
1.1 show [ I dp
]
LLDP
]
[si - RE[B0O - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|4DiB- R2|4DiC R2/4DiD R1j8 0B
]
show | 1 dp [port <portlist>] [detail]
]
LLDP I an LLDP
port <portlist>
LLDP I an
|an II'II( )
I an et ) ( :"1,3,5-8,10")
det ai l
LLDP LLDP
]
( / )
( )
]
LLDP
]
# show |1 dp
Send Interval Ti me 30 seconds
Send Hold Count 4 ti mes
Send Del ay 2 seconds
Reinit Del ay 2 seconds
Noti fication Interval Ti me 5 seconds
Port Mo d e Si ze Info P N D C A P p N | M P L F T
(6) (7) (8) (9) (10) (11) (12)
0 enabl e 223 P N D C A P p N | M P L F T
1 send 170 P ND CA - - N - M - - F -
7 enabl e 0 P N D C A - - - - - - - - -
Entry:3
#
# show | I dp det ail
Send Interval Ti me 30 seconds
Send Hold Count 4 ti mes
Send Del ay 2 seconds
Reinit Del ay 2 seconds
Notification Interval Ti me 5 seconds
[ PORT 0]
Configuration Mode enabl e
Send LLDPDU si ze : 223 octets
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Chassis | D subtype=4(MAC) info=02:24:0b:00:00: 514

Port I D subtype=5(ifName) info="MB/O0"

Time To Live(TTL) 120 seconds

Port Description info="Ethernet Port(MB/IlineO)"

System Name info=""

System Description info=" Si -R240B' '1.0 V34.01' 'Tue Feb

g v

System Capabilities info=WLAN Access Point, Router
enabl ed=Router

Management Address address subtype=1(1IPv4) info=192.168. 1.
interface number subtype=2(iflndex) inf
oid=""

Management Address address subtype=1(lIPv4) info=192.168.10
interface number subtype=2(iflndex) inf
oid=""

Management Address address subtype=6(MAC) info=02:24:0b:00
interface number subtype=2(iflndex) inf
oi d="

| EEE802. 1

Port VLAN | D : PVI D=0
Port And Protocol VLAN I D : flags=not supported, di sabl ed
PPVI D=0
VLAN Name : VI D=30
name="1an9
| EEE802. 3
MAC/ PHY Configuration/ Status : support/status=supported, en
capability=1(10BASE-T half
2(10BASE-T full
4(100BASE-TX hal
5(100BASE-TX ful
8( PAUSE for full
11 ( Asymmetric an
r full-duplex | inks)
type=16(100BASE-TX full dupl
Power Via MDI support=PSE, not supported
Link Aggregation status=not capabl e
Maxi mum Fr ame Si ze : size=1500

SNMP Notification Trap Send : enabl e

[ PORT 1]

Configuration Mode send

Send LLDPDU si ze 170 octets

Chassis | D subtype=4(MAC) info=02:24:0b:00:00: 514

Port I D subtype=5(ifName) info="MB/ 1"

Time To Live(TTL) 120 seconds

Port Description info="Ethernet Port(MB/Iline1l1)"

System Name info=""

System Description info=""'"Si-R240B' '1.0 V34.01' ' Tue Feb

g v

System Capabilities info=WLAN Access Point, Router
enabl ed=Router

Management Address address subtype=1(IPv4) info=192.168. 2.
interface number subtype=2(iflndex) inf
oid=""

Management Address address subtype=6(MAC) info=02:24:0b:0
interface number subtype=2(iflndex) inf
oid=""

| EEE802. 3

MAC/ PHY Configuration/ Status : support/status=supported, en
capability=1(10BASE-T half
2(10BASE-T full
4(100BASE-TX hal
5(100BASE-TX ful
8( PAUSE for full
11 ( Asymmetric an
r full-duplex |inks)
type=0(other or unknown)
Maxi mum Fr ame Si ze : size=1500
SNMP Notification Trap Send : disabl e

[ PORT 7]
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Configuration Mode : enabl e

Send LLDPDU si ze : 0O octets

SNMP Notification Trap Send : di sabl e
Entry:3

#

1) LLDP ( )
Il dp send interval

2) LLDP ( )

3)

4)

5)

6)

7)

8)

9)

10

dp send hol d
¢ )

dp send interval

¢ )
dp reinit del ay

SNMP Notification Trap ( )

Il dp notification interval

an

an |1l dp mode

nabl e

end

eceive

an |1l dp mode receive (8) (28)

LLDPDU(LLDP Protocol Data Unit)

LDP LLDPDU (1 =8 )
LLDP

an |l dp info

(Port Description TLV)

(System Name TLV)

(System Description TLV)

(System Capabilities TLV)

(Management Address TLV)

(di sabl e)

(lan Il dp mode receive )

| EEE802.1 LLDP

Port VLAN I D

Port And Protocol VLAN I D

VLAN Name
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Protocol Il dentity

(di sabl e)

: (lan Il dp mode receive )
11) I EEE802.3 LLDP
M
: MAC/ PHY Configuration/ Status
P
: Power Via MDI
L
: Link Aggregation
F
Maxi mum Frame Si ze
(di sabl e)
: (lan |1l dp mode receive )
12) SNMP Trap
T
SNMP Notification Trap
(disabl e)
: (lan I 1l dp mode receive )
13) ( )
Chassis | D TLV
subtype=
subtype (4 MAC )
info=
: MA C
14)
Port I D TLV
15) LLDP ()
Time To Live (TTL) TLV
16)
Port Description TLV
lan I'Ildp info port-description di sabl e
17)
System Name TLV
lan I'Ildp info system-name di sabl e
18)
System Description TLV
lan I'Ildp info system-description di sabl e
19)
System Capabilities TLYV
info=

enabl ed=
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Bridge
Router

WLAN Access Point

LAN
lan I'Ildp info system-capabilities di sabl e
20)
Management Address TLV
SNMP I Pv 4 MA C 2
TAG I Pv4 I Pveé MAC
oid
lan I'Idp info management -address di sabl e
21) VLAN | D
| EEE802. 1Port VLAN I D TLV
lan I'Idp info port-vlan-id di sabl e
22) VLAN | D
| EEE802.1 Port And Protocol VLAN I D TLV
lan I'Idp info port-and-protocol -vlan-id di sabl e
23) VLAN
| EEE802.1 VLAN Name TLV
lan I'Ildp info vl an- name di sabl e
24)
| EEE802.1 Protocol ldentity TLV

25) MAC/ PHY /

| EEE802. 3 MAC/ PHY Configuration/ Status TLV

lan I'Ildp info mac-phy-configuration-status di sabl
Si-R1808B VLAN
status di sabled type unknown

26) MDI
| EEE802. 3 Power Via MDI TLV
"PSE,not supp

Il an I'Ildp info power -via-mdi

27)

orted"

| EEE802.3 Link Aggregation TLV

lan I'Idp info Il ink-aggregation
28)

|l EEE802. 3 Maximum Frame Size TLV

lan I'Ildp info maxi mum-frame-si ze
29) SNMP Notification Trap

LLDP Trap

Il an Il dp notification
30) LLDP

port LLDP I an

port LLDP

di sabl e

di sabl e

di sabl e

"disabl e"
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32.

1.2 show | I dp summary

]
LLDP
]
[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|8 0B
]
show | Il dp summary
]
]
( / )
( )
]
LLDP I an
]
# show [l dp summary
Send Entry : 3 (1)
Receive Entry : 2 (2)
#
1) LLDP I an
2) LLDP I an
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32.1.3 show | I dp neighbors

[ ]
LLDP
[ ]
[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|80B
[ ]
show | 1 dp neighbors [port <portlist>] [detail]
[ ]
LLDP Il an LLDP
port <portlist>
LLDP I an
I an "t ( )
| an " ) ( :"1,3,5-8,10")
det ail
[ ]
( / )
( )
[ ]
LLDP
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]

# show |l dp neighbors

Port Nei ghbor Count s

(1) (2)

0 1

#
# show |l dp neighbors det ai
[ PORT 0]

Nei ghbor Count s 1

Nei ghbor 1

Chassis | D subtype=4(MAC) info=00:e0: 00:b8:20:614

Port I D subtype=5(i fName) info="9"

Time To Live(TTL) 20 seconds

Port Description info="EthernetPort(ether9)

System Name info=""

System Description info=""'"SR-S208TC2" 1.2 V12.00" Mon Fe

2008" "

System Capabilities info=Brid
enabl ed=Bridge

Management Address address subtype=1(IPv4d) info=192.168.1
interface mb e subtype=2(iflndex) inf
oid=""

Management Address address subtype=6(MAC) info=00:e0:00: bé¢
interface number subtype=2(iflndex) inf
oi d=""

| EEE802. 1

Port VLAN | D PVI D=1
Port And Protocol VLAN I|ID fl ags=not supported, disabl ed
PPVI D=0
VLAN Name VI D=1
name="defaul t"
| EEE802. 3
MAC/ PHY Configuration/ Status : support/status=supported, ene
capability=1(10BASE-T half ¢
2(10BASE- full o
4(100BASE-TX half
5(100BASE-TX full
8( PAUSE for full-
11 ( Asymmetric anc
for full-duplex | inks)
15(1000BASE-T ful
type=16(100BASE-TX full dupl
Power Via MDI support=PSE, not supported
Link Aggregation status=capabl e, not in aggrec
Maxi mum Frame Si ze size=1518
#
1)
I an
2)
3)
4) ( )
Chassis | D TLV
subtypes=
subtype (4 MA C )
info=
MA C
5)
Port I D TLV
6) LLDP ( )
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7)

8)

9)

10

11

12

13

14

15

16

17

18

19

Ti me To

Port

Live (TTL) TLV

Description TLV

System Name TLV

System Description TLV

)

System Capabilities TLV

info

enabl ed=

Bridge

Router

)

Management

)
|

)
|

)

VLAN I D

EEE802. 1Port VLAN I D TLV
VLAN I D

EEE802.1 Port And Protocol VLAN I D TLV
VLAN
EEE802.1 VLAN Name TLV
EEE802.1 Protocol ldentity TLV
MAC/ PHY /
EEE802.3 MAC/ PHY Configuration/ Status
MD I
EEE802. 3 Power Via MDI TLV
EEE802.3 Link Aggregation TLV
EEE802. 3 Maxi mum Frame Size TLV

Address TLV

TLYV
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32.1. 4 show |l dp statistics
[ ]
LLDP
[ ]
[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|8 0B
[ ]
show | 1l dp statistics [port <portlist>] [detail]
[ ]
LLDP I an LLDP
port <portlist>
LLDP I an
Il an Lt )
I an "t ) « " 3,5-8,10")
LLDP I an LLD
det ai l
LLDP
[ ]
( / )
( )
[ ]
LLDP
port LLDP I an
[ ]
# show ||l dp statistics
Port Sent packets Received packets
(1) (2) (3)
0 24 115
1 23 -
7 X X
1)
I an
2)
(l'an Il dp mode receive )
X
3)
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(lan IIdp mode send )

X
# show |l dp statistics detail
[ Nei ghbor tables statistics]
Last changed ti me : Tue Feb 19 22:18:47 2008
Tables inserts : 2
Tables del etes 0
Tables drops 0
Tabl es ageout s 1
[ PORT 0]
Sent packets : 24
Received packets : 116
Packets discarded total: 0
Packets errors : 0
TLVs discarded total : 0
TLVs unrecognized total: 0
Ageouts total : 1
[ PORT 1]
Sent packets : 23
Received packets : -
[ PORT 7]
Sent packets : X
Received packets : X
1)
Il dpStatsRemTabl esLast ChangeTi me ( )
2)
|l 1l dpStatsRemTabl eslnserts
3)
|l 1l dpStatsRemTabl esDel et es
4)
Il dpStatsRemTabl esDrops
5)
|l dpStatsRemTabl esAgeout s
6)
Il an
7) LLDP
'l dpStatsTxPortFramesTot al
(lan Il dp mode receive )
X
8) LLDP
Il dpStatsRxPortFramesDi scardedTot al
: (lan I Idp mode send )
(9) (13)
X
(9) (13)
9) LLDP
Il dpStat sRxPortFramesErrors
10) LLDP

Il dpStatsRxPortFramesTot al
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11) TLYV

Il dpStatsRxPortTLVsDiscardedTot al
12) TLV

Il dpStat sRxPortTLVsUnrecogni zedTot al
13)

I 1l dpStat sRxPort AgeoutsTot al

32 LLDP 5014



32.2 LLDP

32.2.1 clear | 1 dp neighbors
[ ]
LLDP
[ ]
[si - RE[B0O - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|4DiB- R2|4DiC R2/4iD R1j8 0B
[ ]
clear 11 dp neighbors
[ ]
[ ]
( )
( )
[ ]
LLDP
[ ]
# clear |1 dp neighbors
#
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32.2.2 clear | I dp statistics
[
LLDP
[ ]
[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|80B
[ ]
clear 1l dp statistics
[ ]
I an LLDP
[ ]
( )
( )
[
LLDP
[ ]
# clear |1 dp statistics
#
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33.
33.

1 MAC

1.1 show macaut h

MA C

]

[si - RE[B0O - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|4DiB- R2|4DiC R2/4iD R1j8 0B

]

show macauth [interface <interface_name?>]

MA C
interface <interface_name>
MA C
( / )
( )

MAC MAC
MAC
# show macauth interface | ano
[1 an0]
total table entry : 6

<= (1))
success state entry 2

<= (2)
no table count : 0

- - - (3)
nNo memory count .0

- - (4)
MAC addr ess aaa
00: 00:0e:00:00:00 1
----------------- (5) - - (6)
00: 00:0e:00:00:01 1
00: 00:0e:00:00:02 1
00: 00:0e:00:00:03 1
00: 00: 0e:00:00: 04 1
00: 00:0e:00:00:05 1

H*

1) total table entry
MA C
2) success state entry
MA C
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3) no table count
MA C
4) no memory count

5) MAC address
MA C MA C
6) aaa

7) auth_state
MA C MA C

aut h. ..
success
failure
error (lan macauth security nor mal

8) remain_ti me

9) discard
MA C
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33. 2 MAC

33.2.1 cl ear macauth statistics

[ ]

MAC
[ ]

[si - RE[B0O - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|4DiB- R2|4DiC R2/4DiD R1|8 0B
[ ]

clear macauth statistics

MAC

# cl ear macauth statistics
#
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34.

34.

1 IEEE802. 1X

OK ti mes NG

(5) (6)
Since

(9)

2 2

Mon Aug 8 19:
Mon Aug 8 19:
Mon Aug 8 16:

Mon Aug 8 18:

1.1 show dot 1x | an
]
| EEE802. 1X
]
[si - RE[B0O - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|4DiB- R2|4DiC R2/4iD R1j8 0B
]
show dotlx | an [<Ilist>]
]
LAN | EEE802. 1X
<list>
L AN | EEE802. 1X
L AN
]
( / )
( )
|
(Supplicant)
]
# show dotlx | an
Lan User EAP-Type Aut hentication
(1) (2) (3) (4)
MAC address
(8)
1 user 01 TTLS Aut henticated
00: 0e:13:25:0f:01
user 02 PEAP Aut henticated
00:al:fd:dd: fc:ed
2 admin TLS Aut henticated
00: 0Oe: 13:8e:55:23
3 user PEAP Aut henticated
00: a0: 12:d4: ef: ac
4 S w = =
1) LAN
2)
3)
4)

Aut henticating

Aut henticated

34 | EEE802. 1X

ti mes
29: 17
10: 04
32:12
02:11
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Failure

5)
6)
AAA
7) Il EEE802. 1X
SO

él
52
é3
é4
8): (Supplicant) MA C
9) ( )
34 | EEE802. 1X
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1. 2 show dotlx statistics

]
| EEE802. 1X
]
[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2/4DiD R1|8 0B
]
show dotlx statistics [<list>]
]
<list>
L AN | EEE802. 1X
L AN
]
( / )
( )
]
|l EEE802. 1X
]
]

# show dotlx statistics
|l an0O statistics:

EAPOL frame received count 0
EAPOL frame sent count 0
EAPOL Start frame received count 0
EAPOL Logoff frame received count 0
EAP | dentity Response received count 0
EAP response received count 0
EAP | dentity Request sent count 1
EAP request sent count 0
I nvalid EAPOL frame received count 0
EAP with illegal | ength frame received count 0
Version of EAPOL | ast received fr ame 0
Supplicant address of | ast received fr ame 00: 00
1) EAPOL
2) EAPOL
3) EAPOL- St art
4) EAPOL-Logof f
5) EAP I dentity response
6) EAP Il dentity EAP response
7) EAP I dentity request
8) EAP Il dentity EAP request
9) EAPOL
10) EAPOL
11) EAPOL
12) (Supplicant) MAC
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34. 2 | EEE802. 1X

34. 2.1 cl ear dotl1x statistics

[ ]

| EEE802. 1X
[ ]

[si - RE[BO - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|49iB- R2|4DiC R2/4iD R1j8 0B
[ ]

clear dotl1x statistics

LAN | EEE802. 1X
[ ]
( )
( )
[ |
| EEE802. 1X WP A
[ ]
| EEE802. 1X
[ ]
# clear dotlx statistics
#
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35.1 ARP

35.1.1 show arpauth | an

[ ]

ARP
[ ]

[si - RE[B0O - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|4DiB- R2|4DiC R2/4DiD R1j8 0B
[ ]

show arpauth | an [<number >]

[ ]

VLAN ARP
<number >

|l an
ARP LAN
|l an 10
( / )
( )
ARP
# show arpauth | an
VLAN Num MAC Addr ess | P address Status Remair
(1) (2) (3) (4) (5) (6)
1 1 00:13:21:f6:01:13 192.168.100. 100 success 00: 20:
2 2 00:13:21:f6:02: 23 192.168.200. 201 success 00:00
00:13:21:f6:02: 43 192.168.200. 205 failure 00: 00
5 3 00: 13:21:f6:05: 33 192.168.1.10 per manent -
00:13:21:f6:02:73 192.168.1.20 failure 12:11
00:13:21:f6:02: 74 192.168.1. 30 failure 12:11
8 0
#
1) VLAN I D
2)
3) MAC
4) 1 P
5)

response

success
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failure

permanent

6)
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35.

1.2 show arpauth statistics

ARP

]

[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|8 0B

]

show arpauth

]

LAN
interface

(
(
]
ARP
]

st

ARP
<interface_name>

# show arpauth st

Il an 1 :
Aut hent i

Non-auth

Aut hent i
Il an 10 :
Aut hent i

Non-auth

Aut henti
#
1) AAA
2) AAA
3) AAA
4)
5)

cat i

ent

cat

cat i

ent

cat

icat

ed

icat

ed

atistics [interface <interface_name?>]

atistics

equest
ucc
ailure
on

uccess
ailure

- = = =
®
)
(7]
PR RNN N

equest
uccess
ailure
on

uccess
ailure

- = = =
OCORrRrRFRPRWEFR N

35 ARP 519

P~ N A~ A~~~ P~



6)
7)

P
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35. 2 ARP

35.2.1 clear arpauth statistics

[ ]
ARP
[ ]
[si - RE[B0O - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|4DiB- R2|4DiC R2/4DiD R1j8 0B
[ ]
clear arpauth statistics
[ ]
VLAN ARP
[ ]
( )
( )
[ ]
ARP
[ ]

# clear arpauth statistics
#
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36. 1 SNMP

36.1.1 show snmp statistics

[ ]

SNMP
[ ]

[si - RE[B0O - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|4DiB- R2|4DiC R2/4DiD R1j8 0B
[ ]

show snmp statistics

[ ]

[ ]
( / )
( )
[ ]
SNMP
[ ]
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# show

snmp statis

SNMP statistics in

0 Input Packets
0 Output Packet s
0O I nput Bad Versions
0 Input Bad Community Names
O I nput Bad Community Uses
0O Il nput ASN Parse Errors
O Input Too Bigs
O I nput No Such Names
O Input Bad Values
0O Input Read Only
O I nput Gen Errors
O I nput Tot al Request Vars
O Input Total Set Vars
0O Il nput Get Requests
O I nput Get Next
0O Il nput Set Requests
O I nput Get Responses
O I nput Traps
0 Output Too Bigs
0 Output No Such Names
0 Output Bad Values
0 Output Gen Errors
0O Output Get Requests
0 Out put Get Next
0O Output Set Requests
0 Output Get Responses
O Output Traps
SNMPv3 statistics information:
O Input Unknown Security
0O Input Invalid Msgs
O Input Unknown PDU Handl ers
O Input Unsupported SeclLevels
O I nput Not I nTi meWi ndows
0O I nput Unknown User Names
O Input Unknown Enginel ds
0O Input Wrong Digests
O I nput Decryption Errors
#
1) SNMP
2) SNMP
3) SNMP
4) SNMP
5)
6) ASN.
7) tooBig PDU
8) noSuchName PDU
9) badVal ue PDU
10) readOnly PDU
11) genErr PDU
12) MI B MI B
13) MI B MI B
14) Get Request PDU
15) Get Next Request PDU
16) Set Request PDU
17) Get ResponsePDU
18) PDU
19) tooBig PDU
20) noSuchName PDU
21) badVal ue PDU
22) genErr PDU

t
f

i cs
or mati on:

Mdel s
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23) Get Request PDU

24) Get Next Request PDU

25) Set Request PDU

26) Get ResponsePDU

27) PDU

28) Security Mdel s
29) SNMP

30) PDU Handl er
31) Security Level
32) Ti meWi ndows SNMP

33) User Names

34) Engineld

35)

36)
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36. 2 SNMP

36.2.1 clear snmp statistics

[ ]

SNMP
[ ]

[si - RE[BO - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|4DiB- R2|4DiC R2/4DiD R1j8 0B
[ ]

clear snmp statistics

[ ]
( )
( )
[ ]
SNMP
[ ]
# clear snmp statistics
#
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37.1 NETTIME(time/ sntp)

37.1.1 show nettime statistics

NETTI ME(ti me/ sntp)

[ ]

[si - RE[BO - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|49iB- R2|4DiC R2/4DiD R1j8 0B

[ ]

show nettime statistics [<mode> [<protocol >]]

[ ]

<mode>

server

( )

client

( )

<protocol >
ti me
TI ME

sntp
NTP

[ ]

NETTI ME(ti me/ sntp)

[ ]

<mode> <protocol >
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# show nettime statistics client ti me
NETTI ME client statistics information:
[ti me tcp]
0 request transmission error
0O transmitted synchronized requ t
0 received response
0 received invalid packet
0 received clock not synchr ized
0 |l ocal clock updated
[ti me tcpb6]
0 request transmission error
0 transmitted synchronized requ t
0O received response
0 received invalid packet
0 received clock not synchr ized
0 |l ocal <clock updated
#
NETTI ME
# show nettime statistics
NETTI ME server statistics information
[ sntp udp]
0 received synchronized request
0 received invalid packet
0 request discard (clock not sy hron ed)
0O respons transmission error
0O transmitted response
[ sntp udp6]
0 received synchronized request
0 received invalid packet
0 request discard (clock not sy hron ed)
0O response transmission error
0 transmitted response
[ti me tcp]
0 received synchronized request
0 received invalid packet
0 request discard (clock not sy hr on ed)
0O response transmission error
0 transmitted response
[ti me udp]
0 received synchronized request
0 received invalid packet
0 request discard (clock not sy hr on ed)
0O response transmission error
0 transmitted response
[ti me tcpb6]
0 received synchronized request
0 received invalid packet
0 request discard (clock not sy hr on ed)
O response transmission error
0 transmitted response
[ti me udp6]
0 received synchronized request
0 received invalid packet
0 request discard (clock not sy hr on ed)
0O response transmission error
0O transmitted response
NETTI ME client statistics information
[ sntp udp]
0 request transmission error
0 transmitted synchronized requ t
0O received response
0 received invalid packet
0 received clock not synchr ized
0 |l ocal clock updated
[ sntp udp6]
0 request transmission error
0O transmitted synchronized requ t
0 received response
0 received invalid packet
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0 received clock not synchronized
0 |l ocal <clock updated

server

1)

2) 1)

3)

4)

5)
client

6)

7)

8)

9) 8)

10) 9)

11)
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37.2 NETTIME(time/ sntp)

37.2.1 cl ear nettime statistics

[ ]

NETTI ME(ti me/ sntp)
[ ]

[si - RE[B0O - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|4DiB- R2|4DiC R2/4DiD R1j8 0B
[ ]

clear nettime statistics [<mode>]

NETTI ME(ti me/ sntp)

<mode>
server
client
[ ]
( )
( )
[ |
NETTI ME(ti me/ sntp)
[ ]
# clear nettime statistics
#

37 NETTI ME(ti me/ sntp)
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38.

1 UPNP

1.1 show

UPnP

upnp

[si - RE[B0O - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|4DiB- R2|4DiC R2/4iD R1j8 0B

show upnp

( / )

( )
UPnNnP
# show upnp
UPnP external interface Il an0
UPnP variabl e name: Val ue
Def aul t ConnectionService
WANAccessType Et hernet
LayerlUpstreamMaxBitRat e 100000000
Layer 1DownstreamMaxBitRat e 100000000
Physical LinkStatus Up
ConnectionType | P_ROUTED
Possi bl eConnectionTypes I P_ROUTED
ConnectionStatus Connected
Upt i me 1234
Last Connect.i Error ERROR_NONE
RSI PAvail abl FALSE
NATEnabl ed TRUE
Externall PAddress 123.45.67.89
Port Mappi ngNumber Of Entri es 3
Port MappingEnabl ed TRUE

#
1)
2) UPnP

DefaultConnectionService
(UPNP )
WANAccessType

Et hernet

LayerlUpstreamMaxBitRate

(bps)

LayerlDownstreamMaxBitRate
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Physical LinkStatus
(Up: Down: )
ConnectionType
I P_ROUTED
Possi bl eConnectionTypes
I P_ROUTED
ConnectionStatus

(Connected: Di sconnected:

Upti me
¢ )

Last ConnectionError

RSI PAvail abl e

FALSE
NATEnabl ed
TRUE
Externall PAddress
I P

Port Mappi ngNumber Of Entri es
()
Port MappingEnabl ed
TRUE
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38.

1.2 show upnp statistics

]
UuPnpP
]
[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|8 0B
]

show upnp statistics

]

UPnP UPnP

]

# show upnp statistics

UPnP action name: Requested count
Set DefaultConnectionService
Get Default ConnectionService
Get CommonLi nkProperties

Set ConnectionType

Get Connection
Request Connec
ForceTer mi nat
Get Statusl nfo
Get NATRSI PSt a
Get Generi cPor
Get Speci ficPo
AddPort Mappin
Del et ePort Map
Get Externall P
#

1) UPNnP UPNnP
Set DefaultConnectionService
Def aul tConnectionService
Get Default ConnectionService
Def aul tConnectionService
Get CommonLi nkProperties
WANAccessType, Layer 1Up/ DownstreamMaxBitRate, PhysicallLi
Set ConnectionType
ConnectionType
Get ConnectionTypelnfo
ConnectionType, Possi bl eConnectionTypes
Request Connection
( )

ForceTerminati on

( )

NhRPOORPRPFRPOOOOOOO
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Get Statuslnfo

ConnectionStatus, LastConnectionError, Upti me

Get NATRSI PSt atus
NATRSI PAvail abl e, NATEnabl ed
Get GenericPortMappingEntry

Port Mapping ( )

Get Speci ficPortMappi ngEntry
Port Mapping ( )

AddPort Mapping

Port Mapping ()

Del et ePort Mapping
Port Mapping ( )
Get Externall PAddress
Externall PAddr ess

AddPort Mapping Del et ePort Mapping

Port Mappi ngNumber C
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38.1. 3 show upnp portmapping
[ ]
UPNnP
[ ]
[si - Rb[BO - R5|12iB- R[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|80B
[ ]
show upnp portmapping
[ ]
[ ]
( / )
( )
[ ]
UPnNnP
[ ]
# show upnp portmapping
Number of UPNnP portmappings : 3
dat e ti me external internal protocol | ease
(2) (3) (4) (5) (6)
09/20 17:35:18 0.0.0.0:50091 192.168.0.2:50091 UDP 0
09/20 17:35:20 0.0.0.0:50090 192.168.0.2:5090 UDP 0
09/20 17:35:22 0.0.0.0:5060 192.168. 0. :5060 UDP 0
#
1)
2)
3)
4)
5) (TCP UDP)
6) ¢ )
7)
38 UPnRP 537
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38. 2 UPNP

38.2.1 clear upnp statistics

[ ]

UPNnP
[ ]

[si - RE[BO - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|4DiB- R2|4DiC R2/4iD R1j8 0B
[ ]

clear upnp statistics

[ ]
( )
( )
[ ]
UPnP
[ ]
# clear upnp statistics
#
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2 clear upnp portmapping

UPNnP

]

[si

- R§[B0 - R5|10iB- RB[BO - R3|{DiB- R2|qDiB- R2|4iB- R2|4Dic R2|4iD R1|8 0B

]

clear upnp portmapping

UPnP

#
#

UPnP UPnP

]

clear upnp portmapping

38 UPnNnP
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39.
39.

1
1.1 show policy-group
]
]
[si - RE[BO - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|4DiB- R2|4DiC R2/4iD R1j8 0B
]
show policy-group [policy <policy-group_number >]
]
<policy-group_number >
10
0 999 Si -R570 Si-R5708B
0 499 Si -R370 Si-R3708B
0 99 Si -R260B Si-R240B Si-R220C Si-R220D
0 49 Si-R1808B
]
( /
(
]
]
policy-group
]
# show policy-group
group_number out _interface status since
[ 0] Il anoO up Jun 26 10:
(1) (2) (4) (5)
[ 1] | an2 watch failed Feb 11 11
[ 3] rmt5 inactive -
[ 4] |l anb force-down Jun 22 20:
# show policy-group policy 3
group_number out _interface status since
[ 3] rmt5 inactive -
# show policy-group policy 5
#
1)
2)

39
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3) nexthop(Il Pv4)
4)
up

force-down
watch failed
inactive
down

5)

status
status inactive down
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40 .

40 .

1 SSH

1.1 show ssh server Kkey

SSH

]

[si - RE[B0O - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|42iB- R2|4DiC R2/4iD R1j8 0B

]

show ssh server key {dsa}rsa}

dsa
SSH DSA
rsa
SSH RSA
]
( / )
( )
]
SSH
SSH 2(SSH2)
SSH DSA RS A
ssh sftp
]
serverinfo ssh serverinfo sftp SSH
SSH
]
DSA
# show ssh server key dsa
ssh-dss AzaCJB5CpVUXI 1LXj zNVolkt/ LHGhWI Ol eJQDj 11t GeeAAAFKoNj M
i 8JWt Zhr gl dt xVVmBAI|I AB3Nc3MAAAAAkgFaOnu7HMPdQAAAI Ad4s| wVzNf TpxN
Qx1gJHr Dj ybKeBMmpnJ/ Rt GTJfvZW5T/ abDc/ aoB7PdF+appeXx9U8FsQF+EaM
P31 K2u3XAEo0AzLaOJQCo6Vj oDQh15Yl zKFo2AVaK4l CeS3q819g8A4+jttJOoDt
rYvucQoOqgq+Bdl gaCMDuagmJQAot GvZvZQ/ RMTSh6pMh+z9DdB1DLnPNXxEYt61S

Vk+rjgz29Iln2V7ai 4yuOf | hNL61ybOrrfoZ9YQW4P9rJuDxhvn2xvzZQ/ RMTSh
6 WI wWA9ml zAst/ YBxbb9JcO7uPVhN8M624g8y KsQaMClI WLAAAWOO+ZkaqgccWLY
xPksjfC+N7022akmykT8V6i Mh4+7i Al BIJYE6pWpsQUS5nFP9r JuDx5R/ QV4Ql 7
96 VvNtgwv/ hSseRFjyqgqr Gx KewMb11FNj zWSAUyzW0p+GLR/ mgBCFav MRI 4t ox E

UDNRpGpFdw== root @ ocal host --- (1)
#

1) DSA

RSA
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# show ssh server key rsa

ssh-rsa AA94UAATdAdVf YAAxsAAr x3AAl F7TQAsTsTwAEeKogAFAI NoAAOOAAAA]j ¢
AAD3Cl1yc2EAAAABI wWAAAHs MXKAAB+shGQAHDmMI ABBSpj AARVYAAERAAJZ/ | AAA/
0OAB9QAB+2kSY6AAUAYygACVAAB3NzaA7wt AAJ/ k AADRQgABWMQAThHAAUt Oy SgATE

JMBAAX4= root @ ocal host - - - (1)
#
1) RSA
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41.1 AAA
41.1.1 show aaa radius client server-info
[ ]
RADI US
[ ]
[si - RE[B0O - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|4DiB- R2|4DiC R2/4DiD R1j8 0B
[ ]
show aaa radius client server-info [group <group_id>]
[ ]
AAA
group <group_id>
[ ]
( / )
( )
[ ]
RADI US
[ ]
# show aaa radius client server-info group O
[ aaa group 0]
Type No. Server Address Port Pri
(1) (2) (3) (4) (5)
Aut h 0 192.168.0.101 1812 10
Aut h 1 192.168.0.100 1812 20
Acct 0 192.168.0.100 1813 0
1)
Aut h
Acct
2)
3) I P
4)
5)
6)
alive
dead
7)
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41 .

2 MAC

show aaa

MAC

]

ma C

col |

ect

status

[si - RE[B0O - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|4DiB- R2|4DiC R2/4DiD R1j8 0B

]

show aaa mac coll ect status
[ ]
[ ]
( / )
( )
[ |
MA C
[ ]
# show aaa mac coll ect status
Target AAA Group 0
Status RUNNI NG
Listed 3 / 1000
Mar ked 2
Last Change Ti me Oct 13 11:14:28 2006
1) AAA
( ) MA C NONE
2) MAC
RUNNI NG
( )
STOPPED
( )
3) MAC
4) MA C
5) MA C
41 AAA
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2. 2 show aaa mac coll ect | i st

MA C
]
[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|80B
]
show aaa mac collect Iist [{marked|unmarked}]
|
MA C
mar ked
aaact | mac coll ect mar k MA C
unmarked
aaact | mac coll ect mar k MAC
]
( / )
( )
]
MA C
]
# show aaa mac collect |ist
ListNo. Mar ked MAC Addr ess User | D Ti mes
(1) (2) (3) (4) (5)
1 ks 00: 00: 0e:13:4d:c5 00000el134dch5 1
2 * 00:16:d3:20:87: 21 0016d3208721 2
3 00:16:d3:d1:77:14 0016d3d17714 1
3/100 Entries Listed, 2 Entries Marked
1) MA C
2)
*
3) MA C
4) MA C I D
5)
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2.3 clear aaa mac coll ect | i st

MA C
]
[si - Rb[BO - R5|12iB- RB[BO - R3|1DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|80B
]
clear aaa mac collect |ist
]
MA C
]
( )
( )
]
MA C
]
# cl ear aaa mac collect |ist

#
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4 2

[ ] <group_number >( )
(10 )
0 39 Si -R570 Si-R570B Si-R370 Si-R370B Si
Si -R180
[ <node_number >( )
(10 )
0 39 Si R570 Si-R570B Si-R370 Si-R370B Si
Si R180
MAC
[ <set _num>( MAC
MA C (10 )
0 19 Si -R570 Si-R570B Si-R370 Si-R370B Si
Si -R180
LAN
[ <number > ( LAN
LAN (10 )
0 19 Si R570 Si-R570B Si-R370 Si-R370B Si
Si -R180

-R260B S

-R260B S

-R260B S

-R260B S
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1.1 show nodemanager group

]
]
[si - RE[B0O - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|49iB- R2|4DiC R2/4iD R1j8 0B
]
show nodemanager group
]
]
( / )
( )
]
]
# show nodemanager group
Group Node
(1) (2)
O0: GroupA 1
1: GroupB 3
#
1)
2)
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1.2 show nodemanager node

]

[si - Rb[BO - R5|12iB- RB[BO - R3|1DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|80B

]

show nodemanager node [node <node_number >]

]

<node_number >

10
]
( / )
( )
]
]

# show nodemanager node O

Node Name : APO1[ 0]

Group Name GroupA[ 0]

I P Address 192.168.1. 2

Port Number 23

Node Type WL AN

Admi ni strator Name nodemgr

Password acedafe(encrypted)

Scan FIl ag enabl ed

STA I nformation FIl ag enabl ed

Nei ghbor AP_02[ 1] GroupA[ 0]
(10) (11)
AP_03[ 2] GroupA[ 0]
AP_04[ 3] GroupA[ 0]
AP_05[ 4] GroupA[ 0]

Node Status running

LAN Status active

Firm Version V0O2.00 NYOOO1

Config Update July 30 09:30: 00 2009

Status Update July 30 12:00:10 2009

[ WLAN#1]

TYPE : AP

MA C : 00:00:0e:f5:43:d1

WLAN Status : active

RSSI : 53 / AP_02[1] GroupA[ O]
(20) (21) (22)

MODE 11g/n Channel:1,5 STA: 3
(23) (24) (25)

SSI D Si -R_WLAN_APO1_00_01 wpa-psk aes
(26) (27) (28

[ WLAN#2]

TYPE . AP
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MAC
WLAN St at
RSSI
MODE
SSI D

[ WLAN#3]
TYPE

MA C

WLAN St at
RSS

MODE

SSI D

[ WLAN#4 ]
TYPE

MA C

WLAN St at
RSS

MODE

SSI D

[ WLAN#5 ]
TYPE

MA C

WLAN St at
RSS

MODE

SSI D

[ WLAN#6 ]
TYPE

MA C

WLAN St at
RSS

MODE

SSI D

[ WLAN#7]
TYPE

MA C

WLAN St at
RSS

MODE

SSI D

[ WLAN#8]
TYPE

MA C

WLAN St at
RSS

MODE

SSI D

[ WLAN#9]
TYPE

MA C

WLAN St at
RSS

MODE

SSI D

[ WLAN#10]
TYPE

MA C

WLAN St at
RSS

MODE

SSI D

[ WLAN#11]

00: 00: 0e: fb5:43:

active

54 |/ AP_02][ 1]
11g/ n Channel
Si -R_WLAN_ APO1

AP

00: 00: 0e: f5:43:

active

48 | AP_02] 1]
11g/ n Channel
Si -R_WLAN_ APO1

AP

00: 00: 0e: f5:43:

active

38 / AP_02][ 1]
11g/ n Channel
Si -R_WLAN_ APO1

unknown

unknown

unknown

unknown

AP

00: 00: 0e: f5:43:

active
52 / AP_02][ 1]
l11a Channel : 40

Si -R_WLAN_APO1_

AP

00: 00: 0e: f5:43:

active
44 | AP_02] 1]
l11a Channel : 40

Si -R_WLAN_APO1_

_0

_0

0

d2
G

_02

d3
G

03

da
G

_04

roupA[ 0]
5 STA: 3
1

wpa aes

roupA[ 0]
5 STA: 3
1

wpa aes

roupA[ 0]
5 STA: 3
1

wpa aes

GroupA[ 0]

wpal/ wpa2-psk

GroupA[ 0]

do
STA: 5
01_09
da
STA: 5
01 _10

wpaz2 auto
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TYPE

MAC

WLAN St at
RSSI

MODE

SSI D

[ WLAN#12]
TYPE

MA C

WLAN St at
RSS

MOD E
SSI D

[ WLAN#13]
TYPE

MA C

WLAN St at
RSS

MOD E
SSI D

[ WLAN#14]
TYPE

MA C

WLAN St at
RSS

MOD E
SSI D

[ WLAN#15]
TYPE

MA C

WLAN St at
RSS

MOD E
SSI D

[ WLAN#16]
TYPE

MA C

WLAN St at
RSS

MOD E
SSI D

#
1)
2)
3) 1P
4)
5)
WL AN

6)
7)

8)

di sabl

enabl ed

LAN

AP

00: 00: 0e: f5:43:

active
49 / AP_02][ 1]
11a Channel : 40

Si-R_WLAN_APO1_

AP

00: 00: 0e: f5:43:

active
58 / AP_02][ 1]
11a Channel : 40

Si-R_WLAN_APO1_

AP

00: 00: 0e: f5:43:

active
53 / AP_02][ 1]
11a Channel : 40

Si-R_WLAN_APO1_

AP

00: 00: 0e: f5:43:

active
49 / AP_02][ 1]
11a Channel : 40

Si -R_WLAN_APO1_

AP

00: 00: 0e: f5:43:

active
31 / AP_02][ 1]
11a Channel : 40

Si -R_WLAN_APO1_

AP

00: 00: 0e: f5:43:

active
58 / AP_02][ 1]
11a Channel : 40

Si -R_WLAN_APO1_

db

GroupAJ[ 0]
STA: 5
01 11 wpa?z2

dc

GroupA[ 0]
STA: 5
01 12 wpa?z2

dd

GroupAJ[ 0]
STA: 5
01 13 wpa?z

de

GroupAJ[ 0]
STA: 5
01 14 wpa?z2

df

GroupAJ[ 0]
STA: 5
01 15 wpa?z2

e0

GroupAJ[ 0]
STA: 5
01 16 wpa?z2

tkip

aut o

aut o

aes

aes

aes
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9)
L AN
di sabl ed
LAN
enabl ed
LAN
10) [ ]
11) [
12)
L AN
running

stop
failure
unknown

13) LAN
active

active?
inactive
unknown

14)
15)
L AN
16)
L AN
17) LAN
AP
LAN
SCANONLY
WD S
: WD S
unknown

18) LAN AP
18) MAC
19) LAN

active

active?

inactive

4 2

556



unknown

20) RSSI

0
RSSI
dBm
dBm
(RSSI ) - SR- M20AP2 SR- M2pDAP1
21) LAN RSSI LAN
22) LAN
23)
11b
| EEE802. 11b
11b/ g
| EEE802. 11b/ g
11b/ g/ n
| EEE802. 11b/ g/ n
11¢g
| EEE802. 11¢g
11g/n
| EEE802. 119/ n
11a
| EEE802. 11a
11a/n
| EEE802. 11a/n
24)
| EEE802. 11n 2
25) LAN
L AN LAN
LAN
26) SSI D
27)
LAN
42
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open
| EEE802. 11
shared
| EEE802. 11
wp a
: WP A | EEE802. 1X
wpa-psk
: WP A ( PSK)
wpa?2
WP A 2 | EEE802. 1X
wpa2-psk
WP A 2 ( PSK)
wpa/ wpa?2
WP A WP A 2 | EEE802. 1X
wpa/ wpa2-psk
WP A WP A 2 ( PSK)
28)
LAN

tkip

TKI P
aes

AES( CCMP)
auto

TKI P AES
wep64
: WE P (64bit)
wepl28
: WE P (128bit)
wepl52
: WE P (152bit)
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42.1. 3 show nodemanager update wlan fil
[ ]
MA C
[ ]
[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|8 0B
[ ]
show nodemanager update wlan filterset <set_num>
[ ]
<set_num>
MAC
MAC
[ ]
(
[ ]
MAC
[ ]
# show nodemanager update wlan filterset 0
No. MAC Address Action Description
(1) (2) (3) (4)
0O 00:00:0e:f5:43:d1 pass GroupA/ AP_A01/ STATI ON_001
1 00:00:0e:f5:43:d2 pass GroupA/ AP_AO01/ STATI ON_002
2 00:00:0e:f5:43:d5 pass GroupA/ AP_A02/ STATI ON_031
30 any reject GroupA/ AP_A02/ STATI ON_0O04
#
1) MAC
2) LAN MA C
MAC
MAC
any
: MA C
3)
MAC
pass
reject
4)
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42.1. 4 show nodemanager node brief
[ ]
[ ]
[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|8 0B
[ ]
show nodemanager node brief [node <node_number >]
[ ]
<node_number >
10
[ ]
( / )
( )
[ ]
[ ]
# show nodemanager node brief
Node Group Type Scan | P Address
(1) (2) (3) (4) (5)
0: AP_AO01 O0: GroupA WLAN enabl ed 192.168.10.10
1: AP_AO02 O0: GroupA WLAN di sabled 192.168.10. 11
2: AP_AO03 0: GroupA WLAN disabled 192.168.10. 12
#
1)
2)
3)
WL AN
: LAN
4)
di sabl ed
enabl ed
5) I P
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u

[ <number >]

42.1.5 show nodemanager | ogging wlan scan
[ ]
LAN
[ ]
[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|8 0B
[ ]
show nodemanager | ogging wlan scan unmanaged
[ ]
LAN
<number >
LAN
LAN 10
[ ]
( / )
( )
[ ]
LAN
[ ]
# show nodemanager | ogging wlan scan unmanaged
WL AN Name : UMAP_01[ 0]
MA C 00: 00: 0e:f5:43:d8
MODE 11b/ g
CHANNEL 11
RSSI 43 | AP _01[0] GroupA[ O]
(5) (6) (7)
0 / AP_02[1] GroupBJ[ 1]
54 / AP_03[2] GroupCJ[ 2]
16 /| AP_04[3] GroupDJ[ 3]
STATE found
FOUND TI ME 2009/ 05/15 15:25: 20
LOST TI ME
SSI D APaa_aa
WL AN Name UMAP_02[ 1]
MA C 00: 00: 0e:fb5:43:c1
MODE 11a
CHANNEL 52
RSSI 58 /| AP_01[0] GroupA[ O]
0 / AP_02[ 1] GroupB[ 1]
45 | AP _03[2] GroupC[ 2]
12 / AP_04[ 3] GroupDJ[ 3]
STATE | ost
FOUND TI ME 2009/05/15 14:10: 20
LOST TI ME 2009/ 05/15 16:13:14
SSI D APbb _bhb
#
1) LAN [ LAN |
2) MAC
3)
42
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11b

| EEE802.11b
11b/ g
| EEE802. 11b 119
11b/ g/ n
| EEE802. 11b, 11g9g 11n
11g
| EEE802.11¢g
11g/n
| EEE802. 11¢g 11n
11a
| EEE802. 11a
11a/n
| EEE802. 11a 11n
4)
| EEE802. 11n 2
5) RSS
RSSI
dBm
dBm
(RSSI ) - |$R- M20AP2 SR- M2DAP1
6) L AN RSSI L AN
7) LAN [
8)
L AN
found
: LAN
|l ost
: LAN
9) LAN
10) LAN
11) SSI D
42
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|l ogging wlan scan

nodemanager

1. 6 show

4 2 .

R3|{0iB- R2|qDiB- R2|49iB- R2|4Dic R2|4iD R1/8 0B

R5|12iB- RB[BO -

- R§[BO -

[si

l ogging wlan scan

nodemanager

show

RSSI

LAN

— —_ o

—_—— —
oN oo
- ™M — O
oo o <

o o
<< <
OO0 O
== =2
— N — O
T T T T
mm  mm
A R

0 o 0 o

Y— e Y— e

scan
00: Oe:
00: Oe:
0: 0e:
0:0e

wl an

I NACTV 00:

START

START
ACTI VE 00

ACTI VE 00
ACTI VE 00

Lol
~Oo NN
N O <

|l ogging

152
56

< W0 O oo
MmMMmMMMmom
NANANNNN
L B B B |

D WLWwLWwLWwLWw
L B B B B B |

odemanager

C o~ o~ — -~ - -

TolTo MToNToMToMTe}
Soooooo
O — — — — - —
CO0O0 00O
noooooo

oOooooo

HFANNNNNNNNNNNNN H

— N

o o

—

_01[0]

: 4 d -
:43:dl1 MG AP_01
43:d7 UK -

:45: al ST AP
45: a1l ST AP

I NACTV 00:

ACTI VE 00
DER_R

112
===>
MO ANMS O LW LW
AN AN MM
oo OO oo
(SIS RSP IS MRS SN
ANANANNNNN
e i R B B B |
D WOLWLWwLWwLWwLWw
L B B B B |
——— — — — —
D WLWwLwLwLww
OO O0OO0OO0OOoOo
~—— — — —~
(2l 2l lNe eI el e))

OO O0OO0OO0OOoOOo
OO O0OO0OO0OOoOOo

LAN
LAN
LAN
LAN
LAN

NN~ AN~ A~~~
I N M I O © ™~ 0 O

LAN RSSI

LAN

10)
11)

RSSI

LAN

10)

563
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12)

13)

2009/ 05/ 15 12:34:56 L_ACTIVE 00:00:0e:f5:43:d1 MG AP_01[ 0]
(1) (2) (3) (4) (5) (6)
2009/ 05/15 12:35:57 L_INACTV 00:00:0e:f5:43:d2 MG AP_03[ 2]
2009/ 05/ 15 12:36:12 W_ACTIVE 00:00:0e:f5:43:d1 MG AP_01[ 0]

2009/05/15 12:36:42 W_ACTIVE 00:00:0e:f5:43:d8 UM UM_AP_01]
(8)
2009/05/15 12:37:13 W_ACTIVE 00:00:0e:f5:43:d7 UK - 13
(9)
2009/05/15 12:37:14 UNDER_R 00: 00:0e:f5:45: a1 ST AP_01[ 0] 2
1

(
2009/05/15 12:38:22 W_I|INACTV 00:00:0e:f5:43:d1 MG AP_01[ 0]

2009/05/15 12:39:43 W_INACTV 00:00:0e:f5:43:d7 UK (e
(9)

1)

2)

3)

L_START
L_STOP
W_START
W_STOP
L_ACTIVE
L_INACTV
W_ACTIVE
W_INACTV

OVER_R
RSSI
UNDER_R
RSSI
4) LAN MA C
5) LAN
LAN
MG
: LAN
UM
: LAN
UK
: L AN
ST
: L AN
6) LAN [ ]
LAN LAN
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7)

8) LAN
LAN
9)
LAN
10) RSSI
RSSI

LAN
LAN

LAN

LAN
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1.7 show nodemanager | ogging wlan scan man

LAN
]
[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|80B
]
show nodemanager |1 ogging wlan scan managed brief
]
]
( / )
( )
]
LAN
]
# show nodemanager | ogging wlan scan managed brief
Node Gr LAN WLAN STATUS | P Address
act act? inact unknown
(1) (2) (3) (4) (5) (6) (7) (8)
0: AP_AO01 1 active 3 4 9 0 192.168.10.11
1: AP_AO02 1 active 0 0 0 16 192.168.10.12
2: AP_AO03 1 active 0 16 0 0 192.168.10. 13
3: AP_AO04 1 active 2 0 14 0 192.168.10. 14
#
1) LAN
2)
3) LAN
active
active?
inactive
unknown
4) LAN
5) LAN
6) LAN
7) LAN
8) I P
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4 2 .

1.8 show nodemanager | ogging wlan scan man
]
LAN
]
[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|8 0B
]
show nodemanager |l ogging wlan scan managed [{node <node_|
]
<node_number >
10
<group_number >
10
inactive
]
( )
( )
]
LAN inactive
LAN
]
# show nodemanager | ogging wlan scan managed node O
WLAN Name : APO01[ 0]
Group Name GroupA[ 0]
I P Address 192.168. 1. 2
LAN Status active
[ WLAN#1]
TYPE AP
MA C : 00:00:0e:f5:43:d1
WLAN Status : active
RSSI 53 AP_02[ 1] GroupA[ 0]
(8) (9) (10)
MOD E : 11g/ n Channel : 1,5 STA: 3
(11) (12) (13)
SSI D Si -R_WLAN_APO1_00_01 wpa-psk aes
(14) (15) (16)
[ WLAN# 2]
TYPE AP
MA C 00: 00: 0e: f5:43:d2
WLAN Status active
RSSI 54 / AP_02[1] GroupA[ O]
MOD E 11g/ n Channel : 1,5 STA: 3
SSI D Si-R_WLAN_APO1 _01_02 wpa-psk aes
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[ WLAN# 3]
TYPE

MAC

WLAN St at
RSS

MOD E

SSI D

[ WLAN#4 ]
TYPE

MA C

WLAN St at
RSS

MOD E

SSI D

[ WLAN#5 ]
TYPE

MA C

WLAN St at
RSS

MOD E

SSI D

[ WLAN#6 ]
TYPE

MA C

WLAN St at
RSS

MOD E

SSI D

[ WLAN#7 ]
TYPE

MA C

WLAN St at
RSS

MOD E

SSI D

[ WLAN# 8]
TYPE

MA C

WLAN St at
RSS

MOD E

SSI D

[ WLAN#9]
TYPE

MA C

WLAN St at
RSS

MOD E

SSI D

[ WLAN#10]
TYPE

MA C

WLAN St at
RSS

MOD E

SSI D

[ WLAN#11]
TYPE

MA C

WLAN St at
RSS

MOD E

AP

00: 00: 0e: f5:43:
active

68 / AP_02] 1]
11g/ n Channel : 1
Si - R_WLAN_APO1 _

AP

00: 00: 0e: f5:43:
active

38 / AP_02][ 1]
11g/n Channel : 1
Si - R_WLAN_APO1 _

unknown

unknown

unknown

unknown

AP

00: 00: 0e: f5:43:
active

52 / AP_02][ 1]
11a Channel : 40
Si - R_WLAN_APO1 _

AP

00: 00: 0e: f5:43:
active

44 | AP_02][ 1]
11a Channel : 40
Si - R_WLAN_APO1 _

AP

00: 00: 0e: f5:43:
active

29 / AP_02][ 1]
11a Channel : 40

d3
GroupAJ[ 0]
, 5 STA: 3

01 _03 wpa-psk aes

d4

GroupAJ[ 0]
.- STA: 3
01 _04 wpa aes

do
GroupAJ[ 0]

STA: 5
01 _09 wpa/wpa2-psk aes

da
GroupAJ[ 0]

STA: 5
01 10 wpa2 auto

db

GroupAJ[ 0]
STA: 5
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SSI D

[ WLAN#12]
TYPE

MA C

WLAN St atu
RS S

MODE

SSI D

[ WLAN#1 3]
TYPE

MA C

WLAN St atu
RS S

MODE

SSI D

[ WLAN#14]
TYPE

MA C

WLAN Statu
RS S

MODE

SSI D

[ WLAN#15]
TYPE

MA C

WLAN St atu
RS S

MODE

SSI D

[ WLAN#16]
TYPE

MA C

WLAN St atu
RS S

MODE

SSI D

#
1) LAN
2) [

3) I P

4) L AN
active
active?
inactiyv

unknown

5) LAN
AP

LAN
SCANONLY

WD S
WD S

Si -R_WLAN_APO1_

AP

00: 00: 0e: f5:43:

active
58 / AP_02][ 1]
l11a Channel : 40

Si -R_WLAN_APO1_

AP

00: 00: 0e: f5:43:

active
43 |/ AP_02][ 1]
11a Channel : 40

Si -R_WLAN_APO1_

AP

00: 00: 0e: f5:43:

active
59 / AP_02][ 1]
l11a Channel : 40

Si -R_WLAN_APO1_

AP

00: 00: 0e: f5:43:

active
31 / AP_02][ 1]
l11a Channel : 40

Si -R_WLAN_APO1_

AP

00: 00: 0e: f5:43:

active
48 |/ AP_02][ 1]
l11a Channel : 40

Si -R_WLAN_APO1_

01 _ 11 wpa?z2

dc

GroupA[ 0]
STA: 5
01 _12 wpa?z2

dd

GroupA[ 0]
STA: 5
01 _ 13 wpa?z2

de

GroupA[ 0]
STA: 5
01 _14 wpa?z2

df

GroupA[ 0]
STA: 5
01 _15 wpa?z2

e0

GroupA[ 0]
STA: 5
01 _16 wpa?z2

tkip

aut o

aut o
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unknown

6) L AN AP
6) MAC
7) L AN

active

active?

inactive

unknown

8) RSSI

0
RSSI
dBm
dBm
(RSSI ) - |$R- M20AP2 SR- M2DAP1
9) LAN RSSI LAN [
10) LAN [ 1
11)
11b
| EEE802. 11b
11b/ g
| EEE802. 11b 119
11b/ g/ n
| EEE802. 11b, 119 11n
11g
| EEE802. 11¢g
11g/n
| EEE802. 11¢g 11n
l11la
| EEE802. 11a
lla/n
| EEE802. 11a 11n
12)
| EEE802. 11n 2 2
13) LAN
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LAN LAN

LAN
14) SSI D
15)

LAN

open
|l EEE802. 11
shared
| EEE802. 11
wp a
: WP A | EEE802. 1X
wpa-psk
. WPA ( PSK)
wpa?2
WP A 2 | EEE802. 1X
wpa2-psk
WP A2 ( PSK)
wpal/ wpa?2
WP A WP A 2 | EEE802. 1X
wpa/ wpa2-psk
WP A WP A2 ( PSK)
16)
L AN

tkip

TKI P
aes

AES( CCMP)
auto

TKI P AES
wepe64
: WE P (64bit)
wepl28
: WE P (128bi t)
wep1l52
: WE P (152bit)
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4 2 .

1.9 show nodemanager | ogging
]
LAN
]
[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|8 0B
]
show nodemanager |l ogging wlan scan unknown
]
LAN
<mac >
MAC
LAN MAC
]
( / )
( )
]
LAN
]
# show nodemanager wlan scan | og unknown
MAC : 00:90:cc:c6:d3:81
MODE 11b/ g
CHANNEL 13
RSSI 33 /| AP_01[0] GroupA[ O]
(4) (5) (6)
0 / AP_02[1] GroupB[ 1]
54 | AP_03[2] GroupCJ[ 2]
16 / AP_04[ 3] GroupD[ 3]
STATE found
FOUND TI ME 2009/05/15 13:37:20
LOST TI ME
SSI D APOO_O0O
MA C 00: 90: cc:c6:d3: 82
MODE 11b/ g
CHANNEL 12
RSSI 28 /| AP_01[0] GroupA[ 1]
0 / AP_02[ 1] GroupB[ 2]
45 | AP _03[2] GroupCJ[ 3]
12 /| AP _04[3] GroupDJ[ 4]
STATE | ost
FOUND TI ME 2009/05/15 12:12:20
LOST TI ME 2009/ 05/15 15: 00: 05
SSI D AP11 01
#
1) MAC
2)
11b
| EEE802.11b

w |

an scan

[ <mac>]
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11b/ g

| EEE802.11b 119
11b/ g/ n
| EEE802. 11b, 11g¢g 11n
11g
| EEE802.11¢g
11g/n
|l EEE802. 11¢g 11n
11a
| EEE802. 11a
l1l1la/n
| EEE802. 11a 11n
3)
| EEE802. 11n 2
4) RSSI
0
RSSI
dBm
dBm
(RSSI ) - SR- M20AP2 SR- M2pDAP1
5) LAN RSSI LAN
6) LAN [
7)
LAN
found
: LAN
l ost
: LAN
8) LAN
9) LAN
10) SSI D
42
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42.1.10 show nodemanager | ogging wlan sta

LAN LAN

[ ]

[si - Rb[BO - R5|12iB- R[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|80B

[ ]

show nodemanager |l ogging wlan sta [{node <node_number >) gl
show nodemanager |l ogging wlan sta mac <mac>[{node <node_|
show nodemanager | ogging wlan sta detail[{node <node_numl
[ ]
LAN MAC
ma c
<mac >
MAC
LAN MA C
XX XX XX XX XX XX(xX 2 16 )
det ai l
LAN

node <node_number >} group <group_number >

LAN
<node_number >

10
<group_number >

10
[ ]
( / )
( )
[ ]
LAN
LAN
node <node_number > LAN
group <group_number >
[ ]
‘Unable to get STA Information from node: <number >.
<number > LAN
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]
# show nodemanager | ogging wlan sta
[node: 0]
---(1)-- -
[ wl an 1]
Mo d e : 11g/n Channel 1 Total: 1 stations(11b:0 11g:0 11g/n:1 11la 11al
(2) (3) (4)
MAC Address Al D Mode Rate RSSI Security AUTH VI D DL E
(5) (6) (7) (8) (9) (10) (11) (12) 13)
00: 16:e3:00:00:01 1 11g/n 65 57 WPA-PSK(AES) o k 10 10
[ wl an 9]
Mo d e : l1la Channel 36 Total: 2 stations(11b:0 119g:0 119g/n:0 11a: l1lal/
MAC Address Al D Mode Rate RSSI Security AUTH VI D I DLE
00: 16:e3:00:00:02 2 11a 48M 57 WPA-PSK(AES) - - 0
00: 16:e3:00:00: 03 3 11a 48M 57 WPA2-PSK(TKI P) o k 300 0
Tot al 3 stati ns(11b:0 119g:0 119g/n:1 11a:2 11al/n:0) -
# show nodemanager | ogging wlan sta mac 00:16:e3:00:00:083
[node: 0]
[ wl an 1]
Mo d e : 11g/n Channel: 1 Tot al 0 stations(11b:0 11g:0 11g/n:1 11la: 11al
MAC Address Al D Mode Rate RSSI Security AUTH VI D DL E
[ wl an 9]
Mo d e l1la Channel 36 Total: 1 stations(11b:0 11g:0 11g/n:0 11la: l1lal/
MAC Address Al D Mode Rate RSSI Security AUTH VI D DL E
00: 16:e3:00:00: 03 3 11a 48M 57 WPA2-PSK(TKI P) o k 300 0
Tot al 1 stati ns(11b:0 119g:0 119g/n:1 11a:2 11al/n:0) -
# show nodemanager | ogging wlan sta detail
[node: 0]
[ wl an 1]
Mo d e : 11g/n Channel: 1 Total: 1 stations(11b:0 11g:0 11g/n:1 11la: 11al
1. MAC addres : 00:16:e3:00:00:01
Since Feb 24 10:33:17 2009 - -
Al D 1
Mo d e 11g/n
Rat e 65M
RSSI 57
TXSEQ 0/ o/ 0/ o/ 0/ o/ 0/ O - -
RXSEQ 10/102/73/105/75/106/62/ 63 - -
CAPS ESS - -
PRI VACY
SHORT_PREAMBLE
ERP - - -
Security WPA- PSK( AES)
AUTH o k
VI D 10
| DL E 10
PS 10/50
WMM yes
BW 20
WP A yes - -
WP A 2 yes - -
I P Address 192.168.100.100
MI MO- P S static - -
HT- CAPS SHORT_GI (20MHz) - -
SHORT_GI (40MHz)
HT_DELAYED_BLOCKACK
AMSDU_LENGTH(7935)
AMPDU_SPACE(1lus)
Supported- MCS 0,1,2,3,4,5,6,7,8,9,10,11,12,13,14,15 - -
CoExi stence update Feb 24 10:33:17 2009 - -
none
#
1)
2) LAN
11b
| EEE802. 11b
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| EEE802.11b/ g

11b/ g/ n

| EEE802.11b/ g/ n

11g

| EEE802.11¢g

11g/n

| EEE802. 11g/ n

11a

| EEE802. 11a

l11a/n

| EEE802. 11a/n
3) LAN LAN

| EEE802. 11n 2
4) LAN ( LAN )
5) L AN MA C
6) I D
7) LAN

11b

| EEE802. 11b

119

| EEE802. 11¢g

11a

| EEE802. 11a

11g/n

| EEE802.119g/n(2. 4GHz )

11a/n

| EEE802. 11a/ n(5GHz
8) (bps)
9)

dBm
d Bm

(RSSI ) - |$R- M20AP2 SR- M2

10)

11b/ g

DAP1

WPA WPA2

OPEN |l EEE802. 11

SHARED EEE802. 11

none

WEPG64|WEP 64-bit(40-bit)
WEP12B8VEP 128-bit(104-bit)

WPA WPA2

4 2
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WP A WP A | EEE802. 1X

WP A- PSP A ( PSK)
WPA2 |WPA2 | EEE802. 1X
WP A 2 - PASPKA 2 ( PSK)

TKI P |[TKI P
AES AES

11)
12) VI D

VLAN | D
13)
14)

( )

active
15) WMM
16)

LAN
17) LAN I P
LAN I P

18) LAN ( LAN
19)
20)

WMM TI D ( 0 7)
21)

WMM TID ( 0 7)
22) Capability Information field

ESS

I BSS

CF_POLLABLE
CF_POLLREQ

PRI VACY
SHORT_PREAMBLE
PBCC

CHANNEL _AGILITY
SHORT_SLOTTI ME
RSN
DSSS_OFDM
23) ERP information EIl ement
NonERP Present
Use Protection
Barker Preamble Mode
24) WPA
25) WPA2
26) MI MO Power Save
di sabl e

(119, 11b/ g)

4 2
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27

28
29

static

dynamic

) LAN HT Capability

CHANNEL _WI DTH(40)
20/ 40MHz
HT_GREENFI ELD

SHORT_GI (20MHz)

20MHz

SHORT_GI (40MHz)

40MHz
HT_DELAYED_BLOCKACK
HT Del ayed Bl ock Ack
AMSDU_LENGTH(7935)

A- MSDU 7935
AMPDU_SPACE(1/ 4us)
A- MPDU 250
AMPDU_SPACE(1/ 2us)
A- MPDU 500
AMPDU_SPACE(1us)

A- MPDU 1000
AMPDU_SPACE(2us)

A- MPDU 2000
AMPDU_SPACE(4us)

A- MPDU 4000
AMPDU_SPACE(8us)

A- MPDU 8000
AMPDU_SPACE(16us)

A- MPDU 16000
) LAN HT Capability
) 20/ 40MHzBSS

updat e

none

40MHz I ntolerant
40 MHz

20MHz BSS Request
20MHz BSS
Intolerant channel
20/ 40MHz BSS

El ement

El ement

20/ 40MHzBSS

Supported

4 2
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™ O OO O

42.1.11 show nodemanager | ogging wlan sta Ss
[ ]
LAN RSSI /
[ ]
[si - Rb[BO - R5|12iB- R[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|80B
[ ]
show nodemanager |1 ogging wlan sta rssi [{node <node_numb
[ ]
LAN
<node_number >
10
<group_number >
10
[ ]
( / )
( )
[ ]
L AN RSSI RRSI
LAN
group <group_number >
node <node_number > LAN
RSSI (dBm)
dBm = (RSSI ) - 95
[ ]
LAN RSSI / LAN enabl e
[ ]
# show nodemanager | ogging wlan sta rssi
Node Grp MAX MAC WLAN MI N MAC
(1) (2) (3) (4) (5) 6) (7)
0: AP_AO01 0 55 00:00:0e:f5:43:c1l 1 47 00: 00: 0e: f5:43
1: AP_AO02 0 50 00:00: 0e:f5:43:¢ch5 1 40 00: 00: 0e: f5:43
2: AP_AO03 0 55 00:00:0e:f5:43:c¢c9 12 38 00:00: 0e: fb5:43
3: AP_AO014 0 53 00:00:0e:f5:43:cf 9 44 00: 00: 0e: f5:43
#
1) LAN
2)
3) RSSI
LAN RSSI
4) RSSI LAN MA C
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5) RSSI LAN WL A N
6) RSSI
LAN RSSI
7) RSSI LAN MA C
8) RSSI LAN WL A N
4 2
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42.1.12 show nodemanager | ogging wlan reject

L AN

[ ]

[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|8 0B

[ ]

show nodemanager | ogging wlan reject [sta <mac>][{node <
[ ]
<mac >
LAN MAC
<mac >
MAC
LAN MA C
XX XX XX XX XX: xx(Xxx 2 16 )

node <node_number >} group <group_number >

LAN
<node_number >

10
<group_number >

10
[ ]
( / )
( )
[ ]
LAN
L AN
node <node_number > LAN

group <group_number >

[ ]

‘Unable to get STA reject data from node: <number >.

<number >
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# show nodemanager | ogging wlan reject
[node: 0]
=AYy == -
[0001] Mar 02 06:28:40 2009: wlan 1 00O
2 (B) e coccccoos (8)cccvonan () e oo
[0002] Mar 02 06:28:41 2009 wl an 10 O
h shared: wpa
#
1)
2)
3)
4) LAN
5) MAC
6)

REJECT

DEAUTH

(Deauthentication )
DI SASSOC
(Di sassociation )

7)

node O

:16:e3:00:00:
------ (5)------ -(6)--

0:16:e3:00:

02 DEAUTH:

: 03 REJECT:

<al go>

REJEC[unsupported algo=<al go>

<auth_model->

open

shared
SHARED

<aut h_mode2>

open

shared
SHARED

wp a

WP A WP A2
wep off

( )

REJEC[maut h mode mi smatch <aut h_mgqg

del>: <auth_mode2>

REJECBhared key authentication f

SHARED

REJECAP in countermeasures

stat e

TKI P MIC

REJEC[dot 1x authentication

deni ed

| EEE802. 1X

REJECFTetry over in Authent

icatin

GEBE@&Q 2. 1 X

REJEChoOt received PMK informatig

4 2
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REJECMdot 1x VLAN registration failled VLAN
REJEC[over dotlx supplicant | i mit supplicant
DEAUTH eceived |l og-off <state> supplicant
<state> log-off
in Connecting state
in Authenticating state
in Authenticated state
DEAUTH etry over in Connecting stllaEEE802. 1X
DEAUTHWMI C ERROR was detected TKI P MIC 60
DEAUTH annot handshake by retry qver for <state>
<state>
PTK in 2/ 4
PTK (4-way handshake)
PTK in 4/ 4
PTK (4-way handshake) 3
GTK in 2/2
GTK (2-way handshake)
DEAUTHAPOL- Key msg 2/4 mismatch [S3WPA | E
EAPOL- Key
DEAUTH eaut henticated by wlanctl |[commandwl anct )
DEAUTH i nk error or reconfiguratijon
(dot 1xctl)
REJEC[macauth authentication denilMAC
REJEC|mMacauth authentication failMAC
( )
REJEC[T/ack of authentication resqMACeEe (
DEAUTH )
REJEC[macauth reached max ter mi ngMAC
REJEC[imMmacauth reached max failuregMA@r minal s
DEAUTH
REJEC[Macauth VLAN registration flail edVLAN
DEAUTH
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42.1.13 show nodemanager | ogging wlan trace

LAN

[ ]

[si - Rb[B0O - R5|12iB- RB[BO - R3|1DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|8 0B

[ ]

show nodemanager |l ogging wlan trace [sta <mac>][{node <n
[ ]
<mac >
LAN MA C
<mac >
MAC
LAN MA C
XX XX XX XX XX: xx(Xxx 2 16 )

node <node_number >} group <group_number >

LAN
<node_number >

10
<group_number >

10
[ ]
( / )
( )
[ ]
LAN
L AN
node <node_number > LAN

group <group_number >

[ ]

‘Unable to get STA trace data from node: <number >

<number > LAN
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# show nodemanager | ogging wlan
[node: 2]
---(1) - - -
[00O01] Mar 02 06:28: 40 2009: wl a
=(2) o= =occascoc (8)c=cc=205 - (4
dur=0x0101 seq=10
[ 0002] Mar 02 06: 28:41 2009: wl a
dur=0x0101 seq=10 status=0 aid=1
[ 0003] Mar 02 06: 28: 42 2009: wl a
=0x0101 seq=10 category=1 action
#
1)
2)
3)
4) LAN
5) LAN MAC
6)

TX

R X
7)

ASSOC_REQ
Association Request
ASSOC_RESP
Association Response
REASSOC_REQ
Reassociation Request
REASSOC_RESP
Reassociation Response
DI SASSOC

Di sassociation

AUTH

Aut henticati on
DEAUTH

Deaut henticati on
ACTI ON

Acti on

EAP_REQUEST

EAP- Request
EAP_RESPONSE

EAP- Response
EAP_SUCCESS

EAP- Success

EAP_FAI LURE

EAP- Failure
EAPOL_START
EAPOL- St art
EAPOL_LOGOFF
EAPOL-Logof f

trace

I > OS>

node

2

RX ASSOC._
(6) ---(7

TX ASSOC._

RX ACTI OV

4 2
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EAPOL _KEY

EAPOL- Key

EAPOL_ASF_ALERT

EAPOL- Encapsul ated- ASF- Al ert
RAD_ACCS_REQ

RADI US ( AAA) Access-Request

RAD_ACCS_CHAL

RADI US ( AAA) Access-Chall enge

RAD_ACCS_ACCEPT

RADI US ( AAA) Access-Accept

RAD_ACCS_FAIL

RADI US ( AAA) Access-Reject or Accept(NG) or Chall e
RAD_ACCT_REQ

RADI US ( AAA) Accounting Request

8)
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4 3

1.1 show socket

4 3 .

R3|19iB- R2|49iB- R2|49iB- R2]4d0iCc R2|49iD R1j8 0B

R5|19iB- RB[BO -

- RE[BO -

[si

}]

i pve6

socket

show

Pv4/ 1l Pve

Pv 4

i pveé

Pv 6

socket

show
Acti ve

#

servers)

(including

or | Pv 4
Local

f

sockets
Recv-Q Send-Q

Addr ess

Foreign

Addr ess

Proto

(5)

(4)

(3)

(2)

(1)

n o
N O
o ©
— N
—
o o
o o
P~ x x x %x % x % % % ¥ *x % % % *x *x *x % %
- NN
~—l x ¥ x k¥ X X ¥ ¥ ¥k X X ¥ ¥ ¥ ¥ X X ¥ %
o
o N O
o N N O -
© O — © ©
AN © NN
— - -
o o o OO
o o (el eoNe]
O m . 00 00O 0O 0O 0O 0O 0O OO ©O CO 0O O

22

MMM ANONMNNDNSO OO OO OO oooo

Cc

= x x x x vl x x x x kX x ¥ X ¥ ¥ *x *x

[eleolooleoleolololololeolololololololololo]

[eleolooleolelololololeNolololololololololNo]

00 0000000000000 00000O0Q
O OL0OLOLOOLOOLLOLOLTTDTDTDTDTDTDTDTDTDOTTTDT
4= 40 4 4 40w+ D D 303 3 3355 333535 35S
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¥ ¥ ¥ % % kX ¥ X % % % X ¥ %k % %k X X ¥ % %k ¥ ¥ ¥ ¥ kX ¥ X ¥ % % X X ¥ ¥ %k ¥k k ¥ ¥k %k X X ¥ ¥ Xk kX Kk ¥ ¥ kX X ¥ *x ¥ %
* ¥ ¥ X X X ¥ X X X ¥ X X X ¥ X X X ¥ X X X ¥ X X X ¥ X X X ¥ X X X ¥ XX X X ¥ X X X ¥ X X X ¥ X X X ¥ x X X ¥ X
—
(%]
—
(]
>
-
(]
o 0
Le] o N o O o - M N < W0~ VO AMNSON
<t o < MmOMm—Om Mmmmmm ANANNNNNNAN (=]
© N © © © © o, © © © © © © © © © OV OV Oo =
N Te] N N N — 00N NANANNN ANANANNNNNN =
i i i D B B B B | D B B I I | D e B B B B B I | =)
o o o OO oOooo OO ooo OO O0OO0OO0OOoOOoOo (8]
s o 5 - S =
o o o OoOooOooOoom OO0OO0OO0ODO0OO0DO0ODO0OO0OO0ODOOO0OOoO -
O O OOWOVWOVOVOOWOVWOVOVOVOWOVWOVWOVWOOWOWOWOWOOMN~NOOMNOCOMNMNMOMNNMNSNMNSNMNDNSAONDNSNSNSNSLDNSDNSDNSDNSDNNSDNDNSNS X
¥ * * * ¥ * ¥ * ¥ * ¥ * ¥ * ¥ * * * * * * * * * v x x x v™Hx x ™ x x HAAAAAx x A A A A A x A A AAAAAA K >
o
[eeclojololelololololelololololelololololejolololololololololelololololeololololeololooolojojololelololololo]
-
o
y—
(%]
—
[eleolololecelolololeololololololololololoolololololelololololelolojolololololololeNolololololololololelNoloNolNelNe RN
=9
(8]
o
(%]
()
>
0 0000000000000 000000000000000000000000000000000000000000 -
T TTTDTODUTTOTOTODODOUDOTUTOTCTODODODOUOUTOUOODUODODUTOTCOODUUTOTODOUDODOTTOTDOUUTTUTDOTOTODT T OTDOTOTT DT DTDTOTDTDTDTTDT O
5333330503555 33 3333333333333 333333333333333333333333333335 535535535

Addr ess

Foreign

Addr ess

Recv-Q Send-Q Local

Prot o

¥ x kX Kk X X ¥ ¥ ¥ X

X X ¥ ¥ X X ¥ Xx X X

~
NNMNOMEAMSTMN~NNO
N Mo AN N LW LW

X X ¥ ¥ X X ¥ Xx X X

[eNelojoolelololoNo]

OO OO0 O0OO0OOOoOOo

©O© © © ©O© OV OVWOVOooo
000000000
O OO0 oOTTDTTT —~
o =+ = D355 SH
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2)

3)

4)

5)

6)

tcp udp

| Pv 6 tcpb

tcp
CLOSED

CLOSE_WAI T

CLOSI NG

ESTABLI SHED

FIN_WAIT_1
FI N ACK
FIN_WAIT_2
FI N
LAST_ACK

FI N ACK
LI STEN

SYN_RCVD
SYN- ACK
SYN_SENT

SYN SYN-

TI ME_WAI T

udp6

cl ose

ACK

ACK

cl ose

FI N

ACK

43
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1.1 show trace ppp

]
PPP
]
[si - RE[BO - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|49iB- R2|4DiC R2/4DiD R1j8 0B
]

show trace ppp

PPP

[001] internet. | SP PPP session start 02. 0¢
-(1)- ----(2)----- - (8)-------- -
port=slot:mb, Iine:0 (lano0)
_________ (B)=c=====c=-=-=
[002] internet. | SP Send LCP Configure-Request 02.0E¢
-(6)- -(7)- - (8)-------
port=slot: mb, |Iine:0 (Il ano0)
data=c021 0100 00O0Oa 0506 fOle 028e
----------- (9)--->-+-----------
[003] internet. | SP Recv LCP Configure-Request 02.0E¢
port=slot:mb, Iine:0 (Il ano0)
data=c021 0101 001lc 0802 0702 0206 0000 0O0O0O
0104 O5ae 0506 b104 7cbb 0304 c023
[004] internet. | SP Send LCP Configure-Reject 02. 0E¢
port=slot: mb, |Iine:0 (Il an0)
data=c021 0401 000e 0802 0702 0206 0000 00O0O
[005] internet. | SP Recv LCP Configure-Nak 02. 0¢
port=slot: mb, |Iine:0 (Il an0)
data=c021 0300 0008 0104 O5ae
1)
001 999 10
2)
PPP < > . < >
3)
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4)

5)
slot:<slot > line:<line > (< >)
<sl ot >
( Si-R220C Si-R220D Si-R1808B "mb" (
( 2 3 Si -R570 Si-R5708B )
mb
0
sl ot O
1
sl ot 1
2
sl ot 2
3
sl ot 3
<line >
HSD ( Si-R260B Si-R240B Si-R1808B
I SDN ( Si-R260B Si-R240B Si-R1808B
PPPOE
an
6)
Send
Recv
7)
PPP
MP : MP
( Si-R260B Si-R240B Si-R1808B MP
)
Oxc021 LCP Link Control Protocol
Oxc023 PAP Password Authentication Proto
Oxc223 CHAP Chall enge-Handshake Authenti
Ox8021 1 PCP Internet Protocol Control Pr
Ox8031 BCP Bridge Control Protocol
Ox8057 |1 PV6CP Il Pvée Control Protocol
Ox80fd CCP Compression Control Protocol
Ox80fb 1 CCP I ndi vidual Compression Contr
Oxc02d BAP Bandwi dth All ocation Protocol
Oxc02b BACP Bandwi dth All ocation Control
Oxc029 CBCP Call back Control Protocol
0x8281 MPLSCP MPLS Control Protocol
8)

CCP, 1 CCP, B

col
cation Protoc
otocol

ol Protocol

Protocol

4 4
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LCP CCP I CCP I PCP | PVYV6ECP BCP

MPLSCP

Ox01 Configure-Request
Ox02 Configure-Ack
Ox03 Configure-Nak
Ox04 Configure-Reject
Ox05 Terminate-Request
Ox06 Terminate-Ack
Ox07 Code- Reject
LCP
Ox08 Protocol -Reject
Ox09 Echo-Request
Ox0Oa Echo-Reply
Ox0Ob Discard- Request
CCP | CCP
Ox0e Reset-Request
Ox0f Reset-Act
PAP
Ox01 Authenticate-Request
Ox02 Authenticate-Ack
Ox03 Authenticate-Nak
CHAP
Ox01 Challenge
Ox02 Response
Ox03 Success
Ox04 Failure
BAP
Ox01 Call -Request
Ox02 Call -Response
Ox03 Call back-Request
Ox04 Call back-Response
Ox05 Link-Drop-Request
Ox06 Link-Drop-Response
Ox07 Call-Status-1nd
Ox08 Call -Status-Rsp
CBCP
Ox01 Call back-Request
Ox02 Callback-Response
Ox03 Call back-Ack
9) dat a=
16 6 4
44
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1.2 show trace pppoe

]
PPPOE
]
[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|8 0B
]
show trace pppoe
]
]
( / )
( )
]
PPPOE
]
PPPOE
]

4 4
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show trace
I nternet.

#
[01]

01

00.

start

Stage

PPPoE Discovery

(1)

(3)

(2)

01

00.

en=35

PADI

Send

SP

I nternet.

[02]

(6)

(5)
0000

ffff

0101

(7)

(8)

8863 1109 -
0000 Oeaa

010c

Oeaa

ffff
00O0f
01

dat a=ffff

0103 0007

0000

0000

010c

en=62 00. 01

1107
Oeaa

Recv PADO
0003

010c¢

SP

data=0000

I nternet.

[03]

8863
0000

0010

Oclc

e48a

Oeaa

0007

0103
6173
86b5

0101 000O
0200
949a

002a

0000

0372 0104 4c3b
8bdf

90d6

0101

5ceb

e7d6

01

en=62 00.

1119
Oeaa

Send PADR

Oclc

SP

data=0003

I nternet.

[04]

8863
0000

010c
0010

Oeaa

0000

e48a

0007

0103
6173
86b5

0101 000O
0200
949a

002a

0000

0372 0104 4c3b
8bdf

90d6

0101

010c

5ceb

e7d6

69dc

en=62 00. 01

1165
Oeaa

Recv PADS
0003

010c

SP

data=0000

I nternet.

[05]

8863
0000

0010

Oclc

e48a

Oeaa

0007

0103
6173
86b5

0101 00O0O
0200
949a

002a

0003

0372 0104 4c3b
8bdf

90d6

0101

010c

5ceb

e7d6

69dc

01

en=20 00.

l11a7

Send PADT

Oclc

SP

data=0003

I nternet.

[06]

Oeaa 010c 8863

0000

e48a

0000

0003

1)

99 10

01

2)

PPPOE

3)

pppoetrace
pppoetrace

4)

5)

Send

Recv

6)

PPPOE

PADI

itiation

n

Di scovery |

vV e

PPPoOoE Acti
PADO

Di scovery Offer

vV e

PPPoOE Acti

PADR

scovery Request

Di

vV e

PPPoOE Acti
PADS

on

scovery Session-confirmati

Di

vV e

PPPoOE Acti

PADT

Ter mi

PPPOE Acti
SESS

nate

scovery

Di

vV e

on Stage

Sessi

7)
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10
8) dat a=
16 128
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10: 26: 2¢€
(3)

-R1808B

Aug
215(0xd7)

-R220D| Si

-R3708B
Len:

Si
-R220C sSi
0000000000000000)

1)

-R370
1)

-R240B Si
2.

1.

(6)

168.
Aggressi ve

168.

k e
-R570B Si

-R260B Si
(192,

i
(192,

R3|{0iB- R2|qDiB- R2|49iB- R2|4Dic R2|4iD R1|8 0B
Si

trace

-R570

Addr ess:
(4)

Addr ess:
(5)
(22f2b428fb243bba:
Type:

k e
i ke
| SAKMP Send

Si
Si

)

2

Local

Re mot e
Cookies:
Exchange

(

show
R5|12iB- RB[BO -
trace

trace

3
- R§[BO -
show

300

30
[1]
(1)

show

[si
#

4 4 .

(9)

O 0w O
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oOMmMOoOoOoawm<
~O0O O0OO0O0OOoOWLOoO T

VOO OoOOoOOoWw oo

OO -dN OO
OO O0OO0OOTOM
O 1000 o
O O0OO0OWOO T T

O~ Od T O
O TNOOTO uw
OO O0OO0OO0 Lo
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26:

10:

Aug

| SAKMP Recei ve

[ 2]

)
)

5b504feebef 8c495)

(192.168. 1.1
(192.168.2.1
(22f2b428fb243bba:

Addr ess:

Addr ess:
Cooki es:

Local
Remot e

255(0xff)

Len:

Aggressive
fb24
0000
0000
0101
8004
0a00
9647

Type:

Exchange

5b50 4fee bef8 c495
0038

0000

3bba

b428

data=22f 2

0400
0101
8002
000c

0000 00f f

0400

0110

0001

0000 0O02c

0001

0001

0000

0001

8001 0001

0000

0024

0000

0004

0001

800D
0064 O05ab

0001
fdcl

0001

8003
0001

7d9c 2261

21leb

5180
ca0o0
a095

ba33
ceca

1d0b 1740
7dasb

e820

eag94
e533

80b8

acb?2

fboo

5f 64
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| SAKMP Send

[ 3]

(192.168.
(192

Addr ess:

Local

168

Addr ess:

Remot e
Cooki es:

5b504feebef8c495)

(22f2b428fb243bba:

48(0x30)

Len:

Aggressive
fb24
0000
240e

Type:

Exchange

c495
0014

4f ee bef8

0030
41af

5b50

0000

3bba

b428

data=22f 2

0000
7c86

0000

0400

0810

0d15

294d

3028

bb75

0d8?9
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[ 4]

2.1)

168

Address: (192.

Remot e
Cooki es:

5b504feebef8c495)

(22f2b428fb243bba:

76 (0x4c)

Len:

I nformati onal

fb24
774d
455f

Type:

Exchange

c495
0014

5b50 4fee bef8
004c

0000

3bba

b428

data=22f 2

0bo0O
29009
22f 2

2alo9
a72d
0001

0501

0810

3d1lb

c631
6002
c495

9b54
0110

9a99
001lc

8lde

b428

0000
5b50

0000

bef 8

4f ee

3bba

fb24

26:

10:

Aug

| SAKMP Send

[ 5]

(192.168.
(192

Addr ess

Local

168

Addr ess

Remot e
Cooki es

5b504feebef8c495)

(22f2b428fb243bba:

84(0x54)

Len:

I nformati onal

fb24
774d
6alf

Type:

Exchange

c495
fdda
2787
5656

5b50 4fee bef8
0054

0000

3bba

b428

data=22f 2

ebbb
5dod
c9d?2
4d79

2al?9
daaa

0501

0810

7389
3147
Oae3

c622
2dc a

9cf 7

474c

af 88 338f

f6el

cas8o
59c8

d87hb

7ff a
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[ 6]

2.1)

168

Address: (192.

Remot e
Cooki es

5b504feebef8c495)

(22f2b428fb243bba:

148(0x94)

Len:

Type: Quick

Exchange

c495
0014

4fee bef8

fb24 3bba 5b50

4730 0000 0094
f 778 bbb2
0000

03ff

b428

data=22f 2

0100
b7bc

70f Db

2001

0810

0914

ar’7c8
0000

8e08
0001

2b24
0030
0401

fd3b
0ao00
0103
8001

0024

0000
0102
8005
5929

0001

0000

0000 0018

7c4b
7080

0001

0001

8004
d5c 6

8002
f 7c2
0500

0001

dlab d3e4 38ae

0010

0014

0500

0000 O0OOO

0000

0400

5354

91f9
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| SAKMP Send

[ 7]

)
)

5b504feebef 8c495)

(192.168. 1.1
(192.168.2.1
(22f2b428fb243bba:

Addr ess

Addr ess
Cooki es:

Local
Remot e

156(0x9¢c)

Len:

Type: Quick

Exchange

fb24 3bba 5b50 4fee bef8 c495
4730 0000 35b5

b428

data=22f 2

789e

70fb 009c

2001

0810

599
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3ebd 5663 8lab 4c78 ed4cf 864c
6238 Ob17

13dd

ebab

4a6b5
6bed

2b8a

fb49
b968

33e0

af 03

b095

d076

1d8e

le8b b482

6az27

bc65
512e

f9ba 2000 3efb
48ac

2735
3bes8

5f 37
8e0d
32c4

3394

6548
40f a

lea?
e227

3eef

06b1

97a8

cl6a
9a87

ec8b 0b35

117b

b933
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| SAKMP Recei ve

[ 8]

)
)

5b504feebef 8c495)

1
1

(192.168. 1.
(192

Addr ess

Local

Addr ess: 168. 2.

Re mot e
Cooki es:

(22f2b428fb243bba:

:156(0x9¢c)

Len
bef 8
fl4e
5a45
clf 1

Type: Quick

Exchange

c495
ecbhil
2d47

fb24 3bba 5b50 4fee
4730 0000

b428

data=22f 2

70fb 009c

2001

0810

0Oaz214
4395

bafe 127d deas8
dccc 6d20

88 aa

938f

574d
585d

f77e€
53e3

36dc

c50e
76c¢c0

aeab
296Db
c2a?9
cea3l

9a6b 276a

8696
96 a4

b7e8

a6b7c

83e9

4105
2910

9a77 227c

6db3
f516

92a5b

87f0

Ocav7
4f 2d

f 907
3af o0

3ead
ce82

eO0fc

9eel

16e0

fale
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| SAKMP Receive(After

[ 9]

)
)

5b504feebef8c495)

1
1

(192.168. 1.
(192, 2.

Addr ess

Local

168

Addr ess

Remot e
Cooki es

(22f2b428fb243bba:

156 (0x9¢c)

Len:

Type: Quick

Exchange

c495
0014

fb24 3bba 5b50 4fee bef8
0000 009c

4730
ag8e3l

b428

data=22f 2

0100
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0000
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5742 f18a 76c4 94f7 e877
0001 0024
0000
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0001

0000
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0401

0ao00
0103
8001

0000 0018

a6ld
7080

0001

0001

8004

8002

0001

84c4
0000 0O0OO

1754
0000

a8b4 8271
0400

0010
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0500

0014
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(22f2b428fb243bba:

5b504feebef 8c495)

Cooki es:

48(0x30)

Len:

Type: Quick

Exchange

fb24 3bba 5b50 4fee bef8 c495
4730 0000 0014

b428

data=22f2
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SAKMP Send

vV e

SAKMP Recei
| SAKMP Send(Before

Encrypt)

Decrypt)

| SAKMP Receive(After

KE

3)

600

4 4



I KE
4) Local Address

I KE | Pv4 | Pve6
| Pv4 | P Aggressive I nitiator I
(I SAKMP Send | SAKMP Send(Before Encrypt))

5) Remote Address

I KE | Pv4 | Pv 6
6) Cookies

Cookie (lnitiator Cookie: Responder Cooki e)
7) Exchange Type

| KE Versionl

NONE

Base Base

Il dentity Protection : Ildentity Protection

Aut hentication Only : Authentication Only

Aggressive : Aggressive

I nformational : I nformational

Quick : Quick

New group : New group

Acknowl edged I nformational . Acknowledged I nformationa

| KE Version?2

Il KE_SA_I NI'T : 1 KE_SA_INIT
|l KE_AUTH : | KE_AUTH
CREATE_CHILD_SA : CREATE_CHI LD_SA
| NFORMATI ONAL : | NFORMATI ONAL
8) Len
I SAKMP
9) dat a=
16 320
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1. 4 show trace modem

si - R2|4@ic R2|z

]

show trace modem

# show trace modem

[ 01] Send 03.08. 07
(1) - @2 - -
sig_on=(CS, ER, RS)
....... () c=cz=ac-
data=4154 0d AT.
----(5)----- -(6) -
[ 02] Recv 03.08. 02
sig_on=(CS, ER, RS)
data=0d0a 4f4b 0dOa . . OK.
[ 03] Send 03.08. 02
sig_on=(CS, ER, RS)
data=4154 2646 0d AT&F.
[ 04] Recv 03.08. 0¢
sig_on=(CS, ER, RS)
data=0d0a 4f4b 0dOa . . OK.
[ 05] Send 03.08. 02
sig_on=(CS, ER, RS)
data=4154 4530 5631 5337 353d 3053 3935 3d314 ATEOV1S7
350d 5.
[ 06] Recv 03.08. 07
sig_on=(CS, ER, RS)
data=4154 4530 5631 5337 353d 3053 3935 3d314 ATEOV1ST7
350d 0dOa 4f4b 0dOa 5. .. 0OK.
[ 07] Send 03.08. 02
sig_on=(CS, ER, RS)
data=4154 5631 0d ATV1.

44 602



[ 08] Recv

sig_o
dat

[ 09] Send
sig_o
dat

[ 10] Recv
sig_o
dat

[ 11] Send
sig_o
dat

[ 12] Recv
sig_o
dat

[ 13] Send
sig_o
dat

[ 14] Recv
sig_o
dat

[ 15] Send
sig_o
dat

[ 16] Recv
sig_o
dat

[ 17] Send
sig_o
dat

[ 18] Recv
sig_o
dat a=

#

1)
01 99

2)

Send
Recyv

Change Signal

RS-232C

3)

4)
RS-232C
cs
ER

@ | @ | @ | @ | @ | @ | @ | @ | @ |
1 1 1 1 1 | 1 1 1
o > » S o > » S o > » S o > » S o >
Q Il =l Q Il =l Q Il =l Q Il =l Q Il
(@) a— (@) a— (@) a— (@) a— (@)

Q|
1

» S
=l
o1~

CS, ER, RS)
a 4f4b 0dOa

CS, ER, RS)
4 4530 0d

CS, ER, RS)
a 4f4b 0dOa

CS, ER, RS)
4 264b 330d

CS, ER, RS)
a 4f4b 0dOa

10

ON

00

00

00

03.

. OK. .

03.

ATEO.

03.

. OK. .

03.

AT&K3.

03.

. OK. .

03.

ATX4. ..

03.

. OK. .

03.

ATM1. ..

03.

. OK. .

03.

ATL2. ..

03.

. OK. .

4 4
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08.

08.

08.

08.

08.

08.

08.

08.

08.

08.

08.

NY

NY

NY

NY

NY

NY

NY

NY

NY

NY

NY



RS

Cl

CD

DR

5) dat a=
16 128

6) ASCI |
5) ASCI |
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cardmodem

EiRal

ot St atus

Signal
RS)

Signal

Signal
RS)

Signal
ER, RS)

1.5 show trace
]
]
]
show trace cardmodem
]
]
(
( )
]
]
]
# show trace cardmodem
[01] Sl ot 0 : SI
sig_on=()
PC- Sl ot In
[ 02] Sl ot 0O : Slot Status
sig_on=()
PC- Sl ot Open
[ 03] Sl ot O Send
(1) - (2) === (3) -
sig_on=(ER, RS)
....... (5) -- - -
data=4154 5a0d
ccoacf(@)ccocoo-s
[ 04] Sl ot O Change
sig_on=(CS, ER,
CS OFF -> ON
[ 05] Sl ot 0O : Change
sig_on=(ER, RS)
CS ON -> OFF
[ 06] Sl ot O Change
sig_on=(CS, ER,
CS OFF -> ON
[ 07] Sl ot O Change
sig_on=(DR, CS,
DR OFF -> ON
[ 08] Sl ot O Recyv

NY

NY

NY

NY

NY

NY

06. 03.
06. 03.
j il
ATZ.
-(7) -
06. 03.
06. 03.
06. 03.
06. 03.
06. 03.

4 4
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[09]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

[ 23]

2)

3)

S|

S|

S|

S

S

S

S

S

S

S

S

S|

S|

S|

S|

sig_on=(DR, CS,
data=4154 5a
ot O Recv
sig_on=(DR, CS,
data=4f4b

ot O Send
sig_on=(DR, CS,
data=4154 4530
ot O Recv
sig_on=(DR, CS,
data=4154 4530
ot O Recv
sig_on=(DR, CS,
data=4f4b

ot O Send
sig_on=(DR, CS,
data=4154 442a
ot 0 : Change
sig_on=(CD, DR,
CD OFF -> ON
ot 0 : Change
sig_on=(CD, DR,
ER ON -> OFF (
ot 0O : Change
sig_on=(CD, DR,
CS ON -> OFF
ot 0O : Change
sig_on=(DR, RS)
CD ON -> OFF
ot 0 : Recv
sig_on=(DR, RS)
dat a=4e4f 2043
ot 0O : Change
sig_on=(DR, CS,
CS OFF -> ON
ot O Sl ot St
sig_on=()
Start Card Res
ot O Sl ot St
sig_on=()

Compl ete Card
ot O Sl ot St
sig_on=()

PC- Sl ot Close
ot O Sl ot St
sig_on=()

PC-Sl ot Out

01 99 10

PC

ER,

ER,

ER,
40

ER,
40

ER,

ER,
39

Si g
Cs,

Si g
Cs,
Di s

et
atu
Re s

atu

atu

RS)

RS)

RS)
50

RS)
50

RS)

RS)
39

nal
ER,

nal
ER,
con

nal

52

nal

5346 543d
5346 543d
230d Oa
RS)

RS)

nect)
5249 4552

ATZ

06 .

OK

06 .

03.

03.

0

0

NY

-
£

ATEO @PSF

06 .

03.

0

-
£

ATEO @PSF

4 4

-
£

-
£

-
£

NY

NY

NY

NY

NY

NY

NY

NY

NY

06.03.0
OK
06.03.0
ATD*99#.
06.03.0
06.03.0
06.03.0
06.03.0
06.03.0
NO CARRI
06.03.0
06.03.0
06.03.0
06.03.0
06.03.0
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Send

Recyv

Change Signal

RS-232C

Sl ot Status

PC-Sl ot 1In

PC- Sl ot Out

PC- Sl ot Open

PC- Sl ot Close

Start Card Reset

Compl ete Card Reset
4)
5)

RS- 232C

CS

ER

RS

Cl

CD

DR
6) dat a=

16 128
ER ON -> OFF (Disconnect)

7) ASCI |

6) ASCI |

4 4
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4 4 .

SSH

]

show trace

s s h

[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|8 0B

]

show

SSH

SSH

trace

]

ssh

4 4
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# show trace ss
[1] sshd

(1) (2)

separatic

Compressi o

infol
[ 4] sshd
infol
[ 5] sshd
infol
[ 6] sshd
infol
[ 7] sshd
infol
[ 8] sshd
infol
[ 9] sshd
nfol

[ 10] ssh

(]
=
<
(]
=

[11] ssh

=
=
o
[

[12] ssh

[ 13] ssh

apamna —"amna
®
-
<
®
-

ener at
[ 14] ssh

RSA key
1)

10

2)
3)
4)

7]

@444 d4 A" 4" Hd0 4~ 40 4" 40

o
® oQ WIS WIS ST T ST TS 3T TS TS

=

o

- ®m — W T =

—
=7

ErEeE "EARAEEEAEIEAEETEAE IS
o
m
<

14:34: 37
d
14:34: 37
OpenSSH_
14:34: 37
key: #0
14:34: 37
vate key
14:34: 37
key: #1
14:34: 37
vate key
14:34: 37
key # 2
14:34: 37
22 on O.
14:34: 37
0.0.0.0
14:34: 37
22 on :
14:34: 37
M port
14:34: 37
RSA key.

14:34: 38
compl et e.

2004

o

NT NMNONTNAON TNANTNWN
OK OO0 OK OO0 O O
O T O0OO0O0OT OSSO OS5 O O WO

o0 o
B

rOPA,DODDPDOAODSAD DT D

oth privilege
1

0 RSA1

type RSA

1 RSA

type DSA

2 DSA
0

22.

4 4
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.1 clear trace ssh

SSH

]

[si

- Rb[B0 - R5|19iB- RB[BO - R3|1DiB- R2|4DiB- R2|49iB- R2|4DiC R2/4iD R1j8 0B

]

clear trace ssh

SSH

SSH

#
#

]

clear trace ssh

4 4
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45 .

45 .

1 SI P-SIP

1.1 show sipgw

SI P-SIP

]

[si - RE[BO - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|40iB- R2|4DiC R2/4DiD R1j8 0B

]

show sipgw

]

SI P-SI P

]

SI P-SI P

]

# show sipgw
Status: RUNN
[ SI' P User]
No . State
(2) (3)

Domai n: 172.16.

1. REGI STERED

[ Call]
N o St atel/ El apsed

(7)  (8)

1. 0000.00:00: 45
2. CALLED
#

1) Status
SI P-SI P
I NI T
RUNNI NG
SHUTDOWN
STOP

2) No.

I NG (1)

45

SI P-SI P
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3) SIP
SI P
UNREGI STER
REGI STER
REGI STERED
ERROR

4) SI P

5) | P
REGI STERED

6) SIP
SI P

7) No.

8) State/ El apsed

9) Local/ Remot e

User

45

SI P-SI P
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45 .

1.2 show sipgw statistics

SI P-SIP

]

[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|80B

]

show sipgw statistics

]

SI P-SI P
]
( / )
( )
]
SI P-SI P
]
SI P-SI P
# show sipgw statistics
[ Call Statistics]
Qut going Call 15
Connected 13
Rej ected 1
Cancel ed 0
Error 1
Total Ti me 0000.01:41:10
I ncomi ng Call 7
Connected 6
Rej ected 0
Cancel ed 1
Error 0
Total Ti me 0000.00: 15: 42
#
1)
2)
3)
4)
5)
6)
7)
8)

45 SI P-SI P
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9)

10)

11)

12)
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45.2 SIP-SIP

45. 2.1 clear sipgw statistics

[ ]
SI P-SI P
[ ]
[si - RE[B0O - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|49iB- R2|4DiC R2/4iD R1j8 0B
[ ]
clear sipgw statistics
[ ]
[ ]
( )
( )
[ ]
SI P-SI P
[ ]
# clear sipgw statistics
#

45 SIP-SIP 616
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46 .

1
1.1 show crypto certificate
[si - RE[BO - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|4DiB- R2|4DiC R2/4DiD R1j8 0B
show crypto certificate [base64] [candidate]
]
( )
base64
Base64 ( )
candidat e
]
( / | CE )
( )
[ ]
(1)
# show crypto certificate
[Certificate Request]
[ 1] Number : O
Version 0
Subj ect C=JP, ST=Kanagawa, L=Kawasaki
O=Fujitsu Limited, OU=Tech Div.,
CN=shisya.fujitsu.com,
Subject Public Key I nfo:
Public Key Algorithm : rsaEncryption
RSA Public Key (1024 bit)
Regqguested Extensions:
X509v3 Key Usage:
Digital Signature, Certificate Siagn
X509v3 Subject Alternative Name:
I P Address: 192.168.1.1
X509v3 Subject Alternative Name:
DNS: shisya-a.fujitsu.com
Signature Algorithm : shalWi thRSAEncryption
[Local Certificate]
[ 1] Number : O, Na me mycert.pem
Version : 1
Seri al Number : 1 (0x1)
Signature Algorithm shalWithRSAEncryption
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=hoge@f ujits

s=hoge@f uj it

Il ssuer C=JP, ST=Kanagawa, L=Kawasaki
O=Fujitsu Limited, OU=Tech Div.,
CN=shisya.fujitsu.com, email Addr ess
Val idity
Not Bef or e: Fri Jul 20 11:07:58 2007
Not After Mon Dec 31 11:07:58 2007
Subject C=JP, ST=Kanagawa, L=Kawasaki,
O=Fujitsu Limited, OU=Tech Div.,
CN=shisya.fujitsu.com, email Addr es
Subject Public Key Info:
Public Key Algorithm : rsaEncryption
RSA Public Key (1024 bit)
X509v3 extensions:
X509v3 Key Usage:
Digital Signatur e, Certificate Sign
X509v3 Subject Alternative Name:
I P Address: 192.168.1.1
X509v3 Subject Alternative Name:
DNS: shisya-a.fujitsu.com
X509v3 Basic Constraints critical
CA: TRUE, pathlen: 1
Signature Algorithm : shalWi thRSAEncryption
5c:3c:df:94:6f:35:ce:55:83:78:45:9e:b3:71:ba:6
bO:bf:fc:bb:al:24:79:a6:94:dc:65:99:55:0a:05: 8
08:cf:5f:cc:08:db:f5:¢c8:69:3d:6a:df:12:3a:54: 2
e2:dl:b5:f2:a4:3d:29:d4:e0:77:52:cb:74:9b:31:b
e3:bl:5b:8a:24: a6:e7:d2:ab:32:b1:46:50:12:93:0
5d: 60: 7b:88: 44: de: 67:58:f0:63: a8: 7e:bc:0a:a4:0
de: 27:69:55: 73:07:2c:52:88:45:14:a0:3c:9a:bf: 6
95: 35
[ Remote Certificate]
[ 1] Number 0, Na me peercert.pem
Ver sion : 3
Seri al Number: O
Signature Al gorithm md5Wi t hRSAEncryption
|l ssuer : C=JP, ST=Kanagawa, L=kawasaki
O=Fujitsu Limited
OU=Tech Div.,
CN=honsya.fujitsu.com,
emai |l Address=hoge@f ujitsu.com
Val idity
Not Bef or e: Jan 4 07:50:53 2006
Not After Feb 3 07:50:53 2006
Subject C=JP, ST=Kanagawa, L=kawasaki
O=Fujitsu Limited
OU=Tech Div.,
CN=honsya.fujitsu.com,
emai |l Address=hoge@f ujitsu.com
Subject Public Key Info:
Public Key Algorithm : rsaEncryption
RSA Public Key : (1024 bit)
X509v3 extensions:
X509v3 Key Usage:
Digital Signatur e, Certificate Sign
X509v3 Subject Alternative Name:
I P Address: 192.168. 2.1
X509v3 Subject Alternative Name:
DNS: shisya-b.fujitsu.com
X509v3 Basic Constraints: critical
CA: TRUE, pathlen: 1
Signature Algorithm : md5Wi t hRSAEncryption
c2:9b:e5:cb:f0:24:e9:dd: 6f:32:07:6d: 70:86:18: e
8d: 02:9d:da:d9:cl1:f4:2b:47:cf:e6:f2:1b:89: 7b: e
87:6b:85:c5:92:29:6d:8b:92: 1a:f5:4e:4b:ec:c8: 9
21:e9:71:33:9a:7b:40:f5:2c:fc:10:16:53:57:8f:5
ad: ab: 1e: b4: 46: e0: 20:55:f4: ab5:7c: ab:58:5f:02:6
1f:d4:8c:20:37:e4:77:a7:62:9d:dc:69:90:0d:d5: 9
40: a4: b0:0a:46:80:17:69:00: f8:b0:1a:a3:42:1a:b
9b: 4e
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[ CA Certificatel]

[1]

(2)

how
Cert
1

——

— o 0

[ Local

[1]

Number
Ver sion
Seri al
Signatu
Il ssuer
Val i dit
Not
Not
Subj ect
Subject
Pub
RSA
Signatu
c2:
8d:
87
21
ad
1f
40
9b
crypto
ficate
Number
Ver sion
Subj ect
Subject
Pub
RSA
Request
X50
X50
X50
Signatu
Certi
Number
Ver sion
Seri al
Signatu
|l ssuer
Val i dit
Not
Not
Subj ect
Subject
Pub
RSA
X509v3

oY ® OO W=

extensions:

0, Na me cacert.pem
3
Number: O
re Algorithm md5Wi t hRSAEncryptio
C=JP, ST=Kanagawa, L=kawasaki,
O=Fujitsu Limited
OU=Tech Div.,
CN=honsya.fujitsu.com,
emai |l Address=hoge@f ujitsu.com
y
Before Jan 4 07:50:53 2006
Af ter Feb 3 07:50:53 2006
C=JP, ST=Kanagawa, L=kawasaki,
O=Fujitsu Limited
OU=Tech Div.,
CN=honsya.fujitsu.com,
emai |l Address=hoge@f ujitsu.com
Public Key |Info:
lic Key Algorithm : rsaEncryption
Public Key : (1024 bit)
e Algorithm : md5Wi t hRSAEncryptio
b:e5:cb:f0:24:e9:dd: 6f:32:07:6d: 7
2:9d:da:d9:cl:f4:2b:47:cf:eb6:f2:1
b:85:¢c5:92:29:6d:8b:92: 1a:f5: 4e: 4
9:71:33:9a:7b:40:f5:2c:fc:10:16:5
b:1e: b4:46: e0: 20:55:f4:a5:7c: ab: 5
4:8c:20:37:e4:77:a7:62:9d:dc:69:9
4: pb0:0a: 46:80:17:69:00:f8:b0:1a: a
t4e
(
certificate candidate
Request ]
0
0
C=JP, ST=Kanagawa, L=Kawasaki,
O=Fujitsu Limited, OU=Tech Div.
CN=shisya.fujitsu.com, email Add
Public Key | nfo:
l'ic Key Algorithm : rsaEncryption
Public Key : (1024 bit)
ed Extensions
9v3 Key Usage
Digital Signature, Certificate
9v3 Subject Alternative Name:
I P Address:192.168.1.1
9v3 Subject Alternative Name:
DNS: shisya-a.fujitsu.com
re Algorithm : shalWi t hRSAEncrypti
icate]
0, Na me mycert.pem
: 1
Number : 1 (0x1)
re Algorithm : shalWi thRSAEncrypti
C=JP, ST=Kanagawa, L=Kawasaki,
O=Fujitsu Limited, OU=Tech Div.,
CN=shisya.fujitsu.com, email Addr
y
Before: Fri Jul 20 11:07:58 2007
Af ter Mon Dec 31 11:07:58 2007
C=JP, ST=Kanagawa, L=Kawasaki,
O=Fujitsu Limited, OU=Tech Div.
CN=shisya.fujitsu.com, email Add
Public Key |Info:
l'ic Key Algorithm : rsaEncryption
Public Key : (1024 bit)

n
n

0:86:18:e5:2d: 7
b: 89: 7b: ed4:88: 2
b: ec: c8:97:5c: a
3:57:8f:52:6a:c¢c
8:5f:02:6d:6d: 3
0: 0d: d5:99:59: 4
3:42:1a:b2:¢c9: 2

)

ress=hoge@f uj it

Sign

on

on

ess=hoge@f ujits

ress=hoge@f uj it
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X509v3 Key Usage:

oWk oa N

NoaoaNNDO

Digital Signature, Certificate Sign
X509v3 Subject Alternative Name:
I P Address:192.168.1.1
X509v3 Subject Alternative Name:
DNS: shisya-a.fujitsu.com
X509v3 Basic Constraints: critical
CA: TRUE, pathlen: 1
Signature Algorithm : shalWi thRSAEncryption
5c:3c:df:94:6f:35:ce:55:83:78:45:9e:b3:71:ba:6
bOo: bf:fc:bb:al:24:79:a6:94:dc:65:99:55:0a:05: 8
08:cf:5f:cc:08:db:f5:¢c8:69:3d:6a:df:12:3a:54: 2
e2:dl:b5:f2:a4:3d:29:d4:e0:77:52:cb:74:9b:31: b
e3: bl:5b:8a:24: a6:e7:d2:ab:32:b1:46:50:12:93:0
5d: 60: 7b: 88: 44: de: 67:58:f0:63: a8: 7e:bc:0a:a4:0
de: 27:69:55: 73:07:2c:52:88:45:14:a0:3c:9a:bf:6
95: 35
[ Remote Certificate]
[ 1] Number : O, Name : peercert.pem
Version : 3
Seri al Number : 0
Signature Algorithm : md5Wi t hRSAEncryption
|l ssuer : C=JP, ST=Kanagawa, L=kawasaki,
O=Fujitsu Limited
OU=Tech Div.,
CN=honsya.fujitsu.com,
emai |l Address=hoge@f ujitsu.com
Val i dity
Not Before: Jan 4 07:50:53 2006
Not After : Feb 3 07:50:53 2006
Subject : C=JP, ST=Kanagawa, L=kawasaki
O=Fujitsu Limited
OU=Tech Div.,
CN=honsya. fujitsu. om,
emai |l Address=hoge@f ujitsu.com
Subject Public Key Info:
Public Key Algorithm : rsaEncryption
RSA Public Key : (1024 bit)
X509v3 extensions:
X509v3 Key Usage:
Digital Signature, Certificate Sign
X509v3 Subject Alternative Name:
I P Address: 192.168. 2.1
X509v3 Subject Alternative Name:
DNS: shisya-b.fujitsu.com
X509v3 Basic Constraints: critical
CA: TRUE, pathlen: 1
Signature Algorithm : md5Wi t hRSAEncryption
c2:9b:e5:cb:f0:24:e9:dd: 6f:32:07:6d: 70:86:18: ¢
8d: 02:9d:da:d9:cl1:f4:2b:47:cf:e6:f2:1b:89:7b: e
87:6b:85:¢c5:92:29:6d:8b:92: 1a:f5:4e:4b:ec:c8:9
21:e9:71:33:9a:7b:40:f5:2c:fc:10:16:53:57:8f:5
ad: ab: 1e: b4: 46: e0: 20:55:f4: ab5:7c: ab:58:5f:02:6
1f:d4:8c:20:37:e4:77:a7:62:9d:dc:69:90:0d:d5: 9
40: a4: b0:0a:46:80:17:69:00:f8:b0:1a:a3:42:1a:b
9b: 4e
[ CA Certificatel]
[ 1] Number : O, Name : cacert.pem
Version : 3
Seri al Number : 0
Signature Algorithm : md5Wi t hRSAEncryption
|l ssuer : C=JP, ST=Kanagawa, L=kawasaki,
O=Fujitsu Limited
OU=Tech Div.,
CN=honsya.fujitsu.com,
emai |l Address=hoge@f ujitsu.com
Val i dity
Not Before: Jan 4 07:50:53 2006
Not After : Feb 3 07:50:53 2006
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Subject C=JP, ST=Kanagawa, L=kawasaki
O=Fujitsu Limited
OU=Tech Div.,
CN=honsya.fujitsu.com,
emai |l Address=hoge@f ujitsu.com
Subject Public Key Info:
Public Key Algorithm : rsaEncryption
RSA Public Key : (1024 bit)
Signature Al gorithm : md5Wi t hRSAEncryption
c2:9b:e5:cb:f0:24:e9:dd: 6f:32:07:6d:70:86:18:e5:2d:7
8d: 02:9d:da:d9:cl1l:f4:2b:47:cf:e6:f2:1b:89: 7b:ed4:88: 2
87: 6b:85:¢c5:92:29:6d:8b:92: 1a:f5:4e:4b:ec:c8:97:5¢c: a
21:e9:71:33:9a:7b:40:f5:2c:fc:10:16:53:57:8f:52:6a:c¢c
ad: ab: 1e: b4: 46:e0:20:55:f4: ab5:7c:ab5:58:5f:02:6d:6d: 3
1f:d4:8c:20:37:e4:77:a7:62:9d:dc:69:90:0d:d5:99:59: 4
40: a4: b0:0a:46:80:17:69:00:f8:b0:12a:a3:42:1a:b2:c9:2
9b: 4e
#
(3) baseb64 ( )

# show crypto certificate base64

[Certificate Request]

[ 1] Number : 0

————— BEGI N CERTIFI CATE REQUEST- - - - -

Ml | CMDCCAZKkCAQAwWgZ8xCzAJBgNVBAYTAKkpQMREwWDwWYDVQQI EWhLYW5hZ2F3YT
MA8 GA1UEBxXx MI S2F3YXNha2kxGDAWBgNVBAoTDOZlaml 0c3UgTGItaXRI ZDESMB
A1UECXxMJVGV] aCBEaXYuMRswGQYDVQQDExJzaGl zeWEuzZnVgqaXRzdS5j b20xHz
Bgkghki GOWOBCQEWEGhvZ2VAZnVgaXRzdS5j b20wgZ8wbDQYJKoZl hvcNAQEBBRQ
gYOAMI GIAoGBAMkKk7Bg9Ci axhl17f Yl kwbRLI 64EAj] P1I1RnDrEnLJ/ ds9Erl oT4sP
Z9aOmvdzOnRI KEBHMNmMDGMo1DRuf BWueSvs9Qgl 0zykQu+R3YKPMNMJ3gLO0O6t i N
6 Tt NNUAK+OGdaObr LL6t6+) E/ UlKskjt7UzdHlanlAroLkLtkrVgcBPj AgMBAA
UDBOBgkghki GO9wWOBCQ4xQTA/ MAsGA1UdDwWQEAwlI ChDAPBgNVHREECDAGhwTAQA
MB8 GA1UdEQQYMBaCFHNoaXN5YS1hLmZlaml 0c3UuY29t MAOGCSqgGSI|I b3DQEBBRQ
A4GBACRKhbhx8kl 08Jf 7Tw9YNgzHN+ORyY2slrghqgqpyt SgquNonvcZZaEgVeqyglu
WOl ghggl NKSRW82o0dt TFi 97Ttgalyijj5GeaVCLaSE6FH9]I LhclLl Ar Y2dAr RYM
Zve2xudPCLvwe+wW49N8gA+Dg+9G3WCSYAOKFQNJImMm/ HI pUnb

----- END CERTI FI CATE REQUEST- - - - -

[Local Certificate]

[ 1] Number : O, Name : mycert.pem

----- BEGI N CERTI FI CATE- - - - -

Ml | DBj CCAmM8B8CAQEWDQYJKoZl hvc NAQEFBQAwgZ8xCzAJBgNVBAYTAKkpQMREwWDwW
VQQI EWhLYW5hZ2F3YTERMA8B8GAL1UEBXMI S2F3YXNha2kxGDAWBgNVBAoTDOZ1am
c3UgTGlItaXRI ZDESMBAGA1UECXxMJVGVj aCBEaXYuMRswGQYDVQQDExJzaGl zeW
ZnVqaXRzdS5)jb20xHzAdBgkghki GO9WOBCQEWEGhvZ2VAZnVgaXRzdS5)] b20wHh
MDc wNz | wMDI wNz U4 Whc NMDc x Mj Mx MDI wNz U4Wj CBnzELMAKkGA1UEBhMCSI AXET
BgNVBAGQTCEt hbmFnYXdhMREwWDWYDVQQHEwWhLYXdhc2FraTEYMBYGA1UEChMPRN
aXRzdSBMaWlpdGVk MRI wEAYDVQQLEwl UZWNol ERpdi 4xGzAZBgNVBAMTEnNnNOaX
YS5mdWppdHNLILMNvbTEf MBOGCSqGSI b3DQEJARYQaG9InNnZUBmMdWppdHNILmMNvDbT
nzANBgkghki GO9WOBAQEFAAOB] QAwgYkKkCgYEAYyTsGr OKJr GHXt 9gi TBt EsjrgQC
VGcOsScsn92z0Ssi hPi w8Fxnlr Sa93PSdGUr weY2YMYYyj UNG58Fa55K+z1CCXT
RC75Hdgo8wO0OwneAvTqg2l 2SXpO001QAr 44Z1r Russvg3r6MT9TUqySO3t TNOf Vq
CuguQu2St WowE+ MCAWEAAaNVMFMwWCWYDVROPBAQDAgKEMA8GA1UdEQQI MAaHBM
AQEwHWYDVRORBBgwFol Uc2hpc3l hLWEuZnVgaXRzdS5] b20wEgYDVROTAQH/ BA
BgEB/ wl BATANBgkghki GO9WOBAQUFAAOBgQBcPN+UbzXOVYN4RZ6zcbpn7YCwv/
0SR5ppTcZzZl VCgWNYFQI z1/ MCNv1iyGk9at 8SOlI QgM5zi ObXypDOp10OB3Ust 0mz
3i 3] sVuKIJKbnOqsysUZQEpMFS7JdYHul RN5nWPBj gH68CqQD8zPeJ2|l VcwcsUo
FKA8mr 9msEi VNQ==

----- END CERTI FI CATE- - - - -

(4) base64 ( )

# show crypto certificate base64 candi dat e

[Certificate Request]

[ 1] Number : 0

————— BEGI N CERTI FI CATE REQUEST- - - - -

MI | CMDCCAZkCAQAwWgZ8xCzAJBgNVBAYTAKkpQMREwWDwWYDVQQI EwWhLYW5hZ2F3YT
MA8 GA1UEBXxMI S2F3YXNha2kxGDAWBgNVBAoTDOZlaml 0c3UgTGItaXRI|I ZDESMB
A1UECXxMJVGV] aCBEaXYuMRswGQYDVQQDExJzaGl zeWEuzZnVqaXRzdS5j b20xHz
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Bgkghki GYWOBCQEWEGhvVZ2VAZnVgqaXRzdS5j b2

b20w

gYOAMI GIJAoGBAMk7Bq9Ci axh17f Yl kwbRLI 64EA
gl O

a

gZ8wDQYJKoZl hvc NAQEBBQ
6 j P1RnDr EnLJ/ ds9Erl oT4sP
Z9a0OmvdzOnRI KE8HMNMDGMo 1DRuf BWueSvs9Qgl ZYykQu+R3YKPMNMJ3gLO6t i N
6 Tt NNUAK+OGdaObr LL6t6+) E/ UlKskjt7UzdHlanlAroLkLtkrVgcBPj AgMBAA
UDBOBgkghki G9wOBCQ4xQTA/ MAsGA1UdDwWQEAwl ChDAPBgNVHREECDAGhwTAQA
MB8 GAL1UdEQQYMBaCFHNoaXN5YS1hLmzZlaml 0c3UuY29t MAOGCSqGSI b3DQEBBQ
A4GBACRKhbhx8kl 08Jf 7Tw9YNgzHN+ORyY2slrghgpyt SguNonvcZZaEgVeqyglu
WOl ghgg! NKSRW82o0dt TFi 97Ttgalyijj5GeaVCLaSE6FH9I LhcLlI Ar Y2dAr RYM
Zve2xudPCLvwe+wW49N8gA+Dg+9G3WCSYAOKFQNJImMm/ HI pUnb
----- END CERTI FI CATE REQUEST- - - - -

[Local Certificate]
[ 1] Number : O, Name : mycert.pem

MI | DB CCAm8CAQEWDQYJKoZlI hvc NAQEFBQAwWgZ8xCzAJBgNVBAYTAkKkpQMREwDwW
VQQlI EwWhLYW5hZ2F3YTERMAB8GAL1UEBXxMI S2F3YXNha2kxGDAWBgNVBAoTDOZ1am
c3UgTGItaXRI ZDESMBAGAL1UECXxMJVGVj aCBEaXYuMRswGQYDVQQDExJzaGIl zeW
ZnVqaXRzdS5)b20xHzAdBgkghki GO9WOBCQEWEGhvZ2VAZnVgaXRzdS5j b20wHh
MDc wNz | wMDI wNz U4 Whc NMDc x Mj Mx MDI wNz U4 Wj CBnzEL MAKGA1UEBhMCSI| AXET
BgNVBAGQTCEt hbmFnYXdhMREwWDwWYDVQQHEwhLYXdhc2FraTEYMBYGA1UEChMPRnN
aXRzdSBMaWlpdGVk MRI wWEAYDVQQLEwWl UZWNol ERpdi 4xGzAZBgNVBAMTEnNoaX
YS5mdWppdHNILmMNvbTEf MBOGCSgGSI b3DQEJARYQaG9nZUBmdWppdHNILILmMNvDbT
nzANBgkghki GO9WOBAQEFAAOB] QAWgYKkCgYEAYTsGr OKJr GHXt 9gi TBt EsjrgQC
VGcOsScsn92z0Ssi hPi w8Fxnlr Sa93PSdGUr weY2YMYyj UNG58Fa55K+z1CCXT
RC75Hdgo8wOwneAvTqg2l 2SXpO001QAr44Z1r Russvg3r6MT9TUqySO3t TNOf Vq
CuguQu2St WpowE+ MCAWEAAaNVMFMwWCWYDVROPBAQDAgKEMA8GA1UdEQQI MAaHBM
AQEWHWYDVRORBBgwFol Uc2hpc3l hLWEuZnVgaXRzdS5j b20wWEgQYDVROTAQH/ BA
BgEB/ wl BATANBgkghki GO9WOBAQUFAAOBgQBCcPN+UbzXOVYN4RZ6zcbhpn7YCwv/
0SR5ppTczZzzZ|l VCgWNYFQI z1/ MCNv1lyGk9at 8SOlI QgM5zi ObXypDOp1OB3Ust O0mz
3i 3] sVuKJKbn0gsysUZQEpMFS7JdYHul RN5nWPBj gH68CqgQD8zPeJ2] VcwcsUo
FKA8mr 9msEi VNQ==

----- END CERTI FI CATE- - - - -

#
[ 1] Number : 0, Name : peercert.pem
(1) (2) (3)
Version : 3
(4)
Seri al Number: O
(5)
Signature Algorithm : md5Wi thRSAEncryption
(6)
|l ssuer C=JP, ST=Kanagawa, L=kawasaki,
(7) (8) (9)
O=Fujitsu Limited
(10)
OU=Tech Div.,
(11)
CN=shisya.fujitsu.com,
(12)
emai |l Address=hoge@f ujitsu.com
(13)

Validity
Not Befor e: Jan 4 07:50:53 2006

(14)
Not After Feb 3 07:50:53 2006
(15)
Subject C=JP, ST=Kanagawa, L=kawasaki
(16) (17) (18)
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O=Fujitsu Limited

(19)
OU=Tech Diyv
(20)
CN=shisya.fujitsu.com,
(21)
emai |l Address=hoge@f ujitsu.com
(22)
Subject Public Key Info

Public Key Algorithm rsaEncryption
(23)

RSA Public Key (1024 bit)
(24)

X509v3 extensions
X509v3 Key Usage:

NoOoaoaNND~O

O 1o o U1 oN
© 0o O wa

Digital Signature, Certificate Sign
(25)
X509v3 Subject Alternative Name
I P Address:192.168.1.1
(26)
X509v3 Subject Alternative Name
DNS: shisya-a.fujitsu.com
(27)
X509v3 Basic Constraints critical
CA: TRUE, pathlen: 1
(28)
Signature Al gorithm md5Wi t hRSAEncryption
(29)
c2:9b:e5:cb:f0:24:e9:dd: 6f:32:07:6d:70:86:18:¢€
8d: 02:9d:da:d9:cl1l:f4:2b:47:cf:.:eb6:f2:1b:89: 7b: e
87:6b:85:¢c5:92:29:6d:8b:92: 1a:f5:4e:4b:ec:c8:9
21:e9:71:33:9a:7b:40:f5:2c:fc:10:16:53:57:8f:5
ad: ab: 1e: b4:46:e0:20:55:f4:ab5:7c:ab5:58:5f:02:6
1f:d4:8c:20:37:e4:77:a7:62:9d:dc:69:90:0d:d5: 9
40: a4:b0:0a:46:80:17:69:00:f8:b0:1a:a3:42:1a:b
9b: 4e
(30)
1)
2)
3)
4)
5)
6)
7)
8)
9)
10)
11)
12)
13)
14)
15)
16)
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17)
18)
19)
20)
21)
22)
23)
24)
25)
26)
27)
28)
29)
30)

(1P
(DNS

)
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47 .1

47 .1.1 addl i nk

MP
[ ]
[si - RE[BO - R5|12iB- RB[BO - R3|7 Si - R2|4®ic R2|Z
[ ]
add!l ink remote <remote_number> ap <ap_number >
addlink access-point <ap_name>

[ ]

remote <remote_number> ap <ap_number >

<remote_number > <ap_number >
<remote_number > <ap_number >

<remote_number >

10
0 999 Si -R570 Si-R5708B
0 499 Si -R370 Si-R3708B
0 99 Si -R220C Si-R220D
<ap_number >
10
0 999 Si -R570 Si-R5708B
0 499 Si -R370 Si-R3708B
0 99 Si -R220C Si-R220D

access-point <ap_name>
<ap_name>

[ ]

# addlink remote 0O ap O
#
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47 . 1. 2 del | n k

[ ]
MP

[ ]
[si - R¥[BO - R5|{2iB- RB[BO - R3|7 Si - R2|4@ic R2Z

[ ]
dell ink remote <remote_number> ap <ap_number >
del |l ink access-point <ap_name>

[ ]

<remote_number >

10
0 999 Si -R570 Si-R5708B
0 4909 Si -R370 Si-R3708B
0 99 Si-R220C Si-R220D
<ap_number >
10
0 999 Si -R570 Si-R5708B
0 4909 Si -R370 Si-R3708B
0 99 Si-R220C Si-R220D
<ap_name>
[ |
( )
( )
[
MP
[ ]
# dellink remote 0O ap O
#
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1. 3 of fline

[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|8 0B

of fline I an [<lan_number >]
of fline switch [<switch_number> [port <port_number >]]
of fline remote [<remote_number> [ap <ap_number >]]
of fline access-point <ap_name>
of fline template interface <interface_name>
of fline template <template_number> [uid <user _id>]
of fline policy-group [<policy-group_number >]
]
I an
LAN ( )
l an <l an_number >
LAN ( )
LAN L ) 2- 4
e )
switch
(SW1 sw4) ( )

switch <switch_number >

( )

switch <switch_number> port <port_number >

( )

2-4 " )
remot e

(templ ate ) ( )
remote <remote_number >

0 999 Si -R570 Si-R5708B
0 499 Si-R370 Si-R3708B
0 99 Si-R260B Si -R240B Si-R220C Si-R220D
0 49 Si -R1808B

II' Il( )

2_4 ll_ll( )
remote <remote_number> ap <ap_number >
( ) <remote_number >

<ap_number >
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0 999 Si -R570 Si-R5708B
0 499 Si -R370 Si-R3708B
0 99 Si -R260B Si-R240B Si-R220C Si-R220D
0 49 Si - R1808B
Lot C )
2- 4 SR )

access-point <ap_name>
( )
template interface <interface_name>
<interface_name> templ at e
templ ate <template_number >
templ at e

templ ate <template_number> uid <user_id>
templ at e templ at e <user _id>
<templ ate_number >
10

0 5 Si -R570 Si-R570B Si-R370 Si-R3708B

0 2 Si -R240B Si-R220C Si-R220D

0 1 Si -R260B Si-R1808B
<user_id>

I D
I D 145
policy-group
policy-group <policy-group_number >
10

<policy-group_number >

0 999 Si -R570 Si-R5708B

0 499 Si -R370 Si-R3708B

0 99 Si -R260B Si-R220C Si-R220D

0 49 Si - R1808B

II, II( )
2_4 II_II( )
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]
"switch" Si -R1808B
"policy-group"”
]
# offline remote 0O ap O

#
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<password>

1.4 onl ine
]
]
[si - Rb[BO - R5|12iB- R[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|80B
]
online lan [<lan_number >]
online switch [<switch_number> [port <port_number >]]
online remote [<remote_number> [ap <ap_number> [id <id>
online access-point <ap_name>
online template <template_number> uid <user _id>
online policy-group [<policy-group_number >]
]
I an
LAN
l an <l an_number >
LAN
L AN SR )
R ( )
switch
(SW1 sw4)
switch <switch_number >
switch <switch_number> port <port_number >
o )
2-4 " )
remot e
remote <remote_number >
0 999 Si -R570 Si-R5708B
0 499 Si -R370 Si-R3708B
0 99 Si -R260B Si-R240B Si-R220C Si-R220D
0 49 Si - R1808B
II' II( )
2_4 II_II( )
remote <remote_number> ap <ap_number> id <id>
<remote_number >
<ap_number >
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0 999 Si -R570 Si-R5708B

0 499 Si -R370 Si-R3708B

0 99 Si -R260B Si-R240B Si-R220C Si-R220D
0 49 Si -R180B

" )
2.4 " )
<id>
I D( 6 4 )

<remote_number > <ap_number >

<password>

64 )

<remote_number > <ap_number >
access-point

templ at

e

<ap_name>

<template_number> uid <user_id>

templ at e <user _id>

<templ ate_number >

10
0 5 Si -R570 Si-R570B Si-R370 Si-R3708B
0 2 Si -R240B Si-R220C Si-R220D
0 1 Si -R260B Si-R1808B
<user _id>
I D
VPN I D
145
VPN
<user _id>
: ( 64 ) @ ( 80 )
policy-group
policy-group <policy-group_number >
10
<policy-group_number >
0 999 Si -R570 Si-R5708B
0 499 Si -R370 Si-R3708B
0 99 Si -R260B Si-R220C Si-R220D
0 49 Si-R1808B
o )
2-4 - )
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( )
( )
]
]
"switch” Si -R1808B
]
# online remote 0O ap O

#
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48.1 VRRP

48.1.1 vrrp action

VRRP

[ ]

[si - RE[BO - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|4DiB- R2|4DiC R2/4DiD R1j8 0B

[ ]

vrrp action [interface <interface_name>] [vrid <vrid>] di

( VRRP )
vrrp action [interface <interface_name>] [vrid <vrid>] el
( VRRP )

[ ]

interface <interface_name>
L AN

lanO0O | anl19|Si-R570 Si-R570B Si-R370 Si-R370B Si-R260B S
Il anO0O | an9 Si - R1808B

interface <interface_name> LAN
vrid <vrid>
VRRP
vrid <vrid> LAN VRRP
VRI D
L AN VRRP VRI D 1 255 10
[ ]
( )
( )
[ ]
VRRP VRRP
VRRP I nitial
VRRP LAN
VRRP (
)
[ ]
VRRP
[ ]
Wrrm command accepted vrid<vrid> ‘
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vrid<vrid>

VRRP
VRRP
VRI D
<ERROR> wvrrp: not command accept vrid<vrid>
vrid<vrid>
VRRP
VRRP

<ERROR> wvrrp: Bad vrid<vrid> provided

vrid<vrid>

VRRP
l anoO VRI D 10 VRRP
# vrrp action interface | an0O vrid 10
vrrp: command accepted vridloO
# vrrp action interface | an0O vrid 10
vrrp: command accepted vridloO
#
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48.1. 2 vrirp preempt-per mit

VRRP

[ ]

[si - Rb[BO - R5|12iB- R[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|80B

[ ]

vrrp preempt-permit [interface <interface_name>]

[ ]

interface <interface_name>
L AN

lan0 | anl9|Si-R570 Si-R570B Si-R370 Si-R3708B

Si|i-R260B Si

Il anO | an9 Si -R1808B

[vrid

interface <interface_name> LAN
vrid <vrid>
VRRP
vrid <vrid> LAN VRRP
VRI D
LAN VRRP VRI D 1 255 10
interval <interval >
ON
ON 0 900
VRRP VRRP- AD 3 +5
VRRP- AD 3 +5 VRRP- AD 3 +5
[ ]
( )
( )
[ |
VRRP ON
OFF VRRP
( )
[ ]
‘vrrp: command accepted vrid<vrid>
vrid<vrid>
VRRP
VRRP
VRI D
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<ERROR> wvrrp: not command accept vrid<vrid>

vrid<vrid>
VRRP
VRRP

<ERROR> wvrrp: Bad vrid<vrid> provided

vrid<vrid>

VRRP
]
Il anoO VRI D 10 VRRP
# vrrp preempt-permit interface | an0O vrid 10
vrrp: command accepted vridlo0
#
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VPN

49
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49 .

49 .

1 VPN
1.1 dvpnserver disable
]
VPN
]
[si - RE[BO - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|4DiB- R2|4DiC R2/4DiD R1j8 0B
]
dvpnserver disabl e
]
]
( )
( )
]
VPN
]
VPN

# dvpnserver disabl e

#
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49 .

1.2 dvpnserver

enabl

e

[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|8 0B

]
VPN
]
]
dvpnserver
]
]
(
(
]
VPN
]
VPN

# dvpnserver
#

enabl e

enabl e

49
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50.1 RADI US
50.1.1 radius recovery

[ ]

RADI US

[ ]

[si - RE[B0O - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|49iB- R2|4DiC R2/4DiD R1j8 0B

[ ]

radius recovery group <group_id> auth <number >
radius recovery group <group_id> accounting <number >
[ ]
<group_id>
I D
AAA I D

auth <number >

accounting <number >

[ ]

RADI US dead alive

[ ]

# radius recovery group 1 auth 2
#
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51.1 MA C
MA C
1 2000 Si -R570 Si-R570B Si-R370 Si-R3708B
1 1000 Si-R260B Si-R240B Si-R220C Si-R220D
1 200 Si-R1808B
51.1.1 aaactl mac collect start
[ ]
MA C
[ ]
[si - RE[BO - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|4iB- R2|4DiC R2/4iD R1j8 0B
[ ]
aaact | mac collect start <group_id>
[ ]
<group_id>
MAC AAA
[ ]
( )
( )
[ ]
MA C MA C
AAA RADI US
AAA MA C
MA C MA C
RADI US MA C
MA C
MA C AAA MA C
AAA
[ ]
‘aaactl: command accepted ‘
MA C
‘<ERROR> aaactl: mac collect is running on group <group_i‘d>
<group_id>
AAA
AAA
<ERROR> aaactl: illegal group id
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]

# aaactl mac coll ect start O
aaact | : command accepted
#
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1.2 aaactl mac coll ect stop

]
MAC
]
[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|8 0B
]
aaact|l mac collect stop
]
]
( )
( )
]
MAC MAC
]
‘aaactl: command accepted ‘
MA C
‘<ERROR> aaact| : mac collect is not running ‘
]
# aaactl mac collect stop
aaactl: command accepted

#
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2-35

51. 1. 3 aaactl mac coll ect mar k
[ ]
MA C
[ ]
[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|80B
[ ]
aaactl mac collect mark <mark _ | ist>
[ ]
<mark_1list>
10
Lt )
- )
ll,ll( ) II_II( ) 10
10
( 99 = 99)
( 32-64 = 32 64 )
( 5- = 5 100 )
( -92 = 1 92 )
( 10,20,30- = 10 20 30 )
al |
[ ]
( )
( )
[ ]
MAC MA C AAA
MA C show aaa mac coll ect I i st
[ ]
baacﬂ: command accepted
‘<ERROR> aaact]| : i1l egal l'ist number ‘
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]

# aaactl mac collect mark 1,3-7,10-21, 30
aaact | : command accepted
#
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51.1. 4 aaact | mac coll ect unmar k

[ ]
MAC
[ ]
[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|80B
[ ]
aaact| mac collect unmark <unmark_1|ist>
[ ]
<unmark_Ilist>
10
Con ) 2-35
- )
II,II( ) II_II( ) 10
10
( 99 = 99)
( 32-64 = 32 64 )
( 5- = 5 100 )
( -92 = 1 92 )
( : 10,20,30- = 10 20 30 )
al |l
[ ]
( )
( )
[ ]
MA C MA C AAA
MAC show aaa mac collect 1ist *
[ ]
‘aaactl: command accepted ‘
‘<ERROR> aaact ]| : i1l egal l'ist number ‘
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]

# aaactl mac coll ect unmark 5, 13-15
aaact | : command accepted
#

51 AAA 652



51. 1.5 aaactl mac col

MAC AAA

[ ]

ect

commi t

[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|8 0B

[ ]

aaact|l mac coll ect commit [password <password?>]
[ ]
password <password>
AAA MAC O0x21,0x23 O0Ox7e 6 4
I D
[ ]
( )
( )
[ ]
MAC MA C AAA
AAA
MA C
MA C AAA MAC
MA C AAA
AAA AAA
MA C
AAA commi t
[ ]
baacﬂ: command accepted
AAA MA C
‘<WARmrM> aaactl: aaa <group_id> user full, Ilist <nmmerb and |
<group_id>
AAA
<number >
MA C
<ERROR> aaact]l: mac collect is running on group <group_1id>
<group_id>
AAA
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‘<ERROR> aaactl: password too |l ong

‘<ERROR> aaactl: illegal password

]

# aaactl mac collect commit password kI j8hl GU
aaactl: command accepted
#
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52.1 PI N

52.1.1 cardmodem pin change

Pl N

[ ]

cardmodem pin change slot <slot>

[ ]

<slot >
PI N 0 1
[ ]
( )
( )
[ ]
PI N
PI N PI N PI N PI N
PI N 4 8
[ ]
Pl N (Soft Bank Mobile VC701S1)
PI N cardmodem pin enabl e P
PI N 3 PI N
PI N SI M
PI N 3 PI N
WA N Pl N
PI N PI N
PI N
[ ]
ol d PIN:
PI N

‘new PI N: ‘

Pl N

‘new PI N(again): ‘

Pl N
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‘<ERROR> unavailable wan ‘

WA N Pl N

‘<ERROR> illegal PIN \

PI N

‘<ERROR> confirmation new PIlIN(again) error ‘

PI N PI N

‘<ERROR> PI'N authentication failed ‘

PI N PI N
PI N

‘<ERROR> PIN lock \

PI N PI N

‘<ERROR> PIN locked \

Pl N

‘<ERROR> PI'N unsupported card ‘

Pl N

‘<ERROR> SI'M failure \

USI M Pl N

‘<ERROR> BUSY \

Pl N Pl N

‘<ERROR> PIN disabl e ‘

Pl N Pl N

]

# cardmodem pin change sl ot 0
ol d PI N:

new Pl N:

new PIN(again)

waiting . ......

Compl et e

#
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52.

1.2 cardmodem pin

Pl N

]

cardmodem pin unlock

]

<slot >
PI N

PUK ( ) Pl

Pl N/ PUK 4 8

]

PI N
P UK 10
P UK

sl ot

(SoftBank

P UK 10

WA N

unl ock

<sl ot >

Pl

Sl

P UK

Mobil e

M

VC701S1)

WUK:

P UK

‘new Pl N:

Pl N

‘new Pl N(again):

Pl N

‘<ERROR> unavailabl e wan

WA N

Pl

‘<ERROR> illegal PUK

P UK
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‘<ERROR> illegal PIN ‘

PI N

‘<ERROR> PUK authentication failed ‘

P UK Pl N

‘<ERROR> PI'N unsupported card ‘

PI N

‘<ERROR> SIM failure \

UsSi M Pl N

‘<ERROR> BUSY \

PI N PI N
[<ERROR> PIN not locked |
PI N
]
# cardmodem pin unlock slot O
PUK:

new Pl N:

new PIN(again)
waiting
Compl et e

#
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52.1. 3

[ ]

cardmodem pin

cardmodem pin enabl

[ ]

<slot >
PI N

Pl N
Pl N

PI N
P

WA N

I'N

PI N

Pl N

PI N
Pl N

e

Pl

si - R2J4

enabl

sl ot <sl ot >

(SoftBank
PI N

e

Mobil e VC701S1)

SI' M

PI N

Pl

WlN:

PI N

‘<ERROR>

unavailabl e

wan

WA N

Pl

‘<ERROR>

il legal Pl N

PI N

‘<ERROR>

Pl N

aut hentication failed

PI N
Pl N

P

N
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‘<ERROR> PIN lock \

Pl N Pl N

‘<ERROR> PIN locked \

PI N

‘<ERROR> PI'N unsupported card ‘

PI N

‘<ERROR> SI'M failure \

USI M PI N

‘<ERROR> BUSY \

PI N PI N

‘<ERROR> PI'N authentication mode is already it

PI N PI N

]
# cardmodem pin enable slot O
Pl N:

waiting . ......
Compl et e
#
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52. 4

]

cardmodem pin

[ ]

cardmodem pin

P

di sabl e

di sabl e
Si - R24
sl ot <sl ot >

<slot >
PI N 0 1
[ ]
( )
( )
[ |
SI' M PI N
PI N
PI N 4 8
[ |
PI N (SoftBank Mobile VC701SI1)
PI N 3 PI N
PI N SI M
PI N 3 PI N
WA N PI N
PI N PI N
PI N
[ ]
PIN: |
PI N
‘<ERROR> unavailable wan ‘
WA N PI N
[<ERROR> illegal PIN |
PI N
‘<ERROR> PI'N authentication failed ‘
PI N PI N
PI N

52 662



‘<ERROR> PIN lock \

Pl N Pl N

‘<ERROR> PIN locked \

PI N

‘<ERROR> PI'N unsupported card ‘

PI N

‘<ERROR> SI'M failure \

USI M PI N

‘<ERROR> BUSY \

PI N PI N

‘<ERROR> PI'N authentication mode is already it

PI N PI N

]
# cardmodem pin disable slot O
Pl N:

waiting . ......
Compl et e
#
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53.1 USB
53.1.1 usbectl
[ ]

USB
[ ]
Si - R2|49iB- R2|4d9ic R2|49iD R1|8 0B
[ ]
usbctl <mode>
[ ]
<mode>
enabl e
USB
di sabl e
USB
[ ]
( )
( )
[ |
USB
USB USB
[ ]
# usbectl enabl e
#
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5 4

MA C
] <set _num>( MAC
MA C (10 )
0 19 Si -R570 Si-R570B Si-R370 Si-R370B Si
Si -R1808B
] <node_number >( )
(10
0 39 Si -R570 Si-R570B Si-R370 Si-R370B Si
Si -R1808B
] <group_number >( )
(10
0 39 Si-R570 Si-R570B Si-R370 Si-R370B Si
Si-R1808B

-R260B S

-R260B S

-R260B S
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1

1.1 nodemanagerctl|l wupdate wlan filterset

MAC

]

[si - RE[B0O - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|49iB- R2|4DiC R2/4DiD R1|8 0B

]

nodemanagerct | update wlan filterset <set_num>{node <nod:

]

<set_num>

MAC

MAC
<node_number >

10
<group_number >

10
all
MA C
]
( )
( )
]
MAC MAC
save, commi't MA C
]
ACL 0 99 0 99 ACL ACL
ACL 99
MAC filter 0 99 0 99 filter
]
‘<node_number>: <group_number >: Start fi Iterset‘updati
(<node_number >: ) MAC

‘Succeeded.

MA C
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cont

not registe

Unable to update MAC base access control

Fail ed.

The configuration data is not egistered.

Fail ed.

# nodemanagerctl|l wupdate wlan filterset 1 node al

Node Gr oup I nformati on

(1) (2) (3)

0: ap0 O: group0 Start filterset updating.
Succeeded

1: apl O: groupo Start filterset updating.
Succeeded

2: ap?2 O: group0 Start filterset updating.

Unable to update MAC base access

Fail ed.

3:ap3 Start filterset updating.

The configuration data i s

Fail ed.

#

1) LAN

2)

3)
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1.2 nodemanagerctl|l wlan autotxpower

]

[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2/4DiD R1|8 0B

]

nodemanagerctl|l wlan autotxpower {node <node_number >| gr ou,

]

<node_number >

10
<group_number >

10
al |l
]
( )
( )
]
WL A N ( WL AN)
1
LAN
LAN LAN
|
LAN LAN
LAN
RSSI
1) LAN
(60 * LAN )
2)
RSSI
3) LAN
10
4)
90
5) 1)
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]

‘<node_number>: <group_number >: Start txpower u‘pdating

(<node_number >: )

‘Succeeded. ‘

The configuration data is not registered.
Fail ed.

The node has not had identified MACs for wlan.
Fail ed.

LAN MA C

The node has not modules consisted of AP type only.
Fail ed.

L AN AP

Configuration data for neighbor <node_numX> is not reglisterec
Fail ed.

<node_numxX>

The node does not have any neighbor nodes.

Fail ed.
Active data for neighbor <node_numX> is not gathered.
Fail ed.
<node_numX>
Modul es of neighbor <node_numX> are not wvalid.
Fail ed.

<node_numX> LAN

Check the current txpower:
Unable to get current txpower.
Fail ed.

Check the state of modules of neighbors:
nei ghbor<node_numX> . .. Unable to get current txpowejr .
Fail ed.

<node_numX>
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Check the state of modules of neighbors:

nei ghbor<node_numX>
Fail ed.

NG

<node_numX>

Scanning RSSI of modules of neighbors:
nei ghbor<node_numX>:

Fail ed.

Unable to get RSSI.

<node_numX>

]

LAN

# nodemanagerctl|l wlan autotxpower all

Node Group

1) : LAN
2) :
3)

3 3
o o
oa
cc

oS o — — 70T

® ®D®OoOTKQ -0 FTTKQ OTOTIO®M® IO

QNBEk s O
=

1)
he target node on ne
1) modul el: 43

Chang

Wai t
Scann

ds until WLAN i
the target node
el) modul el: 43

@ =~ g o

3
o
a
dDccXxXaQ " —hc oQ —Q@

Q — T T oS35 0 —
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w | autochannel

1.3 nodemanagerct | an

]

[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2/4DiD R1|8 0B

]

nodemanagerctl|l wlan autochannel {node <node_number >] gr ou,
]
<node_number >
10
<group_number >
10
al l
]
( )
( )
]
( ) LAN
nodemanager wlan autochannel bandwi dt h 20MHz
2. 4GHz 2. 4GHz RSSI
5GHz 5GHz
40 MHz
RSSI
20MHz
11b, 11b/g, |RL1@,GHz
11g/n, 11b/ g}y n
RSSI 2. 4GHz
RSSI RSSI
lla, 1lal/n 5GHz
]
LAN
LAN
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]

‘<node_number>: <group_number >: Start channel

s‘etting.

(<node_number >: )

‘Succeeded.

Check the states of modul es:
Can't get the states of modul es.

Fail ed.
L AN
Check the states of modul es:
The node has not identified the type of wlan.
Fail ed.
L AN

Check the states mode on modul el:
Can't get the mode of modul el.
Fail ed.

LAN

Scanning states of channels around the node:
Can't scan.
Fail ed.

LAN
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]

# nodemanagerctl|l wlan autochannel al

Node Gr oup I nformati on

(1) (2) (3)

10: nodelO 10: grouplo Start channel setting.

Parameter s:
2. 4GHz RSSI threshol d:

20
2. 4GHz channel |l ayout : start: 1, ir
5GHz target channel: w52/53/56
Check the states of modul es:
modul el . .. not set
modul e2 ... OK
Check the mode of modul e2:
l11la/n
Scanning states of channels around tF
5GHz
Channel RSSI | Channel RSSI
36 39 | 100 unused
40 62 | 104 unused
44 unused | 108 unused
48 unused | 112 0
52 unused | 116 unused
56 unused | 120 unused
60 unused | 124 unused
64 unused | 128 44
! 132 unused
H 136 unused
! 140 unused
5GHz (2nd-chan)
Channel RS S| I Channel RSSI
36 unused | 100 unused
40 unused | 104 unused
44 unused | 108 unused
48 unused | 112 unused
52 wunused | 116 unused
56 unused | 120 unused
60 unused | 124 unused
64 unused | 128 unused
H 132 unused
{ 136 unused
H 140 unused

Set new channel s:
modul e2 . .. 4 4 48
Succeeded.

1) : LAN
2)
3)
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54.

1.4 nodemanagerct|

]

reset

[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|8 0B

]

nodemanagerct| reset

]

<node_number >

10
<group_number >

10
al |
]
( )
( )
]
1

]

{node

<node_number >} group

<group_nu.l

‘<n0de_number>:

<group_number >:

Start

(<node_number >:

‘Succeeded.

Unable to reset.
Fail ed.

The configuration
Fail ed.

dat a

S

not

registered.
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regi st e

1) : LAN
2) :
3)
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2.1 cl ear nodemanager | ogging
]
[si - RE[B0O - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|4DiB- R2|4DiC R2/4DiD R1j8 0B
]
clear nodemanager | ogging
]
]
( )
( )
]
# clear nodemanager | ogging
#
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2 clear nodemanager | ogging wl

LAN
]
[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|80B
]
clear nodemanager | ogging wlan
]
]
( )
( )
LAN
]
# clear nodemanager | ogging wlan
#

an
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54. 2. 3 clear nodemanager | ogging wlan sta
[
LAN
[ ]
[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|80B
[ ]
clear nodemanager | ogging wlan sta
[ ]
[ ]
( )
( )
[
LAN
[ ]
# clear nodemanager | ogging wlan sta
#
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55.

55.

1
1.1 crypto certificate generate
]
]
[si - RE[B0O - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|4DiB- R2|4DiC R2/4DiD R1j8 0B
]
crypto certificate generate
]
]
( )
]
S ( )
certificate private |line
certificate request I ine
certificate | ocal name
certificate |l ocal Iine
save
commi t save reset
]
crypto certificate generate crypto
del et e
certificate private |line
certificate request 1|line
: certificate |l ocal name
certificate |l ocal Iine

certificate
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]

(1)

( )
(config)
RSA key

gener at e

Are you
RSA key
Are you
Local ce
Local ce
Are you
key bit/(
certific
l ocal ce
l ocal ce
expire d
Country
State or
Locality
Organi za
Organi za
Common N
Emai | Ad
subjectA
subjectA
Pl ease w
certific
nTnbol j ]
certific
qCFQIl yJt
certific
HJzVcNCd
certific
CSgl N2v X
certific
k OmP XY5 X
certific
ql I Of | H4
certific
OdMoYRY7
certific
KWC @wS mZ
certific
fl SPOeRM
certific
kwér g/ 9e
certific
Vzpu7VQh
certific
Mr ¢ 0 Z k Mx
certific
hi
certific
certific
certific
certific
certific
certific
certific
certific
certific
certific
certific
certific
Created
Pl ease w
certific
certific
certific
certific
certific
certific
certific
certific
certific
certific

# crypto certificat
pair number [ 0- 4] : 0
RSA key pair.
sure?[y/ n] Y
pair and Certificat
sure?[y/ n] y
rtificate number [ O-
rtificate willdl be o
sure?[y/ n] Y
361-2048) :1024
ate request hash(sh
rtificate name :cer
rtificate hash(shal
ate(YYYYMMDD) :2007
Name (2 |l etter code)
Province Name : Kan
Name : Kawasaki
tion Name : Fujitsu
tional Unit Name : T
ame :shisya.fujitsu
dress :hoge@f ujitsu
It Name | P :192.168
I't Name DNS :shisya-
ait to create RSA p
ate private 0 I|line
ha3bPcJcl8RaddXs3Us
ate private 0 I|line
EvVBEIl r N69St qUgkO0Oqgxn
ate private 0 |line
NpGg8 @t y360s @ Wyqgas
ate private 0 I|line
ZNvwXN3aOl |l nBWrr BNW
ate private 0 |line
rqgi pSbwfgrodHOus3
ate private 0 |line
YKB5LVAXJeldJ4gRa@l A
ate private 0 |line
gOeeQl 20U1Dr F6i HdDY
ate private 0 |line
3AdJ/ @ zCl hXhBr g6j
ate private 0 |line
wj FscD/ TVRPTI y NAt oG
ate private 0 I|line
YqW71HXB4j JDRU1C/ UK
ate private 0 |line
aXJz1xzdDOT2i RQT97M
ate private 0 I|line
GGkVOeMgl C2Bgt 5YE1
ate private 0 I|line
ate request 0 Iline
ate request 0 I|line
ate request 0 Iline
ate request 0 Iline
ate request 0 I|line
ate request 0 I|line
ate request 0 Iline
ate request 0 Iline
ate request 0 Iline
ate request 0 I|line
ate request 0 Iline
ate request 0 I|line
RSA private key and
ait to create Local
ate |l ocal O name ce
ate local O Iline 0
ate local O Iline 1
ate local O line 2
ate local O I|line 3
ate local O I|line 4
ate local O I|line 5
ate local O I|line 6
ate local O line 7
ate local O I|line 8

e generate
e request will be overwritten. (
4] : 0
verwritten. (
al or md5) :shal
t.pem

or md5) :shal

1231

:JP
agawa

Limited
ech Div.

com

.com

1.1
A.fujitsu.com

rivate key and Certificate request.
0 HABNg39no/ 6Pr Wi cHYI 2Ambcsgbvwcr 8d03hsDstu
G

1 U@GVXBb3qUabl Fzippl/ G7RzvQlolidVko7D3UyPqg
2 8/ 6xVMO7inyDX5uY7]l PgSMEI 1OWpPG7UXYGX/ xD3b
3 xaXDBs9Y5n0KZwSb96WZhS8vBtzsldzhATnWvaej.l
4 Oj LsXNgMwc8cgTCwOZL6dWr KGU3gqtnj TpYzsVoHVL
5 700AlI BhmaYN7rl baLSmzr QDO7s2QDNvwl 87dHypFi4
6 FKjaEBAcI ONTGk9nMd1luE@2/ DvoXtl zgNo90Oo006NL
7 HFZBzMEt C9MNQeGqgFlI EY@edgf Roll AM9qga3/ i p2HB
8 bo2HYUzAG6hvPt ZpECCc21pTYH8i 401Akqghlki KOQXS
9 80cM49xUi yGyi bznxgZNwsZOYy8i 8GXMkb6VkBGog
10 TyyPu9KD5xYOwWKGLYBbDzC60aVT445Ypewr Hi Auo
VQ

11 2XH/r4JKRi Zpn5LP4/ Hr5uwZDGQ5h21f EdvwVp80
12 ei 9ZNnGLgLtxJJrr XWgd4zk9tuzH@0ZXeOl NOOuUAg
0O MI I CMDCCAZKkCAQAwWgZ8xCzAJBgNVBAYTAkp QMREWL
1 MAB8GAI1UEBXxMI S2F3YXNha2kxGDAWBgNVBAoTDOZ1a
2 Al1UECXxMJVGVj aCBEaXYuMRswGQYDVQQDExJzaGl ze
3 Bgkghki G9WOBCQEWEGhvZ2VAZnVgaXRzdS5) b20wg
4 gYOAMI GIAoGBAMk7Bqgq9Ci axh17f Yl kwbRLI 64EA]jF
5 Z9aOmvdzOnRlI KE8HMNMDGMo1DRuf BWueSvs9Qgl Ozy
6 6Tt NNUAK+OGdaObrLL6t6+j E/ UlKskjt7UzdHlanl
7 UDBOBgkghki GO9wWOBCQ4xQTA/ MAsGA1UdDwWQEAwI Ch
8 MB8GA1UdEQQYMBaCFHNoaXN5YSl1hLmZlaml Oc3UuY
9 A4GBACRKhbhx8kl 08Jf 7w9YNgzHN+ORyY2slrqghaqgp
10 WOl ghgg! NKSRW82o0dt TFi 97Ttgalyijj5GeaVCLa
11 Zv62xudPCLvwe+wW49N8gA+Dg+9G3WCSYAOKkFQNJInN

Certificate request.

certificate.

rt.pem

MI' | DB CCAm8CAQEWDQYJKoZl hvc NAQEFBQAwWgZ8xCzA
VQQI EwWhLYW5hZ2F3YTERMAB8GAL1UEBXxMI S2F3YXNha?2k
c3UgTGltaXRIl ZDESMBAGA1UECXxMJVGVj aCBEaXYuMRs
ZnVgqaXRzdS5j b20xHzAdBgkghki GI9WOBCQEWEGhvZ2V
MDcwNz | wMDI wNz U4 Whc NMDc x Mj Mx MDI wNz U4 Wj CBn zE
BgNVBAQGTCEt hbmFnYXdhMREWDWYDVQQHEwWhLYXdhc2F
aXRzdSBMaWlpdGVk MRI WEAYDVQQLEwWl UZWNol ERpdi 4
YS5mdWppdHN1ILmMNvbTEf MBOGCSqGSI| b3DQEJARYQaG9
nzANBgkghki G9WOBAQEFAAOB] QAWgYKkCQgYEAY Ts Gr 0K
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certificate local O Iline 9 VGcOsScsn92z0Ssi hPi w8FxnlrSa93PSdGUrweY2YMY
certificate |l ocal 0O Iline 10 RC75Hdgo8wOwneAvTq2l 2SXpO001QAr44zZ1r Russvq
certificate |l ocal 0 Iline 11 CuguQu2StWpwE+MCAWEAAaNVMFMwCwWYDVROPBAQDAG
certificate |l ocal 0 Iline 12 AQEwWHWYDVRORBBgwFol Uc2hpc3l hLWEuZnVgaXRzd S
certificate |l ocal 0 Iline 13 BgEB/ wl BATANBgkghki G9WOBAQUFAAOBgQBcPN+Ubz
certificate local 0O Iline 14 oSR5ppTcZZl VCgWNYFQI z1/ MCNv1lyGk9at8SOIl Qg M5
certificate local 0 Iline 15 3i3jsVuKJKbnOgqsysUZQEpMFS7JdYHul RN5nWPBj qtF
certificate local 0O lIline 16 FKA8mMr9msEi VNQ==

Created Local certificate

(config)#

(2)

o )
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(config)#

RSA key
gener at
Are you

e

pai

RS A
sure?[y/ n]

r

crypto cer
number [
pai

key

RSA key pair and Certificate request wil/l be overwritten. (
Are you sure?[y/n] :vy

Local <certificate number [ 0-4] ( )

key bit(361-2048) :1024

certificate request hash(shal or md5) shal

Country Name(2 |l etter code) JP

State or Province Name : Kanagawa

Locality Name : Kawasak

Organization Name : Fujitsu Limited

Organi zational Unit Name : Tech Div

Common Name :shisya.fujitsu.com

Email Address :hoge@fujitsu.com

subject Alt Name | P :192.168. 1.1

subject Alt Name DNS :shisya-A.fujitsu.com

Pl ease wait to create RSA private key and Certificate request
certificate private O |Iline 0O HABNg39no/ 6Pr WicHYl 2Ambcsgbvwcr 8d
nTnboljjha3bPcJcl18RaddXs3UsG

certificate private 0 |Iline 1 U@GVXBb3qUabl Fzippl/ G7RzvQlolidVk
qCFQIl yJt EVBEI rN69St qUgkO0Oqgxn

certificate private 0 |line 2 8/6xVMO7inyDX5uY7]l PgSMEI 10WpPG7UX
HJzVcNCAdNpGg8@t y360s @ Wyqgas

certificate private 0 |Iline 3 xaXDBs9Y5n0KZwSb96WZhS8vBtzsldzhA
CSgl N2vXZNvwXN3a0Ol Il nBWrr BNW

certificate private 0O |Iline 4 OjLsXNgMwc8cgTCwOZL6dWr KGU3qtnj Tp
kOmPXY5Xr gi pSbwf gr odHOus 3

certificate private 0 |Iine 5 700AlI BhmaYN7rl baLSmzr QDO7s2QDNv wl
gl I Of |l HAYKB5LVAXJelJ4qgRa@l A

certificate private 0O |Iine 6 FKjaEBAclI ONTGk9nMd1l1uE@2/ DvoXtl zgN
0dMoYRYy7gOeeQl 20U1Dr F6i HdDY

certificate private O |line 7 HFZBzMEt CIMNQeGqgqF|I EY@edgf Roll AM9q
KWC@wSmzZ3AdJ/ @ zCl hXhBr gbéj

certificate private O |Iine 8 bo2HYUzA6hvPtZpECc21pTYH8i 401Akqgh
fl SP0OeRMwj FscD/ TVRPTI yNAt oG

certificate private O |Iline 9 80cM49xUiyGyi bznxgZNwsZOYy8i 8GXMk
kwérq/ 9eYqW71HXB4j JDRU1C/ UK

certificate private 0 |Iline 10 TyyPu9KD5xYOwKGLYBbDzC60aVT445Yp
Vzpu7VQhaXJlJz1xzdDOT2i RQT97MVQ

certificate private 0 |line 11 2XH/r4JKRi Zpn5LP4/ Hr 5uwZDGQ5h21f
Mrc0Zk Mx GGk VOeMqgl C2Bgt 5YEL1

certificate private O |line 12 ei 9ZNnGLgLtxJJrr XWq4zk9tuzH@0ZXe
hi

certificate request O |Iine 0O MIICMDCCAZKkCAQAwWgZ8xCzAJBgNVBAYTA
certificate request O |Iine 1 MAB8GAL1UEBxMI S2F3YXNha2kxGDAWBgNVB
certificate request O |Iline 2 Al1UECxMJVGVj aCBEaXYuMRswGQYDVQQDE
certificate request O |Iine 3 Bgkghki GO9WOBCQEWEGhvZ2VAZnVgaXRzd
certificate request O |Iline 4 gYOAMI GJAoGBAMkKk7Bqg9Ci axh17f Yl kwbR
certificate request O |line 5 Z9aOmvdzOnRlI K8HMNMDGMol1DRuf BWueSyv
certificate request O |Iline 6 6Tt NNUAK+OGdaObrLL6t6+) E/ UlKskjt7
certificate request O |Iine 7 UDBOBgkghki GO9wOBCQ4xQTA/ MAsGA1UdD
certificate request O |Iline 8 MB8GA1lUdEQQYMBaCFHNoaXN5YS1hLmzZ1la
certificate request O |Iline 9 A4GBACRKhbhx8kIl 08Jf 7w9YNgzHN+ORYY
certificate request O |Iine 10 WOl ghgg! NKSRW82o0dt TFi 97Ttgalyi | |
certificate request O |line 11 Zv62xudPCLvwe+wW49N8gA+Dg+9G3wCSY
Created RSA private key and Certificate request.

(config)#

(3)

- ( )
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(config)# crypto certificate generate
RSA key pair number[0-4] :0
generate RSA key pair
Are you sure?[y/n] :n

Local <certificate number[O0-4] :0
Local certificate wil!/l be overwritten.
Are you sure?[y/n] :vy

|l ocal certificate name :cert.pem

|l ocal certificate hash(shal or md5)
expire date(YYYYMMDD) :20071231

Pl ease wait to create Local certificate.
certificate |l ocal O name cert.pem
certificate | ocal 0 line O
certificate | ocal 0 line 1
certificate | ocal 0 line 2
certificate | ocal 0 line 3
certificate | ocal 0 line 4
certificate | ocal 0 line 5
certificate | ocal 0 line 6
certificate | ocal 0 line 7
certificate | ocal 0 Iline 8
certificate | ocal 0 Iline 9 VGcOsScsn92z0Ssi
certificate | ocal 0 line 10
certificate | ocal 0 line 11
certificate | ocal 0 line 12
certificate | ocal 0 line 13
certificate | ocal 0 line 14
certificate | ocal 0 line 15
certificate | ocal 0O Iline 16 FKA8mMr 9msEi VN
Created Local certificate

(config)#

RSA key pair number[O0-4]

(1)

Local certificate number [ 0-4]

(2)

key bit(361-2048)

(3)

ertificate request hash(shal or md5)
(4)

l ocal certificate name

(5)

l ocal certificate hash(shal or mdb5)
(6)

expire date(YYYYMMDD)

(7)

Country Name(2 |l etter code)

(8)

State or Province Name

(9)

Locality Name

(10)

Organi zation Name

(11)

Organizational Unit Name

(12)

MI | DB CCAmM8CAQEwWDQYJKoZl hvc NAQEFBQA
VQQI EwWhLYW5hZ2F3YTERMAB8GAL1UEBXxMI S2F
c3UgTGItaXRI ZDESMBAGA1UECXxMJVGV]j aCB
ZnVgaXRzdS5)j b20xHzAdBgkghki GO9w0OBCQE
MDc wNz | wMDI wNz U4 Whc NMDc x Mj Mx MDI wNz U
BgNVBAgGQTCEt hbmFnYXdhMREwWDwWYDVQQHEwWh
aXRzdSBMaWlpdGVk MRI wEAYDVQQLEw!l UZWN
YS5mdWppdHNLILmMNvbTEf MBOGCSqGSI b3DQE
nzANBgkghki GO9WOBAQEFAAOB] QAwgYkCgVYE
hPi w8Fxnlr Sa93PSdGU
RC75Hdgo8wO0OwneAvTqg2l 2SXp0O001QAr 442
CuguQu2St WowE+ MCAWEAAaNVMFMwCwYDVR
AQEwWHWYDVRORBBgwFol Uc2hpc3l hLWEuUZn
BgEB/ wl BATANBgkghki G9WOBAQUFAAOBgQ
OSR5ppTcZzZl VCgWNYFQI z1/ MCNv1lyGk9at
3i 3] sVuKJKbnO0OgsysUZQEpMFS7JdYHul RN
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Email Address
(14)
subject Alt Name | P
(15)
subject Al t Name DNS
(16)
1)
0 4 10
2)
0 4 10
3)
(bit) 361 2048 10
4)
shal
SHA1
md 5
MD 5
5)
0x21,0x23 0x7e 16 ASCI |
6)
shal
SHA1
md 5
MD 5
7)
YYYYMMDD
YYYY
1990 2036
MM
1 12 10
DD
1 31 10
8) (C)
0x21,0x23 0x7e 2 ASCI |
9) (ST)
0x22( ) 0x2f ( )
ASCI |
10) (L)
0x22( ) Ox2f ( )
ASCI |
11) ( 0)
0x22( ) 0x2f ( )
ASCI |
12) (ou)

[0x20-0x7e]

[0x20-0x7e]

[0x20-0x7e]
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0x22( ) O0x2f ( ) [0x20-0x7e]
ASCI |

13) ( CN)

0x22( ) O0x2f ( ) [0x20-0x7e]
ASCI |

14) E

0x21,0x23 0x7e 64 ASCI |
15) (1P )

| Pv 4
16) (DNS )

0x22( ) O0x2f ( ) [0x21-0x7e]
ASCI | (DNS

)

55

687



55.1. 2 crypto certificate | ocal

[ ]

[si - Rb[BO - R5|12iB- RB[BO - R3|{1DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|8 0B

[ ]

crypto certificate | ocal <number > name <name>

[ ]

<number >

name <name?>

0x21,0x23 0x7e 16 ASCI |

[ ]

Baseb64
----- BEGI N CERTIFI CATE- - - - -

----- END CERTI FI CATE- - - - -

100
certificate | ocal name
certificate | ocal Il i ne
save
commi t save reset
<number > crypto certificate generate crypto
del et e
certificate | ocal name
certificate | ocal l'ine
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]

(config)# crypto certificate |l ocal O name mycert.pem

Pl ease input.

----- BEGI N CERTI FI CATE- - - - -

Ml | DB CCAmM8B8CAQEWDQYJKoZl hvc NAQEFBQAwWgZ8xCzAJBgNVBAYTAKkp QMREwWDW Y
VQQlI EWhLYW5hZ2F3YTERMA8GAL1UEBXxMI S2F3YXNha2kxGDAWBgNVBAoTDOZ1am
c3UgTGlItaXRI ZDESMBAGA1UECXxMJVGV] aCBEaXYuMRswWGQYDVQQDEXxJzaGl| zeWE
ZnVgaXRzdS5j b20xHzAdBgkghki GO9WOBCQEWEGhvZ2VAZnVgqaXRzdS5j b20wHhc
MDcwNz | wMDI wNz U4 Whc NMDc x Mj Mx MDI wNz U4Wj CBnzELMAKGAL1IUEBhMCSI| AXET #
BgNVBAGQTCEt hbmFnYXdhMREwWDWYDVQQHEwWhLYXdhc2FraTEYMBYGA1UEChMPRN\
aXRzdSBMaWlpdGVk MRI wWEAYDVQQLEwWlI UZWNol ERpdi 4xGzAZBgNVBAMTENNoOaX\
YS5mdWppdHNLILmMNvbTEf MBOGCSqgGSI b3DQEJARYQaG9NnZUBmMdWppdHNILMNVDbTC
nzANBgkghki GIWOBAQEFAAOB)] QAWgYKCgYEAYTsGr OKJr GHXt 9gi TBt Esj r gQCN
VGcOsScsn92z0Ssi hPi w8Fxnlr Sa93PSdGUr weY2YMYyj UNG58Fa55K+z1CCXTF
RC75Hdgo8wO0OwneAvTg2l 2SXpO001QAr 44Z1r Russvg3r6MTO9TUQqy SO3t TNOf Vqgf
CuguQu2st WowE+ MCAWEAAaNVMFMWCWYDVROPBAQDAgQKEMA8GA1UdEQQI MAaHBMC
AQEwWHWYDVRORBBgwWFol Uc2hpc3l hLWEuZnVgqaXRzdS5j b20wWEgYDVROTAQH/ BAC
BgEB/ wl BATANBgkghki GO9WOBAQUFAAOBgQBCPN+UbzXOVYN4RZ6zcbpn7YCwyv/y
OSR5ppTczZZ| VCgWNYFQI z1/ MCNv1lyGk9at 8SOlI QgM5zi ObXypDOp1l1OB3Ust 0mzc
3i 3] sVuKIJKbnOgqsysUZQEpMFS7JdYHul RN5nWPBj gH68CqQD8zPeJ2| VcwcsUot
FKA8mr 9ms Ei VNQ==

----- END CERTI FI CATE- - - - -

certificate | ocal O name mycert.pem

certificate | ocal 0O line 0O MIIDBj CCAmMB8CAQEWDQYJKoZIl hvc NAQEFBOQAV
certificate | ocal 0 line 1 VQQI EWhLYW5hZ2F3YTERMA8GALUEBXMI S2F?:
certificate |l ocal 0 Iine 2 c¢c3UgTGItaXRI ZDESMBAGA1UECXxMJVGVj aCBE
certificate | ocal 0O Iine 3 ZnVgaXRzdS5jb20xHzAdBgkghki GO9wWOBCQEV
certificate |l ocal 0 |ine 4 MDcwNzl| wMDI wNzU4WhcNMDc x Mj Mx MDI wNz U 4
certificate | ocal 0O line 5 BgNVBAGQTCEt hbmFnYXdhMREwWDWYDVQQHEwWhL
certificate | ocal 0 line 6 aXRzdSBMaWlpdGVkMRI wEAYDVQQLEwW!l UZWNCc
certificate | ocal 0 line 7 YS5mdWppdHN1ILMNvbTEf MBOGCSgGSI|I b3DQE]]
certificate | ocal 0 Iine 8 nzANBgkghki GO9WOBAQEFAAOBj QAwgYkCgYE}/
certificate | ocal 0O |ine 9 VGcOsScsn92z0Ssi hPi w8Fxnlr Sa93PSdGUr
certificate |l ocal 0 Iine 10 RC75Hdgo8wOwneAvTq2l 2SXpO001QAr 4421
certificate | ocal 0 |ine 11 CuguQu2St WowE+MCAWEAAaNVMFMwCwYDVRC
certificate |l ocal 0 Iine 12 AQEwHwWYDVRORBBgwFol Uc2hpc3l hLWEu2Zn\
certificate local O line 13 BgEB/ wl BATANBgkghki G9WOBAQUFAAOBGgQE
certificate |l ocal 0 Iine 14 oSR5ppTcZzZ|l VCgWNYFQI z1/ MCNv1lyGk9at €
certificate | ocal 0 Iine 15 3i 3] sVuKIJKbnO0OgsysUZQEpMFS7JdVYHul RNE
certificate | ocal 0 line 16 FKA8mMr 9msEi VNQ==

(config)#
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55.1. 3 crypto certificat

[ ]

e remot e

[si - Rb[BO - R5|12iB- R[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|80B

[ ]

crypto certificate remote <number > n

[ ]

<number >

ame <name >

10
0 499 Si -R570 Si-R5708B
0 249 Si-R370 Si-R3708B
0 49 Si -R260B Si-R240B Si-R220C Si-R220D
0 24 Si - R1808B
name <name?>
0x21,0x23 0x7e 16 ASCI |

[ ]

Baseb64

certificate remote name
certificate remote | ine
save

commi t save

<number >

crypto

reset

certificate

remote
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del et e

certificate remote name
certificate remote | ine

]

(config)# crypto certificate remote O name peercert.pem

Pl ease input.

----- BEGI N CERTI FI CATE- - - - -

MII C/j CCAeYCAQAWDQYJKoZl hvc NAQEEBQAWRTELMAKGA1UEBhMCQVUXxEzARBg!
BAgTCI NvbWUt U3RhdGUxI| TAf BgNVBAOTGEIl udGVybmVOI FdpZGdpdHMgUHRS5I E x
ZDAe FwOwNj Ax MDUwOTUz MTI aFwOwWNj Ay MDQwOTUz MTI aMEUxCzAJBgNVBAYTAKF
MRMWEQYDVQQI EwpTb21l LVNOYXRI MSEwHWYDVQQKEXhJbnRI cm5| dCBXaWRnaXF
| FBOeSBMdGQwggEIi MAOGCSgGSI b3DQEBAQUAA4| BDWAwWggEKAOI BAQDi TbOBDCCc
PU47aBdKPyGuAf Ehtdty YAHxKaKVuuQYH8x/ +mvt ZCHI mr sUDNmOo+W4940guq]
8LMzWSbRmMl1zMl1FsJxcDvrlv89TaAPqckrnrl / Mz4dGhKyFYhcsbi YOL5AuUuWDt be
aMvO4op4d4/ Y2i L9AAeHgVVN1aXO71/iVulsSOl 4Fvf u3PGH8b/ i mi VI whaNi d98bs¢t
kl xU7+UT/ HACI x1rutfgWve/suM7nl WAgM3gscd4daoUgy68mPl Cm8SeUOmdI F
8XP1ZDpbgDruXj 33LPX05J7)] QkO0l LVdl1zaRGZDPVw153d0OkgybDLjg7+Z3ul
| Wno6pzZ6nAgMBAAEWDQYJKoZl hvc NAQEEBQADQgQgEBAENO0J G/ QLWKf D+i N/ zC
Sn042Z7Zx7GavCdCEi | wNK+gqWkP+5ZKkKFbNHYRX2Sv1I6FpR/ UWvcKdI fpFt2c
dS3DoUDPnNn3Hj 8wzf 5sMwJLHf k wwO038DPEOsbb+Al i Q3/ ned4vUTr NWgMOGYy De
zMod2/ xz| 8+BykmHGX8e2ukcS1ZdnzZM1|l V1I6SXCFsawl J2CPtdwxnYCxj Hyc
XNYRi vy3KIlI XeVal YCluijl KNNnYYhpQl VFMOzcNF8ej 2GYr |l rp+xTQ/t6f Mbec
Nh8LFmzSCH+j d3EgxFI Gl OWyr k/ ULSzPLVwzav40K2N6X+| Dw+kPi 9HNOSGC

OLUS AN O XP

0 K
7 X
4r
b b
Gd
R K
f h
ni
+0

----- END CERTI FI CATE- - - - -

certificate remote O name peercert.pem

certificate remote O |ine 0O MIIC/jCCAeYCAQAWDQYJKoZlI hvc NAQEEBQ/
certificate remote O |Iline 1 BAgTCI NvbWUt U3RhdGUxI| TAf BgQNVBAOTGE
certificate remote O |ine 2 ZDAeFwOwNj AxMDUwOTUz MTI aFwOwWNj Ay MDC
certificate remote O |line 3 MRMwEQYDVQQI EwpTb21l LVNOYXRI|I MSEwHwW)
certificate remote O |ine 4 | FB0eSBMdGQwggEi MAOGCSgGSI b3DQEBAQL
certificate remote O |line 5 PU47aBdKPyGuAfEhtdtyYAHXxKaKVuuQYHS8x
certificate remote O |ine 6 8LmMzWSbRmlzM1FsJxcDvrilv89TaAPqgckrnr
certificate remote O |line 7 aMvO4op4d/ Y2i LO9AAeHgQVVN1aX0O71/iVulsSc
certificate remote O |ine 8 10Kkl xU7+UT/ HACI x1rutfgWve/suM7nl W/
certificate remote O |line 9 X7X8XP1ZDpbgDruXj 33LPX05J7j) QkOIl LVd]1
certificate remote O |ine 10 s4r/ Wno6pZ6nAgMBAAEwWDQYJKoZI hvcNAC
certificate remote O |line 11 sbbSn04zZ7Zx7GavCdCEi |l wNK+gqWkP+5ZKk@
certificate remote O |ine 12 2GddS3DoUDPn3Hj 8wzf5sMwJLHf kwvO038I
certificate remote O |line 13 4RKzMod2/ xzI| 8+BykmHGX8e2ukcS1zZdn2z)
certificate remote O |ine 14 nfhxNYRivy3KI XeValVYCluijlKNnYYhpQ
certificate remote O |line 15 Jni Nh8LFmzSCH+j d3EgxFI|I Gl OWyr k/ UL Sz
certificate remote O |ine 16 0+0=

(config)#
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55.1. 4 crypto cert.

[ ]

fi

cate ca

[si - Rb[BO - R5|12iB- RB[BO - R3|1DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|80B
[ ]
crypto certificate ca <number > name <name>
[ ]
<number >
0 4 10
name <name>
O0x21,0x23 O0Ox7e 16 ASCI I
[ ]
( )
[ ]
Baseb64
----- BEGI N CERTIFI CATE- - - - -
----- END CERTI FI CATE- - - - -
100
certificate ca name
certificate ca Iline
save
commi t save reset
[ ]
<number > crypto certificate ca
del et e
certificate ca name
certificate ca Iline
55
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]

(config)# crypto certificate ca 0 name cacert.pem

Pl ease input.

----- BEGI N CERTI FI CATE- - - - -

Ml | DB CCAmM8B8CAQEWDQYJKoZl hvc NAQEFBQAwWgZ8xCzAJBgNVBAYTAKkp QMREwWDW Y
VQQlI EWhLYW5hZ2F3YTERMA8GAL1UEBXxMI S2F3YXNha2kxGDAWBgNVBAoTDOZ1am
c3UgTGlItaXRI ZDESMBAGA1UECXxMJVGV] aCBEaXYuMRswWGQYDVQQDEXxJzaGl| zeWE
ZnVgaXRzdS5j b20xHzAdBgkghki GO9WOBCQEWEGhvZ2VAZnVgqaXRzdS5j b20wHhc
MDcwNz | wMDI wNz U4 Whc NMDc x Mj Mx MDI wNz U4Wj CBnzELMAKGAL1IUEBhMCSI| AXET #
BgNVBAGQTCEt hbmFnYXdhMREwWDWYDVQQHEwWhLYXdhc2FraTEYMBYGA1UEChMPRN\
aXRzdSBMaWlpdGVk MRI wWEAYDVQQLEwWlI UZWNol ERpdi 4xGzAZBgNVBAMTENNoOaX\
YS5mdWppdHNLILmMNvbTEf MBOGCSgGSI b3DQEJARYQaGI9NnZUBmMdWppdHNILMNVDbTC
nzANBgkghki GIWOBAQEFAAOB] QAWgYKCgYEAYTsGr OKJr GHXt 9gi TBt Esj r gQCN
VGcOsScsn92z0Ssi hPi w8Fxnlr Sa93PSdGUr weY2YMYyj UNG58Fa55K+z1CCXTF
RC75Hdgo8wO0OwneAvTg2l 2SXpO001QAr 44Z1r Russvg3r6MTO9TUQqy SO3t TNOf Vqgf
CuguQu2st WowE+ MCAWEAAaNVMFMWCWYDVROPBAQDAgQKEMA8GA1UdEQQI MAaHBMC
AQEwWHWYDVRORBBgwWFol Uc2hpc3l hLWEuZnVgaXRzdS5)j b20wWEgYDVROTAQH/ BAC
BgEB/ wl BATANBgkghki GO9WOBAQUFAAOBgQBCcCPN+UbzXOVYN4RZ6zcbpn7YCwyv/y
OSR5ppTczZZ| VCgWNYFQI z1/ MCNv1lyGk9at 8SOl QgM5zi ObXypDOp1l1OB3Ust 0mzc
3i 3] sVuKIJKbnOgqsysUZQEpMFS7JdYHul RN5nWPBj gH68CqQD8zPeJ2| VcwcsUot
FKA8mr 9ms Ei VNQ==

----- END CERTI FI CATE- - - - -

certificate ca 0O name cacert.pem

certificate ca 0 |Iline O MII|IDBj CCAMB8CAQEWDQYJKoZl hvc NAQEFBQAwQgZE
certificate ca 0 |Iine 1 VQQI EwWhLYW5hZ2F3YTERMAB8GAL1UEBXMI S2F3YX!
certificate ca 0 |line 2 c3UgTGlItaXRlI ZDESMBAGALIUECxMJVGVj aCBEaX)
certificate ca 0 |line 3 ZnVgqaXRzdS5jb20xHzAdBgkghki G9wO0BCQEWEGF
certificate ca 0 |line 4 MDcwNzl wMDI wNz U4 WhcNMDcx Mj Mx MDI wNz U4 Wj C
certificate ca 0 |ine 5 BgNVBAgGQTCEt hbmFnYXdhMREwWDWYDVQQHEwWhLY Xc
certificate ca 0 |Iline 6 aXRzdSBMaWlpdGVkMRI wWEAYDVQQLEwl UZWNol EF
certificate ca 0 |ine 7 YS5mdWppdHNLILmMNVbTEf MBOGCSqGSI b3DQEJAR)
certificate ca 0 |Iline 8 nzANBgkghki GO9WOBAQEFAAOB] QAwgYkKkCgYEAYT s
certificate ca 0 |line 9 VGcOsScsn92z0Ssi hPi w8Fxnlr Sa93PSdGUr we)
certificate ca 0 |Iline 10 RC75Hdgo8wOwneAvTqg2l 2SXpO001QAr44Z1r R
certificate ca 0 |ine 11 CuguQu2StWpwE+MCAWEAAaNVMFMwCwYDVROPB/
certificate ca 0 |line 12 AQEwHwWYDVRORBBgwFol Uc2hpc3|l hLWEuUuZnVqga?
certificate ca 0 |line 13 BgEB/ wl BATANBgkghki GI9WOBAQUFAAOBgQBc PN
certificate ca 0 |line 14 oSR5ppTczzZ|l VCgWNYFQI z1/ MCNvlyGk9at8SO
certificate ca 0 |Iine 15 3i3jsVuKJKbnO0gsysUZQEpMFS7JdYHul RN5n WF
certificate ca 0 |ine 16 FKA8mMr 9msEi VNQ==

(config)#
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[si - RE[B0O - R5|12iB- RB[BO - R3|1DiB- R2|4DiB- R2|4DiB- R2|4DiC R2/4iD R1j8 0B

]

ping <ip_address>

[ source <ip_address>] [repeat [<count>]] [size <data_si z:i

[tos <tos>] [ttl <ttl>] [timeout <timeout>] [df]
ping <host_name> [{v4] v6}]

[ source <ip_address>] [repeat [<count>]] [size <data_si z:i

[tos <tos>] [ttl <ttl>] [timeout <timeout>] [df]

]

<ip_address>
I P
| Pv 4 | Pv 6

| Pv b6 "%<interface>"
"fe80::1%l ano0"

<ip_address> <host_name>
<host _name>

DNS

<ip_address> <host_name>

{vda), v6}
I P
<host _name> <host _name> I P
v 4 I P
source <ip_address>
I P
I P
I P

repeat [<count >]

0 65535 10 <count > 0
size <data_size>

| CMP 46 9600 10 ( : )
46
tos <tos>
TOS
TOS 0o ff 16 0
| Pv 4
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<ttl >
TTL
TTL

ttl

10

255

0

6 4

Pv 4 128 |1 Pvé6
meout >

<t

meout

t

10

300

20

repeat

df

Fragment bi

t
Pv 6

Don'

\Y

QUEST I CMP EC

| CMP ECHO_RE

(1re

a)

168. 1.1
.1 is alive.

192.
1

o ©
(=l

o N

H A FH

b)

com
alive.

S

# ping jp.fujitsu.
192.168.1
#

(I Pve6)

c)

com V6

fujitsu.

ping jp.
fe80:::fffe:

#

alive.

S

e00: 5555:80c2 i

cl100:

(3

d)

168. 1.1 repeat 3
1.1 56 data bytes.

168.

768 ms
736 ms
736 ms

ti me=0.
=0.

ti me
ti me=0.

=255
=255
=255

ttl
ttl
ttl

=0

icmp_seq=1
icmp_seq=2

icmp_seq

1
1:
1

1
1.
1

168.
168.
168

from 192.
from 192.
from 192.

bytes
bytes
bytes

6 4
6 4
6 4

PI NG Statistics----

----192.168.1.1
packet s
round-trip

3

|l oss

0% packet
768

3 packets received,
736/ 0. 746/ 0.

mi n/ ave/ max

transmitted,

0.

(ms)
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1. 2 tracerout e

]

[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|8 0B

]

traceroute <ip_address> [source <src_ip_address>] [size
[ti meout <timeout>] [mpls] [df]
traceroute <host_name> [{v4 | Vv6}] [source <src_ip_addre:

[ti meout <timeout>] [mpls] [df]

]

<ip_address>
I P
| Pv4 | Pv 6
<ip_address> <host_name>
<host _name>

DNS
<ip_address> <host_name>
{ va4a | v6 }
I P
<host _name> <host _name> I P
v 4 I P
source <src_ip_address>
I P
I P
I P
size <data_size>
I P 46 9600 10 ( : )
46
I P | Pvo6 I P v 6 46 59
60

ti meout <timeout >

1 300 10 ( )
20
mpl s
MPL S
MPL S
I P | Pv 6 I P v 6

df

Don't Fragment bit
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t
[

I P | Pv6 I P v 6

( )
( )
]
host (I P ) I P (TTL /
1 1 I CMP
host
racerout e
| Pv4 |
XX . XXX ms
I'N ( )
'H ( )
P ( )
''F ( )
'S
! TTL
*
| Pvé6 |
XX . XXX ms
I'N ( )
LA ( )
'S ( )
P ( )
! HopLi mit
*
traceroute
traceroute: unknown host <host _name>
<host _name> I P
traceroute: can't assign source address
I P
( )
]
1
host
# traceroute 192.168.1.1
traceroute to 192.168.1.1 from 192.168.5.2, 30 hops max,
1 192.168.5.1 20. 000 ms 20.000 ms 20. 00
2 192.168. 1.1 41. 000 ms 41. 000 ms 41.00
#
2
host
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168.

192,

traceroute

#

hops max 46 by

168. 30

192.168.1.1 from 192.

(0]

t

tracerout e

x X ¥ X

X X ¥ K

L .

N M

MPL S
traceroute

1.101.2 mpl s

10.

#

46 byte

30 hops max
000 ms 1.
000

000
000

201.

ms

from 10. 1.

10.1.101. 2

(0]

t

201.

tracerout e

Labe
Labe
Labe
Labe

ms

000
000
000
000

000
000
000
000

10.
10.
10.
10.

ms

ms

ms

ms

2.

ms

ms

ms

ms

ms

101.
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56. 1. 3 tel net

tel net

[ ]

[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2/4DiD R1|8 0B

[ ]

telnet <host> [<port>] [{ipvd,ipvb6}] [escape {<char > non
[ ]
<host >
(telnet )
| Pv 4
| Pv6

"%<interface>
"fe80::1%l ano0"

<port >
1 65535 10
telnet 23
i pvia
| Pv 4 telnet
<host > | Pv4 | Pv 6 | Pv 4
i pveé
| Pv 6 telnet
<host > | Pv4 | Pv 6 | Pv 6
i pv4 i pve6 <host >
| Pv4 | Pvé6
| Pv6
escape {<char>] none}
"none"
telnet q" telnet
oA CTRL+A
A AT
"none"
"A]l"(CTRL+])
srcaddr <srcaddr >
( )
| Pv4
| Pv 6
<host > ( )

tos <tos>
TOS 0o ff 16
<host> 1Pv6

0
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( )
]

tel net
telnet ( )

(VT100)

(9600bps)
( )
]

# telnet 192.168. 1. 2 telnet
Trying 192.168.1.2. ..
Connected to 192.168. 1. 2.
Escape character is '~]'"
Login:
Passwor d:
|l ogi n OK.
# exit exit
Connection closed by foreign host.
#
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56.

1.4 pwconyv

]

[si - Rb[BO - R5|12iB- RB[BO - R3|{DiB- R2|4iB- R2|4iB- R2|JDic R2|4DiD R1|8 0B

]

pwconv {common] unique}

]

common

uni que

Passwor d:
Retype password:

Passwor d:

TPM(Trusted Platform Modul e)

TPM

<ERROR> detected HARD ERROR

]

# pwconv unique
Passwor d:

Retype password:
OoxLSOCZwl 69ds GBz.
#

cannot execut e

56
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56. 1.5 dnconyv
[ ]
[ ]
[si - Rb[BO - R5|{DiB- RB[BO - R3|7 Si - R2|49iB- R2|4Dic R2|Z
[ ]
dnconv <index>
[ ]
<index>
0 3
(dnconvinfo)
al |
(dnconvinfo)
[ ]
( )
[ ]
[ ]
(save)
[ ]
# dnconv 1
#”d.nconv &
# save
# reset
# dnconv all
# save
# reset

(reset)
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56.

6 rpon

Magi cPacket

]

[si

- R§[B0 - R5|10iB- RB[BO - R3|{DiB- R2|qDiB- R2|42iB- R2|4Dic R2|4iD R1|8 0B

]

rpon <host_number >

]

<host_number >

Magi cPacket
al |

Magi cPacket

<host number > MA C
<host_number > all MAC
Magi cPacket
[ ]
# rpon 2
#
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56. 1.7 di ag

[ ]

[si - Rb[BO - R5|7

[ ]

diag [memory <kind>]

[ ]

memory <kind>
mai nmemory

optioncard

ATM25M H1
ATM155M H1
BRI 4 H1
[ ]
( )
( )
[ ]
CHECK
[ ]
diag
status
CHECK di ag
clear |l ogging error

[ ]

reset

show system

CHECK

‘<WARNING> This command causes a system reboot.

OK to con‘tinue?[

y ( ) n( )
y ( )
‘Login ‘

n( )
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Si - R570¢#

y n

<ERROR>
Si - R570#

rmat er

r

]

Si -R570# diag

<WARNI NG> This command causes a system reboot. OK cont
Login
Si - R570# diag
<WARNI NG> This command causes a system reboot. OK cont
Si - R570¢#
Si -R570# diag memory mai nmemory
<WARNI NG> This command causes a system reboot. OK cont
Login
Si -R570# diag memory mai nmemory
<WARNI NG> This command causes a system reboot. OK cont
Si - R570#
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S 7 commi t
commi t
commi t
WA N wan (3)
ATM atm (3)
switch (3)
LAN wl an (3)
LAN Il an bind (3)
Il an mode (3)
Il an mdi (3)
Il an fl owct| (3)
Il an type (3)
Il an mtu (1)
Il an shaping (3)
Il an backup (3)
|l an recovery (3)
Il an ip address (1)
Il an ip alias (1)
lan ip dhcp service(1l)
Il an ip dhcp info (1)
Il an ip proxyarp (1)
lan ip localproxyar{pl)
Il an ip route (1)
lan ip rip use (1) -1
lan ip rip filter (1) -1
lan ip ospf wuse (1)-1
Il an i p ospf cost (1)
lan ip ospf hello (1)
Il an ip ospf dead (1)
lan ip ospf retrans|(1)
Il an ip ospf del ay (1)
lan ip ospf priorit|gl)
Il an ip ospf auth (1)
Il an ip ospf passive(l)
lan ip vrf (1) 3
Il an ip nat (1)
lan ip filter (1)
Il an ip tos (1)
lan ip priority (1)
lan ip in-policy (1)
lan i p icmp (1)
lan i p multicast (1)
Il an ip arp cycle (3)
lan ip arp static (1)
lan ip ids (1)
Il an i p6 use (1)
lan ip6 ifid (1)
57 commi t
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commi t
|l an i p6 address (1)
Il an i p6 ra (1)
Il an ip6 route (1)
Il an ip6 rip use (1) -1
lan ip6 rip site-I|loca)-1
lan ip6 rip aggregdate)-1
lan ip6 rip filter [(1)-1
lan ip6 filter (1)
Il an i p6 ospf wuse (1) -1
Il an ip6 ospf cost (1)
Il an ip6 ospf hello [(1)
Il an ip6 ospf dead (1)
Il an i p6 ospf retrangl)
Il an i p6 ospf delay |[(1)
lan i p6 ospf priorifty)
Il an i p6 ospf passiviel)
Il an ip6 priority (1)
lan ip6 trafficclasl6l)
Il an ip6 in-policy (1)
Il an ip6 dhcp (1)
Il an bridge use (3)
|l an bridge group (1)
|l an bridge static (1)
Il an bridge stp (1)
Il an bridge filter (1)
Il an bridge priority(1)
Il an vrrp use (3)
lan vrrp auth (1)
lan vrrp group id (3)
lan vrrp group ad (1)
lan vrrp group preemp}
lan vrrp group trigogéey
lan vrrp group acti|ph)
lan vrrp group vadd¢1l)
lan vrrp trap (1)
Il an mpl s (1)
Il an vlian bind (3)
Il an vlian tag (3)
lan 1 dp (1)
Il an macauth wuse (3)
Il an macauth expire |(3)
|l an macauth aaa (3)
Il an macauth securit|¢3)
Il an dotlx wuse (3)
l an dotlx portcontr{pol)
l an dotlx quietperijpt)
l an dotlx txperiod [(1)
l an dotlx supptimeqg@tl)
Il an dotlx maxreq (1)
|l an dotlx reauthper|/(dbQd
57 commi t
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commi t

|l an dotlx aaa (1)
Il an dotlx mode (1)
Il an dotl1x wol (1)
remote name (2)
remote autodial (2)
remote mtu (1)
remote shaping (2)
remote ap name (2)
remote ap move (2)
remote ap datalink |(3)
remote ap ip (2)
remote ap multirout|e2)
remote ap | imit (2)
remote ap disconnecf1l)
remote ap ppp (2)
remote ap dial (2)
remote ap called (2)
remote ap connect (13)
remote ap idle (2)
remote ap step (2)
remote ap step?2 (2)
remote ap step3 (2)
remote ap keep (2)
remote ap fr (2)
remote ap atm (3)
remote ap ipsec (2)
remote ap ike (2)
remote ap dvpn (2)
remote ap tunnel (2)
remote ap overl (2)
remote ap sessionwda¢th
remote ap mpl (2)
remote ppp (2)
remote ip address (1)
remote ip route (1)
remote ip rip use (1) -1
remote ip rip filtegfgl)-1
remote ip ospf wuse [(1)-1
remote ip ospf cost|{(1)
remote ip ospf helljpl)
remote ip ospf dead(1)
remote ip ospf retrl@bp
remote ip ospf del d¢l1)
remote ip ospf auth(1l)
remote ip ospf passl{iE
remote ip ospf mult{thst
remote ip ospf checkin} u
remote ip nat (1)
remote ip filter (1)
remote ip tos (1)
57 commi t
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remote ip priority |(1)
remote ip clp (1)
remote ip msschange(1)
remote ip multicast|(1)
remote ip exp (1)
remote ip dvpn (7)
remote ip ids (1)
remote ip in-policy(1l)
remote ip6 use (1)
remote ip6 ifid (1)
remote ip6 address [(1)
remote ipb6 a (1)
remote ip6 route (1)
remote ip6 rip use [(1)-1
remote ip6 rip siteflpenl 1
remote ip6 rip aggrilegpte 1
remote ip6 rip filtlet)-1 1
remote ip6 ospf use¢g(l)-1
remote ip6 ospf cos|fl)
remote ip6 ospf hel|(Dd)
remote ip6 ospf ded@dl)
remote i p6 ospf reti¢ans
remote ip6 ospf dell@ay)
remote ip6 ospf pasel)ye
remote ip6 ospf chegckmtu
remote ip6 filter (1)
remote ip6 trafficc(aps
remote ip6 priority(1)
remote ip6 dhcop (1)
remote ip6 clop (1)
remote ip6 exp (1)
remote ip6 dvpn (7)
remote ip6 in-policgl)
remote bridge use (2)
remote bridge group(1)
remote bridge stati|€cl)
remote bridge stp uece2)
remote bridge stp cpos%}
remote bridge stp p¢ilprity
remote bridge filteg¢l)
remote bridge prior/(ly
remote mpl s (1)
SERI AL seri al (3)
answer (2)-2
templ ate name (6)
templ ate mtu (7)
templ ate idle (7)
templ ate interface |[p8)p]
templ ate aaa (9)
57 commi t
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templ ate datalink (6)
templ ate ppp (7)
templ ate ip dns (7)
templ ate ip address/(8pmote ppol
template ip filter |(1)
templ ate ip tos (1)
template ip priorit|fgl)
templ ate ip msschangte)
template ip ids (1)
template ip in-polilc¥)
templ ate i p6 use (7)
templ ate ip6 ifid (7)
template ip6 filter|(1)
templ ate ip6 priori|lt¥)
template ip6 traffilct) ass
template i p6 in-poll{fty
templ ate combine (6)
templ ate tunnel (10)
templ ate sessionwat|chO0)
templ ate dvpn (11)
templ ate ipsec (10)
templ ate ike (10)
I P i p nat table (14)

VPN dvpn server (1)

dvpn client (12)
AAA aaa (1)

LAN nodemanager (1)
certificate (1) 6
routemanage ip distla@bre 1
routemanage ip redil6l)rip
routemanage ip redil6l) bgp
routemanage ip redil6l) bgp vrf
routemanage ip redil6l) ospf
routemanage ip ecmp(1l)
routemanage interfagcée)
routemanage ip6 distanhce 1
routemanage ip6 red{(%}Y rip
routemanage ip6 red{(%}Y bagp
routemanage ip6 red{(%}) ospf
bgp as (4)
bgp id (4)
bgp ip vrf (1) 3
bgp i p mpls-resolut|{{4hn
bgp ip full-route (1)-1 3
bgp i p network rout|el)
bgp ip network igp |(1)-1 2
bgp i p aggregate (1)
bgp ip redist (1)
bgp i p6 network rou¢g)
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bgp i p6 network igp(1)-1 2
bgp i p6 aggregate (1)
bgp i p6 redist (1)
bgp neighbor addresgl) -1 3
bgp neighbor as (1) -1 3
bgp neighbor timers/(1)-1 3
bgp neighbor ebgp-m@l1})ihbhop3
bgp neighbor enforceitmulti Bop
bgp neighbor family(1l)-1 3
bgp neighbor source(1)-1 3
bgp neighbor authen¢lifatibdn
bgp neighbor gracefll)+r&startg
bgp neighbor i p medfme})ricl
bgp neighbor i p asp¢tépendl
bgp neighbor ip | ocalprefl
bgp neighbor ip nexthppself
bgp neighbor ip defl@ll)t-otigfinate
bgp neighbor i p fillte) 1
bgp neighbor i p6 meg@meptrit
bgp neighbor i p6 aspteppend
bgp neighbor i p6 | oca)pret
bgp neighbor i p6 negkthopself
bgp neighbor ip6 default-driginate
bgp neighbor ip6 fijl(Ltpr 1
spf ip id (4)
ospf ip area id (1) -1 4
ospf ip area type (1) -1 4
ospf ip area defcos/fl)
ospf ip area range [(1)-1
ospf ip area type3-[(%hr
ospf ip area viink |[{d)-1 4
ospf ip area viink (b))l o
ospf ip area viink |d&pnd
ospf ip area viIiink |f&)Yrans
ospf ip area viIiink |[d&) ay
ospf ip area viink |@l}) h
ospf ip definfo (1)
ospf ip summary (1) -1
ospf ip redist (1) -1
ospf ip6 id (4)
ospf ip6 area id (1) -1 4
ospf ip6 area type |(1)-1 4
ospf i p6 area defcofl)
ospf ip6 area range(1l)-1
ospf i p6 area inter|¢hyea-prefix
ospf ip6 definfo (1)
ospf ip6 redist (1)-1
rip ip timers (1)
rip ip multipath (1)
rip ip redist (1)-1
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rip ip neighbor (1) -1
rip ip gwfilter (1) -1
rip ip6 timers (1)
rip ip6 multipath (1)
rip ip6 redist (1) -1
bridge age (1)
bridge stp (1)
bridge ip routing (2)-1
bridge ip policy (1)
bridge ip6 routing |[(2)-1
bridge ip6 policy (1)
bridge vl an (1)
bridge inter-remote(1)
| EEE802. 1X dotl1x wuse (1)
dot 1x mode (1)
MPL S mpl s (1)
mul ticast (1)
ACL acl (1)
policy-group (1)
snmp (1)
syslog (1)
ti me (1)
proxydns (1)
host (1)
password for mat (0)
password admin set |[(0)
password admin aaa [(1)
password user set (0)
password user aaa (1)
password aaa (1)
schedul e (1)
storage setup (5) -1
dnconvinfo (1)
updateinfo (1)
macaut password (1)
addact (1)
watchdog service (5)
consol einf (1)
telnetinfo (1)
sysdown (1)
mf | ag (1)
Ssysname (5)
|l oopback ip address|(1)
|l oopback ip ospf (1) -1
|l oopback i p6 addres6l)
|l oopback mpl s (1)
serverinfo (1)
SI P-SI P sipgw (1)
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sysmemwat ch

(1)

e e e e e T e e e e N

0)
1)
1) -
2)
2) -

2) -2

3)
4)
5)
5) -
6)
7)

8)

9)
10)
11)

12)

13)
14)

o O WN B

1(1)

[EnY
—~ ~
N

dvpn

NAT

BGP

AAA
| Psec
VPN
(2)

client encode
i psec

BGP

| Psec

I SDN

PPP

(template combine us

(template datalink

(template combine

(2)

NAT

BGP

(11)

(1)
physical

e

aaa )
type ipsec

use dvpn

(7)
NAT
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58 (Vv30)

V30
V30 v21
/
(v3o0) (Vv21)
1 admin
2 su
3 exit exit

4 configure

5 end

6 qui t

7 top

8 up

9 |

10 terminal pager {mpag@gdl <emhode>
di sabl e}

11 terminal wi ndow|lenv LI NES=
[column<column>] [l ine <Iline>]

A
N
—
(0]
=

mi nal charseted\EUKCANII S}

13 termi nal prompt |érmygi MPROMPT=
'<prompt >"
terminal prompt |user
'<prompt >"
terminal prompt |[admin
"<prompt>"

[EnY
D
—
(]
=

mi nal ti mest genpv {EIndBS BAMP =

di sabl e}

15 terminal bell {eermabl ¢QBEISlab]| e}
16 terminal |l oggi ndendyv nkel STSIh2E=
17 show terminal env
18 show | ogging commasitdodyr][i etf]]
19 clear 1 ogging cagmmathnadry cl ear
20 alias <alias> "<9command>"
21 show alias [ <name>]
22 clear alias [<name>]

(Vv30) (V21)
1 show system infgdantad, oindi nfo, sysinfo
2 show system statdaste, uptime, sysinfo
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(Vv30) (V21)

3 show tech-supporttech-support
tech-support [-@ <coun
<ti me>]

4 show | ogging erreolrog

5 clear |l ogging ereloog -d

6 show | ogging sysdoml og

7 clear statisticgclear statistics

8 show dat e dat e

9 / date [<YYYY/ MM/ Dda thér : [mmy sramdd HHMMS S > ]

10 rdat e rdat e

11 reset reset

reset clear reset clear
reset {configl) qroemdetg2fconfigl},qonfig2
12 updat e updat e
(Vv30) (V21)
1 show candi dat e- dgomdw g[ < > ]
[ <confi g>] show -a [< 3]
show candidate-qonfig all
[ <confi g>]

2 show running-condhagw|[=<rohdig>] 3]
show unning-condhagwadad -r [< > ]
[ <config>]

3 show startup-config [<config>]

4 di ff di ff <configl> qgconfig

<src_filename><dst _fil ename>

5 del ete <config>|delete < >

6 |l oad running-conlfaagd running

|l oad startup-config
|l oad configl |l oad configl
|l oad config2 |l oad config?2
7 ave save
save {configl|cagndveg2{fconfigl,caonfig?2}

8 commi t enabl e
enabl e all ( v3d rese

9 discard

Et hernet

(v3o0) (Vv21)

1 |[Ethernet show ether [slotlstclsdmt[><dllothe [ gport >]

<line>]] [ number ]

2 |[Ethernet show ether statisttliamrs [<sdlodt > [ gport >]

<slot> [line <line>]]
58 (v3D)yl 6



frstat

ne>

ne>

statm

vpi _

vpi _

(v30) (V21)
3 |[Ethernet clear ether statdtsltarmsclesdrot
<slot> [line <line>]]
SDN
(V30) (V21)
1 (I SDN show i sdn lineis, apstat
2 |I SDN show isdn accournitsdnstat =-{D;,d;|r
3 |I SDN show isdn statiggstiices cfisludtt> [ <
[ <channel >]11]
4 |[PI AFS show isdn stati gstimgisafps af s
5 (I SDN clear isdn accoyingdnstat clear -
[ <index>]
6 || SDN clear isdn statistints clieamuit
7 [Pl AFS clear isdn statistpicaf pialfesar
(Vv30) (vV21)
1 show fr l'ineis, apstat,
2 show fr statististsi g rfcuslitot > [ <
[ <channel >17]1]
3 PVC show fr statistilfcrsstvat
4 clear fr statistdtcisngicaclcaan
5 PVC clear fr statistlficst atc cl ear
(VvV30) (V21)
1 show hsd lineis, apstat
2 show hsd statiststcisncifrecaulidat > [ 4
[ <channel >]11]1]
3 clear hsd statiggstiicrss cdlrean t
ATM
(V30) (V21)
1 [ATM show atm [briefl]/llineis, apstat,
2 |ATM show atm statiststcatmifrcauliat > [ 4
[ sl ot <slot>] <vci_value>]]
3 |[vC show atm statiststcat mc[ <sl ot > [ 4
<vci _value>]]
4 |ATM LLC/ SNAP (show atm statistics Ilc-snap
5 |[ATM clear atm statiddtiatsm cl ear
58 (v3pl 7
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(Vv30) (v21)
1 show modem l'inei s, apstat
2 show modem accoymdmstat -{D|d;r}
3 clear modem accqgmdmstat clear [ -
(Vv30) (va21)
1 show interface [[interface
<interface_name3x]
2 show interface hrief
[interface <interface_name>]
3 show interface dqummary
4 show interface drdetasttat -i -d -8
[interface <integrface_name>]
5 show interface gnattdgtsdti csi -d - 0B
[interface <integrface_name>]
6 show access-poinapstat
show access-poindapgteantot<er emot e _n
<remote_number > ([@@dp_number >]
<ap_number >] apstat <ap_name 3
show access-point access-point
<ap_name>
7 show template [ iltheampdtaate - i [ -1
<interface_name3x[]-t <temp_no>]
8 show templ ate stitagmpdtiats -s [ -t
9 show templ ate tempstat
how templ ate statistic
10 clear interface |matagti stticlsear -
[interface <interface_name>]
11 clear templ ate gttempsttatcscl ear |
ARP
(Vv30) (v21)
1 |ARP show arp arp [ -a]
show arp <ip_addarps<addr ess>
2 |ARP show arp summary
3 |[ARP |l ear arp arp -d {allj]-a}
|l ear arp <ip_adamnepssde <addr es s 3
Nei ghbor Cache
(VvV30) (v21)
1 INeighbor Cache how ndp [<ipv6_|address>]
how ndp summary
2 [Neighbor Cache clear ndp [<ipvB_address>]
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(Vv30) (v21)
1 show ip route [glddtestat ip rold
show ip route cagmamwetce tdat ailp Jr o
show ip route stradutcedtadtl Ji p r o
show ip route rilpmpojytagdtiat i p rod
show ip route bgmpodytagdtiat i p rod
show ip route ogmpduteadttdgt ip rold
show ip route dnrsojytagdtiat i p rod
show ip route iKe [all]
show ip route dersdutheagtiatn i p r o
<ip_address>/ <mgsikp_4ddadrddgss>/ <mg
show ip route dersdutheagtiatn i p r o
<ip_address>/ <mgsikp_ddhgess >/ <m3
prefixes [all]
2 show ip route symonatregstat [ijp r o
3 |IP show ip route kagmetedt at -r -f in
show ip route karnel l ongest -
match <ip_addregs>
sho ip route kernel summary
4 |ECMP show ip route kgmeatedt ®tc mpe [ -f i
statistics
5 |[ECMP clear i p route HKrethetlatecanlpear - g
statistics
6 || Pve6 show ipv6 route |fadtidgstat i p6 rd
show ipv6 route |contnescttatd i p6 r d
[al 1]
show ipve6 route rs(gu'ittééztgtalilde rd
show ipvé route |fdptdaddd ip6 rd
show ipveé route dost dad di ip6 rd
show ipv6 route rdé‘&tpes[taéﬂ]ipe roa
show ipv6 routel|ike [all]
show ipveé route dgesitdN@agtd 0iNp 6 r g
<prefix>/<prefixdgmersilaldds>
show ipvé route |degitddd@@dd OiNpe r g
<prefix>/<prefixdgmedongeds [ine
prefixes [all]
7 |1l Pve show ipv6 route |sammagtyat ailpg r d
8 |[I Pve show ipv6 route |ketrqitedt -r -f in
show ipv6 route |kernel
|l ongest-match <ilpv6_address>
show ipv6 route|kernel summary
RI
(Vv30) (v21)
1 |[RI P show ip rip routlrroutestat ip ring
2 |RI P show ip rip protroacwtiestat ip ring
3 |RI P clear i p rip stanowsttestsat cl ear
58 (v3py1l 9
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(Vv30) (V21)

4 |l Pv6 RIP show ipv6 rip rqQqudwtestat ip6 ri

5 (Il Pv6 RIP show ipv6 rip priroagwtceodt at i p6 ri

BGP

(v30) (vV21)

1 |[BGP show ip bgp routlrroutestat bgp
show ip bgp routireoatdegsteasts bgp [ <
<ip_address>/ <masraeslkdetail
show ip bgp outireo mtdelgteasts bgp [ A
<ip_address>/ <masrkas k ®»n[giemexact]
prefixes

4 |BGP show ip bgp route summary

5 |BGP show ip bgp statmusutestat bgp s

6 |BGP show ip bgp nei ghbwtresst atddb @s sn i
<i p_address>]

7 |[BGP VPNv4 show ip bgp vpnvrdoutoadteat vihdp vr
<vrf _number >] [ <vrf _number >]

8 |BGP clear i p bgp stanowsttestsat cl ear

OSPF

(v3o0) (Vv21)

1 |[OSPF show ip ospf royneutestat i p osq

2 |OSPF show ip ospf pronowctodstat i p o0sq

3 |OSPF LSA show ip ospf datlrabuatsest at i p o0sq

4 |OSPF LSA show ip ospf datrabuatsestsatl fi-p o0sg
originate

5 |[OSPF LSA show ip ospf datrabatsestl ata i p o0sq
<type> detail routestat ip o0sq

routestat i p osq
routestat i p osq
routestat i p osq
routestat i p osqg

6 | OSPF LSA show ip ospf datrabatsestl sta i p o0s

<type> Is-id <Ililsalki_nld>i dietail
routestat i p o0sq
<link_id>
routestat i p osq
<link_id>
routestat i p osq
<link_id>
routestat i p osq
<link_id>
routestat i p osqg
<link_id>

7 |OSPF LSA show ip ospf datlrabuatsestl dta i p o0sqg

<type> self-origsalafte detail
routestat i p osq
<link_ id> self
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(Vv30) (V21)
routestat i p osq
<link_id> self
routestat i p osq
<link_id> self
routestat i p osq
<link_id> self
routestat i p osq
<link_id> self

8 |[OSPF LSA show ip ospf datlrabuatsestl &ta i p o0sqg
<type> adv-rout <l i<mlbuitex _adlw <r
detail routestat ip os

<link_id> adv <r
routestat i p osq
<link_id> adv <r
routestat i p osq
<link_id> adv <r
outestat i p osq
<link_id> adv <r

9 |OSPF show ip ospf intreodtaeset at i p o0sq

100SPF show ip ospf neighbtoest at i p o0sq

1JOSPF show ip ospf neilghbtoestratutiep -0 s g
id <router_id> dernautler _id>

120SPF clear i p ospf stradutseastcat cl ear

VPNv 4

(VvV30) (VvVa21)

1 [VPNv 4 show ip vpnv4 rqmudwet dvtrdt i p rod
<vrf _number>] [aglddrf _number >]

2 |[VPNv 4 show ip vpnv4 rqute [vrf
<vrf _number>] sdYmmary [ all]

(VvV30) (Va21)

1 (I P how ip trafficilnetstat -s
show ip traffic |dqaetcptatdpds p4p {t
icmp)igmp|ipsecilipdmg; igmp|ipsedqd

2 (I P clear ip traffidgnetstat clear - g

3 |1l Pve6 show ipve6 traffimetstat -s
show ipve6 traffimcet{dgtpdti cmp|-p {t
tcpyudp;ipsec} icmp6,i psecb6}

4 |1 Pve6 clear ipvée trafflnetstat clear -9

I P

(VvV30) (VvVa21)

1 (I P show ip filter filterstat -t -f
[interface<interifmete_ niamteer]f ac e 3
[al I]
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inet 6

inet6

erface

t

(Vv30) (v21)

2 |IP show ip filter filterstat -s - f
statistics[interlifraete] <interfaces3
<interface_name>3x]

3 |IP show ip filter
summary|[interfadqe
<interface_namex] [total]

[al I]

4 |1 P clear ip filter |fsitlatéersgtiats cl ear

5 (I Pvé show ipvé filternfilterstat -t -f
[interface<interl[facrt earafmecd >]
[all]

6 (| Pvé6 show ipve6e filterlfislttagn sttatcs-s - f
[interface <inte[rdiactee mfaanee} ]

7 |1l Pveé show ipve filter
summary|[interfaqe
<interface_namex] [total]

[al I]
8 |[I Pve clear i pv6e filtafrilsteandtsdti csl ear
I DS
(Vv30) (vV21)
1|1 DS sho ip ids statlistics
[interface <interface_name>]
2 |I DS clear i p ids stgtistics
NAT
(Vv30) (v21)

1 [NAT show ip nat intemdtacteat -t [ <int
[ <interface_namg>] [all]

2 [INAT show ip nat statnatsgtcat nat g

3 |[NAT show ip nat summary [interface
<interface_namex] [ all]

4 INAT clear i p nat stagnatsgtiats cl ear

(Vv30) (v21)

1 show ip multicagmcstat group
group[interface
<interface_namex][group
<group_address>]

2 show ip multicagmcstndterifratcer f ac e
[interface <integerface_name>]

3 show i p multicagnet sitt®etr f-age
statistics [interface
<interface_name 3]

4 |PI M- SM show ip multicagmc tiantsmr p p
[address <ip_address>]
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(V30)

(v21)

5 sho mul ti cagmc ptr ott ogrodt oc ol
6 show ip multicagmcgtoatt erout e
[ source <ip_address>] [group
<group_addr ess>]
7 |1 P show ip multicagnetrotudate k@ernel
[ source <ip_address>] [group
<group_addr ess>]
show ip multicagt route kernel
summary
8 |I P show ip multicagnetrotudte ker nel
statistics [source
<ip_address>] [group
<group_address>]
9 show mul ti cagrnetsdtadti stsgs
10 | mul ti carseét stnaterdlacar - d
cs
131 P mul ti caret gtoaitt ecl ear - g
statisti S
12 mul ticamdt sttatt i cltears - 9g
DHCP
(Vv30) (v21)
1|l Pv4 DHCP h ip dhcp [indrecpgsatcaet -f inet
i face_namexdinterface>]
2 [l Pv6 DHCP h i pvé dhcp dmea s tfatce-f i netl 6
i rface_namexdinterface>]
VPN
(Vv30) (vV21)
1 VPN s h n I ie er
s h n Iie user summary
2 VPN s h n i i
s h n i n i n
u
3 VPN h n serve
4 VPN s h n erve er
s h n erve user summary
5 VPN s h n r i
s h n r i n
u
Psec/ | KE
(v3o) (V21)
1 |l Psec SA ec sa i psecstat
ec sa i Kiepsecstat i sakmg
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(Vv30) (v21)
show ipsec sa prliopoeondt at i psec
2 |I KE show i ke statistlilcesstat
show i ke statistlilcesst att exrif a[cei ntfjerf ace
[interface <integrface_name>]
3 |I KE clear ike statidithestat cl ear
VRRP
(VvV30) (V21)
1 [VRRP show vrrp [interfracpstat [[-9g] [ <!l an_n
<interface_name3x[ §wmiidl>] ] ]
<VRID>]] [briefllyrrpstat -G <lan_numbe
<vrid>
2 [VRRP clear vrrp statijsnripgstat cl ear
(Vv30) (Vv21)
1 show bridge bridgestat -1
how bridge grodlpri[ckgedtupt idl>]-g [<gro
bridgestat -1 -1 <inte
show bridge summamriydgestat -t
2 show bridge statursi dgestat -1
show bridge status interface
<interface_name3prjdgestat -i -1 <inte
show bridge statysj d4&4tPat -i -g [<gro
[ <group_id>]
3 clear bridge staghrisdgestat clear [-1
<interface>]
4 show spanning-treri dgestat -s
show spanning-trlee root
show spanning-tree bridge
show spanning-tree active
show spanning-trleri dgpeaetrdtaces -1 <inte
<interface_name 3>
show spanning-tree detail
show spanning-trngej dgdefat - s
5 clear spanning-tree statistics
MPL S
(VvV30) (V21)
1 [MPLS show mpls [interm@mlcest at status
<interface_name3]
2 |[MPLS FTN show mpls ftn [ adplrestsat ftn [<address
<ip_address>[/ <mam&ksH 3] ] [det ail]
[det ail]
3 |[MPLS | LM show mpls il m [ gdplrestsat il m [<gddress
<ip_address>[/ <mam&kssH 3] ] [det ail]]
[det ail]
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(Vv30) (v21)
4 [LDP show mpls | dp [illndpstiatcei nterf agd
<interface_name3x]{ fidretarfldce> |
5 |LDP show mpls | dp adljampsethaty adj acengd
6 [LDP FEC show mpls I dp faeglcdpstat fec
7 [LDP show mpls | dp selsdp otnat] adaels issn
<ip_address>] [ deataaill}]
8 |LDP show mpls I dp sylminmgtyat [ stat us]
9 ILDP VC show mpls I dp vagldpstat vec
10MPLS show mpls statigmplcsstat interf 3
[interface <inta[f{ <icret earafmecd> |
11MPLS show mpls summarmpl sstat status
12MPLS VC show mpl s c [dgmmliddtat vc [det
show mpl s vcidpl<ygst atd>vyc <vc |
[det ail]
show mpls vc intggfaceat ve <int
<interface_name: (jéitea{iap]l]
13MPLS VRF show mpls vrf [vympgl sstat vrf [ <V
<vrf _number > [ gddac®drsess>[/ <mag
<ip_address>[/<mask>]]
[det ail]
14MPLS clear mpls statimplicstat cl ear
[interface <integrface_name>]
15MPLS FTN clear mpls statimplicst dtt ncl ear f
[address <ip_addreaddfdss>[/ <ma¢g
<mask>]]
16MPLS | LM clear mpls statimpglicstat ml ear i
[address <ip_addreaddfdss>[/ <mag
<mask>]]
17MPLS VC clear mpl stat iimplicst atc cl ear
clear mpls statimpglicst atc olce ar
<vec_id> mpl sstat clear
clear mpls statijstics vc
interface <interface_name>
18§MPLS VRF clear mpls statimplicst atr fclleard
<vrf _number >] [ g[ddvrefssnumber >] |
<ip_address>[/ <mam&sH 3] ]
PnP
(Vv30) (v21)
1 |UPNnP show upnp upnpstat
2 |UPnP show upnp statiguprpstat statisti
3 |UPNnP show upnp port mappnmgt at port mapg
4 |UPnP clear upnp statijspnpgstat cl ear
5 |[UPnP clear upnp port mapmppatgl cl ear pd
58 (v3De5h



SSH

numbe

numbe

numbe
> <pa

(Vv30) (v21)

1 [SSH show ssh server |[kelykdys{fadsasjartsal
(Vv30) (v21)

1 show socket [{ ilmpetstiptvé }]
(Vv30) (v21)

1 |PPP show trace ppp ppptrace

2 |PPPoOE show trace pppogpppoetrace

3 |[I KE show trace ike i ketrace

4 |I KE i ketrace cl ear

5 show trace modemmdmtr ace

6 |[SSH show trace ssh sshtrace

7 |[SSH clear trace sshisshtrace cl ear

(VvV30) (V21)

1 |MP addl ink remote dqacdcdnoitrek numbdraaot>e |
ap <ap_number > <ap_number >
addl i nk access-padalti rKlap<ampmeame

2 |MP dellink remote del |l ink <remot e |
<remote_number >gpapEampumhhenber >
del Il ink access-pdelnlti rxlap<ammeameg

3 of fline | an [ <I| gal_omsuenb<elrai _numbe
of fline remote di sconnect <r emd
[ <remote_number 3<ap_number >
<ap_number >]
of fline access-p@jiddoFfRPcth adLy
of fline templateagijiddedfact t empl
<interface_name3>
of fline templ atedi connect templ
<templ ate_number > Ul

. <templ ate_numbenr
<user _id>]

4 online | an [ <] anomamb<elrard_number
online remote [ dcemopde @t numdraot>e |
ap <ap_number >] |fdap_mwunrdber > [ <i d
<password>]]
online access-pcé@ﬁné@tp_@aa\ﬁn_e,?ame
online templ ate
<template_number>uid <user _id>

58 (v3D)2 6
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VRRP

%<inte

src_ad
ta_siz

(V30) (VvVa21)
1 [VRRP vrrp action [intlerface
<interface_namex] [vrid
<VRI D>] disabl e
vrrp action [interface
<interface_namex] [vrid
<VRI D>] enabl e
2 [VRRP vrrp preempt-perwminpdtintenrdanpet
<interface_namex{{<lfamimumber >] al
<vrid>] [intervdgdl I<} nfteirwvtadr\yal 3
(Vv30) (Va21)
1 |I CMP I P
ping ping [-{rivirv}]
<ip_address>[ %<ilhietfate_nhlame>
] [ -T <ttl>] <host
[ source <ip_address>]
[repeat [<countxgilng -s [-{r}vir
[ size <dec>] [ -S <src_addr >]
[tos <hex>] <host> [<packet gi
[tt]l <dec>] [ <count >]]
[ti meout <dec>]
[ df] ping6 <address>]
ping
<host_name> [{ M4 | v6 }]
[ source <ip_address>]
[repeat [<count x]]
[ size <dec>]
[t os hex>]
[ tt] dec >]
[ti meout <dec>]
[df]
2 I P :
traceroute <ip_atdddaesrscecute [ -S A
[ source <src_iplLaMdldrelsesst 3 [ <ds
[ size <data_size> ]
[ ti meout <timequt > ]
[ mpl s ]
[ df ]
traceroute
<host_name> [ v4 | v6 ]
[ source <src_ip_address> ]
[ size <data_size> ]
[ ti meout <timequt > ]
[ mpls ]
58 (v3DR 7



(V30) (v21)

df ]

[
telnet telnet <host> [ 4qtpwlrnet] [{-e <esqgape_ch
[{ipvd)ipv6l}] [ -S <src_addr>] [[-T <t
[escape {<char >}|hfone}}]6}] <hostx [<por
[addr <addr >]

[tos <tos>]

dnconv <index> dnconv <index>

rpon <host_numbegmrpon <host_numbaer >

Magi cPacket

58 (v3D)2 8
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59.1 remote ap/template i psec I ke encry

remote ap/template ipsec ike encrypt/ike proposal encrypf
V30

V30

aes-cbc aes-cbc-128

59 V30 730



59. 2 template sessionwatch
V30

templ ate sessionwatch

V30

templ ate [<number >] 168. 1.1

sessionwatch 192.

templ ate [<number >] sessionwatch address 192.168. 1.1

59 V30 731



59

3

RADI

Us

RADI US 1

V30
V30
aaa [<number>] radius client server-info auth address 192.168.
aaa [<number >] radius client server-info auth secret sharedpas
aaa [<number>] radius client server-info auth port 1812
aaa [ <number >] radius client server-info accounting address 19
aaa [<number>] radius client server-info accounting secret sha
aaa [<number>] radius client server-info accounting port 1813
aaa [<number >] radius client server-info auth [<number>] addre
aaa [<number>] radius client server-info auth [<number>] secre
aaa [<number>] radius client server-info auth [<number>] port
aaa [<number>] radius client server-info accounting [<number >]
aaa [<number>] radius client server-info accounting [<number >]
aaa [<number>] radius client server-info accounting [<number >]

59 V30 732
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V32
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60.1 snmp service

snmp service V32

V32
on
of f

v 3
v T
T o

o0
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V32

) (v3z2 )

how ca

rdmodesthow modem

how ca

r d mod esmh cave croouchee m a

n n

how
tati

n o
-~ o

rdmodesthow modem
i cs[ slsottat<isdtoitces][ s |

l ear ¢

cou

ot

nt

<sl ot >]

ar dmo dcelne aarc croaucheem @account

| ear
tati st

cardmoToeImaar modem

ics

) (v32 )

how tr

ace c asrhdomvo dtermace m

(

) (v3z2 )

Pl

ardmod
l ot <s

em pi npicrhcatnlgec han g ¢
l ot >

Pl

ardmod
| ot <s

em pi nppiumdtolc kunl oc |k
l ot >

Pl

ar dmod
| ot <s

em pi npiemcatbll eus e
l ot >

Pl

ardmod
l ot <sl

em pi nppidnicstalblneouse
ot >

stat

i stics
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61

BGP

BGP

BGP BGP
V33
V33
bgp vrf [<vrf_number>] rd <as_number > <id>
bgp mpls-resolution <mode>
bgp network route [<count>] <address>/<mask>
bgp network igp <mode>
bgp aggregate [<count>] <address>/<mask> [<action>]
bgp redi st <number > <action> <address>/<mask> [<prefix_match?>]
bgp redi st move <number> <new_number >
bgp full-route <mode>
bgp neighbor [<count>] medmetric <medmetric>
bgp neighbor [<count>] asprepend <asprepend>
bgp neighbor [<count>] Il ocalpref <localpref>
bgp neighbor [<count>] nexthopself <mode>
bgp neighbor [<count>] default-originate <mode>
bgp neighbor [<count>] filter <number> act <action> [<directio
bgp neighbor [<count>] filter move <number > <new_number >
bgp neighbor [<count>] filter <number> as <as_number >
bgp neighbor [<count>] filter <number> route <address>/<mask>
bgp neighbor [<count>] filter <number> set medmetric <medmetr.i
bgp neighbor [<count>] filter <number> set asprepend <asprepen
bgp neighbor [<count>] filter <number> set | ocalpref <localpre
bgp ip vrf [<vrf_number>] rd <as_number > <ijid>
bgp ip mpls-resolution <mode>
bgp ip network route [<count>] <address>/<mask?>
bgp ip network igp <mode>
bgp ip aggregate [<count>] <address>/<mask> [<action>]
bgp ip redist <number> <action> <address>/<mask> [<prefix_matc
bgp ip redist move <number > <new_number >
bgp ip full-route <mode>
bgp neighbor [<count>] ip medmetric <medmetric>
bgp neighbor [<count>] ip asprepend <asprepend>
bgp neighbor [ <count >] ip localpref <local pref>
bgp neighbor [<count>] ip nexthopself <mode>
bgp neighbor [<count>] ip default-originate <mode>
bgp neighbor [<count>] ip filter <number> act <action> [<direc
bgp neighbor [<count>] ip filter move <number > <new_number >
bgp neighbor [<count>] ip filter <number> as <as_number >
bgp neighbor [<count>] ip filter <number> route <address>/<mas
bgp neighbor [<count>] ip filter <number> set medmetric <medme
bgp neighbor [<count>] ip filter <number> set asprepend <aspre
bgp neighbor [<count>] ip filter <number> set | ocalpref <local
61 V33 737



2 BGP AS

BGP AS V33
V33
2 AS 4 AS
(2 )
AS
bgp as <as_number >
bgp neighbor [<count>] as <as_number >
bgp neighbor [<count>] filter <number> as <as_number >

61 V33 738



61

V33
V33

password

password

set <password>

admin

set

<password>

[encrypted]

[encrypted]

61

V33

739



6 2 V34. 00

V34.00

62 V34.00 740



dns templ ate I p ¢

template ip dns <second:
<secondary_dns>
<secondary_dns>

62.1 remote ap 1ip

V34a. 01 remote ap ip dns
V3i4.01 V34.00

remote ap ip dns template ip dns

62 V34.00 741
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