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TRDNENHDHET,

W—9ERETIPZ RLAZEEL,. BEEILES. FoleDEHSHEL LT

[FR] DHCPODFRENHWNTT,

] DATCAREDEE. IP7 RUAZZEETSHE. EEUTDHCPDEIDHTHEREIP 7 RUADEEHR
DOFEITH. IL—FREDGE. EHULWZH. ERIICREZEE T DMNENSHDET LU hZ

T~UET,
) AEBDIP 7 RLUR%Z [192.168.1.1] N5 [172.32.100.1] [CEBUCHE
E=EEET (ZE#]
IP77 R DHCPZEEIP7 KL IP7 RLUZR DHCP4EEEIP 7 R R
D ATEASRTE 19216811 192.168.1.2 172.32.100.1 172.32.100.2
IL—5RTE 192.168.1.1  192.168.1.2 172.32.100.1 192.168.1.2
PPPoOE TR TEIL)

[RR] BIBIOEGERICIL—YDERZYMILIED. ADSLEFAEDER > TLS T —JIL7ZEik<IEELT.
BT Z1T1 I (C PPPoE 2w ¥ 3 IS NE Ui,

[4n]  @BIEEZEERID PPPoE U —/(H, FIEFIEIDEBFEAIKT Ulc C & ZRB U TLIEWEER DD ET,
LiFe<<@FoTho. BE. ERLTIEEL,

[RR] 7oA dvty b—FZ2PT—EXZZANDLTNVET,

] BEBEEHNSDETABVED., POV MU—FZPT—ERZEANUENTL S,

[RR] TLwwY - ADSLOBE. I—IEEIDIC@UTEANULSNTVETD,

] TLww - ADSLOI—HERELID E [xxx@xxx.ne.jp) ¥ [xxx@xxx.com| DL DFFERZFERAL T
FI, L TLWD TOIAFDIFERICEDBET@UTFH AT LTS,

[FR] ADSLEFLEREBEEDEHRED UM OB LW I EILLTWEE A

(] ADSLETLAEREBEDETUVIDHEIZLTVWSZEZERLTLIEEL, ADSLETAICU/\—
AR YFDHDONTCWVBDIBEE., A1 vFDREHNEE D CLSHREMN B D E T, ADSLET LADRHA
BRSO TRA Y FZRELTLIEE LY,
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2.5

BAICEATA STV
Ry RD—J[CARREBEEANT DED S IIVICIE. LTFOLSBELDOABDET .
TS ~AN— MNLAN ZIBETEIEL

[REA]
(i)

TZAX—kLANIICEG SN/ OVICEREIP Y RUADRESNTWLET,

AZEBD DHCP U — ) \#Ege#F BT D LANAID/ Y OVIE, IP7 RUAZEEEMICEE T DREICL

TLEETLV. BEDIP7 RURERELTVDE. ZEBHEEMIDIPF RUREELED., FEHE

UBBEDDDFT,

FEBDIPY RUREZZBUREBE. LITD2 DDREEIT TS,

o AEE(CEFRUCWVD/I\NWVIVDIPP RURBDAEEDIPY RURICELETCEREIT DHENDHD
FJ, DHCPU—/\#pEZFERALT. BEIP7? RURAZBDHTTLEEL,

o HREHBICAEBCTITZIATDIEDIC, telnet TIET D IP 7 RURICEFRDIP 7 KL A%
TEULTLEEL,

® A4U59—2Y M PPPoETERTERW

[REH]
(x40

Y LAN A 25 T T —ADEEL— e ZT LANIERDIMRFSNTOE B Avo

PPPoE ZFIIF T 2IEA 25 T T —AD LANBEREREC. Il — M2 FTRELTIES L,

AL — MDRESNTIC. ZDOMD LANBR CRET DED I NCHIHIEDSE. €D LAN BRI
RESNBEVD, BETEFTEA.

IPv6 DEEERRLAN %Z IPv6 over IPv4 MY R IV TEGETERL

[REA]
(eran]

HFERD MTUDRNBEY CTHTBIMES N IPVA )Ty hDTSTXY bHEELTVE T,
FAT SEFIERDMTU %Z 1280 (CERE L T EELY,

ENOEEFLANZ IP-VPNBZFIAUTERTERW

[REH]
(x40

BGP#AEC NAT HEEZ AT DEREICTE D CTLE T,

BGPHAEE NAT HBEIFHAACE R B Ao NATHBEDSREZZEE L TLIZEL,
FIHAEXIE ClF NAT #BEZ BRI DR EICIE D TVE T,
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2.6

IPsec/IKE ICEd D M5 TIb

IPsec/IKEBIEZITOBRD S TIVICIE. IFDLIFBDNEHD XTI,

IPsec/IKE ERZEHITS LERTELLLEDHD

[FRE] B|HUROEBEFCFEFEROR Y FI—I1BR (FRLBER) DMEHERSNTVSRED IPsects
HBONR/I T v MHMIHLREELE O TVET,

(0]  #EFEROR Y bU—IBER (EHREBER CEALMBFATY MRA Y MHEIRSRTRO BEVNHE
BUTLES W ey HFERDOR Y MO —JER (ERLFER) DEHERSNTVOIRED
IPsec BEIRDIR/ T v hOBEFESFNELDICLTLEELY,

[ERE] AIZIP7 RLUADVPNERT. Responder FEFEBHOIZIP T RLUR) OEHERELTLDEBDE
HROBFIEROR Y bT—271EHR (EHLER) OBEFEEHRIBERNEELTVET,

(5] BFBHROR v NDO—01EH (ERRTER) ORFEBHRFIEBRDELEDLDICHELTLLREL,

IKERXRTYI—Y 3 v LifeTime BEWICEED

[FRR] #HEFERO=RY ND—01EFHR GEHEELIEHR) OIKEIBRECS IPsecBIRD SABRIFENEER CE
FDOCTWVET,

(] BOLOEBOEZRZESR U CHEFEROR Y hDO—2I15R (EREIER) OIKEBHREE IPsec Bk
D SABIEZEHOLE TS,
Aggressive Mode S8 EZ{TD CHIKERIAY I—Y a3 VhRBESNEWL

[FR] TIZIP7 KU ADVPNER: T Responder (FBFEEBNHTZEIP7 RUR) DEEREZLTVDEENS
IKERIYI—avzaERitLEDELTUVET,

[%H40]  Initiator (BEBHAZIP Y RLUR) DEFEZUTCVDEEBDS IPsec WREFDEEICT U ping & E
DEREERICKD. IKERDVI -3 VBRI DRDICLTLIEEL,

IPsec SADFHET HDICERZXEY VaVERBIIV UK

[RH] EEREREBNRY hD—J(CEFEINTOEE A,

[an] BSREREZRY ND—JICERT Hh. I CICERINTVDRBZIBEL T T,

[RHE] sttty 3 VER) Uy MOREREDEGERIEREICHD T B A,

[xdan] REsZEEREL TS0,

[FR] @\FEaasral. FFORERENENTT,

(W] gty Y 3 VERI Ty MIREBESIND KD, BFIERORY MDO—U15HR (BEHREBEHR O
FiHEEIER (PEE) ZHRELTIEN,

IPsec SARTFET SN, IKE SAHEFEELEL

[FR] MBFIKELYIavhollfRR+4O0—RZEZELFE U

] DB EIFD D FEA. REIDIPsec SADEE (Rekey) BFICIKE SADMERENZE T,

[FR] IPsec SADFEET D EE(ICTIKE SADSABMBSEZE 7 U CHBIREINE U,

(] DM EIFH D FEA. KEIDIPsec SADESH (Rekey) BFICIKE SADMERENE T,

IKERTYI—Y3aVEICA—HBFICHELIDDOSFEHDIPsec SAB LU IKE SADIEREEND
[RER] #MEFIKELwvI 3w IPsec SADEH (RekeyBita) BEHAEU T,

[HaL] HEFBERO=RY FT—01EHR (ERELIER) O IPsec!|ERD SATEF (Initiator ¥, Responder ) %%
BETELEDLDITERFELTLIEEL,
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HOWOEBHLSTRIDIKERIVI—YaVERBICITS EIKERIVI—-YaVICkHT
[ER] EBLODEBH SFE U Initial-Contact X wt—IICKDEWVEVD IKE SAWESTVET,

L] FBHEELAFEOREE—HDEET [Initiator ZBFL]. —HDEBT [Responder Z85%L] DKDICE
VWDEEB CELEDHRTEICLTLIEEL,

IPsec{bE N5 aIDFERFIEDHIITHONIZEL

[[RR] IPsec/IKE EEEazE U TCVWDIEFIBHROR v ND—2i5iH (L@IEHR) TYI—EVIDBESINT
WEE A,

[54L]  IPsec/IKE ki sz UL CVDIBFBROR v MO — 155 (H@EEHR) cYI—FrIx3TLT<L
jraray AN
FATDA VI TI—ADanA VFTI—ADEEF. YI—EVI#FRT DT & THEEHIHLLE
HEMICEELE T,

[FR] BFEROR Y hD—7E8R (BHELIEHR) OSSR (PEE) ONSEEHIEFIBHRDR Y ~
D—UER (ERLBER) DIPsecBRONR/ v MIZSENTVEH A,

L] HEFBERORY ND—2U1F%R (EFELER) OFEHEBEHR (IPEE) ONREFERHIEFIBROR Y b
D—1EHR (EHEEIEER) D IPsec EROWSR) v MIZFENDEIICHELTLIREE L,

FEIFERTET IPsecBIEDTERKL

[RR] BEEBEBOFEFHFEEERIPsecEHROTF1UT 4 INS XY AT W I RDSPI EAEFEBOFERESE
A IPseci&FRD SPI. FIcFEEBEDOFENHESZEM IPsec!BERD SPI SAHFEBDFHFEXEH IPsec|d
FRDOSPID—EHLTWLEFEE Ao

(]  BEERBEOFEFXER IPsec [BIRD SPI SABFHREDFENHEZIEM IPsec BIRD SPI. FIcIFEREDF
EH(SH IPsec B D SPI CAHFEBDFEFHESH IPsec [BRD SPI Z&HE T/,

[RR] BEBOFEHIREEMA IPsecBRDOEF2UT « TJO M ILEEFRBEOFERZIEA IPsecBHRD T
FaUT« 7O, FEFEREDFEFRZEM PseclBmROEF2UT « 7O NIVERFRE
DOFBFRXER IPsecBFHRDEF1UT « TJO M IHA—HULTVEE A,

(] BEBOFEREEMR IPsecBRDEF2UT « TJO M DLEEFEBEOFERZIEA IPsecBHRD T
Fa2UT«TORI. FEFEXEDOFERZEM IPsecEROEF1UT « JO N IVERFEE
DFENFXEA IPsectBmRDEF 212U T« TJO NI L2EaHBETIESL,

[RE] BXRBEOFEFXER Psec BRONREELAAFEEDTFERZEM IPsecFBIRDNREAHE. F/cld
BEREDFEFEZIEM IPsec BRONRELHA LAHFEEDTEREEH IPsec BRDNRELHN—H U
TWEEA.

(]  BEERBEOFEFXER IPsec BROMSREE LARFEEDFENRZEM IPsecBImDNREHE. F/cld
BEREDFEFEZIEM IPsec BROMURELH CAHFEREDFTEREEH IPsec BHRONRILHZGDOE
TLIEE L,

[RE] BERBEOFEFXEM Psec BRDIESIBR SHELEREAFEEDFERZER IPsec FRDEESE
e ELIER. FICFEEEDOFERZEHM IPsec BMDIBESER SRELIEHRCBFREDFERXIE
F IPsec BERDIESER . SRLIBHRO—H L TLE E A,

(]  BEEREOFEFXIEM IPsec BRDIESBIRSRELIEREBFEREDFERZER IPsec FRDEES B
e ELER. FICFEEEDOFERZEHM IPsec BMDIES B SRELIEHRCBFREDFERXIE
Fi|IPsec [BERDIES 1B, SRaLIEmE DB CLEEW RICIF. XFHHE 16 EHRD D DD TER
LTLTEE 0,

[RR] bUXILFIRBOBERAL MEFRID S YRIVIY BIRA > b7 RUR (IPsec hV=x)L) )Wy MHFE)
BOARIER IPsec [BIRODNREBHE/ T v hEBUA VI T T —ADORERIET DR IITIEDTNE T,

(&th]  IPsec b RIVIKT v b EFENRERIER IPsec IBROMREE/ v MORIDA V5T T —AD 51X
RIEITDLDICRELTLES L,
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IKEJYI—2 3 VEICA—BFICHDHDSFEHD IPsec SAB KLV IKE SADEREND
[FER] BULOEEBEHNOSEFICIKERDYI— 3 vHMThNE Uk,

] DM EIFH D FEEA. REID IPsec SADEHT (Rekey) BKU IPsecBEICFEFHDDFF A
FEIRERTEOES7ZIVITY XLDHEWVDRET des-cbe & 3des-cbc DIFFICHO DD S5 F IPsecil
(ETEI

[[RR] 3des-cbc DIESH#Z 167 E(C3DICHE UTciEN. des-chc DEFSHRERB URICHE O TVET,

(] LIV XA bYRIVORBREIFEETHCBDZRELTLIEE L, Feo BS7ILIUXA
[C3des ZEIRT D5AEIF. LUITFDKXDICRZ16HCEICIDICHBEIL, B1+R2#WIEFDKRD

[CRZEFRTELTLETWN
$2:1122334455667788  9900aabbccddeeff  1122334455667788
#1 (16#1) #2 (16#1) #3 (1641)

1 =@3DRDICRZEREITDE. 16/ PORTHESIEITDDEBUMBRICEDETT, Ffc. #1
=2, 2=RIDLDICRZREITDE. TNENHEI. #1Ddes-chclESEFURBRICEDET
(1 =2 =R3DBEBEKRCTT),

FTL— hiE(EtkiE (AAASRSESE I3 RADIUS 5B5E) Z#{EA U IPsec/IKEEETRZITS & IKEXR
JYI—-vavbRisENEL

[FRE] Tl — h&EHEE (AAASREEE/C(F RADIUSEREE) R Uit IPsec/IKE EEET > CLDEEBD
SIKERIDYVI—yavERKBLEIDIELTVET,

[NMI TV T— '\%E EI% (AAADL\DE@ETL_IH:RAD'USDL-\DIE) %ﬁﬁﬁtiPN&ﬁ%ﬁ?ﬁﬁ? %D‘Bplng
FEDBRBHERICKD., IKERXRDYI—Y3VZERIBTHXIDICLTLREL

FYITU— MiEEERE (AAASSSEE I3 RADIUS SREE) Z{ERUT: IPsec/IKE EBZITS LEKT
T
[REA] AAAZREEETZI3 RADIUSFRRE CREILTLE T,
(L] AIFOENMTEZH L TOELDER L TLIEE
o AAAMDERTE XTI RADIUS 58T — /\’\D/LDEIDEBJ:ODME/\XU N E U COIELEE(R.
EEID BRURREH/ (AT — RZEFRELTCLEE
o AAAMDERTEFTCIF RADIUS 5B — /\’\Efib—Cb\équIDct.muE/\X’j RHOEE > TLDAEEE
MDD KRT . FREEID EEREH \RT— MEEUBDZEHRELTCLLIES
o HFEBDFNELID (Aggressive Mode DB EFEERFIEFHR. Main Mode DIBE (& IPsec b/ xR)L
7 RUAZRY) &AAARTCIFRADIUS SREE T —/\DERENELE > TWLDIES. EBE5DREIUEREE
IDZEFRELTLEE LY,
e IPV6 b RIVDIEAYT IPV6 bRV RURZSREEID B KURREH AT — REUEBES. IPv6 7 R
LR =B U TRl UIEWTLEE W BIEEULDIPVE 77 RUAZERAE ID BKLURREL/ (AT — R&
LCERELTLZEL,
¢ RADIUSFREIZERE L CWLDHEE. RADIUSEREET —/ \NBEMMTA TS EZER LT IEEN

[[RE] AAASREFTcIE RADIUS FREE T —/ INEER L CL\D IKE IBHROHERH & EBFO IKE BEROHERN
—HULTWLE A,

[aL]  AAASREZTC(F RADIUS SR —) \NEFEF LB UEERZREL T ST

)

=111
tal
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[REA]
(x40

AAAERTERTCIF RADIUS FREE T — ) INE R UL TVD BRI AEB UL TWVWE T,

AAARTEFIE RADIUS FRRE Y — ) \NAB LU FOBERZFRE L T EE L,

o SREEID

o SREL/(XD—R

o HER

o |Psec WREIH
2 UAAADERTEICRRD . EEBTIPP RUABKUBTEIPF RURIF., TRTDIPvAT RLUR
% IPsec MRICZHDHE. PHIREDCHRET 2NEFHDFTE .

o AFT 4w URRKIER

FYTL— ME(SHEE (AAASRSEF I3 RADIUS5BEE) Z(EAU T IPsec/IKEEHBZITS & IPsec
SADEFET HDICES{EETNIEL

[REH]

(x40

[REH]
(4]
[REH]
(x40

AAASRTERTCIF RADIUSEREE T — ) INEBRR U TWVD R I T 1 v IRBIERICERO DD D F T, FielE.
AT 4w IREEIERDD D FE Ao

AAASRTERTcIF RADIUSEREE T — )/ INEBERR U TWLWD R Y T 1 v IREBIBERICGEED DEWT & =R LT
BRELTL S,

IPsec /T w ROV IPVE 7 RURTT 7L — MEERD IPv6 BEAEDERTED off [CIE D TWEK T,

T TL— MEERD IPV6 BEEE% on [CERE L TLIEEL,

AAASETED RS T « v IIREIERD 7 O B RAA VI T T —AICFEELEE Ao

AAASBTEDRAY T 4 v IRBEERZIH DA VI T T —RAEBEUEVELDICEHELTL S,

FYITL— ME(EEE (AAASREIZE-IX RADIUSE2EE) Z{ER LT IPsec/IKE EE%Z1TS & IPsec
SADEFEETHDICEHETEEWN

[REH]
(4]

AAARTERTZIE RADIUS SBEE T —/ INE#R LT D IPsec WREH(CERD B H D X,
AAAZRTE FTelE RADIUS SREE Y —/ INEER U CL\D IPsec WREEICERD HIEWVC & 723 U CERE L
TLEEL,

FYTL— hE(EHEEE (AAASRSEF I3 RADIUSEREE) ZEAUT: IPsec/IKEERZITSET VT
L — MOEFFESIRIEEEDEME L TE L

[REA]

(4]

AAAZRTEF eI RADIUS FREE T —) INEER U L\ R 7 FUA, BKXU. T TU—MIRE
LTV EREER FUADEESHh—H UDSREL TLEE A

AAAZRTEFTlE RADIUS SREE Y — ) INBER U CWL\ D& B tR 7 FU A, BKU. TV TU—MERIC
FREL TV ERTERY FUADEAZHREL TIIEEL,

FYTL— haEiEE (B VPN) ZER U IPsec/IKEEBREITS LEBRTEREWV

[REA]

(4]
[REH]
(x40
[REA]
(eran]

[REH]
(x40

5T~ MEEHEE (BIR9VPN) 2R LTz IPsec/IKE ERET S -bDERICIRD i D £ T,
Ficld. FRLTLET,

5T~ MEEHEE BI9VPN) Z{EA LTz IPsec/IKE ERIEHERR L TE L<REL T RS,
Bl — 1D HE VPN B —/ UCEEREN T L E B AL,

B VPN U —) \NDBENTR BT L ARRL T RE L,
ESHEFOL— 1D HEIEI VPN B —) UCBSR S NTLFE B A,

EEHEFO1— ID BB VPN H—/UCBR L TSV, BRENDETHH VPN CEHETD T E
HCEE AL

B VPN BRI O v MORMEHDRESNTVEL, FFREICRD DB FT,

B VPN BRI O v NORIEAERBL. ELHERELTREL,
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[RHE] IPsec FIclF IKEBERDEB SO EFAEFE—BLTVEE A,
L] DIFOFRENEFIEFEBUICEDLDICHRELTLEEL,
o BENETIEA IPsecBEROEF 21U T« 70O NJJLDERTE
B BRI IPsec [BHRDIESIERDRE
B BRI IPsec IBHDEPALIERDRE
B ENHETIRA IPsec 1B3RD PFS EARFD DH (Diffie-Hellman) 7 JL—TJDERE
o [KERYY aVHEIROEER (Pre-shared key) DFRE
e IKETwY 3 VAESERDRE
[RERE] B9 VPN [BIREIRCEYS UIcABTF IPsec bRV RURITH U, BEEDSVREN T CICFEELET,
(] WREFLDBRFRBEDBEILEEZ NI TIIEEL,
[RH] BENRBEHEDEAMZBR CIcd. B VPN IBIRIR TS UIcABTF IPsec bRV RURICHT D
BREMNEMCEFEATUL,
[Fan]  EEeREEEmER L T<IEE 0,
® SFYJL—hEEHEE (B VPN) ZEER U IPsec/IKEEBERZTTD & IPsec SADEFEELTLTH
B RLEEHTERL
[RE] IPsecHWR/ T RAIPVE 7 RUXTT > T — MEHRD IPV6 BEEREDREN off (CIE > TLIE T
[gan] 77— MEFRD IPv6 #EE% on ([CERELTL S0,

® FVJL—DbiEEREE (B VPN) Z{ERUTEREERDTELV
(RR] #FEBFIFBFEBOESSNICEREBERDERNTNTVEE A
(W] R ZEIT O BRI, MADEBCHREL T T,

® NAT FSIN\—Y)LZEER U IPsec/IKE EEEDEE LTEL
[REA] IKEXRBICNATEBHFELEE Ao
L] NAT BS)N—H)bIF. IKERXBICNATEBEGE U EERITEMELE T,
[FR] tF+a2UF«T7OMIJVICEREE (AH) ZEELTVED,

[&]  NAT bSIN—=BIL Tl BF2U T« TJOMIVFES (ESP) UDYIR—MLTOERA. EF2 U
T4 JORIZES (ESP) THEEIT DR DICERZEEL CLIEE L,

® NAT FSN—Y)VEFERUEIKERIVYI—-YaVICkBTD
[RE] E)H9 VPN #EBEZ B LT IPsec/IKE EEERELTVE T,
L] EBIVPN (FR Y R— D ERTEE A,
[RE] WEEBEBTHR—LIBIRUYIDH—HLTVEE A

] ARV IDEIFZETIR— UL TVE T, IREEDUTZTR— MU TOEWNEEE. NAT bS5
IN=T)VISERTEXR B Ao
e RFC 3947

e draft-ietf-ipsec-nat-t-ike-03
e draft-ietf-ipsec-nat-t-ike-02\n

e draft-ietf-ipsec-nat-t-ike-02

22 BEHDTEHEVBAICE



NSOV a—F12T (V3)

IPsecRE=ZAX IS5V

— h7EE

IPsec DERTE=

ADFRRAEMNZ, LTFDOT7O—F v —~CTHELTLIES L,

JO0-Fv—bRD (1) ~ 4) [& [OTERROMER] (P24) O (1) ~ (4) [EHIHLTWVET . FIRED
OKERTBIB KU NG KR ZIEZZ L. a~dDHCIFEDIEENEHKT T,

Ffeo MLA~HIE [ WLT5E] (P29) ORALA~HITHIGLTWVET,

CAITBICTEDIFT

TTTEHUTWD RS TV a— MEER. IPseciEGICRELCEDRTH D . PPPOE B E D TIL 1 ViEKE
TTICHEILTVWAC EZFIHIRELTVE T, e, BHREEEPERICIDERECEHRVWRRIEZETH DD, HE
SADHBEEHLETTRADUEEHETRITBEDTHD . HTULBMENETEDTIEGDEFHA,

| PsecEIIET B 7 NENDIL— 2 OB TIEE LMK CIPEEATTAED? |

[ﬂxﬁrﬂmpﬁﬁb‘K

[
e | [HEADSPERETE B,
Al | MAAN S TES

|
j ( WA B CIPESENFTAE ]

TIVFNATZEERLTUVSHN

—>XH0A

A2TA4vINATZEZL TR

ZIb—=T v M
HTWBH?

(1) show ipsec saZRRDHER
a A DRTHOKDIHZE
b:EBE5D—7.

FIEEADRTHNGDIZE

5

l

MTU. MRUE DR EBHEWL
—>XHLB

G

(3) show logging syslogZ&R DR
a RRDOKDBE
b:FRTRHNG (1.phase 1 TR DIFE

a:Yes—>XfHlA
b:No

ATy INATZ EEL TV

(0 )

(2) show ip route allZRTRDFESR ¢! RHNG (2.phase 2TKHK) DIFE
EBEH—A. E e EmAD d:R"HNG (3.HASH/psk= A v F) DIFE
THING
RN @ Pre-Shared Key~<—%
XD
IPsecX R DIREE
1EERDFEREEL
IPsecxi&EE /Y b || aggressive modedHS KT range. 7O~
EETNTLEL responder ¢ /L FNAT% TIVA) X LE fel&
—NH0E fERALTVS PFSY)V—7 DRERE
a:Yes b:No —THIOLF
RIVFNATZERLTVSHN (4) show ip route allRTRODFEER

a. ‘RTRHOKDIFE

b: RRHNGDHE

oG

remote ap tunnel remote [address]®D
REEEN

-G

remote ip address local

HRERE

—3HIH
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OJRTDER

OJDOKERRFIENGERRAZ, JO—F+—bARD (1) ~ (4) DIEICHBELFET.
IPsec Z#&im U CWDZENZTND)IL—F TR L T IEEL,
(1)show ipsec sa R =i&s?

OK DIEEDRTHI
IPsec SABYIN, OUTZNZ1N1DLLE. IKE SAD 1 DR ERREND,

(1]

[2]

(1]

#

# show ipsec sa
[IPsec SA Information]

Remote Name(IPsec), rmt0, ap0

Side(Initiator), Gateway(10.1.1.2, 10.1.1.1), OUT

Protocol(ESP), Enctype(3des-cbc), Authtype(hmac-sha1), PFS(modp768)
Status(mature), Spi=88893807(0x054c696f)

Created(Jan 25 17:56:47 2011), NewSA(28710secs, 0Kbyte)
Lifetime(28800secs), Current(2secs), Remain(28798secs)
Lifebyte(OKbyte), Current(1Kbyte), Remain(0Kbyte)

Remote Name(IPsec), rmt0, ap0

Side(Initiator), Gateway(10.1.1.1, 10.1.1.2), IN

Protocol(ESP), Enctype(3des-cbc), Authtype(hmac-sha1), PFS(modp768)
Status(mature), Spi=267160340(0x0fec8b14)

Created(Jan 25 17:56:47 2011), NewSA(28710secs, 0Kbyte)
Lifetime(28800secs), Current(2secs), Remain(28798secs)
Lifebyte(OKbyte), Current(1Kbyte), Remain(0OKbyte)

[IKE SA Information]

Destination(10.1.1.2.500), Source(10.1.1.1.500), rmt0
Cookies(5b2023b77ea4c7de:68dd6596e28e7aa3l)
Side(Initiator), Status(ESTABLISHED), Exchangetype(MAIN)
IKE Version(1), Authmethod(shared-key), DPD(disable)
Enctype(3des-cbc), Hashtype(hmac-sha1), PFS(modp768)
Created(Jan 25 17:56:46 2011)

Lifetime(86400secs), Current(3secs), Remain(86397secs)

NG DBESDRTHI
IPsec SADFRRENULL)., BKRUIKE SAH 1 DIEIFRREN. Cookies DEF NI NTOELEO>TND,

[1]

#

#

# show ipsec sa
[IKE SA Information]

Destination(10.1.1.2.500), Source(10.1.1.1.500), rmt0
Cookies(0727e870341cd187:0000000000000000)
Side(Initiator), Status(MSG1SENT), Exchangetype(MAIN)
IKE Version(1), Authmethod( ), DPD(disable)

Enctype( ), Hashtype( ), PFS()

Created( )

Lifetime(Osecs), Current(Osecs), Remain(0secs)

#show ipsec sa
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(2)show ip route all RixDIED

OK DIEEDRTHI

IPsec BIERRDD TR Y FNT—IF7 RURAM, IPsecA VF T 1T —XICE@WNTWVD,

IFROBITIE. IPsecA ¥ T T—Xldremote 1 THO. IPsecHFE ThHAWEIL—F LANFIRY hDO—0F7 R

LA 192.168.2.024 BN AS T« v I TEMIIE TS,

# show ip route all

EP Destination/Mask  Gateway Distance UpTime Interface
*S 0.0.0.0/0 rmt0 0 00:01:03 rmt0
*L 10.1.1.1/32 10.1.1.1 0 00:03:49 rmt0
*C 192.168.1.0/24 192.168.1.1 0 00:03:49 lan1
*S 192.168.2.0/24 rmt1 0 00:01:03 rmt1
#
NG DIZEDZRTHI

IPsec BIERNRDH Ty hD—T7 RUAD. IPsecA 45 T T —X[CEWNTLIEL,

LUIFOBITIE. IPsecA >~ T T—Xldremote 1 THD. IPsec WHRDHD CoLlFW@EIL—5 LAN IR Y hD—2
77 RLZ192.168.2.0/24 THDH. T I+ Mb— MNI—E T DS remote 0D PPPoE A >4 J T —XRIT)L—

T4V TEND (IPsec BESIEETULLY).

# show ip route all

EP Destination/Mask  Gateway Distance UpTime Interface
*S 0.0.0.0/0 rmt0 0 00:01:03 rmtO

*L 10.1.1.1/32 10.1.1.1 0 00:03:49 rmt0

*C 192.168.1.0/24 192.168.1.1 0 00:03:49 lan1

#

(3)show logging syslog RimDi&E:R

OK DIZEDRTHI

BUTDKSIC IPsec/IKE BHED X v 2—I DRSS,

# show logging syslog

Mar 08 06:59:52 192.168.1.1 Si-R G110:
Mar 08 06:59:52 192.168.1.1 Si-R G110:
Mar 08 06:59:52 192.168.1.1 Si-R G110:
Mar 08 06:59:52 192.168.1.1 Si-R G110:
Mar 08 06:59:52 192.168.1.1 Si-R G110:
Mar 08 06:59:52 192.168.1.1 Si-R G110:
Mar 08 06:59:52 192.168.1.1 Si-R G110:
#

init: system startup now.

sshd: generating public/private host key pair.
protocol: ether 1 1 link up
protocol: ether 1 2 link up

protocol: lan 1 link up

sshd: generated public/private host key pair.

protocol: [vlan2] connected to PPPoE.pppoe() by keep connection
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NG DIFEDXRTHI

1.phase 1 THE

F I isakmp:give up phase1 negotiation." "R REINTL\D,

fere U, tisakmp:HASH mismatched" /e (3 "isakmp:psk mismatched' RIS N TLD B G [ 3.HASH/psk/
certificate = AN wF| (P27) Z8RLTLIEEL,

# show logging syslog

Jan 01 09:23:53 192.168.1.1 Si-R G110: init: system startup now.

Jan 01 09:23:53 192.168.1.1 Si-R G110: sshd: generating public/private host key pair.

Jan 01 09:23:53 192.168.1.1 Si-R G110: protocol: ether 1 1 link up

Jan 01 09:23:53 192.168.1.1 Si-R G110: protocol: ether 1 2 link up

Jan 01 09:23:53 192.168.1.1 Si-R G110: protocol: lan 1 link up

Jan 01 09:23:53 192.168.1.1 Si-R G110: sshd: generated public/private host key pair.

Jan 01 09:23:53 192.168.1.1 Si-R G110: protocol: [vlan2] connected to PPPoE.pppoe() by keep connection
Jan 01 09:25:04 192.168.1.1 Si-R G110: isakmp: give up phase1 negotiation. 10.1.2.1[500] -> 10.1.1.1[500]
#

2.phase 2 TR
F I 'isakmp: give up phase2 negotiation.' 'FERN T D,

Initiator

# show logging syslog

Apr 28 14:31:29 192.168.1.1 Si-R G110: init: system startup now.

Apr 28 14:31:29 192.168.1.1 Si-R G110: sshd: generating public/private host key pair.

Apr 28 14:31:29 192.168.1.1 Si-R G110: protocol: ether 1 1 link up

Apr 28 14:31:29 192.168.1.1 Si-R G110: protocol: ether 1 2 link up

Apr 28 14:31:29 192.168.1.1 Si-R G110: protocol: lan 1 link up

Apr 28 14:31:29 192.168.1.1 Si-R G110: sshd: generated public/private host key pair.

Apr 28 14:31:29 192.168.1.1 Si-R G110: protocol: [vlan2] connected to PPPoE.pppoe() by keep connection
Apr 28 14:32:24 192.168.1.1 Si-R G110: isakmp: give up phase2 negotiation. 10.1.2.1[500] -> 10.1.1.1[500]
#

Responder
e rangeEELZE. syslog DHEAIFEWN

# show logging syslog

Apr 28 14:31:29 192.168.1.1 Si-R G110: init: system startup now.

Apr 28 14:31:29 192.168.1.1 Si-R G110: sshd: generating public/private host key pair.

Apr 28 14:31:29 192.168.1.1 Si-R G110: protocol: ether 1 1 link up

Apr 28 14:31:29 192.168.1.1 Si-R G110: protocol: ether 1 2 link up

Apr 28 14:31:29 192.168.1.1 Si-R G110: protocol: lan 1 link up

Apr 28 14:31:29 192.168.1.1 Si-R G110: sshd: generated public/private host key pair.

Apr 28 14:31:29 192.168.1.1 Si-R G110: protocol: [vlan2] connected to PPPoE.pppoe() by keep connection
#

o JOMIJUEBEWNIZE. syslog DHEAIFIEN

# show logging syslog

Apr 28 14:31:29 192.168.1.1 Si-R G110: init: system startup now.

Apr 28 14:31:29 192.168.1.1 Si-R G110: sshd: generating public/private host key pair.

Apr 28 14:31:29 192.168.1.1 Si-R G110: protocol: ether 1 1 link up

Apr 28 14:31:29 192.168.1.1 Si-R G110: protocol: ether 1 2 link up

Apr 28 14:31:29 192.168.1.1 Si-R G110: protocol: lan 1 link up

Apr 28 14:31:29 192.168.1.1 Si-R G110: sshd: generated public/private host key pair.

Apr 28 14:31:29 192.168.1.1 Si-R G110: protocol: [vlan2] connected to PPPoE.pppoe() by keep connection
#
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BES7)LIUXLBEN

# show logging syslog

Apr 28 14:31:29 192.168.1.1 Si-R G110:
Apr 28 14:31:29 192.168.1.1 Si-R G110:
Apr 28 14:31:29 192.168.1.1 Si-R G110:
Apr 28 14:31:29 192.168.1.1 Si-R G110:
Apr 28 14:31:29 192.168.1.1 Si-R G110:
Apr 28 14:31:29 192.168.1.1 Si-R G110:
Apr 28 14:31:29 192.168.1.1 Si-R G110:
Apr 28 14:34:04 192.168.1.1 Si-R G110:
Apr 28 14:34:14 192.168.1.1 Si-R G110:
#

init: system startup now.

sshd: generating public/private host key pair.

protocol: ether 1 1 link up

protocol: ether 1 2 link up

protocol: lan 1 link up

sshd: generated public/private host key pair.

protocol: [vlan2] connected to PPPoE.pppoe() by keep connection
isakmp: IPsec SA encryption algorithm mismatched.

isakmp: IPsec SA encryption algorithm mismatched.

L7 )LV X LEEN

# show logging syslog

Apr 28 14:31:29 192.168.1.1 Si-R G110:
Apr 28 14:31:29 192.168.1.1 Si-R G110:
Apr 28 14:31:29 192.168.1.1 Si-R G110:
Apr 28 14:31:29 192.168.1.1 Si-R G110:
Apr 28 14:31:29 192.168.1.1 Si-R G110:
Apr 28 14:31:29 192.168.1.1 Si-R G110:
Apr 28 14:31:29 192.168.1.1 Si-R G110:
Apr 28 14:35:32 192.168.1.1 Si-R G110:
Apr 28 14:35:42 192.168.1.1 Si-R G110:
#

init: system startup now.

sshd: generating public/private host key pair.

protocol: ether 1 1 link up

protocol: ether 1 2 link up

protocol: lan 1 link up

sshd: generated public/private host key pair.

protocol: [vlan2] connected to PPPoE.pppoe() by keep connection
isakmp: IPsec SA authentication algorithm mismatched.

isakmp: IPsec SA authentication algorithm mismatched.

3.HASH/psk/certificate = A~ W F

HASH mismatched. psk mismatched. certificate mismatched. signature mismatched (&. Aggressive Mode
DB E Initiator C. Main Mode (D5 & Responder THEER T Do

Aggressive Mode Initiator D&, LUTORFITIC. ZMEUCHASHIBEERE/ T v D B4R Uz HASH
BRA—HUEWNWCEZRT X v E—INRRINTWLD,

# show logging syslog

Jan 01 04:35:36 192.168.1.1 Si-R G110:
Jan 01 04:35:36 192.168.1.1 Si-R G110:
Jan 01 04:35:36 192.168.1.1 Si-R G110:
Jan 01 04:35:36 192.168.1.1 Si-R G110:
Jan 01 04:35:36 192.168.1.1 Si-R G110:
Jan 01 04:35:36 192.168.1.1 Si-R G110:
Jan 01 04:35:36 192.168.1.1 Si-R G110:
Jan 01 04:35:37 192.168.1.1 Si-R G110:
Jan 01 04:35:46 192.168.1.1 Si-R G110:
Jan 01 04:36:01 192.168.1.1 Si-R G110:
Jan 01 04:36:21 192.168.1.1 Si-R G110:
Jan 01 04:36:30 192.168.1.1 Si-R G110:
#

init: system startup now.

sshd: generating public/private host key pair.

protocol: ether 1 1 link up

protocol: ether 1 2 link up

protocol: lan 1 link up

sshd: generated public/private host key pair.

protocol: [vlan2] connected to PPPoE.pppoe() by keep connection
isakmp: HASH mismatched side=0 exchange type=4 status=3.
isakmp: HASH mismatched side=0 exchange type=4 status=3.
isakmp: HASH mismatched side=0 exchange type=4 status=3.
isakmp: HASH mismatched side=0 exchange type=4 status=3.
isakmp: give up phase1 negotiation. sir -> 10.1.1.2[500]
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e Main Mode Responder DIFE. LU FDARFTICHERDS—HUTCWEWVWTREEDN DS EZRT A vEz—Y
BRRINTLD,

# show logging syslog

Apr 20 17:29:59 192.168.1.1 Si-R G110: init: system startup now.
Apr 20 17:29:59 192.168.1.1 Si-R G110: sshd: generating public/private host key pair.

Apr 20 17:29:59 192.168.1.1 Si-R G110: protocol: ether 1 1 link up
Apr 20 17:29:59 192.168.1.1 Si-R G110: protocol: ether 1 2 link up

Apr 20 17:29:59 192.168.1.1 Si-R G110: protocol: lan 1 link up
Apr 20 17:29:59 192.168.1.1 Si-R G110: sshd: generated public/private host key pair.
Apr 20 17:29:59 192.168.1.1 Si-R G110: protocol: [vlan2] connected to PPPoE.pppoe() by keep connection

Apr 20 17:50:14 192.168.1.1 Si-R G110:
Apr 20 17:50:24 192.168.1.1 Si-R G110:
Apr 20 17:50:42 192.168.1.1 Si-R G110:
Apr 20 17:51:03 192.168.1.1 Si-R G110:
Apr 20 17:51:09 192.168.1.1 Si-R G110:
#

isakmp: psk mismatched.
isakmp: psk mismatched.
isakmp: psk mismatched.
isakmp: psk mismatched.

isakmp: give up phase1 negotiation. 10.1.2.1[500] -> 10.1.1.1[500]

e Main Mode Responder D55, LU FDARFTICHFEEILHEEN—H U TCWVWEWVWAEEMD DD CEZERT
Ay E—IBRRINTWND,

# show logging syslog

Jun 16 15:09:55 192.168.1.1 Si-R G110: init: system startup now.
Jun 16 15:09:55 192.168.1.1 Si-R G110: sshd: generating public/private host key pair.

Jun 16 15:09:55 192.168.1.1 Si-R G110: protocol: ether 1 1 link up
Jun 16 15:09:55 192.168.1.1 Si-R G110: protocol: ether 1 2 link up

Jun 16 15:09:55 192.168.1.1 Si-R G110: protocol: lan 1 link up
Jun 16 15:09:55 192.168.1.1 Si-R G110: sshd: generated public/private host key pair.

Jun 16 15:09:55 192.168.1.1 Si-R G110: protocol: [vlan2] connected to PPPoE.pppoe() by keep connection
certificate mismatched. SIR.SIR

signature mismatched. SIR.SIR

certificate mismatched. SIR.SIR

signature mismatched. SIR.SIR

certificate mismatched. SIR.SIR

signature mismatched. SIR.SIR

isakmp: give up phase1 negotiation. 10.1.2.1[500] -> 10.1.1.1[500]

Jun 16 15:10:03 192.168.1.1 Si-R G110:
Jun 16 15:10:03 192.168.1.1 Si-R G110:
Jun 16 15:10:13 192.168.1.1 Si-R G110:
Jun 16 15:10:13 192.168.1.1 Si-R G110:
Jun 16 15:10:30 192.168.1.1 Si-R G110:
Jun 16 15:10:30 192.168.1.1 Si-R G110:
Jun 16 15:11:23 192.168.1.1 Si-R G110:

#

isakmp:
isakmp:
isakmp:
isakmp:
isakmp:
isakmp:

(4)show ip route all RDIED

OK DIZFEDFERTHI
BflIPsec bRIVIY RiRA 2V bDF7 RUR GRA KR RUR) BEZHA 5T T—AZ@NWTWL D,

LURODFITIE. 10.1.1.1/32 DY PPPoE + /4 7 T —A remote 0 CEMITIF 2T,

#s
E
*S
*L
*C
*S
#

how ip route all
Destination/Mask  Gateway Distance UpTime Interface
0.0.0.0/0 rmt0 0 00:01:03 rmtO
10.1.1.1/32 10.1.1.1 0 00:03:49 rmt0
192.168.1.0/24 192.168.1.1 0 00:03:49 lan1
192.168.2.0/24 rmt1 0 00:01:03 rmt1
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NG DIFEDXRTHI

BflIPsec bRIVIY RIRA 2 bDF7 RUA (IRA R RUR) DA V57 1 —RC@ULTULEL,
BITROBITIEF. BRITY R4 K7 RUZAIE10.1.1.1 THDD. RRSINTLIEL,

rerE U, AIZIP 7 RUATD Aggressive Mode D Initiatior DIEE(E. LITDRT THRIEZRL,

# show ip route all

EP Destination/Mask  Gateway Distance UpTime Interface
*S 0.0.0.0/0 rmt0 0 00:01:03 rmtO

*C 192.168.1.0/24 192.168.1.1 0 00:03:49 lan1

*S 192.168.2.0/24 rmt1 0 00:01:03 rmt1

#

XLTTE

JO0—F v— FARDTLA~H[CDWVT., UFMCEHREULET,

SHLUCEDEBCHREZZEE LTIV, BB, OINVY FRD (A3 [FFRRENFE A,
o TWILFNATZEARALTWSD. XAFT « v INATZEZEL TLEWL— [LA] (P29)
e MTU. MRURODFREBEN—~ [x4LB] (P30)

* IPsec REDREEIBERDFZEREN— L C] (P31)

e Pre-Shared Key A*"—%— [X4D] (P31)

o IPsecHFEHE(C/ (T FAEEENTLEWL— [HLE] (P32)

e range. O, ZILIUXLEIIEPFS J)L—TJDHREBEN— [WLF] (P32)
* remote ap tunnel remote [address] DEREMEWV— [ G] (P33)

* remote ip address local HRERE—~ [ H] (P33)

(X A)

A HF =%y RVPNIELET. IPsec@EDIENCA VI—Fw b EDY—/NILEEBETDHE. VILF NATH
BEZBRTDMENDDFT ., YILFNATHBEZFRUT. VPNTERTD 7 RUANRNATOT RUAT—)U
[CEENDHAIE. AT 4 vINATZIBELTLEESL, CNIEIPsecBEICAVSND T RUZAHERSIN
TULFESIDEKLICHTT,

RS

Aggressive Mode Initiator PPPoE TEIDHTHNDAIEF RUATDVPN DHFH

Aggressive Mode Tl Initiator 727DV )LF NAT#EEE 1T ZERA U TWVWSDTHIUX. IPsec SABKITHEILTE
FIH. ZD% Responder NS IPsec /W hZERE UIKIFTUENAT F—TIUBMER SN, BIETEF B Ao
Responder CXJLF NAT#EEC 1T ZFER LTS & IPsec SABEIZIEINEFE A

Main Mode CIFIKEDR OV I -3V ENAD BRI DD T, YILF NATHEEEZIF#FER L TLTH IPsec
SAIFHEIIESNE T, fefEU. IPsecBIEIENAT T—JIUHDSNACIER SN D E CATIBEE LD E T,

# ether 1 1 vlan untag 2

# ether 1 2 vlan untag 3

#1lan 0 vlan 2

#lan 1 ip address 192.168.2.1/24 3

#lan 1vlan 3

# remote 0 name ISP

# remote 0 mtu 1454

# remote 0 ap 0 name isp

# remote 0 ap 0 datalink bind vlan 2

# remote 0 ap O ppp auth send sir2 sir2

# remote 0 ip route 0 default 1 0

# remote 0 ip nat mode multi any 1 5m

(NAT Z{ER T 2EGIEUTDORY T« v INATHEREEINTVSIHEERT D)
# remote 0 ip nat static 0 192.168.2.1 500 any 500 17 IKE(UDP:500)
# remote 0 ip nat static 1 192.168.2.1 any any any 50 ESP(IP:50)

29 BEHDTEHEVBAICE



NSOV a—F12T (V3)

# remote 0 ip msschange 1414

# remote 1 name SIR

# remote 1 ap 0 name SIR

# remote 1 ap 0 datalink type ipsec

# remote 1 ap 0 ipsec type ike

# remote 1 ap 0 ipsec ike protocol esp

# remote 1 ap 0 ipsec ike encrypt 3des-cbc

# remote 1 ap 0 ipsec ike auth hmac-md5

# remote 1 ap 0 ipsec ike pfs modp768

# remote 1 ap 0 ike name local sir

# remote 1 ap 0 ike shared key text sir

# remote 1 ap 0 ike proposal 0 encrypt 3des-cbc
# remote 1 ap 0 tunnel remote 10.1.1.1

# remote 1 ap 0 sessionwatch address 192.168.2.1 192.168.1.1
# remote 1 ip route 0 192.168.1.0/24 1 1

(x440.B]

TUwWwWYADSLZEP JERABREUTA VI —3 Y MIER I DIHE. PPPOENY S & PPPAY IS ND
e, TNZBED ST MTUMSS Z5RE L CTL EEWY, PPPOEZRELTCWVWSA /Y T T —AT.
MTU=1454, MSS=1414 CERELTLEWE, BEDDELWLDEL oD, )Ty hOBIL TGERET D16
BERIDZI—Tv MOHEIEWEEREDET,

eI

# ether 1 1 vlan untag 2

# ether 1 2 vlan untag 3

#lan 0 vlan 2

#lan 1 ip address 192.168.2.1/24 3

#lan 1 vlan 3

# remote 0 name ISP
UTDEREHETNTLSIHIESRT D)

# remote 0 mtu 1454

# remote 0 ap 0 name ISP

# remote 0 ap 0 datalink bind vlan 2

# remote 0 ap O ppp auth send sir2 sir2

# remote 0 ip route 0 default 1 0

# remote 0 ip nat mode multi any 1 5m

# remote 0 ip nat static 0 192.168.2.1 500 any 500 17
# remote 0 ip nat static 1 192.168.2.1 any any any 50
(UTDEEHETNTLSIHIESRT D)

# remote 0 ip msschange 1414

# remote 1 name SIR

# remote 1 ap 0 name SIR

# remote 1 ap 0 datalink type ipsec

# remote 1 ap 0 ipsec type ike

# remote 1 ap O ipsec ike protocol esp

# remote 1 ap 0 ipsec ike encrypt 3des-cbc

# remote 1 ap 0 ipsec ike auth hmac-md5

# remote 1 ap 0 ipsec ike pfs modp768

# remote 1 ap 0 ike name local sir

# remote 1 ap 0 ike shared key text sir

# remote 1 ap 0 ike proposal 0 encrypt 3des-cbc
# remote 1 ap 0 tunnel remote 10.1.1.1

# remote 1 ap 0 sessionwatch address 192.168.2.1 192.168.1.1
# remote 1 ip route 0 192.168.1.0/24 1 1
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€518
IPsec WRILDR W FDT—207 RUZAD, IPsecA /5 T T —XICEWNTWEWLES. IPsec WRICDRIEIETHR~Z
BELTLEE L,
SREHI
# show ip route all
EP Destination/Mask  Gateway Distance UpTime Interface
*S 0.0.0.0/0 rmt0 0 00:01:03 rmtO
*L 10.1.1.1/32 10.1.1.1 0 00:03:49 rmt0
*C 192.168.1.0/24 192.168.1.1 0 00:03:49 lan1
*S 192.168.2.0/24 rmt1 0 00:01:03 rmt1
#
[x34D]

Pre-Shared Key &3zl IKE DFRSEA T, IKEDBFERUMBREER L. ZTNZEITICHASHETE UfEBEZER
WIBDEICRD., BBEIZEITVNE T, 1l Phase 1 TITHONDD T, AEE(CFRTE UTc Pre-Shared Key DR
UF Phase 1D IKER IV I — 3V TERBUE T, MFZFNZND IPseci&im)L—5 CRAUREBERELTLE
ral AN

eI

# ether 1 1 vlan untag 2

# ether 1 2 vlan untag 3

#lan 0 vlan 2

#lan 1 ip address 192.168.2.1/24 3

#lan 1 vlan 3

# remote 0 name ISP

# remote 0 mtu 1454

# remote 0 ap 0 name ISP

# remote 0 ap 0 datalink bind vlan 2

# remote 0 ap O ppp auth send sir2 sir2

# remote 0 ip route 0 default 1 0

# remote 0 ip nat mode multi any 1 5m

# remote 0 ip nat static 0 192.168.2.1 500 any 500 17
# remote 0 ip nat static 1 192.168.2.1 any any any 50
# remote 0 ip msschange 1414

# remote 1 name SIR

# remote 1 ap 0 name SIR

# remote 1 ap 0 datalink type ipsec

# remote 1 ap 0 ipsec type ike

# remote 1 ap 0 ipsec ike protocol esp

# remote 1 ap 0 ipsec ike encrypt 3des-cbc

# remote 1 ap 0 ipsec ike auth hmac-md5

# remote 1 ap 0 ipsec ike pfs modp768

# remote 1 ap 0 ike name local sir
(UToEEDMHEIL—5 EE&> TLDHIHESRT %)

# remote 1 ap 0 ike shared key text sir

# remote 1 ap 0 ike proposal 0 encrypt 3des-cbc

# remote 1 ap 0 tunnel remote 10.1.1.1

# remote 1 ap 0 sessionwatch address 192.168.2.1 192.168.1.1
# remote 1 ip route 0 192.168.1.0/24 1 1
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(M40 E]
IPsec/IKE BEED X w t—IDHRRTINEWVNES. IKERIYI— a3 vVOERRENMTHNTVEEA. IPsectd
SEHE(C/)T Y MRESNTVDDHESEL TS,

ERTEH
EETT RLUADN192.168.1.0/24 DRy N TO—TIKNTH DB

‘ # remote 0 ap 0O ipsec ike range 192.168.1.0/24 any4

(x5 F]
IKEx T —32 3> Tldphase 2 THLD IPseclBS{ERHR Ry hD—2077 R (range) DITIZEITLE
T, TNZEND IPsecilim)L—F TEIEIT. D CHEZEFICTHREL TS0,

LIFDERETIE IPsec SADME CTEFXE Ao

IW—5 A
# remote 1 ap 0 ipsec ike range 192.168.1.0/24 any4
JL—5B
# remote 1 ap 0 ipsec ike range 192.168.2.0/24 any4

PIFOREDXIDICEELTLIEEL,

IW—5A
# remote 1 ap 0 ipsec ike range 192.168.1.0/24 192.168.2.0/24
IL—%B
# remote 1 ap 0 ipsec ike range 192.168.2.0/24 192.168.1.0/24

IL—5 A
# remote 1 ap 0 ipsec ike range 192.168.1.0/24 any4
IL—%B
# remote 1 ap 0 ipsec ike range any4 192.168.1.0/24

IW—5 A
# remote 1 ap 0 ipsec ike range any4 any4
IL—%B
# remote 1 ap 0 ipsec ike range any4 any4

eI

# remote 1 ap 0 datalink type ipsec

# remote 1 ap 0 ipsec ike protocol esp

(AT DOE5 DERED IPsec WRFTEFE L TLEVHESET D)
# remote 1 ap 0 ipsec ike range 192.168.2.0/24 any4

# remote 1 ap 0 ipsec ike encrypt des-cbc

# remote 1 ap 0 ipsec ike auth hmac-md5

# remote 1 ap 0 ipsec ike pfs modp768

# remote 1 ap 0 ipsec type ike

32 BEHDTEHEVBAICE



NSOV a—F12T (V3)

spite)
IPsec Z#&iH T DXNM@IL—FDIP 7 RUA (FVRIVIV RRA VM) ZFRELTLIEE0. ITFOKDIC,
E— RICK O TRELRENELDEZEENH ORI,
e Aggressive Mode DIFE&
Initiator remote ap tunnel remote DEXTE
Responder remote ap tunnel local DEXTE
¢ Main Mode DIF&

75 (C remote ap tunnel local. remote ap tunnel remote (DEXTE

eI

# remote 1 name SIR

# remote 1 ap 0 name SIR

# remote 1 ap 0 datalink type ipsec

# remote 1 ap 0 ipsec type ike

# remote 1 ap 0 ipsec ike protocol esp

# remote 1 ap 0 ipsec ike encrypt 3des-cbc

# remote 1 ap 0 ipsec ike auth hmac-md5

# remote 1 ap 0 ipsec ike pfs modp768

# remote 1 ap 0 ike name local sir

# remote 1 ap 0 ike shared key text sir

# remote 1 ap 0 ike proposal 0 encrypt 3des-cbc
UTDERENEBAESNTVDHIEERT D)

# remote 1 ap 0 tunnel remote 10.1.1.1

# remote 1 ap 0 sessionwatch address 192.168.2.1 192.168.1.1
# remote 1 ip route 0 192.168.1.0/24 1 1

(x40 H]

Main Mode DX 75 & Aggressive Mode @D Responder T. WA PPPOE A & J T —RIKED. IPsec CRES{LE
NIy BBSEHSNS K DIC, AV TI—RZEFRELTLREEV. TNRIFEAEDEE (IPsec bR
JLDEP(C NAT BB T ENFIETS 2B ZR<). BRIN Y RIVIY RRAY hEBUY RUADERESIN
F9,

eI

# ether 1 1 vlan untag 2

# ether 1 2 vlan untag 3

#lan 0 vlan 2

#lan 1 ip address 192.168.1.1/24 3
#lan 1vlan 3

# remote 0 name ISP

# remote 0 mtu 1454

# remote 0 ap 0 name ISP

# remote 0 ap 0 datalink bind vlan 2

# remote 0 ap O ppp auth send sir sir

# remote 0 ap 0 keep connect

(Main Mode MI5&. remote 1 ap 0 tunnel local TEREYS 97 RUADBAVH T 1 —RXICREENTLSH
[#5R9 %)

# remote 0 ip address local 10.1.1.1

# remote 0 ip route 0 192.168.2.1/321 0
# remote 0 ip msschange 1414

# remote 1 name SIR

# remote 1 ap 0 name SIR

# remote 1 ap 0 datalink type ipsec

# remote 1 ap 0 ipsec type ike

# remote 1 ap 0 ipsec ike protocol esp

# remote 1 ap 0 ipsec ike encrypt 3des-cbc
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2.7

# remote 1 ap 0 ipsec ike auth hmac-md5

# remote 1 ap 0 ipsec ike pfs modp768

# remote 1 ap 0 ike mode main

# remote 1 ap 0 ike shared key text sir

# remote 1 ap 0 ipsec ike encrypt 3des-cbc

# remote 1 ap 0 ipsec ike auth hmac-md>5

# remote 1 ap 0 ipsec ike pfs modp768

# remote 1 ap O tunnel local 10.1.1.1

# remote 1 ap 0 tunnel remote 10.1.1.2

# remote 1 ap 0 sessionwatch address 192.168.1.1 192.168.2.1
# remote 1 ap 0 sessionwatch interval 10s 3m 5s
# remote 1 ip route 0 192.168.2.0/24 1 1

# remote 1 ip msschange 1414

SaslLHEICRIT D bS5 TV
IEEEB02.1X BR8], MAC 7 KL REEHMAEATIAT B0 M STILICIE, U FDESHEDhEOET,
SEIR— bOUYIHT7 v T ULV (Hil)

[REH]
4]
(REA]
(x40

SELCTHEMAT D AAA T —TEBEDNERSNTLEE Ao
AAA D IL—TDEEZEIM L TLIEEL,

FREER— MCVLAN BERSNCLE T,

VLAN DEZZHIFR L TLIEE L,

SEHEREZEHALIR— FOY 2 IH7 v TUIEN

[REH]
(eran]

9 SEREEREDFEL A D E—DER CH D F B Avo
SELATNDERZBA—DERICLTLEE LY,

SREEDRTA LIS (i)

[REH]
(4]

GES)!
(x40
[RE]
(i)

RADIUS Y —/\DREN RO CTLE T,

327 LOJTRADIUS H—/NEDBENER L TS T EZRT OT DRI N TULEWLHZERER
L. ZHTHO0PMFETNTVDBEIF. MTORISEELUTRADIUS Y —/INDFREZREBLTLE
AR

e RADIUSH—/NDIP 77 KV A& RADIUS B —/ K CTORREEIEHR

e RADIUSH—/)\DY—T v MERR

o RADIUSH—/VRITEHFEIDRADIUSOSA 77 b7 KLU

RADIUS —/\T Supplicant BREEF SN TWVE B Ao

RADIUS U —/ I TERINc - ERZERR LT EE0,

AEEBED Supplicant [CEID XT3 VLAN ID EE—DVLAN ID BERESNTWVEE Avo
FDESoERELTLIEEL,

e ZIDXTBHVLAN ID EFE—DVLAN ID ZRDiRk— bz ether J)L—T 2 [CRE LT EEL,

o FREIEIDHTHVLAN & U T resource authenticated vian Z38E L T <2 0o
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IEEE802.1X EREEHRETH L IE LY

[REH]
(4]

[REH]
(4]

[REH]
(4]

SREIHSBEDERAER C. Y AT AEERFCIFR— MNEED—HDHDERESNTVNET,
AEBDIHLAEL. EBELAFTOFERATEZ (dot1x use. macauth use) &. REFAE{TOR— MY
I BEATESE (ether dot1x use. ether macauth use) ICK > TEMELE T,
SREIHSRE =R AT DIBE(F. MADER CassllZEMRELTLIEE L,

O—73JLEREE T Supplicant A EAP-MD5 LIAMEREE 7 )L U XL ZIEFE L TWVNET,
O—A)LEREE =R 9 D18 a1 EAP-MDS LISDEREE 7 )L I X ABFBE TEEL s, Supplicant
DB )L X LDERTE%Z EAP-MDSE [CEE U TL S, D, REDFREIEKICET D IBE®RIF
|[EEE802.1X ZREHAAERR IV N (show dot1x port) CTHEERTEE T, DAY ROXTHS
Supplicant I CERESN/EEREE 7L TYU X LD CEE T,

RADIUS U—/\TEFINEEREE 7L I XL ERIED 77V DY X 7% Supplicant BRERK L TWVE T,
RADIUS U—/\TEEINEEREL 7/ T X & Supplicant RIDEREE 7))L AU X LZE—07 )L IU X
LCULTLIEEW,

MAC 7 RL ZREBSEDREZI L7

[FRE]
(4]

RADIUS U—/ \DsREHERIDER > CWLE T,
RADIUS U—/\DsR5EER! (EITHER/CHAP/PAP) 72, AKEDREICENDE THRE L TLEEL,

SREIDRIILTVWADIC, Supplicant iRy RO—=IAF I EXTEIEL (ILE)

[REA]
(x40

[REH]
(4]

Supplicant [CEID T3 VLAN ID BEEESNTWVEE Avo

SREEH—/\ (RADIUS U—/)\F Tl AAAERTE) (T Supplicant[CEIDHTAHVLAN IDZERTELTLES
W KREREDHBG(F. AFED Supplicant (CEIDHTSDT T4 )L MVLANDERE (ether dot1x vid.
ether macauth vid) TEZ NIz VLAN IDBEESNIcDDE U TEMELE T,
Supplicant (CEIND TS VLAN ID R TVE T,

SREI—/C (RADIUS H—/ VKT elF AAAERTE) (C Supplicant [CEIDHTB VLAN IDZERELTLIEE
Lo Supplicant [CEIDHTHNIZVLAN ID (&, BZHEREIDKAEEFR RN K (show dot1x port. show
macauth port). F/CIFEREENINIHRIBERIRR IV K (show auth port) CHEERCTEF T,
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2.8

SNMPICB3T 5D ST
SNMPHERE TR W R D —2 DEBZEITIBED RS TIVICIE. UTFDLSBEHDORBEDET,
SNMP R A REBEDTEIEW

[REH]
(4]

(REA]
(x40
[REH]
(4]

(REA]
(x40

[REH]
(4]

(REA]
(x40

SNMP I—Y 1Y kP RUZDE L RESNTOFEE A
FEBDAVHTT—RICEDYTENTNG IPT RUADENDESNMP T—I 1Y 7P RURE
LTHRELTLREL,

SNMP TR RDIP 7 RUZBIE L < BESNTOEE A

FEBECT I RIS SNMPRZ FDIPP RURZERREL. ELVIPT RURERELTIREL,
IS AZFABRPELRESNTNERA (SNMPVI Fizld SNMPv2c {ERE).

REEICTITATDHSNMPRAMDIZ2 =5 422530, ELLWIZa2 =T 4 RZRELTLE
[0

SNMP A—HEZAIEUKERESNTVEREA (SNMPV3ERAE).

REEICT I T7ATDHSNMP A MDD SNMP 1—HR7ZHEE L. IEULLSNMP I—HR27%Z8E LT
ZELN,

SSEE 0 b OJVEFE(FEREE CRAD — ROIEEULKBRESNCVWEEA (SNMPV3ERR) .
AEEICT I EAT S SNMP R bOFREETO b IJVET(FEREE (R D — RzEsi L. IEUWEREET O
b JVETEIFEREL AT — R2sE LT IEE LY,

55 70 b JVEREIFES /) CAT — PHIEEULKERESNTOE A (SNMPV3 AR .

AEEICT I TEAT D SNMP R MDEES 70O b JVETZFES/ (AT — Nzi#si L. ELWLWESTO
N VECIFBES/ (R T— RZERE LT EEL,
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2.9 VRRPICEATSDFSTIL

VRRP #8EERIAT 2D S I)VICIE. LUTDESIEEDAGNET,
VRRP J b= hiRtR L&)

[REH]
(4]

[REH]
(4]

AP 7 FUAD, BEICRESNCIPY RUADENDEF—TT,

RRIP7 RURIE WwRDIPZ RUADY TRy MI—EU. EEICRESNCIPTY RUALFERF
BIP7 RURZIBELTLEE L,

KEAICVRIDDEE U CRESNTVET,

KENTCVRID [F—ETHIMNEDDDET, EIEDVRIDZRELTLEE L,

VRRP L= DY A VKB E D> e DICBIETFHEE 1SS

[REA]
(x40
[REH]
(4]
(REA]

(x40

REBIP7 RUAD, lmERDIPZ RUADT TRy M9 D IP7 RUATHDOFER A

RABIPY RUREIHARD IP 7 RUADY TRy MI—ETDHLIEELTLIEEL,

REIP7 RURER—DIP7 RURATHAHIEENEFRINTNET,

REIP7 RURER—DIP7 RURATHHIEEDIPY RUAZZEBELTLEEL,

NAZUNT, RIEIPT7 RURZFRTSHARPU I T A M. FIZIENS (Neighbor Solicitation) Xw
T—IICRETIEENEFELE T,

REBIPY RURZEBRTDARP U TR~ F/zlENS (Neighbor Solicitation) X wE—J(IHET D
EEDREZIGE UIEVEDICEBLTLIEE L,

TFUIVT ME—Foff[CEREULTHAIMTIIDRS

[REH]
(x40
[REA]
(i)
(GES)!
(x40

BEEDNMEVEREDVRRPIL—FICTUTIY T M E—Roff ZIELTVE T,
BEEDNEVREDVRRPIL—FICTUTI VT hE—Roff ZIEELTLEEL),
BEEICRESL (master) ZIEELTVET,

BEEICRESL (master) DAZEIEELTIZS L,

VRRPZ)L—=THEE L TH O TU TV T M E— MEITRLEBENEE L TLE A

TUIVTNE—PBITRLEREFRETUIV T ME— Fon BMEEESN CWVSHE LA UEIEEED.
IHLDIKE(FED D FEE Avo

FEIDRLTEEREW

[REH]
4]

[REA]
(i)

(REA]
(x40

NAGREDVRRP IL—F TFEIDRULZRITLTVE T,
Ny O Ty TIREE (FRDNYRAE) DVRRPIL—FTFEWIDRULZEITLTIEE L,

& BB OV RI—Y—ZHA R [2.1.7 VRRPFEWID R UKAEZES | (P36)

Ny T 7w TIRETFH DN BEDBIRENRAEDVATREDVRRPJL—F KDEWNTT,

Ny OF7 v TRETHBDICHEDD DS FYIDRSFVGEE(IE. VRRPIEHRZERR LU CREDESLE. S
KUY I MU BAFEEIREZRESZL TLTEE L,

SOV NUADHEB UL TCVDBEEIE. DV MUAREE U TVSRAZRELTEEL),
AZIVIVRETHDHEF. [@ A=Y v)UIRED S, /Ny I7w TREFCIFVATIREISER L
W] (P40) ZBRRULTLEELY,

BEENEVEREDVRRPIL—FICTUTI YT b E—Roff ZIEE L TVEFRE A,
BEENEVREDVRRPIL—FICTUTI VT hE—Roff ZIEELTLEE L),
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® FEROIAIHEHULDICEETIIDRESHEWN

[RE]
(x40
[REA]
(x40

TUIYVTME— BB off CRESNTVET,
TUIVTME—RZonlCBRELTLEE L,
FTRDRY AT THI DY SNUADFEE L TNET,

AEDN AL TVRRPIEHRZRR L CY DY b AREIREZHER L T ES0,
O NUADHEE UL TWDIBEEIF. 0 MUAREE U TVWDRARZREL T EEL),

B—VRRP I —=TJICEHDI A TIRETH S VRRP IL—FDEFEET D

[REH]

(eran]
([REH]

(i)
GES)!

(4]
GES)!
(x40
[REA]
(i)
[REH]
(4]
[RE]
(x40

[REA]
(4]
[REH]
(x40

VRRP ' )U—T T 2EVRRPJL—FDVRID BE—TH D F B Ave
VRRP1E#R®D [VRID illegal packets] D10 h&ENTWVET,

VRID ZE—DEICERE LT EEL,

VRRP J)L—T T 2EVRRP JL—FDVRRP /WA T — RERENE—TH DO FE Ave

VRRPIETZRMD [Authentication failed packets] &/z(d [Authentication type mismatch packets] H1/372
VU hENTLETD,

VRRP /XX D — RE&EZE—(ICLTLTEE L,
IP 7« JUF TVRRP-AD X v Z—I BRI S NTWLE T,

VRRP-AD X v tz—3 .

HTHIP7RUA 12240018

ff02::12

JOr3J)LES SN2

IPv6 Next Header 112
VRRPJL—5DIP T JLFFRTE T VRRP-AD X v E—IWNEM S NAREZHIFRL T IEE L,
VRRP )L—& D/ ENER D TWVE T,
VRRP)L—57ZE—U VI [CEFRE LT EE L,
VRRPIE$R(D [TTL/HopLimit illegal packets] MA DY hENTULET,
VRRPIL—57ZE—U VI ICEHR L TLEE L,
VRRP JL—%7z&f& L CL\2 HUB T STPH#EEZBMICLTWLE T,
VRRP)L—% 72:&#E U T % HUB D STPHEEZ HEMICERTE L CTLEE L,
VRRP)L—%7:&EE LTS HUB DEREN RO CLE T,
VRRP JL—5 72385 U CL1d HUB DREZIESE L C. IELKERELEL TLEELY,
VRRPL—5 E D UIRE—U Y I TEHRSNDREN DD X T,
VRRPJL—% &3 UIFVRRP-AD X v T—I7ZXREORE CHDMNENH D F T,
VRRP JL—% 723 LTS HUB BMIEE L CLYE T,
VRRP JL—% 7Z3184E U TS HUB ZFANRT L EE LY,
REED STPHEENBM T,
AEBED STPHBEZERCT DN VRRP IIL—TZHRE UTcA 5 T T—ADMEAT HR— MERID
STPHEREZEERNIC LT IEE L
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® VAIHERICVIDEDOIDICEEFEELESD
[[RHE] VRRPHEEEDBMCTHD lanBECI AT IV I —T 4 VI ZBHITHELTWVE T,
W] FAF=ZvII—F 4 VI ZEEPITHRE LTSI,
[RHE] ®ERDT T )b Mb— SOMERBIPICIE > TLE B A
(] wmEKDT T #)U M— bR EEBIPICEREL TLIEE L,
[[RR] VRRPIIL—TTHBHEVRRPIL—FDREIPHE—CTHOFEE Ao
VRRP1&#RD [Virtual router IP address configuration mismatched packets] B0 hENTLET,
] RBIPY RURAZE—ICHRELTL T,

® REIP7Z FLABTO ping [CIHEULEWL
[FRR] REBIP7 RUABHTDicmp ZEREDNINTLEE A
] (RBIP P RUABHTDicmp RIEZBMICERE L TLEELY (lan virp group vaddr icmp accept)
[ER] {=EBIPF RUADVRRP I —THRRAGIRELUNTT,
(9] RARIPT RLUZABTD ping [TINE T BDIF. YATKEDVRRP JL—FTEF T,

©® REIPZ RLASBTDtelnet BARIEBICDIEHISTEL)
[EFR] VRRPHMERAEIPZ RLUZBHTDI Ty FHBESNTLET,
[4] VRRPODARKETT ., RIPF7 RLURAEH TEICIEELTL T,

® RRAIDBNYIPYTILIEDHERIPT FRUAHTDEEDNREEED
[RA] BEEICERESL (master) ZHEELTVET,
[a] BEREICEESL (master) DAZIREL TS,

® UV BNUHDREBMULDICIRAIHTIDEDSIEN
[RR] BEENMEVEEDVRRPIL—FICTUIY T ME—Roff ZIBELTVET,
(FEE75E]
TUIVTME—RZonlCRELTLEE L,
FEWIORLLE LIEWGEIFBEENSVEREDVRRP L—F(ICTU IV T ME—Roff ZIBELTL
ZE0N,
[REAE] HFBULIDY NUADEEE (BEEREE REDNSWVEZEELTVET,
(] (RREYDBEEE- /)Ny IT7 v TOBEERE) +1K0D5FDY NUADBEEZREWMEICERELTL
fZE0N,
(RER] Nwo7yTRATYOY SIAREELTVET,
(] Uy &7 JRICTVRRPIE®RZR T U CIREDBEE. BXUY DY MUARBIRKEZEREIE L TS
We 02V NUAREBULTCVDIBEIE. DY MUADFEE U TWVWSREZRRZE L TIEEL,
EICNUTYRIADHEE LY D MU HDBEEREZRELMEICEE L TLEEL,
® /—FR59YRNUHD—EREBHITDHELEBLEWV
[RR] BEREICEESL (master) ZHEELTVET,
(] YO hUAZEFERT DEEEEEEICRESE (master) ZIHELFEVWTLIZEL,

® 59V PMIUHDFEBEEDSED 255U LETHBDIC VRRPIRED S ZY v IVIKREEE ST
[ER] o2 bhUARRESUCEE. BEEDREMEIE 1 UTICIFEDERA.
(4]  AZEEDVRRP DT VRRPDERESNELAN A VF T T —RICEBHRET DD, FEHEIED
N REEFTURINEA 23 v )JUREEE (F1ED 1 Ao
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AVITI—RTIY NUHBTPPPoEA YV H T I—RZER/ELICH,. BEDRELTHI UV MY
HHFEEN LIELY

[RR] CHpEEGRAEEEDREN SRR ZEAT D (CIEESNTLE B A,
(ei]  EfRE RIS EIEDRE = B EREREZEA T S CIEEL TLEEL,

UE—MllH VRRP ZHBRELT. O—AIAITIYZAYTDEDODHRET D LBEREESD

[FR] O—HIAIENICEDUE— MIVRRPIL—F B EHR L TYIDE D> TLE R A

] BEHFUTUDEDDKSICYIY N AZEEREL TS,

A2V IVKBD S, Ny I7 v TIRBIIZIY A YIRREICER LW

[ER] VRRPIIL—TFHEILOT Y ROPETINTWVET (vrrp action disable) .

[0] VRRP I —TFEBREB IV RERTLTLEELY (vrrp action enable)
FESIETOTY RAETINTVDNNE. VRRPIERZRRNU CHRIT D ENTEET,, IRIED
VRRP J)L—TMDIREED Initialize:Disabled DB EFFENEIE IV Y RORETINTVE T,

[RE] VRRPIIL—THRESNCLAN CEEDFRELTVET,

L] LANT—TILDIRIFP®, ERSNIcHUB DEBFEZHER U T EEW. Ffeo Ether [T U THIMT
BIZEOY R (offline) METINTLELNBIHERL TS0,

VRRP7 72 avhi—ERETHLEBLEW

[[RR] VRRP7 223> TVRRPHERESIZLAN (W U TR BZEIY Y ROBEESNTLE D,

[344L] VRRP 7722 3> TVRRP HERESN/Z LAN (O U THIRT /B IX Y ROERITINHBWVK S ITEREL
TLIEEW, K&EAF, U BAEINYY RZERITITDLEND D Ether ZERIICIEELF T,

VRRP 7923V DRI BDIREIC/INY I7 v TBELIEICHHDDS5TF. VRRP IL—FRIREIC

FEBUBL

[FR] VRRP7 Y 3VI(CHl BARIY Y RECFERE BAEER I REEELTVE T,

(] VRRP 7O 3 VDl BAEIN Y RETC(FE: BAERRIY Y RIEEE T DREIC/\v I 7 v T
FIREUCBA. YATRENS YA FRELNTER UIEITNEEB ULV T,

VRRP7 923V DOFEHIL (diallock) FIIFEEMILE (dialreject) HFEELI-DICFHSMLEF

FeIFBEMME LR

[FR] HEMIEFFEEMET S E— MO PPPoE EHEUNTTI,

i) FEMIEFRIFBEEIMEDEE T,

VRRP 773Dtk BAEIZY R (offline) hiFEILU=DICHRHEEIREE IESIEL
[EH] 07 BT DS D PPPoE B FIcld T T — hBEICKDEREEH>TVET,
(L]  ©IMR, BRIV RDMAETT,
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210 HEAT 4 P RAY—MEREICEATA NS TV

NEBAT 1 7 RE— MEBEICEIT D b S TIVICIE. UTFDRSEFHDHSHDET,

® USBXEUZEDfIFLIEUSBIR— DS ITHIEBTRITILTUVS,
[REAE] ABAT 4 7 A5 — MEREDESER T LF U,

] Y 2AFAOTXAvE—IF G USB AEURICEM NI Toutput.txt] OREESEBL. IS—HNE
ZERLUTLEE 0,

[[RA] SABAT 7 RAY— MERET/(RD— REREEL S —D R EULF LT

[an] HBICEEE) (XT— RPRESNTVDEEEF. /NAT—RT7A)L7ZUSBAEY LICHRT 24
ENHOFET,

& Sl O RI—T—XHAR [2.73/)SAT—RIT7A)LDIEDF] (P52)

® REHEFRTEEV
[FR] AEBAT ¢ P AY— MEREDEMERICUSB XEUMRIT e, FleldAREBOERT —J/LHRDIU
BEDERT, VI NI T T7DA VA M—)UICEKB UTEaBE DB D £,
] NNwoFvTITIr7—L%ZREL. VIR T T7Z2A VA M=ILULTLEEL,

& s SFRG10 CHIAICHIEST
[33 VI RIITEMICKMUILEEITIF \w Py TT7—LEE) ] (P66)

211 Z0ftDd STV

ZOft. LFDXRIE RS TIVDSHDET,

® F—IBEREEAELTLBVRFEDIRC, BEEELEL
(] o YRFLAOTZERLTLIESL,
* Windows (TCP_EDNetBIOS) RIED=RY hJ—U Tl tFaUT 4 LOBEE. BEREZH]

ABEHIC. R—h&ES 137~ 139 DHEAEDIXRERZ NSV CTHLMBLRHDE T, HEICIHU
TIPT IV IZEULSRELTLEE L,
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3 AV FANDELLTELBWVNEEICE

OV RCHREPREZTOILEEICEULLOVY RRANTEFWVGEG(F. T U NeSE(CREBEDEE
WRZERESEL THTLES L,

3.1

YIWICEETA ST
S TIVTAIRERITSBD FS TV, UTFOLSHEOHBOET,
YIWTOATHRERA—J v RFWIC. H—Y IWDERHBECBHLTUES

[RE]
(4]
[RE]
(x40

B/ED
[REH]
(x40

IHARDBEEY A ADEULEBESINTOVERE Ao

terminal window <X RCTIEUVEEY A XZEZFUELTLEEL,

BEY A 7@ U W telnet 754 7 baERALUTWVED,

BHEYA XZ@TDdteinet 7547 hERUTL SV, Field. terminal window IX > RT
EFEULLEEY A XAZRELBELTLEE L,

[Ctrl] + [a] F—DEELEWL ([a] F—: FEDF—)

WAV IO [Crl] + [a] F—ZBUTCULERDITEOASNTTERE Ao

WAV I DT TPDREC. [Crl] + [a] F—ZFATEDLOIBRELTLIEEL,

iRy 7 hD 7T [ESC] F— (RICADUEF—ZZDFRFASNTHF—) BAERSNTVDDT
BN, [ESC] F—ZAAUEHE [Cirl] + [a] F—ZAHULTLIEE,

[REH]
(4]
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