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1.1 SYRATLDAYytE—D
111 YRTLIES

[Ay+E—2)

‘initi system startup now.

(F34A4YT+]
LOG_INFO

[Enk]
AT ANEILIZZ EERLET,

1.1.2 DRAT LA U

(A vtE—2)

‘initi system down occurred. down code <code>

(F34A4UT+]
LOG_INFO

=0K]

BERFICLD VAT AF U R LT —a JERNEFEEL TWDLZ 2R LET,

(/35 A 2 DEK]

<code>
BEREG ol —u VS FEHRO AT AX T o a— R

1.1.3 RTC £2FE#&H

[Ay+E—2)

‘initl RTC acknowledge error occurred.

(F34A4YT1]
LOG_INFO

BER]
W2y 7 7 7 %AT 5 RIC OBERH AR LI AR LET,

11,4 LRTLEBHEK

(A vtE—)

‘initl broken <firmware>. rollback to <{firmware>

(TS54F)F«])
LOG_INFO

F1E VAT ha s EFR—

i

16



[EnK])
BESNFEVATALA(Z 77— =7 BRI L7200, KA EIcEMESn-s 275 (7 77— =7) Tl
BLELE,

[N A ZDEK]

<firmware>
Ty — AT =T DT




1.2 BEREEREEDAYE—
1.2.1 ethergroup bridgegroup A< > K

[Ay+—2)

‘protocoli ethergroup <{group> bridgegroup is not attached: bridgegroup is ignored in vlan mode.

(F34A4YT+]
LOG_INFO
=]

VLAN E— R3RE SN TWAH 728, ethergroup bridgegroup EHmA R L -2 2R LE7,

(/X5 A2 DEK]

<group>
ether 7 )V —7"%& 5

1.2.2 ether duplex a<w> K

[Ay+—2]

‘protocoli ether <{group> <port> duplex half definition is ignored.

(F544 )T «]
LOG_INFO
EK]
ether duplex TFEIZ L A, Y _EHET— FEENREY 270, REEZEHRLZZ L2 RLET,
(/35 A2 DEK]
<group>
ether 7 )V —7"%& =
<port>
ether "N — FN& &
=

R— FERA metal TY 77 v 7 LIEBARICHEMRY AT 20 7 T,
1.2.3 ether mdi <> K

[Ay+E—2]

‘protocoli ether <{group> <port> mdi <mdi_mode> definition is ignored.

(F54F)T1]
LOG_INFO

]
ether mdi EFIZ LD, #F— FIEENREY 2720, RELEHR LI L 2R LET,

T

FH1E AT LRI

#—%
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(NS AZ2DEIK]
<group>
ether 7 )V —7"%& 5
<port>
ether N — + &=
<mdi_mode>
auto
HEh%EE— K
mdi
MDI E/EE— K

[EE]
R— ERA metal TY U277 v 7 LIEHAICHED RS AT La 7T,

1.2.4 ether type backup, backup <> F

[Ay+E—2)

protocol: ether <{group> <port> type backup <{group> definition is invalid.
ether <{group> <port> <priority> definition exists already.

(FTS54A4YUT«]
LOG_INFO

)

TN I T v T R= IO AZR—=PFERIINRNY I T v T R—= I RRESNTNEZD, ZOR— BNy
J7 TR — MIRESNRPoTZ 2R LET,

(/35 A2 DEK]
<group>
ether Z )V —7&K 7
<port>
ether N— + &&=
<group>
Ny T P ITN—TEK5
<priority>

N— b DESEE (master—port, backup—port)

(A vtE—2)

‘protocoli backup <group> definition is invalid. <priority> is not defined.

(F34A4YT+]
LOG_INFO

=0K]

Ny I T v TR= I DTAZR—= NEIFINY I T v TR = EPRERETH DD, NI 7 v 7R — FORE
BEDY ool Z LR LET,

T

wm1E AT rn s ER - 19



(/35 A 2 DEK]

<group>

Ny I T T ITN—TEKE

<priority>

N— b DESEE (master—port, backup—port)

1.2.5 ether type mirror A< > K

[AytE—]

‘protocoli ether <{group> <port> is not attached: mirror target already attached other ether.

(FS54F)T 4]
LOG_INFO
[E0k]
RT—F =7 BT TIZHEWETHER AR — MIZEESINTWAE7D, 2D ether ERMBPFEHATE VI &R L
jﬁﬁ‘o
[/35 A2 DERK]
<group>
ether 7 )V —7"%& =
<port>

ether Ih— N E 5

(A vtE—2)

‘protocoli ether <{group> <port> is not attached: mirror source not available.

(F34A4YT+]
LOG_INFO

=0K]

171

(/35 A 2 DEK]

<group>

ether 7 /L — 7&K =
<port>

ether Ih— N F 5

1.2.6 ether viana< > K

(A vtE—2)

TV —=AR—=F L LTREENTVWDER— FEG DO, 2D ether EEMEHTE RN AR LET,

protocol: ether <{group> <port> vlan tagged <vid> definition is invalid.
ether <{group> <port> is untagged definition.

(F54F )T 1]
LOG_INFO




=]

Z D ether AN— MZiE, F—@VLAN ID R X 772 LE LTRESINTWDLTED, X7 HVICRESNEN-T-Z

LERLET,

(/X5 A2 DERK]

<group>

ether Z )V —7&K 7
<port>

ether N— + &=
vid>

VLAN 1D

[Ay+E—2)

protocol: ether <group> <port> vlan <vlan_type> <vid>
not attached: <vid> is already definition other ether port.

(FS34A4UT«]
LOG_INFO

=]

FRESNTZVID BT TIZHEWE S D ether ERTHMA SN TND 2D, 2O VI BRESNRPR>T2Z L &R

LET,

(/35 A 52 DEK]

<group>
ether Z )V — 7&K 7
<port>
ether N— + &=
<vlan_type>
tagged
& 7P &
untagged
2 7L
vid>
VLAN ID

[Ay+E—2)

protocol: ether <{group> <port> vlan <vlan_type> <vid>
not attached: <vid> is already definition other ether group.

(F54F)T 1]
LOG_INFO

=0K]

FRE X472 VID A9 TIZFH W ETHER 7 /b — 7% 5D ether ER THHAIN TWATZD, Z D (vid) 1

MolcZ LERLET,

(/35 A 2 DEK]

<group>
ether 7 )V —7"%& 5

RIE SR




<port>
ether "— F &=
<vlan_type>

tagged
27L&
untagged
277l
vid>
VLAN ID

[AytE—]

‘protocoli ether <{group> <port> vlan <vlan_type> <vid> not attached: <vid> is reserved vlan

(F54F)T4]
LOG_INFO

(EK]

BEINEVID TV AT ATFHVLIAN & LTRESNTWADED, ZO I NRESNRN-T-2 & RLE
j—o

(/35 A 2 DEK]

<group>
ether 7 )V —7"%& 5
<port>
ether R — &=
<vlan_type>
tagged
»2 L&
untagged
277l
vid>
VLAN ID

[Ay+E—2]

‘protocoli ether <{group> <port> vlan <vid> is ignored in transparent mode.

(F54A4 )T +]
LOG_INFO
EK]
BEE— RPRESNTWNDTZD, 2D ether EFETIE ether vlian EBEZBEHRH L2 L 2R/ LET,
(/35 A2 DEBK]
<group>
ether 7 )V —7"%& =
<port>

ether " — + &=

T

w1E AT LA SER - 22



1.2.7 ether dotlx <> F

(A vtE—2)

‘protocoli ether <{group> <port> dotlx not attached: dotlx is invalid in transparent mode.

(F34A4UT+]
LOG_INFO

=]

BT — R ClE, TEEES02. IX FBREIXIELN TH D72, 7%Y ether 7R — b T 802. IX FBREN N/ o722 L &R
L9,

(/35 A 2 DEK]

<group>

ether 7 )V — 7 &K=
<port>

ether N— + &=

1.2.8 ether macauth A< > F

(A vytE—2)

‘protocoli ether <{group> <port> macauth not attached: macauth is invalid in transparent mode.

(TS54F)F«])
LOG_INFO

=473
BEE— FTIEL MAC T RLARIHIME ThH D720, %24 ether H— R TMAC 7 R L ARFEN MG 72 572 2
LERLET,

(/35 A 2 DEK]

<group>

ether 7 )V — 7&K =
<port>

ether N— + &=

(A y+E—2]

protocol: ether <{group> <port> macauth authenticated-mac <count> definition is invalid. because <{interface>
macauth count <count> has same MAC address definition exists.

(544 T 4]
LOG_INFO
2iK)
F—MAC 7 RUART TITHEF A DD, Bk Ui RO BERDB R E SNRN27c Z 2R LET,
[I\Z AR DEK]

<group>
ether 7 /L —7 &K=

w1E vRTFan S ER—E 23



<port>
ether "— F &=
<count>

T

[Ay+E—2]

protocol: ether <{group> <port> macauth authenticated-mac <count> definition is invalid. vlan <vid> is not
defined.

(F54F)T4]
LOG_INFO

K]
HEIE ST VLAN BSRBER O 720, A7 LR O BRI RE SN o2 L 2R LET,

(/35 A 2 DEK]

<group>

ether 7 )V —7"%& =
<port>

ether Ih— &5
<count>

EHREE
vid>

VLAN ID

1.2.9 ether dotlx 3 <> K, ether macautha<> K

(A vtE—2)

‘protocoli VLAN and port authentication cannot be defined at same time [ether <{group> <port>]

[(F544UF4]
LOG_INFO

EK]
IEEES02. 1X F2AF., F /21X MAC 7 R L RFRIEMN, VLAN EFEENT- ether EFRTHRE I N2, R— M RPHES
Nz ERLET,

(/X5 A2 DEBK]

<group>

ether 7 )V — 7&K =
<port>

ether N— + &=

[Ay+E—2]

‘protocoli ether <{group> <port> is not attached: authentication setting is invalid.

(FTS54A4YUT«]
LOG_INFO

w1E AT A sER—E 24



=]

TEEE802. 1X RBRE, F7IEMAC 7 R U AFBREDOX ENBIZCERT ENH D=0, Z D ether EBBPFEHTE RN

LERLET,

(/X5 A2 DERK]

<group>

ether Z )V —7&K 7
<port>

ether N— + &=

[AytE—]

‘protocoli AAA group ID is not defined [ether <group> <port>]

(544 )T +]
LOG_INFO
(Enk)
TEEES02. 1X 323F., E7/2I1XMAC 7 R LU RFREEDNMEF T2 AMA DTN —F ID KRB ETHDHT-0, F— FOFES
Nz LamRrLET,
(/85 A2 DERK]
<group>
ether 7 )V —7"%& =
<port>

ether " — N& &
1.2.10 pseudo-ether A< > K

[AytE—]

‘protocoli pseudo—ether <number> is not attached: no line.

(T340 T 4]
LOG_INFO

(Ek]

pseudo—ether bind BFNFRE SILTWRWNT=D, Z D pseudo—ether EHNFHTER2NWZ L2 RLET,

(/35 A 2 DEK]

<number>
pseudo—ether EFHE =

[Ay+E—2)

‘protocoli pseudo—ether <number> is not attached: vlan untagged <vid> is already defined by ether port.

CEREDESD
LOG_INFO

25



=9
FEESINTZ VID N9 TIZ ether EFXTHAINTWATZD, T D pseudo—ether EXNFFATERNWZ EEZRL
e
[N A2 DEK]

<number>

pseudo—ether EFHEK &
vid>

VLAN 1D

[Ay+E—]

‘protocoli pseudo—ether <number> is not attached: <vid> is reserved vlan.

(T340 T 4]
LOG_INFO

[(Enk)
BESNZVIDIZT AT AFRIVLAN & LTCEHRESNTWATZD, 2D pseudo—ether TENFH T o2 &%
ZT—\‘ Ljﬁ@—o

(/85 A 2 DEK]

<number>

pseudo—ether EFHE =
vid>

VLAN 1D

[Ay+E—2)

‘protocoli pseudo—ether vlan untag <vid> not attached: already attached to ether port.

(TS5144) T 4]

LOG_INFO
20K]

FRE S 72 VID A3 TIZ ether ERTHAINTWDH, ZO Gid ARES NP2 EERLET,
[\Z AR DEK]

vid>
VLAN ID

(A vtE—2)

‘protocoli pseudo—ether <number> vlan untag <vid> not attached: <vid> is already definition other pseudo—ether.

(T4 )T «]
LOG_INFO

)|

FEE SN 7= VID T TIZEWE S D pseudo—ether EZIZL > THEHINTWAD =D, 2D (vid) BSEE SN2
Sl Z EHERLET,




(/35 A 2 DEK]

<number>

TTIEH ENTWD UBS N— h &5
vid>

FCITEMA STV S VLAN 1D

[Ay+E—2)

‘protocoli pseudo—ether <number> is not attached: this line is already bound.

(F34A4UT+]
LOG_INFO
=]

WBEINTZ USB AR— F 3T TIZEHWE S D pseudo—ether EFIC L > THHAEINTWA =D, Z D pseudo—ether
ERPFATE 2N 2R LET,

(/35 A 2 DEK]

<number>
TTIHEHENTWDS UBS R— h &=

1.2.11  vlana<w > F

[Ayv+E—2)

‘protocoli vlan <vid> is not attached: no available vid

(544U T«]
LOG_INFO
=19
5%244 2 VID @ VLAN 78 ether BFEICRE SN TV, ZOEHRIIEH SNV EE2RLET,

(/X5 A2 DEBK]

vidd>
VLAN VID

1.2.12  vlan forward a< >k

[Ayv+—2)

protocol: vlan <vid> forward <count> definition is invalid.
{interface> port is not defined in vlan <vid>.

(544U T«]
LOG_INFO
EK]
FBER—FNVLAN T R SRTWRNED, 8T FLABRERHRESIN o2 B LET,
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(NS AZ2DEIK]
vid>
VLAN 1D
<count>
ERT
<interface>
ether <Z N—T7&K5> <KR— &>

1.2.13 vlan bridgegroup A< >k

[Ayv+E—2)

‘protocoli vlan <vid> bridgegroup is not attached: ethergroup <group> used bridgegroup.

(F34A4YT+]
LOG_INFO

=0K]

ethergroup T7 VUV v N —T%2TEHK L=, ZDvlan TT Y v N—T28NZ L2 ¢ 2~ LET,

(/X5 A2 DEBK]

vid>
VLAN VID
<group>
ether Z )V — 7&K =

1.2.14 vlan arpautha< > K

[Ay+E—2]

‘protocoli AAA group ID for ARP authentication is not defined [vlan <vid>]

[F5441UTF 4]
LOG_INFO
=19
ARP SREFHERE T T MMA DTN —F ID RRBETH DL 2R LET,

(/35 A 2 DEK]

vid>
VLAN ID

1.2.15 lanvlana<w> K

[Ay+—2)

protocol: lan <number> vlan <vid> definition is invalid.
vlan <vid> is not available.

(FT34A4UT+]
LOG_INFO




Z0K)
M9 VID @ VLAN AR TR W=, 20 lan EEMEATE NI 2R LET,

(/35 A2 DEK]

<number>

lan f X 7 = — AEHREK =
vid>

VLAN VID

[AytE—]

protocol: lan <number> vlan <vid> definition is invalid.
same vid defined already other lan.

(F354F)T 1]
LOG_INFO

=Kl

U5 VID AT TIIEND lan EXETHEA SN TWDED, 20 lan ERMEATERWZ L E2RLET,

(/N5 A2 DEK]
<number>
lan A V¥ 7 = — AEHRE S
vid>
VLAN VID

(A y+E—2]

‘protocoli lan <number> vlan <vid> definition is invalid. vlan <vid> is reserved vlan

(TS54F)FT«]
LOG_INFO

=Kl

BESNEVID 1TV AT LAFHVLAN & LTRESNTWAED, 20 lan EEAMEA TRV A2 RLET,

(/N5 A2 DEK]
<number>
lan f X 7 = — AEFREK =
vid>
VLAN 1D

[Ay+—2)

‘protocoli lan <number> vlan 0 is not available in vlan mode.

(F54F)T1]
LOG_INFO

]
VLAN & — FABEEHR TV 720, vian 0 ERITENTHD Z L 2R LET,




VLAN F— RRE SN TWDEEAIL, vidid 1~4094 OFFATIRET 5 HERH D £,

(/35 X 2 DEK]

<number>
lan f X 7 = — AEHREK =

1.2.16  wan EEEM

[AytE—2]

‘protocoli wan <no> is not attached: bind is not defined.

(544 T+]
LOG_INFO
=179
FIAT 2WBERBPRE SN TNRNZD, wan EBEPFATERWI A2 R LET,

(/X5 A2 DERK]

<no>
wan EFRE 5

(A ytE—]

‘protocoli wan <no> is not attached: this line is already bound

(F54F)T 4]
LOG_INFO

(Ek]

wan bind S L o THE SN WEEREA . BID wan EHRICL > TTTIFEHEINTWAE7HIZ, 2O wan &
ERFATERNZ AR LET,

(/35 A2 DEK]
<no>

wan ﬁ%%%

[Ay+E—2)

‘protocoli wan <no»> condition is not attached: <{param> is not defined

(F34A4YT+]
LOG_INFO

=]
EHR BB L ERREN SH TRV, ERREERAFA TE R0 2R LET,

(/N5 A2 DEK]
<no>
wan EHE 5
<param>
RELTWEHERTE

T
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at
T2 AT 2= FRE
level
HEfoe ATRE L~ ULERE
watch
T [ @Rk &
connect mode
Pt A

1.2.17 BEREEEED
[Ay+E—2]

‘protocoll remote <remote> ap <ap> is not attached: no line

(F54F)T 1]
LOG_INFO

L)

remote ap datalink bind 4 CHRE & N7 wan TENFLE LRWEZDIZ, 20 ap EENFIHTERNWT L 20R
L9,

(/35 A 52 DEK]

<remote>
HEPERES

‘protocoli remote <remote> ap <ap> is not attached: no available vid

(F54F )T 1]
LOG_INFO

=0K]

remote ap datalink bind A4 CTHE &7 VLAN VID MELE LW DIZ, 20 ap EBOIFIHTERNWZ L &
~LET,

(/X5 A2 DERK]

<remote>
HPEREF

[Ay+E—2]

‘protocoli remote <remote> ap <ap> is not attached: illegal tunnel endpoint address

(754415 ]
LOG_INFO

#w13m v xFansEn—g 31



=9
tunnel endpoint address DFRENIEL L W=D, T D ap EROBIFIATELRNWZ 2R LET,

(/X5 A2 DEK]

<remote>

[AytE—2]

protocol: remote <remote> ap <ap> is not attached: remote <{remote> ap <ap> has same tunnel endpoint address
as remote <other_remote> ap <other_ap>

(F354F)T 1]
LOG_INFO

=)

tunnel endpoint address 73, #7825 remote EEFD ap EE CTT TIIREINTNDH, T D ap EEXEIFIHT

ERNZEERLET,

(/35 A 52 DEK]

<remote>
HFEEEE S
<ap>
Bt ERTE B
<other_remote>
HEEHRES
<other_ap>

[Ay+—2)

protocol: remote <remote> ap <ap> is not attached: same
IPsec/IKE configuration in remote <other_remote> ap <other_ap>.

(F54F)T 1]
LOG_INFO

L)

IPsec/IKE g & L CESR LI- i etE®mas, 72D remote FEHED ap TR TT TIIREINL TV D20,
D ap EXRPFHTERNWZ L ERLET,

(/35 A 2 DEK]

<remote>
HFEEEFS
<ap>
<other_remote>
HEEHRES
<other_ap>

-
—
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(A vtE—2)

protocol: remote <remote> ap <ap> is not attached: same IPsec range
configuration in remote <other_remote> ap <other_ap>.

(F54F)T4]
LOG_INFO

EK]
IPsec @15 A (HEWEERE) & L CTES L7z IPsec XtHFHNS, B0 D ap ERTT CIIREINTND 72D, 2D
ap ERN/FIFATCE R VW B RLET,
Z® syslog i%. 1 o™ IKE SA THEED IPsec SA ZF|HT AR E TR RINET,

(/X5 A2 DEK]

<remote>
FFEH

<ap>
Bt e EREF S

<other_remote>
HEERES

<other_ap>
Bt e E 2T

(A vtE—)

protocol: remote <{remote> ap <ap> is not attached: same IPsec manual
configuration in remote <other_remote> ap <other_ap>.

(F54F)T1]
LOG_INFO

=0K]

IPsec @12 H (FEhERE) & L TER L7z IPsec SA DS, #7275 remote EFHD ap EF/ CTT CICEREINTWA T
O, ZOap EENFIHTERNVWI L EZRLET,

(/X5 A 2 DEK]

<remote>
HEEHRES
<ap>
3T ek STk
<other_remote>
HEERES
<other_ap>
Pk e E R T &

[Ay+E—2)

‘protocoll remote <remote> ap <ap> is not attached: lack of configuration for IPsec.

(F354F)T1]
LOG_INFO

w1E vRxFan s ER—% 33



=]

IPsec EFNTHBERITFHROFRENKIT TNDHOIT, 2D ap EBPFFTEARNWI LEZRLET,

(/N5 A2 DEK]
<remote>
HPERE
<ap>
(25 T ik ori ey

[AytE—2]

‘protocoli remote <remote> ap <ap> is not attached: lack of configuration for IKE

(F54F)T1]
LOG_INFO

(Ek]

IKE ERICHLBERERORENRITTWATLEDIZ, 20 ap EXZVFIHTERWI EERLET,

(/35 A2 DEK]
<remote>
HFERE S
<ap>
Bt ERE T

[Ay+E—2]

protocol: remote <remote> ap <ap> is not attached: reference remote
{other_remote> ap <other_ap> IKE configuration is invalid

(T4 T 4]
LOG_INFO

)

SO IKE FHRPARTRWIZD, ZD ap EXRPFIHTERNWZI L EZRLET, T D syslog i,

SA THHD IPsec SA ZFIHTHRETCERINET,

(/X5 A2 DERK]

<remote>
HEEHRES
<ap>
Befoe o e
<other_remote>
HEEHRES
<other_ap>
et e i 2T

(A vtE—2)

120 IKE

‘protocoli remote <remote> ap <ap> is not attached: unsupported datalink type




(T4 )T «]
LOG_INFO

EK]
FE &N 7z datalink type TIZPR— P ENTW AW ap BDRHTER2WZ L 2R LET,

(/35 A 2 DEK]

<remote>
HEPERES

<ap>
Bt e ERE 5

1.2.18  wan EEBEML

(A vtE—)

/)

‘protocoli wan <no> is attached: modemmodule is inserted

(F354FU)T4]
LOG_INFO

Bk]
LUFOBERIZE Y | wan ERPFIATE D X910 mole 2 L2RLET,
© FHBEREY 2 — DR Shis

(/N5 A2 DEK]
<no>

wan EFE 5
1.2.19  wan EEEDIE

(A vtE—2)

‘protocoli wan <no> is detached: modemmodule is ejected

(F514 Y7 +]
LOG_INFO

=]
UTOBBICLY , wan ERPFIHTE 2 <o Te 2 LR LET
- FHEEEY AN
C FHEEEY 2 VRE AR LT
[/35 * 8 DELK]
<no>

wan EFRE 7

1.2.20 EBEEEAME

[Ay+E—2)

‘protocoli remote <{remote> ap <ap> is attached: modemmodule is inserted

Tt
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(544U T«]
LOG_INFO

EK]
DIFOBEMBIZEY., ap EROVFIHTED L o2t &RLET,
c THBETY AN E Tz

(/X5 A2 DEBK]

<remote>
HEEEES

<ap>
Pefe e E =

1.2.21 EHxEEREDIL

(A vytE—)

‘protocoli remote <remote> ap <ap> is detached: modemmodule is ejected

(T4 )T «]
LOG_INFO

=]

UTOEBIZLY, ap EEPFIHTE RS oz 2R LET,
© T HEEEY 2 — ARSI
 FeAWEEY LR AR L

(/35 A 2 DEK]

<remote>
HEPERES

<ap>
Bt e ERE 5

1.2.22 pseudo-ether E&x B

(A vtE—2)

‘protocoli pseudo—ether <number> is attached: pseudo—ether is inserted

(TS54F)F«])
LOG_INFO

EK]
DUFOBEEIZE Y, pseudo—ether ERNFIHTE DL 517 L& RLET,
« pseudo—ether & 2 — /L3R S 7=

(/35 2 5 DEK]

<number >
pseudo—ether EFHH 5

1t
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1.2.23 pseudo—ether EHEL

(A vtE—2)

‘protocoli pseudo—ether <number> is detached: pseudo—ether is ejected

(FS54A4YT1]
LOG_INFO

=]

UTOEHBIZEY, pseudo—ether EXENFIHTE RS ooz Z L AR LET,
+ pseudo—ether ¥ 2 — /L BNkEINT-

(/35 A 2 DEK]

<number >
pseudo—ether EHEH &

1.2.24 7 FLRERE

[Ay+E—2)

‘enabledi lan <no> has same network/address as lan <other_no>

(544U T«]

LOG_INFO
=19

<no>t<other_no> MLAND IP Xy hU—7  FFIPT RVANREHEL-Z EE2RLET,
(/X5 A2 DEBK]

<no>
lan EHRE
<other_no>
lan EFREH

[Ay+E—2)

‘enabledi remote <no> has same remote address as remote <other_no>

(F34F0)T4]
LOG_INFO

=)
<no> & <other_ no>DAHFIEHRD Y E— M IP T RLAREELZZ 2R LET,

(/35 A 2 DEK]

<no>
HFEELEF S

<other_no>
HEERES

T
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(A vtE—2)

‘enab]edi remote <no> has same remote address as loopback

(F514Y 7]
LOG_INFO

=19
loopback ICREINT-T FL A&, <nooDMFEFEHROVE—MIP T RULAREELEZZ 2R LET,

(/35 A 2 DEK]

<no>
HEPERES

[Ay+E—2)

‘enabledi {interface> has same ipv6 prefix as <other_interface>

(FS54F)T 1]
LOG_INFO

=19
{interface> & <other_interface>® IPv6 7'V 7 4 v 7 ANEME LT-Z L ZrnLET,

(/35 A 2 DEK]

<interface>

A VHT 2 — A
<other_interface>
A UHT 2 — AR

1.2.25 MEFXRY M7=V FEEGELIEEES
[Avt—)

/)

‘initi remote/ap number is out of range.

(F344UT4]
LOG_INFO

=]
I TFE S £ /TR E R R SRR 2 X TV B0, BEEE R AL 2R 0O E R T THES A B 2 T
W7, HIA O TIER B E RIS TH L D L AR LET,

KA yE—DF, AEEORS),  FEBFICHAOShET, $/o, MlUERHEOT I —FFliTa > Y — g
NENFET,

1.2.26 NAT EEER

[Ay+E—2]

‘protocoli lan <no> NAT is unused: lack of memory. Initialization failed

T
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[(F514Y7+]
LOG_WARNING

=]

NAT FIHAAL IR 2 £ U A 722 0 NAT Q@MLK L7\ Ty NAT TRy b DT KU AEEMR 72 S e iR
MBI o722 bR LET, ATV ARBOFRNAZMHE L TOLHEREN L T 7230,

(/N5 A2 DEK]
<no>

Lan E 35 5

[Ay+E—2)

‘protocoll remote <remote> ap <ap> NAT is unused: lack of memory. Initialization failed.

(T34 T4]
LOG_WARNING

=]

NAT WAL R A = U REYBI 722 0 NAT OWIHIMEAS R L2V, NAT T8 b DT B L AN 72 Sk
FEIZ o722 LR LET, ATV REOFERZMEL TOLHEHEF LTI ZEEN,

(/35 A 52 DEK]

<remote>
HFEELEF S
<ap>
Bl e e e

1.2.21 1P 74 I3 ERES

[Ay+E—2]

‘protocoli rmt<no> ip filter is unused: lack of memory. Initialization failed.

(FT34A4UT+]
LOG_WARNING

)|

IP 7 4 L Z WIHHEIERZ A £ U ARBIC 22 0 MBS AR Z L 22N, IP 7 4 L 2 NI ARBBIC o2 2 L &R L
T34, ATVARLEOFKEZMEHE L TOHOLFEREL T ZEN,

(/N5 A2 DEK]
<no>

mt A X T =— AE

[Ay+E—2]

‘protocoli rmt<no> ipv6 filter is unused: lack of memory. Initialization failed

(FTS54A4UT«]
LOG_WARNING

T

w1E AT LA ER - 39



=]

IPv6 7 ¢ /b 2 FTWHEIREZ 2 & U R8I 72 0 FIHHEA Zh 7RV T IPvE 7 o v 2 I IR R o T2 L %
ALET, ATVAROFERZMHHE L THoHEE L TIZSN,

(/N5 A2 DEK]
<no>

mt A H T =—AEK

1.2.28 T0S/Traffic Class (EE T A EHEX

[Ay+E—2]

‘protocoll rmt<no> ip tos is unused: lack of memory. Initialization failed

(F354F)T 1]
LOG_WARNING

L)

TOS fEZE & 2 HIWHEIRFC A £ U BB 72 0 AIHEA T L 722 T TOS B3 S 2 N ZRRBIC e o 72 2 &
ZRLET, ATV ARROFREZAHL TOHOHEE L TSN,

(/N5 A2 DEIK]
<no>

mt A X T =— AE

[Ay+E—2]

‘protocoli rmt<no> ipv6 trafficclass is unused: lack of memory. Initialization failed.

(FTS54A4UT«]
LOG_WARNING

=Kl

IPv6 Traffic Class fEHE X #1x FIH LRI A E U ASVEIZ 72 0 FIHE DS R ED L2V T, IPv6 Traffic Class [HE
S DNEYIIRREI AT 2 E R L ET,
AEVARREOFRKNZME L TOLHEEE L T ZEN,

[N A2 DEK]
<no>

mt A VHF T = — AKE
1.2.29 Ingress7RY) o—IL—F 1 VT EHRES

[Ay+E—2]

‘protocoll rmt<no> ip in—policy is unused: lack of memory. Initialization failed

(F354F)T 1]
LOG_WARNING

T
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=]

Ingress AN U & —/b—7 ¢ » Z WML A € VARSI 72 0 FIHHEA BLE) L 72T

VTN IR e o T 2 BN LET,
AT ARREOFRKNZHEHE L THLEERSL T EEND,

[N A2 DEK]
<no>

mt A X T 2—AEK

[Ay+E—]

N

Ingress IR U v —)L—TF ¢

‘protocoli rmt<no> ipv6 in—policy is unused: lack of memory. Initialization failed.

(TS54F) T 4]
LOG_WARNING

=0K]

IPv6 Ingress RV I —/L—F ¢ ZHIHULERIZ X £ U ABIZ 72 0 WIS L2, IPv6 Ingress AN U o/

—N—=T 4 TR R o e 2 e BERLET,
AEVAREORRAZHHE L THOLHEH L TIZE0,

[N A2 DEK]
<no>

mt A VH T = — AKE

1.2.30 UPnPEEEDERFE

[Ay+E—2]

‘ssdpdi no UPnP external interface.

(FTS54A4UT«]
LOG_INFO

)

VoIP NAT h T R —H UERE CTE T 2B A v 7 = — AN Y ¥ A, UPnPIZEMEL £4 28, EFlcT—
NHDHZENBIMmINET, NAT Z2FEH T2 lan R E721L remote E/RMB WA ICH DI ET,

[Ay+E—2)

‘ssdpdl no UPnP internal interface. UPnP is not available.

(F34A4YT 1]
LOG_INFO

=0K]

VoIP NAT I N—H URECHE T ANEHA L X 72— AR Y A, UPnP IZBEL EH/ A, NAT ZfEf L

720N lan BRI WHEICH ) ShvE T,

1t
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1.2.31 IPv6 DHCP B:ENEEFE

(A vtE—2)

‘dhcp6cd2 {interface> is not initialized. <{reason>

(F34A4UT+]
LOG_INFO

EK]
IPv6 DHCP 7 Z A 7 ¥ MIMBERERORERL., FLERERAEDT-O, FIHTER2WI LA2RLET,

(/X5 A 2 DEK]
<interface>
A BT — R
<reason>
biiilcs]
there is no option to request.
IPv6 DHCP #—/ NIZBIRF 247 2 3 37

[Ay+E—]

‘dhcp6relay3 {interface> is not initialized. <reason>

(F54F)T1]
LOG_INFO

=19
IPv6 DHCP V L —=— Y = o MIRERERORERN L, ERIEREAEDTD, IHTERNZ 2R LET,

(/X5 A 2 DEK]
<interface>
A BT 2 —AE
<reason>
BaiiYE]
relay interface omitted
JL—tef v H 72— APFEI TR

1.2.32 template EEEM

[Ay+—2)

‘protocoli template <template> is not available :this line is already bound other template

(F54F)T 1]
LOG_INFO

=0K]

template datalink bind fiy5r THE SNZEEAHOT L — FERICEI > TITIEHISNTWDT20H, &
DT T — MNEREBENI LI LERLET,

T
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(NS AZ2DEIK]
<template>
Ty L— NERE S

[Ay+E—2]

‘protocoli template <{template> is not available :no pooled interface.

(F34A4YT+]
LOG_INFO

=0K]

FUFL— "NERBIERTAA VT 2 — RAEBRRND, 20T FL— NEBRTENCLI-Z A2 RLE

‘@—O

(/X5 A2 DEK]

<{template>
Ty L— NERE S

[Ay+E—2)

‘protocoli template <template> is not available :pooled interface is already configured on remote

(F34A4UT+]
LOG_INFO

=0K]

FUFL— NRIZTH LA v 7T = — RTS8 T 5 remote ERAT TICRESNTWAED, ZOF 7L

— MNEREFEHI L L E2RLET,

(/X5 A2 DEK]
<{template>

77— NERES

(A vtE—2)

‘protocoli template <{template> is not available: unsupported datalink type by the combined function

[F514Y74]
LOG_INFO

=]

template combine use fiyF CHEE SNIZMEBE TIT VAR — F L TR WERFER D=0, 20T v FL— hE

FHTERNWZ L ARLET,

(/35 A 2 DEK]

<{template>
TUT L — NERES

[Ay+E—2]

#s

protocol: template <template> is not available: same IPsec tunnel endpoint address in template
{other_template>

T
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(544U T«]
LOG_INFO

EK]
IPsec W2 (AMA ZF ) & LTEZE L= IPsec ho T RLAR, Bt 5 0L — MNEXRTTTICRES
NTNa7D, ZOF 71— MERBPFIHATERNZ L EZRLET,

(/X5 A2 DEBK]

<{template>

77— NERE S
<other_template>
FoFL— NEBEEKE

[Ay+E—2]

‘protocoli template <template> is not available: lack or invalid IPsec configuration

(FTS34A4UT+]
LOG_INFO

L)

IPsec EFIZHBEREROBERNR, ELITREREDTD, ZOT U 7TL— MNEEPHMHTERNZ L ZRL
£,

[N A2 DEK]
<template>
FUTL— NERERE

[Ay+E—2]

‘protocoli template <template> is not available: lack or invalid IKE configuration

(T34 T 4]
LOG_INFO

=0K]

IKE EZITHBEREROBRENE., ELIEFREREDZD, ZOT 7 L— bEEMIATE ANV AR LE
—a’_‘o

(/35 A2 DELK]
<template>
T U7 — MERE S

[AytE—]

‘protocoli template <template> is not available: illegal tunnel endpoint address

(F54F)T 4]
LOG_INFO

(Ek]

tunnel endpoint address DFREEMNIELL W=D, ZDOT 7L — MEBEBPMFIHTERRWZ L2 RLET,
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(NS AZ2DEIK]
<template>
Ty L— NERE S

[Ay+E—2]

‘protocoli template <{template> is not available: lack or invalid DVPN configuration.

(FS34A4YT1]
LOG_INFO

=0K]

T VPN ERIC KL ERFEROBRER L., FRITRERLEDTZD, ZOT o FL— FEBPFATERWE & &R
LET,

(/X5 A2 DEK]

<{template>
T L— NERE S

[Ay+E—2]

‘protocoli template <template> is not available: address family of server address contradicts ua.

(F34A4YT1]
LOG_INFO

=0K]

VPN — R FA T U ROT RLATZ 7 I UBFFELTNDTD, ZOT 7 L— MEZRBPFIHTE 20
ZEERLET,

(/35 A2 DEBK]
<{template>
77— NERE S

(A vtE—2)

‘protocoli template <{template> is not available: address family of global contradicts tunnel local.

[F514Y74]
LOG_INFO

=]

VPN H{E D&/ e — L7 RLA L AMI= RARA  FOT RLATZ 7 I URFELTNDERED, 20707
L— hERNMFIHTE RN LERLET,

(/35 A 2 DEK]

<{template>
TUT L — NERES




1.2.33 E)#9 VPN —/N\EZES

(A vtE—2)

‘protocoli address family is contradicts, ignore server <count> of remote <remote> ap <ap> dvpn client <number>.

(FS54A4YT«]
LOG_INFO

=]

VPN b — D7 RL A7 7 S URFFELTNAH D, <number> T/RENDEIN VPN 7 F A 7 > MEERD
{count> CEE S TCWAENY VPN — NEFEME L2 Z L2 RLET,

(/35 A 2 DEK]

<count>
i) VPN S — N ERE S
<remote>
HEELEFS
<ap>
Bl o e e
<number>
VPN 7 T4 7 MERE S

(A ytE—]

‘protocoli address family is contradicts, ignore server <count> of template <template>.

(T340 T 4]
LOG_INFO

(Ek]

BFJ VPN b — DT RL A7 7 S URFFELTWD728H, {count> TERE STV D EIAY VPN U — N EFH 4 B
L2 &aRLET,

[/N5 A ZDERK]
<count>
By VPN S —NEREF
<{template>

Ty — MERES
1.2.34  RBT 4 v REBEO ECMP A —/N

[Ayv+—2)

nsm: This route cannot be added because the number of ECMP routes has reached maximum.
{route> from <protocol>

(T4 )T «]
LOG_INFO
Z0K)
ABT 4w 7 REBEOBIMRFZ, SO ECMP AR KEIZEL TWA D, Fil- ek EmamE L2 &
ZRLET,
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(/35 A 2 DEK]

<route>
EE L 7o R BRI
<protocol>
ARV Vil

1.2.35 ECMP R ELBRAT 4 vIRBRBDA NI YIFE
[Avyt—]

‘nsmi This route cannot be added because the metric is contradictory. <route> from <protocol>

(F344)T4]
LOG_INFO
(=0k]
ANV DRID A BOP R E LOBIKL LD & Lisled, HealieMiE L= L 2R LET,
7 U d ORISR ORI & BOWP IR & LTI 258, A PV v/ BRI THIUERD Y £7,
(/X5 4 52 DEK]

<route>
EEE L 7o R BRI
<protocol>
PA=RN=V % Vil

1.2.36 RXB2T 4y ARP £}

[AytE—]

‘nsmi This static ARP entry became invalid. <dst> of <interface>

(F54F)T 1]
LOG_INFO

(Ek]

BEESNTA L Z T2 =R IPvA T RLARRW, F20E, AV F 72— 7 FLADHEPS & 725 HTH IP
T RLAREEINTWATZSD, AXZT 4 v 7 ARP = MU BNERRRBEIC -2 2R LET,
DHCP 7 A T v "SR A v B2 T = —A LTI, ZORA b= IHDENER A,

(/X5 A 2 DERK]
<dst>

HTHIPT FLA
<interface>
A HT 2 — AL

1.2.37 IPV6 REZ T 4 v U #EKD ECMP A 7]

[Ay+—2)

nsm: This route cannot be added because the number of ECMP routes
has reached maximum. <prefix/prefixlen> from <protocol>

T
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[(F514Y7+]

LOG_INFO
=]
A T—=/VAA D ERDBIENR T TITHFEL TWDTD, FITBIMLE S & LIeAZT 1 v 7 RIS MEE L2 2
LERLET,

(/35 A 2 DEK]

<prefix/prefixlen>
EE U 7o AR B
<protocol>

FA=R =%

1.2.38 TILFHFXYRIDAYE—D

(A vtE—2)

‘<name>l {interface> is disable for multicast. (too many interface)

T RS
LOG_INFO

=iR]
A ZT7 2= 2AFOEMEBR T2, SVTFHRY AR F T 2= 2 LTEELRWZ L 2R LET,

(/35 A 2 DEK]

<name>
EL TS e har
pimdmd
PIM-DM
pimsmd
PIM-SM
mstaticd
VIVFXRXY AN RET 4 I N—T 4 T
<interface>
AV BT 2— A

[Ay+E—2)

‘(name>l {interface> is disable for multicast. (different protocol)

(F34A4YT+]
LOG_INFO

=0K]

1EDDA LV H T 2 —ATHREINTZYNLNT XY AR =T 47 7a halvltiirr 7o hangEsn:
2, SATFXXY A E T 2— AL LTEELARNWZ 2R LET,

(/35 A 2 DEK]

<name>
BEL WS 7 e fan

T

i
S
o
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p imdmd

PIM-DM

pimsmd

PIM-SM

mstaticd

YIVFXRXY AN RET 4 I N—T 4 T
<interface>

A HT 2 — AR

[Ay+E—]

‘<name>i {interface> is disable for multicast. (unnumbered interface)

(F54F )T 1]
LOG_INFO

=0K]

IP7 RLANRBEIN TN L E T2 —ADTD v NLFFXY AP H Tz—AL LTEMELZEWZ L %
~LET,

(/X5 A 2 DFEK]

<name>
#EL TS e haj
pimdmd
PIM-DM
pimsmd
PIM-SM
mstaticd
TNTXXY AN RET A I N—T 4 T
<interface>
A BT — R

[Ay+E—2]

‘pimsmdi Invalid Cand-RP address.

(544U T4]
LOG_INFO
=19
Candidate RPICFEE L7 IP 7 RLANRIED=S, RP L LTEELARAWZ L AR LET,

[Ay+—2]

‘pimsmdi Cand-RP address is not local.

(F354F)T 4]
LOG_INFO

=0K]

Candidate RPIZIEE LT IP 7 RL AZESA L X T2 —ANFIELR WD RP L LTEIELAWZ L 2R L
iﬁ‘o

T

s
S
©
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(A vtE—2)

‘pimsmdl Invalid Cand-BSR address.

[F5174Y74]
LOG_INFO

EK]
Candidate BSR ICHEE L/~ IP 7 RLADRREDT-®, BSR & LTEfELARWZ & 2R LET,

[Ay+E—]

‘pimsmdi Cand-BSR address is not local.

(F54F)T1]
LOG_INFO

=0K]

Candidate BSRICHEELTZIP 7 RLAZESA L X 72— ANFE LRV BSR & LTEIELRW D L &R
LE9,

(A vtE—2)

‘pimsmdi multiple own address for static RP

(544 )T «]
LOG_INFO
=19
AHT 47 RPELTHHEDIP T RLUARELIBEIN TSI EERLET,

[Ay+E—2]

‘mstaticdi multicast ipv4 static route <count> is unavailable(include invalid interface)

(FS34A4UT+]
LOG_INFO

)|

PLTXY AR RXT L I N—TF f VT EBIIARERA VE T2 —AREGENDT-D, BB L= &
ZRLET,

(/X5 A2 DERK]

<count>
TINVFXXY AR ART 4 I I—T 4 VT EREK S

1.2.39 VRID E#EERTE

[Ay+E—2]

‘nsmi vrrp <interface> vrid<vrid> [<address>] is not initialized. this vrid is already used

Tt
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(T4 )T «]
LOG_INFO

EK]
FBESN VRID N CTICEEBRNTEDE 2> TWNDED, ZOVRRP ZL—7FBNFHTE R NWZ LR LET,

(/35 A 2 DEK]

<interface>

A BT — R
vrid>

E2h & 72 > 72 VRID
<address>

VRID D{RAE IP 7 KL A&
1.2.40 {REIL—FDIPFRLAALA VA TI—RAY TRy MIEEE
[Av+t—)

‘nsmi vrrp virtual router IP address out of interface subnet. <interface> vrid<vrid> <address>

(544U T 4]
LOG_INFO
E0K)
ZDOVRRP JNV—TDREN—FDIP T RLANR, AV F T 2—ADH T Xy MTHDLZ L ERLET,
(/X5 A2 DEK]
<interface>
A VHT 2 — AR
Lvrid>
7% L7= VRID
<address>

YT Xy M THAENL—F D IPT KL A

1.2.41 REIL—FDIP7RLRSL VR ITT—ARAR—7 FLRETE

[Ay+E—2]

nsm: vrrp same invalid virtual router IP address as real
IP address was set as backup. <interface> vrid<vrid> <address>

(FT34A4YT+]
LOG_INFO

=0K]

Ny 7T THETHAVRRP FNV— T ORENL—FDIP T FLAN, A X T 2—ADEIPT RLALFEL
THDHIZH, ZTDOVRRP ZJ—TNRHTCERNWZ EE R LET,

(/35 A 2 DEK]

<interface>
A VBT 2 — A%

T
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vrid>

L) L 72 > 7= VRID

<address>
FAET2—ALRILTHLEAEL—FDIPT KRR

1.2.42  VRRP JIL—T#® LRA—/\

[Ay+E—2)

‘nsmi vrrp <interface> vrid<vrid> [<address>] is not initialized. this vrid is over max group.

CEREDESD
LOG_INFO

[Enk])
ARIEE CEWERTBE/R I N — T 8D LR EZB X 72720, ZDVRRP Z L —7FRNFIHTE W2 & 2R LET,

(/35 A 2 DEK]

<interface>
AVH T — A%
vrid>

M7 & 72 > 7= VRID
<address>

VRID OfAR IP 7 KL &

1.2.43 DHCP MAC7 RLRF T vV HEED AMA T IL—T ID EREF

(A vtE—2)

‘<component>l AAA group ID is not defined [lan <no>]

(T340 T 4]
LOG_INFO

[ErK])
DHCP MAC 7 RLAF = v ZHFE TIHEMT D AMMA DTN —F ID NKRBRETHHZ L HRLET,

(/X5 A 2 DEK]
<component>
HharR—xr b
« enabled
+ dhepd
<no>
lan ERE S

1.2.44 FHGENWP -2z b7 FLRADEE

(A vtE—)

‘<component>1 illegal SNMP agent address

(F354F0)T4]
LOG_INFO




=]

FAEEO TP 7 FLAL LTED S THRTHARNIP 7 RLARSWP =—Y =2 b7 FL AL LTERSNT
WET, EORH, SNWP =—P = FIS L UNTRAP HERETIE, BB 1P 7 FLRAZMMALET, SNWP < —
U LIFERICHECE RVBARH Y 2T,

(/X5 A2 DEK]

<{component>
HAiavrR—x> b4
« enabled
+ snmpd

1.2.45 RADIUS #gE DR E 3N (fth RADIUS H—/\E )

[Ay+E—2]

aaa_radiusd: aaa <group_id> radius service is not available:
another aaa group is already configured as the radius server

(F54F)T 4]
LOG_INFO
=0K]

1ED AA 7 —7"T, RADIUS — L L THET2 2 ERBRESNTNDTD, FEEESNTZ A LV —T0
RADIUS fEREN TN L 70D Z AR LET,

[/85 A2 DERK]
<group_id>

AAA 7 )V—T 1D
1.2.46 RADIUS #ge e E &3 (tt RADIUS U S 4 7 > FER)

[AytE—]

aaa_radiusd: aaa <{group_id> radius service is not available:
another aaa group is already configured as the radius client.

(T4 )T «]
LOG_INFO

EK]
1ED AA T V—T"T, RADIUS 7 AT hELTHEHATHIENRESNTND D, FEE Sz AN 7 L—
7D RADIUS #§REMN Y L 70 B Z L R LE T,

(/35 A 2 DEK]

<group_id>
AAA 7' v—7 1D

1.2.47 BAJ422—50 M BEREEFE

(A vtE—2)

‘<component>2 password aaa is invalid

Tf
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(FTS34A4YT«]
LOG_INFO

=]

BEEDO MATERETZIT M2 —TF O MAFENEREINTWNDHD, vl ra—F 0 MATERERZ ET
HZEERLET,

(/35 A 2 DEK]

<component>
HiizvrR—xv b4
» enabled

+ aaa_agentd

1.2.48 SIPEEFE

[Ayv+E—2]

‘mstpdi stp is not attached: ethergroup <{group> vlan mode disable

(754415 ]
LOG_INFO

[Enk])
ethergroup ® VLAN &— RN MELh727-, STPHEREA NI Lz Z 2R L £7,

(/35 A 2 DEK]

<group>
ether 7 /L —7&=-

1.2.49 STP(RRP#ERE & ZKXAMFEDOKREFRFRER)

[Ayv+—2]

‘mstpdl Violates Forward delay — Max age relationship 2%(<delay_time> — 1) >= <max_age>

(F34A4YT+]
LOG_INFO

(Ek]

TEFR SN Tz K HEEIERFR] & e KA DR OB ERWE N FE LR ETHDL 2R LET,
(2% ({delay_time> — 1) >= <max_age> CT/RW\WIZ ¢ Z/RLET)

(/N5 A2 DEK]
<{delay_time>
EF LT K PR AE REE
<max_age>
EFE LT e KA DR

#w1E A7 A sER—% b4



1.2.50 STP(Hello A vt — VX ERMR & RARBVREDKRFERER)

(A vtE—2)

‘mstpdl Violates Hello time — Max age relationship 2%(<hello> + 1) <= <max_age>

[(F544UT4]
LOG_INFO

EK]
EFR Iz Hello A v —VEERIRE R RADEEOBREDEPFE LEZRETHDLH I 2R LET,
(2% (<hello> + 1) <= <max_age> THRWI L&A RLET)

(/35 A2 DEK]

<hel lo>

B L7 Hello A » & — V{5 IR
<max_age>

TEF LTl RE RN

1.2. 51 resource authenticated vlana<> K

(A vtE—)

‘protocoli resource authenticated vlan <vid> not attached: <vid> is already definition other ether group

(547 F«])
LOG_INFO

=]

FRE &7 VID 284 TIZEH W ETHER 7L — 7&K 5D ether ERTHA SN TWB2H, Z0 (vid) DRE SR
Mmool txE~LET,

(/35 A 2 DEK]

vid>
VLAN ID

[Ay+E—2)

‘protocoll resource authenticated vlan <vid> not attached: <vid> is reserved vlan

(F54F)T 1]
LOG_INFO

=)
FRESINZVID TV AT AFHVIAN & LTREESNTWAEZD, 2O NI DR ESNRhoTmZ &R LE
T,

(/85 4 5 DEK]

vid>
VLAN ID

Tf
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1.2.52 internal-patha< > F

(A vtE—2)

‘<component>1 internal-path <int_num> definition is invalid. because vlan <vlan_id> is not defined

(F34A4UT+]
LOG_INFO

EK]
FEE L72 VLAN ID @ VLAN AR TRNTZD, NI SANREINI R O RholzZ L 2R LET,

(/35 A 2 DEK]

<component>
HAarR—xr b
+ protocol
« enabled
<int_num>
RS 2 T
vlan_id>
VLAN ID

[Ay+E—2]

‘<component>2 internal-path <int_num> definition is invalid. because the same vid already defined

(TS54F) T 4]
LOG_INFO

=]

Y5 L= VLAN 1D 23 TITMDOWNER R A THERA SN TWA 2D, NESARNEIIC R b holrZ 2R LE
ER

(/35 A2 DEK]
<component>
HharyR—xr M
- protocol
+ enabled
<int_num>
WHER S AT

[AytE—]

‘(componont>1 internal-path <int_num> definition is invalid. because vlan <vlan_id> is reserved vlan

(F54A4 )T 4]
LOG_INFO

=19
FEE L7 VLAN ID B AT AFHRIVLAN & L CERESNTNDT2D, WEBSARE IR LR hoTmZ L &R L
jﬁﬁ—o
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(/35 A 2 DEK]

<component>
HAaryrR—xrr M
« protocol
+ enabled
<int_num>
WS AT
vlan_id>
VLAN ID

(A vtE—2)

‘<component>2 internal-path <{int_num> definition is invalid. because vlan 0 is not available in vlan mode.

[F5174Y74]
LOG_INFO

=0K]

VLAN E— FRRBESNTWAES, vian 0 ERITENTHLZ LA R LET,
VLAN B— RAHRE SN TWAEAIE, <vidlE 1~4094 OFIFH THRET ALENH Y 3,

(/X5 A 2 DEK]
<component>
Hh=arR—xr 4
+ protocol
+ enabled
<int_num>
WEB S A E 5

[Ay+E—2]

{component>: internal-path <int_num> definition is invalid. because ip address is used in lan <lan_num>
definition

(F54F)T 4]
LOG_INFO

=19
IP7 RLANLAND IP 7 RLALEHELTWDHIZD, NEASANENC R SRhol=l R LET,

(/35 A 2 DEK]

<component>
HAaryR—xrr M
« protocol
+ enabled
<int_num>
WS AT+
<lan_num>
lan EFHXE =

F1E VAT LR —E
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1.2.53  #mARAIREHEAE

(A vtE—2)

‘<component>2 devscan definition is invalid. devscan vlan is not defined.

(FS54A4YT1]
LOG_INFO

=]

A9 2 VLAN 1D MEE SN TW W=, WK LR DTN R b o Z L AR LET,

(/35 A 2 DEK]

<component>
HAaarR—xr b4
« devscand
« enabled

(A vtE—)

‘<component>l devscan vlan <vlan_id> definition is invalid. vlan <vlan_id> is reserved vlan

(F354F)T 1]
LOG_INFO

=]

FRE L2 VLAN ID SV AT AFRIVLAN & LCERESN TN D720, sk it LBSEERN AN 2 B 2o To 2 &

ZRLET,

(/N5 A2 DEK]
<component>
HharyR—xr M
» devscand
» enabled

vlan_id>
VLAN ID

(A y+E—2]

‘<component>2 devscan vlan <vlan_id> definition is invalid. no valid internal-path with the same vid.

(F354F)T 1]

LOG_INFO

)

FEE L7 VLAN ID (CREEAT T3 2 NER S A DNRBERD 1= . SR AT BALMSBE N AN e S o2 L AR L E

T
(/X35 X 2 DEK]

<component>
HiiavrR—x> b4
+ devscand

+ enabled




vlan_id>
VLAN ID

(A vtE—2)

‘<component>2 devscan vlan <vlan_id> definition is invalid. no address setting on internal-path <int_num>.

(FS54A4UT1]
LOG_INFO

=)

FEE L7z VLAN 1D (ZBHEAHT BN ZNER/ SRS T RUABREN RN\, R A SLEERE DN B e b o 7

ZEERLET,

(/35 A 2 DEK]

<component>
HAarR—xr b
« devscand
« enabled

vlan_id>
VLAN ID

<int_num>
WER S 2 F 5

[Ay+E—2]

{component>: devscan vlan <vlan_id> definition is invalid. mask setting is too small on internal-path
<int_num>

CEREDESD
LOG_INFO

=0K]

FEE L7z VLAN 1D (ZBHEfH T BN/ S A D~ A 7 BEN 16 KD 728, WA Al ALHERE DS F T 72 & 720>

Sl & ERLET,

[INZ AR DEK]

<component>
Hh=arR—xr b
+ devscand
« enabled

vlan_id>
VLAN ID

<int_num>
RS 2 T

[Ay+E—2]

‘(component>2 devscan active—scan definition is ignored. access—control is enable.

(FTS54A4UT«]
LOG_INFO




=S|
R— M7 7 E ABEBENRTD, T 7T 4 T AR VEENEH SN Z L B LET,

(/X5 A2 DEK]

<{component>
Mg R—xv 4
» devscand

« enabled
1.2.54  NDProxy H$REE HES

[Ay+E—2)

‘protocoll lan <no> to lan <no> Already set: This definition is invalid

(F54A4 )T 4]
LOG_INFO

EK]
WBEINIA v HZ 72— A INE lan, 23N E lan A VX —T7 =2 — AL LTI TIIERZINTWH=D, =
DFRENEINCIR LRl bR LET,

(/N5 A2 DEK]

<no>
S lan A  F—T = — A
<no>
&R lan A X —7 = — A

1.2.55 MAP-E DEMEICWIBLE L HTEEDAE
[Avyt—)

‘enabledi could not start map—e. <reason>.

(F354FUT4]
LOG_INFO

Z0K)
MAP-E OEMEIC VA L 2R D ERICRENH Y . MAP-ERENFIF TR L 2R LET,

(/35 A2 DEK]

<reason>
invalid configuration.
map—e mode enable MFREN SN TWNDE ), BHEEAED ERICARENHDHZ 2R LET, SHlETHIEND
TT— Ay bE—UEHRL T EI,
map—e internal-path definition is not set.
map—e mode enable DFEEN INTWVEN, HEHT IR SAOFEN SN TN RWZ LA RLET, map-e
internal-path OREZMER LTIV,
internal—-path did not up.
map—e mode enable DFREMN I TWNBH N, NEL/ XA UP JRBEIZ 72 B9 MAP-E MEFENEIEL VW2 & 2R L £
o NEIANZADOBREEHR L TSN,

T

o
o
S
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1.2.56 softwire type DEEFE

(A vtE—2)

‘protocoli remote <{remote> ap <ap> is not attached: softwire type is invalid with map—e mode disable

(F34A4UT+]
LOG_INFO

EK]
map—e mode DEFLNHE INTWRWZD, ZDap ERVPFIHTERNZ L EZRLET,

(/35 A 2 DEK]

<remote>
HEEEE S
<ap>

Pefoe e e =

1.2.57 softwire option DEEFE

(A vytE—2)

‘protocoli remote <remote> ap <ap> is not attached: softwire option is invalid.

(T4 )T «]
LOG_INFO
=179

softwire option DEFHEMNRE SN TWNRNIZD, ZD ap EXAFIATE RNV LA RLET,

(/35 A 2 DEK]

<remote>
HPERES
<ap>

Bt ERE 5

1.2.58 softwire E&FH»

(A vtE—2)

protocol: remote <{remote> ap <ap> is not attached: softwire is already in use on remote <other_remote>ap
{other_ap>

(F54F)T1]
LOG_INFO

(Ek]

softwire EEFWMI/L D remote EFRD ap EF CT TICHESINTWNAHTD, ZDap EERNFAHATE N &

R LET,

(/35 A2 DEK]

<remote>
HTFERE S




<ap>
et e i 2T
<other_remote>
HEEERES
<other_ap>
Pee e E R =

1.2.59 remote ap tunnel E&EFE

(A vtE—2)

protocol: remote <remote> ap <ap> is not attached: tunnel endpoint address must be set to :: with softwire
type map-—e

(F54F )T 1]
LOG_INFO

=0K]

softwire type DEFEN map—e TR TE SN TV T tunnel endpoint address IZ: i MNFREINTWARWNWEZD, 2D
ap EBRMPFIHTERWZ L EZRLET,

(/35 X 2 DEK]

<remote>
HEEHRES
<ap>

1.2.60 remote ap local/remote & & FH

[AytE—]

‘protocoli remote < remote > ap < ap > already has a tunnel endpoint address

(F54F)T1]
LOG_INFO

(Ek]

Y8E & 7= remote ap IZ remote ap tunnel local/remote =t~ K|Z X - T tunnel endpoint address 7N EF%
INTWAB=, BT tunnel endpoint address ZFRECEX M- L H#/RLET,

(/35 A 2 DEK]

<remote>
HEEHRES
<ap>
el e E R T

1.2.61 MAP-E#BRIERFE

[Ay+—2)

‘enabledi {interface> has same ipv6 address mapce—auto as <other_interface>

(F54F)T 4]
LOG_INFO
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=]

{interface> & <other_interface>® RA TZAE L7277 4 v 7 AL MAP L— LB RDT-CET R L A &{FH
TOHRODORENEE LI AR LET,

[N A2 DEK]
<interface>
AR T 2 — AL
<other_interface>
A BT 2—RE

[Ay+E—]

‘onablodt no available lan ipv6 address mapce-auto.

(F54F)T 4]
LOG_INFO

=0K]

lan FEFED IPv6 7 K L AT mapce—auto DFREN 1 Db RV L 2R LE9,

(/35 A2 DEK)
L

1.2.62 option—c-rule XEZ

[AytE—]

‘proxydnsi there is option—c—ddns definition without option—c-rule definition on <interface>.

(F54F )T 1]
LOG_INFO

=0K]

proxydns domain =< > KC option—c—ddns 2F%E I FL TV D DIZ option—c-rule MFHE I TVRW I & &R
L %9, option—c—rule DFREZIT-o T ZEW,

(/35 X 2 DEK]

<interface>
proxydns domain =<~ KT option—c-ddns iR E I N/-A v F 7 = — A

i
(o2}
<
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1.3 ACLEAEDAYytE—

AFBIZFEH SN TV D<configd (ACL BIRER) ICERINDEENFEUTITRLET,
<config>

1P

7 4 VHTESR
lan <number> ip filter <count>

lan <number> ipv6 filter <count>

- remote <number> ip filter <count>

» remote <number> ipv6 filter <count>

template <number> ip filter <count>
template <number> ipv6 filter <count>

TOS/Traffic Class EX#ix 7

lan <number> ip tos <count>

lan <number> ipv6 trafficclass <count>

+ remote <number> ip tos <count>

- remote <number> ipv6 trafficclass <count>

template <number> ip tos <count>

template <number> ipv6 trafficclass <count>

I (WFQ) 7 %

B

ether <group> <port> priority ip <count>
ether <group> <port> priority ipv6 <count>
lan <number> ip priority <count>

lan <number> ipv6 priority <count>

remote <number> ip priority <count>

remote <number> ipv6 priority <count>
template <number> ip priority <count>
template <number> ipv6 priority <count>

() VPN 2%

+ remote <number> ip dvpn <count>

+ remote <number> ipv6 dvpn <count>

In

gress N v —)L—TF 4 VT IEFH

lan <number> ip in—policy <count> policy—group <policy—group_number> pattern <pattern_count>

lan <number> ipv6 in—policy <count> policy—group <policy—group_number> pattern <pattern_count>

« remote <number> ip in—policy <count> policy—group <policy—group_number> pattern <pattern_count>

« remote <number> ipv6 in—policy <count> policy—group <policy—group_number> pattern

{pattern_count>

template <number> ip in—policy <count> policy—group <policy—group_number> pattern

{pattern_count>

template <number> ipv6 in—policy <count> policy—group <policy—group_number> pattern

{pattern_count>

MAC 7 4 VB EF

- remote <number> bridgegroup macfilter <count>

vlan <vid> bridgegroup macfilter <count>

NAT 7 R L RSk R EFR

lan <number> ip nat permit <count>

» remote <number> ip nat permit <count>

template <number> ip nat permit <count>

<group>

et

her 7 )V— 7%=

<port>

et

her R — h &=
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<number>

lan, remote, template EF&HE =
<count>

& E OB SENERL
<pol icy—group_number>

RY =T N—TFK5
<pattern_count>

RY =T N—T o= EHE
vid>

VLAN ID

1.3.1 ACL E&F /& (MAC % #E1])

[Ay+E—2]

‘<component>2 {config> acl <acl_count> mac is invalid

(F354F)T 1]

LOG_INFO

=]

<acl_count>® ACL BERIZERFENH YD . MACIZETAERZEBHIT L 2R LET,

(/X5 A2 DFEK]

<component>
HiiavrR—x> b4
« enabled
- protocol
<config>
ACL ZHUE %
<acl_count>
ACL EFHFE =

1.3.2 ACL E&FJE (IP Z&R)
[Avyt—]

‘<component>3 {config> acl <acl_count> ip is invalid

(F54F)T 1]
LOG_INFO

=0K]

<acl_count>® ACL EERIZERFENH Y, IPIZEHTHIEREZTHET L LE2RLET,

(/35 A 2 DEK]

<component>
HharyrR—xrr M
+ enabled
- protocol

<config>
ACL ZRE

1t
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<acl_count>
ACL EERE =

1.3.3  ACL EZHFJ& (IPv6 Z#R)

[Ayv+E—2)

‘<component>l {config> acl <acl_count> ipv6 is invalid

(F544 )T «]

LOG_INFO
EK]

<acl_count>® ACL EFICEBRF BN H Y . IPv6 ICHET A EBLERTH L A2 RLET,
(/N5 A2 DEK]

<{component>

HAOarR—xr

+ enabled

« protocol
<config>

ACL ZIRE S
<acl_count>
ACL EFEE S

1.3.4  ACL EZF/E (TCP ZHESR)

[Ay+E—2)

‘(component>l {config> acl <acl_count> tcp is invalid

(F34A4UT+]
LOG_INFO
=]

<acl_count>® ACL EFRICERTENH Y . TCPICETHERLEHT LA R LET,

(/35 A 2 DEK]

<{component>
HAia v rR—x> b4
» enabled

+ protocol
<config>

ACL ZRUETR
<acl_count>
ACL EFEF 5

1.3.5  ACL E&F/& (UDP % #E+R)

(A vtE—2)

‘<component>l <{config> acl <acl_count> udp is invalid

Tf
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(T4 )T «]
LOG_INFO

EK]
<acl_count>® ACL EFICERFENH Y . UDPICETHERLEHT D L2 R LET,

(/35 A 2 DEK]

<component>
HhzavR—xr b4
« enabled
+ protocol
<config>
ACL BT
<acl_count>
ACL EFFE =

1.3.6  ACL EZFJ& (ICMP % #&1R)

[Ay+E—2)

‘<component>l {config> acl <acl_count> icmp is invalid

(F54F)T 1]
LOG_INFO

EK]
<acl_count>® ACL EZEICEZEFERH Y, ICMP I+ HERAYEHT L 2R LET,

(/35 A 2 DEK]

<{component>
A=z vR—xr b4
« enabled
» protocol
<config>
ACL ZHRE
<acl_count>
ACL EFTE

1.3.7 ACL E&EFE (AL EEFEET)
[Avyt—]

‘(component% {config> acl <acl_count> doesn’t exist

(FTS34A4UT+]
LOG_INFO

=)
<acl_count>® ACL EZENIFIE LR W=®, <configd CRTEBNEH THLZ 2R L ET,

Tf
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[/~

1.3.8

(A

(F54H4 )T 1]
LOG_INFO
EK]
<acl_count>® ACL EF THLHERERMN 2=, <config) T/RTE
(/X5 A2 DEIK]
<{component>
HijarR—xr 44
+ enabled

A2 DEK]

<component>
HAaryrR—xrr M
+ enabled
« protocol
<config>
ACL ZRE
<acl_count>
{FAE L7\ ACL TERH

ACL EEFE (BWEBERNFE LG L=HIZES)
vt—2]

‘<component>l {config> acl <acl_count> is invalid

« protocol
<config>
ACL ZHUEH
<acl_count>
fezh e LTS ACL ERE S

BREHTHLZEERLET,




1.4 KRUYS—TIL—THEODAYvE—

ABEICEH SN TV B configd (R ¥ — 7 N—FBREE) ICFRENDEBNELZUTIORLET,

<config>
Ingress IR v —)L—F 4 T EFH
lan <number> ip in-—policy <count>
lan <number> ipv6 in-policy <count>
- remote <number> ip in-policy <count>
» remote <number> ipv6 in—policy <count>
- template <number> ip in—policy <count>
- template <number> ipv6 in-policy <count>
<number>
lan, remote, E7-1% template EFE =
<count>
& EFDOBSENANL

1.4.1 R O—TIN—TEEFEDAETETRE)

[Ay+E—2]

‘<component>2 <config> policy—group <policy—group_number> <parameter> doesn t exist

(TS54F) T 4]
LOG_INFO

=0K]

<policy-group_number>D7R U ¥ —F N —T DMEERICAENH Y, {configd T/RTEBNENTHDH %

RLET,

(/X5 A 2 DFEK]

<component>
Hi1ma v R—x M
« enabled
- protocol
<config>
R =T N—FBWER
<pol icy—group_number>
R =T N—TEER S
<{parameter>

* pattern
interface
IPv4 EFa~v 2 N
+ nexthop (interface 2% lan DFE7ET)
IPv6 EFEa~v 2 N
+ nexthop6 (interface 2% lan DFE )

.42 RYI=TL—TEEFEGRI O—TIL—TERXFELET)

[Ay+E—]

‘<component>3 <{config> policy—group <policy—group_number> doesn’ t exist

69



(T4 )T «]
LOG_INFO

=]

<policy—group_number>D RV 2 — T ) —TEZRMNTFIE L7272, <configd T/RIEXNENTH D Z & &R

LET,

(/35 A 2 DEK]

<component>
HharR—xr b
« enabled
+ protocol
<config>
RV =T N—TBRER
<pol icy-group_number>
GHELRWRY =7 N—TEHRES

1.4.3 RYS—JIL—TERFE (nexthop Exh)

[Ay+E—2]

‘<component>l {config> policy—group <policy—group_number> nexthop is invalid

(F354F)T 1]
LOG_INFO

=]

<policy-group_number>®D 7RV I — 7 N —TERICEFRFEDH D |, nexthop (BT A EREMET L LERL

ESC
(/35 A 2 DEK]

<{component>
HharyR—xr M
- enabled
» protocol
<config>
KUY =T N—TBRERE
<pol icy-group_number>
R =T N—TEXRE S

1.4.4 R —5IL—TEEFE (nexthopb EXh)

[Ay+E—2]

‘(component% {config> policy—group <policy—group_number> nexthop6 is invalid

(FS34A4UT+]
LOG_INFO

F1E VAT ha s EFR—
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=]

<policy-group_number>®D R U o — 7 N —TFERIZERFENH Y . nexthopb I[CEHT A ERLEH TS Z L &R

LET,
(/35 X 2 DEK]

<{component>
HAarR—xr 4

« enabled

- protocol
<config>

R =T N—THMEE
<pol icy-group_number>

R =T N—TEHRES

1.4.5 R)S—TI—TEy o a ERAYE—D

[Ay+E—2]

‘icmpwatchdi policy—group watching host is down. <target>

(TS54F) T 4]
LOG_INFO

=0K]

Ingress R Y L —b—F 4 7ty ¥ a VEBRIOBEAR b £ 3R EERSBAE LI AR LET,

(/X5 A2 DEK]

<target>
policy—group RV o —7 N—T7FK5

[AytE—]

‘icmpwatchdi policy-route watching host is up. <target>

(F54F)T 4]
LOG_INFO

(Ek]

Ingress RV v —b—F 4 7wy a VEROEREA M, F3EHREREAERL-ZZE2RLET,

(/35 A 2 DEK]

<target>
policy—group RV o — I I)I—T7FK 5

1t

T

VAT La T

#—%

71



1.5 1EEE802. 1X BRGIRED X v & —
1.5.1  IEEE802. 1X RELANHAL KK

[Ayv+E—2)

‘authdi open_supplicant: Error opening socket (<errno>)

[FS5441UTF 4]
LOG_INFO
=19
TEEE802. IXZREFHD Y v NOERKICKK LI-Z 2R LET,

[/85 A2 DERK]

<errno>
=7 —FK 5

1.5.2 FaalE BTN

[Ay+—2]

authd: Supplicant is accepted on <interface> [<mac_addr> user=<username> type={type>
VLAN ID=<vid>]

(F354F)T 1]
LOG_INFO

EK]
IEEE802. 1X FRGEIC K DFRGEN I Lz Z L 2R LET,

(/35 A 2 DEK]

<interface>
ether <ether Z' /L —7% 5> <ether IR— hFE >
<mac_addr>
FERE S AL DA D MAC 7 R LA
<username>
a—4
<type>
SEE T m ha
UTOENIPPRERINET,
+ TTLS
+ TLS
+ PEAP
+ MD5
vid>
EY HT Bz VLAN 1D

1.5.3 B N
[Avyt—]

‘authdi Supplicant is denied on <interface> [<mac_addr> user=<username>]




(FTS34A4YT«]
LOG_INFO

BEK]
TEEEB02. 1X FBAEIC & 0 RBAEMESR SNz 2 L &R LET,

(/X5 A 2 DEK]
<interface>
ether <ether 7 /L —7 % 5> <ether i"— FFE >
<mac_addr>
FRES LD UARD MAC 7 R LA
<username>
o —H4

1.5.4 dA—H¥as4 2
[Avt—)

‘authdi Supplicant is logged—off on <{interface> due to user request [<username>] [in Connecting state]

(FS54A4UT«]
LOG_INFO

Z0K)
A—YPNL5DERICEYV e S AT Ll L ERLET,

(/35 A2 DEK]
<interface>
ether <ether Z' /L —7% 5> <ether IR— hF >
<username>
o —H4
in Connecting state
IEEE802. 1X FBGEBAAAIFIC n VA T HEREZZBE LI Z L 2R LET,

1.5.5 A—Ho@mEns+ o
[Avyt—)

‘authdi Supplicant is logged—off on <interface> due to link error or reconfiguration [<username)]

(T4 T4]
LOG_INFO
=19
Vo7 BEERIIBRERERICL Y 2—F2lifilice /471 L2t &R LET,
¥ 7-. dotlxctl initialize a3~ RIZL VD R— kWL EN-HE I A ENET,
(/X5 A 52 DEBK]

<interface>
ether <ether 7' /L —7"% 5> <ether IR— FFE >

T
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<username>
a—H4

1.5.6  VLAN Z#x%KBL

[Ayv+E—2)

‘authdl VLAN registration failed [<interface>, user=<username>, VLAN ID=<vid>]

(544 1)T 4]

LOG_INFO
2iK)

ek L LD L L7ZVLAN ID E[F— ID DR — FBFE LRV R EDEBIZ LY BERICRR LI Z L 2R LET,
(/35 A2 DEK]

<interface>

ether <ether 7' /L —7% %> <ether R — h&FEHE>
<username>

a—H4
vid>

ek L9 & L7 VLAN 1D

1.5.7 A EVFRICKLIREFABFELETRERTDEK

(A vtE—2)

authd: accounting <request> request failed for <username>/<mac_addr>({interface>) on aaa <aaa_gid>: memory
allocation failed.

(F54F)T1]
LOG_WARNTNG

=0K]
ARV ARRICE Y REFIAE T ITRER TEROEFICRIG L2 Z L 2R LET,

(/X5 A2 DERK]

<{request>
A ER O TR
start
A4 B AR R
stop
FRAE T ER
<username>
a—4
<mac_addr>
FRES LD UARD MAC T R LA
<interface>
ether <ether 7' /L —7% 5> <ether IR— hF >
<aaa_gid>
AAA 70— 1D

Tf
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1.5.8 AEYTRREICK HBAKXE

(A vtE—2)

allocation failed

authd: authentication request failed for <username>/<mac_addr>({interface>) on aaa <aaa_gid>:

memory

(T340 T 4]
LOG_WARNTNG

=]
AV RIS Y RIANRM L =2 L 2R LET,

(/35 X 2 DEK]

<username>
a—4
<mac_addr>
FORE S LD HARD MAC T N LA
<interface>
ether <ether 7 /L —7"%%E> <ether R — h&FEHE>
<aaa_gid>
AAA 7' V—7" 1D

1.5.9 ALY —/\DBH A v E—UEE

[Ay+E—2)

‘authdi EAP packet cannot be found within RADIUS/AAA response [<{interface>:mac=<mac_addr>]

CEREDESD
LOG_INFO

=0K]

uuu ‘}j_“_“/\'fﬁl &EfﬁE@g&:i D wuu *j‘*/\ﬁ‘ ﬁ%ﬂéﬂf:ﬁ}’%ﬁi EAP /\07‘7 Fﬂgﬁiﬂfb\fﬁﬁ‘oflﬁ:

LERLET,

(/X5 A2 DEK]

<interface>

ether <ether 7 /L —7 % 5> <ether iR— FFE B>
<mac_addr>

FRES LD UARD MAC T N LA

1.5.10 VLANTEHRGLICK DT IAIL FVLANADEIY HT

[AvtE—2)

‘authdi no tunnel attribute is included [<interface>, user=<username>, VLAN ID=<vid>]

(F34A4UT+]
LOG_INFO
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=9
FREET — 3005 OFBFERR A O I 2 —PIZE D BTH VLAN FRNE EN TR 72720 T 7 4L b
VLAN CHEEREINT=Z L 2R LET,

(/X5 A2 DEK]
<interface>
ether <ether 7' /L —7% 5> <ether I"— hFE >
<username>
a—H4
vid>
FY YT HAL VLAN 1D

1.5.11 B —N\HhLDREMEBREEICEST 74 FVLANADE|Y BT
[Avyt—]

‘authdi illegal tunnel attribute is contained [{interface>, user=<username>, VLAN ID=<vid>]

(544 T«]
LOG_INFO

=179
FRREY— 200 B OFERER DB O HIZE F4 D VIAN HFRICR Y 727 — Z BRI &2 720127 7 4 /L |k VLAN
THEEKEINT-Z B RLET,

(/X5 A2 DERK]

<interface>

ether <ether 7' /L —7"% 5> <ether iR— FFE >
<username>

a—4
vid>

EY BT Hi7z VLAN 1D

1.5.12  REEHEEIT

[Ayv+—2)

‘authdl authentication is restarted on <interface> [cause=<cause>]

(T34 T 4]
LOG_INFO
k]
Ccause> CrR S M7= BERIC K 0 FRAFIMER A FFRAT L7 2 L &R LET,
(/35 A2 DEK]

<interface>
ether <ether 7 /L —7"%& 75> <ether &A— h &>
{cause>
FRERFRATOER, RRINDERIIZUTOLDORH Y £7,

Tf
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EAPOL-start

ZBIEART O EAPOL-start A v & — V%5

EAPOL-|ogoff

ZBEFIR T O EAPOL-logoff A v —I%%(E

supplicant timeout

PREBEF DY TV D "D RA v E—VZEFEXA LT U M4

1.5.13 ®wKIDKRA—N

(A vtE—)

‘authdl Identity Response is ignored on <interface> (too long user name) [user=<username>]

(T4 )T «]
LOG_INFO

=]

Ui R (Supplicant) WS I N2 —F LNV AT LA TRZDERKEZBRI 120, A vb—UNERINEZC
LERLET,

(/35 A 2 DEK]

<interface>

ether <ether 7' /L —7& 5> <ether m"— FFE >
<username>

a—H4

1.5.14 WEHTYhY bEA—N

(A vytE—)

‘authdl Supplicant is denied on <interface> because of over supplicant limit [<macaddr>]

(F544 U7 4]

LOG_INFO
)

WA PTREZ2 K (Supplicant) Z 88 X CRAGEDZ R 25208 L7 /oIl @GEEEm L2 Z & 2R LET,
[/55 A 5 OE]

<interface>

ether <ether 7' /L —7&F 5> <{ether N— FFE >
<macaddr>

WRADMAC 7 KL A

1.5.15  FEEEFA LTI+

[Ay+E—2]

‘authdi retry over in Connecting state on <interface> [user=<username>]

(F354F)T 1]
LOG_INFO

T
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=]

IEEES02. 1X FRAEBHAAIEIZ, EAP-Tdentity DFEX A AT U MREAELIZZEE2RLET,

(/X5 A2 DEK]
<interface>
ether <ether Z /L — 7&K 5> <ether ;R— hFEE>

<username>
2—P4

11t

AT hua T

Tf
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1.6 MAC 7 N l/xmu\nIEEgﬁo)} vt—
1.6.1 E 14D A2

[Ayv+E—2]

‘protocoli MAC authentication is accepted on <interface> [<mac_addr> vid=<vid>]

(FS54A4YT1]
LOG_INFO

20K]
MACTF‘VXEL‘H iéu:unﬁﬁ‘ﬁk%bf;_&%ﬂ“bij_

[/X5 A2 DERK]

<interface>

ether <ether 7 /L —7%& 75> <ether &A— h&K 5>
<mac_addr>

FRRE S T2 AR D MAC 7 R LA
vid>

FY YT HA7z VLAN 1D

1.6.2 FRRE KR

(A vtE—2)

‘protocoli MAC authentication is denied on <interface> [<mac_addr>]

(FT34A4UT+]

LOG_INFO
=]

MAC Y R U ARREEIC K W BIES G SN Z & 2R LET,
(/35 A2 DEK]

<interface>

ether <ether 7/ /L —7&E> <ether Ihn— FH >
<mac_addr>

FORE S NLTZHAR D MAC 7 R LA

[Ay+E—2]

‘protocoli MAC authentication is already reached the number of maximum terminals on <{interface> [<mac_addr>]

(FT34A4UT+]
LOG_INFO

ZK)
T TITMAC 7 R U AGERE ClRIRFBAEG AL £ CRlREHE A D=0, BGEOFEITHRELR SN2 2R L ET,




(/35 A2 DEK)
<interface>

ether <ether 7' /L —7"% 5> <ether in— FFE >
<mac_addr>

FREE NI AR D MAC 7 R L&
1.6.3 VLAN & £% < BX

[Ay+E—]

‘protocoli MAC authentication VLAN ID set failure on <interface> [<mac_addr> vid=<vid>]

(F54F4 )T 4]

LOG_INFO
(Enk)

BeRL LD & LIZVLAN ID & [Rl— ID DR — FOFEELARWR EOBRICL Y, BRI LIZZ 2R LET,
[/35 A2 DERK]

<interface>

ether <ether 7' /L —7&%E> <ether N"— F&HE >
<mac_addr>

WEARDMAC 7 R LA
Lvid>
HekL LD & L7 VLAN 1D

1.6.4 MAC7 FLRERBELIRREEDET

[Ay+E—2)

‘protocoli MAC authentication logout on <interface> [<mac_addr> vid=<vid>]

(544U T«]
LOG_INFO
=19
MAC 7 R U AGBREA RN IRRED S RSGRERTOIRBEEIC R > T2 2 E 2R LE T,
[/X5 A2 DERK]

<interface>

ether <ether 7/ /L —7&E> <ether IRn— &>
<mac_addr>

BHAROD MAC 7 R LA
vid>

£ YT 5TV VLAN 1D

1.6.5 VIANTEHRAZ LIZCK BT 74 EVLANADEIY T
(A ytE—]

‘protocoli no tunnel attribute is included [<interface>, mac=<address>, vid=<vid>]

F1E AT LRI

T
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(T4 )T «]
LOG_INFO

=]

FRREY— 30 B OFBFERR LB O I 2 —PIZEI D BT H VLAN RN E ENTWRD o720 F 7 L b
VLAN THEER SN Z &2 RLET,

(/35 A 2 DEK]

<interface>

ether <ether 7 /L —7"& 5> <ether m"— FNFE >
<address>

WRADMAC 7 R LA
vid>

FY YT oI/ VLAN 1D

1.6.6 R — /DS DEMBEREEICKBTIHILEVLANADE|Y HT
[Avt—)

‘protocol: illegal tunnel attribute is contained [<interface>, mac=<address>, vid=<vid>]

(FTS54A4UT«]
LOG_INFO

)|

FRREY— 30 B OFBEERR LB O I E FN D VLAN FHRIC AR Y 27 — 2 BN &= 79125 7 + /L bk VLAN
THEEINT-Z 2R LET,

(/35 A 2 DEK]

<interface>

ether <ether 7' /L —7% 5> <ether IR— hF >
<address>

RO MAC 7 R LA
vid>

FY YT HiL/ VLAN 1D

1.6.7 AEYFREBIZEK HFREAEE
[Avyt—)

‘protocoli authentication request failed for <id> on aaa <group_id>: memory allocation failed. [<{interface>]

(T34A4)T 4]
LOG_INFO
BR]
AEYRRICE D RADSKIE LIS LR LET,
(/X5 452 DEK]

<id>
FRFE 1D




MAC 7 R U AFRFERBRIRAR D MAC 7 R LU A% 16 #H 12 M7 (2 U TREIS 20 O/NCFIZ L= H 0

<group_id>

AAA 70— 1D

<interface>

ether <ether Z /L — 7&K 5> <ether iR— hFEE>

H

11t

fit

AT hua T
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1.7 ARPFREIRSED A v —o
1.7.1  FIEMAC T KL R

[Ayv+E—2)

‘protocoli ARP authentication illegal MAC address detected <mac_address> (<ip_addr>)

(F544U7T]
LOG_INFO
2K)
ARP G RED B IR S IV CWVARWNAC 7 RLAZBRIB LI Z & 2R LET,
(/35 A2 DEK]

<mac_address>

BRI I TVIRWMAC Y R LA
<ip_address>

ARP /X7y FOE[EITL IP 7 R L X

1.7.2  Z8FFNAC 7 FLRXt&EH

[Ay+E—2]

‘protocoli ARP authentication accepted <mac_address> (<ip_addr>)

(F544UT4]

LOG_INFO
K]

ARP FRFEHSAE S BIR SN TV D MAC 7 RL A &M L2 2 L 2R LET,
(/35 4 2 DEK]

<mac_address>
BEESNTWAHMAC T RLR
<ip_address>
ARP /X7y FOE[EITL IP 7 R L%

1.7.3 F—nNoo—

[Ay+E—2]

‘protocoli ARP authentication table overflow

(F34A4UT+]
LOG_INFO

1t
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1.8 IL—TFTA2I9T%2—TxvDAvE—
1.8.1 IW—T 40 FT—TILA—/\TJAa—

[Ayv+E—2)

‘nsmi routing table overflow. <route> from <protocol>

(F34A4YT1]
LOG_INFO

=19
IPvd V—F 4 7T —TNDxy FUEPRREIZEL TWATD, BRI REyE L2 2R LE
j—o
(/X5 A2 DEBK]

<route>

EE U 7o iR I
<protocol>

AR N=V% Vil

1.8.2 ARBT A ERO ECMP A4 —/N\

[Ay+E—2)

‘nsmi This route cannot be added because the number of ECMP routes has reached maximum. <route> from <protocol>

CEREDEDD
LOG_INFO

K]
AL T Ay 7 REEOBMIFIC, G2 SFEH O EOP S BREITE L TN DT, BT A RIS A g L 2 &
ERLET,

(/X5 4 52 DEK]

<route>
THE L 7o AR 3R
<protocol>
A=RN=§ - ]|

1.8.3 ECMP MR EBDRZT AV IRBRBDA NIV IFE

[Ay+E—2)

‘nsmi This route cannot be added because the metric is contradictory. <route> from <protocol>

(FS34A4YT1]
LOG_INFO

=0K]

ANV w7 ORI AE BECMP RRIE & LTERERLE D & Lizind, FiimeREamiE L2 2R LET,
[l U & CHACHEE ORI 2 ECOMP I8 & L TRET2HE6,. A N v 7 RRICTHILERD D 7,

#w1E vRxF A sER—% 84



(/35 A 2 DEK]

<route>
EE L 7o R BRI
<protocol>
ARV Vil

1.8.4 AREATAVO T M)A —/NTO—
[AvE—2)

nsm: This route cannot be added because the number of static routes has reached maximum. <route> from
{protocol>

(F354F)T 1]
LOG_INFO

EK]
ABT 4y VR EBIMLE D & LEHRIC, AFT 4 v 7RO MU BNREKREISEL TWelod, BEE
Lzt mRLET,

(/N5 A2 DEK]

<route>

EE L 7o AR s
<protocol>
AR =Y % il

1.8.5 RIBEZHFEOPE

[Ay+E—2]

‘nsml Re-registration processing of the IPv4 route was interrupted

(T340 T 4]
LOG_INFO

EK]
IPv4 RIS TE RO BRGFAEZ PR L E LT,

1.8.6 IP7 FLRDEIY AT

[Ay+E—2]

‘nsmi <address> was assigned to <interface> from <protocol>.

(TS54F) T 4]
LOG_INFO

E0K)
IPv4 DHCP Hr— "B MER LT IP T RLAZA U X 72— A ZEIN BTt E2RrLET,

T
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(NS AZ2DEIK]
<address>
IPT7TRLRA
<interface>
AV BT 2— A
<protocol>
A= =%Vl

1.8.7 IP7 FLADERE

[Ayv+E—2)

‘nsmi {address> cannot be assigned to <{interface> from <protocol>, because duplicated.

(F34A4YT+]
LOG_INFO

=0K]

IPv4 DHCP — BB L7 IP 7T RLANEE L TWATED A VX 72— AIZE VYR THZ LN TE D)o
T2l EERLET,

(/X5 A 2 DEK]
<address>
IPT RL2A
<interface>
A BT — A
<protocol>
AR =%

T
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1.9 RA®DAvt— (IPv6)

1.9.1 TI7HIRIL—F YR bA—/N\TO—

[Ayv+E—2)

‘rtsoldi overflow: default router list on <interface> from <src—addr>

(F34A4YT 1]
LOG_INFO

=0K]

AHE T 2= ATZEARERT 74NV M—FOEEBZ TCRAZZELEZED, 774V V=X X DT
VRNYERERR Lol BaR LET,

(/X5 A2 DEBK]

<interface>

RA Xy N &2ZAE LTZfERA V2 7 = — A4,
<{src-addr>

RART >y FOFEEFEILIP T FLA

1.9.2 TLIAYORYRMA—/NTO—

[Ay+E—2)

‘rtsoldi overflow: prefix <prefix>/<prefixlen> on <interface> from <{src-addr>

CEREDESD
LOG_INFO

=0K]

AVET 2= ATRENERZ B — LT RURAHAEBZ T, RAD prefix [FHRA T a v E2ZE L2,
prefix WA T v a v aME L2 L2 RLET,

(/35 A 2 DEK]

<prefix>/<prefixiend>

AR L7z prefix [EHA T L a v DIPVe T LT 4 v I AT VLT 4 v 7 AR
<interface>

RA X7y N ESAE LiziaHiA Vv ¥ 7 = — R4,

<src-addr>

RA/NTy RDFEETIP T KRR

T
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1.10 RIPOAy+E—2
1.10.1 7y FREE

[Ayv+E—2)

‘ripdl recy from <src—addr> ({interface>): invalid packet length(<length>)

(FS544 )T 1]
LOG_INFO
k]
ZELERIP Xy bRy FEPRFETHLZLE2RLET,
(/X5 A 2 DEK]

<{src-addr>

RIP /X5y FDIFETL IP T F LR
<interface>

RIP Ry &G LicA v ¥ 7 2 —R%
<length>

RIP X7 DRy MR

1.10.2 N—L 3 EE

(A vtE—2)

‘ripdl recv from <src—addr> (<interface>): invalid version(<version>)

(F5440F 4]
LOG_INFO
=179
ZELFERIPXY Yy RORIP A=V a0 N0 ThHhHI EERLET,
(/X5 A2 DEBK]

<src-addr>

RIP %7 FORETIP T FL R
<interface>

RIP X7y "EZA G LIcA V¥ 7 = — A4
<version>

RIP /X% > KD RIP N— 3 &5

1.10.3 ZEfEXKR—+BESEE

[Ay+E—2]

‘ripdi recv from <src-addr> ({interface>): invalid source port ({port>)

(F354F)T 1]
LOG_INFO

FH1E AT LRI

T
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Z0K)
{5 L72 RIP »3/ > b (RESPONSE) D65 e — FEFM RIP R— MEBSTIERWI L ERLET,
(/X5 A2 DEK]

<src-addr>

RIP /X5y hDIRETL IP 7 R LA
<interface>

RIP Ry baZE LAV Z T 2 — R4
<port>

RIP /X7y F DIRETLAR— M

1.10.4 ZFEETIP7FLRESE
[Avyt—]

‘ripdi recv from <src—addr> ({interface>): invalid source address

(T34 T 4]
LOG_INFO

=0K]

{5 L7z RIP 7%+ b (RESPONSE) DiE(EILT R UVARKEBOE DI L F VT RUANRRELTND Ry hU—7

ThdZ LaRrLET,

(/X5 A 2 DFERK]

<src-addr>

RIP /X5y FDIREITL IP 7 R LA
<interface>

RIP Xy a2 LA v ¥ 72— A%

1.10.5 7 FLRI7IVEE

[Ay+E—2]

‘ripdi recv from <src-addr> ({interface>): invalid address—family (<family>)

(F54F)T1]
LOG_INFO

=19
RIP ¥4+ |k (RESPONSE) T3/ L7ofRHEIEMDOT KL AT 7 S U AF_INET TRWZ L 2R LET,

(/X5 A 2 DEK]
<src-addr>
RIP /X5y FDIREITL IP 7 R LA
<interface>
RIP X7y FEZE LAV H 7 = — A4
<family>
RIP Xy RCZELIET RLAT7 73

FH1E AT LRI

T

#—%
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1.10.6 BEEFERHOGTEREE

(A vtE—2)

‘ripdl recv from <src—addr> (<interface>): invalid address (RTE=<address>/<mask> [<metric>])

(F34A4UT+]
LOG_INFO

=]

RIP /3% » K (RESPONSE) C5f5 L7 RBRIEBEMOH TN T n— R¥ ¥y 2 v 7 RV A F720E,

VATHDHZLERLET,

(/35 A 52 DEK]

<{src-addr>

RIP /%> FDIEEITLIP T KL A
<interface>

RIP Xy "EZAG LIcA V¥ 7 = — A4
<address>

RIP RSy FTRELEHTHT FLA
<mask>

RIP Xy hCRELIEYAZE
<metric>

RIP /X7y FCTRABELIZARY v o

1.10.7 <RUVREE

[AytE—]

N—T Ry 7T R

‘ripdi recv from <src-addr> ({interface>): invalid mask (RTE=<address>/<mask> [<metric>])

(F54F )T 1]
LOG_INFO

=0K]

RIP /%47 |k (RESPONSE) C32/5 L 72 iR E MO H TR, ~ A7 RO#MEEBLZ TWLZ 2 RLET,

(/35 X 2 DEK]

<src-addr>

RIP /N7 v FOEEFEITLIP 7 FLR
<interface>

RIP Xy NEZFE LAV H T 2—A4
<address>

RIP X7y N CEELIZHTET FLR
<mask>

RIP X7 » hTRAF LIV A7 K
<metric>

RIP X7y FCEAGLIZANY v

1t

VAT La T

T
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1.10.8 A FUYIRE

(A vtE—2)

‘ripdl recv from <src—addr> (<interface>): invalid metric (RTE=<address>/<mask> [<metric>])

(FS54A4YT«]
LOG_INFO

=]

RIP /%4 | (RESPONSE) TZ/5 LT=BRBEIBEMDO A FY v 7 R0 THDH, F£/1E, 16 IV b REWZ EEZRLE
9,

(/35 A 2 DEK]

<src-addr>

RIP X > FDIEEITLIP T KA
<interface>

RIP X7y "EZAF LIcA V¥ 7 = — A4
<address>

RIP Ry FTRELEHTHT FLA
<mask>

RIP X7y N CERELIEYAZE
<metric>

RIP X7y FCTRABELIZA R v o

1.10.9 RIPIL—F 4 2T FT—TNLA—n78—QRIP /N7y F3(E)

[Ay+E—]

‘ripdi RIP routing table overflow. <address>/<mask> from {src-—addr>

(F54F)T1]
LOG_INFO

(Ek)
RIPV—F 4 7T —TNDTy FUENREREIGEL TWATZD, FIHICZE LR ERAEL-ZZ %
~LFET,

(/85 A 2 DEK]

<address>

WIS NT-RBEHE RO B TH
<mask>
WERINT-REEHRO~ A7
<{src-addr>

RIP /X7 > RDE[FIL IP T R LA

1.10.10 RIPJIL—F 4 o5 FT—TIA—N70— (BEAREZE)

[Ay+E—2)

‘ripdl RIP routing table overflow. <address>/<mask> redistribute from <protocol>

#w1E vxFansER—% 91



[(F514Y7+]

LOG_INFO

EK]
RIPV—F 4 7T —TNDxy MU ERBEKREISEL TWATD, Fil-m iR amE Lot 2R L E
7,

(/35 A 2 DEK]

<address>
HE S AT RRBRIE WD & T
<mask>
WS NTZRBIE RO~ A7 &
<protocol>
FHEAGREE DON—T 4 > 771 bk aVFEg]

1.10.11 432 71 —ABRBERA—/\T7O—
[AvE—2)

‘ripdi connected route overflow. <{address>/<mask>

(FTS54A4UT«]
LOG_INFO
(ErK]

R SNToA 8 7 = — AR LIRMEICE L T D7D, Bilei A v 8 7 = — AR REE L2
LR LET,

(/35 A 2 DEK]

<address>

HZE S LT RRBR I D & T
<mask>
WEINTREIEHRO~ R 7 K

F1E VAT ha s EFR—
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.11 OSPF DAy t—o
1111 TUY7 IDF—

[Ayv+E—2]

‘ospfdi interface <interface>:<address>: ospf_read from <router_id> invalid Area ID <area_id>.

(F34A4UT+]
LOG_INFO

=0K]

A UHET 2= AEEEINTWAZYTID EZELEA v E—VICEREEINTWAZ Y T ID BEL > TV A
ZEERLET,

(/X5 A 2 DEK]
<interface>
A BT 2— AL
<address>
AVHT2—ADT KL A
<router_id>
JL—24 1D
<area_id>
ZAELIZ0SPF A v — Uy XIZRESNTWNDHT Y 7 1D

1.11.2  EREREARA—E

[Ay+E—2]

‘ospfdi interface <interface>:<address>: ospf_read from <{router_id> authentication type mismatch

(F544YT ]
LOG_INFO
EK]
4"/57::_X \_E&uﬁéh‘(b\éwhuﬁﬁﬁblﬁ:ai &/Elefiofb\é:k%iﬁbij—o
(/N5 A2 DEK]
<interface>
A VHT 2 — A
<address>
AVHET2—ADT KL A
<router_id>
Jb—% 1D

1.11.3  TFXEEEELR—
[Avyt—)

‘ospfdi interface <interface>:<address>: ospf_read from <router_id> authentication failed

(FTS34A4YT«]
LOG_INFO

1w VA7 ausERE 93



=]

4"/571—X %\“ éﬂ‘(b\éTi’\'x }\nthuiEfﬁif\_j:MDS mL‘nJ‘_E% ID 75)1:55?‘ fcﬁofl/\é:&%i‘l/i
T,
(/N5 A2 DEK]
<interface>
[ BTz — R
<address>
AR T2—ADT KL A
<router_id>
Jb—% 1D

1.11.4  MND5 BB A—E
[Avyt—2]

ospfd: interface <interface>:<address>: ospf_read from
{router_id> mdb authentication failed.

[(F544 10T 4]
LOG_INFO
EK]
A UH T 2= R TEESN TS MDS FRFEEE ) FE T4k BipoTWAZ EaRLET,

(/35 A 2 DEK]

<interface>

A BT — R
<address>

A BT2—ADT KL A
<router_id>

Jb—24 1D

1.1, Ry FID—OTRIRF—H
[Avt—)

‘ospfdi RECV[Hello]: From <router_id> NetworkMask mismatch

(F54F4 T 4]
LOG_INFO
=Y
{router_id> TRIN—F LHEBTA LV H 72— AR ESINTZ~ AT ERRIoTWDH I EE2RLET,

(/35 A 2 DEK]

<router_id>
JL—% 1D

Fl1E VAT LT

:mH‘r

Bmﬁ“‘
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1.11.6  Hello/Nyw FE{ERIRDA—E
(A ytE—]

‘ospfdl RECV[Hello]: From <router_id> Hellolnterval mismatch

(544U T 4]
LOG_INFO
EK]
{router_id> T/RI/—% L HEE THello /X7 v MEERMBOREMNRELR->TNWDZ LERLET,

(/35 A 2 DEK]

<router_id>
JL—% 1D

1.11.7  BgIL—32 EILEHEREROAR—E
(A ytE—]

‘ospfdi RECV[Hello]: From <router_id> RouterDeadInterval mismatch

[F544 0T 1]

LOG_INFO
=19

{router_id> T/RI/L—F & BEEE Tl L — 25 FHEGREROR EMB R > TND I E 2R LET,
(/X5 A 52 DEBK]

<router_id>
JL—% 1D

1.11.8 TUT7E2A4TDEF—
[Avyt—2)

‘ospfdi RECV[Hello]: From <router_id> option mismatch: my options: <my_option>, his options <his_option>

(F34A4UT+]
LOG_INFO

=19
router_id> TRIT/NL—F LHEET, m Y THA TOREMWENERL>TNDEZ EERLET,

(/35 X 52 DEK]

<router_id>
JL—2% 1D
<my_option>
HEBICRESNTWLIZY T X AT
“2 transit”
transit = U 7

F1E AT LRI

T
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“0 stub”
stub = U7
“8 nssa”
% stub =V 7 (nssa)
“nnn unknown”
tRUSO=Y T H AT
nnn [2i3, TV T XA T ERTEIFRINET,
<his_option>
router_id T/RENDNL—ZIZHEINTWLZI T XA
“2 transit”
transit = U 7
"0 stub”
stub = U7
”8 nssa”
#E stub = U 7 (nssa)
“Ann unknown”
rRSo Y T H AT
nnn (21X, =Y T XA T ERTEIRRINET,

1.11.9  LSAmK#A—/
[Avt—2)

‘ospfdl RECV[LS-Upd]: From <router_id> LSDB overflow.

(5441 T 4]
LOG_INFO
2K)
LSDB T, LSA R ABATZZ L 2R LET,
(/35 X 2 DEK]

<router_id>
LSA 2E{Ee—# 1D
J—% 1D 8 BEEE LV — & 1D OHA . BRI EZ R L ET,

1.11.10 L—2 IDDEE
[Avyt—]

‘ospfdl RECV([Hello]: router—id <router_id> duplicated.

(F54F)T4]
LOG_INFO

=0K]
HEBELFUL—2 D2 28BLMH LI 2R LET,

(/35 X 2 DEK]

<router_id>
Jb—% 1D

H1E AT Lu T

Tf
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11111 MTUED A —E

(A vtE—2)

‘ospfdl RECV[DD] : From <router_id> <{interface>:<address> MTU mismatch

CEEE DRSS

LOG_INFO
2]

B —Z DA v F T 2= ATERESN TS MU ES, BEEIY S RENWZ E2RLET,
(/35 A5 DEK]

<router_id>

Mtz — % 1D
<interface>

A VHT 2 — A
<address>

A BT2—ADT KL A

1.11.12 SPFSHET—TILEA—N
[Avyt—)

‘ospfdi Area ID <area_id>: SPF calculation table overflow.

(544U T4]
LOG_INFO
[EnK])
SPF &R T — T BN RHEHEZ B2 -2 L 2R LET,

(/35 A 52 DEK]

<area_id>
SPF 8t T — 7 NEN RS E B2 7-=Y 7 1D

1.11.13 OSPF e AE Y A —/\

(A vtE—2)

‘ospfdl Temporary memory allocation failed

(F354F)T 1]
LOG_INFO

[EK])
OSPF v—7 4 7 CHEHAT DIEE AT ) NHERRIAZ B - OICRBERO 2L 2R LET,

1.11.14 ZEAREYA XZEBAT=/\7y FOBEE
[Avyt—)

‘ospfdi RECV: packet from <address> ignored. (size too big)

i
)
3
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[(F514Y7+]

LOG_INFO

EK]
<addressd> TRT T FLAMNMD, ZIEAREY A XULD IP N7y NEZE LD, %437y NEREL-
ZLERLET,

(/35 A 2 DEK]

<address>
Ny OREITLIP T R

1.11.15 [#EERESE
(A ytE—]

‘ospfdi interface <{interface>:<address>: neighbor <router_id> down detection. (<{old_state>—>Down)

(FS54A4YT1]
LOG_INFO

=0K]

OSPF [/ — # 2 - FeZ2 RFE (dead interval) ®HIZ Hello /34 v N &5 CTX 9, BB/L— & & 0 0SPF [##:p
Rt E2RLET,

(/X5 A 2 DEK]
<interface>
HEBOA VH T x2— 24
<address>
HIEFEDA VX T 2—ADT KA
<router_id>
Btz —%& 1D
<old_state>
WEEZEAFR M I DT OB — & & DIRRE
Full, Loading, Exchange, ExStart, 2-Way @ 3L >DIRHE

1.11.16 connected A —/\T7O—

[Ay+E—2]

‘ospfdi connected route overflow. <route>

(544U T4]
LOG_INFO
[EnK]
FAAAT & 472 connected REIEHN ERREIZIEE L CTWAH 72, #7272 connected R AFIE L 7-Z L 2R LET,

(/X5 A2 DEK]

<route>
Y FE U7~ connected FRIKE R

F1E VAT La s ER—

b
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1.12 BGPAD S vt—o

1,121 *—hT74—ILFEE

[Ay+E—2)

‘bgpdl <address> <direct> NOTIFICATION 1/1 (Message Header Error/Connection Not Synchronized.) <detail>

(75445 ]
LOG_INFO

=19
REp~—h T =NV FEZEFE LI ERLET,

(/N5 A2 DEK]
<address>
HFEWEED IP T FLX
<{direct>
received
MFACTEEEZRHEL, BANCZORE 2@ L 2R LET,
sending
HElCcREEmHE L, MPAllczoREZ@®M LIzl 2R LET,
<detai |>
B L 7p o T2 IR ORI
1.12.2 A v+v—PREER

=<

[Ay+E—2]

‘bgpdi {address> <direct> NOTIFICATION 1/2 (Message Header Error/Bad Message Length.)<detail>

(FS54A4YT«]
LOG_INFO

EK)
HEERENADA v =V EOXA v —V2ZE L2 AR LET,

(/X5 A2 DEK]

<address>
FTFEBOIP 7 N2
<direct>
received
HFPFAUTHRELHRHL, BANICZORFEZEM LTI 2R LET,
sending
AElCREEZHRH L, AFAlcEoREZz@M LIl 2R L ET,
<detai >
Bw & 7p o T K O G AR

F1E AT Lu s

T
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1,123 A vte—CHA4TEE

(A vtE—2)

‘bgpdl <address> <direct> NOTIFICATION 1/3 (Message Header Error/Bad Message Type.)<detail>

(F34A4UT+]
LOG_INFO
BK)
YR—=FADA =T E A T2 E LI EEZRLET,

(/35 A 2 DEK]

<address>
FTEBEDO IPT KLA
<direct>
received
MHPMCcREEEZHRHEL, BRICZORE BN L2 L2 RLET,
sending
HEICRE 2R L, HPAllczoREz@m Lzl 2R L ET,
<detai I>

S & 7o TSR O RER
1124 A yt—UAvFEEY T IS —0— FEHETH

[AytE—]

‘bgpdi <address> received NOTIFICATION 1/<subcode> (Message Header Error/Unrecognized Error Subcode) <detail>

(F54F )T 1]
LOG_INFO

=19
A =T~y Z8E NOTIFICATION 2% L, V7 =T —a— REFEH &R Z2 R LET,

(NS AR DEK]
<address>
FFEEO IPT FLA
<subcode>
V7T —a—f
{detai I>
FLH & 7p o TR O BRI )

1.125 N—=U 3 EE

[Ay+—2)

‘bgpdi <address> <direct> NOTIFICATION 2/1 (OPEN Message Error/Unsupported Version Number.)<detail>

(F34A4YT+]
LOG_INFO

T
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[EnK])
PAR—=FDBEP N—=Ta DAy —VEZELEIEERLET,

[N A2 DEK]
<address>
MHFEEEOIPT KL A
<direct>
received

MHPRCcETEZmRE L, BRAICZEORFEZBM LI L2 RLET,
sending

HCTREZ/BHE L, BRAlCEoREEZENLI-Z 2R LET,
<detail>

S & 72 F R ORERI 8
1.12.6 ASHESEE

[Ay+—2)

‘bgpdl <address> <direct> NOTIFICATION 2/2 (OPEN Message Error/Bad Peer AS.) <detail>

(F34A4YT+]
LOG_INFO

=19
WENDAS FBEFELIZAMERCASFEALZEL-ZEA2RLET,

(/X5 A2 DERK]
<address>
HFEEEDOIP 7 FLX
<{direct>
received

MFACTEEEZRHL, BANCZORFE 2@ L-Z 2R LET,
sending

BRAICEAFEZHmE L, fPRICZEORFEZBM LI L2 RLET,
<detai |>

S L 72 o TR ORERIN
1.12.7 BGP-ID &%

[Ay+E—2]

‘bgpdi <address> <direct> NOTIFICATION 2/3 (OPEN Message Error/Bad BGP Identifier.) <detail>

(54T 4]
LOG_INFO
[EnR])
AU BGP-ID 2ZE L2 L 2R LET,

w18 v 2xFansER—E 101



(/35 A2 DELK]
<address>
HFEEED IP 7 FL2Z
<{direct>

received
HPMCTEFEERHL, BHNZ BHLTZZ EERLET,

sending
B CHREZ R L, AT WL LR R LET,

<{detai |>
B L 7p o T2 JRIR OGRS

1.12.8 HR—roAFTay

(A vt—2)

‘bgpdl <address> <direct> NOTIFICATION 2/4 (OPEN Message Error/Unsupported Optional Parameter.)<detail>

(TS54F)FT«])
LOG_INFO

BK]
PR— MDA T v a v ERF LD EERLET,

(/N5 A2 DEK]
<address>
MFEREO IPT FLX
<{direct>

received
MHPMcREELmRE L, BAIC WML EERLET,

sending
TR 2B L, MPAICEORFEZBEHLI-Z 2R LET,

<detail>
B L7 o T2 JRIR O FEH T

1.12.9 ERErE&
[Avyt—]

‘bgpdl <address> <direct> NOTIFICATION 2/5 (OPEN Message Error/Authentication Failure.)<detail>

(F54F)T1]
LOG_INFO

PRECR L7 Z L 2R L ET,

[/35 A2 DERK]
<address>
HFEEED IP T FL2
<{direct>

B1E v xFansER—E 102



received

HFRMCHRFE R L, BRICE WL EERLET,
sending

BRICRE LR L. HFMIZ BHLTZZ EERLET,
<detai I>

HLH & 72 o T2 IR O GRS
1.12.10 HOLD E§R2 1+ AN AT

(A vtE—)

‘bgpdl <address> <direct> NOTIFICATION 2/6 (OPEN Message Error/Unacceptable Hold Time.)<detail>

(T4 )T «]
LOG_INFO

[ErK])
ZIFANARA 72 HOLD Rl 225 L7 2 L 2R LET,

(/35 A 2 DEK]

<address>
HFEEOIP 7 FLA
<direct>
received
FIFRICRFE 2B L, BANC WERWMAMLIEZEERLET,
sending
HEICREEZMmH L, HPAlcZzoREZz@mm Lzl tz2rm L ET,
<detai I>

B L 7p o TR IR O FEH T
1.12.11 A4 /RE) T4 ZITANFT
(A y+E—]

‘bgpdi <address> <direct> NOTIFICATION 2/7 (OPEN Message Error/Unsupported Capability.)<detail>

(T340 T 4]
LOG_INFO

(Znk]
ZHARARTA RV F 4 2% G LD L 2R LET,

(/35 X 2 DEK]

<address>

HFEBEO IPT LA
<direct>

received

FHFEMCEFEZRE L, BMIC WML EERLET,

sending

BMICRE LB L. PRI WAL EERLET,
<detai I>

H L T o 72 R O BRI )

B1E v xFsnsER—E 103



1.12.12 OPEN A v +—PEEY I I 5—a— FEREBARA
(A ytE—]

bgpd: <address> received NOTIFICATION 2/<subcode> (OPEN Message Header Error/Unrecognized Error Subcode)
{detail>

(F544 )T «]

LOG_INFO
=19

OPEN # wt— 8% NOTIFICATION 255 L, 7 =7 —a— R&#E#TERholz LR L ET,
(/85 A 2 DEK]

<address>

MFIEEDO IPT FLA
<subcode>

YT ET—a—NK
{detai I>

FLH & 70 o TR O BRI )

1.12.13 BHEE

[Ay+E—2)

‘bgpdi <address> <direct> NOTIFICATION 3/1 (UPDATE Message Error/Malformed Attribute List)<detail>

(FT34A4YT 4]
LOG_INFO

]
BfF LI RO B R A LT 2 L &R LET,

(/N5 A2 DEK]
<address>
HFEEEDIP T FL2X
<{direct>
received

MFACTEREEZRH L, BANCZORE 2@l 2R LET,
sending

HMUCEEZBEL., HMFEAICEORFEZBM L2 2 5-LET,
<detai |>

B b 2o T2 JRIR O FEA T
1.12.14 HR— FS\EREIE S
[Ay+E—2]

‘bgpdi <address> <direct> NOTIFICATION 3/2 (UPDATE Message Error/Unrecognized Well-known Attribute.)<detail>

(FT34A4UT+]
LOG_INFO

H1E VAT s

T
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(=nk]
PR — MIOREEZFEMBIEL L TRE LI LE2RLET,

(/N5 A2 DEK]
<address>
FFIEED IP 7 FL%
<direct>
received

MHPRCcETEZmRE L, BRAICZEORFEZBM LI L2 RLET,
sending

HCTREZ/BHE L, BRAlCEoREEZENLI-Z 2R LET,
<detail>

FH L 7p o T2 JRIK O FEHE
1.12.15 BEXXIEMDEX
[Ay+—2)

‘bgpdl <address> <direct> NOTIFICATION 3/3 (UPDATE Message Error/Missing Well-known Attribute.)<detail>

(F34A4UT+]
LOG_INFO

=179
UPDATE X v —V % %G LE LD, RBERBUENTXTEADRNSTZEEZRLET,
(/X5 A2 DERK]

<address>

MFLEED IP T KA
<direct>

received

MAPAcREZREL, BAICZOREZBHM LI EE2RLET,
sending

BRAICRAREZHmE L, fPRIcZEoRFEZBM LI L2 RLET,
<detai |>

B & 72 T SRR OREAIE 8
1.12.16 BHEOSTER

(A y+E—2]

‘bgpdi <address> <direct> NOTIFICATION 3/4 (UPDATE Message Error/Missing Well-known Attribute.)<detail>

(FS54A4UT«]
LOG_INFO
(EK]
W ip w7 7 7 ez E Ll 2R LET,
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(/35 A 2 DEK]

<address>
FFEEO IPT LA
<direct>
received
MHEMTERE LR L, BAICZORELZBM LI 2 RLET,
sending
HECREEZRHE L, MPllcZzoREZ @M LIl 2R LET,
<detai I>

L L 72 o TR O RER
1.12.17 BHEREE

(A vtE—2)

‘bgpdl {address> <direct> NOTIFICATION 3/5 (UPDATE Message Error/Attribute Length Error.)<{detail>

(T4 )T «]
LOG_INFO

[E8K]
FAUAREOBIEREZE L2 L a5 LET,

(/35 A 2 DEK]

<address>

FFREED IP T KL A
<{direct>

received

MHPRUCcREELHRHEL, BRICZORE BN L2 L2 RLET,
sending

TR 2B L, MPAICEORFEZBEHLI-Z 2R LET,
<detail>

S & 72 o T RR O R
1.12.18 ORIGIN E4EE

[AytE—]

‘bgpdl <address> <direct> NOTIFICATION 3/6 (UPDATE Message Error/Invalid ORIGIN Attribute.)<detail>

(F54F )T 4]
LOG_INFO
(Enk)
ARY7ED ORIGIN BMEEZE L2 2R LET,

(/35 A 2 DEK]

<address>
HFEEED IP T FL2
<{direct>
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received
MR CTEREEZRH L, BANCZORE 2@l 2R/ LET,

sending
Al CEFEEZBHL, HRACEOREEZBHLI-ZZE 2R LET,
<{detai |>

B & 7o TR O BRI
1.12.19 Avte—2)—7

(A vtE—2)

‘bgpdl <address> received NOTIFICATION 3/7 (UPDATE Message Error/AS Routing Loop.) <detail>

(TS54F)F«])
LOG_INFO

=]

PR CREEREZ BT DEA vE—UNAS BTL—7 LTS Z 2L, BRICEDORFAEmM L2
LERLET,

(/35 A 2 DEK]

<address>
FTEBEDO IP T LA
<detai I>
H L T o T2 R R O TR

1.12.20 NEXT-HOP B4+£%

(A vtE—2)

‘bgpdl <address> received NOTIFICATION 3/8 (UPDATE Message Error/Invalid NEXT_HOP Attribute.) <detail>

(544 1)F 4]
LOG_INFO
Ek]
AW A0 NEXT-HOP BMEZZIE L7 L &R LE T,

(/35 A 2 DEK]

<address>

MHPEED IPT KLA
<detai I>

L e o T2 R R O FERE

1.12.21 #7 avEHER

[Ay+E—2]

‘bgpdi {address> received NOTIFICATION 3/9 (UPDATE Message Error/Optional Attribute Error.) <detail>

(F354F)T1]
LOG_INFO

T

w1E vxFansER—E 107



(Ek]
MAFEUTARY AT a VEMEEZE L, BRIICEORE 2@ LI L EmLET,

(/X5 A2 DEK]

<address>

MFEEO IPT LA
<detai I>

H L T o T2 R IR O TR )

1.12.22 FLHZEREHR
[Avyt—)

‘bgpdi <address> <direct> NOTIFICATION 3/10 (UPDATE Message Error/Invalid Network Field.) <detail>

(FTS34A4UT+]
LOG_INFO

(K]
RYMEORBIEREZFE LI LR LET,

(/N5 A2 DEK]
<address>
MFEEEFEDOIP T KL A
<direct>
received

MAFACREZHRE L, BRAlcZORE 2B L2 2R LET,
sending

B TR ZHRE L, ARz RFE@mL-2 2R LET,
<{detai |>

B & 7R o T R OFERITF 8
1.12.23 A2 AS_PATH

[Ayv+E—2)

‘bgpdl <address> <direct> NOTIFICATION 3/11 (UPDATE Message Error/Malformed AS_PATH.) <detail>

(75440 4]
LOG_INFO
=39
RY7fED AS_PATH 25 L2 Z L 2R LET,

(/35 A 2 DEK]

<address>
MITFEBEO IP T LA
<direct>
received
MPMCTREEZBRHEL, BACFORFEZBM LI 2R LET,
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sending

B CRFZHREL., ARz RFE@mLI-Z 2R LET,
<{detai |>

B L 7p o T2 JRIR O FEANE H
1.12.24 UPDATE * wt—PREEH JIT 5 —a— FEREBARA
[Ay+E—2]

bgpd: <address> received NOTIFICATION 3/<subcode> (UPDATE Message Header Error/Unrecognized Error Subcode)
{detail>

(T4 )T 4]

LOG_INFO
E0K)

UPDATE A vt — 8% NOTIFICATION 2% L., 7 =7 —a— RF&2@BCTERho=Z LR LET,
(/X5 A2 DEBK]

<address>

MFEEO IP T LA
<subcode>

7T —a—F
{detai I>

B & 72 o T IR OB R

1.12.25 HOLD BRI T

[AytE—]

‘bgpdl <address> <direct> NOTIFICATION 4/0 (Hold Timer Expired) <detail>

(F54F)T 4]
LOG_INFO

(Enk)
HHEM & DB EIREN R T = — 3 0 LR RO HOLD il 2@ L= 2 L 2R LET,

(/35 A2 DELK]
<address>
HFEEED IP 7 FL2
<{direct>
received

HPMCHRFERHL, BUICZOREZBM LTI 2R LET,
sending
HElCREERHEL, MPllcZzoREZ@®M LIl 2R LET,
<detai I>
HH L T o T2 R R O FERG

H1E VAT s
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1.12.26 RNEREFE

(A vtE—2)

‘bgpdl <address> <direct> NOTIFICATION 5/0 (Finite State Machine Error) <detail>

(544U T 4]
LOG_INFO
EK]
bgpd NHFOIRREIZF BN RAE LI Z L2 RLET,

(/35 A 2 DEK]

<address>
FTEBEO IPT KLA
<direct>
received
MHPHCcREEEZHRHEL, BRICZORE BN L2 L2 RLET,
sending
HEICHRE 2R L, HPAllczoREz@m Lzl 2R L ET,
<detai I>

B & 7o 1 RIR O RERITE
1.12.27 BGP v a3 U#RT

[AytE—]

‘bgpdi <address> <direct> NOTIFICATION 6/0 (Cease) <detail>

(F54F)T1]
LOG_INFO

=19
BGP Dy a v KT LI EERLET,

(/35 A 2 DEK]

<address>

FFEBEO IPT LA
<direct>

received

FFMMCTBP D a v ERTLIEZEEZRLET,

sending

BMITBP Dy a v alTLIEZ AR LET,

<detai I>

A L T o 72 R O BRI )

1.12.28 T5—a— FEﬁE‘é‘H:EI

(A vytE—)

bgpd: <address> received NOTIFICATION <code>/<subcode> (Unrecognized Error Code/Unrecognized Error Subcode)
{detail>

T
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(T4 )T «]
LOG_INFO

EK]
NOTIFICATION 2522 L., =5 —a— RE WM CTX o2 52 R LET,

(/X5 A 2 DEK]
<address>
FTEBEDO IP T LA
<code>
=7 —a—F
<subcode>
7T —a—F
<detai I>
B & 70 o T JR IR O FERIE )

1.12.29 HBENEZEEI L DEHRZE
[(Ay+E—2]

‘bgpdi <address> BGP connection IP address is not configured

(TS54F) T 4]
LOG_INFO
[Ek]
BWESNTOARVEBRNS BRIk 2 ZE L L 2R/ LET,
(/85 A2 DEK]

<address>
B R (T o@D [P T KA

1.12.30 BGP JL—FT 1« > T F—TILA—/x270— (UPDATE /N4 v FZ1{E)
[Avt—)

‘bgpdi BGP routing table overflow. <route> from <address>

(FTS34A4UT+]
LOG_INFO
(EK]

BGP V—TF 4 T =T NDx F VBN REICE L TWATED, FZICZE LIRS REM#E L2 & %
RLET,

[N A2 DEK]
<route>
REE U 7=
<address>
REE ARG LM TEEDO IP T FLA




1.12.31 BGP IL—F 4 >0 FT—TILA =T 0 — (BEREAREZE)
(A ytE—]

‘bgpdl BGP routing table overflow. <route> redistribute from <protocol>

(544U T «]
LOG_INFO

=19
BGP V—F 4 v T TF—TADT L NUBBREREIGEL CWATZD, Hi- i HRARKEHE L -2 2R LE
9,

(/35 A 2 DEK]

<route>

EE U 7o iR B

<protocol>
BRAARKEONL—T 4 77 k2Ll

1.12.32 BGP v ¥ a oA —N

(A vtE—2)

‘bgpdl <address> BGP session is failed. (too many sessions)

(544U T 4]
LOG_INFO
[ErK])
BGP & v v a VEMBEREICTEL TWAHT2D, Hiiz72BP By v a v OERICER LIZZ 2R LET,

(/35 A 2 DEK]

<address>
FFIEEDO IP T KL

1.12.33 BGP ' L—RX )L R%A— FLIEERES

(A vtE—2)

‘bgpdl {address> BGP started graceful-restart processing

(F34A4UT+]
LOG_INFO
=]
HPEELEOMTIL—RAT V) AL — NMUBZRIE L2 L 2R LET,

(/35 A 2 DEK]

<address>
HFEEFBEOIP T FLA




1.12.34 BGP JL—XTIILIJRZ— FOLEKT

(A vtE—2)

‘bgpdl <{address> BGP completed graceful-restart processing.

(F544UF 1]
LOG_INFO
EK]
HEPEBELOMO L —A 70 ) AZ—  MUENET L2 L 2R LET,

(/35 A 2 DEK]

<address>
MHFEEFEDOIP T LA

1.12.35 BGP ' L—X T )L X2 — hohlif

(A vtE—2)

‘bgpdl {address> BGP stopped graceful-restart processing by the OPEN message without restart directions

(FTS54A4YT1]
LOG_INFO

=0K]

JL—AT ) AL — MLEPIZ, HFEEDND Y X Z— FAIERESMO OPEN A vt — P &35 LIz 7z,
TUL—ATNY AR — OB E PR L2 L 2R LET,

(/35 A 2 DEK]

<address>
FFEEDO IPT FLX

1.12.36 BGP VAR —FrR A< T

[Ay+E—2)

‘bgpdl {address> BGP stopped graceful-restart processing by timeout of a restart—timer

(F34A4)T+]
LOG_INFO

=0K]

YRAZ—=bZA=BEA LT U ML), HFERELORDOT L —RAT VY AZ — hOWLEETWT L2 & &
ﬁ—\.bij—o

(/35 A 52 DEK]

<address>
HFEWEEDOIP 7 FLX




1.12.37 BGP stale #A4 Vi@ T

(A vtE—2)

‘bgpdl {address> BGP deleted stale routes received from neighbor by timeout of a stale—timer.

(F34A4UT+]
LOG_INFO

=]

FHFLEE & DD stale ZA R ZA LT U b LTzl HPEENOZIE L TV stale REEZHIBR L2 Z &
ZRLET,

(/35 A 2 DEK]

<address>
MHFEFEDOIP 7 LA

1.12.38 4F 97y b ASESKRYKR— MAFEE &L DO

(A vtE—2)

‘bgpdl {address> BGP neighbor does not support 4-octet AS number

(F514Y7+]
LOG_INFO

=0K]

AFI Ty PASEFEYR—PLTWRVEFRELER LI 2R LET,
RAyE—ViE, AREBEOASFSLE LTLOLUEEZRE LGAICHISNET,

(/35 A 2 DEK]

<address>
MFEEDO IPT FLX

1.12.39 BGP v a3y U7

[Ayv+E—2)

‘bgpdl <{address> BGP session was cleared by operation command. <option>

(544U T «]

LOG_INFO
=19

BfEa~ 2 RICKVBP Yy a RN 2V T &N &2 RLET,
(/X5 A2 DEK]

<address>

FFEEDO IPT FLX

<option>

PlEa~ v RETREOS 7V 3 v

none

BGP By aOBRERETA T EERLET,

T
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soft out
REERIAR LI 2R LET,
soft in

RO EBER L2 2R LET,
soft both

REOFAHRB L OEARMER L2 2R LET,
1.12.40 JL—FRYY DL yatyvt—I%(E
(A vtE—)

‘bgpdl <address> received ROUTE-REFRESH Message. <AFI/SAFI>

(FS54A4UT 1]
LOG_INFO
[Emk])
N—=hT7LbyvaRryt—VeZFE Ll 2R LET,
(/35 A2 DEK]
<address>
MFREBEDOIP T FLX
<AF1/SAFI>
BESNET RLAZ7 73

(A vtE—)

‘bgpdl {address> ROUTE-REFRESH Message was not transmitted. <AFI/SAFI>

(F54F)T 1]
LOG_INFO

€39

R

(/N5 A2 DEK]
<address>
FMFREED IP T KL A
<AF1/SAFI>
HBESNEZT RLRAT773Y

MFREBIZL— ) 7Ly 2 ine > 7= TROUTE-REFRESH A v v — V2 EE Lo mZ 2R LE




1.13 W—TFT 4203 Fx— DA yt— (IPv6)
1.13.1 =T 49 FT—TILA—/\7a—
[AvtE—)

‘nsmi IPv6 routing table overflow. <prefix>/<prefixlen> from <protocol>

(F34A4YT+]
LOG_INFO
=]

IPV6 V=T 4 T T —T N DT N ERRERKEISEL TWDZD, HimREEREWIEL-Z 2R LT
j—o

[/X5 A 52 DERK]

<prefix>/<prefixlend>
EE U 7o iR I
<protocol>

7va kafER|

1.13.2 IPV6 TL T4 v RDEIYHT

[Ay+E—2]

‘nsmi <{prefix>/<prefixlen> was assigned to <{interface> from <protocol>.

CEREDESD
LOG_INFO

=19
R LI IPVe VT (v I AR A A T 2 — R B YT L A2RLUET,
(/X5 A2 DERK]

<prefix>/<prefixiend>

IPv6 VLT 4 v I RLT LT 47 AE
<interface>

A BT — R
<protocol>

AR =%

« DHCPclient

+ RA

+ MAP-E

1.13.3 IPV6 L7414 v O RDEHE
(A ytE—]

‘nsmi <{prefix/prefixlen> cannot be assigned to <interface> from <protocol>, because duplicated.

(F34A4UT+]
LOG_INFO
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=]

MR LIZIPV6 T L7 4 vV ADREE L TWATD, A B 72— A ZEN Y THZENTE RN &R
LET,

(/X5 A2 DEK]

<prefix>/<prefixlen>

IPV6 VT 4w T AT VT 4w AR
<interface>

A BT 2—RE
<protocol>

7'u ka R

« DHCPclient

- RA

+ MAP-E

1.13.4 IPv6 R A2 T 14 v 7 #Z&®D ECMP A1
[Avyt—)

nsm: This route cannot be added because the number of ECMP routes has reached maximum. <prefix/prefixlen>
from <{protocol>

(F544 U5 1]
LOG_INFO

=179
A= )VARBNERDEBENT TIIHFELTNDD, FilmlilBMLED ELEEAZT 4 v 7 RIEEWEE L2
LERLET,

(/X5 A2 DEBK]
<prefix/prefixlen>
TEFE U 7= iR R A
<protocol>
7a ka R
1.13.5 IPV6RAT a4y oIV M)A —/1NTO—

(A vtE—2)

nsm: This route cannot be added because the number of static routes has reached maximum. <prefix/prefixlen>
from <protocol>

(T340 T 4]
LOG_INFO
=0K]

ABT 4y VRRBEEBMLE D & LEHAIL, AZT 4 v 7RO MU EMBRKEIZE L T\ oo, EHE
LizZ &R LET,

(/X5 A2 DFEK]

<prefix/prefixlen>
REE U - R E S 4R

H1E VAT s
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<protocol>
AR NG|

1.13.6 EBEBEHEOHN

[Ay+—2)

‘nsmi Re-registration processing of the IPv6 route was interrupted.

(F34A4YT 4]
LOG_INFO

(=0k]
TPv6 R 00 FR B SRALER A P L & L7z,




1.14 RIP ® 4 v +—2 (IPv6)
1141 Ry hREE

[Ayv+E—2)

‘rip6di recy from <src—addr> ({interface>): invalid packet length(<length>)

(T34 )T 4]

LOG_INFO
k]

ZIELIRIP A5y bRy MERRETHDZ L 2R LET,
(/X5 A 2 DEK]

<src-addr>

RIP /X0 FDIFETL IP T FL-Z
<interface>

RIP Xy &G LA v ¥ 7 2 —R4
<length>

RIP X7y DRy MR

1.14.2 N—Y 3 EE

(A vtE—2)

‘rideZ recv from <src—addr> (<interface>): invalid version({version>)

(FT34A4UT+]
LOG_INFO

=179
ZELFERIPSY Y RORIP A=V a0 1 TRWZ EERLET,

(/X5 A 2 DEK]
<src-addr>
RIP /N7y FOEETLIP 7 FLZ
<interface>
RIP X7y "NEZF LA V¥ T 2 — A4
<version>
RIP X5y FORIP N—V 5 V& E

1.14.3 ZEERR—-+BESEE

[Ay+E—2]

‘rip6d2 recv from <{src—addr> ({interface>): invalid source port (<port>)

(F354F)T 1]
LOG_INFO

T
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Z0K)
{5 L72 RIP »3/ > b (RESPONSE) D65 e — FEFM RIP R— MEBSTIERWI L ERLET,

(/X5 A2 DERK]

<src-addr>

RIP /X5y hDIRETL IP 7 R LA
<interface>

RIP Ry baZE LAV Z T 2 — R4
<port>

RIP /X7y R DIFMETLAR— M

1.14.4 ZFEETIP7FLRESE
[Avyt—]

‘rip6d1 recv from <src—addr> ({interface>): invalid source address

[(F5441U7 4]
LOG_INFO
=179
Z{5 L7=RIP ¥/ > b (RESPONSE) DE{EET KL AWY o/ a—h VT RUVATIERWI L &2RLET,
(/85 A 2 DEK]

<src-addr>

RIP /X5y b DIREITL IP 7 R LA
<interface>

RIP Xy "NaZE LA v ¥ 72— A%

1.14.5 KRy Ty rEE
[AytE—2]

‘rip6d1 recv from <src—addr> (<interface>): invalid hoplimit (<hoplimit>)

(F54F)T1]
LOG_INFO

=19
Z{5 L7= RIP /34 » b (RESPONSE) D7 » 7V 2w R3S, 2556 TIHARWZ L& R LE T,

(NS AR DEK]
<src-addr>
RIP /X5y b DIREITL IP 7 R LA
<interface>
RIP X7y FEZE LAV H T = — A4
<hoplimit>
RIP Xy hDEy 7Y I v b

H1E VAT s
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1.14.6 RBREEHRILI41vIREE

(A vtE—2)

‘rip6d1 recv from <src—addr> (<interface>): invalid prefix (RTE=<prefix>/<prefixlen> [<metric>])

(F34A4UT+]
LOG_INFO

=]

RIP #3%» | (RESPONSE) TEAE LRIBIERO T LT 4 v 7 AR AFHF ¥ A NT RLA Fi3V v rnmn—7
AT RVA, £7203, V=T Ry I T RLATHDZ EERLET,

(/35 A 2 DEK]

<src-addr>

RIP %> FDIEEITLIP T KL A
<interface>

RIP X7y "NEZE LA V¥ T 2 — R4
<prefix>

RIP Ry FTCRELET VT 4y 7 A
<prefixlen>

RIP Xy " CRELET VT 4 v I AR
<metric>

RIP X7y FCTRABELIZA R v o

1147 JTL24 99 AREE

[AytE—]

‘rip6di recv from <src-addr> ({interface>): invalid prefixlen (RTE=<prefix>/<prefixlen> [<metric>])

(T34 T 4]
LOG_INFO

]
RIP /%% b (RESPONSE) C3215 LIz RIEIEMOT L7 1 v 7 ARA 128 L0 bRV I L&RLET,

(/35 A 2 DEK]

<src-addr>

RIP /X5y FDIRFEITL IP 7 R LA
<interface>

RIP X7y FEZE LA V2T = — A4
<prefix>

RIP X7y RCRAELIET LT 4 v 7 A
<prefixlen>

RIP X7y NCEELIET LT 4 v AR
<metric>

RIP N7y RTZFLIEA MY v 7
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1.14.8 A +FYVHOEE
(A ytE—]

‘rip6d1 recv from <src—addr> (<interface>): invalid metric (RTE=<prefix>/<prefixlen> [<metric>])

(544U T 4]
LOG_INFO

EK]
RIP /%4 | (RESPONSE) T5/5 L7=fREEIBMDO A MY v 7R 0 THDH, £-1E, 16 IV b REWZ LEZRLE
9,

(/35 A 2 DEK]

<src-addr>

RIP %> FDIEEITLIP T RLA
<interface>

RIP X7y "NEZF LA V¥ 7 = — R4
<prefix>

RIP Ry FTCRELET VT 4y 7 A
<prefixlen>

RIP Xy " CREBELET VT 4 v I AR
<metric>

RIPRT Y FTREBELEA MY v

1.14.9 RIPIL—TF 42T T7—TIA—n70—QRIP /7y FZ4{E)
[Avyt—)

‘rip6di RIP routing table overflow. <prefix>/<prefixlen> from <src-addr>

(F54F)T 4]
LOG_INFO

=0K]

RIPV—F 4 7T —TNDTy hUENREREIGEL TWATZD, HIHICZE LR ERAEL- %
~LFET,

(/35 X 2 DEK]

<prefix>
WEINTREEHROT LT 4 v 7 R
<prefixlen>
WERINTEREFEROT L7 4 v 7 AR
<{src-addr>
RIP X7y RODZEFEITLIP T KA

1.14.10 RIPIL—F 4 o5 T—TILA—nND70— (BRGEREZE)
(A vtE—2)

‘rip6dl RIP routing table overflow. <prefix>/<{prefixlen> redistribute from <protocol>

H1E AT Lu S
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[(F514Y7+]

LOG_INFO

EK]
RIPV—F 4 7T —TNDxy MU ERBEKREISEL TWATD, Fil-m iR amE Lot 2R L E
7,

(/35 A 2 DEK]

<prefix>
BFEINTRBIFEROT LT 4 v T A
<prefixlen>

WIS NTZRBIEROT LT 4 v 7 2R
<protocol>
FHEAREE DON—T 4 > 771 bk aVFEg]

1.14.11 43 71 —ABRBERA—/\T7O—
[AvE—2)

‘rideI connected route overflow. <prefix>/<prefixlen>

(FT34A4UT+]
LOG_INFO
(ErK]

HEA T ENTA v # 7 = — ARRBIERED FIRMEICE L TWA T, Bl A v ¥ 7 = — A RBIERE T L -
ZEERLET,

(/N5 A2 DEK]
<prefix>
WEINT-BREEROT L7 4 v 7 A
<prefixlen>
WEESNT-REEROT L7 4 v 7 AR




1.15 OSPF @ A4 v+ —< (IPv6)
1.15.1  TYZ7 IDF—H

[Ayv+E—2]

‘ospf6di RECV: From <router_id> <interface>: invalid Area ID <area_id>.

(544U T«]
LOG_INFO
=19
A UHET 2= AIEEEINTWAZYTID EZELIEA v E—VICEREEINTWAZ Y 7 ID BELR > TV A

e, BNy FEWEELIZ L AR LET,

(/X5 A 2 DEK]
<router_id>
B — & 1D
<interface>
Ry NEZELIA VH T 2 —2A4
<area_id>
ZAG/3» RO OSPF ~ v TR EINTWLH ) 7 ID

1.15.2  Hello/Vr v MR ERROT—E

(A vtE—2)

‘ospf6di RECV[Hello]: From <router_id> <interface>: Hellolnterval mismatch

(FT34A4UT+]
LOG_INFO
=)

{router_id> T/RI /N —% L HEET, Hello /37 v MRERIIBOREMMBELR>TNDED, 47y b &
WHFEL-Z L ERLET,

(/35 X 2 DEK]

<router_id>

BEL — & 1D
<interface>

Ny NeZFE LA v 27 2 — A4

1.15.3  BHRIL—F ELHEZRREROF—K

(A vtE—2)

‘ospf6d1 RECV[Hello]: From <router_id> <interface>: RouterDeadInterval mismatch

(TS54F)F«])
LOG_INFO




=]

{router_id> TR /L—& L HIET, BV — X FILHEGRRIROREENRR > TWDH D, STy b &
WEELIZZEE2RLET,

(/X5 A2 DFEK]

<router_id>
Mgz —% 1D
<interface>
Ny NEZE LAV F T 2 — R4

1.15.4 TYT7EATDEF—H
[Avt—)

ospf6d: RECV[Hello]: From <router_id> <{interface>: option mismatch. my options: <my_option>, his options:
<his_option>.

(F34A4YT1]
LOG_INFO

=0K]

router_id> TR —F L HEET, TV T XA TOREMEPER-STNDED, %47y y hEFZELEZD
LERLET,

(/35 A 2 DEK]

<router_id>
Bz — & 1D
<interface>
Ny NEZE LAV E T 2 — R4,
<my_option>
HISEICRESN T T XA
normal
normal =V 7
stub
stub = VU 7
<his_option>
router_id T/RENDN—ZITHESNTWAELZ I T XA
normal
normal = U 7
stub
stub = U7
nssa
nssa &Y 7T
unknown
Eibsho=y 72 A7

1.15.5  LSAmRKREA—/N

[Ay+E—2]

‘ospféﬁdi LSDB overflow. type <lsa_type> adv-router <router_id>.

T
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[(F514Y7+]

LOG_INFO

EK]
PRFFRIREZR LSA ORABKZBA 772, 3208 L72 LSA, £7ITASEE TAMT % LSA & LSDBICHGR TE RN 2 &
ERLET,

(/35 A 2 DEK]

<lIsa_type>

BERTE 2o 7= LSA DX A 7 (16 #HED)
<router_id>

LSA #Fmn—% 1D, F2XAEEOL—Z 1D

1.15.6 JL—2 ID DEHE
(A ytE—]

‘ospf6di RECV[Hello]: From <router_id> <interface>: router—id duplicated

(T4 )T «]

LOG_INFO
[(Enk)

HiEE LR CL—% ID 2T AEELRE L2720, B4 Fry NelEEL-Z &2 RLET,
(/N5 A2 DEK]

<router_id>

Mtz — % 1D
<interface>
Ny NeZE LA V2T 2 — R4

1.15.7 MNUfEDA —E

[Ay+E—2)

‘ospf6di RECV[DD] : From <router_id> <interface>: MTU mismatch

(F354F)T 1]
LOG_INFO
(EwK]

i —Z DA Z 72— AR ESNTWD MU 8, BEBEDOA V2 72— AR ESN TS MIUE X
HREWTZD, B4y AEES N Z AR LET,

(/N5 A2 DEK]
<router_id>
Wtz — % 1D
<interface>
Ny NEZE LA V2T 2 — R4




1.15.8 Z{EIEeY A XEBA =/ Yy FDOEE

‘ospf6dl RECV: packet from <interface>:<address> ignored. (size too big)

(T34 UT4]
LOG_INFO
2]
ZAFHHEY A XU LD IP X7y NEZFE L, %y NaEE L 2R LET,
(/35 X 2 DEK]

<interface>

Ny NEZE LAV E T 2 — R4,
<address>

Ny NOKEETY 7T RLA

1.15.9  BEL—42 800kt

(A vtE—2)

‘ospf6di interface <{interface>: neighbor <router_id> down detection. (<old_state>—>Down)

(T5144)T4]
LOG_INFO
[(Enk)
<router id> TRTBEENL—& L DRGNS, ¥ U LBl SN oREICER L 2R LET,

(/35 A 2 DEK]

<interface>
HEBOA LV H T x— 24
<router_id>
Mgz —% 1D
<old_state>
WEEZEAFR M I D HT DB — & & DIREE
Full, Loading, Exchange, ExStart, 2-Way @ 3L >DIRHE

1.15.10 LSA JRX#A—/\ (BEMZIRZER)
[Avyt—)

‘ospf6di LSDB overflow. <route> redistribute from <protocol>

(F54A4)T4]
LOG_INFO

[#&nk]
PRFFATAEZR LSA DR R 2B A T2 720, A5 LIZHRCATREHSICBE 9% LSA % LSDB IZH IR T&E R\ L 2R L&
£




(/35 A2 DELK]
<router>
fE3E U 7= ARSI
<protocol>
FHEATREEE ONV—T 4 > 77 ek a L fEhl




1.16 BEREDODAYE—D
1.16.1 ®ER—tDY 2O TV T
[Avyt—2)

‘protocoli ether <{group> <port> link up

(FS54A4 )T 4]

LOG_INFO
[(Ek]

MR~ RN o2 T v F LI R LET,
[/X5 A5 DERK]

<group>

ether 7' V—7%& "=
<port>

ether "— F &=

1.16.2 WEBR—FLD) O 5
[Avt—2)

‘protocoli ether <{group> <port> link down

(F34A4YT1]
LOG_INFO
=]
WER— IR 7 Xy Ll LR LET,
(/35 A 2 DEK]

<group>

ether 7V — 7 &K=
<port>

ether "— F &=

1.16.3 #ER— FDFAEKRE~DIIT
[Ayvt—2)

‘protocoli ether <{group> <port> is force down

(F54A4 )T 4]
LOG_INFO

K]
HARL—SHRICE > T WER— P EEREICHITLZZ L 2R LET,
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1.

1.

1.

(/35 X 2 DEK]

<group>

ether 7 )V —7"%& 5
<port>

ether N — + &=

16.4 H/IBAAITTI—RADY2H T T
[AvE—2)

‘protocoli lan <number> link up

(F54F )T 4]
LOG_INFO
[(Enk)
WA AT 2= AN I T T LI EERLET,

(/N5 A 2 DERK]

<number>
lan EEE S

16.5 HRIEBAUAITII—AD)HEHY
[AvE—2)

‘protocoli lan <number> link down

(F54F )T +]
LOG_INFO
=19
WA LA T 2= AN I X LT EERLET,

(/35 A 2 DEK]

<number>
lan EEEF T

16.6 /Ny o7y TiR— FDIREEEFS
[Avyt—)

‘protocoli backup <group> {priority> is <status> (ether <group> <port>)

(TS54F) T 4]
LOG_INFO

K]
Ny 7Ty THR= PRGBS LT 2 LB R LET,

1t
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T
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(/35 A 2 DEK]

<group>
Ny T P ITN—TEKE
<priority>
R— ~ OEELSE
master—port
v AHKR— |k
backup—port
N T TIR— b
<status>
bz AP/ I
up
BERRHE
standby
FEHIRRE
down
(EAR/N =
<group>
ether 7' V—7%& "=
<port>
ether "— F &=

1.16.7 [RIEARESL

[Ay+E—2]

‘protocoli [<line>] line synchronization is established

(754415 1]
LOG_INFO

K]
RO RMBESIAGE T L2 L 2R LET, 20X vE—Vi, F—2BEEYa—LOEACHhERET,

(/35 A2 DEK]
<line>
xG L 7 B IalfR
FT—ABEES1—ILOBE
[USB <no>] : USB FEIEDIH
<no> USB 7 & (USB K — h ASHEEHAH S CL D RO S &
[SLOT] : Zu v hEEEDERS

1.16.8 [EHIFTH

[Ayv+E—2)

‘protocoli [<line>] line synchronization is failed

(F34A4UT+]
LOG_INFO

T

w18 27 snsER—E 131



Z0K)
FERRORMIIFNNRAE LI 2R LET, TOAvE—ViF, T—FBETV2—1OHACHISNE
7,

(/X5 A2 DEK]

<line>
R & 72 D [EIHE
F—ABEES1—LDOBE
[USB <no>] : USB FEIpis
<no> USB %5 (USB H— b SIS S T B HEFR O 558)
[SLOT] : Zu v FEEDEL

1.16.9 [Efg#ELHE
[Avyt—)

‘protocoli [<line>] connected <ch> to <target>(<dial>) by <reason>

(FTS54A4UT«]
LOG_INFO

)|

FEICL VTPV AT LG L2 AR LET, ZDOA vyE—F, PPPoE, BLOTF—FBEE 2—/L
DOFAICHASRET,

(/X5 A2 DEK]

<line>
xtGe & 7 B AR
F—ABEEEDI—IILDOEE
[USB <no>] : USB EIEDLA
<no> USB 7% 7 (USB 7R — P EEHEH S TV 2R D5 E)
[SLOT] : Zznm v NEIEDRES
PPPoE DI5&
[vlan<vid>] :
<vid> FIJH L7= VLAN 1D
<ch>
Ble LT ¥ 1oL
(BT ¥ RVHBFE LR WX, —F713 R L)
<target>
Fy NT— 4. BERA
dial>
Bl A YN E S (T —HBEEY 22— VOBETEITRT)
<reasony
FIE 5
forwarding packet
T4 T — Ty b
ProxyDNS
ProxyDNS
manuall
FE e

T
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keep connection
[ERR R LR R AE (B RBERE) 1C & 2 855t (PPPoE DIFA 72T EoR)

(A vtE—2)

‘protoco]: [<line>] connected <ch> from <target>(<dial))

(FS54A4UT1]
LOG_INFO

=)

FBEICIVHEFIATLLEGE L5 RLET, 20OAvE—VF, T—FBETY2—LOERAETITHA
ENET,

(/35 A 2 DEK]

<line>
X5 & 72 B (Bl
F—ABEEED1—IILDEE
[USB <no>] : USB EHEDHHA
<no> USB %5 (USB AR — h NEEEH SN TV 2 HEOLA
[SLOT] : 2w v hFEEDEE
<ch>
Bt EL T v L
(B BT ¥ FVDEIE LR WG S, -Ro)
<target>
Xy bU—7 &, B4
(Fr 7= EROHAZ, 177 — b i — 3 1D 2FoR, HFHRITEX Z2WIEAE. Tundecidel
B FRKoR,)
<dial>
FTFENES

[AytE—]

‘protocoli [<line>] <ch> is decided as <target>

(F54F)T1]
LOG_INFO

=0K]

<ch> THE LIZMENHIEIC L D <targety CHALIZZ EZ2RLET, ZOA =%, T—H@EEEV 2
—IVOGETITTHEASNET,

(/X5 A2 DERK]

<line>
KGR & 72 D (Al
F—ABEES1—ILDBE
[USB <no>] : USB FEEEDHA
<no> USB %5 (USB A — M BEEHEH S N TV D DR E)
[SLOT] : zwmy FEIEDOHA
<chd>
PEt BT v RV
(BB T v FADELE LR WA, -For)

T
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<target>
Iy MU — T4 B4

(T 7= ERBOHBEIX, 1707 b— M. B — 1D & For, FPHEBITE Z20EA1E, Tundecide)
ERR,)
1.16.10 [EIfE 0BT

[Ayv+E—2)

‘protocoli [<line>] disconnected <ch> to <{target> : time=<time> [<reason>]
(544 T 1]

LOG_INFO

=0K]

FL L D I 21TV B EIT Shi= 2 L 2R LET, 20O A vE— Uik, PPPE, B LT — ¥ @EE
Va—VOGARICHTENET,

(/X5 A2 DEBK]
<line>
*FG L 72 B AR
F—A4BEEC1-ILDEBE

[USB <no>] : USB FEIEDHL

<no> USB 7 5 (USB K — b SIS S LT B HFED D)
[SLOT] : Zwm v FNEEDOEL
PPPOE D154

[vlan<vid>] :

<vid> FIH L7z VLAN ID
<ch>

BEG PR T v R L

(B BT v FVDNEIE L2 WAL, —F7213ER72e L)
<{target>

S NU— %, B4
(T 7 L— NEROHAIL.

77 L— N i — Y 1D 2R, HPHBITEZ20IEATE, Tundecide)
TR
<time>
HEfeEfE (dddd. hhimm:ss D)
<reason>

B (7 v 7 L — FEREORE TR ITER)
JE—FIP7FLRER
same ip remote address exist(<address>)
<address> : VE—HFIPT7 KL A
F—a1—YEEEH

same user already connected(<user>)
Cuser> : —H ID

FIRIEMEEK
cannot add route ({route))

(route> : BINITE 720 T2 R M
(Avyt—]

‘protocoli [<line>] disconnected <ch> from <target> : time=<time>

B1E VAT LT
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CEREDESD
LOG_INFO

=]

FIT I 7 187 & BRI S0 S U, EHRASEIT S 7 2 2R LET, S04 v —lk, PPPoE, B.X
UF —ZBIEEY 2 —LOBAICH I ShET,

(/35 A 2 DEK]

<line>
X5 & 72 B (Al
F—ABEEED1—IILDEE
[USB <no>] : USB EIDEH
<no> USB %5 (USB AR — M NEEEH SN TV DDA
[SLOT] : Awm v REEOLAE
PPPoE M5 4&
[vlian<vid>] :
<vid> FIF L7= VLAN ID
<ch>
B F v RV
(B BLT v FOVDMFELE LR WEAIE, —E7213FoRAe L)
<target>
X MU= 4. R4
(T 7= ERBOHBEIE., [T 7 b— M. Bt — 1D &FEmr, PR TE 20EA1E. Tundecide]
IR,
<time>
BEEERE (dddd. hhimm:ss DR

1.16. 11  EREFIEHEEEIC Kk S5 LI
[Avyt—]

‘protocoli [<line>] forced disconnection <{target> <{reason>

(T340 T 4]
LOG_INFO

(EK]

RET Y M ERREHEEING LIRS BB LT, B D ERREIETT S 2 L 2R LET, 20
A=Vl F—BEE Y 2 — A OBAIH ) SRET,

(/X5 A 2 DEK]

<line>
X% L 72 B AR
T—4BEES1—ILDOBA
[USB <no>] : USB FEHEDHA
<no> USB % 5 (USB A — M B3EEHEH SN TV D DG E)
[SLOT] @ Rw v FNEEDLE
<target>
Fv NU—7 4. B4
{reason)
B L7ZNE, UTFOHBROELLNERD £7,
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total packets=<packet>
REbTy MK

total time=<day>:<hour>:<min>:<sec>
BAGT R

1.16.12 EEHER

[Ay+E—2)

‘protocoli [<line>] rejected call from (<dial>) because <{reason>

CEREDESD
LOG_INFO

=0K]
BEEMEEE LI L2RLET, ZOA =V, T—HBEEY 22— VOHEERTHOSRET,

(/35 A 2 DEK]

<line>
]t & 7o B AR
TFT—AEEED1-ILDEE
[USB <no>] : USB FEDEH
<no> USB &5 (USB " — h BEEHEH SN TV D2 BEFED S E)
[SLOT] @ Awm v NEEOHLE
dial>
HFEEFEES (T —FBETY 22— DS -)
<reason>
S
permission denied
ERENHFAI SN TR 2D DHESR

[Ay+E—]

‘protocoli [<line>] <ch> not decided as any defined host, but anonymous login is not usable

(F54F)T 1]
LOG_INFO

(EK]

FRREIZ L 0 B EFHETHE 21T 9 & Lo, —B T 2EREERN <, ERFFEHTERD TERVIRIET
bHolol=, U5 Z xR LET,

(/X5 A 2 DFEK]

<line>
KR & 72 B [AlfR
F—ABEES1—ILDBE
[USB <no>] : USB FEEEDHA
<no> USB %5 (USB A — b BEEIEH SN TV DG E)
[SLOT] : zwmy FEEDOHA
<ch>
PERt BT v R L
(BERDELT ¥ RVDIFLE L WA, -FoR)

q

T
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1.16.13 BEIFMEFEDHIILF
(A ytE—]

‘protocoli autodial locked by <name>

(F34A4UT+]
LOG_INFO

€39

HEWREN TS, HEIRELAHEZTIE L2 2R LET, 2D X vE—I0%, PPPoE, T —# i@f
Va—VOGAICHESET,

o

i

(/N5 A2 DEK]
<name>

LA
schedule

R 2 —VEHIZ K Bk
redial

3 T 2 HEEX D HREORD BBRELEE P IE(F— 2 BEE Y 2~ LORAT)
1.16.14 F{EHNLLE

[Ay+E—2]

‘protocol: callin rejected by <name>

(F34A4UT«]
LOG_INFO

(Erk]

EEVPIIEPICEY BELHEAPIELZZLEZRLET, ZOAvE—VE, T—FBEEY 2—VOHETE
THAOShES,

(/N5 A2 DEK]
<name>

Ik DJFIA
schedule

AV 2 — VEHIZ K Bk

1.16.15 EfuEfit R I & S REHNE

[Ay+E—2]

‘protocoli continuous PPP negotiation error <target> : call stop
(TZ5144)T4]
LOG_INFO

(Erk]

e L C remote ap limit auth-error =< N TRRE S M7 RIEOEHT FBL (IR IFHERE S 412 28 1P 381323
TEFIRMOLZE) L, BELZEEILLEZLE2RLET, ZOAyE—VIETF—Z@BEN— FOLEICH S
nEY,




(/35 A 2 DEK]

<target>
T bU— & A

1.16.16 PPPrdLT—> 3 VRE

[AytE—2]

‘protocoli <{protocol> is closed by <target>

(F54F )T 1]
LOG_INFO

=0K]

protoco DTN HRK T S B, TDOT —H[El#R ECTprotocol > TrRENTZ T 1 b /L TOWENRTTZ 72 <
ol tERLET,

(/X5 A2 DFEK]

<protocol>
wraegoniz7ua han
IPGP

IPv4d A7 v b a4
IPV6CP

IPv6 O ~7' v ka4
BCP

TV VHOT e fhanig
<target>

Fy NT— 4. B4

1.16.17 R{EXK

(A vtE—2)

‘protocoli [<line>] callout failed (dial busy) :

(FS54A4YT1]
LOG_INFO

EK]
MFFEPICLARERRERLET, 20OAvE—VF, T—FWBEEDa—LOBEATTHIENET,

(/35 A2 DEK]
<line>
R & 72 D Bl
THBEEC1I-LOBE
[USB <no>] : USB FE#EDH4

<no> USB %5 (USB A — h MBI S TV 2D HE)
[SLOT] : #Anm v FNEEOBEL

[Ay+E—2]

‘protocoli [<line>] <ch> callout failed (auth rejected)

H1E VAT A s
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(FTS34A4YT«]
LOG_INFO

BEK]
T LV RAE TG S e 2 LIS KB RIERME R LET,

(/35 A 2 DEK]

<line>
X5 & 72 B Al
T—ABEES1—ILDOEE
[USB <no>] : USB FEIEDFA
<no> USB %5 (USB AN — M MEE#E# S TV D R D54
[SLOT] : Zu v FFEEOEA
PPPoE Mi5&
[vlan<vid>] :
<vid> FIM L7z VLAN ID
<ch>
BT v R oL
(BEGEMBE T R A BFHE LRV, FoR72 L)

[Ay+E—]

‘protocoli [<line>] <ch> callout failed (auth deny)

(T340 T 4]
LOG_INFO

K]
HFEE L2 LIk DRERRERLET,

(/35 A 2 DEK]

<line>
*tG & 7o B AR
T—SBEES1—ILDBE
[USB <no>] : USB FEIEDHEL
<no> USB &4 (USB AR — h MEHHEH STV 2R D 554)
[SLOT] : zwm v REHEOHE
PPPoE DiF&
[vlan<vid>] :
<vid> FIFFH L7z VLAN ID
<ch>
B BT v F L
(G BR T v FOUINTELE L 72 WA g, ForiZe L)

(A vtE—2)

‘protocoli [<line>] <ch> callout failed (negotiation)

(7544 T4]
LOG_INFO

T
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Z0K)
PPP R v T—Ta VRIC K A RERBERLET,

(/X5 A2 DFEK]

<line>
PO e AIE}
T—AEEED1—IILDEE
[USB <no>] : USB FEIEDHA
<no> USB & (USB AR — M EEHEH S TV 2D E)
[SLOT] : Zu v FEEOESL
PPPoE DI5&
[vlan<vid>] :
<vid> FIIFH L7z VLAN 1D
<ch>
B BT v RV
GEEWFRT v }OUBTEE LA WAL, Fa7e L)

[Ay+E—2)

‘protocoli [<line>] callout failed (other reason)

(754415 ]
LOG_INFO

=0K]

REREZRLET, ZOXyt—VF, T—FEBEEY2—VORETEITHNSET,

(/X5 A2 DEBK]

<line>
R & 72 D [AlfR
F—SBEES2—LOBE
[USB <no>] : USB FEIEDIHH
<no> USB 7 % (USB A — h ASHEAHAH S T D HFEO )
[SLOT] : Zu v hEEEDEES

(A vtE—2)

‘protocoli [<line>] <ch> callin failed (auth deny)

[(F514Y7+]
LOG_INFO

=]

MPEEFIETHEE L LTI EREREE TR LET, 20X v —D1F, T—XBIEEY 2—VDBARITET

HhshEd,

(/35 A 2 DEK]

<line>

%5 L e 2 Al
F—REEED1-ILDBE
[USB <no>] : USB EEDEH

1t
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<no> USB 7 - (USB K — h 2B S CL D RO S &
[SLOT] : Zw v hEEDERLS
<ch>
PGt BT v RV
(BT v FANEE LR WVEAS L. Fr L)

[AvtE—)

‘protocoli [<line>] <ch> callin failed (negotiation)

(T34 T+]
LOG_INFO

=]

PPP R T —3 g VRIIC K 2B FERIRE R LES, 20X vt =V, 7T—HBETY2—LVOERICET
HhshET,

(/35 A 2 DEK]

<line>
]t & T B AR
T—AEEED1—-ILDOEGEE
[USB <no>] : USB FEiEDiA
<no> USB %5 (USB R — b MEEIEH S h TV 2R D55
[SLOT] : Zu v FEEOEL
<ch>
BB T v R v
(GRS HAAFAE LIRSS, 77 L)

1.16.18 [T S —
[Avyt—)

‘protocol: [<line>] <ch> disconnected by peer

(FS34A4UT+]
LOG_INFO

)

FHLADTHEALOM SNEZ L 2R LET, COZT—IF, F—FBEEY 2 — A OBAE TN SNE
7.

(/35 A 2 DEK]

<line>
x4 & 72 B lElGR
F—ABEEC1—LOEE
[USB <no>] : USB FEIEDILEL
<no> USB 4 (USB 76— b S BTALHE I S N TV B RO B3 A
[SLOT] : Zu v FEEOEL

<ch>
P BT v R L

(B BT L DFLE LRV T, R L)

T
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(A vtE—2)

‘protocoli [<line>] <ch> line error

[(F514Y7+]
LOG_INFO

=19
EfT T —NEAELZZLZRLET, 20T —|%, T—HBEEV2—1VOEAEFIFTHIENET,

(/35 A 2 DEK]

<line>
B L e 2 [mlfR
F—ABEES1—LOBE
[USB <no>] : USB D4
<no> USB % 5 (USB H— b AVBIEIEH S N T S HEFE D B3 &
[SLOT] : A u v hEEDES
<ch>
Bt EL T v 1L
(HEMIRTF » RLNTEE LR WVES . Ea L)

(A y+E—2]

‘protocoli [<line>] <target> is disconnected, because <{reason>

(T4 )T 4]
LOG_INFO

=Kl

PPPoE ¥ v at, £3T —XBETY 2 — BN S -EBEZ2 TR LET, 20X =T,
PPPoE, BIONTF —FBEEY 2 —VOBFHFIZH I ET,

(/X5 A2 DFEK]

<line>
*fGe & 732 2[Rl
T—AEEES1—-ILOEE
[USB <no>] : USB DL A
<no> USB &5 (USB AR — F LT SN TV DD L S
[SLOT] : 2nm v MEEDOLE
PPPoE D&
[vlan<vid>] :
<vid> FH L7z VLAN ID
<target>
Fy NU—7 4. B4
<reasony
B i
no carrier
¥v U7 R MaHOZD (PPPoE DHETET)
PADT received
FF-255 PADT %3215 L7272 (PPPoE D54 721F)

T

F1E VAT LR —E

142



keepal ive expired
HENSDZENE ST B o220

1.16.19 %{En4

[Ayv+E—2)

‘protocoli [<line>] CALL to <target> by forwarding packet : <protocol> <sa>(<{sp>)-><da>({dp>)

(F34A4YT1]
LOG_INFO

=0K]

PRy REEIZ L O RENER AT 7= L 25 LET (IPv4A/IPvE), 2D A vE&—F, PPPoE, B LT — 43l
fFEYa—VOLAICHIENET,

(/X5 A2 DEBK]

<line>

KGR & 72 D [AlfR

T—HBEES1—ILDOEE

[USB <no>] : USB EIEDHA

<no> USB %% (USB AN — h IR S TV oD E

[SLOT] : Zu v FEEEDERLS

PPPoE D154

[vlan<vid>] :

<vid> FIMH L7z VLAN VID

<{target>

Xy hT—T4
<protocol>

HIGE L 727Xy b EALZ 1 b 2L TCP/UDP/TCMP/TICMPV6 DA I SCFH CRR S, RS0
AlIEECRTTINET,
<say

Ny NOREETT RLA
<sp>

N7y hOE(EITEAR— b FEZ (TCP/UDP D ETZ0T)
<da>

Ny OB THET KL
<dp>

A3y b D i THA— R ES (TCP/UDP DHET)

[AvtE—2)

‘protocoli [<line>] CALL to <target> by bridging packet : <{format>:<{type>—<sa>-><da>

[(F514 Y7 +]
LOG_INFO

=]

Ny FEBICE O REBAHE (T2 L 2R LE T (bridge)y, 2D A v =L, T—XEEET 2—L0
sl anEd,

T
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(/35 A 2 DEK]

<line>
K5 & 72 B Al
T—ABEEED1—ILDBE
[USB <no>] : USB RIEDHA
<no> USB %5 (USB AN — F WEEHFEIN S 4L TV D EFED )
[SLOT] : 2wy MERIEDLE
<target>
Fv =24
<format>
Nry N7 4—<v b
Ethernet
Ethernet =
LLC
LLC X
<type>
Ny NEAT
<say
2Ny FOIEEITTMAC T LA
<da>
Ty DB THMAC T KA

[Ay+E—2)

‘protocoli [<line>] CALL to <target> by <reason>

(F34A4YT1]
LOG_INFO

=0K]

FRUADHEBIC L BERR LT 2R LET, TOA vE—VF,

— N OBEICHShET,

(/35 A 2 DEK]

<line>
*tGe & 7o B IR
T—AEEED1-ILDEE
[USB <no>] : USB FDEH
<no> USB &5 (USB A" — b 3EEHFEH STV HHEFE DL A
[SLOT] @ Zwm vy FEEDEHE
PPPoE DIHE&
[vlan<vid>] :
<vid> FIJH L7z VLAN ID
<target>
Fv =24
<reasony
FASHH
ProxyDNS
F(ZEREDS ProxyDNS T - =35

PPPoE, BL O F —X@EE V2

144
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1.16.20 BAZEIRE~DBAT

(A vtE—2)

‘protocoli <{name> is force down

(F514Y74]

LOG_INFO
B]

BEERHE I IIA RV —=FHRICE > T, FABRBICBITLEZ L 2R LET,
[/55 5 DE]

<name>
Ky WU — 4. BEgede s (WAN [l 0854E)
A BT 2 — 24 (AN HIOEHE)
AL v FEHEE T EF— FEF (AL v FROHE)

1.16.21 FEEEX E'JHE

[Ay+E—2)

‘protocoli authentication request failed for <id> on aaa <{group_id>: memory allocation failed

(544 T«]
LOG_INFO
(Enk)
B FORFET, AEUMBREELZZLZRLET,
(/35 A2 DEBK]
<id>
T A—P L
<group_id>
AAA 7 v—7 1D
1.16.22 ZhOUTA4 VT ARI)MB(THOUT 12T BRE)
(A ytE—]

‘protocoli accounting start request failed for <id> on aaa <{group_id>: memory allocation failed.

(544U T«]

LOG_INFO
€=

AEUPKEBLIZZ EIZED, THo T 4 VTR ZBIMTCERDP ST EERLET,
(/X5 A2 DEBK]

<id>
T U Aa—H4
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<group_id>
AAA 7' v—7 1D

1.16.23 ZHOUTA VT ARYEB(THOUT 4 UTHETH)

[Ay+—2]

‘protocoli accounting stop request failed for <id> on aaa <group_id>: memory allocation failed.

(F544 )T +]

LOG_INFO
EK]

AEUNPBLIZZ LI, THO T 4 o TR TEBMCERPST12Z LB RLET,
(/N5 A2 DEK]

<id>

77 A a—H4

<group_id>

AAA 7 L—T7 1D

T
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1.17 PPPeE D A v t—o

1.17.1  PPPoE T4 RANYRTFT—I KK
[Avt—2)

‘protocoli [vlan<vid>] PPPoE Discovery failed to <target> : reason=<reason> state=<state>

(F34A4YT1]
LOG_INFO

=0K]

PPPOE DT o AH/NY AT — (PPPoE B v ¥ a VAR T 720D AT —2a ) NRIRLIEZ 2R LE
j—o

[/85 A2 DERK]

<target>

Fyv NU—7 4. B4
<reasony

PNveil=

sync failed

F#EEFN

datalink config error

T2 Y I DOREITRY DD
wait timeout

W0y NEZETETITHALTUNLE
negotiation error
KXy T —grTT—
{state>

PPPoE O PNEBIAAE

Initial

HIHIR AR

waitPADO

PADO ZZ{51F H

waitPADS

PADS ZZ{51F 5
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.18 EFalTastyt—o

1.18.1  ProxyDNS IZ & % DNS ZEREHZE
[Avt—2)

‘proxydnsi rejected by <no> : QNAME [<type>:<gname>] from <ipaddr>

(F34A4YT+]
LOG_NOTICE

=19
ProxyDNS T. IR EICL VRSN EE2RLET,

(/35 A2 DEK]
<no>
reject #{T-o7- proxydns fiH DERELEERE =
<type>
WG bEx A7
<gname>
WA DHERA R4
<ipaddr>
HETEARDIPT RLA

1.18.2  ProxyDNS [Z & % unicode DNS ERK DIEZE
[Ay+E—2]

‘proxydnsi rejected by unknown character : QTYPE [<type>] from <ipaddr>

(544U T«]
LOG_NOTICE
[EK])
ProxyDNS T, FERRLFOMEREICLVBEEINZZLEZRLET,

(/35 A 2 DEK]

<type>

ST pXil 2% G
<ipaddr>

FIZTHARA D IP 7 LA

1.18.3 DNS L &EhE1EHK

[Ay+E—2]

‘proxydnsl <kind> <dns_addr> QNAME [<type>:<{qname>] from <ipaddr>

(F354FU)T 4]
LOG_NOTICE
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(ErK]

DNS BRI T 5, IWEEZ T LERLET,
syslog security 2= Rl csg ZRETDHDLENH Y F7,

(/X5 A2 DEK]
<kind>

FRE S — S —HE
<kind>1FH# B

static i 7€ DNS H— SRS doH ik
to [l B A &7z DNS Hr— SR A bd iy
dhep DHCP C#| Y 24T 5 17z DNS Hr— W& ot B
<dns_addr>
FIWEDHEIEDNS — 3D IP 7 R LA
<type>
fnWgbgs 17
<gname>
MWEbEAR A M
<ipaddr>

FHETLHAIDIPT KLA
1.18.4 FAALDYRBMZI—ET 5B IP7 FLRIFHRDZ R

[Ay+—2)

‘proxydnsi [<gname>] is matched and address is <ipaddr>

(F54F)T 4]
LOG_NOTICE

=0K]

RAAL YR MERIZ—F L TDONS fRIR E A7 IP 7 RL AR, BEgShioZ L aRmLET,

syslog security 2~ KiZ csg ZiRET DHDMENDH Y T,

(/35 X 2 DEK]

<gname>

MWEbiAR A M
<ipaddr>

DNS figh L7z TP 7 R L &

1.18.5  FAAL 2R MIxET S CNAME [T—39 5 IP 7 F L R1EHRD F 8%

[Ayv+—2)

‘proxydnsi [<gname>] is cname matched and address is <ipaddr>

(F54F)T4]
LOG_NOTICE

=0K]

RAA U A MEBRIZKHST D CNAME (2 —3 L CDNS R S 7= IP 7 R L AN, BEgESNIZZ & ERLET,

sysog security 2= Rll csg ZRETDHDMLENRH Y £,




(/X5 A 2 DERK]

<gname>

fWAbEFR R R4
<ipaddr>

DNS ik L7z TP 7 R L &

1.18.6 I 2VFRAZFYRKMZI—HT S IP 7 FLRIEHRDZER
[Avyt—]

‘proxydns! [<gname>] is endpointlist matched and address is <ipaddr>

(T340 T 4]
LOG_NOTICE

[(ErK]
T RARA L PY A MEBRIC B LTINS R SN/ IP T RLAN, BRSNIZ & 2RmLET,
sysog security 2> Kl csg ZRET DHLENH D 9,

(NZ A2 DEK]

<gname>

MWEbER A M
<ipaddr>

DNS fighe L7z TP 7 R L &

1.18.7 ZITUFRHKRA VPR BMIHIET S CNAME [2—EF 5 IP 7 F L REHRDZF R
[Avyt—]

‘proxydns! [<gname>] is endpointlist cname matched and address is <ipaddr>

(F54F)T 1]
LOG_NOTICE

=0K]

TV RARA Y R U A MEBRICHIET 2 CNAME (IZ—3 L CDNS ik Su7= IP 7 R LA, BEkEIni=Z L &R L
\iﬁ—c
sysog security 2~ KiZ csg ZRETHMLERNH D F9,

(/35 X 2 DEK]

<gname>

MWEbEARA M
<ipaddr>

DNS fi#gh L7z IP 7 R L &

1.18.8 FAA YR A5 IP7 FLRIBFHDAIRR

[Ay+—2)

‘proxydnsi {ipaddr> is expired.
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[(F514Y7+]

LOG_NOTICE
EK]
IP7 R U ARSI L2720, FAAL Y A MEREFT U RRA L R A D IP T R L ATERAHIER S
Nz LaRLET,

syslog security <> RiZ csg ZiRET HMLENDH Y £,

(/35 A 2 DEK]

<ipaddr>
HIfrESN/=IP 7 KL A

1.18.9 IP 74 IBICKD/\ry FIEE

[Ay+E—2]

‘protocoli rejected at filter (<name>.<no>) : <P> <SA>:<SP> —> <DA>:<DP>

(FT34A4)T+]
LOG_NOTICE

=179
IP 7 4 NVHIZE-T, Xy bOEEINTZZ 2R LET,

(/X5 A2 DEK]

<name>

Xy NT—2Z WANRIOBE), A7 2—24 LANMFEFITT v 7 L— NHEEORS)
<no>

TANEY T ERES

EHEAT I IP T4 NVFERD T ANE ) T EREEDHIISNET, EOT 42 U TRERITHEY
L72\C, lan ip filter default, F 721 remote ip filter default, F7=1% template ip filter default
DEFRNE > THEIEEIT o T2546 . “default” EH TSN ET,

ek 7 4 N Z N— VTS Lo aE. FORNERE I ET,

same address

source/destination & HIZ[R LT KL A

tiny fragment

tiny fragment ZfiH

over lap fragment

overlap fragment i
<P>

7'v k2 VfER] (TCP, UDP, ICMP, IP, & Ofhid&E5)

TCP @ SYN /X7 v b DA, TCP(S) LI EhET,

<SA>
EETLIPT FLX
<SP>
WIETAR— FEE (e k2 VRER]2S TCP F 7213 UDP DA
<DA>
HTHRIPT FLA
<DP>

HTHA— FEE (T a ha)URERIA TCP F 721X UDP DA

T

B1E 27 susER—E 151



1.18.10 PPPE{EHES

(A vtE—2)

‘protocoli rejected call from <target>(<{dial>) by PPP:<reason>

[(F544UT ]
LOG_NOTICE
EK]
PPP Ry x—a VHIZEREESG LI EERLET,

(/35 A 2 DEK]

<target>
Fv NU— 4 B4
dial>
P ¥ A YL/
<reasony
RRESCER
authentication rejected
FRRERIHE O b D &R

wrong account (Kid>)
RIEFRGFEFHRZAE (G ID [H#H %2 H 77)

1.18.11 DHCP H—/\D7 FL X%
[Avyt—]

‘dhcpdi Server allocation <ip_address> to <mac_address>

(F54A4 )T «]

LOG_NOTICE
(Enk)

DHCP H— "23DHCP 7 A 7 > MIT FLRAZEA LT-Z & 2R LET,
[/85 A 2 DEK]

<ip_address>

DHCP 7 A4 7 v MZEMAF L7= IP 7 KL A
<mac_address>

DHCP 7 A4 7 FOMACT FL- R

. 18.12 DHCP 4 S A4 72 kML DEKRDIER
[Avyt—]

‘dhcpdi DHCP request from <mac_address> rejected

(F54F)T 1]
LOG_NOTICE




=]

[/}

1.18.

[ A

(7

=z
=y

[/~

MAC 7 RUAREEREIN TN\, DHCP 7 A4 7 v b B OEREZIES L2 2R LET,

I A2 DEK]

<mac_address>
DHCP 7 AT FOMACT KL A

13 IPV6 T4 ILRICK BNy REEE

vt—)

‘protocoll rejected at filter (Kname>.<no>) : <P> <SA>(<SP>) —> <DA> (KDP>)

A4 )T 4]
LOG_NOTICE

=iK]

IPv6 7 4 VW ZIZE ST, Ny bBEESNEZ 2R LET,

I A2 DEK]

<name>

Xy U =272 WANRIDBE) |
A BT 2= (IIWNMELTT T L— FEROHAE

<no>

TANE ) T ERE S

WEAAT 12 IPV6 7 A VEEEDT 4 NE ) VT EREF DM IIESNEST, EOT7 42 U TERITH
BMLURWT, lan ipv6 filter default, F7-i% remote ipv6 filter default., F7=!X template ipv6 filter
default OEFITHE > THRIEEITHT25E . “default” L ENE T,

Bk T 4 N N— VTR LTEBEIE. TONERHDSNET,
same address
source/destination & HIZE LT RLA
tiny header
tiny header Z#aH
tiny fragment
tiny fragment % #iH]
overlap fragment
overlap fragment % #itH
default restrict
T T AN ST BT
<P>
7'v k= )VHERI (TCP, UDP, ICMPV6, Z DI &EE) TCP @ SYN /347 v R DAL, TCP(S) L& E T,
<S>
HEETIPv6 7 LA

<SP>

RETTR— FES (Z 1 b3 LRI TCP £ 7213 UDP D4
<DA>

HTHIPV6 7 FL- A

<DP>

H TR — &S (T a b a L RIA TCP £ 7213 UDP DFA)

T
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1.18.14 NATIZ &K B/\7y FHEZE
(A ytE—]

‘protocoli rejected at NAT (<name>.<reason>) : <P> <SA>:<SP> —> <DA>:<DP>

(FS54A4YT1]
LOG_NOTICE

EK]
NAT C., BT —TIVN R holZ Sk VEShEZZ 2R LET,

(/35 A 2 DEK]

<name>
Xy hU—24%
<reason>
T FEER
RegE 7 4 N EZ N— VTS LTEHEE X, TONEPE I ENET,
tiny fragment
tiny fragment ZfiH
over lap fragment
overlap fragment %M
<P>
~'a k= )LAERI (TCP, UDP, ICMP, 1P, Z O3 FE=)
TCP @ SYN /37w b DIFEIE, TCP(S) LTSN ET,

<SA>
EETLIPT FLX
<SP>
REEITLAR— NEE (v b2 VAR TCP & 721X UDP DFE)
<DA>
HTHRIPT FLA
<DP>

HTHAR— FEE (T a ha)URERIA TCP F 721X UDP DA
1.18.15 NAT T — JJLIERL

(A vtE—2)

‘protocoli NAT: table: <P> <SA> —> <DA>:<DP>

(544U T 4]
LOG_NOTICE
[ErK])
NAT C. #1523 NAT BT — T VBB LT-Z L &R LE T,

(/35 A 52 DEK]

<P>
NAT 47— 7 0D 7 1 b = LFERI (TCP, UDP, ICMP, IP, % OfidE =)
FEARNATIZ X BT =T NEROBH AL, ALL ST,

<S>
NAT BT — T NDT T A X—KIP T KL A
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TV —2 g ST IAR—RNIPT FL R T any #HELET— 7 AZER L-8BE1E, 70.0.0. 074
Hhanzd,
<DA>
NAT 258 — 7 )V OF R IP 7 L &
TV Ir—a URETHTFMIP 7 KLU A Zany Z4E LT — 7 NV EER LIZ8HE1E, 70.0.0. 0" AH &
WET,
<DP>
NAT 25407 — 7 )L DFFRAR— M &5 (Fa b 2 LfER])S TCP £ 7213 UDP D34
TV = a VRIS TTHPRAR — RIS any ZHE LT — 7 VEER LIZEAIR, 70" S ET,

1.18.16 IPv6 DHCP H—/\D7 kL X B

(A vtE—2)

‘dhcp6sd2 Server allocation <address> to <duid>

[(T544Y54]
LOG_NOTICE
=0
IPv6 DHCP tr—/3728 IPv6 DHCP 7 A4 7> MZT7 RV AZBRA L Z 2R LET,

(/35 A 2 DEK]

<address>

IPv6 DHCP 7 Z A 7 > MZHEEAR L7z IPv6 7 K LA
<duid>

IPv6 DHCP 7 Z A 7 > @ DUID

1.18.17 IPv6 DHCP H—/ND T L 7 1 v U REEfh

(A vt—)

‘dhcp6sdi Server delegation <prefix>/<prefixlen> to <duid> on <interface>

(T4 F«])
LOG_NOTICE

[ErK])
IPv6 DHCP $—/ %73 IPv6 DHCP 7 A4 7> MI IPv6 YL 7 4 w7 A& Lz Z L 2R L%,

(/35 A2 DEBK]
<prefix>/<prefixlen>
IPv6 DHCP 7 Z A 7 > MZHEAR L7z IPv6 L7 ¢ v 7 A
<duid>
IPv6 DHCP 77 7 A 7 > k@ DUID

<interface>
A BT 2—RE

1.18.18 77V H5—2 3041 BIZ&KB /Ny MEE
[Avt—)

‘protocoli rejected at filter (<name>.<no>) : <SA> —> <DA>
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(FTS34A4YT«]
LOG_NOTICE

BEK]
TV =y ar T ANBICEoT, Ay MRS NI LB LET

(/35 A 2 DEK]

<name>

o HEREA

<no>

TANE) T EREE

WHEATS T TV =2 a v T A NBEERD T 4 VHE ) TEERENHIENET, o742 )0
EFIZHEY LARWT, T 740 NERICHE > THREEA T 72838, “default” L SN FET,

<S>

EETLT KA

<DA>

HTHET FL R




1.19 IDSDAytE—T
1.19.1  IDSICLBEE/7y MEA

[Ay+E—2]

protocol: curious packet at ids(<name>.<cause>) : <packet>
protocol: curious packet at ids(<name>.<cause>) : {counter> times in <time> seconds

(FS34A4UT«]
LOG_NOTICE

=19
IDSIZE T, BEAry bR ENZZ 2R LET,

(/X5 A2 DEK]

<name>
HWERY BT =7 % (remote BEDIZA) . £7213A % 7 = — A4 (lan £7213 template EERDEHE
<cause>
FRnEL
IP AT a AT ERE Ny MBROGAILIP AT v a ARHITESET,
1) IP -~y & B
Unknown IP protocol
protocol 7 4 —/L KA 134 LA FD L &=
Land attack
MR IP 7 RLAEIEIP T RVARFEL & &
Short IP header
[P~y X DREIHN length 7 4 —/V RORELV HEWVWE
Malformed IP packet
length 7 4 — /L REEEONTF v FORINEH L&
2) IP AT g~y X
Malformed IP option
F T ar sy XOENRIETHD L&
Security IP option
Security and handling restriction header #32fg L7z & &
Loose routing IP option
Loose source routing header (g L7= & &
Record route IP option
Record route header %5 L7= & &
Stream ID IP option
Stream identifier header #%{5 L7z & &
Strict routing IP option
Strict source routing header ZZ{EL7- & &
Timestamp IP option
Internet timestamp header #%Z{g L7- & &
3) ICMP B
ICMP source quench
source quench #=Z{gL7=& &
ICMP timestamp request
timestamp request ZZ{g L7~ & &
ICMP timestamp reply
timestamp reply %5 L= & &
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ICMP information request
information request Z%{g L7-& &
ICMP information reply
information reply %18 L7z & &
ICMP address mask request
address mask request ZZ{E L7~ & &
ICMP address mask reply
address mask reply % L7- & &
4) UDP Bg
UDP short header
UDP @ length 7 ¢ —/L FOMEA 8 LV H/hEn b &
UDP bomb
UDP ~v &' ® length 7 4 —/L ROENRKEBE S & &
5) TCP B
TCP no bits set
77 7bEy hENTWARNE X
TGP SYN and FIN
SYN & FIN ARFFICE v &R Tnb & &
TGP FIN and no ACK
ACK D72WFIN #3Zf5 LTz & &
6) FTP B
FTP improper port
PORT R° PASV =2~ > R CHEE SN DK — FEED 1024~65535 OFPH TRV & X
<{packet>
RH Ty FONE
TITT A MDD RSy NRAIET T T 7 A MCETAERAE S ET,
FTP (203 B HH /3 o M@ FIP AR — MR ST 2 EHmN I ShvE T,
ICMP (273730 D B /34 NI@ENTZ T ICMP type & ICMP code (TP 2 @A SN FE T,
By e REICBRNLEGAIIY~) —5— RO EZ, 7y bOFEERIZEI LEEA,
AR E LN PR LET,

<P> <(SA>:<SP> —> <DA>:<DP>

<P> <SA>:<SP> —> <DA>:<DP> ftpport:<ftpport>
<P> <SA> —> <DA> fragment offset:<fragment>
<P> <SA> —> <DA> <icmptype>:<icmpcode>

<P>
71 k= LFER (TCP, UDP, ICMP, 1P, # DfthlL&HK =)
TCP @ SYN /347w b DAL, TCP(S) LS ET,

<SA>
EETLIPT FLx
<SP>
HIETEAR— NEE (e b= VRERI TCP, F 721X UDP DFH)
<DA>
HTHRIPT FLA
<DP>

HTHER—FES (T a ~ ) LFERI2 TCP, $£7213 UDP DHE)
<{fragment offset>

TITANE Ty bOBRETRLET,
<icmptype>

ICMP type
<icmpcode>

ICMP code

T
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<ftp port>
ftp port F=
<counter>
g L 7= =13
<time>
W L7-#IR




1.20 avV—LDAvtE—
1.20.1 By @I

[Ayv+E—2)

‘logonl login <user> as <class> on console

(FT34A4YT+]
LOG_INFO

=19
VY= )V TEBIIe /A rcai-EalcthEanEd,

(/X5 A 2 DEK]
<user>
0y ra—iFsg
{class>
asAryIA
admin
EHEE T T A
user
— =7 72

1.20.2 BT/ KRB ERETS—)

[Ay+E—2)

‘logoni failed login <user> on console

(544U T+]
LOG_INFO
[Erk])
A= AT v a—PLERIFIRAT = FNREI DI /A o TERpoGaIcHhanE+,

(/35 A 2 DEK]

<{user>
0y A ra—Hg

1.20.3 BY7hk

(A vt—2)

‘]ogonl exit <user> as <class> on console [ (Kreason>)]

(TS514F)F«])
LOG_INFO

=]

a Y —)LTexit LIEEAICH IE N E T, consoleinfo autologout =~ > ROFKIEIZ X V5l exit Sz
Lalcbthsngd,




(/35 A 2 DEK]

<user>
0JArya—H4
{class>
=78 VS A S
admin
EHE Y T A
user
—f— s T2
<reason>
Tl
exit 2~ RFE[TIZXL AT U b
autologout

MEELVERAR I L B8 o 77 v b

1t

AT LE T

T

#%
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1.21 telnet F—E>DAvE—
1.21. 1 A4 UBIh

[Ayv+E—2)

‘telnetdi login <user> as <class> on vty <interface_number> from <address>

(F34A4UT+]
LOG_INFO

2K]
telnet CIEEIZR /A V' CEEGAICHIIENET,

[/X5 A5 DERK]

<user>

0 JArya—4
{class>
arsArr7A
admin

EHE T T A
user

— =7 7 2
<interface_number>
AR T 2—RAEKE
<address>

telnet Bt 7 KL A

1.21.2 O94 Uk ERIHETS—)
[Avyt—)

‘telnetdi failed login <user> on vty <interface_number> from <address>

(F54H4 )T 4]
LOG_INFO
EK]
telnet TR A L a—PLEHITNRNRATY— RKREI DI o TERroBAICH I ET,
(/N5 A2 DEK]
<user>
0y a—P4

<interface_number>

A BT 2—AES
<address>

telnet LT K LA

1.21.3 B4 48T

[Ay+—2)

‘tolnotdi exit <user> as <class> on vty <interface_number> from <address> [({reason>)]
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(FTS34A4YT«]

telnet Texit L7ZHEAICTH I ENE T, telnetinfo autologout =~ ROFKEIZ XL Vi@l exit SN7-5EE

LOG_INFO
EK]
b anEd,
(/N5 A2 DEK]
<user>
nrAra—¥4
<class>
=7 /A
admin
BHEE T T A
user

—f—H s F 2
<interface_number>

AV BT 2—AFKE
<address>

telnet #EfE LT KL A
<reasony

L

exit av YV REFIZL 07T U b
autologout

MRS L 2 0Hle 77 v b
clear

clear line I~y RIZXBMifln 77 7 b
reset

reset A< RIZXDHH a7 7o ~

1t

VAT a7
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1.22 ftpT—E2DAYE—Y
1,221 BoA Uy

[Ayv+E—2)

‘ftpdl login <user> as <class> on ftp <{interface_number> from <address>

(F34A4YT1]
LOG_INFO

BK]
ftp TEEICR /A v CERGAICHDENE T,

[/X5 A2 DERK]

<user>

0y A L a—F4
{class>
arsArr 7R
admin

EHE T T A
user

— =7 72
<interface_number>
AR T 2—AEKE
<address>
I7AT L NDIPT FLA

1.22.2 O94 %k ERIHETS—)
[Avyt—)

‘ftpdi failed login <user> on ftp <interface_number> from <address>

(544U T 4]
LOG_INFO
EK]
ftp TRIA L a—PLEITNRATY = RREI 2D u /A o TEhro=HGaIcHhEnE+,
(/N5 A2 DEK]
<user>
RN

<interface_number>

A BT 2—AES
<address>
IIAT MO IPT KL A

1.22.3 J74ILEET

[Av+E—2]

‘ftpdl {filename> Write complete

T
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(FTS34A4YT«]
LOG_INFO

EK]
TrANERE (T FAT Y b0 put)I2E Y RIMB EEX SN2 EE2RLET,

(/35 A 2 DEK]

<filename>
tEEXINZT A NV4

1.22.4 J74J)LEIRET

(A vtE—2)

‘ftpdi {filename> Read complete

(7544 UF 1]
LOG_INFO
=19
T ANEN(T FAT > M HD get) IZX Y ROMBFELHENT-Z L E2 R LET,

(/35 A 2 DEK]

<filename>
S ENTZT 7 A4

1.22.5 g4 87T

[Ay+E—2)

‘ftpdl exit <user> as <class> on ftp <interface_number> from <address> [ ({reason>)]

(75445 ]
LOG_INFO

=0K]

ftp Tonr A4 2T LEBAICHhEnET,
15 4y R VRIRRE 3 8 C H BHUIITIC & 0 98] exit ShBAIC b ENE T,

(/X5 A 2 DEK]
<user>
0y ra—ig
{class>
arsArr 7R
admin
EHE T T A
user

—fEz—HFr I
<interface_number>
A VBT 2 —AEKF
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<address>
IIAT MO IPT KL A
<reasony
Tl
exit A REFTICL DRI T D b
autologout
MRS L 2 0Hle 77 U b
clear
clear line I~y RIZXBMifiln 77 7 b
reset
reset A< RIZXDHiHa 77 o ~

1t

Tf

VAT a7

#%
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1.23 sshT—E>DAvE—
1.23.1 ssh7/RR FEREEER A Rl BRIE

[Ayv+E—2)

‘sshdi generating public/private host key pair.

(F34A4YT+]
LOG_INFO

=]
AL D ssh kA N BIHOERE BRI LB AT SnET,

1.23.2 sshRRX FEREESBERSET

(A vtE—2)

‘sshdl generated public/private host key pair.

(F34A4YT+]
LOG_INFO

=0K]

AREEE D ssh AR A FRREREO AR Z 5% T LG aicHisnE 7,
ARA =T DBIT sshERTE D L1720 £,

1.23.3 AJ4 RBERETS—)

[Ay+E—2]

‘sshdl failed login <user> on ssh/sftp <interface_number> from <address>

(F354F)T 1]
LOG_INFO

[ErK])
ssh £721% sftp C2—VZ FITNAT—=RKNEI DI 7 A o TExRhos A ICHENET,

(/35 A 52 DEK]

<user>

a7 A v a—F4
<interface_number>

A VBT 2= AEE
<address>

JI7AT L RDIPT LA
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1.24 sshOJAVT—FE2 DA vE—
1.24.1 B4 UmHY

[Ay+E—2)

‘sshlogini login <user> as <class> on ssh <interface_number> from <address>

(F34A4UT+]
LOG_INFO

20K]
ssh CIEWIZR 7 AV CEHEAICHDERET,

(/X5 A2 DEK]

<user>

07 A L a—F4
{class>
arsArr 7R
admin

EHE T T A
user

— =7 72
<interface_number>
AR T 2—AEKE
<address>
TI7AT L NDIPT FLA

1.24.2 O5A4 UK ERIHETS—)
[Avyt—]

‘sshlogini failed login <user> on ssh <{interface_number> from <address>

(F54H4 )T 4]
LOG_INFO
EK]
ssh CL—HZRNED 2DITu /A o TEhpoHGEIcHhEnE+,
(/N5 A2 DEK]
<{user>
nrAra—¥Eg

<interface_number>

A BT 2—AES
<address>
IIAT UMD IPT KL A

1.24.3 04T

[Ay+—2)

‘sshlogini exit <user> as <class> on ssh <interface_number> from <address> [({reason>)]
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(FTS34A4YT«]
LOG_INFO

=]

ssh Texit LG AICH A ENFE T, telnetinfo autologout =~ ROREIZ LV il exit SNZHEEICDH
HhanEd,

(/35 A 2 DEK]

<user>
07 A v a—F4
<class>
=R GV S
admin
EEE T T A
user
= F 2
<interface_number>
AV BT 2—AFKE
<address>
IIAT MO IPT RV A
<reason>
L
exit av Y REFIZL 07T U b
autologout
MRS L 2 0Hle 77 U b
clear
clear line I~y RIZXBMifiln /7 7 b
reset
reset A~ NIZ L B5fle 77 7 b

T

B1E AT L ER—E 169



1.25 sftp T—FE DA YE—D
1.25.1 B4 Uiy

[Ayv+E—2)

‘sftpdi login <user> as <class> on sftp <interface_number> from <address>

(F34A4)T 4]
LOG_INFO

=19
sftp CEFICn 74 v CEBAICHhanEd,

[/85 A2 DERK]

<user>

07 A a—F4
{class>
arsArr 7R
admin

EHE T T A
user

— =7 72
<interface_number>
AR T 2—AEE
<address>
II7AT L INDIPT FLA

1.25.2 OJA4 kB ERIETZ—)
[Avyt—)

‘sftpdi failed login <user> on sftp <interface_number> from <address>

(F54H4 )T 4]

LOG_INFO
EK]

sftp C—WELNES T-DICan A4 o TEhho 2B I hEanEd,
(/N5 A2 DEK]

<user>

0 sS v a—HE

<interface_number>

A BT 2—AES
<address>
IIAT MO IPT KL A

1.25.3 T 74 ILEET

[Ay+—2]

‘sftpdl {filename> Write complete

T
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(FTS34A4YT«]
LOG_INFO

EK]
TrANERE (T FAT Y b0 put)I2E Y RIMB EEX SN2 EE2RLET,

(/35 A 2 DEK]

<filename>
tEEXINZT A NV4

1.25.4 74 J)LEUIRET

(A vtE—2)

‘sftpdi {filename> Read complete

(544 T«]
LOG_INFO
=19
T ANEWN(T FAT > M B get) IZX Y ROMABFELHENTZZ L E2RLET,

(/35 A 2 DEK]

<filename>
S ENTZT 7 A4

1.25.5 0OJ4 8T

[Ayv+E—2)

‘sftpdi exit <user> as <class> on sftp <interface_number> from <address> [(<reason>)]

(754415 ]
LOG_INFO

=0K]

sftp TORTA U EKT LSS hEnET,
15 4y [ EERRVRIRFE 3 8 C H BHUIITIC & 0 98 exit ShBAIC b EnE T,

(/35 A2 DEBK]

{user>

0 JAra—4
{class>
arsArr7A
admin

EHE T T A
user

—fra =7 T2
<interface_number>
A UET =2 —AF
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<address>
IIAT MO IPT KL A
<reasony
Tl
exit A REFTICL DRI T D b
autologout
MRS L 2 0Hle 77 U b
clear
clear line I~y RIZXBMifiln 77 7 b
reset
reset A< RIZXDHiHa 77 o ~

1t

Tf

VAT a7

#%
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1.26 http/https DA v +—o
1.26.1 A5 A @I

[Ay+E—2)

‘httpdl login <user> as <class> on http <interface_number> from <address>

(F34A4UT+]
LOG_INFO

=19
http TIEFEICR 7 A CEHEAICHhENET,

(/X5 A2 DEBK]

<user>

0y A ra—isg
{class>
arsArr 7R
admin

EHE T T A
user

— =7 72
<interface_number>
AR T 2—AEE
<address>

http #it7 FL A

1.26.2 OJA4 KB ERIHETS—)
[Avyt—]

‘httpdi failed login <user> on http <interface_number> from <address>

(544U T 4]
LOG_INFO
EK]
http TR A L a—PFLAEF AT = RREI DI u A o TE oG EIcHhanEd,
[N A2 DEK]
<user>
RN

<interface_number>
AVET 22— AKE
<address>

http #5kitT KL A

1.26.3 OJA T

[Ay+E—2)

‘httpdl exit <user> as <class> on http <interface_number> from <address> [ (<reason>)]
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(FTS34A4YT«]
LOG_INFO

=rR]
http Texit L72BHAICH A SNET, RHHBRIC XL 5 BEWTIFNC L0 58 exit SH7ZBAITHHDINET,

(/35 A 2 DEK]

<user>
07 A v a—F4
<class>
=R GV S
admin
EEET T A
user
—f—H s F 2
<interface_number>
AV BT 2—AFKE
<address>
http it 7 FL A
<reasony
L
exit avV REFIZL 07T U b
autologout
MRS L 2 0Hle 77 v b
clear
clear line a~y RIZXBMiflln /7 7 b
reset
reset A~ FIZLB5fle 77 7 b

1.26.4 v a3 E[RiBE
[Ay+E—2]

‘httpsdi httpsd socket overflow.

(F54F)T1]
LOG_INFO

=19
HTTPS & v o 3 » O[RIFHEFES EIR 2 L E Lz,




1.27 admin/sua< > FDAvtE—
1.27.1  admin FZh

[Ay+—2)

‘(name>l admin: authentication to <user> succeeded on <apl_name>

(F34A4YT+]
LOG_INFO

=19
admin 2~ N CRIECHKII L, EFICEHEE 7 7 AT CEREAICHIENET,

[/85 A2 DERK]

<name>
admin 2~ REFATLIZT BT T A
cmdexec
a2V —)LCadnin a2 R&F4T LT
telexec
telnet T admin <> K& FEIT L=
sshexec
ssh Tadmin 3~ R&E{TLT-
<user>
0 JA v a—4
<apl_name>
admin 2~ > REFEITLET IV r—va 4
console
oY —)LCadnin 2~ R&2FE(TL=
telnet
telnet T admin I~ R&FEITL7-
ssh

ssh Cadmin 2~ R&2FET L=

[Ay+E—2]

‘<name>2 admin: authentication to <user> succeeded on <apl_name> <{interface_number>

(T34 T 4]
LOG_INFO

EK]
admin 2~ RCERFEICRRII L, EFICEHEE 7 7 AIBITTE A ISR ET,

(/35 A 52 DEK]

<name>
admin 2w REET LT v /T A
telexec
telnet Tadmin 2~ R&ZFET L=
sshexec
ssh CTadmin 2~ R&FE{TLT-
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cmdexec

2V —)LTadnin 2~ R&F4TLT-
<user>

0y A ra—Hg
<apl_name>

admin 2w REETLET 7Y r—a 4
vty

telnet Tadmin 2~ R&ZFET L=
ssh

ssh Tadmin =~ REZE{TLT-
console

a2V —)LCadnin 2~ R&FEIT LI
<interface_number>

AVET2—AFE

1.27.2  admin kB GREET S5 —)

[Ay+—2]

‘<name>l admin: authentication to <user> failed on <apl_name>

(T340 T 4]
LOG_INFO

=19
admin =<2 FCRIFITEB L, FHEZ 7 ABITTE R TEHAICHASNET,

(/35 X 2 DEK]

<name>
admin a2~ REFET LT BT T A
cmdexec
o) —)LCadnin a3~ FEETLEZ
telexec
telnet Tadmin =~ R&FEIT L=
sshexec
ssh CTadmin 2~ R&#E{TLT=
<user>
nJA v a—F4
<apl_name>
admin 3w REETLET 7V r—va o4
console
22 Y —)LTadmin 2= REFEITLE
telnet
telnet CTadmin 2~ R&ZFEIT L=
ssh

ssh Cadmin 2~> R&FETLT-

[AvytE—2)

‘<name>l admin: authentication to <user> failed on <apl_name> <interface_number>
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(FTS34A4YT«]
LOG_INFO

=rR]
admin 2~ > FCRRREICKRI L, BHE Y 7 BT CERP > G ICHASNET,

(/35 A 2 DEK]

<name>
admin A~ FE2FET LT v 7T A
telexec
telnet Tadmin =< R&FEITLT=
sshexec
ssh CTadmin =3~ REE{T L=
cmdexec
2V —)LTadnin 2> R&FEIT L
{user>
0y A a—F4
<apl_name>
admin 2~ REFEIT LT UV r—T a4
vty
telnet Tadmin =~ R&FEIT L=
ssh
ssh Tadmin 2~ K& E{TLT=
console

2 Y —/LCadnin 2~ REFEIT LT
<interface_number>
BT 2 — AT

1.27.3 admin#&7T

[Ay+E—2]

‘(name>i admin: exit <user> on <apl_name>

(F544)T 1]

LOG_INFO

ZK)
admin 2~ R CTEHEZ 7 ATBITL CWOTIREND k=2 —0 7 7 X ER LA IcEErREanEz 4,

(/35 A2 DEK]

<name>

admin 2~ REFET LT 0T T A
telexec

telnet Tadmin =<2 REFEIT L=
sshexec

ssh Tadmin =< R&FEITLTZ
cmdexec

oY —)LCadnin 2~ R&EFETL=




<user>
0y A ra—isg
<apl_name>
admin 2w REFETLET 7Y r—a 4
telnet
telnet T admin =~ K& FEIT L=
ssh
ssh Tadmin 3~ R&E{T L=
console
2V =)L Cadnin 2~ REETLEZ

[AytE—]

‘<namo>i admin: exit <user> on <apl_name> <interface_number>

(F54F )T 1]
LOG_INFO

=0K]

admin 2~ R CEHEZ 7 ATBITL CWOTIREN DS —k=2—F 7 7 X ER LGS TS E T,

(/35 A 52 DEK]

<name>
admin a2~ REFETLEZT BT T A
telexec
telnet CTadmin 2~ R&ZFEIT L7
sshexec
ssh Tadmin 2~ REFEITLT=
cmdexec
o Y —)LTadnin a2 REFETLE
<user>
0y A ra—HE
<apl_name>
admin A~ REFAT LT 7 r—a o4
vty
telnet Tadmin 2=~ > R&FEIT L=
ssh
ssh Tadmin =~ R&ZZE{TLT-
console
oY —/LCadnin 2~ REFETLZ
<interface_number>
ALET 2 —AE

F1E VAT LaTER—
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1.28 IPsec/IKED* vt—o
1.28.1 ISAKNP SA+T>T—> 3y

[Ay+E—2]

‘isakmpi not acceptable <etype> mode

(F34A4YT1]
LOG_INFO

=0K]

PR—PSN TR, FEEZTANLONRNEHRE— FEeZFE LI LR LET, 20X vE—I3,
ISAKMP SA DR H L m— g 7 —FZERIS, ARIOREIZ L VIRE LIoRRE— F L3R 5E— Fex(E
Lizéxictihansd,

[/85 A2 DERK]

<etype>
e — K
PR— FENTVRNEHE—
1
Base

ZF AN LN OZHE— K
MAMOBREIZL VIRE LB E— REFR ST
2

Identity Protection

4

Aggressive

[Ay+E—2]

‘isakmpi invalid encryption algorithm <algorithm>

(FTS54A4YUT«]
LOG_INFO

EK]
PHR— R ENTORY, REFAEREST VT ALEZE LI &R LET, ZOAy =%, ISAKMP
SA DRIV T—a DT —ZJBIESZ(ERHT, DES_CBC, 3DES_CBC, AES_CBC LMIDKET /LT X AEZ(EL
et EICHAESET,

(/X5 A2 DEK]

<algorithm>

[HE =R %= ) - NN
PAR—=FENTWRWEEST LI U XA
2

IDEA BF 572U X A
3

Blowfish K57 /LT X A
4

RC5-R16-B64 W57 /LT Y X A
6

CAST W55 7Y XA

T
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RIERKET LY XA
1~7 LSO ARE D

MUTORE ST AT Y LI R—FSNTHLOHNINDEZ LT £EA,

1

DES CBC KE= 7 LY XA
5

3DES CBC WEHT7 /=Y XA
1

AES-CBC K 57 /LY X A

[Ay+E—2]

‘isakmpi invalid hash algorithm <algorithm>

(TS54F) T 4]
LOG_INFO

=)

HPR—=FENTWARN, FRIIRERNY Y 2T VI Y RLEZELEZ 2 RLET, 20X vE—I0F,
ISAKMP SA D I —3 5 L DF —Z BIHSZAZHEC, MD5, SHA, SHA2 LISD Ny a7 3 XLaEZE L

LEicHAISNnET,

(/X5 A2 DFEK]

<algorithm>

Ny aT T XA
FR—FENTWRNANY 2T LT Y XL
3

Tiger Ny ¥ a7 /L3 XA

RIERNY 27T Y X5

1~6 LISA DA E DfE

KUTDONy a7 VT AT R—FSNTHLOHNENDZ Lidd ) £EA,

1

MD5 7L =Y R
2

SHA 7 L3 X A
4

SHAZ (256bit) 7 /L= U X A
5

SHA2 (384bit) 7 /L= U X A
6

SHA2 (512bit) 7 /L= U X A

(A y+E—2]

‘isakmpi invalid authentication method <method>

(F54F1)T 1]

LOG_INFO

=]

PAR— RS TR, RERBIFESIREZEFE LI LERLET, ZDA vy =%, ISAKMP SA Ox T =
—va v OFT =R BMEZAERIC, HHHE (Pre-shared key) #BFELMNORFEF XA ZE LI L 2ICHishET,

1t

VAT LT

T

#%
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(/35 A 2 DEK]

<method>
RRE A
PAR— P ZINTWRWEREES
2
DSS BAFRFESA K
3
RSA B4 FRFES
4
RSA I B-BRE ST X
5
R RSA W 538 GE
RIEZG8RE S A
1~5 IS DATE DAE
MU TORBIEF NIV A — RSN TWABEDHENEND Z EEH Y THA,
1
BESRNIEA SR RE 7

[Ay+E—2]

‘isakmpi invalid DH group type <group>

(FTS54A4UT«]
LOG_INFO

L)

PR— P ENTWRD, ETREFRERIN—TZA TEZFE L2 2RLET, 20X vE—T0F, ISAKMP SA
DRIALT— g DT —F BIEZERIC, RFC2409 IZEHRENTWDHHTMODP USAD I N—TFF A T %515
Lt hEanE7,

(/N5 A2 DEK]
<group>
T N—T Rk
PAR—FEINTWeWIL—T 2 AT

2

ECP 72 B 7 —7
3

EC2N 72 Bk 7 v —7
RIEZRFRREH K

1~3 LIS DR E D
KUTDOITN—FHA T IIFHR—=FEINTWEOETEINDZ B FEA,
1

MODP $5#5 % 7 v — 7

[Ay+E—2)

‘isakmpi ignore the packet, expecting the packet encrypted

(F34A4YT1]
LOG_INFO
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Z0K)
ZET y PR L EN TS Z &2 HIH L TR, BBk EnTHnARnEd, Sy y F2lEELEZ L v
RLET, ZOAyB—I1F, ISAKMP SA DR AL m—3 9 T, @ZHHONYry MIRES(LEND 2 & &
T D0, BalbSh TRy y hEZELEEEICHIENET,

[Ay+E—2)

‘isakmpi Expecting IP address type in main mode, but <{type>

(F34A4YT1]
LOG_INFO

EK]
Main E— RCEZIELZID XA a— RO IPT7 RLAZA TR, MFL QWX A T ThhroloZ B RLET,
ZDA =%, ISAKMP SA OF I x=— 3 & A HE (Pre-shared key) FBAETIT 2 HAIZ, ID XA 72— K
DAZHN TPvA 7 KL A, IPv6 7 RLALUSATITbR i Xl hanE,

(/X5 A2 DEBK]

<type>
ID & A
PR—=FENTWARNID XA T
1
IPvd 7 KL 2
2
BWEIR L RAA U4
3
B2 La—Y4
4
IPvd 7 RL AL Ry v AT
5
IPv6 7 KL A
6
IPv6 7 RLAE Ry h~wRY
7
IPvd 7 R L AHIFRFEE
8
IPv6 7 R L A KPS E
9
AFAAE RS D X. 501 /31 F U DER
Tra—r4 7
10
AFAA G D X. 509 /31 F U DER
Tra—r4 7
1
A ID FEHR
ARIERID XA
I~11 YA DO REDHE

[Ay+E—]

‘isakmpi give up phasel negotiation. <local>[<local_port>] —> <remote>[{remote_port>]

T
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(FTS34A4YT«]
LOG_INFO

=]

ISAKMP SA DR AL — g U OFERBAKT LI L2 RLET, 204 vv—1%, RIS,

P

DOREICL Y F T — a3y RZETEF, xIvz—rarPRRLE SIS ET, £
. REIAZEIV I Tz —va Ny RBBESL, Ry —a URKRLTZE FICH DS RE T,

(/35 A 2 DEK]

<local>

IPsec XfG 37y FaEX 2 7bT 2EEI0 IP 7 N U A F 7213 A &R &
<remote>

IPsec XGT Y a7 X a7 25 TH IP 7 N L A E 7230 L E A
<local_port>

IPsec fG 7y haetXa T T 5 EFELAR— MNER
<remote_port>

IPsec MRy b7 orvX a7k 5HThAR— &5

[AytE—]

‘isakmpi phasel information overflow.

(F54F)T 4]
LOG_INFO

=0K]

ISAKMP SA D T T—3 3 > C, Phasel IFROARKEEBA -2 LE2RLET, 20X vE—U0, KESHE
B CRIFEC TPsec/TKE SBIE 1TV, FALFEINLD Psec SA B DX A I o 7 BREIFEICIT V- 540 Tk

OMEIZ L > TEREL, Loxr T o—v g UBMTONCHEICH I ET,

(A vtE—2)

‘isakmpi invalid Minor Version.

(T4 )T «]
LOG_INFO

EK]
ARIE72 Minor Version DfE& {5 L7-Z L &R LET,

ZDA =V, ISAKMP SA DRI —3 3 T — X Z(EWEZ, Minor Version {Z 0, 1 PIANOIENERE S

7oy hERELREEEICHTENET,

[Ay+E—]

‘isakmpi invalid RESERVED field.

(F54F )T 1]
LOG_INFO

=19
ARIEZ2 RESERVED 7 4 — )V FOEAZELI-Z L2 LE T,

T

B1E VAT LT
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DA yE—U0F, ISAKMP SA DR A T—3 7 7 —HZ(EWFT, RESERVED 7 ¢ —/b RIZ 0 LIS OENGRE S
Ny hEZELEEEICHAOENET,

(A vytE—2)

‘ isakmp: invalid number of Transform Payload.

(F34A4UT+]
LOG_INFO

=]

ARIE72#tof Transforms DEZSZ{E LizZ &R LE T,

TDOAvyE—I1F, ISAKMP SA DRI m—3 g 7 — X ZEREZ, #of Transforms fEIZ Transform ~<A o — K
DOEEE & Bl DENRHRE SN ATy FeZfE Lic s i EsnET,

[Ay+E—]

‘isakmpi invalid Next Payload type of SA Payload.

(T4 T 4]
LOG_INFO

=0K]

ARIERSAXA B — RORSA a— RNF A TOEEZELZ EE2RLET,
ZDAvE—=UF, ISAKMP SADFR T T— 9 T — X ZERFT, SAXA B— FORSA vn— & A T7IZ
Proposal ~4 @ — K (2). Transform A 2 — R Q) DIENHE SNy NaZE L IcH SN ET,

[Ay+E—2]

‘isakmpi invalid Next Payload type of Transform Payload.

(FS34A4YT1]
LOG_INFO

=0K]

RIEZ2 Transform A @ — ROE_A 0 — RE A4 TOEEZE L2 2R LET,

DA vE—TF, ISAKMP SA DRI T—3 g 0T —HZFHET, Transform <A @ — ROKRA 0 — KZ A
TIZA m— K72 L (0), Transform ~A 1 — R Q) LSDIENRE SN Try hEZFE LI EXICH S
iﬂqo

[Ay+E—2]

‘isakmpi invalid Next Payload type of the last Payload.

(F34A4UT+]
LOG_INFO

=]

RERRESRAL B — RORSXA 0— RE A TOEEZE L LR LET,
TDORA =L, ISAKMP SA DRI T—3 3 T —FZFRHT, A B — RORSA v— R¥ A 712K
N BE—=FRZRLO) TRWVMENRREINT- Ny haZELEZEEICHINET,

[Ayv+—2)

‘isakmpl invalid Next Payload type <type>.

T
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(FTS34A4YT«]
LOG_INFO

EK]
HESNTWRWRERRSA a— K2 TDEEZELEZZ 2R LET,
DA yE—UlF, ISAKMP SA DR T —3 g T —HZERIZ, R va— FE A FICHEENTOARNAR
ERENRFRESINT Ty " EeEZELEEXICHASRET,

(/X5 A2 DEBK]
<{type>
REZR~Afa— R NZAT
0~13 LIS OAREDE

1.28.2 IPsec SAxrdvxT—2 3>

[Ay+E—2)

‘isakmpi invalid transform id=<id> in <protocol>

(F34A4YT1]
LOG_INFO

BK]
PR=FENTWARN, FFRIETIRERNF AT+ —LIDEZELIEZEARLET, ZDOA v E—I0F,
IPsec SA DT — g VHHIBHFIC, ZELLZ NI VAT 4 —b_f 0 — R T AT 3 —5 ID BRYFR—
F, EAIIARERREEE TGS T LY ZLOESICH TSN ET,

(/NZ A2 DEK]

<id>

N7 U AT 4 — 5 IDGERAE /M T LT Y X L)
protocol 73 ISAKMP D & &

RER NI AT F—5 1D

1 LIS DOAEDE

MUTO MU AT 4 —A DI AR— IR TWETOH TSNS Lixb WA,
1

IKE

protocol 25 AH O & &
PR—=FENTVWARNVWFT AT 3 —A 1D

4

DES REFET /=Y X A
RERRNF AT+ —2 1D

I~T7 LS DOFREDE

MUTO R AT7 4 —A DI R— IR TWETZOHIIENDZ LT A,
2

MD5 FRAE T LY X A

3

SHA ZHFET7 /LY X 4

5

SHA2 (256bit) FRAET /L =T Y X A

6

SHAZ2 (384bit) FRAET /LT Y X A

T
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1

SHA2 (512bit) FRAET /LT Y A A
protocol A ESP & &
PR—FENTWRNEFT AT 5+ —45 1D
1

DES 1V64 W=7 L2 XA
4

RCSBEET VT Y X A
5

IDEA BE 57/ X A
6

CAST BE A7 /T U X A
7

Blowfish K57 /L3 X A
8

U ZVIDEAREE T LT Y X A
9

DES 1V32 &7/ XA
10

RCAREET VT Y X A
ARIER NIV AT 5 —5 1D
1~12 LIS DAE DA
MUTD R AT =L IDIEHR—FENTWDHEOHAEIND T EEHY A,
2

DES K557 /LU X L
3

3DES KE5 T =2 U X A
12

AESBE 573U X A

<protocol>

7a kan
1

ISAKMP 7’12 ks =2 /)1
2

PEET | R
3

We7a han

[Ay+E—2]

‘isakmpi invalid encryption mode=<mode>

(544U T«]
LOG_INFO
EK]
PR—FEINTWaWn, FEEARERDITELE—REZELEIEERLET, ZOA vyE—U, IPsec SA

DRI Z— g v DF—FBEZERIC, P AVE— RUSNOT FELE— REZE L XICHDENE
7,




(/35 A 2 DEK]

<mode>
B TFENLE—FR
1

FoxLE—FR
2

N7V AR—ME—NK
3(FE /=1 61443)

UDP A7) T R FE—R
4(FE =13 61444)

WP A7) hF o AR—FE—F
MUTONTELE— NIV AR— b TWHeDHhEans 2 Lixd v A,
2

FZ7 U AR—FE—F
4(FET1=1% 61444)

WP A 7EY 7 NTFAR—FME—F
RIER SN E— R
EFFELIS DA E DfE

[Ay+E—2]

‘isakmpi invalid authentication algorithm=<algorithm>

(T34 T 4]
LOG_INFO

=19
PR—FENTWRY, FREARERBIET VITY RLE2ZE L2 E2RLET, 20X vE—U1F, IPsec

SA DAL — g L OF—F BIEZ{ERIZ . HMAC-MD5, HMAC-SHAL DI DEREET LT XA EZELTI- & X1\
HAsnEd,

(/35 A 2 DEK]

<algorithm>
FREET LY X
PAR— F IR TORWGEFET /LT Y AL
3
DES MAC FERET /LT Y X A
4
KPDK §8GET /L2 Y X A
RERFFET L TY X A
1~T7 LIS DRE DFE
MUTORFET VY ZAAFHR—FENTWLOMNIINGZ &iEH D EEA,
1
HMAC MD5 FBRET /LU X A
2
HMAC SHA FRFET /LU X L
5
HMAC SHA2(256bit) FRRET /LT YU X A
6
HMAC SHA2 (384bit) FRFET /LT U X A
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1
HMAC SHA2(512bit) FRFET /L= U XL

(A vtE—2)

‘isakmpi give up phase2 negotiation. <src_addr>[<src_port>] —> <dst_addr>[<{dst_port>]

(F34A4UT+]
LOG_INFO

=19
IPsec SA DX T T — g VOFREFMMKET L2 LA RLET, 20X vib—I1F, BRGSO TFEE
OREICE Y xT 2= a Xy MRZETERNSTHACKEI AL Ny MREI N L
ICEoT, v —va rBRRLEGARICHTISET,

(/35 A 2 DEK]

<src_addr>

Psec MGy MaetXx a7 kT 5%EL IP 7 FLX
<dst_addr>

IPsec MG/ X7y haT X a T TH5HTHRIPT FLA
<{src_port>

IPsec B/ Tr v haetXa T T oEEFELAR— MNER
<dst_port>

IPsec ;RN b 2T X a 7T 5H THhAR— bES

[AytE—]

‘isakmpi phase2 information overflow.

(F544 )T «]
LOG_INFO

=19
IPsec SA MR T T—3 3 T, Phase2 MR AEEZBEZ -2 2R LET, 20X vE—I0%, K
% ClRIMEIC IPsec/IKE JBIEZITVN, FALFALD IPsec SA EFH D Z A I v 7 NSRRI/ T oL 7= Ao Rk
ORIEIC L W EREBLL Lox I o— g UMThiaBailcHE i EnE1,

(A vtE—2)

‘isakmpl IPsec SA protocol id mismatched.

(FS34A4UT«]
LOG_INFO

=]

IPsec SA DA — g7 ba)bN, Z{E L7 IPsec SA DRI — g & —H L0122 & &2R
LEJ, IPsec SA DRIV T —L g ANIEKR LI LIV AR FIZLoTHAENET,

[Ay+E—2]

‘isakmpi IPsec SA encryption algorithm mismatched.

(F54F)T1]
LOG_INFO

T
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=]

IPsec SA DREE- TN TY XLMN, Z{E LT~ IPsec SA OIFZFT L IY XL EL—F Lo a2 R LET,
IPsec SA DRI m— g VKB LIZEZICL ARV FIZLo T EnET,

[Ay+E—2)

‘isakmpi IPsec SA encryption algorithm key length mismatched

(F34A4YT1]
LOG_INFO

=0K]

IPsec SA DIEE TN T Y XLDOHEMN, 5Z{E L7- IPsec SA DIFET N ITY ZLDRE L —B Lol %
ﬁ_\‘biﬁ—o
IPsec SA DA T T — g VIZRLIZE XL AR Ik TSN ET,

[Ay+E—2]

‘isakmpi IPsec SA authentication algorithm mismatched

(F354F)T 4]
LOG_INFO

=]

IPsec SA DFRBFET/LTY X LN, ZE L7 IPsec SA DRFHT N ITY AL E—F LR Z &2 RLET,
IPsec SA DR A== g3 VKR LI E VARV XKk THhEnET,

[AytE—]

‘isakmpi IPsec SA pfs group mismatched.

(F54F)T1]
LOG_INFO

(Ek]

IPsec SA @ PFS i HF D DH 7 /L —7F 23, 32{E L7= IPsec SA D DH Z—F L —FH L igho=Z L AR LET,
IPsec SA DX AL m— g NZRRLIEZEZIZLV ARV Ak THIENET,

1.28.3  ISAKMP. IPsec &

[Ay+E—2]

‘isakmpi invalid value of DOI 0x<doi>

(F34A4YT1]
LOG_INFO

=0K]

RIEZR DI DfEZSZE L E2 R LET, ZOA v E—1F, ISAKMP SA £7-1% IPsec SADR I —3 3
BHAAEIC . 5218 L72 SA 31 B2— F® DOI 3 IPsec DOT LISNDIEASICH TSN E T,

T
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(/35 A 2 DEK]

<doi>
DOI
00000001 LAZLDOAEDE

[Ay+—2)

‘isakmpl invalid situation Ox<situation>

(F54F)T 4]
LOG_INFO

=19
PAR— FEN TV, F7IEARIE: Situation DIEEZE LI E&RLET, ZTDA v E—IF, [SAKMP
SA F721F IPsec SA DR T x— 3 UBAMAIFIZ, Sf5 L7z SA XA 2 — K® Situation 7% SIT_IDENTITY_ONLY
LA DgGAEICH TSN E T,

(/N5 A2 DEK]
<situation>

situation

PR — h ZF TRV Situation

00000002

FATE—Ta O SAN, TS EINTEF 2 ) T A PR BERBRRICHDL L ERLET,
00000004

XA T—a VD SAN, TN T ST 4 R SEETOIREICHD I ERLET,
RIE7Z: situation

00000001, 00000002, 00000004 LASD R E DI

MLUF O Situation (XA — FENTWEEZOHIENEZ Li3bH Y FHA,

00000001

T IDERICE > TSAZHRT L EEBELET,

[Ay+E—2]

‘isakmpi invalid protocol id <id>

(FS54F)T 1]
LOG_INFO

)

PR—FENTWRW, FREFARERT e har IDOMEZEFELZZEE2RLET, 20X vE—U1F, ISAKIP
SA F7/21X IPsec SA DR Ty — 3 VBMERFIZ, ZIE L7 e R—P L1 v— KD 7 1 k2L 1D A ISAKMP,
AH, ESP LAt DgGE I SE T,

(/35 A 2 DEK]

<id>
A= =Y 7))
HR—hrEInTW W7 e hanid
4

E#E7a b=
ARIEAR7va b= ID
1~4 S OREDE

T
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KUTFTOT\m b IDIFHAR— RSN TNLOENEINDZEEH Y A,
1
ISAKMP 7'& ks =21
2
IPsec 8GE7" 1 k221
3
IPsec B§ 37 v k=)L

[Ay+E—]

‘isakmpi invalid life type <{type>

(F34F40T4]
LOG_INFO

=0K]

RIER Life ZA THZELIEZ A2 RLET, ZDORA vyE—0%, ISAKMP SA £7-1% IPsec SA DR T T —3
g DT — X BIEZERFIC, RFC2409 IZER SN TWARWLLife A4 TH2ZE LI XICHIENET,

(/X5 A2 DERK]

<type>
Life ¥4~
RIEAR7 v h=nL 1D
1. 2 DA OFREDE
MLLTFO Life A IV AR —FENTWELDHNENDZ EEH0 £8A,
1
HAALRD
2
A=A R

[Ay+E—2)

‘isakmpi invalid attribute type <{type>

(FS34A4YT1]
LOG_INFO

=0K]

PR—FENTWARY, FRITRERBHS A TE2ZELZI 2R LET, TOX vy —I1%, ISAKP SA %
721X IPsec SA DR A T— g OFT — X BHEZERIZ, R — F ZN TR0V EZIXRFC2409 ITEFSINT
WRWBMHE A TEZELZEEZICHIENET,

(/35 A 2 DEK]

<{type>
By A7
ISAKMP SA r A m—3/ gD & X
BR—FENTWARWEESY A
8
TIN—Trpk 2 B2 A7
9
TN—THh# A B A7
10
TN—THREB et & A 7

Tf
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15

T4 — IV RFERMEX AT
16
TN—TNEEM & A~
RIEREMES AT

1~15 LIS DR TE DfE

KUTOBHESA TIZIR— SN TWDTDH SN2 L1TH Y £t A,

1

= =) I NN

2

Ny aTIa) XL

3

AR

4

T — 7Rkt

5

TN—THAT

6

T N—T KL
1

TN—THRK 1

1

Life #A4

12

Life fitfeidifR

13

prf

14

R

IPsec SAx Ty —y g DL x
PR—FEN T WEHEZY A7
7

I REhs A~

8
EfEREEY A X@E Sy A4 7
9

JERETZ A ~— b
TAITY XA
REREMES AT

1~9 DS OARE DA

KUTOBHESA TIETYR—F SN TWDTDH SN2 L1THY A,

1

Life #A 7

2

Life fikietifR
3

7 — 7Rk
4

h T LET— R
5
FEET LT Y XA

192



6
HER

(A vtE—2)

‘isakmpi invalid group description=<group>

(F514Y7+]

LOG_INFO

=]

PHR—PFENTW2W, FERERI NV —TRRR T2 E LI 2R LET, ZORA vE—1F, ISAKMP SA
F7/21E IPsec SA DRI T=— 3 OF — X EHEZERIC, VR— STV E 7213 RFC2409 IZEFEK S 1

TWeWnWZ —T7b F &% E Lzt ST hEanEd,

(/35 A 52 DEK]

<group>
I —7 kA
PR — h ER TN L — TRk 1
3
EC2N[27155] 72 B9%% 7 v ——
4
EC2N[27185] 72 M B 7/ v —7
RIEAR 7 NV—T7 b+
1~5 LIS DA EDIE

KUTOIN—TFRRAIFIIR— P SN TWDOH N END 2 LiTdH Y FEA,

1

768 £ > h MODP 7 L—7
2

1024 ¥ k MODP 7 L—7
5

1536 £ k MODP 7 /L—7
14

2048 £ ~ MODP 7' /L—77

(A vtE—2)

‘isakmpi ignore the packet, received unexpecting payload type <group>

(F34A4YT+]

LOG_INFO

=0K]

LTV RN e — RS TEZE LD, 2Oy FEWELIZZ AT LET, TOAYE—T
IZ. TSAKMP SA F721F TPsec SA DR AT — 3 T, ZELIE AT v MBI L TO2R0f B — R3E %

nTnWeE s ET,

(/35 A 2 DEK]

<group>
NAu—RNFZAT
0

none A @ — N

1t

AT LE T

T

W
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1

SANAm—RZAT
2

TuaR—PA_Xfa— ¥ AT
3

(A SN =R N =
4

AN A 1 — N Z AT
5

DA r—=REAT
6

FEREASNA o — N2 A
1

FEREFERNA v — & 147
8

Ny Yafua—RELT
9

BAHRA 0 —RIAT
10

Nonce XA @ — KX A
1

WA m—RKZ AT

12
HIBR_A m— K2 A 7
13

S VEAVEE B=El P

20 (FE =X 130)

NAT 7 4 A NY_RAfa— RN AT

21 (FE (X 131)

NAT AU PF T KL A, B— KA A
RiE72_XAfa— K& A7

U OREDOHE

(A vtE—2)

‘isakmpi received invalid next payload type <receive_type>, expecting <expect_type>

(T4 )T «]
LOG_INFO

=]

HIFL WM e — R AT LT RB2 M v — BRI B— RZBEEENTWE=Z EanrLET, 20
A —1F, ISAKMP SA £7-1% IPsec SADFR TS o —3 5 0T, BENPZIT 537 v MR & 1T R DR D
Ny hEZELEEEXICHAIINET,

(/35 A 2 DEK]

<receive_type>
ZRLIERA v — K& AT
0
none XA @ — N
1
SANAr—RNEAT

T

w-m 194

B1E VAT LT



2
TaR—PLf o= RKE AT
3

NI UAT g —bfua—RKZ AT
4

PN 1 — N H AT

5

DA a—REAT

6

FEESNM - &1

7

REREFEE RN v — & 14
8

Ny Vaxfua—RZAT

9

BhLRAa— REAT

10

Nonce XA @ — KX A

1

WA m— RZ AT

12

HIfR_A m— R & A

13

RF DA a—R¥A4T
20 (FEF=1% 130)

NAT 7 4 ABNY XA a— RE AT
21 (F1=(% 131)

NAT AU OF AT R AL m— RE AT
RERNAm—RFZAT
FRLIS O R EDE
<expect_type>

WL e/ e — ¥4~
1

SAAfua—RZAT

8

Ny Vafua— RIS

[Ay+E—2]

‘isakmpi HASH mismatched side=<side> exchange type=<type> status=<status>

(T4 )T 4]
LOG_INFO

)|

ZAE LTy Vol e ZE AT Y FABER LAY V2l K LAV LR LET, 202 vE—Vi,
ISAKMP SA F7-1% IPsec SA DRI —L g FlZ, A =P —FFHIF VARV ZICE > THHESNET,
A=Y= HERTI VAR ENEZE LNy BT — X ORERCK S AR BT IEER v b EH
WrCcEiemolmZ LA/RLET, F7-. Aggressive TR, HEEN L A2WVWEAEBHIENET,
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(/X5 A 2 DEK]

<side>
Bl IR AE
0
A ==
1
VAR Al
<type>
TSARMP A2 #a DR
2
Tdentity Protection AZ#a
4
Aggressive AZHA
32
Quick 23
<status>
ISAKMP Z2# T iR
Identity Protection AZ#if = = —HX DL &
1
3rd A v—U(GHF
Identity Protection ZZHAL AR XD L X
5
3rd A vE—U%ER
Aggressive ZHif = T —H DL X
3
Ist A vb— U 56
Aggressive ZXHAL AR F D L &=
3
ond A vB—U%[EHE
Quick XA = =—H D L X
5
Ist A vbB—U%{EH
Quick ZHL AR XD & X
1
Ist A vbB—U%(E0
5
ond A vB—TU%ER

[Ayv+E—2]

‘ isakmp: psk mismatched.

(F54F)T 1]
LOG_INFO

=0K]

ISAKMP SA DR I m—3 g o CHAERN—FH L TWAWaiEERH D Z 2R LET, AE#EA KL TV
RO RS D EECLAR ALV ERET,

Tf
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(A vtE—2)

‘protocoli weak key not usable for des—cbc encryption.

(F514 Y7 +]
LOG_INFO

=]

IPsec SA @ des—cbe F§5-8#|Z RFC2409 ¢ Appendix A IZFEIR EN TV 5 weak key ZRE L7 Z L 2R LE T,
des—cbc FF 58 RFC2409 @ Appendix A IZFRIR SN TWDEEMNERTE I, IPsec SA DIELE TR -T2 L &
ICHDEnET,

[Ay+E—]

‘protocoli weak key not usable for 3des—cbc encryption.

(T340 T 4]
LOG_INFO

=0K]

IPsec SA @ 3des—cbc K582 RFC2409 @ Appendix A I[ZFCi AV TUVV 5 weak key ZRRE L2 2R LFET,
3des—cbc W B-HER ERFICE B-48% 8 N4 N T2 D 3 DOEICHEI LIZBE, 3 DDHD EHc RFC2409
Appendix A IZFCR S TWAENFRIE ZH. IPsec SA DIERL AT o T- I ENFET,

(A vtE—2)

‘protocoli IPsec extension-range reached maximum.

(FS54A4YUT«]
LOG_INFO

2K]
B VPN F 7213 Radius TBANY D HE5E IPsec xPRFPAT B R RMEITE L7272, [Psec SA BERRTE 2o
T2l EERLET,
F 72, BIAY VPN F7213 Radius 0P L CEZRBMZEAT - 72 35A 10 E ML CHLIE TPsec IR EPHIFE M K
BIZELI2D, (ETE o/ 2R LET,
JEBE TPsec X REHERLE RBE LTI ZE W,

[Ay+E—2]

‘isakmpi give up <exchange_type> negotiation. <local>[<local_port>] —> <remote>[<{remote_port>]

(FTS54A4YUT«]
LOG_INFO

)

IKEv2 C. IPsec SA/ISAKMP SA DR T3 T—3 g v OFEERENK T LEZ L2 R LET, 20X v —I0%,
FEIRRER, HPEEOMBEICIV XTI vo—ra sy ERZETEP, xIvz—ra rBNRMLZE I
HASHET, Fid, REIACLYVRI =2 a0y EBEFESN, rdvz—Ta UL E
I ESNET,

(/X5 A2 DEK]

<exchange_type>
I AT
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IKE_SA_INIT
IKE_SA_INIT %3#a
IKE_AUTH
IKE_AUTH A3 #t
CREATE_CHILD_SA
CREATE_CHILD_SA A3t
INFORMAT IONAL
INFORMATIONAL %z #
<local>
IPsec G/ NT y hatX a7 T H5EEL IP 7 L RAEIT B EEHRNIEH
<remote>
IPsec 553y b T X a7 LT 5HTHIP 7 R LR F 13 T E RS
<local_port>
IPsec N7 v b EEF 2T (LT 2 RETR— &S
<remote_port>
IPsec XZ Ny T oexaT7bT25H TR — &S

(A vytE—)

isakmp: <remote_name> sent DELETE IPsec SA message in <line> [<line_name>]
isakmp: <remote_name> sent DELETE IKE SA message in <line> [<line_name>]

(T340 T 4]
LOG_INFO

(Enk)
IKEv1 6 A o % 7 = — A ZHAHER T, 1ined>DA V7 2 —RZHIRA v =V 2B L2 2R LET,

(/35 X 2 DEK]

<remote_name>
WFERXy NU—2 4. B4
<line>
A BT = — AfER
main
AA
backup
Ny T o7
<l ine_name>
EHA T 2= ADHFRXY NV —I X ETIEFA L E T 2 —RE

(A y+E—2]

isakmp: <remote_name> failed to sent DELETE IPsec SA message in <line> [<line_name>]
isakmp: <remote_name> failed to sent DELETE IKE SA message in <line> [<line_name>]

(FS34A4YT1]
LOG_INFO

=0K]

IKEvl A v % 7 = — A B T, <line>DA v 2 7 = —ARNFELRWAR EOHAIZ LV EIRA v &—
COREITERBR LI EERLET,

T
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(/35 A 2 DEK]

<remote_name>
WERy NU—2 4. B4
<line>
A BT = — AfER|
main
AA
backup
Ny T o7
<line_name>
EHA L E 72— ADHFXY NV =X ETEFA L F T2 — AL

[Ay+E—2]

‘isakmpi EAP Authentication failure. [{remote_name>]

(FS34A4UT«]
LOG_INFO

L)

IKEv2 o EAP FRREMEREFIIIFIZ, ID PN AT — ROAR—H/p EOBMIZ L Y BEAPFBREICKRBMLIZZ L 2R L E
T

(/X5 A2 DFEK]

<remote_name>
WERY NT—T 4. xRkt

1.28.4 1KEt€vI 3 OEETHRH
[Avt—)

‘isakmpi DPD watching host is down. [<target>]

(FT34A4UT+]
LOG_INFO

=Y
DPDIC &% TKE & & 2 U ORI TE Aoz Z L &R LET,

(/35 A2 DEK]
<target>
Ty NU—I 4. BEgtieh (B DS TFEHREREOLE)
T U V— N BB T BN T T L — MERBREDOLE)
1.28.5 B VPND A vtE—

(A vytE—2)

‘isakmpi The IKE negotiation demand from <user_id> has not received.

(F354F)T 1]
LOG_INFO

T
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=]

user_id>" 6D IKE xS — g VERNZETE RN E2RLET,

(/X5 A2 DFEK]

user_id>
By VPN TRz 7KGE L7c=—3 1D

(A y+E—]

‘isakmpi duplicate route: <address>

(TS54F) T 4]
LOG_INFO

=0K]

FHY VPN #2655 C IKE RT3 —3 3 U &4TH T2 DITBM UK L 0 b 2L N E W R R AT TR E &

NTCWrEZ EERLET,

(/X5 A2 DFEK]

<address>
BN L 7 BRI

[AytE—]

‘protocoli Cuser_id> was disconnected. [tmp<template>.rmt<{remote> ({reason>)]

(F54F)T4]
LOG_INFO

[(Enk)
user_id>ZYIKL7=Z L &R LE T,

(/35 X 2 DEK]

user_id>

By VPN 1 A & kEE L7 —3 1D
<template>

T T L— NERES
<remote>

HFEERES
<reasony

e i

idle timer expired

I3 3 B O RETATIG T2 & 2 Bl
manual

FHE U

cannot add route (<route>)

TR BN GEINT & 72 o 7o #2HK)

[Ay+—2]

‘isakmpl invalid psk was received. <user_id>

i

VAT LT

T
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(FTS34A4YT«]
LOG_INFO

EK]
RIEZ IKE WHEASZE LI 2R LET,
ZDOA vE—Ul, BIEY VPN BERE TRIAG Siv7e TKE SEARAAREE OV R — MEHEZ B2 2L 8IS E
T,
(/N5 A2 DEK]
<user_id>
ZIYY VPN fERASH T O = — 1D

[Ay+E—2]

‘isakmpi psk was not received. <user_id>

(F354F)T 1]
LOG_INFO

EK]
IKE LA #E23 B VPN BERE CliAT SNV Z & &R LET,

(/35 A 52 DEK]

<user_id>
By VPN IE AL O = — 3 1D

[Ay+E—2]

‘protocoli remote <remote> ap <ap> is not attached: lack of configuration for DVPN.

(FS54A4UT«]
LOG_INFO
=0K]
Y VPN ERICHBERIERMORENL KT TWDHZDIT, ZD ap ERHPFATE RNV L 2R LET,

(/X5 A2 DEK]

<remote>
HEEHRES

<ap>
Befoe o E e

[AytE—]

‘protocoli remote <remote> ap <ap> is not attached: invalid DVPN client configuration

(F54F)T1]
LOG_INFO

T
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=]

SR VPN 7 T A4 7 & MERICHERRENRIT TWDIDIT, 20 ap ERPFIHTERNZ LA RLE
T

(/35 A2 DEK]

<remote>

[AytE—]

protocol: remote <remote> ap <ap> is not attached: invalid DVPN client configuration
(address family of server address contradicts ua)

(F354F)T 1]
LOG_INFO

=)

SIREER VPN 7 T A4 7 2 MEROEI VPN =L 7 T4 T FDOT FLARATZ7 7 I U RFELTNDHTDIT,
ZDap ERPFATE NI EERLET,

(/35 A 2 DEK]

<remote>
HFEEEES
<ap>
Pefoe e e e

(A y+E—2]

protocol: remote <remote> ap <ap> is not attached: invalid DVPN client configuration
(address family of tunnel local contradicts global)

(F34A4YT1]
LOG_INFO

=0K]

SIREERI VPN 7 T A 7 > MESRD VPNBE DK/ a0 — L7 FRLALEHM= RRA V FOT KL AT 7
SUMBFFELTNWAZDIC, 20 ap EEMBFIATERWZ EE2RLET,

(/35 A 2 DEK]

<remote>
HFEERES
<ap>
P e e R T &

[Ay+E—2]

protocol: remote <{remote> ap <ap> is not attached: same DVPN session
configuration in remote <other_remote> ap <other_ap>.

(F54F)T 4]
LOG_INFO
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=]

DUToEGEHLLOHEICLY, Z0ap EXPFIHTERWZI LEZRLET,
FRAT RUARRZLY W UEIEY VPN 7 74 7 v MERE ST DM, B2 2 remote EFHRD
ap EFXTT TICHESN TV D,
remote [<number>] ap [<ap_number>] dvpn client
remote [<number>] ap [<ap_number>] tunnel local
i
remote 0 ap O dvpn client 0
remote 0 ap O tunnel local 192.168.1.1
remote 1 ap O dvpn client 0
remote 1 ap 0 tunnel local 192.168.2.1
3¢ remote 1 HSEZR)

- BT AEMVIN 7 T4 72 MERMAERD | FU MRV T KL AOBEREESRS, 8725 remote EFED
ap EFTT TITHES N TN D,
remote [<number>] ap [<ap_number>] dvpn client
remote [<number>] ap [<ap_number>] tunnel local
i
remote 0 ap O dvpn client 0
remote O ap O tunnel local 192.168.1.1
remote 1 ap O dvpn client 1
remote 1 ap 0 tunnel local 192.168.1.1
¥ remote 1 2NHEZ)

(/X5 A2 DEBK]

<remote>
HEERES
<ap>
Pt e E 2T
<other_remote>
HEEEE S
<other_ap>
Pefe e e e

[Ay+E—2]

‘protocoli template <template> is not available: lack or invalid DVPN client configuration

(FS34A4UT«]
LOG_INFO

=Kl

BT VPN 7 T A4 7 > MERORENRITTCNDI=D, 20T FL— MNEZRDMFFATERWZ L 2R LE
ER

[N A2 DEK]
<template>
Fro— NEEERS

[Ay+E—]

protocol: template <template> is not available: lack or invalid DVPN client configuration
(address family of server address contradicts ua)




(FTS34A4YT«]
LOG_INFO

=]

SIREFRI VPN 7 T A4 7 2 MERDOBEIHI VPN F— LT T4 T DT RLATZ 7 I URFELTNDHT20,

DT — MEEPFIHTE RN E 2R LET,

(/35 A 52 DEK]

<{template>
TUTL— NERES

[Ay+E—2]

-
—

protocol: template <template> is not available: lack or invalid DVPN client configuration
(address family of tunnel local contradicts global)

(F54F)T 1]
LOG_INFO

=0K]

SIRIEEIFI VPN 7 T A 7 ME#RO VPN BIE DK 70— L7 RL AL HAl= RARA  FOT KL AT
SUNRFELTWAED, ZOF 7 L— NEERFIHCTEX AN LE2RLET,

(/35 A2 DER)
<{template>

T L— NERE S

[Ay+E—2]

7

‘protocoli address family is contradicts, ignore server <count> of template <{template> dvpn client <number>

(FT34A4YT 4]
LOG_INFO

=0K]

VPN — D7 RL A7 7 I UDFE L TWATZ0D, <number> T/RENDEFY VPN 7 T4 7+ MEHRD
{count> TR E SN TCWAENY VPN — NEFEME L2 Z L 2R LET,

(/35 A 2 DEK]

<count>

#AY VPN — N ERE
<{template>

T L— NEREE
<number>
BOVPN 7 T4 7 MERE S

[Ay+E—2]

protocol: template <template> is not available: same DVPN session configuration in remote <other_remote> ap
{other_ap>.




(FTS34A4YT«]
LOG_INFO

=]

UTOELLPOBHIZEY, 20T 7 L— hERMIATERNI L E2RLET,
RN T RURARERY | RCEBI VPN 7 74 7 v MERE SR D BERCEHR . 5722 remote EFHD
ap EFTT TITHES N TN D,
remote [<number>] ap [<ap_number>] dvpn client
remote [<number>] ap [<ap_number>] tunnel local
i
remote 0 ap O dvpn client 0
remote O ap O tunnel local 192.168.1.1
template 0 dvpn client 0
template O tunnel local 192.168.2.1
X template 0 23R

- BT 2E VPN 7 T4 7 MERBEZY | U bR 7 RU2OBREERN, %2782 remote FEFHRD
ap EFRTT TICHESINTWVD,
remote [<number>] ap [<ap_number>] dvpn client
remote [<number>] ap [<ap_number>] tunnel local
11
remote O ap O dvpn client 0
remote 0 ap 0 tunnel local 192.168.1.1
template O dvpn client 1
template O tunnel local 192.168.1.1
X template 0 2NEZL)

(/X5 A 2 DFEK]

<template>
Ty L— NERES
<other_remote>
HEEHRES
<other_ap>
et e i 2

(A vtE—)

‘protocoli template <template> is not available: same DVPN session configuration in template <other_template>

(FS54A4YT1]
LOG_INFO

=0K]

UTOELLMPDOHBICEY, 20T FL— bEEMFATE ARV AR LET,
AT RUAREZRY  FCB VPN 7 T4 7 & MERESRT L7 7L — MERP®, B b7 07
— FERTT TICRESNLTND,
template [<number>] dvpn client
template [<number>] tunnel local
151
template O dvpn client O
template O tunnel local 192.168.1.1
template 1 dvpn client O
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template 1 tunnel local 192.168.2.1
% template 1 23EZ)

- BRI DLBHVPN 7 T4 7 0 MEBRPERY WL M RAVT RLADT 7 L— MEWRB, BixdT7o 7L
— MEETTTIZRES N TS,
template [<number>] dvpn client
template [<number>] tunnel local
11
template O dvpn client 0
template 0 tunnel local 192.168.1.1
template 1 dvpn client 1
template 1 tunnel local 192.168.1.1
X% template 1 VR

(/X5 A2 DEK]
<template>
TS L— NERES
<other_template>
T U7 — MERE S

1.28.6 NAT S /A\—H)LEBELRT LAY

[Ay+E—2]

‘isakmpi Vendor ID for NAT traversal which is not supported was received

(FTS54A4YUT«]
LOG_INFO

)

ZELIENAT I R—=P DR Z ID IV R—FEN TR 2R LET,

ZDOAvE—UF, ISAKMP SADOFR Ty x—3 g T — X ZERHT, BEBNAT b7 =P L& LTV,
MHELPLAGNRIR— T BNAT RIA—HLHORU X IDE 1 OBZETERNol-b X, F-03. HEM
PAR—=FFTDHNAT b T AR—P IO Z D USNEZE LTI &N ET,

[Ayv+E—2]

‘isakmpi There is no vendor ID for NAT traversal.

(FS54A4YT 1]
LOG_INFO

=19
NAT b T =P VDR ID R TE o2l E R LET,
DA vE—UlE, ISAKMP SAD R I T—3 3 T — X Z(ERET, BENAT b 73— L& H LT\,
TS NAT R T NN—HILHDOR X D #ZETE ozt ElCHIENnNET,
1.28.7 RSATIOAIIEBRZBEEIRTLOS

(A vtE—2)

‘isakmpi certificate remote <cert_ident> is not exist. <{remote_name>

(FT34A4UT+]
LOG_INFO

T
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Z0K)
IKE x 2> m=—3 3 > C, IKE BXEHAT 2 PEEEAENTELZ2WEEICH SN E T,

[N A2 DEK]
<cert_ident>
MR EFEA G B, E3 7 o= MUBRA T
<remote_name>
MFEFRy NU—T 4. $Ekik4
GEE]
{cert_ident>DICFHAS 150 XFLL EOHEIEL, 150 XFETLNRRINERA,

[Ay+E—2]

‘isakmpi certificate local <cert_number> is not exist. <remote_name>

(544U T 4]

LOG_INFO
Z0K)

IKE x 2> x=—3 3 > C, IKEBMEMAT 2 BEBEEAENGFE LW AICH I ET,
(/35 A2 DEK]

<cert_number>
B 218 R E R
<remote_name>
WERy NU—2 4. B4

[AytE—]

‘isakmpi certificate private <key_number> is not exist. <remote_name>

(544 T«]
LOG_INFO
=19
IKE 2> m=—3 3 > T, IKE BMEHT 2 RSA RUESENGEIE LA WIEAICH S E T,

(/35 X 2 DEK]

<key_number>
T gl 3 7
<remote_name>
MPERy NU—T 4. B4

(A vtE—2)

‘isakmpi certificate ca <cert_number> is not exist. <{remote_name>

(FS34A4YT1]
LOG_INFO

T
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Z0K)
IKE r Ty m—3 3 o C, IKE MEAT 2 REERFEAENFE L WS han g+,

(/X5 A2 DEK]

<cert_number>

AL R R R
<remote_name>

WERXy NU—2 4. B4

[Ay+E—]

‘isakmpi certificate local <cert_number> expired. <remote_name>

(T34 T 4]
LOG_INFO

(ErK]
IKE x> x=— 3 o C, IKEMEAT 5 BEEMAEOAHIRNW T LW A%AIcHhInE T,
AR T L7261, sEEOEH (R1T) 217> T E &0,
remote ap ike certificate expired =< KW use(FEf92) DA, 2D syslog WD ENTHEFHES
ER LT £,

remote ap ike certificate expired =~ R unuse (fFifH L722\WN) " DA 1%, FEBAEIIFEH L2V T IKE % =
V= a UKL ET,

(/X5 A 2 DERK]

<cert_number>

H 28 R SR
<remote_name>

WPERXy NU—2 4. B4

[Ayv+E—2]

‘isakmpi certificate remote <cert_ident> expired. <remote_name>

(FS54A4YT1]
LOG_INFO

2K]
IKER T x— a3 o C, IKEDMEAT HMHFPEEEHZEOR RS T LW AHEICH I S ET,
BRI T L7236, sEZEO TR (R1F) 217> T 7E &0,
remote ap ike certificate expired =<2 N use ({FEfT25)"DFAE. T D syslog PHIT SN THIEHAES
fEH LEET ET,

remote ap ike certificate expired =< > KA unuse ((FH L72WN) " DA%, GEHEIIFEH LAV T IKE % =2
vr—v g UKL ET,

(/X5 A2 DEBK]

<cert_ident>

FHPEEE I ERAIE S, 7037 Y= MEBAR
<remote_name>

MPERy NU—T 4. $Epi4

T
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=
<cert_ident>DILFHAN 150 LFLL EOBAIE. 150 LFEETLOERINER A,

[Ayv+E—2]

‘isakmpi certificate ca <cert_number> expired. <remote_name>

(T34 A4YT 1]
LOG_INFO

=0K]

IKE X T m—3 9 »C, IKE BMEHT 2 BIERREAZEOGIIRME T L WA EEICH I ShET,
FRWHARNH T L725A01E, FEEOFH (R1F) 21T - T 7E &0,

remote ap ike certificate expired =<2 N "use (FHfHT25)"DFAE. ZD syslog PHIT SN THIEHAES
EH LEET ET,

remote ap ike certificate expired =< KA unuse (i L72\V) " DAL, GEHARIIMEH L2V T IKE % =
vx—Ta URNERELET,

(/35 A 2 DEK]

<cert_number>

IR vk ey
<{remote_name>

MFEXY MU= 4. BRI 4

(A vtE—2)

‘isakmpi signature mismatched. <name>

(FS54A4UT1]
LOG_INFO

EK]

ISAKMP SA DR F v T—3 3 > C, HHL TV AHFEEEHEN E Y WREMERSH DL Z L2 RLET,
AL COW DM FEEIEHENE ) AREENH D L &I, VARV Ao hEnE,

(/X5 A2 DEBK]

<name>
MEXY NU—2 4. %4 F7-03. T v— M E720E. BIRY VPN g o —F 1D

(A vtE—2)

‘isakmpi certificate mismatched. <name>

(T4 F«])
LOG_INFO

=]

ISAKMP SA DR TV T —3 g VIR G LI FREEEAE S, BEENMEH T A TEEIAE N EY 2D
FAvT—yarERTLEEEICHAESNET,




(/35 A 2 DEK]

<name>
WFERy NU—2 4. Btk ik, 77— £

[Ayv+—2)

. EhY VPN B O = — 1D

‘isakmpl ca mismatched. <name>

(F34A4UT+]
LOG_INFO

=0K]

ISAKMP SA D T m—3 g Y HIIRAR LICRRER O R & . AEENEET 2RO HANE D 720, =

vr—arEKRTLEEEICHAENRE T,

(/N5 A2 DEK]
<name>

MPERy NU—T 4. Bl 013, 77— £

1.28.8 FODN ZHTAFRDITS—A vt—o

[Ay+E—]

. Eh VPN B o= — 1D

‘isakmpi Name conversion of fqdn=<fqdn> cannot be performed

(544 T 4]

LOG_INFO
(Enk)

FB7E L 72 FQDN DA HIER N TE R o722 R LET,
(/85 A2 DERK]

<fqdn>
F8E & H7= FQDN
FRE S 472 FQDN 23 @ sk 72 v o 72356, "none” 1 LT,




'l
\’

1.29 FEBAEREMEED A v tE—
1.20.1 GIAEMERBRESETE

[Ay+E—2]

‘pkidi peer certificate <{cert_number> is invalid

(F34A4YT1]
LOG_INFO
=]
AlE B B E R UE SRR IS . RNIEZRMFAEEREA E P RE S TG a I s E+,

(/X5 A2 DEK]

<cert_number>
HH T2 1 R B

(A vtE—2)

‘pkidl my certificate <{cert_number> is invalid

(F34A4UT+]
LOG_INFO
=]
RIEPA 5 B I HUE FE SR IZ . N IEZ2 ASREREENBE STV G RIci S ET,

(/35 A 2 DEK]

<cert_number>
EE S Eat = VI

(A vtE—2)

‘pkidl ca certificate <cert_number> is invalid

TR
LOG_INFO

(=E0k]
FIE B B R R AE ORI, R IE ARG RRE B S E STV A I ShE T,

(/35 A 2 DEK]

<cert_number>
FORIE SR AR SERR B 5

[Ay+E—2]

‘pkidi private key <key_number> is invalid

(FS54F)T1]
LOG_INFO
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(ErK]

RIEPA R UE £ SIRF (. RNIE7R RSA MBS SR E SN TW e alci i s hE T,

(/X5 A2 DFEK]

<key_number>
FIAPE G 7

[Ay+E—2]

‘pkidi certificate request <req_number> is invalid.

(TS54F) T 4]
LOG_INFO

(EK]

RIE P BEE T R E IR I, RN IEZRFEIEZLR SR E STV e A I s E 4,

(/35 A2 DERK]

<req_number>
AR E BRI




1.30 EHEEY I aVEROAYE—D

(A vtE—2)

‘icmpwatchdl ap watching host is down. [{target>]

[T544Y54]
LOG_INFO
=)
Befeott v v a VEROBERAR A b E BRI ERRAE LI L ERLET,

(/35 A 2 DEK]

<target>
Ty NU—I 4. BEgtieh (BERE D PIEHREREDOLE)
TUTV— N BRI BEREST T L — MEHRBREDLE)

[Ay+E—2)

‘icmpwatchdl ap watching host is up. [<target>]

(544U T 4]
LOG_INFO
EK]
Bttt vy a VEEIROBERAR R b, ERI3EEEROBEENERLEZZ BRI LET,
BT 7 L — MEFRBREOHAIE., HAhShEEA,
(/35 A2 DELK]

<target>
Fy NU—7 4. BEgtieh (BERE D FIEHREREOLE)

T
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1.31 DHOP U SA4 7V bDAvE—D
1.31.1  IP7 FLREFHEYN

[Ayv+E—2]

‘dhcpcdl Client received DHCPACK [<IP address>] [lan<no>]

(544U T«]

LOG_INFO
=19

DHCP #—/ 378 DHCPACK #ZfE L. EEFIZIP 7 RL AZZITR->7-2 ¢ 2R LET,
[/X5 A5 DERK]

<IP address>

DHCP Hr— " BE Y ¥ THNZ IPT FL R
<no>

Z{5 LAN EF%E 5

1.31.2 1) —REHEL

[Ay+E—2)

‘dhcpcdi DHCPACK contains different ’your’ IP address. reconfigure to new address

(F34A4YT+]
LOG_INFO

=0K]

U — ABH T DHCP H— 375 DHCPACK &% (5 L7273, BUEMEMA T O IP 7 KL R L RBig 57 RLARE D HTH
RIteh, LT B LRI L E T,

1.31.3  —REHKK T

(A vtE—2)

‘dhcpcdl Received DHCPNAK (RENEWING). lan<no> go to INIT state

(TS54F)F«)
LOG_INFO

=]

U — Z g (RENEWING R HE) 12 DHCP #-—/37> 5 DHCPNAK %3218 L7=7-% . INIT HREEICEBS LU LAN f % 7 = —
A &AL L E T,

(/35 A 2 DEK]

<no>
Z/3 LAN EHEE 5

1)




1.31.4  V—REHKEK2

(A vtE—2)

‘dhcpcdl Received DHCPNAK (REBINDING). lan<no> go to INIT state

[F514174]
LOG_INFO

=]

Y — 2 g (REBINDING REE) |2 DHCP H— /378 DHCPNAK 25215 L7=7-%, INIT IREEICER L IAN A v & 7 =
— A HAHE L E T,

(/35 A 2 DEK]

<no>
{2 LAN E#RE 5

1.31.5 U—REARET

(A vtE—2)

‘dhcpcdi The lease time expired. [lan<no>]

(FS34A4YT1]

LOG_INFO
=]

V—2HIMBAm T L2 s aRmLET,
(/35 A5 DEK]

<no>
Z{5 LAN EEH 5

It




1.32 IPV6 DHP  SA T bDA v —
1.32.1  IPv6 FL 7 1 v 5 REBER

[Ayv+E—2)

‘dhcp6cdi Received Reply [address <address>] [prefix <prefix>/<prefixlen>] <interface>

(F34A4UT 4]
LOG_INFO

EK]
IPv6 DHCP $—/ 3735 Reply #ZfE L. IEFICTIPv6 L7 4 w7 A&EZ M -7-Z L &R LET,

(/X5 A 2 DEK]
<address>
IPv6 DHCP Y— " E 0 BT HiLz IPve 7 K L&
<prefix>/<prefixlen>
IPv6 DHCP Y — " BE D ¥ THNIZ IPv6 LT 4 v I AL T LT 4 v 7 AR
<interface>
A BT — R

1.32.2  )—REHEKI

(A vtE—)

‘dhcp(}cdi Renewing failure. <interface> go to REBIND state

(F34A4YT+]
LOG_INFO

=19
IPv6 DHCP H-— 37> 5545 U 72 5o U — 2 F387 (RENEW) (2 2B L 7= 72 %, REBIND JREEIZER L £,

(/35 A 2 DEK]

<interface>
A BT 2 — A

1.32.3 —RE#HKK?2

[Ay+E—2)

‘dhcp6cdi Rebinding failure. <interface> go to INIT state

(FT34A4YT1]
LOG_INFO

=179
IPv6 DHCP H— 32> B84 L 72D U — A BT (REBIND) (2R L7272, INIT RIBIZER LE T,
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(/35 A 2 DEK]

<interface>
A VBT — A

1.32.4 IPV6 TL T4 v REIYETOEERY

[Ay+E—2]

‘dhcpﬁcdi Configuration error for IPv6 prefix assignment. <interface>

(F544 )T «]

LOG_INFO
EK]

IPv6 7L 7 4 v 7 AZED Y TOEODOREICHROVBHDLZ 2R LET,
(/35 A2 DEBK]

<interface>

A BT 2 —AE

T

B1E AT L SER—E 217



1.33 ProxyDNSD A4 v t—

1.33.1

[Ay+E—2]

DNS oL DfEfLEahtE /N7y b

‘proxydnsi QNAME  [<type>:<gname>] from <ipaddr> to <remote>

(F34A4YT1]
LOG_INFO

=0K]

FEEM L 72 572 DNS ORIWE DRy hONEERLET,

(/X5 A2 DEK]

<type>
WA byx a7
{type> ES
<y

« \g”

“ CNAME”

“ SOA”

“« \B”

“ e

“ R

“ NULL”

“ WKS” 11
PTR” 12
“ HINFO” 13
MINFO” 14
“MX” 15
TXT” 16
“ AAAA” 28
SRV” 33
“ ANY” 255
Type[ &FH]”

<gname>
VAR SR N4
<ipaddr>

—
S © oo oo — 0

B!

host address
authoritative server
canonical name

start of authority zone
mailbox domain name
mail group member

mail rename name

null resource record
well known service
domain name pointer
host information
mailbox information
mail routing information
text strings

IP6 Address

Server Selection
wildcard match

BSERIDEYS

FAZTEARA D IP T FL R

<remote>

fnabEhxry hUV—24

1.33.2

(A vtE—2)

I5—RHICE B/ 7y MEE

‘proxydnsi ERROR: record type <type>, class <class>, from <address> QNAME [<name)>]

[(F5174Y74]
LOG_WARNING

=0K]

RIEEEbNSD type X class ZFFODNS EsRAFE L 7-Z ¢ 2R~ LET,

BIE VAT Lu T

HH—

=3
e
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(/35 A 2 DEK]

<type>

DNS R X4 b Type Off
{class>

DNS ZER X7 > oD Class DfE
<address>

DNS BERFEITILD IP 7 KR
<name>

DNS B3R 21T o 7o 44 il

T
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1.3 FAAVIVRAMDAYE—D
1.34.1  FASLDUROEG

[Ay+E—2)

‘(name>l domainlist is reflected

(F34A4YT+]
LOG_INFO

=]
RAL YA MBRAG SN2 L 2R LET,

(/35 A2 DEK]
<name>

cmdexec
oY — )L THERE L, getdomainlist 22~ NEEAT

telexec
telnet THiHE L. getdomainlist 2~ N3ET

sshexec
ssh THEgE L. getdomainlist ==~ NELT

scheduled
AV a—)bavy RTHREINTZRAIZ getdomainlist =@~ RFELT

1.34.2  FAA YR FOIGFERK
[Avyt—)

‘(name>i reflection of domainlist is failed

(F34A4UT+]
LOG_INFO

=iK]
FAAS U A MORBNRIE LT Z L AR LET,

(/N5 A2 DEK]
<name>

cmdexec
o — )L TR L, getdomainlist =~ RSEAT
telexec
telnet THEHE L. getdomainlist @t~ NZELT
sshexec
ssh THEEHgE L. getdomainlist =~ NEST
scheduled
AT a—)ba~< s RTHRE INT-RAIZ getdomainlist =@~ 2 RFELT

T
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1.35 TUOKRKRAVMYR MDA YE—D
1.35.1 ITYFERAYFYRFORE

[Ay+E—2)

‘(name>l endpointlist is reflected

(F34A4YT1]
LOG_INFO

]
TUREASL L PYR RBRBENEZ EERLET,

[/85 A2 DERK]

<name>
cmdexec
oY — )L THERE L, getendpointlist =~ RFELT
telexec
telnet THEfE L. getendpointlist =~ RFELT
sshexecn
ssh T L. getendpointlist =2~ RFELT
scheduled
Ay a—)ba~v s RTHREINTZREAIZ getendpointlist =2~ > NFEFT

1.35.2 ITUFRHKRADM)RFOERGEREK
[Avt—)

‘<name>i reflection of endpointlist is failed

(FS54A4YUT«]
LOG_INFO

=iK]
TU RHBA L DY A MOBRRRIAL 722 L &R LET,

(/X5 A2 DERK]

<name>
cmdexec
o — )L CHEGE L, getendpointlist =t~ R3EAT
telexec
telnet THEHE L. getendpointlist =~ RFELT
sshexecn
ssh THEpE L. getendpointlist 2~ RELT
scheduled
Al a—)ba~x s RTHEE INZHAIZ getendpointlist <> RELT
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1.36 SNPP DAYy tE—2
1.36.1  SNMP SBEFKBX

[Ay+E—2)

‘snmpdl authentication failed. from <address> [<name>]

(F34A4YT+]
LOG_INFO

EK]
HFADIRNSNP R A RS DT 7 AR -T2 L R LET,

(/X5 A2 DEBK]

<address>

SNMP BRAFLIMDJRIR & 7257 IP 7 KL A

<name>

SNMP FREFIZEH S47= =2 S = = ¢ 4 (SNMPv1/SNMPv2c IHf)
F 7213 — Y4 (SNMPv3 IH)




1.37 VRRPD Ay t—o
1.37.1  VRRP ¥ )L— TRtk

[Ay+E—2)

‘nsmi vrrp group is started. <interface> vrid<vrid> [<address>]

(F34A4YT+]
LOG_INFO

=19
{interface> &<vrid> 23779 VRRP Z /L — 7 WNEMEZ B LI Z & 2R LET,

(/X5 A2 DEBK]

<interface>

A BT 2— AL
vrid>

ARHEREIZERE S iz VRID
<address>

VRID DAR IP 7 KL &

1.37.2 RRBIL—B/ N9 ITFvTIN—8 /A= )LPYEDHLY

[AvtE—2)

‘nsmi vrrp state is changed into the <state> state. <{interface> vrid<vrid> [<address>]

(F34A4UT+]
LOG_INFO

=19
{interface> &<vrid> 737~7 VRRP {RHEED (state> TRENTRIEBICEE SNZZ LA R LET,

(/35 A 2 DEK]

{state>
B OWRNE
master
T AH)—H
backup
Ny I T TN—4
Initialize
A =%
<interface>
AR T 2—RE
vrid>
REEE IR E S iz VRID
<address>
VRID DRAE IP 7 R LA

Tf
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1.31.3 AVBTz—RT7V T/ BV ) HARY bRE

(A vtE—2)

nsm: vrrp <state> trigger event occurred. <interface> vrid<vrid> [<address>] No.<trigger_no> interface
{target_if>

(F54F)T1]
LOG_INFO

=0K]

{interface>, <vrid> I L Utrigger_no> PRTEHFTCERINA LV F 7 =—A MU THRFAEL, IREHR
(state> IZlpo7mZ R/ LET,

(/35 A2 DEK]
<state>
ZE W% DIREE
up
MY FICEESNTA H T =2—ARNT v 7L, NI ITRAREHIZRY E LT,
down

FYFICREENTA T2 —ARF YL, MU EASE LK,
<interface>
A BT 2 — R
vrid>
AREERIZFRE S iz VRID
<address>
VRID ORAR IP 7 K L&
<trigger_no>
MY T ERES
<{target_if>
N TOMBLIRDA L H T 2— RS

1.37.4  W—FrF7v T/ BOU M) HARY FRE

[AytE—]

nsm: vrrp <state> trigger event occurred. <interface> vrid<vrid> [<address>] No.<trigger no> route
{target_route> <{target_if>

(54417 +]
LOG_INFO
(Ek)
{interface> &<vrid> &<trigger_no> MW/ RTHE S CEFRINT/N— b MU TBRAEL, IRENRstate> 1Z72-
T2 EtERLET,
(/N5 A2 DEK]
{state>
% DIRRE
up
MU FICERESNIRENER L, MY AABRARERICZRY F L,
down
FUFICRESNIREIEIL L, P IR#EHSE LR,
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<interface>

A BT 2— AL
vrid>

AREEITRRE S 7z VRID
<address>

VRID OAR IP 7 K L&
<trigger_no>

MU T ERES
<target_route>

INUNARPSE Ry 3
<{target_if>

NU HORE L 72 D RIED oy FEHA VB T = — R4

1.31.6 /—R79 T/ B0V M) HARY bRE

[Ay+E—]

nsm: vrrp {state> trigger event occurred. <{interface> vrid<vrid> [<address>] No.<trigger no> node
{target_node> <{target_if>

(F34A4UT+]
LOG_INFO

EK]
{interface> &<vrid> &<trigger_no> MW/RTEZF CTERINZ/ — KM IRREL, bUTOREN
{state> T/~ T-Z L HRLET,
(/N5 A2 DEK]
{state>
R OIRRE
up
MY FICEREENTZ ) — K0T v L, MIABRARERICZRY F L1,

MY FICHRESNTZ/ —FBRX¥ oL, MY EAINE L,
<interface>

A BT 2— A4
vrid>

ARHEBITRRE Shfz VRID
<address>

VRID DARAE TP 7 R LA
<trigger_no>
MY W ERE S
<target_node>
N T OXIG LMD ) — RO IP T KL A
<target_if>
b U HBIZERE S 47z ICMP ECHO /X7 » Rk A v 4 7 = — A4,

1.37.6 <TRZIL—RFIUEH

[Ay+E—2)

‘nsml vrrp master router down detection. <interface> vrid<vrid> [<address>] #<code>

T
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[(F514Y7+]

LOG_INFO
EK]
{nterface> &<vrid> MRTVRRP Z L —TF D RAZNL—F DX T 2B LT-Z ¢ &R LET,
(/35 A2 DEBK]
<interface>
AR T 2— R
vrid>
2y Ul AKX L—& D VRID
<address>
BEEBH L~ AZNL—FDFEIP T KL R
<code>
W U 7= B ofisE
01

~ A B — BRI

(SR 0 @ VRRP-AD 5%13)
02

VRRP-AD ZfE4# A4 L7 U |k

1.37.7 3{EVRRP-AD TTL £%

[Ay+—2]

‘nsmi vrrp packet include invalid TTL. from <interface> [<address>]

(7544 T 1]
LOG_INFO
=19
{interface> 2/RT A &% 7 = —AIZ TTL 73 255 T/RWVRRP A7y hEZELI-Z A2 R LET,

(/35 X 2 DEK]

<interface>
AR T 2—RE
<address>
ZAZ LI VRRP X7y FDFETL IP T RLR

1.37.8 524 VRRP-AD HopLimit £
[Avt—2)

‘nsmi vrrp packet include invalid HopLimit. from <{interface> [<address>]

(FT34A4YT+]
LOG_INFO
=]

{interface> 23/RJ A > ¥ 7 =—A|Z HopLimit A% 255 TZRWVRRP 7y a5 Lz LR LET,

H1E VAT s
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(/35 X 2 DEK]

<interface>
A VBT — A
<address>
ZAZ LI VRRP X7y FDFETL IPT RLR

1.37.9 ={EVRRP-AD BiI 42 1 TEE

[AytE—]

‘nsmi vrrp packet authentication method mismatched. from <{interface> [<address>]

(F544 )T «]

LOG_INFO
(Enk)

{nterfaced DRTA v H 72— AT HEO—F LW VRRP 7y NESZEL-Z &R LET,
[/35 A2 DERK]

<interface>

A VBT — A
<address>

ZZ L7- VRRP 47w FOEETIP T KL
1.37.10 521§ VRRP-AD BB/ XX T — FEE

[Ay+—2)

‘nsmi vrrp packet authentication data check failed. from <{interface> [<address>]

(F54F )T 4]
LOG_INFO
EK]
{interface> DR A L X7 =2 — AN AT— FO—HLARWVRRP X7 v "EAZELI-Z & 2R LET,
(/35 A2 DEK]
<interface>
A VBT 2 — AL
<address>

ZAE LI VRRP N7y FOFEEILIP 7 KL A
1.37.11 VRRPIREEZEILIZXT B F7 U L3 VALK

[Ay+—2)

‘nsmi vrrp action <mode> failed. <{interface> vrid<vrid> [<address>] No.<action_no> <state> <action> : <msg>

(FT34A4YT+]
LOG_INFO

T
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[EnK])
{interface> &<vrid> &<action_no> P3/RT&H S CTERIILZ VRRPIRKEEEICHTET 7 v a oMk
WMLz tarLET,

77 v a VEARROMBBMNEROERE NG E LIZBE, ROICHEA L2 FETEROms 72N & E
T, DO EITRERENER OBAIXIETF Ohsg T2 0 FT2, ENHhDOFEITTEHRLTWET,

(/X5 A2 DEK]

<mode>

77 v a U/ FEE A

On

T va rEHAEEE R LET,
Off
7 va IEREAEMEE R LET,

<interface>

AV BT — A
vrid>

ARHEREIZERE S iz VRID
<address>

VRID OAR IP 7 KL A
<action_no>

T a v ERES
{state>

T va AT ok
<action>

WHITBT v a v
<msg>

action> D3 ICHL L 7= B




1.38 R Ta—ILDOAvE—
1.38.1 EBEEHEEZEETFHNOEE
[Avyt—2)

scheduled: action: dial number convert [<diall>] to [<dial2>]
scheduled: [<no>] <config>: dial number [<dial3>] convert

(FS54A4UT«]
LOG_INFO

=]
Al Y a— VR K D BB S AE S EM S NI Z L 2R LET,

(/X5 A2 DFEK]

dial1>
b T A TR O TRTEEE
<dial2>
ey A B PR MOETE%E
<no>
SLEE @
<config>
RIG & T DHERE R MOA TR
<name>IMFR v NT—T 4, HERidks . MEBNL, IV —THE T2 —F 1D
<EFEFERLET GEIEE 2~ ROBBZSH),

remote. <name>. ap. <name>. dial. <n>. number

[EiaEs

=1}

remote. <name>. ap. <name>. called. number
aaa. <name>. user. <name>. called. number
dial3>

RS HEAER

1.38.2 EBEESLEREDLRHK
[Avyt—]

‘schcdulod! config size over, convert failed.

(F54F)T 4]
LOG_INFO
=0K]

R Y 2 — VEKREIC & D EEER A 2 Tl LAy, MRUE RSN A A2l A i, ARICKRLIZZ &%
%Ljﬁﬁ‘o

T
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1.39 F—ABEE 1—I/LHEXEDA vE—
1.39.1 T—4BEEC1—LEA

[Ayv+E—2)

‘protocoli {[UsB] | [USB1]| [USB2]} modemmodule is inserted. <module_name>

(F34A4UT+]
LOG_INFO

=]
TABEEY 2 ANRAINIEZ L ERLET,

(/X5 A2 DEK]

<modul e_name>
TR BEEY 2 — VORI A ——4 /B4 R

1.39.2 T—4BEEYV1—-IKRE

[Ay+—2)

‘protocoli {[USB] | [USB1] | [USB2]} modemmodule is ejected.

(F54F)T1]
LOG_INFO

=]
T SBEEY 2 — A BRESNZ I EERLET,

1.39.3 T—4BEEV1I—ILER

[Ayv+E—2)

‘protocoli {[UsB] | [USB1]| [USB2]} modemmodule is error

(FT34A4YT1]
LOG_INFO

=]
FoAWEEY 2 VR ERIN LD L AR LET




1.0 F—ABEE 1—I/LEEDAYE—
1.40.1 T—4BEE 1—ILUHIEEK

[Ay+E—2)

‘(component>l {[USB] | [USB11| [USB2]} fail to initialize modemmodule. <module_name>

(F34A4UT+]
LOG_INFO

=]
F—HWEEY 2 — VORISR LT 2 L R LET

(/X5 A2 DEK]
<component>
HharrR—xr b
+ cmodemct]
+ usbh_pcdcacm

<module_name>
TR BEEY 2 — VOB A ——4 /B4R

1.40.2 T—4BEEYVa1—ILEERH

[Ayv+—2)

‘cmodemctli {[USB] | [USB1] | [USB2]} fail to initialize modemmodule. <module_name> (hardware error)

(F34A4YT1]
LOG_INFO

=0K]

T HBEEY 2 MIRAOPORENREE LT 2R LET,
DB, 84T 57 —HBEEY 22— L TIHBENTE RV 7,

(/X5 A2 DEK]

<modul e_name>
TR BEEY 2 — VORI A — 1 —4 /B4 R

1.40.3 ERIKEESREROIAL
[Avyt—]

‘protocoli {[USB] | [USB1] | [USB2]} wan <no> condition is initialized

(F54F)T1]
LOG_NOTICE

BEK]
BRAREOBEMIF RSP SN Z L 2R LET,
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(/35 A2 DEK)
<no>

wan &R 5
1.40.4 FRIKREEEMRIC K Y WAN EEMNEHZARIIZEIL
(A y+E—2]

‘protocoli {[USB] | [USB1]| [USB2]} wan <no> changed not connectable.

(F54F )T 1]
LOG_NOTICE
=0K]
EBRIERE AL L0 WAN [ 2SEERER FTREZRIBIC BT W b o 7o Z L R L E T,

(/X5 A2 DERK]

<no>
wan EFRE 5

1.40.5 ERIKEEEEMRIZKY WAN BEENEGEAIREIZE L
[Avt—)

‘protocoli {[UsB] | [USB1]| [USB2]} wan <no> changed connectable.

(F35441)T 1]

LOG_NOTICE

=iK]
BRRIEEBLIC £ 0 | WAN FHRAYHERE FTRE 20 IRIBIC U] W i o 72 2 L &R L E T

(/X5 A2 DERK]

<no>
wan EFRE 5

1.40.6 BEARXDEHENES
[Ay+E—2]

cmodemctl: {[USB]|[USB1]|[USB2]} connection type(<model>) is invalid. (connection type change is not
supported)

(F34A4)T+]
LOG_INFO

=0K]

USB EF LT ABIEE— RORENEYR— o722, FDOUSBETFTLTHATEABEET— FNE2RE
Li=Z &R LET,

T
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(/35 A 2 DEK]

<name>
mode1

WHLc@EEE—F




1.41 pseudo—ether EC 21— JLEAED A vE—
1.41.1 pseudo-ether EL a1 —/)LiEA

[Ayv+E—2)

‘protocoli {[USB] | [USB1] | [USB2] [WWAN1]} pseudo-ether is inserted. <module_name>

(F34A4UT 4]
LOG_INFO

2K]
pseudo—ether TV 2 — VR ASINTZZ EERLET,

(/X5 A2 DEBK]

<modu | e_name>
pseudo—ether & ¥ = —/ L DRI X — T —4, /RIELZ EH

1.41.2 pseudo-ether €L 1 —/LikE

[Ay+—2)

‘protocoli {[USB] | [USB1] | [USB2] [WWAN1]} pseudo-ether is ejected

(F54F)T4]
LOG_INFO

2IK]
pseudo—ether Y 2 — /W hEINT-Z 2R LET,

1.41.3 pseudo-ether EL 1 —ILERE

[Ay+E—2]

‘protocoli {[USB] | [USB1]| [USB2] [WWAN1]} pseudo—ether module is locked

(FT34A4UT+]
LOG_INFO

=179
pseudo—ether T = — VO BE ZH LEAARTLREEIC LizZ L 2R LET,

1.41.4 pseudo-ether T 21— )LBEFEIR

(A vtE—2)

‘protocoli pseudo—ether <number> is resetting, because no response from pseudo—ether.

(T4 )T «]
LOG_INFO

[(Enk)
pseudo—ether Y 2 — /L NEILEIZRY, TV a2— Ny MCLA2E®BEREZFEIT L2 2R LET,




(/35 A 2 DEK]

<number>
pseudo—ether EFHE =

[Ayv+—2]

‘protocoli pseudo—ether <number> is resetting, because error response from pseudo—ether.

(F34A4YT+]
LOG_INFO

=0K]

pseudo—ether £V 2 —inb T 7 —8EEZZE L. EVa— AUty MIEZHBEHEZETLIZZ L 2R L E
‘@—O

(/X5 A2 DEK]

<number>
pseudo—ether EFHE &

[Ay+E—2]

‘protocoli pseudo—ether <number> is hardware resetting, because no response from pseudo—ether.

[FS54AUF]
LOG_INFO
)
EVa— Uty FCIHEBRLRNZD, "—~Fo=T7 Uy MCEIAPHEBEREZEIT LI 2R LET,

(/35 X 2 DEK]

<number>
pseudo—ether FEFHK 5

1.41.5 pseudo-ether 1 2 7z —RAD) 2o 7y T

[Ay+—2)

‘protocoli pseudo—ether <number> is link up.

(F34A4YT1]
LOG_INFO
=]

pseudo—ether f VX 7 =—ANY I 7 v 7 L2 L ERLET,

(/X5 A2 DEBK]

<number>
pseudo—ether EFHE &
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1.41.6 pseudo-ether f Y2 JT—ADY) VO 5D

(A vtE—2)

‘protocoli pseudo—ether <number> is link down

(F34A4UT+]
LOG_INFO

EK]
pseudo—ether f VX 7 =z —AMWY v I X LizZ EZ2RLET,

(/35 A 2 DEK]

<number >
pseudo—ether EFH 5

1.41.7  FAEREBADBIT

(A vtE—2)

‘protocoli pseudo—ether <number> is force down.

(FTS54A4YT«]
LOG_INFO
=]
FRL—ZRICE > T, HEREBICBIT LI L 2R LET,

(/35 A 2 DEK]

<number>
pseudo—ether FEFH 5

1.41.8 SIMDiKEE

[Ay+E—2]

‘usbh_pcdcecml SIM {[SLOT1]|[SLOT2]} status: <sim stat>, pin: <pin stat>: error: <err stat>

(F34A4YT+]
LOG_INFO

2K]
SIM ORFEE KT,
T A I 7 THhEns,
- HEEEBE (FEET)
- show sim status E{THf

(/X5 A2 DEK]
<{sim stat>

SIM 7 — RRAE
* present

SIM B — REERE 7

Tf
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+ absent

SIM 1 — RaA$ERS

¢ error

T 7 —RHEICE D RIART, FEMEHSCerr stat>)IZFRINET,

<pin stat> (sim stat A% absent DIBPESETEB B DHAERT)

1.41.9

PIN Ok fE

» enabled and not verified

PINREAZN, 7 OmBREAR

« enabled and verified

PIN FRAE R, D OR8RERE »

+ disabled

PIN FRE %

+ blocked

oy 7 4REE (PUK =1 — RIC K Y fRBR Al HE

+ permanently blocked

oy 7 4RAE (PUK = — RIC X DR AT HE)

+ not available

PIN =2 — Rl AT

+ unknown

R
BEES 1—ILYEAELEK

[Ay+E—2]

‘protocoli [WWAN1] failed to initialize pseudo—ether. ({SIM1|SIM2}: <reason>)

(TS54F) T 4]
LOG_INFO

L)

pseudo—ether & ¥ = — /L OFIMLIZKK LIz L 2R LET,

(/X5 A2 DERK]

<reason>

BIL S eSS

PIN code is NULL
FREEA PIN =1 — ROSRFEE

» incorrect PIN code

PUGER PIN = — K& D

» PUK required

PIN & » 7 iRHE

- SIM failure

SIM #% (RZEAE. PUK = v 27 IRAESE)

1.41.10 SINGIYEZ

(A vtE—2)

‘protocoli SIM switched to {SIMI|SIM2} because of <reason>

(TS54F)F«])
LOG_INFO

1t

T
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=9
SIMODUIRZ RN REAELI-ZE2ELET,

(/X5 A2 DFEK]

<reason>
SIM G)%F 2 2R
» bad signal
SR ER SE O EMLL T~ T
* no signal
FEPAN
+ location error
A RN o UBE ISl
+ sim error
SIM Hg
+ pin locked
PIN GRFERML, PIN v v 7 th
+ simctl
simctl change/resume MDELT

1.41.11 SIMDBREET S —

[Ay+E—2)

‘protocoli pseudo—ether <number> is not attached: sim is not defined.

(754415 ]
LOG_INFO

=19
WWAN ORERSEFRFRY (T % SIM SRR E) D791 pseudo—ether EY 2 — /LA M LI-Z L A2F L ET,

(/35 A 52 DEK]

<number>
pseudo—ether EFE =

1.4.12 SINDTO 771 LOBREEL S —

[Ayv+E—2]

‘protocoli pseudo—ether <number> is not attached: sim apn <{cid> is not defined.

(F34A4YT 1]
LOG_INFO

=0K]

WWAN OAERREFERR Y (a7 7 A VDRRIE) DOT=DIZ pseudo—ether a2 — VA HNZ L2 2R LET,

(/X5 A2 DEBK]

<number>
pseudo—ether EFHE &

T
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Lcid>
cid EFRE =

T
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1.42 EhEJ VPN DRI S 47 2 FEED A v & —

1.42.1 a1—4 1D &8k

[Ayv+E—2)

‘infoexcdi {user_id> registered to <server>

(F54H4 )T 1]

LOG_INFO
[(Enk)

B VPN S — N —F D BB TE 2R LET,
(/N5 A2 DEK]

<user_id>

Bk L7z —Y 1D

<{server>

45 LT VPN — 7 KL &
1.42.2 31—+ 1D #lIf&

[Ay+—2)

‘infoexcdi {user_id> deleted from <server>

(544 )T 4]

LOG_INFO
2K)

Y VPN Y — " b2 — 1D IR L= Z & 2R LE T,
(/X5 A 2 DEK]

{user_id>

HilBR L7z —3 1D

<server>

BIRE L7- B VPN H— 7 R L&

1.42.3 1Bty 3 VI

[Ay+E—2]

‘infoexcdi The session of <{from> to <to> was established

(FT34A4YT+]
LOG_INFO

=19
R v a VEMMI LI L 2R LET,




(/35 A 2 DEK]

<from>
THHRASH DR = — 5 1D
<to>

T HRAZ WD E ] — 4 1D

1.42.4  [EHRXBtE Y a3 DU
[Avyt—]

‘infooxcd! The session of <from> to <to> was disconnected

(F54F)T1]
LOG_INFO
=0K]
sty a 20l LI L 2R LET,
(/335 X 2 DEK]

<from>
AL D R = — 5 1D
<to>

T HRAZHL D E M — 4 1D

1.42.5 EHXMBtEy L 3 DHEILIXK

[Ay+—2)

‘infoexcdi The session from <{from> to <{to> failed : <reason>

(F54F)T 1]
LOG_INFO

]
WAt v a Y ORSICRIRLT- 2 L 2R LET,

(/35 X 2 DEK]

<from>
TH WAL DI = — 1D
<to>
T WA DM = —H 1D
<reasony
timeout
A LT T B
session overflow
vy va b —nRTo—
busy
Ry Ya B’ TIZHFEET D
version
THWARNN— g U AR—3
REFROT o a— RE A TR—FH L TWERFA,




temporary
— IR 7R R BY

1.42.6 [HFHRIXPEYI a2 OEHFELK
[Avt—2)

‘infoexcdi Refreshing the session from <{from> to <to> failed

(544U T«]

LOG_INFO
[Enk])

IEHA v v a VOERICKRRLIZZ L 2R LET,
(/N5 A2 DEK]

<from>

B WA B DFEM = — 1D
<to>

T WA DM = —H 1D

1.42.7 (EHRX|EBMEERE
[Avt—2)

‘infoexcdi The response of the failure to <method> was received from <from> : <response_code>

(FT34A4YT+]
LOG_INFO

(=0k]
Ay 7 =2 Mo L CRIEE 2518 LIe 2 L &R LET,

(/35 A2 DEK]
<method>
SRR U 7 R FE
REGISTER
Z— 4 1D BER R
INVITE
fFcHt v 3 U HESLER
CANGEL
HWARH Y v v g UL IEER
BYE
THHsHit v o a YRrEsR
<from>
KBUSEDOR(ETL—Y ID, F7IZBE VPN — D IP 7 KL
<response_code>
KB 2R TIREa— N A v =Y
400 Bad Request
AREZRY 7T A b
404 Not Found
2—F ID BEIE L2V AR &
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408 Request Timeout
VA NBREA~=T U ML
422 Session Interval Too Small
Ty a VRIRS AR E S
480 Temporarily Unavailable
FM 2 — ID BB SN TRV R E
481 Call/Transaction Does Not Exist
Bt v g VISEIE LR
486 Busy Here
BT v v g VA= R DIERZ B v v a VT T SN TW AR E
487 Request Terminated
WY v g oML E R IE LT
500 Server Internal Error
Mt v > a VA — A" E O — NN T —
503 Service Unavailable
9 VPN H— SBF T A
603 Decline
template HE THHT D mt £ VX 7 2 —ADZEEXNRWNERR Y

1.42.8 (EHRXPtEy S a VB AYE—DRIEREK

(A vtE—2)

‘ infoexcd: The Authentication of INVITE message from <{from> to <{to> failed on <server>.

(F34A4YT+]
LOG_INFO

=]
B VPN Y — S THEBAHE v & a VB A v b — VORISR LI S L AR LET

(/35 A2 DEK]
<from>
T RAZHDFE M . — 4 1D
<{to>
T AR DA = — 1D
<server>
FRREIC AL L 72 B VPN - — 7 R LA

1.42.9 EHRXBI—F D FHA Vv E—CDEEEK

[Ay+E—2)

‘infoexcdl The Authentication of REGISTER message for <user_id> failed on <server>.

(F354F)T 1]
LOG_INFO

ZK)
Y VPN P — S CIERARH L — W ID BiEA v B —VORRGEIC R L= L 2R LET,
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(/35 X 2 DEK]

user_id>

BERER L= —% 1D
{server>

FRREIZ SRR L 728 VPN H— 7 R L2

1.42.10 FB9 VPN 5 —/\7 FL A DR KEK
[Avyt—]

‘infooxcd! Resolving of <fqdn> failed.

(F544 )T «]
LOG_INFO
(Enk)
) VPN — DR R ARSI L7 Z 2R LET,

(/85 A 2 DEK]

<fqdn>
) VPN — DR A b4

1.42. 11 BHRXBEy a3 vORBAYE—DF)FALY LT
[Ay+E—]

‘infoexcdi The INVITE message from <from> to <to> was redirected to <uri>.

(F54F)T1]
LOG_INFO

K]
WA v > a v OBAA vy E—V &) F ALY FLEZ L E2RLET,

(/35 X 2 DEK]

<from>

TEHRASHL DR = — 5 1D
<to>

T HRAZHL D E [ —H 1D
uri>

VXA L7 R URL

1.42.12 BHXBty >3 v ORKREFRLT

[Ay+E—2]

‘infoexcdi The INVITE message from <from> to <to> was declined: <reason>

(F34A4YT 4]
LOG_INFO
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(=nk]
AU TR v s COBIGEFRR L2 2R LET,

(/35 A2 DEK]
<from>
T ML DI = —H 1D
<{to>
TH AL M —H 1D
<reason>
THRAH S — 3 VA5
version

RIHEROT  a— RE A TR—FH LT EHA,




1.43 VPN H—/\BEHED A vt —2
1.43.1  1—4 1D D&

[Ayv+E—2]

‘dvpnsdi {user_id> was registered by <client>.

(544U T«]

LOG_INFO
G

=Y IDERE LI EERLET,
[/85 A2 DERK]

{user_id>
Bk Lz —H 1D
<client>
TR FA T bDIPT LA

1.43.2 a2—% 1D OHIk

[Ay+E—2)

‘dvpnsdl {user_id> was deleted by <client>.

(544 T 4]

LOG_INFO
2iK)

a—HID ZHIBRLIZZ L ERLET,
(/X5 A 2 DEK]

{user_id>
BBk L7z —3 1D
<client>
TSR FA T bDIPT L

1.43.3 1Bty 3 DML

[Ay+E—2)

‘dvpnsdl The session from <{from> to <to> was established

(F34A4YT1]
LOG_INFO

=]
WAt v v a VL L2 2 2R LET,




(/35 X 2 DEK]

<from>
THHRASH DR = — 5 1D
<to>

T HRAZ WD E ] — 4 1D

1.43.4  EHXFtEy T a >0UE
[AytE—]

‘dvpnsdl The session from <from> to <to> was disconnected

(F54F)T 1]

LOG_INFO
(E]

ettt vy v a ndilfrshizZ & 2R LET,
[\Z A5 DEK]

<from>

TR A D R = — 5 1D
<to>

T HRAZ WD E = — 4 1D

1.43.5 HHRXBEY a3V DOFBT

[Ay+—2)

‘dvpnsdi The session from <from> to <to> expired

(F54F)T 1]

LOG_INFO
=]

fHwsct v a Y OABHIRSH T L Z L 2R LET,
(/35 X 2 DEK]

<from>
TH WAL DI = — 1D
<to>
1WA D M = —H 1D

1.43.6 BRIty a EABA v E—CDRILK

[Ayv+—2)

‘dvpnsdi The Authentication of INVITE message from <{from> to <{to> by <client> failed.

(F34A4YT 4]
LOG_INFO

247



(=nk]
WA T4 T v b o O BA Y v > 3 VBT A v £ — VORIECRM L2 2 L &R LET,

(/X5 A2 DFEK]

<from>
T AR D FEA = — 1D
<to>
1AL D M= —H 1D
<client>
WS FA T PO IPT RLA

1.43.7 ERIPA—F ID BEFA v E—DDFRIERK
[Avyt—)

‘dvpnsdi The Authentication of REGISTER message for <user_id> by <client> failed.

(F54F)T1]
LOG_INFO

(=0k]
WA T4 T 2 M D OFERA M —F ID B A v & — VORFKIL LI Z L 2R LET,

(/35 A 2 DEK]

<user_id>
BkERENe—H 1D
<client>
TEWMSH s FA T FOIPT RLA




1.44 T—H2ax) FEEDAYE—
1.44.1 21—+ ID &%

[Ay+E—2)

‘ngndl {user_id> registered to <server>

(FS547)T4]

LOG_INFO
EK]

SIP Hr— NIZa—H ID PRI TE & 2mLET,
(/35 A2 DEK]

<user_id>

ek LT o— 1D (FBEER S
<{server>

4k L7z SIP — "7 KL R
1.44.2 11— 1D k&8

[Ayv+E—2)

‘ngndl registration failure to SIP server.

(544U T«]
LOG_INFO
=19
SIP r— NI CE ol Z 2R LET,

[Ay+E—2]

‘ngndi {user_id> unregistered to <server>

(544U T 4]
LOG_INFO
[EnK])
SIP — NIZa—F ID BBEFETE o2 LR LET,

(/X5 A2 DEK]

{user_id>

ek Lo —W ID(EFFE )
<server>

HIBR L7z SIP H— 7 KL

1.44.3 1—4 1D HiBx

[(Ay+E—2]

‘ngndi {user_id> deleted from <{server>




(TS54F)F«])
LOG_INFO

EK]
SIP r—\InHa—H ID Z#HIR L7 Z & 2R LET,

(/N5 A2 DEK]
<user_id>
Hilbk L7z = — ID (FBE% =)
<{server>
BB L7z SIP H— "7 KL%

1.44.4 SIPtv i 3 UEA

(A vtE—2)

‘ngndl start connect to <{peer>

(F544UT4]
LOG_INFO

[ErK])
FRBIZXVSIPEy v a RSN & 2R LET,

(/35 A 2 DEK]

<peer>
THFEREE

[Ay+E—2]

‘ngndi received connect from <{peer>

(544U T4]
LOG_INFO
[Ek]
HEWCXVSIPE Yy a VBB ENTZZ EARLUET,
(/35 A 42 DERK]

<{peer>
HHFEEE T

1.44.5 SIPtv 3 UL

(A vtE—2)

‘ngndl connect established with <peer> bandwidth=<width>bps

(F54F)T 1]
LOG_INFO




[EnK])
SIPEy Y a B L2 &R LET,

(/X5 A2 DFEK]

<{peer>
HHFEEE
<width>

I Hrdak

R EFE CIIRT & D FIE D BALII R CFFRoR & 72 0 | BB O HFEE E R O AL/ N CFFRR & 720

=75,
1.44.6 SIPEv > 3 Yk

[Ay+E—2]

‘ngndi disconnected. <from> —> <{to> time=<time> charge=<{charge>yen: <reason>

(FS54A4UT«]
LOG_INFO

[EnR])
ML LT-SIPEy v arBUliL7-Z &R LET,

(/X5 A2 DFEK]

<from>
B e R 5
<to>
B e ih
<time>
B HFRT (dddd. hhimm:ss D)
<charge>
L=t v g v oEEEE
<reasony
SIP G (FEMIT [STP I & 5 —Fa) DHEiZZ )

(A vtE—)

‘ngndl aborted connect with <{peer> by <side>:<reason>

(TS54F)F«])
LOG_INFO

[ErK])
SIPE v a U HESIRNCEI L2 & 2R LET,

(/X5 A 2 DEK]
<{peer>
Pete LR
<{side>
BT
peer FHFAI




self E1I
<reason>
SIP GIWrEh GEMIT [SIP BIWTE &5 —E) OHix M)

1.44.7 BEMEICELBEEEMEIIL

[Ay+E—2)

‘ngndl NGN connect limit over [charge=<charge>yen]

[FS54AUF )
LOG_WARNING

k]
TEEEHERIBRIZ L 0 BBV L S N7 2 & Z2@mmd 5,

(/35 A 2 DEK]

<charge>
HAEOBE R

1.44.8 REFHRDI VT

[Ay+—2)

‘(name>l NGN charge information is cleared. totalcharge=<{charge>yen totaltime=<time>

(FS34A4YT1]
LOG_INFO

=]
AN VT S22 LR LET,

(/X5 A2 DEBK]

<name>
MeERE 7 VT LicTa s I A
cmdexec
av—nnb0avr RiZkb7 07
telexec
telnet NHOa~v L NIZXH7 07
sshexec
ssh oD a<w NiZks7 07
scheduled
AT a—ERRIZL D7 VT
<charge>
R e iy s
<time>
FABHEERFR (dddd. hhimm:ss D)




1.45 SSLDAy+E—
1.45.1  SSL #E#fRB

[Ayv+E—2]

‘sslproxyi SSL/TLS handshake failed. <src_addr> —> <dst_addr>

(F34A4)T+]
LOG_INFO

=19
SSLNANY Ry oA 7RI LI EERLET,

[/85 A2 DERK]

<src_addr>

SSLaxzvaryoBEMIP T FLA
<dst_addr>

SSL a7 v aOfPMIP T FL&




1.46 AAA/RADIUS D A v t—2
1.46.1 RADIUS 7h Vo7 1 v T EEORTR

[Ayv+E—2]

aaa_radiusd: <id> (Ksession_id>) received service for <{session_time> seconds, received <input_packets>
packets (<input_bytes> bytes), sent <output_packets> packets({out_bytes> bytes).

(FTS34A4UT«]
LOG_INFO

E0K)
RADIUS 7 H T v T 4 » T AR LET,

(/35 4 52 DEK]
<id>

User_Name

T 7 A—PE

<session_id>

Acct-Session—Id

F—tva &Ry —RBo#RT

<session_time>

Acct-Session-Time

v a VG BT £ TOREH]

<input_packets>

Acct—Input—-Packets

RADIUS 77 Z A 7> NIST 77 B Aa—H B35 Lic /37 v Mk
<input_bytes>

Acct—Input-Octets

RADIUS 7 A4 T v "IRT 7 B A=Y bR E LT —4 &
<output_packets>

Acct—Output-Packets

RADIUS 77 A 7> b b7 7 Aa—HIxh LTEE Lie 7 v bk
<output_bytes>

Acct—Output-Octets

RADIUS 77 A 7 ¥ BT 7B Aa—HITx LTHEE LTeT — 4 &

1.46.2 RADIUS FEREH —/\RIGE

[Ay+E—2]

‘aaa_radiusdi authentication request failed for <id> on aaa <{group_id>: no response received

(F34A4YT1]
LOG_INFO

=19
RADIUS 7 Z A 7 > b OFEBREERITKE LT, RADIUS H— "0 HRBRERE R @I SN o7 2 2R LET,

T

F1E VAT LR —E
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(/35 A2 DEK)
<id>
TR AL—Y4,
<group_id>
AAA 7 )V—7 1D

1.46.3 RADIUS 7HHO T4 VY —N\REE(TFTHO2T 12T FIRE)
[Avyt—]

‘aaa,radiusdi accounting start request failed for <id> on aaa {group_id>: no response received

(F54F)T1]
LOG_INFO

(Ek]

RADIUS 77 T AT > hDT BT 2T 4 ZERIZH LT, RADIUS T Y T 4 T —=NInDT AT 4T
PlAG OIS SN2 oo Z L 2R LET,

[/35 A2 DERK]
<id>
T A—Y4
<group_id>

AAA 7' )V—7 1D
1.46.4 RADIUS 7 HhHoo T4 o0 H—N\RIEE(THhOUT14 VT8 TE)

[Ay+—2)

‘aaa,radiusdi accounting stop request failed for <id> on aaa <group_id>: no response received

(F54F)T1]
LOG_INFO

=0K]

RADIUS 7 F AT > bDT AT T 4 TERICH LT, RADIUS T AV T 4 U T Y —="InDT AT T 47
KT OBMMNSNARPoTZ e &R LET,

(/35 A2 DEK]
<id>
77 A a—H4
<group_id>

AAA 7' v—7 1D
1.46.5 RADIUS EREERIBFERE A —/N

[Ay+E—2)

‘aaa,radiusdi authentication request failed for <id> on aaa <{group_id>: request too much

(F34A4YT1]
LOG_INFO

T
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[EnK])
RADIUS 7 T A 7 > h DFRFFERITH LT, RIFFERE)S RADIUS 7' v b 2 /L TR 2 5 IR A2 72720, Bk
i U N Gty P < N DS i B
(/X5 A2 DEBK]
<id>
T U A2 —HPL

<group_id>
AMA 7 v—T7 1D

1.46.6 RADIUS 7 ho T4 VU RBERBA—/N(THD T4 > FIRE)
[Avyt—)

‘aaafradiusdi accounting start request failed for <id> on aaa <{group_id>: request too much

(FS54A4UT«]
LOG_INFO

[Ek]
RADIUS 7 F AT > bDT H T T 4 ¥ T ERIZH LT, [RRFZEREAH RADIUS 7' b 2L T x5 EREZ#E X
72728, TERZARFE L RADIUS —RNIZEE Lol 2L ET,
(/X5 A2 DEK]
<id>
T U A a—H 4

<group_id>
AAA 70— 1D

1.46.7 RADIUS 7Hho T4 VIV RIBEERBA—/IN(THhOooT4 T8 TH)
[Avyt—)

‘aaafradiusdi accounting stop request failed for <id> on aaa <group_id>: request too much

(T4 ) T 4]
LOG_INFO

[EnR])
RADIUS 7 F AT > bDT H T T 4 2 T ERIZH LT, [RRFEREAD RADIUS 7' b 2L T x5 EREZ#E £
72728, BERZAEHE L RADIUS — NITEE Lo loZ LR LET,
(/X5 A2 DEK]
<id>
T U Aa—H 4

<group_id>
AAA 7 )V—7 1D




1.46.8 RADIUS FRELERLEEEM

(A vtE—2)

‘aaa_radiusdi authentication request failed for <id> on aaa <{group_id>: invalid configuration.

(544U T «]
LOG_INFO

EK]
RADIUS 7 7 A 7 > b OFBREERITKE LT, RADIUS ORERRER DR 1Z o 7720, BREZEE LEEZ RS &
e ERLET,

(/N5 A2 DEK]
<id>
77 Za—H4
<group_id>
AAA 7 —7 1D

1.46.9 RADIUS 7HO VT4 VU BREREN (T HU T4 2 JHIER)

(A vt—2)

‘aaa_radiusdl accounting start request failed for <id> on aaa <group_id>: invalid configuration

(T4 F«])
LOG_INFO

EK]
RADIUS 7 T AT > hDT AT 4 v TEERIZH LT, RADIUS OAERLEZNERN T 127280, ERAEWIEL
RADIUS Y— NZEE Lol 2 L 2R L E T,
(/35 A 52 DEK]
<id>
T U A —W4
<group_id>
AA 27 —7 1D

1.46.10 RADIUS 7HO VT4 I BREREN (THO VT4 v THETEH)

(A vtE—2)

‘aaairadiusdl accounting stop request failed for <id> on aaa <{group_id>: invalid configuration

(F354F)T 1]
LOG_INFO

=]

RADIUS 7 I AT > DT 7T 4 2 FERITH LT, RADIUS DR ERNIEN TS o 7-72, BRAMIE L
RADIUS Y— NZEE Lol 2 L 2R L E T,

Tf
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(/35 A2 DEK)
<id>
TR AL—Y4,
<group_id>
AAA 7 )V—7 1D

1.46.11 RADIUS FBFEA E ) /5

[AytE—]

‘aaa,radiusdi authentication request failed for <id> on aaa <{group_id>: memory allocation failed.

(F54F)T1]
LOG_INFO

EK]
RADIUS 27 F A 7 o M OFBFEERICKI LT, AT Y BMEB L7272, EREWEIELFEEZ RS H/-Z 2R LE
j—o
[/35 A2 DERK]
<id>
T A—Y4
<group_id>
AAA 7' V—7 1D

1.46.12 RADIUS 7 H Do T4 VT AR IVB(THho2T 4 2T RKER

[Ayv+—2)

‘aaa,radiusdi accounting start request failed for <id> on aaa <{group_id>: memory allocation failed

(F54F)T1]
LOG_INFO

=0K]

RADIUS 7 G A 7> hDT AT T 4 v ZERICKH LT, AF VB8 Lo/, ERZHEEE L RADIUS H— 312
BAE L7enoto o b AR LET,

(/35 A2 DER)
<id>
77 A a—H4
<group_id>

AAA 7' )V—7 1D
1.46.13 RADIUS Z7HO VT A VT AFRIUNB(THIOUT 4 THETH

[Ay+E—2)

‘aaa,radiusdi accounting stop request failed for <id> on aaa <group_id>: memory allocation failed

(F34A4YT+]
LOG_INFO

B1E AT L SER—E  2b8



=]

RADIUS 7 I AT > bDTH T T 4V TERIZH LT, AEY BB LTS, FREZMIE L RADIUS Y—3C
EELEP-2T-Z2 2R LET,

(/N5 A2 DEK]
<id>
T U A2 —HL
<group_id>

AMA ' L—T7 1D
1.46.14 RADIUS SRS HBERAF—

(A y+E—2]

‘aaafradiusdi authentication request failed for <id> on aaa <{group_id>: bad authentication secret.

(FTS54A4UT«]
LOG_INFO

)|

RADIUS 7 T A 7 > h DFRAFERITH LT, RADIUS H— "\ S IEE 2 Z T E o720 O OIFEN —F L2720,
ISR L2t B R LET,

(/N5 A2 DEK]
<id>
77 Aa—Y4
<group_id>

AAA 7 )V—T7 1D

1.46.15 RADIUS 7 ho T4 VI REBERLT—H(THO VT4 27 FIRE)
[Avyt—]

‘aaafradiusdi accounting start request failed for <id> on aaa <{group_id>: bad accounting secret.

(T4 T«]
LOG_INFO

L)

RADIUS 7 A 7 bDT I T 4 > 7 ERIZR LT, RADIUS =" BIEEZZ TR -T2 b O OFHEN—
BLARWED, IGEEWEL-ZZE2TRLET,

(/N5 A2 DEK]
<id>
T Aa—Y4
<group_id>

AAA 7 L—7 1D

T
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1.46.16 RADIS 7HO VT4 VT HERF—B(THI VT4 o THETEH)

(A vtE—2)

‘aaa_radiusdi accounting stop request failed for <id> on aaa <group_id>: bad accounting secret.

(F34A4UT+]
LOG_INFO

EK]
RADIUS 7 AT > bDT H T T 4 ¥ T ERIZH LT, RADIUS — "I DIEE 2 T - 726 O O H N —
BLARWED, IWEEREL-ZE 2R LET,
(/35 A2 DEK]
<id>
T U Ra—W4
<group_id>
AMA 7 L—TF 1D

1.46.17 O—ALRBEDBFTHho VT4 VT ERODEKT

(A vtE—2)

aaad: <id>() received service for <session_time> seconds, received <input_packets> packets (<input_bytes>
bytes), sent <output_packets> packets(<out_bytes> bytes).

(F54F )T 1]
LOG_INFO

[(Enk)
O—HNVEIFDB DT 7T 4 T ERE R LET,

(NS AR DEK]
<id>
7 U A— WL
<session_time>
Ty va VAL GHET E TORERH
<input_packets>
T EAZ—FRZE LIy MK
<input_bytes>
T RAZ—YRZE LT — 4 &
<output_packets>
T AZ—YNEE LIy MK
<output_bytes>
T RAZ—YREF LT — 4 &

1.46.18 Access—-Chal lenge M={E

[Ay+E—2]

‘aaairadiusdi Access—Challenge not support (<id>)

T
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(FTS34A4YT«]
LOG_INFO

=]

RADIUS 77 T A 7 ¥ M HBALEE TRV AR — D Access—Challenge #ZE LT-720. 77 B A2 —PFOFRIFIT KK
L2 & pRLET,

[/85 A2 DEK]
<id>
T A—Y 4
1.46.19 Message—Authenticator A& 4
[Avt—)

‘aaa_radiusdi received Message—Authenticator have unmatched value (<id>)
(FS544)T4]
LOG_INFO

=0K]

{2 L7~ RADIUS /X4 v | ® Message-Authenticator W—E LR o 7272, ZE Ay FRKSALIN TS
HLOELT, MELZZEEZEWLET,

(/X5 A2 DEBK]
<id>
77 A a—H4

1.46.20 7 ) Ea1—MERREKBRGEENY I74A—170—)
[AvtE—2)

‘aaa_radiusdi attribute <attr_type> create failed. send buffer overflow for aaa group <group_id> user id <id>
(FS547)T4]
LOG_INFO

(E%]

RADIUS H— 57 FGA T v MIEET BTV B Aa—HFOa—PFFEHEBKRXBE L0, BE v N a2
L7722 & & B LU E$, RADIUS B — 3T 4096 /XA FULEDFRIRERE 7 T4 72 Ma@mTEinid, 77
T ALV O2—FIEFRICE B OREIEREER LG I, EREHICLVERE Ry FOAEINRD Z
ERHY FET,

(/X5 A2 DERK]
<attr_type>

F—=n"Tu—177 FY Ea— FORMEHE

VSA: CHRAE DIED & X IV FAEAET N Ea— FCA—NT7a— Lzl ¢ EERLET,
<group_id>

AAA 7 L—T7 1D
<id>
T U A2 —HPL
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1.46.21 RADIUS EEFEERY A L

(A vtE—2)

‘aaa_radiusdi authentication request failed for <id> on aaa <{group_id>: authentication canceled.

[F544UF 1]
LOG_INFO
EK]
RADIUS 7 T A 7 > b OFRGEERICH LT, FRGEKIEITT N BGEER AWMV E L Z & &R LET,

(/N5 A2 DEK]
<id>
77 A a—H4
<group_id>
AAA 7 —7 1D

1.46.22 RADIUS ZBEEH—/ 50>

[Avt—2)

‘aaa_radiusdl radius authentication server <number> on aaa <group_id> dead

(54T 4]
LOG_INFO

EK]
RADIUS FBEEH— A3 alive IRAE/N D dead IRREIZ /R o722 L AR L E T,

(/35 A 2 DEK]

<number >
RRE — NERE T
<group_id>

AAA 7 )L—7" 1D

1.46.23 RADIUS FEEEH—/\1EIH

(A vtE—2)

‘aaairadiusdl radius authentication server <number> on aaa <group_id> alive.

(F354F)T 1]
LOG_INFO

EK]
RADIUS FBAEY— 323 dead JREEN D alive JREEIC /o7 Z L 2R LE T,

(/35 A 2 DEK]

<number>
FRREY— NERE S
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<group_id>
AAA 7' v—7 1D

1.46.24 RADIUS 7Ho VT4 2T —nREoy

[Ay+E—2)

‘aaa,radiusdi radius accounting server <number> on aaa <{group_id> dead

(F34A4YT 4]
LOG_INFO
=]

RADIUS 7 H 7 > T 4 2 7% — 3% alive IREED S dead JRFEIZ /e o2 Z L R LE T,

(/X5 A2 DEBK]

<number>
TADT 4TI —RERES
<group_id>

AAA 7 V—7" 1D

1.46.25 RADIUS 7 ho T4 2 JH—/\EIR

[Ayv+E—2)

‘aaa,radiusdi radius accounting server <number> on aaa <{group_id> alive

(544U T «]
LOG_INFO
=19
RADIUS 7 H 7 > T 4 ¥ 7V — 308 dead IRRED D alive IRFEIZ Ao 72 Z & R LE T,
(/X5 A2 DEBK]

<number>

TAT T 4 T —RERES
<group_id>

AAA 7' V—7" 1D

1.46.26 FEREALIELER (A £ 4418)

[Ay+E—2)

‘aaadl cannot process due to no resource [mac=<mac_addr>]

(FT34A4YT+]
LOG_INFO

=]
AEYRREOED, BAERPIRS N 2R LET,

T
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(/35 X 2 DEK]

<mac_addr>
FRREEE SR BN S 72K O MAC 7 R LA

1.46.27 RYKR—FEAPA T 3 UFE
[Avyt—)

‘aaadi received option is not supported [option=<code>]

(544 T+]

LOG_INFO
[(Enk)

ZIELI-EAP ICRY R—hOF 7> a R EEN T2 2R LET,
(/85 A 2 DEK]

<code>
KYR—bOF T ara—F

1.46.28 RYKR— DNy FZ4E
[Avt—)

‘aaadi received unrecognized code packet [<code>]

(544U T4]

LOG_INFO
[EnK]

RYR—F Xy ha—FRDEAP X7y haZELEZ L aRLET,
(/35 A2 DEBK]

<code>
RYR—bDONRry ba—FK

1.46.29 Ny bo—H ORI T—HH
[Avyt—)

‘aaadi unexpectable message received [type=<type>, host=<mac_addr>]

(FT34A4UT+]

LOG_INFO
(EK]

Ny b= AR AR LI 2R LET,
(/35 A2 DEK]

<{type>
Ry NEAT
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<mac_addr>
U (Supplicant) ® MAC 7 R L %

1.46.30 A EVHEICK HFRILKK

[Ay+E—2)

‘aaadi cannot allocate memory to indicate about authentication result

CEREDESD
LOG_INFO

2K)
)(:E)*E{EJ uuuﬁkﬁﬁ)%aﬁbf;_&%rbiﬁq

1.46.31 FEE7 LTV XLF—I

(A vtE—2)

‘aaadl desired algorithm by supplicant is not supported [desired type=<algorithm>]

(FS54A4YT1]
LOG_INFO

EK]

VAR (Supplicant) 2 D AIEE N AR — F L TWRWEREET LT ) AL ZERINZ7-DIC, REENRKL=Z &
ZRLET,

(/35 A2 DEK]

<algorithm>
UK (Supplicant) N ER L7270 T Xbha— R

1.46.32 H—/\5) URFRAERTI

[Ay+E—2)

‘aaadl radius authentication server dead for <id> on aaa <group_id>: authentication request succeeded

(F34A4YT+]
LOG_INFO

K]
RADIUS 4 —/374% dead JREET, 77 ¥ ABFFAI S Z L& RLET,

(/X5 A2 DERK]
<id>
77 A a—H4
<group_id>
AAA 7' v—7 1D
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1.47 STPDAytE—
1.47.1 EHBPDU 7 L—LSE

[Ayv+E—2)

‘mstpdi Invalid BPDU received on ether <{group> <port>

(FS54A4 )T 4]

LOG_INFO
EK]

T L — AR R — MEHA O BPDU N—T a v D7 L— L ZE L TREL-Z L 2R LET,
[/X5 A2 DERK]

<group>

ether 7 V—7%& "=
<port>

ether "— F &=

1.47.2 EERBREECPHEE—F)

[Ayv+E—2]

‘mstpdi Cannot disable spanning—tree for bridge

[(F5441UTF 4]
LOG_INFO
=179
STP B/EE— N (STP MEZhIRF) D EFRKMN T L e o7 Z L 2R LET,

[Ay+E—2]

‘mstpdi Cannot enable spanning—tree for bridge

(FT34A4UT+]
LOG_INFO

[Ek]
STP BfEE— R (STP A 2hRf) DE KM N Lo/ Z L 2R LET,

1.47.3 ANEWBEEVTY LEE
[Avyt—]

‘mstpdi Error opening socket (<err>)

(F54F)T1]
LOG_INFO

[(Enk)
STP CEEFHT 2 V7 v NMERNEREIZ/R-TmZ R LET,
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(/35 X 2 DEK]

<err>
7 —%F

1.47.4 HBRTcTEEREER
[Avyt—]

‘mstpdi Error mstpd configuration

(F54F)T1]
LOG_INFO

(Enk]
B O R E RPN REC R o7 D L B LET

1.47.5 STP AABIFHRBEHESER

[Ayv+—2)

‘mstpdl Could not allocate memory for <resource>

(F54F)T1]
LOG_INFO
=]
STP NESE @ TR 2 BIROEE SR L o7 Z L 2R LET,

(/35 A 2 DEK]

<resource>
WETE 2o o B IRIEH

1.47.6 fRADF O OBRH
[AytE—]

‘mstpdi Topology Change detected

(F54F )T 1]
LOG_INFO

(Znk]
PRECOEERRINS I Z L AR LET,

1477 L—FrTY o

[Ay+E—2]

‘mstpdi Bridge became new Root Bridge

(754415 1]
LOG_INFO




EIK]
HEENNL— T vl R LET,
1.47.8 cROSF oo AR— MER
[Ay+E—]

all-ports:ether <group> <port_list>)

mstpd: Topology Change ports information(<{instance_type> last-port:ether <{group> <port>

(FS54A4YT1]
LOG_INFO
=)
FARBE COEERBH S NIZAR— MERERLET,
(/35 A5 DEK]

<instance_type>
rRue KR EIToTA VAR AT AT

<group>
bR B R RO R IIRRBZE T L 72 ether 71— 7%
<port>
bR B ORI R IOIRIBZE T L7z ether R — M5
<group>
A MRv UBHRHIOREZEE 2 L7230 D ether 7V —7 &5
<port_list>
AR IR UHHRFIOIREZEE 2 L7210 O ether R — FEEF U X b

1t

VAT La T

T
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1.48 +SyFUTHEEREEDA vy E—D
1.48.1 J—RrUHEEFE

[Ay+E—2)

trackd: node <node_count> is not attached: node <node_count> has same destination address as node
<other_node_count>

(FS34A4YUT«]
LOG_INFO

=]

<node_count> & <other_node_count> ® /— R F U HERDOEMGRIP 7 RLAREBE LD, /— KNI
T2 EEN S THDHZ 2R LET,

(/X5 A2 DERK]

<node_count>

J— RN MU HEHEES
<other_node_count>
J— RN HERES

1.48.2 J/—KRbEMYHARY FRE

[Ay+E—2]

‘trackdi node is <state>. node—trigger. <node_count>

(FTS34A4UT+]
LOG_INFO

K]
J— RORENEBL, /—FRYTRREELLZ 2R LET,

(/35 A2 DEK]

<{state>
BB OKIE
+ down
J—RKET
- up
S—=RKT7T >
<node_count>
J— R MY HERES

1.48.3 b+ vFUUMEEICK HEST
[Avt—)

‘trackdi ”{command>” executed.

(F34A4UT+]
LOG_INFO

T
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=iK]
FT XU ZHBIICRY 3~y RREITSNZ S L 2R LET,

(/X5 A2 DERK]

<command>
Eirshiza~<2 K

1.48.4 S oFX UHREOITY FETXF YR

[Ay+E—2)

‘trackdi command canceled

(F354F)T1]
LOG_INFO

=19
FT7oX U THREODa~ REMTRF YL ENEZ L 2R LET,

1.48.5 $RELN)HAEEFE
[Avyt—)

trackd: congestion <congestion_count> is not attached: congestion <{congestion_count> has same destination
address as node <other_congestion_count>

CEREDESD
LOG_INFO

=0K]

{congestion_count> & <other_congestion_count> DEHEE kN HEFDOEHKGIR IP 7 RLUANEZ L=,
congestion_count b U HIZET B EZRMNENTHLZ 2R LET,

(/35 A 2 DEK]

<congestion_count>
R N Y T ERE S
<other_congestion_count>
gl N Y W ERE =

1.48.6 $REELUHA AN FEE

(A vtE—2)

‘trackdl congestion is <{state>. congestion—trigger.<congestion_count>

(F34A4YT+]
LOG_INFO

BER]
TRDRIENER L, Wl N ) WA L2 2R LET,

T
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(NS AZ2DEIK]
<state>
EB% OIREE
down
TR AR
up
HRIIR IR 1R
<congestion_count>
HEiE N Y WERE S

1.48.7 FODN ZHTAERDITS—A vtE—o

[AvtE—2)

‘track_congestiondi Name conversion of fqdn=<fgdn> cannot be performed. congestion—trigger. <congestion_count>

(T4 F«])
LOG_INFO
Ek)
gk N U LR D FQDN A RIRRIR O =T — X v — U TT,
$57E L7- FQDN DA RIMFIR N TE ol Z L AR LET,
(/X5 A2 DEBK]

<fqdn>
FRE S 4172 FQDN
<congestion_count>
HEiE N Y W ERE =

1.48.8 IP7FLAREROIS—FAvt—

(A vtE—2)

‘track_congestiondi IP address cannot be assigned to <interface>. congestion—trigger. <congestion_count>

(F34A4UT+]
LOG_INFO

=0K]

HEE N U HOIHEEED ., IP 7 RLARBEBROTS — X vE—U T,
BELIEA LV EZ 7 2—AIZIP T RLARED{THENATWARNWTZ AR LET,

(/N5 A2 DEK]
<interface>
A BT 2 — A
<congestion_count>
HEEE N U U ERE S

T
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1.48.9 IP7FLREEDIS—FAytE—7

(A vtE—2)

track_congestiond: <address> cannot be assigned to fqdn=<fqdn>, because duplicated. congestion—
trigger. <congestion_count>

(F54F)T1]
LOG_INFO

=19
BAELZIP7 FLAREBEL TSI LIZLY, FRDNIZEID B TAHZ N TE R EaDTTI— A vE—
T,

(/85 A 2 DEK]

<address>
IPTRLZA

<fqdn>
FBE S 417 FQDN

<congestion_count>
TR N Y T ERE

1.48.10 EEXREBEDIS—Avt—v

[Ay+E—2]

‘trackfcongestiondi congestion—trigger <{congestion_count> is not attached: <source> is not defined

(544U T«]
LOG_INFO

[Enk])
FETLIHEELEIPT RLRAFRIZIA Vv 72— ANERIN TN L A2 R LET,

(/X5 A2 DEBK]

<congestion_count>
HEEE N Y T ERE S
<source>
BETIPT RVRAELITEE LA Vv F T = — X

[t Ai%])
A7 IPT RVAFIIA VA 72— AEZEB L TLLIEE N,

1.48. 11 SWEBERERHEA T3 oDIS—Avte—2
[Ay+E—]

track_congestiond: congestion—trigger <congestion_count> is not attached: congestion <{congestion_count>
threshold fail or recovery is not defined

(F34A4UT+]
LOG_INFO

T
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=9
BRI BRI AER E (Fail) F 21T IR E (recovery) DEBRS N TV ARWT L ZR LE T,

(/X5 A2 DFEK]

<congestion_count>
HEEE N U I ERE S

(x075:%]
R b U W OMRBUERE LE LT &0,

1.48.12 FS X UIERFEDISI—AvtE—2

(A vtE—2)

track: tracking <number> is not attached: node triggers and congestion triggers cannot be registered with the
same tracking definition number.

(TS54F) T 4]
LOG_INFO

=0K]

Fl—D 7R TEREFT, /—RFM)TEHEERN) TERFFICGRE L2, 0O N7 v X0 7 ERITE
i bZ EERLET,

(/X5 A2 DFEK]

<number>
NI oX U TEREE

(3 50753%]
WAL YA, 73/ — R R HEZE Lo —BREET EERL TR,

T
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1.49 Tv6 TSR] DA vE—2
1.49.1 7 FLRIEROEHN

[Ay+E—2)

‘vﬁplusdi Address information was notified to the update server (<id>).

(F34A4YT1]
LOG_INFO
=]
BRES— =27 FLAEREZBEM LT Z L 2R LET,

[/X5 A5 DERK]
<id>
R E T — "OFRGE ID

1.49.2 7 FLRAFHROEHERDZIE

[Ayv+—2)

‘vﬁplusdi Receive update result from update server(<id>) : <response_code>

(F54F)T1]
LOG_INFO

=]
BEY = A= DEFRREZE L LR LET,

(NS AR DEK]

<id>

TR E— S OFGE 1D
<response_code>
Ea—REA =Y
200 0K

IERIZHETE

400 Bad Request

FRRE ID F72 38R Y — R RIEDRHEMESH Y
404 Not Found

URI W ARIETH D AHEMEDH D
unknown

WA — NARB

1.49.3 BERTEY—/\~DEHELEK
[Avyt—)

‘v6plusdi The connection to the update server(<id>) failed

(F354F)T 1]

LOG_INFO




(=nk]
FFRE S — N~ OHHUC R LT 2 L 2R LE T

(/35 4 52 DEK]
<id>

HRR e — SORGE 1D
1.49.4 BETFEY—/IN\~DOEHERFEE

[Ay+E—2)

‘VGplusdi The connection to the update server (<id>) discarded. ({reason>)

(T340 T4]
LOG_INFO

(=nk]
FFREY — N~ OBEREOR A I L 12 2 L 2R LET

(/X5 A 2 DEK]
<id>
PR E T — OFRGE 1D
<reasony
ZEH
request too much
7 R L R A e R R RS b BRAE A
duplicate request
Bt ER SN T FLAFHRER U7 R LA fFRA @




1.50 USBAEVBEDA v E—
1.50.1 USB X E ! DIEA

[Ay+E—2)

‘mountdi USB memory is inserted.

(F34A4YT+]
LOG_INFO

=19
USB AEYNFHEASINZZ EE2RLET,

1.50.2 USB A& DIk

(A vtE—2)

‘mountdl USB memory is ejected.

[(F544 U7 4]
LOG_INFO

=179
USB AE Y NHEINTZZ E 2R LET,

1.50.3 USB 77/\1 R#Efw

[Ay+E—2)

‘musbd: {[USB] | [USB1] | [USB2]| [SLOT]} USB Device Detected.

(T340 T4]
LOG_INFO

[ERK]
USB F /34 ZDWIKCEIN L. FAL A L2 L 2R LET,

1.50.4 USB 7/\1 Xt#R

[Ay+E—2]

‘musbdi {[USB] | [USB1] | [USB2] | [SLOT]} USB Device Disconnect Completed.

(TS54F) T 4]
LOG_INFO

(ErK]
USB 7 /31 Al &N 7= 2 & 2R LTS
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1.50.5 USB VBUS iBERFL

(A vtE—2)

‘musbdi {[USB] | [USB1] | [USB2]| [SLOT]} USB VBUS Over Current Occurred.

(FS54A4YUT1]
LOG_INFO

=R]
USB . VBUS BB AFAE LI L 2R LET,
1.50.6 TJ7AILNATLOARIE
(A vt—2]

‘mountdi file system on USB memory is broken. need format.

(FS34A4UT«]
LOG_INFO

Z0K)
USBAEVUZALEN T 7 ANV AT ARRETHY, 74—~y "B ERZLEZRLET,

1.50.7 1/0x5—

(A y+E—2]

mountd: I/0 error on USB memory.
cmdexec: 1/0 error on USB memory.

(F34A4UT+]
LOG_INFO

=0K]

USBAEYDT 7 EHAPIZI/0T —NBELIZZ 2R LET,
1.50.8 T7A4INIARTLODAREES
(A vtE—)

‘mountdi file system on USB memory is broken.

(F354F)T 1]
LOG_INFO
=)

USBAEUDT 7 EAFIZ T 7 A VAT LAOFRELSERB L2 2T LET,

F1E VAT LR —E

T
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1.50.9  USB 7 /31 RER&H/ K

(A vtE—2)

usbh_pcdeme:  {[WWAN1] | [USB] | [USB1] | [USB2]} USB Device Enumeration Failed

usbh_pcdcacm: {[WWAN1] | [USB] | [USB1]| [USB2]} USB Device Enumeration Failed
usbh_pcdcacm: {[WWAN1] | [USB] | [USB1] | [USB2]} USB Device Enumeration Failed.

(FS34A4YT«]
LOG_INFO

K]
USB 773 A A DR/ HERUC R LT 2 L R LET




1.51 UBYRR FL—CHIEHBEED A vE—2
1.51.1 USBYRR hL—T9 5 RTINS ROBHAM

[Ay+E—2)

‘usbhfstoragel {[USB] | [USB1] | [USB2]| [SLOT]} Mass storage device initializing complete.

(F34A4UT+]
LOG_INFO

=0K]

USBAEY (W AR RL—U 7 T AT RA R)OF ARG, HASNTT NS AZIEEFRIAA N —V 7 TR
TN, AL LI 2R LET,

1.561.2 USBRRR ML—UU 5 RTINS RADRHKK

(A vtE—2)

‘usbh_storagel {[USB] | [USB1] | [USB2]| [SLOT]} Mass storage device initializing failed.

(FS54A4YT«]
LOG_INFO

=0K]

USB AEY (VAR RNL—U7 FRATNA R)OMABRHERE, ASNEZT NS RAZEFRRTAARNL—V T TR
FNRA R LB CER ST L ERLET,

1.51.3  USB 7/34 RikEFFHINEE

[Ay+E—2)

‘usbhfstorage: {[UsB] | [USB1] | [USB2] | [SLOT]} Waiting for unplugging the USB device.

(544U T«]
LOG_INFO

[ErK])
USBAEV (FARARNL—U 7 TRATNARA)DORFE 2 EEBRE L, USB AT Y ORE[FHIREBICA-T-Z L 2R
LT,

1.51.4 USB 7/\f AL S5 —%4%

[Ay+E—2]

‘usbhfstoragei {[USB] | [USB1] | [USB2] | [SLOT]} Error occurred. : <error> at <state>.

(T4 T 4]
LOG_INFO

[Ek]
USBAEY (FARARNL—V 7 TATNARA)OREEHRHE L2 EE2RLET,
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(/35 A 2 DEK]

<error>

N

{state>

T T =3R4 LT T O NERIREE

1.51.5  #E#®DO USB 7/N1 ANEFH NI
[Avyt—]

‘usbh,storagc: {[USB] | [USB1] | [USB2] | [SLOT] [WWAN]} Two or more USB devices are not supported.

(F544 )T «]
LOG_INFO

=19
USBAEY (FAARL—U 7 T AT A 2) OF AR, T TIZRBIR L7 USB 2B Y BFELTND Z L 2R
LET,

BED USB AE Y ZRIFFESRET D5 LI TEERFA,
1.51.6 USB T7/814 R4 5 R#|F KK

[Ayv+E—2)

musbd: {[USB] | [USB1]| [USB2] | [SLOT]} Storage Device detection failed. : The interface should be storage class
and bulk only type.

(T34A4UT+]
LOG_INFO

E0K)
ARL—=U0F R ST F ) =B A TUSNDUSBT AL R L2 & 2R LET,

T
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1.52 SWNBATATRE—FERED A v tE—
1.52.1  SMERAT 4 7 RA— FEREDBIED A

[Ay+E—2]

‘mountdi start configuration by external storage device

(F34A4UT+]
LOG_INFO

=]
WA T 4 7 A5 — MEREICE D o~ > REFRBIAS N Z L 2R LET,

1.52.2 B EAT 4 TR — MEBEDENMERIIRRED O J7 A4 IILT 5 —

(A vtE—2)

‘mountdl cannot open log file in configuration by external storage device

(F34A4UT+]
LOG_INFO

K]
SR A T 4 T AL — MERROBIEBIIARHC, 177 7 A L OERRINC £ 0 BERI S 2 L 2R LET,

1.52.3  SMBAT 4 TRE— FMEREDEERIGRD/NR T — RERET 5 —

[Ay+E—2]

‘mountdi authentication error in configuration by external storage device

(F354F)T 1]
LOG_INFO

(=E0k]
WA T 4 7 A4 — MERROBEBIMARIC, /N2 T — FRGET 7 —IC K W BIETIT SNz 2 2R LET,

1.52.4 HEAT 4 T7RE— FEBEDENMERIBFED AT R 77 A IILERRT 5 —
[Avyt—)

‘mountdi script error in configuration by external storage device

(TS54F) T 4]
LOG_INFO

(ErK]

SBAT 4 7 A2 — MERROEEBMAIFIC, 774 FD A<y K7 7 A MMERKBIZ KV @ fEPlrs iz &
aRLET,




1.52.5  SMBAT 4 TRE— FMEREDEMERIBERD AT Y K I 7 A ILFRAAAH T

(A vtE—2)

5—

‘mountdl cannot open script file in configuration by external storage device

(TS54F)F«)
LOG_INFO

€3

GNEBAT 4 7 AL — MERROEMERIARIZ, 2~ R7 7 A VOA =7V RBIC LV BEF#SN=Z L 2" L

=7,

1.52.6 SMBAT4TRE— FMEREDBERBROREI 7/ ILOT S5 —

[Ay+E—2]

‘mountdi invalid status file in configuration by external storage device

(FT34A4UT+]
LOG_INFO

(ErK]

SBAT 4 7 A2 — MERROEMERIARFIC, RIEET 7 A VDT T —IZ X VEETlrahzZ L 2R LET,

1.52.7 SMRAT 47 RE— MEBEDBMERIRRDORZIIST 5 —

[Ay+E—2]

‘mountdi cannot get time in configuration by external storage device

(TS54F) T 4]
LOG_INFO

(EK]

SR AT 4 7 A2 — MEREOBIERAAIFIC, FZIBRG= 7 —IC K D EIfEPIr S iz 2 L 2R LET,

1.52.8 HNEATATRAE— MEBEDEMEDTET
[Avyt—)

‘mountdl complete configuration by external storage device

(F54F)T 1]
LOG_INFO

(Znk]
WA T 4 7 A2 — MERIC kD a~ Y FEIFBERRZ T L2 2R LET,

1.52.9 SEBAT4TRE— FMEREDEMED T S —#T

[Ay+—2)

‘mountdi error configuration by external storage device in line <line>

282



(FTS34A4YT«]
LOG_INFO

=]

AT 4 T AZ— MERBICE D a3~y FETR T IRV sn/zZ L 2R LET,

(/35 A 2 DEK]

<line>
=7 —{TOITE S




1.53 aAYI74 T FSATILBRED A vE—
1.53.1 aYI744 547 ILEEEDEEDRIE

[Ay+E—2]

‘conftrydi start trying configuration

(F34A4YT1]
LOG_INFO

=19
IR MEFICREEIEESND 2 LT, a7 4 7 NI A4 TIOVBREOEERBltG SN2 L 2R LET,

1.53.2 AV I745 b SATILIESREIZEBMYERE LEEDEST

[AvtE—2)

‘conftrydi restore previous configuration before trying

(F34A4YT+]
LOG_INFO

K]
AVT 47 R TA TR K D RER S ERICEICR SN L ERLET,

1.53.3 aAVIA4TSATIHEEIZEIPUYRLEEDIS—KT

[Ay+E—2)

‘conftrydl cannot restore previous configuration before trying

(T340 T4]
LOG_INFO

(EK]

AT 4T P TAT VBRI L VREERZ TR T 9 L LI, 27— R TOLEORERp-T 2L aRLE
T

1.53.4 a2 IT4 T bFSATIHEEDEEDT YL
[AvE—2)

‘conftrydi cancel trying configuration

(TS54F) T 4]
LOG_INFO

(=nk]
DY T4 T NTATIEREOBERF ¥ oL SRS LR LET,
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1.54 A E' PREREEREEDA v E—D
1.54.1  AEYUFREGBES T HERE

[Ayv+E—2)

‘sysmemwatchdi MPB[<no>] is more than <rate>% :<watch_blk>=<max_blk>

(F34A4YT+]
LOG_INFO

(E%]

AEY TIREFHMEECT AT UMEREBLE W L2 2R LET,
ARAvE—0F, <max blON L EVMEDO-2%IZE L EXICHDENET,

(/X5 A2 DEBK]

<no>
AEYEHT—TNEE
<rate>
ERxg AT Y 7 r vy 7 O HAEE %)
<watch_blk>
HARXRAET) T a v I 4
MAX block
used mem
<max_blk>
AEURBREB LB Lz EDffHFP AT TRy 7 2=y M




1.55 ImRAIRIEHAEERED A v -
1.55.1  ImRFAIRILHEREDEE). F1E

[Ay+E—2)

‘devscandi devscan vlan <vlan_id> started

(FS54F )T «]

LOG_INFO
[(Ek]

AR A REE S B L2 AR L ET,
(/X5 A2 DEK]

vlan_id>
VLAN ID

(A vtE—2)

‘devscandi devscan vlan <vlan_id> stopped and restarted

(F544UT4]
LOG_INFO
K]
B L TR AT SUERAE M I L, BRB L Z L e LET

(/35 A 2 DEK]

vlan_id>
VLAN ID

1.55.2  umRe[tR{EBEEED AT B L BR
[Avyt—2)

‘devscandi could not start devscan vlan <vlan_id>. <reason>.

(F34A4YT+]
LOG_INFO

(E]
Ui R P BB RE DN R L7 2 L 2R L E T,

(/35 X 2 DEK]

vlan_id>
VLAN ID
<reasony
could not open file
T 7 ANDF—T NI
internal-path did not up
PRS2 23 UP RBBIC /2 H 7o T




1.56 LTE/3GELa—/LD PIN FRREHKRERSEA v E—2

1.56.1 T—42@BEEY1—ILPPIELEKEREEPINEBELL, T—2@BEE 1 —
JLPINEBEHY)

[Ay+E—2)

‘cmodemctl: [WWAN1] failed to initialize modemmodule. <modemmodule> (PIN code is NULL)

(F34A4YT+]
LOG_INFO

=0K]

BRERTIHEPINBAERLTHLIDIZ, T—FXBEEV2—MNEPINEHVIZ-TNDHD, T—Xi@E
EY 2 —VOPHHBIZKRRLIZZ 2R LET,

[/X5 A 52 DERK]

<modemmodule>
TR BEEY 22— VORI A — 1 —4 /B4 R

1.56.2 T—ARBEED1—IILYHLEEPINEBERK)

[Ay+—2)

‘cmodemctli [WWAN1] failed to initialize modemmodule. <modemmodule> (incorrect password)

(F54F)T 1]
LOG_INFO

(E]

BREHRLOPIN 2— REF—HBEETL2— L EOPIN 2— ROBRASICKRIK LT, T—XBETT a—L
OWICRKIE L= Z L &R LET,

(/35 X 2 DEK]

<modemmodule>
TR BEFEY 22— VORI A — 1 —4 /B4 R

1.56.3 T—AREEETEDa1—I/ILPEAELERPINOY Y HLE)
[Avyt—)

‘cmodcmctli [WWAN1] failed to initialize modemmodule. <modemmodule> (PUK required)

(F54F)T1]
LOG_INFO

(E]

MR ER LD PIN 23— F&F—ZBEEY 2 —/L EOPIN 2— FOREITKE L, PIN® v 7 B3 L1270
T—ABEEY 2V OPEHIC R LT Z L 2R LET,

(/35 A2 DEK]

<modemmodu | e>
T—HBEE Y 2 — VORI A — T —4 /B4




1.56.4 T—ARBEEED1—ILPEALELERPIN Oy Y IKEE
(A ytE—]

‘cmodemctli [WWAN1] failed to initialize modemmodule. <modemmodule> (PIN Locked:PUK required)

(F34A4UT+]
LOG_INFO
=)

PINB v Z7IRREEDT — X WEET 22—V E2WHLL L S & Licizd, T—XWBEETY 2 — /OISR LT
ZLlERLET,

(/35 A 2 DEK]

<modemmodule>
T—HBEEY 2 — VO A — T —4 /A EH

1.56.5 T—A2BEED1—/L¥HIELE(PUK Ov Y IREE)
(A ytE—]

‘cmodemctli [WWAN1] failed to initialize modemmodule. <modemmodule> (SIM failure)

[F514 Y7 4]
LOG_INFO
B]

PIK By ZHREGERR v 7)) DT —ZBEEV 2 — AL L LS L Lz, T—ZBEEY 2 — DR
fBIZRIR LI Z L 2R LET,

(/X5 A 2 DEBK]
<modemmodu | e>
T—HBWEEY 2 — VOB, A — T —4 /B4 TR
1.56.6 PIN#IfHIo~<w> FE{TITS5— (enable, disable, change) (PIN BB&%E)
[AvtE—2)

‘cmodemctl: [WWAN1] PIN code error. <modemmodule> (incorrect password)

(F34A4YT+]
LOG_INFO
=]

BESNZPINZ— KRR, T—HEEETY 2 — MIREINMEE B> TWiz/zd, PINBAIZAK L= &
ZRLET,

(/X5 A2 DERK]
<modemmodule>
TR BEEY 2 — VORI A — 1 —4 /B4 R




1.56.7 PIN#|#EHa<> FE{TITS5— (enable, disable, change) PIN A w4 F4£)

(A vtE—2)

‘cmodemctli [WWAN1] PIN code error. <modemmodule> (PUK required)

(F34A4YT1]
LOG_INFO

=]

BESNZZPIN a— KRB, T—XEEEY 22— VICRESNTEE B> T ==O, PINBAIZEK L, PIN
Oy I REAELIZZEERLET,

(/35 A 2 DEK]

<modemmodule>
T—HBEEY 2 — VO A — T —4 /A EH

1.56.8 PIN®I#EIa~<> FEITTF— (unlock) (PUK AT S5—)

(A vtE—2)

‘PEK code error. <modemmodule> (incorrect password)

(FS54A4YT1]
LOG_INFO

=0K]

FRESNTCPIK 22— F3, 77— HBfEEY 2 — /WIRESNTEE Rig > TWcied, PIN vy 7 EERICAIR L
Tl L ERLET,

(/X5 A2 DEBK]

<modemmodule>
TR BEEY 2 — VOB A ——4 /B4 E R

1.56.9 PIN®lfEla~<> FEITT S5 — (unlock) (PUK O v & F4)

[Ayv+—2]

‘cmodemctl: [WWAN1] PUK code error. <modemmodule> (SIM failure)

(544U T«]
LOG_INFO
=19
UTFoENnZ R LET,
T — X {E B — R USIM 73R4k

c T XEEN— FIZEEIN TV D USIM #2E

c FBEESNZPK &, T—H@ED—RFOPK 22— RR—EIZLD, T—X USIM v vy 7 Eniz, £oide v
-V (N AY-)

(/X5 A2 DEBK]

<modemmodule>
TR BEEY 2 — VORI A — 1 —4 /B4 R




1.56.10 #BEEZHRPINBEHY. T—2BEED21—I/LPINEEL L TERYF

(A vtE—2)

‘cmodemctli [WWAN1] PIN collation of modemmodule is disabled.

(FS54A4YT1]
LOG_INFO

=]

HERER LIXPINBADH VTR TWVDR, T—FBEETY 2a— VR PINBAERLOFREL 2> Tz,
BEF LD PIN AR ENEHINZZ L 2R LET,

(/35 A 2 DEK]

<modemmodule>
T—HBEEY 2 — VO A — T —4 /A4 EH

1.56.11 T—4BEE 1 ILEERT

(A vtE—2)

‘cmodemctli [WWAN1] fail to initialize modemmodule. <modemmodule> (hardware error)

[(F514Y7+]
LOG_INFO

=0K]

TR BEEY 2= VIRALDDERENEE L E R LET,
DI, YT AT — X WEE a— L CILBENTE R0 3,

(/35 A 2 DEK]

<modemmodule>
TR BEEY 22— VOR A ——4 /B4 R

1.56.12 NET—2BEED21—ILDOT7—L 7 EHGHE

[Ay+—2)

‘(name>l update: start LTE firm update.

(F34A4YT+]
LOG_INFO

2IK]
MlET — 2 BIEE Y 2 — DT 7 — A = T EH SRS NG LR R LET,

(/X5 A2 DEBK]

<name>
Ty =AU TBHEFET LT 0T A
cmdexec
avy—Ahb0awy RIZE D ER
telexec
telnet 73S D 3= RIZ & % FH




sshexec
sshipbDa~ FIZX D EH
scheduled
AV 2 — VBRI & D BT

1.56.13 NET—2BEED2—ILDIT7—LD T TEHEY

[Ay+E—2)

‘(name>l update: LTE firm update succeeded.

(F34A4UT+]
LOG_INFO

(Enk]
W7 — 2 BEEY 2 — D7 7 — Ay = T WHAES L2 2 L &R LET,

(/35 A 2 DEK]

<name>

Ty =AU T EHEFET LT e T A
cmdexec

LV —ANEOavy FICL3EH
telexec

telnet 2B D 2~ Rk 58
sshexec

sshybDa~y RIZX DR
scheduled

A7 2 —/VEERBIZ K D T

1.56.14 ABT—2BEEDS21—ILDIT7—LITT7TEHFLKK
[AvE—2)

‘<name>i update: LTE firm update failed. (<reason>)

(T4 )T 4]
LOG_INFO

(Z0k]
WilT —Z BIEE Y 2— A D7 7 =AY =7 BRICKM L2 2 2R LET,

(/X5 A2 DFEK]

<name>

Ty — AL THEGFEFET LT ST A
cmdexec
ayy—hbOawy RIZk 5 HEH
telexec

telnet 2B D a~ 2 RIZK D HEH
sshexec

sshinboa~y FIT kD EH
scheduled

ALY 2 —/VBEREIC K D BT

B1E 27 A sER—E 291



<reasony

PNveils
ready timeout

77— AU T BEFOERN—ERERNICE T Lo/ Z & 2R LET,
timeout

Ty =AUz T BN ERHENICE T Loz Z LR LET,
cannot access file

T7—h =T DT 7 ANT VAR LIz 2R LET,
cannot get exit status

77— AU =T ORGP ER TERNPSTZZEERLET,
error code = xx

T —a—R=xx TV 7 =LAV =T HEPICKRLIZZ 2R LET,

T
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1.57 NDProxy #gedD A vt—
1.57.1 W& lanA v 8 —Tz—RH 5 RA &2

[Ayv+E—2)

‘protocoli Downstream lan <no> received RA. It cannot be used as a proxy interface.

(F5440F 4]
LOG_INFO
2K)
Wi lan A ' H—T7 = —AMBRAZZE LI, A U F 72— I 7 aX e LTHERATE 220 £7,

(/X5 A2 DEBK]

<no>
lan EFE S (UM lan A VX —7 =—R)

1.57.2 #ElanA4 o2 —Tz—RXAH 5 Proxybit (21 NERESNT-RA #21E

[Ayv+E—2)

‘protocoli lan <no> received RA for proxy bit 1. It cannot be used as a proxy interface.

(F54F)T1]
LOG_INFO

=0K]

SN lan A ' H—T = — AN D Proxybit IZ 1 BREINIZRAZZFE LD, A ¥ 72— 37T rd 0L
LCERTER D £,

(/35 A2 DEK]
<no>

lan EEES WE lan f v X —T =—R)




1.58 NAP-E#geD * v t—
1.58.1  MAP-E #EEDIZEI KK

[Ayv+E—2)

‘enabledi failed to start map—e. <reason>

(T4 T 1]
LOG_INFO
k]
PIMEALERC R 2S5 /E L. MAP-E BRED AN /R B 7o 7o 2 L &R LET,
(/X5 A 2 DEK]

{reason>
could not open file

RET 7 ANDF—F TR LT=T-D, MAP-EBSRER BN R B o2 & 2R LET,




1.59 Z0D*Avyt—o
1.59.1 T—2BEES1—LERORSEROI YT

[Ayv+E—2)

‘<name>l modemmodule account cleared.

(F34A4YT+]
LOG_INFO

K]
7= SR Y 2 — VERRORANTW B, Sy MR D) R VT LI L ERLET,

(/X5 A2 DEBK]

<name>

elEWmE 7 V7T Lic v s 7 A
cmdexec

ayv—nrnb0avwr RiZkb7 07
telexec

telnet NHOa~v L NIZXH7 07
sshexec

sshirbDa<wr Nk 27 07
scheduled

AV a—ERICELS57 VT

1.59.2 YRATLYEYFIS—

[Ay+E—2]

‘(name>i ERROR: system reset busy.

(FTS54A4UT«]
LOG_ERROR

)

Uty MLBEZSE L X 5 & L72A, 77— L8, MERORSET, ALy FTU &y MLERZR LI
IV, Vey MR TE RN Z AR LET,

(/35 A2 DEK]
<name>
Vey hEEELEZT0 7T A
cmdexec
oy V—=hb0avr RcksY kY b
telexec
telnet NH DA< KiZksVk®y b
sshexec
sshinbDa<vr RzksVEy b
scheduled
AT a—/ERIZL DV By b
funcswd

SELECT/ENTER AR & N2 LB Ut > b

Tf
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1.59.3 EIMERRBRET

(A vtE—2)

‘enabledi system configuration restarted

(T4 F«)
LOG_INFO

BEK]
B ERTBBIAT SN2 &R LET,

1.59.4 FEHEAYVE—DDER
[Avt—)

‘same message repeated <num> times

(FS34A4YT«]
LOG_INFO
(EK]
FLA Y=V BRINTEOTERREER LI L E2RLET,

(/35 A 2 DEK]

<num>
MR S iz aldg

1.59.5 R Ta—)LBEREIC K HEAT

(A vtE—2)

‘scheduledi schedule command “<command>” executed

(F54F)T 1]
LOG_INFO
€3
AV a— N HEREIC LY a~r RRFEfTENEZZ LB R LET,

(/35 A 2 DEK]

<command>
Efrantza~v o R

1.59.6 v FRITERE

(A vtE—2)

‘<name>l command ”“<command>” executed by <user>

(TS514F)F«])
LOG_INFO
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EK]
avy RNFEITSNEZ EERLET,

(/N5 A 2 DERK]

<name>
a~vy REFETLETa s T A
telnetd
telnet T~ REFEITL-
sshlogin
ssh Ca~vy REFETLZ
|ogon
ayy—LTavwy R&EFT Lz
<command>
FirEshiza<vr K
<user>

2wy KEHET L2 —H4
1.59.7 B#REE—F~OBT

(A vtE—)

‘autosetupdi auto—config mode is started

(F544 17 4]
LOG_INFO

EK]
HEIREE— R~BIT L2 2R L ET,

(/X5 A2 DEK]
oL
1.59.8 HEIRTEE— FADBITER
[Ay+E—2)

‘autosetupdi auto—config mode is failed.

(F51440T 4]
LOG_INFO
2K]
HEIRET— R~OBITRERLEZ 2R LET,
(/X5 A 2 DEK]
L

Tf
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1.59.9 BEEREE— F~DOBTHL

(A vtE—2)

‘Funcswdi auto—config mode is canceled.

(FS54A4YT«]

LOG_INFO
=)

HERREE— F~OBTZik L2 L 2R LET,
(/35 A5 DEK]

2L

[Ay+E—2]

‘funcswdi ENTER button was pushed.

(544U T 4]

LOG_INFO
[EnK])

HEIRET— R~OBIT2 LT A% ERHZ ENTER R U BN T EN/-Z L 2R LE T,
(/35 A2 DEBK]

L

1.59.10 +3S 04 v ORIBRIET TIVDTOEREBAER

(A vytE—)

‘idlefcheckl visualtraffic restart

(544U T+]
LOG_INFO
[ErK])
NS 7 4w AL T 7V OF et AEFAER LEZ 2R LET,

(/35 A 2 DEK]
L
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1.60 SIPYIMERES—5

EEARNVEISR

HHES H R
#1 K&
#2 FRE A~ — R L
#3 WHE~DL— L
#6 F ¥ RAF| AR AT
#7 WEASER FE B IR D F ¢ I~
#16 1E Gk
17 Hoa—Pry—
#18 Ha—HP L AR AL
#19 P2 =V IR E 2R L
#20 I ARTE
o1 WBEES
#22 FTFMAZFZELEE
#26 BIRE N o T2 —F OUIWiE IR
H#27 BHMA ¥ 7 = — AEEAR ]
#28 NERS 7 +—~ >y b (RELET)
#29 77T R
#30 IRIER B D ~DJRE
#31 ZOMDOIEY 7 T A

)Y —=AFRAY SR

BMEES BRI
#34 FIFATER,F % 72 L

#38 e

#41 — A

#42 A ks

743 77 AN HEETE

#44 FRIER T v FVF AR AT

#AT ZOMD Y Y — AERRT 2 T A

Y—EXFARAY SR
HHhES B
#49 H— B 2 H (QOS) FI AR AT
#50 BRT 7 U T R
#57 (R EERE SRR
#58 BRI A AR R
%63 FOMOY—ERERITA T a VORHART 7 7 A

i
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65 RIEMMRERE N E
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