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ARRBICIE. AU T FIZFPRESKIVZOIY MUE21—FCK>THESN., TEROEAFKGEEDICERMTN TS FreeBSD D

—EHESENTVET,
# @#)COPYRIGHT 8.2 (Berkeley) 3/21/94

All of the documentation and software included in the 4.4BSD and 4.4BSD-Lite Releases is copyrighted by The Regents of the
University of California.

Copyright 1979, 1980, 1983, 1986, 1988, 1989, 1991, 1992, 1993, 1994 The Regents of the University of California. All rights
reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following conditions
are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following acknowledgement: This product
includes software developed by the University of California, Berkeley and its contributors.

4. Neither the name of the University nor the names of its contributors may be used to endorse or promote products derived from this
software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS "AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR
TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF
ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

The Institute of Electrical and Electronics Engineers and the American National Standards Committee X3, on Information Processing
Systems have given us permission to reprint portions of their documentation.

In the following statement, the phrase "this text" refers to portions of the system documentation.

Portions of this text are reprinted and reproduced in electronic form in the second BSD Networking Software Release, from IEEE Std
1003.1-1988, IEEE Standard Portable Operating System Interface for Computer Environments (POSIX), copyright C 1988 by the
Institute of Electrical and Electronics Engineers, Inc. In the event of any discrepancy between these versions and the original IEEE
Standard, the original IEEE Standard is the referee document.

In the following statement, the phrase "This material" refers to portions of the system documentation.

This material is reproduced with permission from American National Standards Committee X3, on Information Processing Systems.
Computer and Business Equipment Manufacturers Association (CBEMA), 311 First St., NW, Suite 500, Washington, DC 20001-2178.
The developmental work of Programming Language C was completed by the X3J11 Technical Committee.

The views and conclusions contained in the software and documentation are those of the authors and should not be interpreted as
representing official policies, either expressed or implied, of the Regents of the University of California.

KHEBICIE. AVT AN ZFRKEN—TUVARICBVWTHESNEY I M I 7HEFENTVET,
Copyright © 1989 Regents of the University of California. All rights reserved.

Redistribution and use in source and binary forms are permitted provided that the above copyright notice and this paragraph are
duplicated in all such forms and that any documentation, advertising materials, and other materials related to such distribution and
use acknowledge that the software was developed by the University of California, Berkeley. The name of the University may not be
used to endorse or promote products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED "AS IS" AND WITHOUT ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, WITHOUT
LIMITATION, THE IMPLIED WARRANTIES OF MERCHANTIBILITY AND FITNESS FOR A PARTICULAR PURPOSE.

ARmICIF. WIDEDQKAME OV 17 MK > THESN, TEEOEAFHEEBICRMNEINTVRY I MY I7ZHEENTVET,

Copyright © 1995,1996,1997,and 1998 WIDE Project.
All rights reserved.
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Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following conditions
are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

3. Neither the name of the project nor the names of its contributors may be used to endorse or promote products derived from this
software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS "AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR
TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF
ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

AREICIF. RIVT+—PFARRBL > THESN, TEOEAFKHEL EBICEETMTNTLD mrouted D—EHIZENTNE T,

The mrouted program is covered by the following license. Use of the mrouted program represents acceptance of these terms and
conditions.

1. STANFORD grants to LICENSEE a nonexclusive and nontransferable license to use, copy and modify the computer software
“mrouted” (hereinafter called the “Program”), upon the terms and conditions hereinafter set out and until Licensee discontinues use
of the Licensed Program.

2. LICENSEE acknowledges that the Program is a research tool still in the development state, that it is being supplied “as is,” without
any accompanying services from STANFORD, and that this license is entered into in order to encourage scientific collaboration
aimed at further development and application of the Program.

3. LICENSEE may copy the Program and may sublicense others to use object code copies of the Program or any derivative version
of the Program. All copies must contain all copyright and other proprietary notices found in the Program as provided by STANFORD.
Title to copyright to the Program remains with STANFORD.

4. LICENSEE may create derivative versions of the Program. LICENSEE hereby grants STANFORD a royalty-free license to use,
copy, modify, distribute and sublicense any such derivative works. At the time LICENSEE provides a copy of a derivative version of
the Program to a third party, LICENSEE shall provide STANFORD with one copy of the source code of the derivative version at no
charge to STANFORD.

5. STANFORD MAKES NO REPRESENTATIONS OR WARRANTIES, EXPRESS OR IMPLIED.By way of example, but not limitation,
STANFORD MAKES NO REPRESENTATION OR WARRANTIES OF MERCHANTABILITY OR FITNESS FOR ANY PARTICULAR
PURPOSE OR THAT THE USE OF THE LICENSED PROGRAM WILL NOT INFRINGE ANY PATENTS,COPYRIGHTS,
TRADEMARKS OR OTHER RIGHTS. STANFORD shall not be held liable for any liability nor for any direct, indirect or consequential
damages with respect to any claim by LICENSEE or any third party on account of or arising from this Agreement or use of the
Program.

6. This agreement shall be construed, interpreted and applied in accordance with the State of California and any legal action arising
out of this Agreement or use of the Program shall be filed in a court in the State of California.

7. Nothing in this Agreement shall be construed as conferring rights to use in advertising, publicity or otherwise any trademark or the
name of “Stanford”.

The mrouted program is COPYRIGHT 1989 by The Board of Trustees of Leland Stanford Junior University.

ARBICF. MAVIANWZTFRESITZOIY MUEI—IICK>THRESN. TeDFERFKSEEEDBICERINTWVS pimd D
—EHZENTNET,

Copyright © 1998-2001
University of Southern California/Information Sciences Institute.All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following conditions
are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

3. Neither the name of the project nor the names of its contributors may be used to endorse or promote products derived from this
software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE PROJECT AND CONTRIBUTORS “AS IS” AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE PROJECT OR CONTRIBUTORS BE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED
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TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR
TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF
ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

$ld: LICENSE,v 1.5 2001/09/10 20:31:36 pavlin Exp $
Part of this program has been derived from mrouted.
The mrouted program is covered by the license in the accompanying file named "LICENSE.mrouted".

The mrouted program is COPYRIGHT 1989 by The Board of Trustees of Leland Stanford Junior University.

FHEBICE. AVITVKBICK>THESIN., TEEDERAREEEDICEBINTULS pimdd D—HPHZFENTUVET,
Copyright © 1998 by the University of Oregon.All rights reserved.

Permission to use, copy, modify, and distribute this software and its documentation in source and binary forms for lawful purposes
and without fee is hereby granted, provided that the above copyright notice appear in all copies and that both the copyright notice and
this permission notice appear in supporting documentation, and that any documentation, advertising materials,and other materials
related to such distribution and use acknowledge that the software was developed by the University of Oregon.The name of the
University of Oregon may not be used to endorse or promote products derived from this software without specific prior written
permission.

THE UNIVERSITY OF OREGON DOES NOT MAKE ANY REPRESENTATIONS ABOUT THE SUITABILITY OF THIS SOFTWARE
FOR ANY PURPOSE. THIS SOFTWARE IS PROVIDED "AS IS" AND WITHOUT ANY EXPRESS OR IMPLIED
WARRANTIES,INCLUDING, WITHOUT LIMITATION, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE, TITLE, AND NON-INFRINGEMENT.

IN NO EVENT SHALL UO, OR ANY OTHER CONTRIBUTOR BE LIABLE FOR ANY SPECIAL, INDIRECT OR CONSEQUENTIAL

DAMAGES, WHETHER IN CONTRACT,TORT, OR OTHER FORM OF ACTION, ARISING OUT OF OR IN CONNECTION
WITH,THE USE OR PERFORMANCE OF THIS SOFTWARE.

Other copyrights might apply to parts of this software and are so noted when applicable.
Questions concerning this software should be directed to Kurt Windisch (kurtw@antc.uoregon.edu)
$Id: LICENSE,v 1.2 1998/05/29 21:58:19 kurtw Exp $

Part of this program has been derived from PIM sparse-mode pimd.
The pimd program is covered by the license in the accompanying file named "LICENSE.pimd".

The pimd program is COPYRIGHT 1998 by University of Southern California.

Part of this program has been derived from mrouted.

The mrouted program is covered by the license in the accompanying file named "LICENSE.mrouted".

The mrouted program is COPYRIGHT 1989 by The Board of Trustees of Leland Stanford Junior University.
Copyright © 1998 by the University of Southern California.All rights reserved.

Permission to use, copy, modify, and distribute this software and its documentation in source and binary forms for lawful purposes
and without fee is hereby granted, provided that the above copyright notice appear in all copies and that both the copyright notice and
this permission notice appear in supporting documentation, and that any documentation, advertising materials,and other materials
related to such distribution and use acknowledge that the software was developed by the University of Southern California and/or
Information Sciences Institute.

The name of the University of Southern California may not be used to endorse or promote products derived from this software without
specific prior written permission.

THE UNIVERSITY OF SOUTHERN CALIFORNIA DOES NOT MAKE ANY REPRESENTATIONS ABOUT THE SUITABILITY OF
THIS SOFTWARE FOR ANY PURPOSE. THIS SOFTWARE IS PROVIDED "AS IS" AND WITHOUT ANY EXPRESS OR IMPLIED
WARRANTIES,INCLUDING, WITHOUT LIMITATION, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE, TITLE, AND NON-INFRINGEMENT.

IN NO EVENT SHALL USC, OR ANY OTHER CONTRIBUTOR BE LIABLE FOR ANY SPECIAL, INDIRECT OR CONSEQUENTIAL
DAMAGES, WHETHER IN CONTRACT,TORT, OR OTHER FORM OF ACTION, ARISING OUT OF OR IN CONNECTION
WITH,THE USE OR PERFORMANCE OF THIS SOFTWARE.

Other copyrights might apply to parts of this software and are so noted when applicable.

10
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Questions concerning this software should be directed to Pavlin lvanov Radoslavov (pavlin@catarina.usc.edu)
$Id: LICENSE.pimd,v 1.1 1998/05/29 21:58:20 kurtw Exp $

Part of this program has been derived from mrouted.
The mrouted program is covered by the license in the accompanying file named "LICENSE.mrouted".

The mrouted program is COPYRIGHT 1989 by The Board of Trustees of Leland Stanford Junior University.

AHMICIE. RSA Data Security ttH"Z{FiE%Z%H LT LD MD5 Message-Digest Algorithm " EFNTVE T,
Copyright © 1991-2, RSA Data Security, Inc. Created 1991. All rights reserved.

License to copy and use this software is granted provided that it is identified as the "RSA Data Security, Inc. MD5 Message-Digest
Algorithm" in all material mentioning or referencing this software or this function.

License is also granted to make and use derivative works provided that such works are identified as "derived from the RSA Data
Security, Inc. MD5 Message-Digest Algorithm" in all material mentioning or referencing the derived work.

RSA Data Security, Inc. makes no representations concerning either the merchantability of this software or the suitability of this
software for any particular purpose. It is provided "as is" without express or implied warranty of any kind.

These notices must be retained in any copies of any part of this documentation and/or software.

ABIRICIE. Eric Young K (eay@cryptsoft.com) [CK 2 CEREINIEES Y J D T 7HZFENTVE T,
Copyright © 1995-1998 Eric Young (eay@cryptsoft.com) All rights reserved.

This package is an SSL implementation written by Eric Young (eay@cryptsoft.com).
The implementation was written so as to conform with Netscapes SSL.

This library is free for commercial and non-commercial use as long as the following conditions are aheared to. The following
conditions apply to all code found in this distribution, be it the RC4, RSA, lhash, DES, etc., code; not just the SSL code. The SSL
documentation included with this distribution is covered by the same copyright terms except that the holder is Tim Hudson
(tih@cryptsoft.com).

Copyright remains Eric Young's, and as such any Copyright notices in the code are not to be removed.If this package is used in a
product, Eric Young should be given attribution as the author of the parts of the library used.This can be in the form of a textual
message at program startup or in documentation (online or textual) provided with the package.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following conditions
are met:

1. Redistributions of source code must retain the copyright notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following acknowledgement:"This product
includes cryptographic software written by Eric Young (eay@cryptsoft.com)" The word 'cryptographic' can be left out if the rouines
from the library being used are not cryptographic related :-).

4. If you include any Windows specific code (or a derivative thereof) from the apps directory (application code) you must include an
acknowledgement:"This product includes software written by Tim Hudson (tjih@cryptsoft.com)"

THIS SOFTWARE IS PROVIDED BY ERIC YOUNG "AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT
NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT
OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

FEBITIX. OpenSSLY—ILFw M =ERT B8 OpenSSL Project (https://www.OpenSSL.org/) [C& > THFESNEY I DT 7
PEENTVET,

Copyright © 1999 The OpenSSL Project. All rights reserved.

1"
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Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following conditions
are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following acknowledgment: "This product
includes software developed by the OpenSSL Project

for use in the OpenSSL Toolkit. (https://www.OpenSSL.org/)"

4. The names "OpenSSL Toolkit" and "OpenSSL Project" must not be used to endorse or promote products derived from this
software without prior written permission. For written permission, please contact licensing@OpenSSL.org.

5. Products derived from this software may not be called "OpenSSL" nor may "OpenSSL" appear in their names without prior written
permission of the OpenSSL Project.

6. Redistributions of any form whatsoever must retain the following acknowledgment: "This product includes software developed by
the OpenSSL Project for use in the OpenSSL Toolkit (https://www.OpenSSL.org/)"

THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT AS IS" AND ANY EXPRESSED OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE OpenSSL PROJECT OR ITS CONTRIBUTORS BE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR
TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF
ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

LEICHA. UTICEET B4 —TVY—RAVT D7 (g [0SS] LEC&E) HEENTLERT,

BOSSDSA Y AFHKIF. UTOEHEDES EBRUET,

BE. AREORMHE. BETOT S LADRBICHV, OSSON—JaVBRUSAEVARMNEEEIND ENHUET, BER
DOSSDN—=TaVBLU ALV RAEHF. RHT BEERRE CHEZEN,

Ffe. FOSSICHILT BZNENDERFHEREICEDIE, V—RI—RFOAFZRLESINSHFEAANTEBLLEE N,
BOSSICHEATNS S A Y AEMHF. RDEHSVTT,

- {EFAEFEASRIRTE: BSD LICENSE
0SS 71 libpcap 0.8, util-linux 2.31.1, websocketpp 0.8.1, picojson 1.3.0, libssh-dev 0.8.0, libssh2-1

LEEDOSSICIE. UTDS A EYARKEHMBBRAINTVET,

Copyright (c) The Regents of the University of California.
All rights reserved.

Redistribution and use in source and binary forms, with or without

modification, are permitted provided that the following conditions

are met:

1. Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

3. Neither the name of the University nor the names of its contributors
may be used to endorse or promote products derived from this software
without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS "~ 'AS IS'' AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE DISCLAIMED. IN NO EVENT SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS

OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF
SUCH DAMAGE.

- {EREFEESMETN: GNU GENERAL PUBLIC LICENSE Version 2
0SS &1 : base-passwd 3.5.44, bridge-utils 1.5, busybox 1:1.27.2,
iproute2 4.15.0, net-tools 1.60,
netbase 5.4, procps 2 3.3.12, psmisc 23.1, udev 237,
util-linux 2.31.1, logrotate 3.11.0
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LEEDOSSICIE. UTDS A EYAKHNMEBRAINTVET,

GNU GENERAL PUBLIC LICENSE
Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.

51 Franklin St, Fifth Floor, Boston, MA 02110-1301
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Preamble

The licenses for most software are designed to take away your
freedom to share and change it. By contrast, the GNU General Public
License is intended to guarantee your freedom to share and change free
software--to make sure the software is free for all its users. This
General Public License applies to most of the Free Software
Foundation's software and to any other program whose authors commit to
using it. (Some other Free Software Foundation software is covered by
the GNU Library General Public License instead.) You can apply it to
your programs, too.

When we speak of free software, we are referring to freedom, not
price. Our General Public Licenses are designed to make sure that you
have the freedom to distribute copies of free software (and charge for
this service if you wish), that you receive source code or can get it
if you want it, that you can change the software or use pieces of it
in new free programs; and that you know you can do these things.

To protect your rights, we need to make restrictions that forbid
anyone to deny you these rights or to ask you to surrender the rights.
These restrictions translate to certain responsibilities for you if you
distribute copies of the software, or if you modify it.

For example, if you distribute copies of such a program, whether
gratis or for a fee, you must give the recipients all the rights that
you have. You must make sure that they, too, receive or can get the
source code. And you must show them these terms so they know their
rights.

We protect your rights with two steps: (1) copyright the software, and
(2) offer you this license which gives you legal permission to copy,
distribute and/or modify the software.

Also, for each author's protection and ours, we want to make certain
that everyone understands that there is no warranty for this free
software. TIf the software is modified by someone else and passed on, we
want its recipients to know that what they have is not the original, so
that any problems introduced by others will not reflect on the original
authors' reputations.

Finally, any free program is threatened constantly by software
patents. We wish to avoid the danger that redistributors of a free
program will individually obtain patent licenses, in effect making the
program proprietary. To prevent this, we have made it clear that any
patent must be licensed for everyone's free use or not licensed at all.

The precise terms and conditions for copying, distribution and
modification follow.

GNU GENERAL PUBLIC LICENSE
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License applies to any program or other work which contains
a notice placed by the copyright holder saying it may be distributed
under the terms of this General Public License. The "Program", below,
refers to any such program or work, and a "work based on the Program"
means either the Program or any derivative work under copyright law:
that is to say, a work containing the Program or a portion of it,
either verbatim or with modifications and/or translated into another
language. (Hereinafter, translation is included without limitation in
the term "modification".) Each licensee is addressed as "you".

USA
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Activities other than copying, distribution and modification are not
covered by this License; they are outside its scope. The act of
running the Program is not restricted, and the output from the Program
is covered only if its contents constitute a work based on the

Program (independent of having been made by running the Program).
Whether that is true depends on what the Program does.

1. You may copy and distribute verbatim copies of the Program's
source code as you receive it, in any medium, provided that you
conspicuously and appropriately publish on each copy an appropriate
copyright notice and disclaimer of warranty; keep intact all the
notices that refer to this License and to the absence of any warranty;
and give any other recipients of the Program a copy of this License
along with the Program.

You may charge a fee for the physical act of transferring a copy, and
you may at your option offer warranty protection in exchange for a fee.

2. You may modify your copy or copies of the Program or any portion
of it, thus forming a work based on the Program, and copy and
distribute such modifications or work under the terms of Section 1
above, provided that you also meet all of these conditions:

a) You must cause the modified files to carry prominent notices
stating that you changed the files and the date of any change.

b) You must cause any work that you distribute or publish, that in
whole or in part contains or is derived from the Program or any
part thereof, to be licensed as a whole at no charge to all third
parties under the terms of this License.

c) If the modified program normally reads commands interactively
when run, you must cause it, when started running for such
interactive use in the most ordinary way, to print or display an
announcement including an appropriate copyright notice and a
notice that there is no warranty (or else, saying that you provide
a warranty) and that users may redistribute the program under
these conditions, and telling the user how to view a copy of this
License. (Exception: if the Program itself is interactive but
does not normally print such an announcement, your work based on
the Program is not required to print an announcement.)

These requirements apply to the modified work as a whole. If
identifiable sections of that work are not derived from the Program,

and can be reasonably considered independent and separate works in
themselves, then this License, and its terms, do not apply to those
sections when you distribute them as separate works. But when you
distribute the same sections as part of a whole which is a work based

on the Program, the distribution of the whole must be on the terms of
this License, whose permissions for other licensees extend to the

entire whole, and thus to each and every part regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest
your rights to work written entirely by you; rather, the intent is to
exercise the right to control the distribution of derivative or
collective works based on the Program.

In addition, mere aggregation of another work not based on the Program
with the Program (or with a work based on the Program) on a volume of
a storage or distribution medium does not bring the other work under
the scope of this License.

3. You may copy and distribute the Program (or a work based on it,
under Section 2) in object code or executable form under the terms of
Sections 1 and 2 above provided that you also do one of the following:

a) Accompany it with the complete corresponding machine-readable
source code, which must be distributed under the terms of Sections

1 and 2 above on a medium customarily used for software interchange;

b) Accompany it with a written offer, valid for at least three
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years, to give any third party, for a charge no more than your
cost of physically performing source distribution, a complete
machine-readable copy of the corresponding source code, to be
distributed under the terms of Sections 1 and 2 above on a medium
customarily used for software interchange; or,

c) Accompany it with the information you received as to the offer
to distribute corresponding source code. (This alternative 1is
allowed only for noncommercial distribution and only if you
received the program in object code or executable form with such
an offer, in accord with Subsection b above.)

The source code for a work means the preferred form of the work for
making modifications to it. For an executable work, complete source
code means all the source code for all modules it contains, plus any
associated interface definition files, plus the scripts used to
control compilation and installation of the executable. However, as a
special exception, the source code distributed need not include
anything that is normally distributed (in either source or binary
form) with the major components (compiler, kernel, and so on) of the
operating system on which the executable runs, unless that component
itself accompanies the executable.

If distribution of executable or object code is made by offering
access to copy from a designated place, then offering equivalent
access to copy the source code from the same place counts as
distribution of the source code, even though third parties are not
compelled to copy the source along with the object code.

4. You may not copy, modify, sublicense, or distribute the Program
except as expressly provided under this License. Any attempt
otherwise to copy, modify, sublicense or distribute the Program is
void, and will automatically terminate your rights under this License.
However, parties who have received copies, or rights, from you under
this License will not have their licenses terminated so long as such
parties remain in full compliance.

5. You are not required to accept this License, since you have not
signed it. However, nothing else grants you permission to modify or
distribute the Program or its derivative works. These actions are
prohibited by law if you do not accept this License. Therefore, by
modifying or distributing the Program (or any work based on the
Program), you indicate your acceptance of this License to do so, and
all its terms and conditions for copying, distributing or modifying
the Program or works based on it.

6. Each time you redistribute the Program (or any work based on the
Program), the recipient automatically receives a license from the
original licensor to copy, distribute or modify the Program subject to
these terms and conditions. You may not impose any further
restrictions on the recipients' exercise of the rights granted herein.
You are not responsible for enforcing compliance by third parties to
this License.

7. If, as a consequence of a court judgment or allegation of patent
infringement or for any other reason (not limited to patent issues),
conditions are imposed on you (whether by court order, agreement or
otherwise) that contradict the conditions of this License, they do not
excuse you from the conditions of this License. If you cannot
distribute so as to satisfy simultaneously your obligations under this
License and any other pertinent obligations, then as a consequence you
may not distribute the Program at all. For example, if a patent
license would not permit royalty-free redistribution of the Program by
all those who receive copies directly or indirectly through you, then
the only way you could satisfy both it and this License would be to
refrain entirely from distribution of the Program.

If any portion of this section is held invalid or unenforceable under
any particular circumstance, the balance of the section is intended to
apply and the section as a whole is intended to apply in other
circumstances.
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It is not the purpose of this section to induce you to infringe any
patents or other property right claims or to contest validity of any
such claims; this section has the sole purpose of protecting the
integrity of the free software distribution system, which is
implemented by public license practices. Many people have made
generous contributions to the wide range of software distributed
through that system in reliance on consistent application of that
system; it is up to the author/donor to decide if he or she is willing
to distribute software through any other system and a licensee cannot
impose that choice.

This section is intended to make thoroughly clear what is believed to
be a consequence of the rest of this License.

8. If the distribution and/or use of the Program is restricted in
certain countries either by patents or by copyrighted interfaces, the
original copyright holder who places the Program under this License
may add an explicit geographical distribution limitation excluding
those countries, so that distribution is permitted only in or among
countries not thus excluded. 1In such case, this License incorporates
the limitation as if written in the body of this License.

9. The Free Software Foundation may publish revised and/or new versions
of the General Public License from time to time. Such new versions will
be similar in spirit to the present version, but may differ in detail to
address new problems or concerns.

Each version is given a distinguishing version number. If the Program
specifies a version number of this License which applies to it and "any
later version", you have the option of following the terms and conditions
either of that version or of any later version published by the Free
Software Foundation. If the Program does not specify a version number of
this License, you may choose any version ever published by the Free Software
Foundation.

10. If you wish to incorporate parts of the Program into other free
programs whose distribution conditions are different, write to the author
to ask for permission. For software which is copyrighted by the Free
Software Foundation, write to the Free Software Foundation; we sometimes
make exceptions for this. Our decision will be guided by the two goals
of preserving the free status of all derivatives of our free software and
of promoting the sharing and reuse of software generally.

NO WARRANTY

11. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY
FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN
OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES
PROVIDE THE PROGRAM "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED
OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK AS
TO THE QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH YOU. SHOULD THE
PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING,
REPAIR OR CORRECTION.

12. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING
WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR
REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES,
INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING
OUT OF THE USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED
TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY
YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE WITH ANY OTHER
PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS
How to Apply These Terms to Your New Programs
If you develop a new program, and you want it to be of the greatest

possible use to the public, the best way to achieve this is to make it
free software which everyone can redistribute and change under these terms.
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To do so, attach the following notices to the program. It is safest
to attach them to the start of each source file to most effectively
convey the exclusion of warranty; and each file should have at least
the "copyright" line and a pointer to where the full notice is found.

<one line to give the program's name and a brief idea of what it does.>
Copyright (C) <year> <name of author>

This program is free software; you can redistribute it and/or modify
it under the terms of the GNU General Public License as published by
the Free Software Foundation; either version 2 of the License, or
(at your option) any later version.

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU General Public License for more details.

You should have received a copy of the GNU General Public License
along with this program; if not, write to the Free Software
Foundation, Inc., 51 Franklin St, Fifth Floor, Boston, MA 02110-1301 USA

Also add information on how to contact you by electronic and paper mail.

If the program is interactive, make it output a short notice like this
when it starts in an interactive mode:

Gnomovision version 69, Copyright (C) year name of author

Gnomovision comes with ABSOLUTELY NO WARRANTY; for details type “show w'
This is free software, and you are welcome to redistribute it

under certain conditions; type “show c' for details.

The hypothetical commands “show w' and “show c¢' should show the appropriate
parts of the General Public License. Of course, the commands you use may
be called something other than “show w' and “show c'; they could even be
mouse-clicks or menu items--whatever suits your program.

You should also get your employer (if you work as a programmer) oOr your
school, if any, to sign a "copyright disclaimer" for the program, if
necessary. Here is a sample; alter the names:

Yoyodyne, Inc., hereby disclaims all copyright interest in the program
“Gnomovision' (which makes passes at compilers) written by James Hacker.

<signature of Ty Coon>, 1 April 1989
Ty Coon, President of Vice

This General Public License does not permit incorporating your program into
proprietary programs. If your program is a subroutine library, you may
consider it more useful to permit linking proprietary applications with the
library. If this is what you want to do, use the GNU Library General
Public License instead of this License.

- {EFEFEESRMF2H . GNU GENERAL PUBLIC LICENSE Version 3
OSS &5 : arp-scan 1.9, bash 4.4.18, coreutils 8.28, screen 4.6.2

LEEDOSSICIF. UTDS A EYAKHMEBAINTVET,

GNU GENERAL PUBLIC LICENSE
Version 3, 29 June 2007

Copyright (C) 2007 Free Software Foundation, Inc. <https://www.fsf.org/>
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Preamble

The GNU General Public License is a free, copyleft license for
software and other kinds of works.

The licenses for most software and other practical works are designed
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to take away your freedom to share and change the works. By contrast,
the GNU General Public License is intended to guarantee your freedom to
share and change all versions of a program--to make sure it remains free
software for all its users. We, the Free Software Foundation, use the
GNU General Public License for most of our software; it applies also to
any other work released this way by its authors. You can apply it to
your programs, too.

When we speak of free software, we are referring to freedom, not
price. Our General Public Licenses are designed to make sure that you
have the freedom to distribute copies of free software (and charge for
them if you wish), that you receive source code or can get it if you
want it, that you can change the software or use pieces of it in new
free programs, and that you know you can do these things.

To protect your rights, we need to prevent others from denying you
these rights or asking you to surrender the rights. Therefore, you have
certain responsibilities if you distribute copies of the software, or if
you modify it: responsibilities to respect the freedom of others.

For example, if you distribute copies of such a program, whether
gratis or for a fee, you must pass on to the recipients the same
freedoms that you received. You must make sure that they, too, receive
or can get the source code. And you must show them these terms so they
know their rights.

Developers that use the GNU GPL protect your rights with two steps:
(1) assert copyright on the software, and (2) offer you this License
giving you legal permission to copy, distribute and/or modify it.

For the developers' and authors' protection, the GPL clearly explains
that there is no warranty for this free software. For both users' and
authors' sake, the GPL requires that modified versions be marked as
changed, so that their problems will not be attributed erroneously to
authors of previous versions.

Some devices are designed to deny users access to install or run
modified versions of the software inside them, although the manufacturer
can do so. This is fundamentally incompatible with the aim of
protecting users' freedom to change the software. The systematic
pattern of such abuse occurs in the area of products for individuals to
use, which is precisely where it is most unacceptable. Therefore, we
have designed this version of the GPL to prohibit the practice for those
products. If such problems arise substantially in other domains, we
stand ready to extend this provision to those domains in future versions
of the GPL, as needed to protect the freedom of users.

Finally, every program is threatened constantly by software patents.
States should not allow patents to restrict development and use of
software on general-purpose computers, but in those that do, we wish to
avoid the special danger that patents applied to a free program could
make it effectively proprietary. To prevent this, the GPL assures that
patents cannot be used to render the program non-free.

The precise terms and conditions for copying, distribution and
modification follow.

TERMS AND CONDITIONS
0. Definitions.
"This License" refers to version 3 of the GNU General Public License.

"Copyright" also means copyright-like laws that apply to other kinds of
works, such as semiconductor masks.

"The Program" refers to any copyrightable work licensed under this
License. Each licensee is addressed as "you". "Licensees" and
"recipients" may be individuals or organizations.

To "modify" a work means to copy from or adapt all or part of the work
in a fashion requiring copyright permission, other than the making of an
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exact copy. The resulting work is called a "modified version" of the
earlier work or a work "based on" the earlier work.

A "covered work" means either the unmodified Program or a work based
on the Program.

To "propagate" a work means to do anything with it that, without
permission, would make you directly or secondarily liable for
infringement under applicable copyright law, except executing it on a
computer or modifying a private copy. Propagation includes copying,
distribution (with or without modification), making available to the
public, and in some countries other activities as well.

To "convey" a work means any kind of propagation that enables other
parties to make or receive copies. Mere interaction with a user through
a computer network, with no transfer of a copy, 1s not conveying.

An interactive user interface displays "Appropriate Legal Notices"
to the extent that it includes a convenient and prominently visible
feature that (1) displays an appropriate copyright notice, and (2)
tells the user that there is no warranty for the work (except to the
extent that warranties are provided), that licensees may convey the
work under this License, and how to view a copy of this License. If
the interface presents a list of user commands or options, such as a
menu, a prominent item in the list meets this criterion.

1. Source Code.

The "source code" for a work means the preferred form of the work
for making modifications to it. "Object code" means any non-source
form of a work.

A "Standard Interface" means an interface that either is an official
standard defined by a recognized standards body, or, in the case of
interfaces specified for a particular programming language, one that
is widely used among developers working in that language.

The "System Libraries"™ of an executable work include anything, other
than the work as a whole, that (a) is included in the normal form of
packaging a Major Component, but which is not part of that Major
Component, and (b) serves only to enable use of the work with that
Major Component, or to implement a Standard Interface for which an
implementation is available to the public in source code form. A
"Major Component"”, in this context, means a major essential component
(kernel, window system, and so on) of the specific operating system
(if any) on which the executable work runs, or a compiler used to
produce the work, or an object code interpreter used to run it.

The "Corresponding Source" for a work in object code form means all
the source code needed to generate, install, and (for an executable
work) run the object code and to modify the work, including scripts to
control those activities. However, it does not include the work's
System Libraries, or general-purpose tools or generally available free
programs which are used unmodified in performing those activities but
which are not part of the work. For example, Corresponding Source
includes interface definition files associated with source files for
the work, and the source code for shared libraries and dynamically
linked subprograms that the work is specifically designed to require,
such as by intimate data communication or control flow between those
subprograms and other parts of the work.

The Corresponding Source need not include anything that users
can regenerate automatically from other parts of the Corresponding

Source.

The Corresponding Source for a work in source code form is that
same work.

2. Basic Permissions.

All rights granted under this License are granted for the term of
copyright on the Program, and are irrevocable provided the stated
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conditions are met. This License explicitly affirms your unlimited

permission to run the unmodified Program. The output from running a
covered work is covered by this License only if the output, given its
content, constitutes a covered work. This License acknowledges your
rights of fair use or other equivalent, as provided by copyright law.

You may make, run and propagate covered works that you do not
convey, without conditions so long as your license otherwise remains
in force. You may convey covered works to others for the sole purpose
of having them make modifications exclusively for you, or provide you
with facilities for running those works, provided that you comply with
the terms of this License in conveying all material for which you do
not control copyright. Those thus making or running the covered works
for you must do so exclusively on your behalf, under your direction
and control, on terms that prohibit them from making any copies of
your copyrighted material outside their relationship with you.

Conveying under any other circumstances is permitted solely under
the conditions stated below. Sublicensing is not allowed; section 10
makes it unnecessary.

3. Protecting Users' Legal Rights From Anti-Circumvention Law.

No covered work shall be deemed part of an effective technological
measure under any applicable law fulfilling obligations under article
11 of the WIPO copyright treaty adopted on 20 December 1996, or
similar laws prohibiting or restricting circumvention of such
measures.

When you convey a covered work, you waive any legal power to forbid
circumvention of technological measures to the extent such circumvention
is effected by exercising rights under this License with respect to
the covered work, and you disclaim any intention to limit operation or
modification of the work as a means of enforcing, against the work's
users, your or third parties' legal rights to forbid circumvention of
technological measures.

4. Conveying Verbatim Copies.

You may convey verbatim copies of the Program's source code as you
receive it, in any medium, provided that you conspicuously and
appropriately publish on each copy an appropriate copyright notice;
keep intact all notices stating that this License and any
non-permissive terms added in accord with section 7 apply to the code;
keep intact all notices of the absence of any warranty; and give all
recipients a copy of this License along with the Program.

You may charge any price or no price for each copy that you convey,
and you may offer support or warranty protection for a fee.

5. Conveying Modified Source Versions.

You may convey a work based on the Program, or the modifications to
produce it from the Program, in the form of source code under the
terms of section 4, provided that you also meet all of these conditions:

a) The work must carry prominent notices stating that you modified
it, and giving a relevant date.

b) The work must carry prominent notices stating that it is
released under this License and any conditions added under section
7. This requirement modifies the requirement in section 4 to
"keep intact all notices".

c) You must license the entire work, as a whole, under this
License to anyone who comes into possession of a copy. This
License will therefore apply, along with any applicable section 7
additional terms, to the whole of the work, and all its parts,
regardless of how they are packaged. This License gives no
permission to license the work in any other way, but it does not
invalidate such permission if you have separately received it.
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d) If the work has interactive user interfaces, each must display
Appropriate Legal Notices; however, if the Program has interactive
interfaces that do not display Appropriate Legal Notices, your
work need not make them do so.

A compilation of a covered work with other separate and independent
works, which are not by their nature extensions of the covered work,
and which are not combined with it such as to form a larger program,
in or on a volume of a storage or distribution medium, is called an
"aggregate" if the compilation and its resulting copyright are not
used to limit the access or legal rights of the compilation's users
beyond what the individual works permit. Inclusion of a covered work
in an aggregate does not cause this License to apply to the other
parts of the aggregate.

6. Conveying Non-Source Forms.

You may convey a covered work in object code form under the terms
of sections 4 and 5, provided that you also convey the
machine-readable Corresponding Source under the terms of this License,
in one of these ways:

a) Convey the object code in, or embodied in, a physical product
(including a physical distribution medium), accompanied by the
Corresponding Source fixed on a durable physical medium
customarily used for software interchange.

b) Convey the object code in, or embodied in, a physical product
(including a physical distribution medium), accompanied by a
written offer, valid for at least three years and valid for as
long as you offer spare parts or customer support for that product
model, to give anyone who possesses the object code either (1) a
copy of the Corresponding Source for all the software in the
product that is covered by this License, on a durable physical
medium customarily used for software interchange, for a price no
more than your reasonable cost of physically performing this
conveying of source, or (2) access to copy the

Corresponding Source from a network server at no charge.

c) Convey individual copies of the object code with a copy of the
written offer to provide the Corresponding Source. This
alternative is allowed only occasionally and noncommercially, and
only if you received the object code with such an offer, in accord
with subsection 6b.

d) Convey the object code by offering access from a designated
place (gratis or for a charge), and offer equivalent access to the
Corresponding Source in the same way through the same place at no
further charge. You need not require recipients to copy the
Corresponding Source along with the object code. TIf the place to
copy the object code is a network server, the Corresponding Source
may be on a different server (operated by you or a third party)
that supports equivalent copying facilities, provided you maintain
clear directions next to the object code saying where to find the
Corresponding Source. Regardless of what server hosts the
Corresponding Source, you remain obligated to ensure that it is
available for as long as needed to satisfy these requirements.

e) Convey the object code using peer-to-peer transmission, provided
you inform other peers where the object code and Corresponding
Source of the work are being offered to the general public at no
charge under subsection 6d.

A separable portion of the object code, whose source code is excluded
from the Corresponding Source as a System Library, need not be
included in conveying the object code work.

A "User Product" is either (1) a "consumer product", which means any
tangible personal property which is normally used for personal, family,
or household purposes, or (2) anything designed or sold for incorporation
into a dwelling. In determining whether a product is a consumer product,
doubtful cases shall be resolved in favor of coverage. For a particular
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product received by a particular user, "normally used" refers to a
typical or common use of that class of product, regardless of the status
of the particular user or of the way in which the particular user
actually uses, or expects or is expected to use, the product. A product
is a consumer product regardless of whether the product has substantial
commercial, industrial or non-consumer uses, unless such uses represent
the only significant mode of use of the product.

"Installation Information" for a User Product means any methods,
procedures, authorization keys, or other information required to install
and execute modified versions of a covered work in that User Product from
a modified version of its Corresponding Source. The information must
suffice to ensure that the continued functioning of the modified object
code is in no case prevented or interfered with solely because
modification has been made.

If you convey an object code work under this section in, or with, or
specifically for use in, a User Product, and the conveying occurs as
part of a transaction in which the right of possession and use of the
User Product is transferred to the recipient in perpetuity or for a
fixed term (regardless of how the transaction is characterized), the
Corresponding Source conveyed under this section must be accompanied
by the Installation Information. But this requirement does not apply
if neither you nor any third party retains the ability to install
modified object code on the User Product (for example, the work has
been installed in ROM) .

The requirement to provide Installation Information does not include a
requirement to continue to provide support service, warranty, or updates
for a work that has been modified or installed by the recipient, or for
the User Product in which it has been modified or installed. Access to a
network may be denied when the modification itself materially and
adversely affects the operation of the network or violates the rules and
protocols for communication across the network.

Corresponding Source conveyed, and Installation Information provided,
in accord with this section must be in a format that is publicly
documented (and with an implementation available to the public in
source code form), and must require no special password or key for
unpacking, reading or copying.

7. Additional Terms.

"Additional permissions" are terms that supplement the terms of this
License by making exceptions from one or more of its conditions.
Additional permissions that are applicable to the entire Program shall
be treated as though they were included in this License, to the extent
that they are valid under applicable law. If additional permissions
apply only to part of the Program, that part may be used separately
under those permissions, but the entire Program remains governed by
this License without regard to the additional permissions.

When you convey a copy of a covered work, you may at your option
remove any additional permissions from that copy, or from any part of
it. (Additional permissions may be written to require their own
removal in certain cases when you modify the work.) You may place
additional permissions on material, added by you to a covered work,
for which you have or can give appropriate copyright permission.

Notwithstanding any other provision of this License, for material you
add to a covered work, you may (if authorized by the copyright holders of
that material) supplement the terms of this License with terms:

a) Disclaiming warranty or limiting liability differently from the
terms of sections 15 and 16 of this License; or

b) Requiring preservation of specified reasonable legal notices or
author attributions in that material or in the Appropriate Legal
Notices displayed by works containing it; or

c) Prohibiting misrepresentation of the origin of that material, or
requiring that modified versions of such material be marked in
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reasonable ways as different from the original version; or

d) Limiting the use for publicity purposes of names of licensors or
authors of the material; or

e) Declining to grant rights under trademark law for use of some
trade names, trademarks, or service marks; or

f) Requiring indemnification of licensors and authors of that
material by anyone who conveys the material (or modified versions of
it) with contractual assumptions of liability to the recipient, for
any liability that these contractual assumptions directly impose on
those licensors and authors.

All other non-permissive additional terms are considered "further
restrictions”™ within the meaning of section 10. If the Program as you
received it, or any part of it, contains a notice stating that it is
governed by this License along with a term that is a further
restriction, you may remove that term. If a license document contains
a further restriction but permits relicensing or conveying under this
License, you may add to a covered work material governed by the terms
of that license document, provided that the further restriction does
not survive such relicensing or conveying.

If you add terms to a covered work in accord with this section, you
must place, in the relevant source files, a statement of the
additional terms that apply to those files, or a notice indicating
where to find the applicable terms.

Additional terms, permissive or non-permissive, may be stated in the
form of a separately written license, or stated as exceptions;
the above requirements apply either way.

8. Termination.

You may not propagate or modify a covered work except as expressly
provided under this License. Any attempt otherwise to propagate or
modify it is void, and will automatically terminate your rights under
this License (including any patent licenses granted under the third
paragraph of section 11).

However, if you cease all violation of this License, then your
license from a particular copyright holder is reinstated (a)
provisionally, unless and until the copyright holder explicitly and
finally terminates your license, and (b) permanently, if the copyright
holder fails to notify you of the violation by some reasonable means
prior to 60 days after the cessation.

Moreover, your license from a particular copyright holder is
reinstated permanently if the copyright holder notifies you of the
violation by some reasonable means, this is the first time you have
received notice of violation of this License (for any work) from that
copyright holder, and you cure the violation prior to 30 days after
your receipt of the notice.

Termination of your rights under this section does not terminate the
licenses of parties who have received copies or rights from you under
this License. If your rights have been terminated and not permanently
reinstated, you do not qualify to receive new licenses for the same
material under section 10.

9. Acceptance Not Required for Having Copies.

You are not required to accept this License in order to receive or
run a copy of the Program. Ancillary propagation of a covered work
occurring solely as a consequence of using peer-to-peer transmission
to receive a copy likewise does not require acceptance. However,
nothing other than this License grants you permission to propagate or
modify any covered work. These actions infringe copyright if you do
not accept this License. Therefore, by modifying or propagating a
covered work, you indicate your acceptance of this License to do so.

23



HEAESHBAE (V20)

10. Automatic Licensing of Downstream Recipients.

Each time you convey a covered work, the recipient automatically
receives a license from the original licensors, to run, modify and
propagate that work, subject to this License. You are not responsible
for enforcing compliance by third parties with this License.

An "entity transaction" is a transaction transferring control of an
organization, or substantially all assets of one, or subdividing an
organization, or merging organizations. If propagation of a covered
work results from an entity transaction, each party to that
transaction who receives a copy of the work also receives whatever
licenses to the work the party's predecessor in interest had or could
give under the previous paragraph, plus a right to possession of the
Corresponding Source of the work from the predecessor in interest, if
the predecessor has it or can get it with reasonable efforts.

You may not impose any further restrictions on the exercise of the
rights granted or affirmed under this License. For example, you may
not impose a license fee, royalty, or other charge for exercise of
rights granted under this License, and you may not initiate litigation
(including a cross-claim or counterclaim in a lawsuit) alleging that
any patent claim is infringed by making, using, selling, offering for
sale, or importing the Program or any portion of it.

11. Patents.

A "contributor"™ is a copyright holder who authorizes use under this
License of the Program or a work on which the Program is based. The
work thus licensed is called the contributor's "contributor version".

A contributor's "essential patent claims" are all patent claims
owned or controlled by the contributor, whether already acquired or
hereafter acquired, that would be infringed by some manner, permitted
by this License, of making, using, or selling its contributor version,
but do not include claims that would be infringed only as a
consequence of further modification of the contributor version. For
purposes of this definition, "control" includes the right to grant
patent sublicenses in a manner consistent with the requirements of
this License.

Each contributor grants you a non-exclusive, worldwide, royalty-free
patent license under the contributor's essential patent claims, to
make, use, sell, offer for sale, import and otherwise run, modify and
propagate the contents of its contributor version.

In the following three paragraphs, a "patent license" is any express
agreement or commitment, however denominated, not to enforce a patent
(such as an express permission to practice a patent or covenant not to
sue for patent infringement). To "grant" such a patent license to a
party means to make such an agreement or commitment not to enforce a
patent against the party.

If you convey a covered work, knowingly relying on a patent license,
and the Corresponding Source of the work is not available for anyone
to copy, free of charge and under the terms of this License, through a
publicly available network server or other readily accessible means,
then you must either (1) cause the Corresponding Source to be so
available, or (2) arrange to deprive yourself of the benefit of the
patent license for this particular work, or (3) arrange, in a manner
consistent with the requirements of this License, to extend the patent
license to downstream recipients. "Knowingly relying" means you have
actual knowledge that, but for the patent license, your conveying the
covered work in a country, or your recipient's use of the covered work
in a country, would infringe one or more identifiable patents in that
country that you have reason to believe are valid.

If, pursuant to or in connection with a single transaction or
arrangement, you convey, or propagate by procuring conveyance of, a
covered work, and grant a patent license to some of the parties
receiving the covered work authorizing them to use, propagate, modify
or convey a specific copy of the covered work, then the patent license
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you grant is automatically extended to all recipients of the covered
work and works based on it.

A patent license is "discriminatory" if it does not include within
the scope of its coverage, prohibits the exercise of, or is
conditioned on the non-exercise of one or more of the rights that are
specifically granted under this License. You may not convey a covered
work 1f you are a party to an arrangement with a third party that is
in the business of distributing software, under which you make payment
to the third party based on the extent of your activity of conveying
the work, and under which the third party grants, to any of the
parties who would receive the covered work from you, a discriminatory
patent license (a) in connection with copies of the covered work
conveyed by you (or copies made from those copies), or (b) primarily
for and in connection with specific products or compilations that
contain the covered work, unless you entered into that arrangement,
or that patent license was granted, prior to 28 March 2007.

Nothing in this License shall be construed as excluding or limiting
any implied license or other defenses to infringement that may
otherwise be available to you under applicable patent law.

12. No Surrender of Others' Freedom.

If conditions are imposed on you (whether by court order, agreement or
otherwise) that contradict the conditions of this License, they do not
excuse you from the conditions of this License. If you cannot convey a
covered work so as to satisfy simultaneously your obligations under this
License and any other pertinent obligations, then as a consequence you may
not convey it at all. For example, if you agree to terms that obligate you
to collect a royalty for further conveying from those to whom you convey
the Program, the only way you could satisfy both those terms and this
License would be to refrain entirely from conveying the Program.

13. Use with the GNU Affero General Public License.

Notwithstanding any other provision of this License, you have
permission to link or combine any covered work with a work licensed
under version 3 of the GNU Affero General Public License into a single
combined work, and to convey the resulting work. The terms of this
License will continue to apply to the part which is the covered work,
but the special requirements of the GNU Affero General Public License,
section 13, concerning interaction through a network will apply to the
combination as such.

14. Revised Versions of this License.

The Free Software Foundation may publish revised and/or new versions of
the GNU General Public License from time to time. Such new versions will
be similar in spirit to the present version, but may differ in detail to
address new problems or concerns.

Each version is given a distinguishing version number. If the
Program specifies that a certain numbered version of the GNU General
Public License "or any later version" applies to it, you have the
option of following the terms and conditions either of that numbered
version or of any later version published by the Free Software
Foundation. 1If the Program does not specify a version number of the
GNU General Public License, you may choose any version ever published
by the Free Software Foundation.

If the Program specifies that a proxy can decide which future
versions of the GNU General Public License can be used, that proxy's
public statement of acceptance of a version permanently authorizes you
to choose that version for the Program.

Later license versions may give you additional or different
permissions. However, no additional obligations are imposed on any
author or copyright holder as a result of your choosing to follow a
later version.

15. Disclaimer of Warranty.
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THERE IS NO WARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED BY
APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT
HOLDERS AND/OR OTHER PARTIES PROVIDE THE PROGRAM "AS IS" WITHOUT WARRANTY
OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE PROGRAM
IS WITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF
ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

16. Limitation of Liability.

IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING
WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MODIFIES AND/OR CONVEYS
THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY
GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE
USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF
DATA OR DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD
PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS),
EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF
SUCH DAMAGES.

17. Interpretation of Sections 15 and 16.

If the disclaimer of warranty and limitation of liability provided
above cannot be given local legal effect according to their terms,
reviewing courts shall apply local law that most closely approximates
an absolute waiver of all civil liability in connection with the
Program, unless a warranty or assumption of liability accompanies a
copy of the Program in return for a fee.

END OF TERMS AND CONDITIONS
How to Apply These Terms to Your New Programs

If you develop a new program, and you want it to be of the greatest
possible use to the public, the best way to achieve this is to make it
free software which everyone can redistribute and change under these terms.

To do so, attach the following notices to the program. It is safest
to attach them to the start of each source file to most effectively
state the exclusion of warranty; and each file should have at least
the "copyright" line and a pointer to where the full notice is found.

<one line to give the program's name and a brief idea of what it does.>
Copyright (C) <year> <name of author>

This program is free software: you can redistribute it and/or modify
it under the terms of the GNU General Public License as published by
the Free Software Foundation, either version 3 of the License, or
(at your option) any later version.

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU General Public License for more details.

You should have received a copy of the GNU General Public License
along with this program. If not, see <http://www.gnu.org/licenses/>.

Also add information on how to contact you by electronic and paper mail.

If the program does terminal interaction, make it output a short
notice like this when it starts in an interactive mode:

<program> Copyright (C) <year> <name of author>

This program comes with ABSOLUTELY NO WARRANTY; for details type “show w'.
This is free software, and you are welcome to redistribute it

under certain conditions; type “show c' for details.

The hypothetical commands “show w' and “show c¢' should show the appropriate
parts of the General Public License. Of course, your program's commands
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might be different; for a GUI interface, you would use an "about box".

You should also get your employer (if you work as a programmer) or school,
if any, to sign a "copyright disclaimer" for the program, if necessary.
For more information on this, and how to apply and follow the GNU GPL, see
<http://www.gnu.org/licenses/>.

The GNU General Public License does not permit incorporating your program
into proprietary programs. If your program is a subroutine library, you
may consider it more useful to permit linking proprietary applications with
the library. If this is what you want to do, use the GNU Lesser General
Public License instead of this License. But first, please read
<http://www.gnu.org/philosophy/why-not-lgpl.html>.

- {FFEFER4TR: GNU LIBRARY GENERAL PUBLIC LICENSE Version 2
0SS &#5: procps 2:3.3.12

LEEDOSSICIE. UTFDSA Y AKHMBERATNTVLET,

GNU LIBRARY GENERAL PUBLIC LICENSE
Version 2, June 1991

Copyright (C) 1991 Free Software Foundation, Inc.

51 Franklin Street, Fifth Floor, Boston, MA 02110-1301 USA
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

[This is the first released version of the library GPL. It is
numbered 2 because it goes with version 2 of the ordinary GPL.]

Preamble

The licenses for most software are designed to take away your
freedom to share and change it. By contrast, the GNU General Public
Licenses are intended to guarantee your freedom to share and change
free software--to make sure the software is free for all its users.

This license, the Library General Public License, applies to some
specially designated Free Software Foundation software, and to any
other libraries whose authors decide to use it. You can use it for
your libraries, too.

When we speak of free software, we are referring to freedom, not
price. Our General Public Licenses are designed to make sure that you
have the freedom to distribute copies of free software (and charge for
this service if you wish), that you receive source code or can get it
if you want it, that you can change the software or use pieces of it
in new free programs; and that you know you can do these things.

To protect your rights, we need to make restrictions that forbid
anyone to deny you these rights or to ask you to surrender the rights.
These restrictions translate to certain responsibilities for you if
you distribute copies of the library, or if you modify it.

For example, if you distribute copies of the library, whether gratis
or for a fee, you must give the recipients all the rights that we gave
you. You must make sure that they, too, receive or can get the source
code. If you link a program with the library, you must provide
complete object files to the recipients so that they can relink them
with the library, after making changes to the library and recompiling
it. And you must show them these terms so they know their rights.

Our method of protecting your rights has two steps: (1) copyright
the library, and (2) offer you this license which gives you legal
permission to copy, distribute and/or modify the library.

Also, for each distributor's protection, we want to make certain
that everyone understands that there is no warranty for this free
library. If the library is modified by someone else and passed on, we
want its recipients to know that what they have is not the original
version, so that any problems introduced by others will not reflect on
the original authors' reputations.
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Finally, any free program is threatened constantly by software
patents. We wish to avoid the danger that companies distributing free
software will individually obtain patent licenses, thus in effect
transforming the program into proprietary software. To prevent this,
we have made it clear that any patent must be licensed for everyone's
free use or not licensed at all.

Most GNU software, including some libraries, is covered by the ordinary
GNU General Public License, which was designed for utility programs. This
license, the GNU Library General Public License, applies to certain
designated libraries. This license is quite different from the ordinary
one; be sure to read it in full, and don't assume that anything in it is
the same as in the ordinary license.

The reason we have a separate public license for some libraries is that
they blur the distinction we usually make between modifying or adding to a
program and simply using it. Linking a program with a library, without
changing the library, is in some sense simply using the library, and is
analogous to running a utility program or application program. However, in
a textual and legal sense, the linked executable is a combined work, a
derivative of the original library, and the ordinary General Public License
treats it as such.

Because of this blurred distinction, using the ordinary General
Public License for libraries did not effectively promote software
sharing, because most developers did not use the libraries. We
concluded that weaker conditions might promote sharing better.

However, unrestricted linking of non-free programs would deprive the
users of those programs of all benefit from the free status of the
libraries themselves. This Library General Public License is intended to
permit developers of non-free programs to use free libraries, while
preserving your freedom as a user of such programs to change the free
libraries that are incorporated in them. (We have not seen how to achieve
this as regards changes in header files, but we have achieved it as regards
changes in the actual functions of the Library.) The hope is that this
will lead to faster development of free libraries.

The precise terms and conditions for copying, distribution and
modification follow. Pay close attention to the difference between a
"work based on the library" and a "work that uses the library". The
former contains code derived from the library, while the latter only
works together with the library.

Note that it is possible for a library to be covered by the ordinary
General Public License rather than by this special one.

GNU LIBRARY GENERAL PUBLIC LICENSE
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License Agreement applies to any software library which
contains a notice placed by the copyright holder or other authorized
party saying it may be distributed under the terms of this Library
General Public License (also called "this License"). Each licensee is
addressed as "you".

A "library" means a collection of software functions and/or data
prepared so as to be conveniently linked with application programs
(which use some of those functions and data) to form executables.

The "Library", below, refers to any such software library or work
which has been distributed under these terms. A "work based on the
Library" means either the Library or any derivative work under
copyright law: that is to say, a work containing the Library or a
portion of it, either verbatim or with modifications and/or translated
straightforwardly into another language. (Hereinafter, translation is
included without limitation in the term "modification™".)

"Source code" for a work means the preferred form of the work for
making modifications to it. For a library, complete source code means
all the source code for all modules it contains, plus any associated
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interface definition files, plus the scripts used to control compilation
and installation of the library.

Activities other than copying, distribution and modification are not
covered by this License; they are outside its scope. The act of
running a program using the Library is not restricted, and output from
such a program is covered only if its contents constitute a work based
on the Library (independent of the use of the Library in a tool for
writing it). Whether that is true depends on what the Library does
and what the program that uses the Library does.

1. You may copy and distribute verbatim copies of the Library's
complete source code as you receive it, in any medium, provided that
you conspicuously and appropriately publish on each copy an
appropriate copyright notice and disclaimer of warranty; keep intact
all the notices that refer to this License and to the absence of any
warranty; and distribute a copy of this License along with the
Library.

You may charge a fee for the physical act of transferring a copy,
and you may at your option offer warranty protection in exchange for a
fee.

2. You may modify your copy or copies of the Library or any portion
of it, thus forming a work based on the Library, and copy and
distribute such modifications or work under the terms of Section 1
above, provided that you also meet all of these conditions:

a) The modified work must itself be a software library.

b) You must cause the files modified to carry prominent notices
stating that you changed the files and the date of any change.

c) You must cause the whole of the work to be licensed at no
charge to all third parties under the terms of this License.

d) If a facility in the modified Library refers to a function or a
table of data to be supplied by an application program that uses
the facility, other than as an argument passed when the facility
is invoked, then you must make a good faith effort to ensure that,
in the event an application does not supply such function or
table, the facility still operates, and performs whatever part of
its purpose remains meaningful.

(For example, a function in a library to compute square roots has
a purpose that is entirely well-defined independent of the
application. Therefore, Subsection 2d requires that any
application-supplied function or table used by this function must
be optional: if the application does not supply it, the square
root function must still compute square roots.)

These requirements apply to the modified work as a whole. If
identifiable sections of that work are not derived from the Library,
and can be reasonably considered independent and separate works in
themselves, then this License, and its terms, do not apply to those
sections when you distribute them as separate works. But when you
distribute the same sections as part of a whole which is a work based
on the Library, the distribution of the whole must be on the terms of
this License, whose permissions for other licensees extend to the
entire whole, and thus to each and every part regardless of who wrote
it.

Thus, it is not the intent of this section to claim rights or contest
your rights to work written entirely by you; rather, the intent is to
exercise the right to control the distribution of derivative or
collective works based on the Library.

In addition, mere aggregation of another work not based on the Library
with the Library (or with a work based on the Library) on a volume of
a storage or distribution medium does not bring the other work under
the scope of this License.
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3. You may opt to apply the terms of the ordinary GNU General Public
License instead of this License to a given copy of the Library. To do
this, you must alter all the notices that refer to this License, so
that they refer to the ordinary GNU General Public License, version 2,

instead of to this License. (If a newer version than version 2 of the
ordinary GNU General Public License has appeared, then you can specify
that version instead if you wish.) Do not make any other change in

these notices.

Once this change is made in a given copy, it is irreversible for
that copy, so the ordinary GNU General Public License applies to all
subsequent copies and derivative works made from that copy.

This option is useful when you wish to copy part of the code of
the Library into a program that is not a library.

4. You may copy and distribute the Library (or a portion or
derivative of it, under Section 2) in object code or executable form
under the terms of Sections 1 and 2 above provided that you accompany
it with the complete corresponding machine-readable source code, which
must be distributed under the terms of Sections 1 and 2 above on a
medium customarily used for software interchange.

If distribution of object code is made by offering access to copy
from a designated place, then offering equivalent access to copy the
source code from the same place satisfies the requirement to
distribute the source code, even though third parties are not
compelled to copy the source along with the object code.

5. A program that contains no derivative of any portion of the
Library, but is designed to work with the Library by being compiled or
linked with it, is called a "work that uses the Library". Such a
work, in isolation, is not a derivative work of the Library, and
therefore falls outside the scope of this License.

However, linking a "work that uses the Library" with the Library
creates an executable that is a derivative of the Library (because it
contains portions of the Library), rather than a "work that uses the
library". The executable is therefore covered by this License.
Section 6 states terms for distribution of such executables.

When a "work that uses the Library" uses material from a header file
that is part of the Library, the object code for the work may be a
derivative work of the Library even though the source code is not.
Whether this is true is especially significant if the work can be
linked without the Library, or if the work is itself a library. The
threshold for this to be true is not precisely defined by law.

If such an object file uses only numerical parameters, data
structure layouts and accessors, and small macros and small inline
functions (ten lines or less in length), then the use of the object
file is unrestricted, regardless of whether it is legally a derivative
work. (Executables containing this object code plus portions of the
Library will still fall under Section 6.)

Otherwise, if the work is a derivative of the Library, you may
distribute the object code for the work under the terms of Section 6.
Any executables containing that work also fall under Section 6,
whether or not they are linked directly with the Library itself.

6. As an exception to the Sections above, you may also compile or
link a "work that uses the Library" with the Library to produce a
work containing portions of the Library, and distribute that work
under terms of your choice, provided that the terms permit
modification of the work for the customer's own use and reverse
engineering for debugging such modifications.

You must give prominent notice with each copy of the work that the
Library is used in it and that the Library and its use are covered by
this License. You must supply a copy of this License. If the work
during execution displays copyright notices, you must include the
copyright notice for the Library among them, as well as a reference
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directing the user to the copy of this License. Also, you must do one
of these things:

a) Accompany the work with the complete corresponding
machine-readable source code for the Library including whatever
changes were used in the work (which must be distributed under
Sections 1 and 2 above); and, if the work is an executable linked
with the Library, with the complete machine-readable "work that
uses the Library", as object code and/or source code, so that the
user can modify the Library and then relink to produce a modified
executable containing the modified Library. (It is understood
that the user who changes the contents of definitions files in the
Library will not necessarily be able to recompile the application
to use the modified definitions.)

b) Accompany the work with a written offer, valid for at
least three years, to give the same user the materials
specified in Subsection 6a, above, for a charge no more
than the cost of performing this distribution.

c) If distribution of the work is made by offering access to copy
from a designated place, offer equivalent access to copy the above
specified materials from the same place.

d) Verify that the user has already received a copy of these
materials or that you have already sent this user a copy.

For an executable, the required form of the "work that uses the
Library" must include any data and utility programs needed for
reproducing the executable from it. However, as a special exception,
the source code distributed need not include anything that is normally
distributed (in either source or binary form) with the major
components (compiler, kernel, and so on) of the operating system on
which the executable runs, unless that component itself accompanies
the executable.

It may happen that this requirement contradicts the license
restrictions of other proprietary libraries that do not normally
accompany the operating system. Such a contradiction means you cannot
use both them and the Library together in an executable that you
distribute.

7. You may place library facilities that are a work based on the
Library side-by-side in a single library together with other library
facilities not covered by this License, and distribute such a combined
library, provided that the separate distribution of the work based on
the Library and of the other library facilities is otherwise
permitted, and provided that you do these two things:

a) Accompany the combined library with a copy of the same work
based on the Library, uncombined with any other library
facilities. This must be distributed under the terms of the
Sections above.

b) Give prominent notice with the combined library of the fact
that part of it is a work based on the Library, and explaining
where to find the accompanying uncombined form of the same work.

8. You may not copy, modify, sublicense, link with, or distribute
the Library except as expressly provided under this License. Any
attempt otherwise to copy, modify, sublicense, link with, or
distribute the Library is void, and will automatically terminate your
rights under this License. However, parties who have received copies,
or rights, from you under this License will not have their licenses
terminated so long as such parties remain in full compliance.

9. You are not required to accept this License, since you have not
signed it. However, nothing else grants you permission to modify or
distribute the Library or its derivative works. These actions are
prohibited by law if you do not accept this License. Therefore, by
modifying or distributing the Library (or any work based on the
Library), you indicate your acceptance of this License to do so, and

31



HEAESHBAE (V20)

all its terms and conditions for copying, distributing or modifying
the Library or works based on it.

10. Each time you redistribute the Library (or any work based on the
Library), the recipient automatically receives a license from the
original licensor to copy, distribute, link with or modify the Library
subject to these terms and conditions. You may not impose any further
restrictions on the recipients' exercise of the rights granted herein.
You are not responsible for enforcing compliance by third parties to
this License.

11. If, as a consequence of a court judgment or allegation of patent
infringement or for any other reason (not limited to patent issues),
conditions are imposed on you (whether by court order, agreement or
otherwise) that contradict the conditions of this License, they do not
excuse you from the conditions of this License. If you cannot
distribute so as to satisfy simultaneously your obligations under this
License and any other pertinent obligations, then as a consequence you
may not distribute the Library at all. For example, if a patent
license would not permit royalty-free redistribution of the Library by
all those who receive copies directly or indirectly through you, then
the only way you could satisfy both it and this License would be to
refrain entirely from distribution of the Library.

If any portion of this section is held invalid or unenforceable under any
particular circumstance, the balance of the section is intended to apply,
and the section as a whole is intended to apply in other circumstances.

It is not the purpose of this section to induce you to infringe any
patents or other property right claims or to contest validity of any
such claims; this section has the sole purpose of protecting the
integrity of the free software distribution system which is
implemented by public license practices. Many people have made
generous contributions to the wide range of software distributed
through that system in reliance on consistent application of that
system; it is up to the author/donor to decide if he or she is willing
to distribute software through any other system and a licensee cannot
impose that choice.

This section is intended to make thoroughly clear what is believed to
be a consequence of the rest of this License.

12. If the distribution and/or use of the Library is restricted in
certain countries either by patents or by copyrighted interfaces, the
original copyright holder who places the Library under this License may add
an explicit geographical distribution limitation excluding those countries,
so that distribution is permitted only in or among countries not thus
excluded. In such case, this License incorporates the limitation as if
written in the body of this License.

13. The Free Software Foundation may publish revised and/or new
versions of the Library General Public License from time to time.
Such new versions will be similar in spirit to the present version,
but may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Library
specifies a version number of this License which applies to it and
"any later version", you have the option of following the terms and
conditions either of that version or of any later version published by
the Free Software Foundation. If the Library does not specify a
license version number, you may choose any version ever published by
the Free Software Foundation.

14. If you wish to incorporate parts of the Library into other free
programs whose distribution conditions are incompatible with these,
write to the author to ask for permission. For software which is
copyrighted by the Free Software Foundation, write to the Free
Software Foundation; we sometimes make exceptions for this. Our
decision will be guided by the two goals of preserving the free status
of all derivatives of our free software and of promoting the sharing
and reuse of software generally.
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NO WARRANTY

15. BECAUSE THE LIBRARY IS LICENSED FREE OF CHARGE, THERE IS NO
WARRANTY FOR THE LIBRARY, TO THE EXTENT PERMITTED BY APPLICABLE LAW.
EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR
OTHER PARTIES PROVIDE THE LIBRARY "AS IS" WITHOUT WARRANTY OF ANY
KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE
LIBRARY IS WITH YOU. SHOULD THE LIBRARY PROVE DEFECTIVE, YOU ASSUME
THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

16. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN
WRITING WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY
AND/OR REDISTRIBUTE THE LIBRARY AS PERMITTED ABOVE, BE LIABLE TO YOU
FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR
CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR INABILITY TO USE THE
LIBRARY (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING
RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A
FAILURE OF THE LIBRARY TO OPERATE WITH ANY OTHER SOFTWARE), EVEN IF
SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES .

END OF TERMS AND CONDITIONS
How to Apply These Terms to Your New Libraries

If you develop a new library, and you want it to be of the greatest
possible use to the public, we recommend making it free software that
everyone can redistribute and change. You can do so by permitting
redistribution under these terms (or, alternatively, under the terms of the
ordinary General Public License).

To apply these terms, attach the following notices to the library. It is
safest to attach them to the start of each source file to most effectively
convey the exclusion of warranty; and each file should have at least the
"copyright" line and a pointer to where the full notice is found.

<one line to give the library's name and a brief idea of what it does.>
Copyright (C) <year> <name of author>

This library is free software; you can redistribute it and/or
modify it under the terms of the GNU Library General Public
License as published by the Free Software Foundation; either
version 2 of the License, or (at your option) any later version.

This library is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU
Library General Public License for more details.

You should have received a copy of the GNU Library General Public

License along with this library; if not, write to the Free Software

Foundation, Inc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301
Also add information on how to contact you by electronic and paper mail.
You should also get your employer (if you work as a programmer) Or your
school, if any, to sign a "copyright disclaimer" for the library, if

necessary. Here is a sample; alter the names:

Yoyodyne, Inc., hereby disclaims all copyright interest in the

library "Frob' (a library for tweaking knobs) written by James Random Hacker.

<signature of Ty Coon>, 1 April 1990
Ty Coon, President of Vice

That's all there is to it!

 {ERZFERMERZTN: GNU LESSER GENERAL PUBLIC LICENSE Version 2.1
OSS 2#1 : udev 237, util-linux 2.31.1, libssh-4

USA

33



HEAESHBAE (V20)

LEEDOSSICIE. UTDS A EYAKHNMEBRAINTVET,

GNU LESSER GENERAL PUBLIC LICENSE
Version 2.1, February 1999

Copyright (C) 1991, 1999 Free Software Foundation, Inc.

51 Franklin St, Fifth Floor, Boston, MA 02110-1301 TUSA
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

[This is the first released version of the Lesser GPL. It also counts
as the successor of the GNU Library Public License, version 2, hence
the version number 2.1.]

Preamble

The licenses for most software are designed to take away your
freedom to share and change it. By contrast, the GNU General Public
Licenses are intended to guarantee your freedom to share and change
free software--to make sure the software is free for all its users.

This license, the Lesser General Public License, applies to some
specially designated software packages--typically libraries--of the
Free Software Foundation and other authors who decide to use it. You
can use it too, but we suggest you first think carefully about whether
this license or the ordinary General Public License is the better
strategy to use in any particular case, based on the explanations below.

When we speak of free software, we are referring to freedom of use,
not price. Our General Public Licenses are designed to make sure that
you have the freedom to distribute copies of free software (and charge
for this service if you wish); that you receive source code or can get
it if you want it; that you can change the software and use pieces of
it in new free programs; and that you are informed that you can do
these things.

To protect your rights, we need to make restrictions that forbid
distributors to deny you these rights or to ask you to surrender these
rights. These restrictions translate to certain responsibilities for
you if you distribute copies of the library or if you modify it.

For example, if you distribute copies of the library, whether gratis
or for a fee, you must give the recipients all the rights that we gave
you. You must make sure that they, too, receive or can get the source
code. If you link other code with the library, you must provide
complete object files to the recipients, so that they can relink them
with the library after making changes to the library and recompiling
it. And you must show them these terms so they know their rights.

We protect your rights with a two-step method: (1) we copyright the
library, and (2) we offer you this license, which gives you legal
permission to copy, distribute and/or modify the library.

To protect each distributor, we want to make it very clear that
there is no warranty for the free library. Also, if the library is
modified by someone else and passed on, the recipients should know
that what they have is not the original version, so that the original
author's reputation will not be affected by problems that might be
introduced by others.

Finally, software patents pose a constant threat to the existence of
any free program. We wish to make sure that a company cannot
effectively restrict the users of a free program by obtaining a
restrictive license from a patent holder. Therefore, we insist that
any patent license obtained for a version of the library must be
consistent with the full freedom of use specified in this license.

Most GNU software, including some libraries, is covered by the
ordinary GNU General Public License. This license, the GNU Lesser
General Public License, applies to certain designated libraries, and
is quite different from the ordinary General Public License. We use
this license for certain libraries in order to permit linking those
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libraries into non-free programs.

When a program is linked with a library, whether statically or using
a shared library, the combination of the two is legally speaking a
combined work, a derivative of the original library. The ordinary
General Public License therefore permits such linking only if the
entire combination fits its criteria of freedom. The Lesser General
Public License permits more lax criteria for linking other code with
the library.

We call this license the "Lesser" General Public License because it
does Less to protect the user's freedom than the ordinary General
Public License. It also provides other free software developers Less
of an advantage over competing non-free programs. These disadvantages
are the reason we use the ordinary General Public License for many
libraries. However, the Lesser license provides advantages in certain
special circumstances.

For example, on rare occasions, there may be a special need to
encourage the widest possible use of a certain library, so that it becomes
a de-facto standard. To achieve this, non-free programs must be
allowed to use the library. A more frequent case is that a free
library does the same job as widely used non-free libraries. 1In this
case, there is little to gain by limiting the free library to free
software only, so we use the Lesser General Public License.

In other cases, permission to use a particular library in non-free
programs enables a greater number of people to use a large body of
free software. For example, permission to use the GNU C Library in
non-free programs enables many more people to use the whole GNU
operating system, as well as its variant, the GNU/Linux operating
system.

Although the Lesser General Public License is Less protective of the
users' freedom, it does ensure that the user of a program that is
linked with the Library has the freedom and the wherewithal to run
that program using a modified version of the Library.

The precise terms and conditions for copying, distribution and
modification follow. Pay close attention to the difference between a
"work based on the library" and a "work that uses the library". The
former contains code derived from the library, whereas the latter must
be combined with the library in order to run.

GNU LESSER GENERAL PUBLIC LICENSE
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License Agreement applies to any software library or other
program which contains a notice placed by the copyright holder or
other authorized party saying it may be distributed under the terms of
this Lesser General Public License (also called "this License").

Each licensee is addressed as "you".

A "library" means a collection of software functions and/or data
prepared so as to be conveniently linked with application programs
(which use some of those functions and data) to form executables.

The "Library", below, refers to any such software library or work
which has been distributed under these terms. A "work based on the
Library" means either the Library or any derivative work under
copyright law: that is to say, a work containing the Library or a
portion of it, either verbatim or with modifications and/or translated
straightforwardly into another language. (Hereinafter, translation is
included without limitation in the term "modification".)

"Source code" for a work means the preferred form of the work for
making modifications to it. For a library, complete source code means
all the source code for all modules it contains, plus any associated
interface definition files, plus the scripts used to control compilation
and installation of the library.

Activities other than copying, distribution and modification are not
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covered by this License; they are outside its scope. The act of
running a program using the Library is not restricted, and output from
such a program is covered only if its contents constitute a work based
on the Library (independent of the use of the Library in a tool for
writing it). Whether that is true depends on what the Library does
and what the program that uses the Library does.

1. You may copy and distribute verbatim copies of the Library's
complete source code as you receive it, in any medium, provided that
you conspicuously and appropriately publish on each copy an
appropriate copyright notice and disclaimer of warranty; keep intact
all the notices that refer to this License and to the absence of any
warranty; and distribute a copy of this License along with the
Library.

You may charge a fee for the physical act of transferring a copy,
and you may at your option offer warranty protection in exchange for a
fee.

2. You may modify your copy or copies of the Library or any portion
of it, thus forming a work based on the Library, and copy and
distribute such modifications or work under the terms of Section 1
above, provided that you also meet all of these conditions:

a) The modified work must itself be a software library.

b) You must cause the files modified to carry prominent notices
stating that you changed the files and the date of any change.

c) You must cause the whole of the work to be licensed at no
charge to all third parties under the terms of this License.

d) If a facility in the modified Library refers to a function or a
table of data to be supplied by an application program that uses
the facility, other than as an argument passed when the facility
is invoked, then you must make a good faith effort to ensure that,
in the event an application does not supply such function or
table, the facility still operates, and performs whatever part of
its purpose remains meaningful.

(For example, a function in a library to compute square roots has
a purpose that is entirely well-defined independent of the
application. Therefore, Subsection 2d requires that any
application-supplied function or table used by this function must
be optional: if the application does not supply it, the square
root function must still compute square roots.)

These requirements apply to the modified work as a whole. If
identifiable sections of that work are not derived from the Library,
and can be reasonably considered independent and separate works in
themselves, then this License, and its terms, do not apply to those
sections when you distribute them as separate works. But when you
distribute the same sections as part of a whole which is a work based
on the Library, the distribution of the whole must be on the terms of
this License, whose permissions for other licensees extend to the
entire whole, and thus to each and every part regardless of who wrote
it.

Thus, it is not the intent of this section to claim rights or contest
your rights to work written entirely by you; rather, the intent is to
exercise the right to control the distribution of derivative or
collective works based on the Library.

In addition, mere aggregation of another work not based on the Library
with the Library (or with a work based on the Library) on a volume of
a storage or distribution medium does not bring the other work under
the scope of this License.

3. You may opt to apply the terms of the ordinary GNU General Public
License instead of this License to a given copy of the Library. To do
this, you must alter all the notices that refer to this License, so
that they refer to the ordinary GNU General Public License, version 2,
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instead of to this License. (If a newer version than version 2 of the
ordinary GNU General Public License has appeared, then you can specify
that version instead if you wish.) Do not make any other change in

these notices.

Once this change is made in a given copy, it is irreversible for
that copy, so the ordinary GNU General Public License applies to all
subsequent copies and derivative works made from that copy.

This option is useful when you wish to copy part of the code of
the Library into a program that is not a library.

4. You may copy and distribute the Library (or a portion or
derivative of it, under Section 2) in object code or executable form
under the terms of Sections 1 and 2 above provided that you accompany
it with the complete corresponding machine-readable source code, which
must be distributed under the terms of Sections 1 and 2 above on a
medium customarily used for software interchange.

If distribution of object code is made by offering access to copy
from a designated place, then offering equivalent access to copy the
source code from the same place satisfies the requirement to
distribute the source code, even though third parties are not
compelled to copy the source along with the object code.

5. A program that contains no derivative of any portion of the
Library, but is designed to work with the Library by being compiled or
linked with it, is called a "work that uses the Library". Such a
work, in isolation, is not a derivative work of the Library, and
therefore falls outside the scope of this License.

However, linking a "work that uses the Library" with the Library
creates an executable that is a derivative of the Library (because it
contains portions of the Library), rather than a "work that uses the
library". The executable is therefore covered by this License.
Section 6 states terms for distribution of such executables.

When a "work that uses the Library" uses material from a header file
that is part of the Library, the object code for the work may be a
derivative work of the Library even though the source code is not.
Whether this is true is especially significant if the work can be
linked without the Library, or if the work is itself a library. The
threshold for this to be true is not precisely defined by law.

If such an object file uses only numerical parameters, data
structure layouts and accessors, and small macros and small inline
functions (ten lines or less in length), then the use of the object
file is unrestricted, regardless of whether it is legally a derivative
work. (Executables containing this object code plus portions of the
Library will still fall under Section 6.)

Otherwise, if the work is a derivative of the Library, you may
distribute the object code for the work under the terms of Section 6.
Any executables containing that work also fall under Section 6,
whether or not they are linked directly with the Library itself.

6. As an exception to the Sections above, you may also combine or
link a "work that uses the Library" with the Library to produce a
work containing portions of the Library, and distribute that work
under terms of your choice, provided that the terms permit
modification of the work for the customer's own use and reverse
engineering for debugging such modifications.

You must give prominent notice with each copy of the work that the
Library is used in it and that the Library and its use are covered by
this License. You must supply a copy of this License. If the work
during execution displays copyright notices, you must include the
copyright notice for the Library among them, as well as a reference
directing the user to the copy of this License. Also, you must do one
of these things:

a) Accompany the work with the complete corresponding
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machine-readable source code for the Library including whatever
changes were used in the work (which must be distributed under
Sections 1 and 2 above); and, if the work is an executable linked
with the Library, with the complete machine-readable "work that
uses the Library", as object code and/or source code, so that the
user can modify the Library and then relink to produce a modified
executable containing the modified Library. (It is understood
that the user who changes the contents of definitions files in the
Library will not necessarily be able to recompile the application
to use the modified definitions.)

b) Use a suitable shared library mechanism for linking with the
Library. A suitable mechanism is one that (1) uses at run time a
copy of the library already present on the user's computer system,
rather than copying library functions into the executable, and (2)
will operate properly with a modified version of the library, if
the user installs one, as long as the modified version is
interface-compatible with the version that the work was made with.

c) Accompany the work with a written offer, valid for at
least three years, to give the same user the materials
specified in Subsection 6a, above, for a charge no more
than the cost of performing this distribution.

d) If distribution of the work is made by offering access to copy
from a designated place, offer equivalent access to copy the above
specified materials from the same place.

e) Verify that the user has already received a copy of these
materials or that you have already sent this user a copy.

For an executable, the required form of the "work that uses the
Library" must include any data and utility programs needed for
reproducing the executable from it. However, as a special exception,
the materials to be distributed need not include anything that is
normally distributed (in either source or binary form) with the major
components (compiler, kernel, and so on) of the operating system on
which the executable runs, unless that component itself accompanies
the executable.

It may happen that this requirement contradicts the license
restrictions of other proprietary libraries that do not normally
accompany the operating system. Such a contradiction means you cannot
use both them and the Library together in an executable that you
distribute.

7. You may place library facilities that are a work based on the
Library side-by-side in a single library together with other library
facilities not covered by this License, and distribute such a combined
library, provided that the separate distribution of the work based on
the Library and of the other library facilities is otherwise
permitted, and provided that you do these two things:

a) Accompany the combined library with a copy of the same work
based on the Library, uncombined with any other library
facilities. This must be distributed under the terms of the
Sections above.

b) Give prominent notice with the combined library of the fact
that part of it is a work based on the Library, and explaining
where to find the accompanying uncombined form of the same work.

8. You may not copy, modify, sublicense, link with, or distribute
the Library except as expressly provided under this License. Any
attempt otherwise to copy, modify, sublicense, link with, or
distribute the Library is void, and will automatically terminate your
rights under this License. However, parties who have received copies,
or rights, from you under this License will not have their licenses
terminated so long as such parties remain in full compliance.

9. You are not required to accept this License, since you have not
signed it. However, nothing else grants you permission to modify or
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distribute the Library or its derivative works. These actions are
prohibited by law if you do not accept this License. Therefore, by
modifying or distributing the Library (or any work based on the
Library), you indicate your acceptance of this License to do so, and
all its terms and conditions for copying, distributing or modifying
the Library or works based on it.

10. Each time you redistribute the Library (or any work based on the
Library), the recipient automatically receives a license from the
original licensor to copy, distribute, link with or modify the Library
subject to these terms and conditions. You may not impose any further
restrictions on the recipients' exercise of the rights granted herein.
You are not responsible for enforcing compliance by third parties with
this License.

11. If, as a consequence of a court judgment or allegation of patent
infringement or for any other reason (not limited to patent issues),
conditions are imposed on you (whether by court order, agreement or
otherwise) that contradict the conditions of this License, they do not
excuse you from the conditions of this License. If you cannot
distribute so as to satisfy simultaneously your obligations under this
License and any other pertinent obligations, then as a consequence you
may not distribute the Library at all. For example, if a patent
license would not permit royalty-free redistribution of the Library by
all those who receive copies directly or indirectly through you, then
the only way you could satisfy both it and this License would be to
refrain entirely from distribution of the Library.

If any portion of this section is held invalid or unenforceable under any
particular circumstance, the balance of the section is intended to apply,
and the section as a whole is intended to apply in other circumstances.

It is not the purpose of this section to induce you to infringe any
patents or other property right claims or to contest validity of any
such claims; this section has the sole purpose of protecting the
integrity of the free software distribution system which is
implemented by public license practices. Many people have made
generous contributions to the wide range of software distributed
through that system in reliance on consistent application of that
system; it is up to the author/donor to decide if he or she is willing
to distribute software through any other system and a licensee cannot
impose that choice.

This section is intended to make thoroughly clear what is believed to
be a consequence of the rest of this License.

12. If the distribution and/or use of the Library is restricted in
certain countries either by patents or by copyrighted interfaces, the
original copyright holder who places the Library under this License may add
an explicit geographical distribution limitation excluding those countries,
so that distribution is permitted only in or among countries not thus
excluded. In such case, this License incorporates the limitation as if
written in the body of this License.

13. The Free Software Foundation may publish revised and/or new
versions of the Lesser General Public License from time to time.
Such new versions will be similar in spirit to the present version,
but may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Library
specifies a version number of this License which applies to it and
"any later version", you have the option of following the terms and
conditions either of that version or of any later version published by
the Free Software Foundation. If the Library does not specify a
license version number, you may choose any version ever published by
the Free Software Foundation.

14. If you wish to incorporate parts of the Library into other free
programs whose distribution conditions are incompatible with these,
write to the author to ask for permission. For software which is
copyrighted by the Free Software Foundation, write to the Free
Software Foundation; we sometimes make exceptions for this. Our
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decision will be guided by the two goals of preserving the free status
of all derivatives of our free software and of promoting the sharing
and reuse of software generally.

NO WARRANTY

15. BECAUSE THE LIBRARY IS LICENSED FREE OF CHARGE, THERE IS NO
WARRANTY FOR THE LIBRARY, TO THE EXTENT PERMITTED BY APPLICABLE LAW.
EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR
OTHER PARTIES PROVIDE THE LIBRARY "AS IS" WITHOUT WARRANTY OF ANY
KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE
LIBRARY IS WITH YOU. SHOULD THE LIBRARY PROVE DEFECTIVE, YOU ASSUME
THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

16. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN
WRITING WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY
AND/OR REDISTRIBUTE THE LIBRARY AS PERMITTED ABOVE, BE LIABLE TO YOU
FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR
CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR INABILITY TO USE THE
LIBRARY (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING
RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A
FAILURE OF THE LIBRARY TO OPERATE WITH ANY OTHER SOFTWARE), EVEN IF
SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES .

END OF TERMS AND CONDITIONS
How to Apply These Terms to Your New Libraries

If you develop a new library, and you want it to be of the greatest
possible use to the public, we recommend making it free software that
everyone can redistribute and change. You can do so by permitting
redistribution under these terms (or, alternatively, under the terms of the
ordinary General Public License).

To apply these terms, attach the following notices to the library. It is
safest to attach them to the start of each source file to most effectively
convey the exclusion of warranty; and each file should have at least the
"copyright" line and a pointer to where the full notice is found.

<one line to give the library's name and a brief idea of what it does.>
Copyright (C) <year> <name of author>

This library is free software; you can redistribute it and/or
modify it under the terms of the GNU Lesser General Public
License as published by the Free Software Foundation; either
version 2.1 of the License, or (at your option) any later version.

This library is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU
Lesser General Public License for more details.

You should have received a copy of the GNU Lesser General Public

License along with this library; if not, write to the Free Software

Foundation, Inc., 51 Franklin St, Fifth Floor, Boston, MA 02110-1301 USA
Also add information on how to contact you by electronic and paper mail.
You should also get your employer (if you work as a programmer) or your
school, if any, to sign a "copyright disclaimer" for the library, if

necessary. Here is a sample; alter the names:

Yoyodyne, Inc., hereby disclaims all copyright interest in the
library "Frob' (a library for tweaking knobs) written by James Random Hacker.

<signature of Ty Coon>, 1 April 1990
Ty Coon, President of Vice

That's all there is to it!
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- {EREFEESRMSTN: MIT LICENSE
OSS %&#n: curl 7.58.0. curl 7.75.0

EEEDOSSI(ClEF. UTDSA Y AEZEINMBEBRHINTVET,
License: curl
All rights reserved.

Permission to use, copy, modify, and distribute this software for any purpose
with or without fee is hereby granted, provided that the above copyright
notice and this permission notice appear in all copies.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,

FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OF THIRD PARTY RIGHTS. IN
NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM,
DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR
OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE
OR OTHER DEALINGS IN THE SOFTWARE.

Except as contained in this notice, the name of a copyright holder shall not
be used in advertising or otherwise to promote the sale, use or other dealings
in this Software without prior written authorization of the copyright holder.

License: BSD-3-Clause

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions
are met:

1. Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

3. Neither the name of the Institute nor the names of its contributors
may be used to endorse or promote products derived from this software
without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE INSTITUTE AND CONTRIBUTORS "AS IS" AND

ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE

IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE DISCLAIMED. IN NO EVENT SHALL THE INSTITUTE OR CONTRIBUTORS BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS
OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF

SUCH DAMAGE.

License: BSD-4-Clause

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions
are met:

1. Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

3. Neither the name of the Institute nor the names of its contributors
may be used to endorse or promote products derived from this software
without specific prior written permission.
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4. Neither the name of the <organization> nor the
names of its contributors may be used to endorse or promote products
derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE INSTITUTE AND CONTRIBUTORS "AS IS" AND

ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE

IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE DISCLAIMED. IN NO EVENT SHALL THE INSTITUTE OR CONTRIBUTORS BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS
OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF

SUCH DAMAGE.

License: ISC

Permission to use, copy, modify, and/or distribute this software for any
purpose with or without fee is hereby granted, provided that the above
copyright notice and this permission notice appear in all copies.

THE SOFTWARE IS PROVIDED "AS I1S" AND THE AUTHOR DISCLAIMS ALL WARRANTIES
WITH REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL THE AUTHOR BE LIABLE FOR
ANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES
WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN AN
ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF
OR IN CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

- {EREFEESRSTN: MIT LICENSE
0SS ¥ resetclient-cpp 0.5.1

FEEDOSSIClE. UTDSA Y ARENBHSINTVET,
Copyright (c) 2010 Daniel Schauenberg

Permission is hereby granted, free of charge, to any person obtaining
a copy of this software and associated documentation files (the
"Software"), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish,
distribute, sublicense, and/or sell copies of the Software, and to
permit persons to whom the Software is furnished to do so, subject to
the following conditions:

The above copyright notice and this permission notice shall be
included in all copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,

EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND

NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE
LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION

OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION
WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

- {ERREFEESRFTN: OpenSSL License/Original SSLeay License
0SS &5 openssl 1.11.1

LEEDOSSICF. UITFDS A TV AEHNBERASNTLET,

LICENSE ISSUES

The OpenSSL toolkit stays under a dual license, i.e. both the conditions of
the OpenSSL License and the original SSLeay license apply to the toolkit.

See below for the actual license texts. Actually both licenses are BSD-style
Open Source licenses. In case of any license issues related to OpenSSL
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please contact openssl-core@openssl.org.

OpenSSL License

/*
* Copyright (c) 1998-2004 The OpenSSL Project. All rights reserved.

* Redistribution and use in source and binary forms, with or without

* modification, are permitted provided that the following conditions

* are met:

* 1. Redistributions of source code must retain the above copyright

*  notice, this list of conditions and the following disclaimer.

* 2. Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in

*  the documentation and/or other materials provided with the

*  distribution.

* 3. All advertising materials mentioning features or use of this

*  software must display the following acknowledgment:

"This product includes software developed by the OpenSSL Project
*  for use in the OpenSSL Toolkit. (https://www.openssl.org/)"

* 4. The names "OpenSSL Toolkit" and "OpenSSL Project" must not be used to
* endorse or promote products derived from this software without

*  prior written permission. For written permission, please contact
openssl-core@openssl.org.

* 5. Products derived from this software may not be called "OpenSSL"
nor may "OpenSSL" appear in their names without prior written
*  permission of the OpenSSL Project.

* 6. Redistributions of any form whatsoever must retain the following
acknowledgment:

*  "This product includes software developed by the OpenSSL Project
for use in the OpenSSL Toolkit (https://www.openssl.org/)"

* THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT “AS IS" AND ANY

* EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
* IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
* PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE OpenSSL PROJECT OR
*ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,

* SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT

*NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;

* LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

* HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
* STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)

* ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED

* OF THE POSSIBILITY OF SUCH DAMAGE.

* = —_——————————————— e ——————— —

*

* This product includes cryptographic software written by Eric Young
* (eay@cryptsoft.com). This product includes software written by Tim
* Hudson (tjh@cryptsoft.com).

*/

Original SSLeay License

/* Copyright (C) 1995-1998 Eric Young (eay@cryptsoft.com)
* All rights reserved.

* This package is an SSL implementation written
* by Eric Young (eay@cryptsoft.com).
* The implementation was written so as to conform with Netscapes SSL.

*
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* This library is free for commercial and non-commercial use as long as

* the following conditions are aheared to. The following conditions

* apply to all code found in this distribution, be it the RC4, RSA,

* Inash, DES, etc., code; not just the SSL code. The SSL documentation

* included with this distribution is covered by the same copyright terms

* except that the holder is Tim Hudson (tjh@cryptsoft.com).

* Copyright remains Eric Young's, and as such any Copyright notices in

* the code are not to be removed.

* If this package is used in a product, Eric Young should be given attribution
* as the author of the parts of the library used.

* This can be in the form of a textual message at program startup or

* in documentation (online or textual) provided with the package.

* Redistribution and use in source and binary forms, with or without

* modification, are permitted provided that the following conditions

* are met:

* 1. Redistributions of source code must retain the copyright

*  notice, this list of conditions and the following disclaimer.

* 2. Redistributions in binary form must reproduce the above copyright

*  notice, this list of conditions and the following disclaimer in the

*  documentation and/or other materials provided with the distribution.

* 3. All advertising materials mentioning features or use of this software

*  must display the following acknowledgement:

*  "This product includes cryptographic software written by

Eric Young (eay@cryptsoft.com)"

*  The word 'cryptographic' can be left out if the rouines from the library

*  being used are not cryptographic related :-).

* 4. If you include any Windows specific code (or a derivative thereof) from
*  the apps directory (application code) you must include an acknowledgement:
*  "This product includes software written by Tim Hudson (tih@cryptsoft.com)"

* THIS SOFTWARE IS PROVIDED BY ERIC YOUNG "AS IS" AND

* ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE

* IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
* ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE

* FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL

* DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS

* OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

* HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
* LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY

* OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF

* SUCH DAMAGE.

* The licence and distribution terms for any publically available version or

* derivative of this code cannot be changed. i.e. this code cannot simply be

* copied and put under another distribution licence

* [including the GNU Public Licence.]

*/

- {EFEFEESR14-2%5 : Boost Software License, Version 1.0
0SS &7 : libboost-atomic1.65.1,libboost-chrono1.65.1,libboost-container1.65.1,libboost-context1.65.1,libboost-
coroutine1.65.1,libboost-date-time1.65.1,libboost-fiber1.65.1,libboost-filesystem1.65.1,libboost-graph-parallel 1.65.1,libboost-
graph1.65.1,libboost-system1.65.1,libboost-all-dev
EEDOSSIClF. UTDSA Y ARBEMEREINTVET,

Boost Software License - Version 1.0

Boost Software License - Version 1.0 - August 17th, 2003

Permission is hereby granted, free of charge, to any person or organization
obtaining a copy of the software and accompanying documentation covered by
this license (the "Software") to use, reproduce, display, distribute,

execute, and transmit the Software, and to prepare derivative works of the
Software, and to permit third-parties to whom the Software is furnished to

do so, all subject to the following:
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The copyright notices in the Software and this entire statement, including

the above license grant, this restriction and the following disclaimer,

must be included in all copies of the Software, in whole or in part, and

all derivative works of the Software, unless such copies or derivative

works are solely in the form of machine-executable object code generated by
a source language processor.

THE SOFTWARE IS PROVIDED "AS I1S", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE, TITLE AND NON-INFRINGEMENT. IN NO EVENT
SHALL THE COPYRIGHT HOLDERS OR ANYONE DISTRIBUTING THE SOFTWARE BE LIABLE
FOR ANY DAMAGES OR OTHER LIABILITY, WHETHER IN CONTRACT, TORT OR OTHERWISE,
ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER
DEALINGS IN THE SOFTWARE.

There are a few files under a license different from the Boost
Software License; however, all licenses do follow these guidelines:

License requirements
Must be simple to read and understand.

Must grant permission to copy, use and modify the software for any
use (commercial and non-commercial) for no fee.

Must require that the license appear on all copies of the software
source code.

Must not require that the license appear with executables or other
binary uses of the library.

Must not require that the source code be available for execution
or other binary uses of the library.

May restrict the use of the name and description of the library to
the standard version found on the Boost web site.

Files: tools/jam

Copyright: See individual source files

License: bjam

/*
* [+
*+\ Copyright 1993-2002 Christopher Seiwald and Perforce Software, Inc.
*\+/

*

* This file is part of jam.

* License is hereby granted to use this software and distribute it
* freely, as long as this copyright notice is retained and modifications
* are clearly marked.

* ALL WARRANTIES ARE HEREBY DISCLAIMED.
*/

/* This file is ALSO:

* Copyright 2001-2004 David Abrahams.

* Distributed under the Boost Software License, Version 1.0.

* (See accompanying file LICENSE_1_0.txt or https://www.boost.org/LICENSE_1_0.txt)
*/

/*

* Copyright 1988, 1989 Hans-J. Boehm, Alan J. Demers

* Copyright (c) 1991-1994 by Xerox Corporation. All rights reserved.

* Copyright (c) 1998-1999 by Silicon Graphics. All rights reserved.

* Copyright (c) 1999 by Hewlett-Packard Company. All rights reserved.

* THIS MATERIAL IS PROVIDED AS IS, WITH ABSOLUTELY NO WARRANTY EXPRESSED
* OR IMPLIED. ANY USE IS AT YOUR OWN RISK.
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*

* Permission is hereby granted to use or copy this program

* for any purpose, provided the above notices are retained on all copies.

* Permission to modify the code and to distribute modified code is granted,
* provided the above notices are retained, and a notice that the code was
* modified is included with the above copyright notice.

*/

Files: boostbook/xsl/caramel
Copyright: See individual source files
License: boostbook

Software License, Version 1.0

Copyright 2002-2003, Trustees of Indiana University.
Copyright 2000-2001, University of Notre Dame.
All rights reserved.

Indiana University has the exclusive rights to license this product under the
following license.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions are met:

* All redistributions of source code must retain the above copyright notice,
the list of authors in the original source code, this list of conditions
and the disclaimer listed in this license;

* All redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the disclaimer listed in this license
in the documentation and/or other materials provided with the distribution;

* Any documentation included with all redistributions must include the
following acknowledgement:

"This product includes software developed at the University of Notre Dame
and the Pervasive Technology Labs at Indiana University. For technical
information contact Andrew Lumsdaine at the Pervasive Technology Labs at
Indiana University. For administrative and license questions contact the
Advanced Research and Technology Institute at 351 West 10th Street.
Indianapolis, Indiana 46202, phone 317-278-4100, fax 317-274-5902."

Alternatively, this acknowledgement may appear in the software itself, and
wherever such third-party acknowledgments normally appear.

* The name Indiana University, the University of Notre Dame or "Caramel”
shall not be used to endorse or promote products derived from this software
without prior written permission from Indiana University. For written
permission, please contact Indiana University Advanced Research &
Technology Institute.

* Products derived from this software may not be called "Caramel", nor may
Indiana University, the University of Notre Dame or "Caramel" appear in
their name, without prior written permission of Indiana University Advanced
Research & Technology Institute.

Indiana University provides no reassurances that the source code provided does
not infringe the patent or any other intellectual property rights of any other

entity. Indiana University disclaims any liability to any recipient for claims
brought by any other entity based on infringement of intellectual property

rights or otherwise.

LICENSEE UNDERSTANDS THAT SOFTWARE IS PROVIDED "AS IS" FOR WHICH NO WARRANTIES
AS TO CAPABILITIES OR ACCURACY ARE MADE. INDIANA UNIVERSITY GIVES NO WARRANTIES
AND MAKES NO REPRESENTATION THAT SOFTWARE IS FREE OF INFRINGEMENT OF THIRD
PARTY PATENT, COPYRIGHT, OR OTHER PROPRIETARY RIGHTS. INDIANA UNIVERSITY MAKES
NO WARRANTIES THAT SOFTWARE IS FREE FROM "BUGS", "VIRUSES", "TROJAN HORSES",
"TRAP DOORS", "WORMS", OR OTHER HARMFUL CODE. LICENSEE ASSUMES THE ENTIRE RISK
AS TO THE PERFORMANCE OF SOFTWARE AND/OR ASSOCIATED MATERIALS, AND TO THE
PERFORMANCE AND VALIDITY OF INFORMATION GENERATED USING SOFTWARE.
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- {EFAEFEESR{EATN: Expat License
OSS & libjansson4 2.11-1

LFEEDOSSCIF. UTDSA Y ARG BEHAETNTVET,

Format: https://www.debian.org/doc/packaging-manuals/copyright-format/1.0/
Upstream-Name: Jansson

Upstream-Contact: Petri Lehtinen <petri@digip.org>

Source: https://github.com/akheron/jansson

Files: *
Copyright: 2009-2014 Petri Lehtinen <petri@digip.org>
License: Expat

Files: src/memory.c

Copyright: 2011 Basile Starynkevitch <basile@starynkevitch.net>
2009-2013 Petri Lehtinen <petri@digip.org>

License: Expat

Files: debian/*
Copyright: 2011, Alessandro Ghedini <ghedo@debian.org>
License: Expat

License: Expat

Permission is hereby granted, free of charge, to any person
obtaining a copy of this software and associated documentation files
(the "Software"), to deal in the Software without restriction,

including without limitation the rights to use, copy, modify, merge,
publish, distribute, sublicence, and/or sell copies of the Software,
and to permit persons to whom the Software is furnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included
in all copies or substantial portions of the Software.

THIS SOFTWARE IS PROVIDED “AS IS" AND ANY EXPRESSED OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED.
IN NO EVENT SHALL DAVID LOREN PARSONS BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)

ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED

OF THE POSSIBILITY OF SUCH DAMAGE.
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- Router Advertisement Message S{E[C & 2 ND [&E5RDBEEFERE
- V=7 RUZRDEENHER

IPv6 77 K L ADRECHE

128w hDIPv6 7 RURAZREET DiHEIF. ZD7 RUR%Z [1] (O0OY) T16EY hIFDICRYI- T, %
DABZ 16 EMTEIRULE T, BLD 16 EBDBEICDVWTIED O (FEET DI ENTEFT, ERLTON
F<\EIE. 1D2DIPv6 7 RUADRKRET1ERY [:] TEEEITBDIENTEXT,

BZUTICRUET,
0 128
|1111111010000000 ............................................................ 0000010100001100

16 h I DICR YD T16HERRED
fe80:0000:0000:0000:0200:0eff:feaa:050c
FEEDOEH B
fe80:0:0:0:200:eff:feaa:50c

EHTT 50 B

fe80::200:eff:feaa:50c
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IPv6 7 R L &%

IPv6 7 RLURI&E. IPv47 RUANDRY hD—TEERA MBICHEET D ENTEDLSIC. TLUTAr v IR

EAVITI—RAIDICHBET D ENTEFT, —RNICIE, LT vIRADEY MR LT vIRR)

64 Ey NTHIBHEINETD,

TUITAVvIAREZSHTT7 RUAREEITBIESIE. VT vIARIETZ RUAD®ABIC [/ TXY)->TH
5U%9,

nEwhk (128-n) Ew i

| FLIAvIR | {8 7T—RID |

IPv6 CHIEET DT ENTED 7 RURAIZ. IPv4 ERIRIC. SEEEDE Y MIIC K> TREAZENRD SN TNE
T, REETHHRETED 7 RUVRARUTOLSFEEHDONHIET,
¢ Global Unicast Addresses
BEMNRATD7 RUATT, —i&ZHICIE. ZYULIZISPhSEIVYETSNET,
+ Unique Local IPv6 Unicast Addresses (fd00::/8)
EEEREDO—HILBETHRTZEHICHIESNIEIPV6 I =ZF+ A NP7 RUATY,
D7 RUVRAIFEED7EY RO 1111 M0 THERFVET,
» Link-Local Unicast Addresses (fe80::/64)
link A JL—FZNERVWCBIETEDEE) LI TEMERGZ RURATYT, ZD7 RURIFFEED10
Ey A1 111010 THREV F T, BEF11EY B S64EY NEETIEFIXRTOERWET,
e Multicast Addresses
RIVFFvARPRUATY, FTEDSEY MH 1111 M1 ERVF T,

AR X T (FEN RIS FREERIE

IPv6 DRy RD—=TJ EI—F « VT DEERIF. IPvADBEEFIFEUTY . BENFFORISERICHE > THE
KRERELE T, CORBBEMERSICHCEDHELE LT, BHNBREBEE (RIT1vIIL—FT1VT) &
BIMIRRISERTE (9A4FZvII—FT4V7T) BHUET,

RIT4vII—FT 4 VT L BRBBERZBRERE UVCHREL, FIALE T, CORBIBERIBHREREZE
BURLVBRVEEINDZLEFHUEFEA

FAFZIVIN—T1VT7&EF W—FT42727OINVEFRATBZIEEICELS>T. Xy D—TLEDEFEHD/—
RO oRRERZZEVCHRALE T, ARKETERIPV6)IL—FT 7O 3)LEUTRIP, BGP4, OSPF Z#Y
TR_ I\ btb\asg-o

Router Advertisement Message iXfSIC&KDRA RD7 R ADBEHFHEEE

AEBET(E. Router Advertisement Message DiXE#REE Y R— ML TWVWE T,

Router Advertisement Message [Cl&. ZDxy NDO—JCHRIAT 2L T4 vIRBERET T 7L MNL—F1E
. BHEBRNIZSENTVET, TOAXAYE—IZZHELIRRA M, ZOEHZFALT. BEOIPv6e 7 O—
NIVZ RUREF T #IL MU— b ZBEFREL. Xy ND—JBENTEEERYF T,

Ffc. VRRPHEMET 429 T T —ATIE. VRRP CEAT 3RIEYU Y J0—-NIL7 RURZEZEETIPVE 7 R
L X & UT. Router Advertisement Message ZiX{ELE T
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NTy T4 IIVDT

KEEClF. HEDIPv6 /NT v hDBEZFFT] BRI TDIdDNTY b T4 ILIYU VTHENRSHUET,

IPv6 over IPv4 b2 % )b

IPv6 over IPv4 k)L &EIE. IPVB/INT v R IPVAINT w R THTEIVEULCEIET B HETT. CNUTEKY.,
IPV4 2T 2Pt T B EDTEBIL—I /Ry NT—J = EBHUTIPVG EEEITDI T ENTEET,

IPv6 over IPv4 kR )VZEFIFAT 2158 (E. ATEIVESNIEIPVAINT Y RDT ST A M ERALSTeH. b=z
JVICFIFE I 2EFIBHRDOMTUIC 1280 ZZE L TLIEE LY,

Router Advertisement Message Z{E(C K277 KLU ADBEEERTE

AEEBETlE. Router Advertisement Message D {EfgEZH R— MU TWE T,

Router Advertisement Message [C[&. ZDx%y hO—JTHRATZ T LT« v IRBERIZFENTVET, 7
L7414 v I RBEREZELEHS. BHREZEEIZI DDLU I v IRAUANEERL, 1VFTT—2R
IDZ{SHII LTz IPV6 7 RURAZBEFHRELE T,

SELTLU T« v I RIERIE. show ipv6 ra prefix-list IV RTCBRBTEXT, £fe. BERELICIPVE 7
R L XI&. show ipv6 route & /=3 show interface AN¥ Y R CEIRTCEF T,

& 28 I-37)L [OTYRUTFZLUVR] D [show ipvé ra prefix-listl. [show ipv6 route]. [show interface]

CAIFEBICTEDIIT
c 1DDAVITI—ATEHDT L T 1 v I AEHEDRET 31583, BEERDREELEBHHAFENLTL R
AN

jo

TFLIT4 v IRBRDTV T 1 v IARNGALISADIZEE. ZOTLT 4 v J AERIFHERINE T,

TUT7 4 v I REROA VUV T ITSTEBEH 7 RURERTSTNRESNTVDIHE. IPv6 7 RURZA VY
TI—RICRELFT,
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Router Advertisement Message Z{E(C K35 T 7 # )L MRIBODBFEETE

Router Advertisement Message Z2{E UIciBE. EEIL—IDU Y IJO—AIL7 RURZEH|T—ho (&
93774V MRBZERELE T,

BHDIL—9 KW Router Advertisement Message Z2EUTcBE. T 74 NL—F EULTHIATES T 7 1)b
MUL—FUZRNZER L. CO—BOHRT/NT v MO RIETREGIL—I T T4 IV NL—FEULTERELE D,
ERUET T IU ML—9UR M. show ipv6 ra default-router-list V> RTCBERTEE T, Ffe. BESNE
F I )L ML—9 (&, show ipv6 route IV RTCERBTEET,

& 2R T-a7)L [OYYRUT7LUVZ] D [show ipv6 ra default-router-list]. [show ipvé route]

CATIEEICREDIIT
BHIL—I h'5 Router Advertisement Message Z32{E UTc155. RIS U fz Router Advertisement Message Di%
EXV—9ZFTILL—FEULET, W—ITLT7 UV RICKZDEBEHIESEMELF A

Router Advertisement Message Z{S(C & 2 ND |53k D EHEIERTE

Router Advertisement Message &, BERICERT BHEER (NDIEHR) HESENTVET, Router
Advertisement Message ZZ{EU. ZEX v E—ICFENTLIS ND [FHR EAEKB CRIFLTULS ND [BEHRH
R1I33155(F. NDEROEHNITONET,

UTIC, AEBTHRIFULTVLSNDIBREZDOIHEERULE T,

o BHERBOIEMCOVTOEMER (FIHEE 307)

o BHERBOREURESE%1T S Neighbor Solicitation (NS) Message DiX{SREIME (FIEHE(E 17)
« RARY T #IHAEE 64)

« BEXRYNI—TLTHEIZMTIUR FIHAME(E 1500 /X1 )
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2.8

IP fZiahlalikae

IPRREERIE. IL—FT « VT T—TIVTEESN. IPNT Y hOEXRFEDHEICERLET,
IP RIS, AT OEETHIEILE T,

A9 T 1 —ADEERH T L R EEHIEHERE
RITFT 4 wII—TF 1 VTR
FSAFZIvII—FT 1 T HeE

CCTlE. IPREBIEROEE. BEAES KU IPRBIEHRZHIEHT SHEEIC DOV THALE T,

2.8.1

IP fEIFRERDIEA

IPREESERIE. UTICRIBERCTOEINET T,

A9 T T—ARE (IPv4)

XY RND—=TA4209T1x—X (lan. lo. rmt) [CEI|WHTIPvARY NDO—TJFFIPvA 7 RUAZRLE
o lo&EmtICEIHETEIPvA7Z RURIF, mARNL—bF @2EwY bRy bD—JTRT) EULTEESIN
F9, Ffeo mtld. BAIEBFRIO2DDORANL—EUTEBEINET,

A9 T T—ARE (IPv6)

XY RI—=TA429Tx—2R (lan. lo. rmt) [CEIWHETRIPV6 L T4 v IRAZRULET, IL—TN\NwD
A9 TI—RICEIWHETRIPV6 7 RURIE, RAKML—F (128w by NT—0JYRT) EULTER
TNFET,.

RA#EE (IPv6)

5218 Uz Router Advertisement (RA) Message DIERICEIE. £EMEINET I #I ML—hERULE T,
AT 4w IR (IPv4/IPv6)

BREEEUTHREL., ZBICRIFIN2BBERERULE T,

RIP#ZE8 (IPv4/IPv6)

RIP CREUIRBBEHRERLE T,

BGP4#ZE8 (IPv4/IPv6)

BGP4 TREUIRIBIBEHRZERLE T,

OSPF #21& (IPv4/IPv6)

OSPF CREURLU VIIBEREZD LICIEN T DRIGRE (Y a—bNR) ZRUET,

DNS#ZE& (IPv4/IPv6)

DNS U—NICKWEERULIERA MU— R ZERLE T,

IKE #288 (IPv4/IPv6)

B VPN Ef CIERRIBSNIABF IKE Y ¥ 3 VY ORBEREZRUED,

DHCP #2#& (IPv6)

DHCPv6 U —/\#REZFERL. 547 VNIV T4 v IR ZRETT BHE. 7547V MRy hD—
JEBIETBIHICETHERT IREERERLET,
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SHEBERE. UTOBEEBENRESNTNET,

IP$ZiIEE IP iREY B5cEfE

A9 T T —ARE IPv4/IPv6 0 (A=)
RAIT 1 v IR IPv4/IPv6 1 (ZEm)
RA 28 IPv6 12 (&%)
RIP #2i% IPv4/IPv6 120 (ZEFEm)
BGP4#%i% (EBGP) IPv4/IPv6 20 (ZFEO)
BGP4#%f& (IBGP) IPv4/IPv6 200 (ZFE@)
OSPF 28 IPv4/IPv6 110 (ZFE)
DNS 288 IPv4/IPv6 15 (Z5Em)
IKE #218 IPv4/IPv6 1 (BE)
DHCP #2#& IPv4/IPv6 10 (D)

2.8.2

IP ZEIERIRDEIE

IPEREIERIE. I—T 27O JDRET—TIVEI—FT 4 VI FT—TILTEEINE T,
BIFIC, 2207 —FIVICDWTEHBELETD,

V=T 4«27 7O0RJVORET—T)

W—F 42770 JNLTR. MFOF—TILTIPREERZEELET. ET—JIVICE. BRIV MUHZ
BRELTVWE T, BRIV MUHZBACIPEEFERIEIEEINETT,

& 2R o-q7) (B

RIP (IPv4) =TI
RIP CERT 2T —JILERU. LTOBHDESHET,

- RIP TR{EUREEER
- RIP [CHECT U TR IBIR
1297 1 - ARBZRVCEEBERZIY NUBEUTEELEY,

RIP (IPv6) T—7)L
RIP CER T 3RREBT—JILZRL. UTOHDZEZSHET,

- RIP CEEUTEEEIER
- RIP [CHBECT U TR B
RIPEHBEH XU/ VI T 1 —ABRBZRVCERBERZIY NUBEUVTERERLET,

BGP4 (IPv4) F—7'IL
BGP4 CERT 3 IPURET—JILERL. LTOBHDEZSHET,

- EBGP/IBGP TR{S UTc IPv4 RESI1ER
- BGP [CHEf UTc IPv4 ZESIBHR

BGP IPv4 v D —J#FH8. IPv4 EHEEECTEM S NIRBBRZERVREBERZI Y MURELTE
BULETI,
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+ BGP4 (IPv6) T—7'IL
BGP4 C{ERT 2 IPV6 RIET—JILZRUL. UTDHEDZZHET .
- EBGP/IBGP TZ{ Uz IPv6 R85
- BGP [CHBE LT IPv6 #2E81ER
BGP IPv6 % v R T —J#RH8, IPv6 SEFEE CEMINIRBBEREZLI Y FUBE UL TEELE T,
+ OSPF (IPv4) UYIRF—hkF—9I~R—2 (LSDB)
OSPF CERHT 2 VUV I BERERET 2T —INR—AZRL. UTDHDEZHET,
- OSPF CTR{EUTcLSAEHR
- OSPF [CHEH U ZI8IER
BEf LR IBIEHD LSA TEEIN. LSAKE UTRAREHZERELE T,
« OSPF (IPv6) UYIRF—KF—9I~—2Z (LSDB)
OSPF CERAT2 Y VI EHZEFRET DT —IN—AZRL. UTDEDZEZHFET,
- OSPF T ULz LSAEHR
- OSPF [CHEEcf U T iRER1ETR
BEif U RER IR LSA TEIESN. LSAKE UTRABREHERELE T,

W—F 42T F7—=T)

W—F 4T T=TILI&, IPRBEROPH SERUFCBEREE (RXKNR) THBHEEINET, Ffc. Ib—

T4 VIT—TILTEET S IPRBERODPT, 10971 —ARBERVICBDZEIL—FT VI IY MUHE
UCTBEULET,

W=F«VTIVhUR RETECRATIY MUHZEREL., BRATY NUHZEBR REERIFHERINT T,
BH. IPv4 & IPV6 TIRIFICICEBIEEINE T,

& S8 J-a7)) [HiE—8

CAIEBICTEDIIT

W=7 4770 VORET—TIVT. BRIV MUHZEBRREERIIBEREIN. IV MHZEBAILZTR
TYRATLOTERNERINE T, CDEE, KEOBESZTOBRVERMEINBNI NG E T, UNEREEE
BROBEZERDS X, KEOBEHREDMUZIT>TILEL,

FeERR RIT 1 v IRBZEBNERE USRI T — IV — N\ RE LIS EEDOBES ZIT > T IEEL,
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283 RARIFosvIIh—F 410
AT 4w IREEERAL. LTOEESHFEDOEDZEICKY., IPREBEREREULET,

Fle. BEEDNE—EDRY T « v IRBZFERAT S EICK . ECMPHEETERT 3 IPREESIERZ(ERT
EFI,

& SR [2.28 ECMP#AE] (P.149)

«  BITREISHIEEEE
BIUH THEDREICH U T, B%E (distance) [CKD T, Ib—FT 1 VI FT—TIVICENT B IP Zi&iERZ
BIRTZIENTEFRT, BEENNSVEFEBEREERDON, BERBLETZIL—T 42T T—TIIC
RERUE T, Ffe. TOBERBIENEGOIIBE. ROBERBICYVEIDIENTERXT,

CAIREILREDIIT
ECMP B&BEIX. IPv4 DHEMELE T,
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284

YLFr=vIN—5F 1 VT ki

W=7« 2770 JVHEEBROZEREZTIIEICEKY . IPREBBERZHELET,
AEEIF. UTOI—FT 4770V ZEYR—BULTVET,

RIP (IPv4)
RIP (IPv6)
BGP (IPv4)
BGP (IPv6)
OSPF (IPv4)
OSPF (IPv6)

138, OSPF (IPv4) Tl&. ECMPHEETEMAT 3 IPREBEHREZEMTEEXT,

e 5@ [29RIPHEE] (P87). [2.10 BGP4##AE| (P89). [2.11 OSPFH#¥AE| (P93). [2.12 IPv6 RIP#EEE] (P.95).

[2.13 IPv6 OSPF #%8El (P.97). [2.28 ECMP#&gE] (P.149)

e, LT IPEEHIEEZ D R— MU TVWET,

NEE

S

W=7 4 VT F—TIVICBRE N P REIEREL—F « 7 T0 R VCRAB T ENTEF T, A4
BEBATBIETI—F 4 YT TORILTHEURE DRI T 1 v IRBERERRB DI —T 1 VT

JORIJIVTLIRIT DT ENTEFT, IPVARRIRIERD S IPv6IRISIER. Ffc. IPveIREEIERN S IPv4 R
BERAORBERRETEE A,

£ V97 T—ADBERIC & DRI H A

£V T T—ADBERBICKY . FA V9T 1 —REN UTHELBRBEHREIL—T « VT F—T

DSEIBRTEET, Ff. B VI T T —AEHOE T HRBBHEBRALTDHE. TNSORIEIE
BOENICB ST EZRIRICLAIRT D ENTEFT,

oy T

BIL&TEDREEICH LT, HBEE (distance) 10k > TIREEERIRT 3T N TEET, BEEHIEVE
CEARIEE LTRON, BERBEIEL—T 4 VI 7F—TERBRUET. $h. COBKREIENE
BoRIBE. ROBERBICTUERBTENTEET, IPVARIERE IPv6RISBHRED/MT. BRI
HlEFcEFRE Ao

BT LT U YT

RIP (IPv4/IPv6) & BGP4 (IPv4/IPve) Tld. ZERMET 3 IPREIBIERICHUTTIAILIV VT FTBHIENT

%7,

BRI A ILIUVT

RIP (IPv4/IPv6). OSPF (IPv4/IPv6) BKXU'BGP4 (IPv4/IPv6) [THIWAD IPFRESIERICHLT I 1 ILIY
VIFBTENTEET, TDTAIIUVTId. REEIC—BUIBEOEIES LT, BB 1l EH

ZEIEITDIENTEFTD,

SLFEvIN—=F 1V T. WANHIDKRZABNIL—b (197 x—REi8) ZILEIIRELETOE
EE, BREBHOZBHFELLITONT., BRTEILGVLESHSBYET, 1§IC, IP-VPNHlG EICERT
BIEEIE. 1BiE - YBZERVETCEDHBIET, COESRBBIRTR. 197 1—AEBELEL
BVEREEITS D FEIEWANBIDKRR Mb—BMCHUL. EET 1 IWIV VI EERAULTLES W,

CAIEBICTEDIIT

IPvAaEAVTUP RUANBIT 2Ry hD—TJ LT, W—FT 1T F7ORIICKDBRERIEEITS T LIFTESF
tho
s FAFZVIN—T VI THRITDAVITI—RAE RIPVIN2 ZRRE, IP7 RURERET 2RENHUET,
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2.9 RIP%aE

RIP (Routing Information Protocol) &, JL—9BTERT 394 FZvII—FT«>27 ORI TT, RIPT
OMJLEERT 2 —IETRIBIERDIRZITV. Ny MEERX T AREBZEHEUET. SIL—TF. &
THEDRY ND—T(CEET B eHIC. WKDDIL—FEEHTSD (RyTH) hEWSERERIFLET, &
feo BETBHTEICHULTRY TN —BMEVRIBZFRLTNT Y hEERXRT 5 EVVSEHEZITVLE T,
RIPEEEZFERALIEES. BEERLTVDRY NT—JDFIL—FICH LT, EHNICEEENFRIFILTVDS
BRIEBERELRUET, CHEREFEEERLUCVNDA VI T I —ADRBBEREFZLBRUEITH. FHD
=9I SREBEROBHNEZITDE. LEBRIFZOREBERDESDETCLBIDLSICBIET,

AEE CRTHNICRIBERZLIRY 2EHERICH SEEFETVET, IL—ID—FICIIB LS EIES
[C. BUREER CRIBIERZLRIDEIANZVIHERL, XY ND—TJD RS T4 v IHEBEEINS )
TY. WOITHHDIECDISIBRBEERITDIENTEFT,

VEMET(E. THLERSY A VREMBED 50 ~150% DEHETHSETEF T, COMWSTDEHRIFFHRET DT ENTE
Fd,

RIP ORIV EERT 2HSE. Ry TRIF15FTICHREINE T, ZDh. COHEBZ 2K SBKEE
BRY RD—J3BRIDIENTEFBA. Fle. BULERE (IHETIE30F) TINTORKEEREBL
WIDeH. XY NT—IPQKRBICHBDEFELBUEBICL>TRY NI—=TJD NS T4 v IHEBEESNE T,
LIeh'> T, RIPEEBEF/IGRIERR R Y ND—J ZBERT DIBSICHERA LTS LY,

AEBCHUR— NI B RIPEREF. LITORFC (Request For Comments) [CH#EMLLTWE T,
+ RFC1058 : Routing Information Protocol (RIP)
« RFC2453 : RIP Version 2

ARECTYIN— I B RIP#EE

I5E JiR— IS
RIPN—Y3 Y N—=I3av1, N\—=Iav2
unnumbered {9 J T —2R HYik— bk
MUA—R7ZvITF—h Hik— bk
AUy MRS A XY PYR—b8 2T ILDH)
SRS T+ 2 MREE D R— b
RIP 9 A YER7E UTDY4IEEZYR— b
- LIRS A<
- BMERY (<
CH—R—TTAT
RIP NDBE LT ORBISwOBRMZ Y R—

cAVITI—ARWER (V—TNvIAVITI—RT7 RURZEZD)
« A9 T 4 v IEIER

- BGPZI&IEHR

+ OSPF XE& 15k

- DNS 215k

BEERERNCLIC. BREMIDIHESHZEEETERT,
RIPREDMTO ~ JILADILER | BGP. OSPF TOLEHRZ Y R— b

NILFINR B UH THRENDRBIBEHRREA 2T MU XTORFZYIR— b
T4IIUVT BUFZEYR— b

- BRIEREA COBEB, Bl X Uy I DEE

- FEDEHEIL— 9 S DIRESIEIROER /Ef

BEt 7«4 ILIVUVT RIBERBMATOEE, /Bl Z Y R— b~
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ANFE
RIP ZEEE(ER T 515

. EHNRENT Yy PERELET, TOH. EFFITBLERZEMRALTVS

ZESiR. BAREOFEERDTENBVET., COLSBRIRTIIRIPBEREALEVWTLIEZ,

CAIEBICTEDIFT

remote f 9 7 T —ATCRIPHEEEZFERAUCBES. BRAICHEFRICEIVHETSNIPPZ RUR%ZE, RAMREEL
ThL#BRULET,

AREDVHIRETIE. 1VITT—AREERIT ¢ v IREIEDO RIPEEEZER U CTLIRLE T, RIPHEEEIFER

HICREIT B INTORBIERZLIBMLUE T, D, KEDAVITI—ANRESINTVS &L RIP IFERN

[CKEDRIPLIR/NT v R EXREL. BENS T vIEEBITBZHEENBIET, 1 VI TT—AREPRY
T4 VIREDNRIP CLIBAERIBEIE. 1 VI TI—RAREERIT 1 v ITRED RIP NOBEHREZTHRVERE

X AE
ICEELTLREEV, BB, RIPKEEZFERT 19 71 —RICEULTIF. BEMDEREICEFRTHUT RIP TL
WUEXT,

RIPv2 DEEENIFRY IR— M TT,
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2.10 BGP4 e

BGP4 (Border Gateway Protocol version4) #gE& (&, AS (BEV AT L :BAURUY—ICiE>TEREINT
WB3Rw hD—JDE() BTRIBERERIRT DIHDIV—FT « I 70O JJUEEETY , BGP4REEIE. IP-
VPNY—ERXT, EFEEOBVRY ND—J@BRZEEERT IO ICHEREEETT,

; [ ]

g

%%’ S
' [ |

- [ p-venig ]
, ! IP-VPNi@
4....»—’

BGIP4

BGP4 Dt w3 ICl. EBGP (External BGP) & IBGP (Internal BGP) M 2i&%aH & F T,
EBGP I ASRICEARATZBGP Y3 VT, IBGPIZAIUASKHTCEARATZBGPEYY 3V T,

BGP4 (&, TCPORI Y 3 V%= IIL., TCPORI Y3V EICBGP ORIV aV&EBELET., BGPOIRT
23 VI[EOPEN / KEEPALIVE X w t— I ZRIAT B EICKWIEIILE T, BGP ORIV a VHHEIITD &,
HEVDEEHN TN TDRIZERZ UPDATE X vy E—ITRIBULHWVE T, ZTDHET. BEIBERICEENR
WEE(F. EHHIICKEEPALIVE NT v N TEFHERZITVE T, RIBERITENN H2HZEE. UPDATE /Y
v hTENSNICEBBRLEDZLRUE T REIBROHIRN$H2IHEE. UPDATE/NT v hTHIBRE N/

REBIBRIEITZLRULET,
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BGP4

TCPOAXYYaAVDHEIL e > TCPIXYUZ/3vDHEIL
OPEN,/KEEPALIVE X v+ —
BGPORT 3V DHEIL > BGPIXU3> DRI
UPDATE X v —3 (&2 E&IER)
REIBEIRS - > RERIETRI
) KEEPALIVEXwt—Y
R > R
. UPDATEX v+t — GBITERE BRI
RS IBERDIEM =
UPDATE X vt — (HIBREER BRI
< - EBHIEROYIS

BUH TENDREIBERNIEHHDEE. UTOIEE CEAREZREIRULET,

BEE (distance) DH-EBHNETLY (BEEDHL) REEBERLET,
LOCAL_PREFEBMDNH >EHAETL (BEENDSL) BEEBRULED,
AS_PATHDAS#H'H > EDEVREZEIRLED,

ORIGINB#DIET. IGP. EGP. Incomplete DIETEIRLE T,

MED BHDE > EBH/NTVRRZBIRULE T,

EBGP TR{E LRI & IBGP TR{EUIHRIE TS, EBGP CRIEURBZERRLE T,
BGP-IDDH > £ BHINEVBGPHEHFREN SZHE LR ZERLE T,

(1)
)
3)
(4)
(5)
(6)
)
(8)

HFIPF

RLRADE > EB/NSTVBCGPEFEREN SRIEUREEEIRLET,

CAWHEICREDIIT

BGP DELEIF THHEIFICEBGP (20) £IBGP (200) HERESNTVET, TDfesh. EBGP & IBGP CEIUHT
SENDREIBEREZEUIBS(E. LOCAL_PREF BHED{EICHH 1D S T EBGP TS LRI ERNBIEINE T,
LOCAL_PREF BIC & 2 BERIEBIREITSIBE(E. EBGP & IBGP DEBEEICEIVIEZRELTLIEE L,

AEBCTHR—MUTULSBGP4#EEIX. LIFDRFC (Request For Comments) [CHEHLLTWE T,

RFC1771

. A Border Gateway Protocol 4 (BGP-4)
RFC2385 :
RFC2842 :
RFC4893 :
RFC4724 :

Protection of BGP Sessions via the TCP MD5 Signature Option
Capabilities Advertisement with BGP-4

BGP Support for Four-octet AS Number Space

Graceful Restart Mechanism for BGP
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AEECTYIN— M9 2 BGP #aE

411 = | Hik— NS
BGP/N\—Y' 3> N—=I3v4zEYR—b
BGPtwv¥ 3w IPv4twvavEIPve Yy avaEdiR—bk

Ty yayTEICUTEYR—
- EBGP#E#H (WILF Ky TEHRZESD)

- IBGP ##5%
BGP4+ (Multiprotocol IPv6 Unicast Z Y iiv—
Extensions for BGP-4)
PRULRAT7=Y IPvatEvy Y3 VTlE. UMRO7 RURAT 7= UZYR— b
* IPv4 Unicast
IPv6 Yy 3avTld. MTFO7Z RUAT 7 UZYIR—b
* IPv6 Unicast
FREL IPv4 v 3> TOMDS5SREEZE U R— b
IW—btUTLwa IPv4/IPv6 Ev ¥ 3 VT EITEE/ ZEHTIRE
TJU—ATIWURI—hk IPv4 w3 VCUUTEYR— K

LY —=TIW—IEEERE TR R—
- stale 9 4 ¥ DERENTIHE

BGP ~DEBE LI OREEROBIRMZ Y R— b

s A VYT T —RREEER (IPv4/IPv6)

=T INwITT7 RUR (IPv4/IPv6)

c RIT a4 v TRREER (IPv4/IPv6)

- RIP#2ERIEER (IPv4/IPVv6)

- OSPF#2E815%R (IPv4/IPv6)

- DNS#RE&IEER (IPv4/IPv6)

- DHCP #RE&IEER (IPv6)

BRIEEERERC LIS, BREMIINESHERETEET,

BGP#ZEEDMh 7’0 b J)LADILER | IPv4 BGP#2E&(Z. RIP (IPv4). OSPF (IPv4) TOLImEYR— b~
IPv6 BGP #2i&(. RIP (IPv6). OSPF (IPv6) TOLIRZEY R— b~

TJ4IIUVT IPV4/IPv6 2w a3 v T E[CATEY R— b~

- RIS IBHREAI COE R,/ HHT

- B53E AS ' S DIREEEIRDEE, /BT

REERBEMTOBMERE (MEDX MU v I{E.AS/NZATURY R, O—HIUBEE)

BEEmI«ILIVT IPV4/IPV6#REE T &I T &E T R— b
- RIRIERE LI COFER, BT
RISEN IPv4/IPv6 28 & DIRFEEN =T iR— b
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NEE

- BGP4REEZ(ER T SIES. EHNICNAT Yy FEEELFT, CORH. EFFTLEVOREMER
LTWBIESEIR. BBRRNOREERBITENBNET., CDLSBRIETIE. BGP4EEEEER
LIBWTLEEL,

+ BGPEYYaIVTERTOIWANSYITI—ADIVITT—AEIE (KA BMIL—BK) ZBGPT
LHUEES. BGPEY Y a Y DER - YIHERYETESHSVEFT, BAUTHIIVITII—R
BIBIZBGP TIHBMUBVKSICEREL TS, BEHULEBWS Y9I T T —REi8%E BGP TLHE
THIEEIR. UTOEBESHhEREULTLEEL,

- BGPICA V97— AEREARMULIEWVT, KBTI rVIII1—AEFIEEBGP Ry I —
JELTERELET,

- BGPICA Y97 x—AEREFARML. BAUTIIVITI—AEBEBGP I IWIVUVIT
REEHRISLSICERELET,

CABEICTEDIFT
 NATHEEEHATDZEETEZFEAS
« BGP4+#gETD IPve 7’0 M JJLDFIE%EBGP (IPv6) ESCEULET,
. BGPEFBRTZAYITI—RICE. IPF7RUARZETBRENGET,

& 38 T-27)L (27 RBESHIE]
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2.11 OSPF fE

OSPF (Open Shortest Path First) (&, KiFERY NDO—J[CBEULEI—FT 77O 3ILTY,

OSPFIFU VI RT—rARZFEALT. FIL—IHBEREICERINTVNDY VIDREP IR MR EDIER
%ZLSA (Link State Advertisement) & UTILERUE T, Ffeo BIL—FI1E. SEURLSATRY ND—TJ1ER
DIEHRZIFDLSDB (Link State Data Base) Z{EHT D &ICKRBERREZRELET,

OSPFTlF. XY hD—J2fZITU7 EVWSEUTHEILTERLE T, OSPFRYy hD—J(F. 1DD/\w
IR—YIUFPEZOMOIVUTPHSEREINET, NvIR—VIUZICZEDOMOIYUPEERKRL, FETU7
BEIDLSADIRIE., Ny IR—YITUTPZRZBULTITONE T,

OSPF v hD—7J[d. OSPFLUNDRBBERZWNIANDCENTEFT, Ffeo RITITVUF7, £B#XITT
U7 ZEELT. OSPFLUSNDRIBIERMZEIHN T D ENTEFT,

OSPFHAD Y FT—7

OSPFxv rTJ—7%

OSPF ZERT3IL—FIF. BERICKVUATDIL—IELTEELET,

« I U7IEFRIL—F (Area Border Router)
TUPEICRESINEIL—ITY, TUPBTOLSADKBRZITVNE T, TU7AHADLSAIFEHUTILERY
DTENTEFT,

+ ASIE5RIL—% (AS Border Router)
OSPF LN DZEEHRE T PAICEW ANDSIL—I TY, OSPFLUNDEREEREZ LSAICEIRL. TUT7PKW
[CIEERUE T, OSPFLSNDRBREIBERZENUVCLRIDIEN. TIFIMNUL—NZLRIDIENTESF
EP

+ WKWEB)L—% (Internal Router)
ITU7HADIL—ITY, BREDOSPF ZFHT 2 VI TT—APIR MDBERZLHFLE T,
RIVFPIEARZRY ND—=T (RAVE - Y— R4V NUHADRY bD—T) Tl ABIL—IZIETE
JL—% (Designated Router) &UTEHESEZIMEN G EF T, IBEIL—IF. FHDIL—IDREKELT
LSADKIRZEITVWE T, Ffe, BEIV—IDNVIFP v TFEULTEREEIL—IZIMES B THLL I ENTE
F7,

« NwZIiR—2)b—%9 (Backbone Router)
NYIR=VITUTPDIL—ITY, EBEFATIL—IEBUTY,
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AEBTHR— M ULTULS OSPF#aEld. LATDRFC (Request For Comments) [CTHEHLLTWVWE T,
* RFC1587 : The OSPF NSSA Option
+ RFC2328 : OSPF Version 2

AERETYIN— 9 B OSPF #EE

IRE YiR—-bAE
OSPFN\N—Yay N—=Tav2z9R—k
L—I &Rl Ny IR=2I)b—9, TUFPERIL—5. ASEFIL—I. REIL—IZTR— bk
TU7PI94F RITIV7, ERITIUT7ZYR—k

TUZRFIL—9 TORIEEN | Yik—b

AS IEFRIL—5 TORIREN YR—b

ASEFRIL—ITDTFT T #IU b | BiR—b (NSSARERD ASIEFIL— 9 ZfR<)

J— MG

Passive-Interface HR—~

535 TF+ A MEREE. MD5EREFZE Y IR— b
OSPF ~NDEBE HUTOREIEHROBERGZ U R—

cAVITI—AREER W—TNYIAVITI—RAT7 RURAZEEBE)
« RAYT 4 v IEIEIER

* RIP{ZE&IBER

- BGPZEEIEHR

- DNS ZEEIEHR

BIRBHRENCEIC, BRMIBINESIHZERBETEET,

OSPFZEOM IO ~IILAND | BGP, RIP COLEREYR—

[LER
ECMP #8¢E Hik— bk
BBt I« ILIVUVT UFOT 4 ILIUYTZEYIR—
- ASIRFRIL—5 TOD AS ABBIREZ (T3S B IRERIBIRE MU DFER /ERR
CBEREOX MUY IE/ AN YT IATDEE
B U LSAAEATE TUZEFIL—I T, YT U LSADALNRDSER, R =IEEHE
NEE

OSPF i Z{EA T 3155, EHMNICNAT Y FERELE T, O, EFHTEVEREZERLT
WBIESR. BBRENREEBIENBYET, TODSLSKBERIETIE. OSPFEEERERALEBWVT
<EZW,

CAIREILREDIIT
 NATHBECHAT R EIETEF A
OSPFERADA VI TI—R (Jb—FTNvIA VI TI—REZL) H'426 KUZVWIL—9 EIFBHERBREBETEE
Bho
+ OSPFZEFERATED A VI TT—AICIFLERNHDET, OSPFEZFERT DA VI T 1 —ADEEHEREKED LIR%E
BARBWKSICRET DHNENHIET,
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2.12 IPv6 RIP &gk

IPv6 RIP (Routing Information Protocol) #¥gEld. 91 F7=vIIL—FT 272 77ORIILD1DT, A VFTUF
F—hozA470MILELT. BEYATLATO PV RISERZBEIL—F EIRT DHEBET I,
AEERETIE. BIBBIMTEICHTHRNRNZETZHDIL—IREE Ry T8 EXANUVIEULTERBLE
Fo XMUwTE. BUHTHENDREERNERGDBSIC. EORBIBEREFERT 2D DHBCERIN.
HOEBHNETVX MY W I DRFERIEHRMIERINET T, BIBFEX NI v IDRERKIF15TT, D, 1584
TDI—9ZBET DL SBKIEER Y NT—T Tld. IPv6 RIPHEBEZFERTEF Ao

AHEEETE. RIPTF—TJILICERIN TV S REERZTHNICLIRUE T, THNLLRIE. THLHI A<
30T £50% DWW ST ZMA FLEFR— T EISITHONET T, BHEIL—I D S5ZE URBBRIG. BWERI A<
18070 DE. BMHRIEBERE L TRDON., EHDRY NT—TJICHLHREINET, BVHBRZEIRIEER
(&, H—AR—IREEREDNRRERBERE LTHRDON, H—X—I I/ 120D/, FHDRY hT—=TIC

EWHETRITA NI YT 16 DETLEBINE T,
AEEBETHR— LTS IPV6 RIPEEEEIZ. LIFDRFC (Request For Comments) ([CEERLLTWE T,

* RFC2080 : RIPng for IPv6

AEECTYIR— T2 IPv6 RIP #8E

Y- bAE

RIPN—Y'3Y

N—=Tav1zgR—bk

RUA—RPvTF—k

Hik— b

AFYUy bIRSA XY

Yik—bk (U FILDFH)

RIPY A IYEE

DA REBEYK— b
- ERIILHS A

- BAHRT A

H—R—VIAT
ERLHCEAT 35 FBIBETEF A

RIP ~DHEH

LUTFOD I1Pv6 RI&IEIRDBEMZ Y R— b

cAVITI—ARBEER (W—TNvIA VI TT—AT7 RURAZEZD)
« A9 T 4 v IREER

- BGP R EIEH

- OSPF 128 IEH

- DNS #2815k

- DHCP #2 & 1E%R

RIEERERCEIC. BEMIDINESIHEBETEET,

RIP#2E&D "0 b JILDILER

BGP (IPv6). OSPF (IPv6) TOL#EHZEYR— b

TILFINA

BUHTHRANDRBERRA2 LY U X TORFZYIR— b

T4IWIUVT UTFDT 4 LIV VT =Y R— K

- RIPRIEIEHR T & DFEE,/Eif

c BBREBROTERIBBEHRDOX MUY IDEE
BEAI«ILIVVD BEMREERS SOFEE B E T R—
FREREEHILTR Hik— bk
MNEE

IPv6 RIP REZ(EA T 3158, BEHNICNAT Y FEEELET, TOH. EFFITEVERZERL
TLWHIESR. BAREORALBIZENBVET. TOLSBRIRTIE. IPv6 RIPEEEZERALRS

WTLEEL,
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CAIREICREDIIT
AEBOMPRETCRE. AVITI—ARBERIT 1 v IRBORIPEAEEFEAUTLBUET. RIPEEEGRST
BIRTCOFEIERETEHNICILRUET, DD, KEDA VI TIT—ADEREEIND &L RIPFEHHNICKED
RIPILER/NT v FEEEL, BENS T4 v IREETBEENBUET . A VI TIT—AREPRIT 1 v TRIEH
RIP CLBABRIESE. BREAETOHBVRTICEELTLEE V., B, RIPEAERFERTZ V97 T—XICEAL
Tld. BRADZECERGL. BFRIPTLBLET,
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2.13 IPv6 OSPF HE

IPv6 OSPF (Open Shortest Path First) (&, XFRERY hO—=JIC@BLIEIV—T 4«27 OMIILTT,

OSPFIFU VI RT—rARZFEALT. FIL—IHBEREICERINTVNDY VIDREP IR MR EDIER
% LSA (Link State Advertisement) &EUTIRFRUET, Ffe. BIL—II1F. SHEULELSATR Y MO —T18R
DIBEFRZHFDOLSDB (Link State Data Base) Z1ER T2 &ICK U RBERBRIEEZRELE T,

OSPFClF. Ry hI—J2FZITU7EVNSBENUTHEILTEEUF I, OSPF Rv hD—J(F, 1DD/Vy
IR—VIUFEZFDMOIYUPHSEBREINET, NvIR—YIUPICZEOMOIU P EEHKL, STUTF
RIDLSADIEE, Ny IR—YIU7ERBELULTITONE T,

AREETHR— M ULTWLS IPv6 OSPF#EEIF. LI TDRFC (Request For Comments) [CEHLL TWE T,
« RFC2740 : OSPF for IPv6

AEECTYIN— 9 % OSPF t8E

IRE YiR—-bAE
OSPFN\N—Y3v N—=T3v3%YR—bk
L—I &Rl Ny IR=2I)b—9, TUPERIL—5. ASEFIL—I. REIL—IZTR— bk
TU7PI94F RITIUTZEYIR—b

TUZRFIL—9 TORIEEEN | Yik—b

ASEFRIL—ITDFT#IL b | BR—b

b— NILER
Passive-Interface YiRk— b~
OSPF Nz BUIT O IPv6 RS EIRD B R Z Y R—

cAVITI—ABWIER (V—TNvIAVITI—AT7 RURAZED)
« A9 T 4 v IIEEIER

* RIP{ZE&I1EER

- BGPZEEIEHR

- DNS ZEEIEHR

- DHCP XE&15%R

BIRBHRENCEIC, BRMIBINESIHZRBETETET,

OSPF#2EEOMI'O~TJILAND | RIP (IPv6). BGP (IPv6) TOLIRZEYR— ~
L3R

BEEwm I «4ILIVUVT UTFDT «ILIY VT ZEYIR— bk
+ ASIEFRIL—9 TD AS ATRIRIBIC X T BRI IGIMEMDFEE Ef
CEEREOX N Y IE/ AN YT IALTDEE

ITUPETL T« vIRALSAAN | TUPERIV—ITIUZEDALNEDER, REZIEEOIRE
A LIES

NEE

IPv6 OSPF e =(EHT IS, EHNICNYT Y FERELET T, D, EFFHTHEVERERE
AULTW3IE8I13. BREEOREERBDICELrBYET., COLSRBIFHTIZ. OSPFEEREISEERL
BVWTLEEW,

CHAIFBICTEDITT
OSPF & FRATE 5V I T T—RICIELENG Y £T. OSPFEBATEA VI T T —ADSHNARED HRE
ARBVWKSICRETDHNENSHIET,
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2.14 I IVFF v X MERE

RIVFF v A MEREL (F. BRD Ry MO —T LICEHDREENVDBEIC. BEPERT —IRBREZHESL
KEEIBDIENTEBHEETT,

EESNBZZREENFEEIT DA VI T —RICEIFNT Y hEEHUTERXT DI ET, BEDI-FvAMIC
KBNT Y FDEERICHKARNT, Ry MIT—TDIST 4 v IZRIHT BT ENTEEXT,

DTFORDESIC. IZF v AMCKBEXTIE, EETH SREEOHT/NT v FRBESNB e, XE
TTD ST 4 v INZEERICHAILTEBALTULEVE T, YILFF ¥ AMIKBEETIE. 12D/ T v b
ZRERBHLETH#HIL—ITIAE—UTEET B, 2y NI—TJDEFHZERHTEXT,

l 1 1$4 b DTN

|a2es || 265 || 26% || 26% | |=26s || =62 || =6% || =6% |
AZFr ATk BEE RIVFFv AMTLBEGE

AREICIE. VILFF A MERZEESERVILFF Y AMNL—T 427 70MLELT. UTO2EED
JOMIJLDHBIET,

+ PIM-DM

*+ PIM-SM

Ffe. "RETE. =T 2I77O0RJVERERLBVT. RITA v IICRIVFF v A MNRBZRET ST
EHTEFY,

LIRS, ZNENDIL—FT « 7 TORIVICOVTHBELE T,
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2141 PIM-DM

PIM-DM (&, SHDLANRE, +HRBHEHEEEEDSH DRy NT—J LTHATSIOMINLTT, NTv b
DEEIF. EETHEEBDIERERU XTI,

azEs || =26 || =6% || =62 |

214.2 PIM-SM

PIM-SM (&, 4 V9—2y MRE, THBHHZFRIASNBEVRY NT—TJ ETHATZ7OMIILTT, /N
v b EETHSRP (SUYTFT—IRAVN) [C—EESN. RPHEEBDIERERNET,

Bl EEEENEES

RPDIEHRIE. BSR (F— A MSY T < Jb—9) [CKO>TLHEEINET, PIM-SMEZFIBITIHBEE. RXv b
JD—J 1D EDRP EBSREFESB2MENSH D E T,

JRIWFFv AN - v E, RIERPERBUTEHRESNETH. ZORRITRIE (SPT : Shortest Path
Tree) =fRHUTEHRXT IRFREICTIVEDYFT,

ESNEENEENEESD
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AT

E el e
RIVFF+ R MERECOELRIFEEEEFIERVEH. Ny FOBRPEERENE D8NS ET, N
SOIEEEDERE. 7FUr—Ya B TORFECBYET,
RILFF v 2 MEFRHTIHEF. BHETDIITNTOIL—I LTIILFF+ I MEBEEEHICLTHLKMENHIE T,
BHEIT2IRTDIL—9 LT, BUTONINVERBIRT 2HENHVEFT (KEETIEPIM-DM & PIM-SM G HAT
TFHA)
RIVFFvANZERIT 4 v IR TEHXT 355, PIM-DM. PIM-SMZHATSIZLEFTEFEA,
PIM-DM. PIM-SM (&, BIfFT 3. I=F v A MDIV—FT 4 VT T—TIVEBSBI B, 12+ v X MOREZE
FULEREULTLREEW, TOEE, RIPPOSPFRAEDIZFvA M < =T 7O EHBIT D ED
TEFI,
YIWFFv RS - FOMIVICPIM-SMZFIBAT 255, XY 8T—J L T1 DL EDRP &BSRZEES D HE
N&HUET, RPEIFBSRAMHERULICES. BIFEDOBEEZSH. BECEHRRUEFT, INZRHIETBHIC
. RPBLUBSREEMEINMESHE T,
RILFF v A MEBEIE. <ILF NATHREE. FTold. ECMPEBECHAT DT ENTEF AL
IP7 RUABERESINTVEBWVWA VI TI—ATCRIIFF v A MEBEZFERT S EETEFEA. Ty UE—
b9 T —RALTRILFF v X MEREZENES B BI5EIF. BRAIIPY RUXEMHEFAIPY FURADMmSZIEL
KBRETDHENGBUEFT,
FEBCREINTNS PIM-SM®D/V—'3 VIEPIM-SMv2 TY, PIM-SMv1 DEE & DIEGIFIRIESNE S Auo
PIM-SM Tl&. #*{E57t& RP DR % PIM Register /N v MK > TEIELETD
PIM Register /N7 w hDF T v I Y LADETEEEF. RFC2362 TIINYIEREFTEET LS ICERSINTLF
TH., —BBDIL—FENT v h2AETHELFE T, CDLS3RIV—IHRPZTSHSIFE. FTvIYLDSEER
Z [INTy h2lk] TEEITDINEN DY FT . KEE(F PIM Register /N v RDZERFICIF. NvFE (RC2362
) ENT Y MRED2DDHEETHET DD, FRENRPETSIHEF. ES5S5DHESEDNT Y h&EF
ELUTCHREERD I FE A,
mXRIEZ SPTICYIWB X258}, —BNICEHOIILFFv AN - b—F 4 VIT7—TIEERLEFT, D
H. YIVFF¥RAL  b=FT 1 VT FT—=TIVDLRHOBENTERLLBEDTEENHUEFT,
SPTADYINEZ F. /N7y NOEEBIBERICITONE T, /Ny NERHEEDERIDIL—I TSPTHIWEZ #&
MCERET D EICKDT. SPTNDYWEZZEYICTDIIENTEFET,
AVITI—AZERNT Y RDTTL (Time ToLive) LEWMEZERET DT EICK>T. HEDTILONT v hE
BT 2T ENTEFTD,
RILFFv AL - Ngw bE. Ny MEEBRIDIL—F & RP B % PIM Register /N v MMZ K> TAHTILIEEN,
IZF v ANGEINET, CDEE, bYRIVADRENBRA VI TT—AXEUT, register«4 V9T 1 —R%ZEH
LE T, register41 VI T 1 —RICIFBEDVILFF VAN A VITT—ADREIFEREINTEA. TDI=s. PIM
Register IC& > TAHT IV EENENT Y MClE 41V T2 —ADTTL LEVMEDREIFERINE BA.
Ny MEEBRIDIL—9 & RPRAIE. EXBIMAEEIC PIM Register L& 2 THT IV EEN. 1=+ + X MEBESN
FIH, EmEBEBBERICETILFFL AL - Ny MTKDBEICTVEDUFET,
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2.15 IP71ILb9 Y Vo 1&HE

AEREF. IPTAIWIUYTHEEPNIAT— ROREREZE DT, Xy NIT—JDEF21UT s ZALEES
ZENTEFT,

PTAILIVUYTHEEEIF. AEBZRBLTCA VI —2Ry MIEHSNBZNT v b, FBFAVI—Ry b
SRELVINT Y hZIP7 FURER— FBSOEBEHETHIETEZILICK ST, Ry D=0 DEF2U
TaZE LSRR, ORNDOEBBREZHILETEENTEXT,
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|.'_Ej%>*~
T orrrea]
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NATHEECD. EF1UT 1 ZELSEIHRIBUFT,
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2151 BN LIVVD (SPI)

SPI AL SHEBNBIEZFRIET D E. TNUCHILT BT« ILIU VT IL—ILZEERICIER L. HNEBH 5D
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_____ BE XS RN ELERECHEUEL T oE ] paoe s

L/

TO—REF 42 R RUZPTILFF 42 N7 RURSBTIESPITT 4 LS UV THTS T EdTEE A DHCP.
RIPB&URIPV2HETO— R v 2 M7 RUZEBNBEES SPI & T 2880, CNSOBELSEESE
SAIUYT =L ERELTL EE,

Jevh
SPICKB T AILI UV ITRRIG. BEERCRESNLIPIAILIVYITZEBLUILNT v hTT,

& 38 Y-27)L (27 RBESHIE]
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2.15.2 IDS
IDS (IPVARENT v MEHD) (F. BARBREDAREPZ T EBRICKVEFI1UT « [CHEZSZ B/ v MERA]
T BHRETT

AKEClF. NE7Z I ERAZRAMUIBEICY AT LOTELTEHILET,
BRANR—EZUTFICRUE T,

o] #IAE
IP A\ SBHE Protocol 7« —JURA 134U LD &=

ARIP7 RURERRIPZ RURD AL EE
IPANYTDRENMlength 71 —ILRODRETXVBDRVESE
length 7 « — )L R ERBEDNT Y FORSHES &E
IPATYIUNYIBE | ATV 3NV I DBENRIETHDEE

Security and handling restriction header 25 Ufc & &

Loose source routing header =L &
Record route header #=Z{E Ufc & &
Stream identifier header #Z{E LTz & &

Strict source routing header Z=2{E L& =

Internet timestamp header Z{ELlc &=

ICMP B8:& source quench ZZ{E LTz & &

timestamp request ZZ{E LT & &

timestamp reply Z52{E Ufc &=

information request =S LT & E

information reply ZS{ELlc & &

address mask request S Ufc & F

address mask reply #{E LTz &E

UDP B8;E length 7 « =)L RDEH 8 KW BHINEWVEE
UDPAwS'Dlength 7 « —JL RDEHNAETBETD EE
TCPEaE I737I@bty hENTLRVLIESE

SYN EFINAERICEY hENTVB EE
ACKDIFWFINZZELUIcEE
FTP E8iE PORT ¥ PASV ¥ Y RTIEETN 5 1R— ESH 1024 ~ 65535 DEE TRV EE

& R IZa7) [Xytg—I&] O IDSOXvE—Y]

CARBEIIREDIIT
YRFLAOTZELTEAT BIHICTIE. syslog pridY Y RTCTSSAF YT« LOG_NOTICE ZENYT 2UEN G ET,
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2.16 RKYY=Ib—F 1 VI &k

RUY—=Ib—F 4« VIHEEL . TWENT Y FDBHTEIPZ RURLEFI TR L, FETIP7 RUZWIR— b
BSLBEDRBHR (RUY—) BFALT, HmEREZETETHHETT . COREZFAIZILICELOT. EN
ZTNOBEABICEE/NAZDRIT DI ENTEFT,

ARETIE. IPIL—F 1 VT ICKBEEIEEDRICRY ¥ — (TG U T EREEEE 21T D Ingress IRY & —)b—
T4VTE IPIV—T 4 VI ICKBEEDEEDS & CRY V=[G UTEBENAEBEZTSVILFIL—FT 1V
TD2DODITFENHATEXT,

2.16.1 Ingress iKY ¥ —Ib—F 1 Y T &hE

Ingress KU ¥ —)b—F « VO HREE (F. IV—F « VT IC K DRBBERDBSEHIIC. AHNT Y bDSHTHEIPT
RURIITREBL., EETIP7Z RUAPR—MESLHEDERDFIBALUT. REULELREANT v N EERE
T DHEHET T, CORBEEFIAT DI EICKD T, FMEA VI T I —ATEICRBEIBRICHEDIRVNT v NRE
ZE{IDTENTEFT,
Bl) 4F—%v RPSHEELANAND/NT W NMET 7 A4 7 —D4—)LZEBU. VPNEFRIENSDNT v MME
T7AT7 =9 —LEBEIRBVTEIET D
VPNERHAD DA VI =Y b, A1 VTF—2R v hHS VPNIERITEAND/NT v NZREFLAND T 7 A4 7 —
UA—ILEBULTEIETS

A /
T ‘ LAN1 o

== -

\o——

i ITEERR

Ingress KU ¥ —)b—3F « VT Tld. RY I —[THEE UToiXse)b— 9 DA ORYIE P EiEE) /& £ TRIETEERRE
[CIRO>TVEFEE., ZORY Y —IC—BUINT v MEBET BT ENTERKRIET,

MUY= —TERCEREAEREREIT D LICKY., FHEIL—IDBEREZREL. BETERVEG
BIFZDRY Y—ZFERULBNT, DBEORY Y —, FEBBBERICKE IV —T 1 VITZT3T&EICKDT
BEZEBIBES BRI ENTEET,

CAIEBICTEDIIT
EEEEREFEATSE. HFE/— RICICMP ECHO /N v R EEEINICRELE T, 20, EEHITIE RO EE

ZERALTVLR5E}. BEREOFERERZDIENHIET., COXSBRIETIE., BELERZERALBVTLE

AN
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BEDIPIL—T « VT & Ingress KU V—)b—7F « VT DR

IPIL—F 4« VT TOXEFLEETIE. BBBERICE>THAXA VI TI—AZEELET,
Ingress WU ¥ —)b—F « VT#EEIF. IPIL—F 1« VT ICKBEEFETERIIC. AJINTY RDIPPZRUA -
ORJILVBSLBEDBEREDEICHAEA VI TI—RAEEEL. BREBREZERLTNT Y hEEALET,

IN REE ouT
lan0 1"~ % lan0
lan1 ;J?a'):%;t fF- lant
o IngressiR1J/— TP =TT HBRIC o
ADNTY s — lan2 J— T R L BNE | lan2
’ FB50E : )
. RKY—& . )
rmt0 —5 H Lo mto

rmt1 Yo rmtl

RIS ERDEES A

CCTld. ZNZFNOXETFT—IICHUT. FIHITIERDEESEZHBELET,
lan EF. remote ERAITEREINTVZEHD in-policy EFlF. RRSNBIEICBEEFEVDBDEULTHRD
n. BEEDEVWDODHSIEICFIRTZINESIHZHLET. FIFATZRUI—DRVBEIE. REIERICH

WExd,

EBEDONT Y MERIV—IVIERY =T I—TERICEER LT T, BIEATDREESRMLIF. ACLZFIAL TR
LEXT,

Tl EEEFEHIC—HUIEBESOEEZ. UTHhSEIRLET,

+ match CDEECIXT D

+ unmatch CDEERCEELIEL

+  backup BEEDEVWEERT. EHICEmETEDDDLNBVBSEICETERXT S

FRORY V=T I—TOERIC—HL. FEEKTEELIcA VI T T —ADEMREE. ZTDA VI T —R
[CERXULE T,

—HURY Y =TI —TERTEELUIcA V9 T T —ANENRIZE L. EEEERIOBETENMEREEINT
WeBE. ZORY Y—RFERIN. ROBEIRMORNY ¥ —ZRERLE T,

CABREICIREDIIT
Ingress U ¥ —)b—F ¢« VT#EEEIG. Ny MBIRIL—IVIC—BURBE., JO—-RFv AT Y MPIILFF R
cXTw b BIL—9&TNT Y MBERELET,
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2.16.2 RIWFI—F 1 VI t&kE

NIVFIL—FT 1« VTtaEE . ERENT Y MDSHTHEIP 7 RURLEIFTIRIEL, FETIP 7 RUZAPR— MG
SREDEROAALT, BENAZETEITIHETT, CORREZTATZZLEICLO>T. TNZENDBEEA
BICBENRZDR T DI ENTERT,

Ffe. TOHRBERF. TNZENOBENADESHRERIIC. BENVI7 v TEULTHIARATSZIENTEET,
Bl) 49—y FVPNZT—SBEEI21—ILTNYIT7vITTB

BEDIPIL—FT 4 VT ERIVFIV—FT « T DRER

IPIL—F 4« VT TOXREFLEETIE. BHEA VI TT—AEEELET, VIVLFIL—FT 1 T HEEEIE. IPIL—
T A VI TRERESNIEE LA VI T 1 —ADBRZEERER T B remote EEDAC FIC. EEDIFERICERTE (BE
INAERTE) LBDapERZEHERLUT. SHICBENRZERET D ENTEEI,
RILFIL—F 4 2 71F. EUremote EBRAN TORETETEINETH D=, remote ERIC KD T —IE(EELD
D&, apERICELDT—IEEFXDDEIE. UTDLSITEVRIFET,
+  remote E&IC KDDL
FIRBHRE UV THHTERERE (DOFY, MIILERY NDO—TJ EULTHEANTEDERTD . TNEN
AlDremote ExE UTERL. Ib—F 0 VI HEEERWVWTHELE T,
o apEER (NILFIL—F 4D ICKDDH
BIRERCEDBETCERVESRE (OFW, MIIUERY NT—J & UTHAITEROVESRS) & BU
remote EENICZENZNRID apEEEUVLTEEL. VIWFIL—F 1« VIBREEZRWTHEELEF T,

ap0
| RIWFIV=TavT ap1
remoted T skl £ 5438
ap2
remote1 .
. o =TT HEEEIC
EH/NTY S — J:%)ZJ\_EE Ae remote2

remote3
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FIFAT % ap EEDEESE

ZITlR. ZNZENDXEET—IICHU T, FIFHT S ap ERDEESEZHALE I, remote ERANICERES
NTLBEHD ap EHE. RRINBIRICEBEENSLEHDEULTHRDON, BEEOSVLBDNSIRICFIAT
DNESHZHBTLE T, XETED apEBRNRBRVESF. T—IFXESNEEA.

BIEABICHE D TSEE
BERNBSTEICEBE/INAZEDE T BIEE(E. remote ap multiroute pattern E&ICK DT, ap ExEFIAT 2&EIE
ABZEREL. BEABICR IEEETVET,
BENSORERHE LT, UTORENFIRTEET,
« EETIPZRUZA
« XETR—IES (FEF—INTCP F/zld UDP DIHZEDH)
« HTEIPTRLUR
. HTHER—BIES (FEF—INTCP F/zld UDP DIHZEDH)
. HuZoOsaw
+ TOS{E

CHAIFBICTEDIIT
BEXGE. IPVADBEREIFFASNE T, IPV6BLUTU v IBEDESIF. BEFENBELBDE ULTIRDONE T,

Ffe. LEREFIC—HUBEOEEZ. UTHhSERULET,

. use CDapEECIXETS
+ unuse ZDapEECTEELREL
«  backup BEEDEVap ERCTEETEDHDIRVEEICEITXET S

CORHICEST, apEHiF. UTFOENNICRET—9 TEMESNFET.
. BRERHIC—E

. RHRERL

. FIEAT

BEIRRBICIE o 1B E

BENYIT7yvTEUVTHRAT 255G, BERRKBICESILBEEZTVE T, COIFE. ap BRI &EDERIRRE
[F. LITFD3DICHEEEINT T,

. BT

. BT (PPPOE DIBARIT : BEEH TIRRVI RIS
. FERT

W, FIRRTEHET BRUETUED.

PPPOE

- FIAOHRAERIFTINIRETH D & E

s EFREHVEERETH D EE (BRHEEEENRRDH)

c ERAEGHNRBIRETH S EE (BRHERIEERIRIED )
IPsec

« BERSENVPERETHDEE

¢ ERAEGHIKRBRETHDEE
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F—N—3v>

. ERENEAEIRETHD EE

. BEREEGINKBIRETHD LT

o REEAVITI—ANITIVIRETHDEE
F—9IBEEIa -

o FYBEEVI-IVEBETTRERRETHIEE
s KEBEFRETHD T (BERERILRTER)

& BB [IILFI—F 1 VI HEEEDRE] (P.109)

BRI IR ST IR

RASIRELIEHIME, BERBICRROCBREDBRE ., EHRREICR S EEDBRZHESGHE THRILE
9. COBHFEDEERMLE. ZNZENDap ERICUUTOL S [CHEFENE T,

SBRERMIC—H i ap0 ap1 ap0 ap1
G olaE ap0 ap0 ap0 ap0

BERGLBL &5t ap0 ap0 ap0 ap1
G olRE ap0 ap0 ap0 ap0

RIVFIL—F « VT HBEDILF

IPIL—F 4 VI TORELBREIL-ILTE. BHEAVITI—AEZEELET, Y1—EVT, FEHlES K
UMSSEZEARBREDIIIEEEIE. 1V I T —REMATOEBAERIETT ., ZDH. ALAVITT—R
HEHEAENZXET—IF. IXTEUMINEEENBRINE T,

RIVFIV—F 4« VIOREEDIGEE LT, xEEIE. IPIL—FT 4 VTICK>TEESNEE RN VI T —AD
SOXET—I %, ISICHA VI TT—ANDHEADEULTEREDE D (F—N—3vTSTD) KierdR—
FUTWET ., COEREZEFIFETSE. BUA VI TI—AWSHANINZIXET—IICH. BERDHIIEEE
BAHAITZZENTEFT,

CO¥EEEFIET 258(F. BFRY ND—TRETH S remote EEDEC NI, RRHBHFEERD VY

T I —RZIEET BHRIGERE (pER) ZRELF I,

HUTFIC. REMIREET —9IDRNERUET, remote0 [ lan0 ZFIB U TEET D LS. Ficremotel &

remote2 ZFIA U TGEET DKL SICHRESNTVDBDEULETD,
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lanOD T INHERED
— lan0 ’:: B

remote 0D IHERED J
&

— RN

I remote0 —»

e =TT el
HMET—2 — rzom —

remote 1 DNEERED
A

|~ remotel

L, remote2 — %%otew)ﬁﬂl]#%ﬁ‘é BT RN

DTIE, CORBEZEFIRT 2B8ICH—/N—3vTTA VI T T—ATHRETEZ(TIMEEEERULE T,
« MTUZDEIkERE

o RIWFIVL—F 1 VT HHE

« IPT4ILIVU T HEEE

+  TOS/Traffic Class {EZ T2 X KaE

« MSSETEZ e

« YI—EUIHEE

- HEHE (WFQ) #ae

CABEILREDIIT

o F—N—SYTTAVITT—RATIE. VILF NATHEEGFIRATEE A,
FT—=—N—=ZVTTAVITI—ATlEF. FA4FZvII—FT 4 VIRFHBETEEF A,

Fle. A—N—3SvTHA VI TT—ATlE. UTOFIEsE=FIRIT D ENTEETD,
o WIWFIL—F 4 VTHEE (remote EERZFIALTELET ZIBEDH)

« IP74ILIVUVTHRE

+  TOS/Traffic Class {BEZ xR X HaE

+ MSSETHIHEEE (remote ERZFIAL TERHT B1BZEDH)

«  TJUF NAT #8E

. VI—EVIHEE

o HEHIE (WFQ) #¥aE

F—N=3vTxAVITI—RELTIanZEE UIBEE. RIRY FIL—F 7 RURAZRET 2UEH G
FI. RRYTIL—9I7 RLRF BEEIL—ID7 RUATREINBEVTE B, CORENRVEE. Tl
Ry TIV—=9 7 RUADBEEIL—I D7 RUATRWESIF, T FEEINFEA.

CAEBICTEDIIT
. F—N—5 TR, IPVAB KV IPVE DIBESICHIATEET,
o A—N—ZYTHAVITI—ADMIUIE. A—N—F v TTAVITT—ADMTU KNI KEVEERZRELTLE
TV, FRIGEETATENTERLBBTENBUET,
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CORBEZFIR LB ZUATICRUE T,
Bl1) Wy 1 —EVITZTS

B 2A5MbpsicHIIRT S n

V=%

Y

B SA3MbpsITHIRT 2 |

Bl2) HEDBET -5 20T

B oPEETHRTS

V=%

|

B TOMDEETHATS n
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2.17 9759 RY—ERF =MD T rEE

I3 RY—ERST— bz A#EEE . BEDRBLEFRGIREBZAAL. 7J EXHIHZTSHETT .
AEEEZFIHT DI LET, UFOKS[CEMRZLYIICNEL. EVINSAUI—RY NP ITRAZTIE
KT, BVIRIDOHRZEBT BB, AVI—Ry NP ITERZETITENTEBRKRSICKRUET,
TeERIE. OSDUpdate W7 UF DA IWADNI =2 T 7 A IBHRBRE, —EICEZLDI-YHTPIERATEK
SIIHEP. EFEDTP UMY —REICELBDTSY RY—EXDHAECAKEZFIRT 52 LT, OROERE
152 &L, RERBRFIRZITS TENTEXT,

PIERHEEIF RXA VBICKVITVOET . RAAMVBDEREICIE. LTFDFEDNBHET,
© FAAMVURNTRET BHE
« BRERCHREI DA
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2171 RAXALVRBERAALCIVUXDNTERETDIES

RAALVURABRZRFELTVDY—N\DE RX A VEBZRIGT TTET. UTOBEERECERLET,
© RXAVZDEN - EEHNKLITHND
« MRHEL. Y—N\TEDEEZ LW

RAAVURMOBSIZOIVYY R, BRI YV 21— ILERETITLWE T,

o s =17 [OY RERESHIE]
XZa7) [ARVYRUTFLYR] @ [RTY1—)UIEH]

RAA)R
R —N\

CRAA VYR RER
~— PAAVIZEE

RAALAZURABMEIUTDKLSICEERUEFT .

774 L% : domainlist

# domainlist

IDO

DOMAIN jp.fujitsu.com
DOMAIN www.fujitsu.com

ID 1
DOMAIN *.co.jp

eof

=" RAAVUXBRDEXRGUTOKRSICRIFTT,
*IDRXAID
RAAVIDZBELF T, RDIDFfz(d "eof NEERENDETORX A VHTDRAAVIDICEIET,
FEBEDProxyDNS OV Y RO RXAVID EMBULET,
* DOMAIN RXA 34
RXAV2%Z80FLUANTIEELE T,
RXALVRICE. UMTDTAI RA—RHIMERTEET,
- (PRIURT)
OXFLUEDEFBDXFIEHRENET
-? (UIRF3UxR—7)
BO—XNFEHRBEINET,

e eof

T7AIVDEIHZRIKT DNFITYT, CNZERLBEVWETIS—ERVET,
e OXV K

"H'"%", "I"DBAFIAXAY NFRERVEREINET,
o 2247

EITIF|EEINF T,
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CAREICLREDIIT

LEEDEKICAISBVDDNLH S 1IBE. TIRNTDRAA VHERBRENEE Ao

AREICRIREESZ RAAVURX P ZUTOXRSICEBUBES. ENETICEAL TV R XL VICHRINT 2T T

DIPF7 RUABNTUTZENBIzH. BENTERLLBO>TULEIBENHIFT,

o BRUTVWIERAASVEZEET S (fujitsu.com— * fujitsu.com R E—BDEEHZSHET)

« BRRUTWLIERXA VEHIRYT D

c BRUTCVWBRAAMVDIBEZZEET S
ERU. BRRUTVD RAASVZERIGT D RX AV IDADKEICSEINT 2BEFMGEL CBIET DI ENTEET,
RAAVUZXRZRBUEH E, REDERZYMTS LB LTV RXAAS VU MIZUTPENFKT,

o ANTEERNZE. ¥Za7)L [AXY RI—F—-XHA R] #28RULTLIREEL,

217.2 RAXAVRBEBRERICRET SIES

RAAVURREERUBVWTRAA VBERETDIENTEXT,
UTDKSBEGF. HS5NUDBHERICEAA VRZRELTHEEXT,
© RAXAVRBZEEEIBZZELRZEFEEAERN

« RXAVURMZREFTBZIY—NZRETBEFILERET HIREOHN TV

& 38 T-a7)L (27 RBESHIE]
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2.18 IPsec ifE

VPN (Virtual Private Network) &l&. 49— ROKSICARTHIHEINTVNSDRY NT—TIC, EIE/N
AERENICEET D EICI > TERBRDKLSICHERT D IENTEFT, RACTIRAVI—2 v hEFIRL
TVPNZBET D, 19— Y MVPNOZEBHRZVPNEWSZEBHIET,

VPN T3 VPNEBETT—9ZATLU VI L. BFEOVPNEBIGEELE T, ZOKR. F—IDXREE. 4
AZEBFLIET BIHIC, REAPESEREDEF 1 UT A BEEICKUTF—IZFRELE T, TNICKY. BHEICH
EHEOEVWY AT LADBETEET,

Internet Q
o

o
“““
o

AVISIRY DT IR
A7 —2vSi-R GAPNICLZEES{LERE
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AERETIE VPN ZRIRT BTHICIPsec EVWSTOMIILZFERALE T,

IPsec CIEFTEBHEEIX 2DH W E T, IP/NT Y MIERREADN v I ZF1F TERELT DHEEEAH & BESIEL
IeH EICEREILTHTEILET BHEBEESP TY,

IPseclClE. IPANy I ZERELBBSIELBEVWN SV AR— M E—REIPAY Y ZSREE BSETS b RILE—
RD2DDE-—RHBUET, FEKEIF M YRIVE—REFZYR—FLTVWSIcH, TTTRERIVE—R
R ZHELET,

PRy bT—2
(Internet)

NP

5 ——

Ed

~eeeeessm——  |Pseci
P3|

il

AEETCHR—bMT B IPsec DEIH

ARENYR—ET D IPsec DFEAEIF. LUTFDEHN T,

IPsec EREEHE AH. ESP, FREHTESP
BEpREIEN—TY 3 Y IKE Version1. IKE Version2
SRERTE BERIRA T FENERTE

BEp#ERHE ¢ IKE Version1 (Main Mode. Aggression Mode. Quick Mode)
BEE#EATHE © IKE Version2 (IKE SA INITAZHE, IKE AUTH3ZI, CREATE CHILD SA i)

BEEiEsciE (IKE) AT | HEHEREE (Pre-Shared Key) A. RSAT I ILEBLERAIAT. EAPSREEAT
TFaUTaNTw MNEE KN RIVE—R (IPv4 over IPv4, IPv4 over IPvB. IPv6 over IPv4. IPv6 over IPv6)

73k
BS7ILTUXLA DES-CBC. 3DES-CBC. AES-CBC
R ILTU X HMAC-MD5. HMAC-SHA1. HMAC-SHA2

SEEZ IV TU XL EREE7 IV TY ZLE— FOFEIRHFHY
MD5 : ¥V FIUTEREEN R L

SHA1 : EF 21U T 4 HELHY. EREENEL

SHA2 : SHA1 KW EF2UF s H@EETNTVS

AEECTYR— T B IPsecHBElE. UTOHFHTOMIIDRFCICERULET
* RFC2104: "HMAC: Keyed-Hashing for Message Authentication"

* RFC2401: "Security Architecture for the Internet Protocol"

* RFC2402: "IP Authentication Header"

+ RFC2403: "The Use of HMAC-MD5-96 within ESP and AH"

+ RFC2404: "The Use of HMAC-SHA1-96 within ESP and AH"

* RFC2405: "The ESP DES-CBC Cipher Algorithm With Explicit IV"

* RFC2406: "IP Encapsulating Security Payload (ESP)"
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* RFC2407: "The Internet IP Security Domain of Interpretation for ISAKMP"

* RFC2408: "Internet Security Association and Key Management Protocol(ISAKMP)"
* RFC2409: "The Internet Key Exchange (IKE)"

* RFC2410: "The NULL Encryption Algorithm and Its Use With IPsec”

* RFC2411: "IPsecurity Document Roadmap"

* RFC3394: "Advanced Encryption Standard (AES) Key Wrap Algorithm"

+ RFC3706: "A Traffic-Based Method of Detecting Dead Internet Key Exchange (IKE) Peers"
* RFC4301: "Security Architecture for the Internet Protocol"

* RFC4302: "IP Authentication Header"

* RFC4303: "IP Encapsulating Security Payload (ESP)"

» RFC4306: "Internet Key Exchange (IKEv2) Protocol"

+ RFC4868: "Using HMAC-SHA256, HMAC-SHA384, and HMAC-SHA512 with IPsec”

Security Association & Security Parameters Index

IPsec D4FHIE. FREL - BSED7ILI U XLPEEZED UL H% IPsecDTOMIILBHNSYIVBELIET &

T, IPsec CIBIETDRAMES UIF, BIET BRICIRASHDAETEREL - BSEO7ILITUXLPERY

PRERELT, ZOBEREHEID2HNENHVFT, COEFR%ZE SA (Security Association) EEWVE T,

1 DDRRA MNMIEHDBEICHIGT BIcHDEHMD SAZIF>TVNET, ZDfs. ZRIFE>fzIPsecD/NT v b
. EDSAICHRT 2EDBOHNZEHFNTIHENSHIET, HAlTDHDINSAIELT. HEITEHIBTS
AHY ESP DA\ wStHCEFE NS SPI (Security Parameter Index) ZERULE T,

Security
Association

Security
Association

REBA WANEJ AIEEEB

AHNYS EESPAYS

IPsec Tld. IPNTw hDF TV avAvS (T, SBEEICIEFAH (Authentication Header) Nw&'%&, BES{ES &
U'SBELEICIZ ESP (Encapsulating Security Payload) ~Nw9 &ERAULTVWET,

IP /N4 w NEBEE (AH:Authentication Header)

next header | length | reserved
SPI(Security Parameter Index)
Authenticated Data

HIPAY A

AH [ #uUoFviPAvs | TeP [ ~ro—F
Du\nEg.(%ﬂP/\/ﬁ@jg B %&BRL)

AHIZIP /N v NESREES BIeHICIPAY T ICHREIRSNDHDTY,, TTLHD IP/NT v bODRE]IC IPsec 7' — b
DIADT7 RUAELEDERNSEDAHNY I ZBALE T,
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AH (a:Wb\nE?)le U R.L\ l:vl..\nJ-.E:F_ 7“Jj‘ U R“.L\ Hn%:F_ q: ﬁA :F EE%H;%HE%;;&@% SPl
B&. REE7/ILTU 7\./._\'C1§FH§'%DT 9 + 74 —JU R Authenticated Data D' SR II > TLE T,

EETBEIE. AUIFILDIPINT v b ESREIED S/ \ v Y 2 BEE{E > TERE LIz B D% Authenticated Data

CETAATEELFT,
ZET BfAllE. SPIDIBERCHEFLEZIELE T, ZOHEFLEERUE %fﬁa'j\dikuuﬁ?)b:l UXLZEFERLT
FIETRAIEARDAEZITVE T, AHA YT AD Authenticated Data &E—EI U115 . BFZEBILIEE
HIBFLE T,

SREEICHER Y BEREERO LU\ Y YV 1 BHIG EF. SAT—IR—RICHESNUHERULTHEFT T, SAEIF.
?(Lﬂgmwu\nﬁﬁ_tbwunﬁﬁato)j_ gb\ljtb‘éj_ 9*%La)k_tt§-o

IP /N5 v REES{E (ESP:Encapsulating Security Payload)

Payload Date
Sequence Number Field
SPI(Security Parameter Index)
= Padding
Padding Length | next header
Authenticated Date

D)

P ESP FIIFIb o o 1| ESP ESP
g | Aw | pAavg | TOP I NMEE T S e s
P2 L
DL,DIE%‘—.

ESPIZIPNNT v hZEREE (IPNT Y RDBETAF T v D) REIFTRIEL., IPNTY hEEBSELET,

ﬁﬁwuuﬁ (Pre'Shared Key) jj__tt RSA T \“9“J%% nlL,\nIEjj__c

BERIH (IKE) T. BIETSEFOFREA (KAKH#ER) ZTVWET. xEETIE. LUTD3DDREEAKZE
PR—MULET,

o HHHESEEL (Pre-Shared Key) /AT
INAT—RICEKBFREIAXTY . WHDEETROIENAD—REZRFEL, IKERXRIYI—3viCZFDIN
AT—RZFEALT, BEITIHEFNELLT EZHEERLET,

+ RSAFVIIBLIRIMAR
KEDRIYVI—Y3aVZEITISNHFDERET. BEOMERZFERAULCBRZT—IZERL. IKERXRIYI—
Y a3 VHCHEFEED L HEZFER L CERIAZTV. EUVVWVEFTHDEEZERELE T, CDRIADRDH
([CERT 2L BRI, FE=HEBEICK>TIAAT T &ICk . HERRIIANKLY BIEEEDEVIEFRE
MTRAFET,

« EAPEREE (Pre-Shared Key)
IKE Version2 COHERDIEEIRERAISN T I .
1Y DBRUTNAT—RICKBFIAARTT . BFRELA—DI—TIDBIUNRT—RZE
IKERXDIYI—yavhlCZD1—YIDBLUNRADT—REFHUT. ﬁ%@'%*ﬁ?b‘ﬁbb\;c‘:%ﬁﬁﬁﬁb
F9,
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i stEtR

IPsecBEDIZE. OHROYIKTPHEFEBEDBIEEICK > THFEED SANHIREINZ T ENBUERT, D
EE. BFEBDSANEIRSNIE T EZRET BT ENTERVESH, BIETEBRVKRREICRUEXT,
BRERZERT S EICKY. IPsec bV RIVEZEB U THFRED SANHIRSN TS CEZRBEULE
F, IPsecBIETERVESIF. SAZBIERTA I EICK - T, BEZEBSIEZTENTEFT,

[ | [ |
CAIEBICTEDIIT
. EEERAEEETSE. FE/— RICICMP ECHO /NS v NEEBNISEELE T, 208, EEHTHRVER

EEALTVRIESIE. BERESOBRERERDCENBUET. COLSBERETE. EBHREEREFERALEBEVTL
ray A

. ERTEREERT 3588}, BERNREBDIEF/ —RBLUBEBEDT RUAD IPsec WREHICSENDHNE
NHUET, IPsecHRERICSTFNGTVES(F. BHEILEED/NT v MHTHEIN. IPsecBENTEF A
Dead Peer Detection (DPD) #8EEHAT IBSICHERTERE NS T4 v IREANERDET,

& 38 T-27)L [O7Y RRESHIE]

IKE D NAT bS5 /N\—1 )L

IPsec/IKE Tl&. IPsecxEFTclF IPsec bV RIVXBDEEICH UTNATZERAT 2L, IKEXDIYI—Y3Y

TRETBREBENTEF A,

IKE RV T—2 3% IPsecBEN TERVEHE LT, UTFH&HIFSNET,

+  IKEIFEETT HTHER— FESHEETRIFNEFZ SN

« IPseciBfEZITO/NT v hDOANY T FR— NBESZERIBLH. NATI[CKDR— NEIREREZ BRI S
ENTERL

IKEDNAT fSN—YILEEZEFERIT D &K, INSHEESNTNATZN UCDIKERIY I -3y

BEUIPsecBENTEDLSICHRIZFT,

R—hBESZE(ETEBRBRUNATT. RIFT v IICESPNT w hZBRBREI BB L SBIGSEIF. NAT hSN—YIL%E
FEALZELSTH IPsecBIEN TEE T,

AEENYR— NI B IKEDNAT FSN—ILREF. IFORFCHIV RS T MIHERMLET,

* "Negotiation of NAT-Traversal in the IKE"
RFC3947,
draft-ietf-ipsec-nat-t-ike-03,
draft-ietf-ipsec-nat-t-ike-02

*  "UDP Encapsulation of IPsec ESP Packets"
RFC3948
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2.18.1 HEHEJ VPN HEEE

—RZE7R VPN IBIEDIEBRIE. SHRERHPT—I BV IREZERIT DRI BRI TI, {ERDY—/NE
T3A7 Y METIVDBERIDEFBR T I TLREN. SO IPBEDILKICKVARETOREEDE
A BUIIN—IDERET DUEN GBI RESTITREEN TTETVE T,

FeERE, IPEREICHAREINS VoIPHEfiIF TV K- TV ROImKRE CRBIEZIT S s, BEE=ETEELICA
B, BYVI9ZEHITDLWHERNTT . UNUL. 2UREZX Y Y 1B TRET IHICE. SHRICTT
DHRERZRET DHEN S BERBLURTOEN SIERICRETT,

AKRBEF. CORREICHUT, BINVPNEEZYR— ML TWET . COMEFBENRDERZRET BEIT
T, BELIGUTVPNBENAZBREIT DI ENTEDHNDTT, BRRZRET BLEFRDOT, WmHH'S
WSS PHIRICHRNENSNIEE CORER K HILT 2T ENEE T,

IR Dinternet ENMIVPNIEBE R ER LB S

Niﬁ/ = h 2&#1&/ A

Internet

BRIV —YF. BESNCERRIBRZSHIVPN U —NICERULE T, ZTUT. VPNEBE/NZADEENAE
ERROTZEIC, B VPN Y —/NRE TEFRTOMRBRZEIIG U T VPNIBIE/NAZBELE T VPNEE/N
APBRINZTTE. BREBV VI IL—IRBETRIEINSH. VPNERETOE. T—INBIETE
BLIREDEERSH U E A

Fre. WRRETERE VPNEENADNBESINHRT. EVI9IL—I9RBREHTOBEEN BB, EVIKS
T4y T BEEINET,
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I VPN DEIHEZILFICRULE T,

(1) EIVPN H—N\~DEF
AEBLER. SWSIL—F(F. BHVPN Y —/NICH U TEFRMEZTVET, Z0%. EHNICER/N
v hEEHULET,

)
o B

(2) MHLRADNT v SFE
BH VPN WRICIE > TV D HHLRIC, BIENT v MOREUEEIC, BN VPNIBIE/NADBRZRIEL
S
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(3) BBy VPN [BERDATIE

FY. BHVPN U —NICH U THFLROEREBERZEVGDEE T, BINVPNY—NE, BERINT
WRHLRERN S, ZET WURZERL. BFURICERZ/RUE T, Z0E. BHVPNERE/NA%Z
BRI DHICHERERZ. BNVPNY—NZEHL TR TIRLE T,

< [ A A

BOEDbEICHLT
ﬁ%#‘é‘m

EHIVPN T —/ I
HEtERE
BuWahe

(4) EIBYVPNIEIE/VADIEE
IEAIRIC K > TEEBUICEFNADBHRED &IC, BIVPNBENAZBELET,

« {l( )

VPNi@fS/ \AHEL
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(5) EhEY VPN IS/ VR DYIHA
BENT Y SRR Y,, BINVPNEE/NADFREICRD E. BENICTIBIENE T, Z0%. (1) DIk
RBICRUEFEY,

CAIFBICTEDIIT

B VPN EEZER T 21551, HRRBEZEMAITIVDENGNET ., FcEHRT IPsec/IKEDERE HERIR
&) ZA—ICLTLEE L,

o EYVPN O —NEERCERLBOIEBER. BHRPO VPNBEENZ BTN I,
« BHRTHREITZO—ANLIDSKICO—AIRY FOBERFTETE Ao
- B)YVPN/VA ETNATH#BERXERTEE Ao

& 28 T-a7)L (O RRESHIE]
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2.19 7V F NAT &8t

VILF NATHEEE (77 RUZAZHRREEE) &(3F. LANAICERINICEREDNY IV TERTZ IS4 N—K7
RUR7%ZE, XREICEIWHETIO-NIL7 RURICEET BHEETT . YILF NATHEEZFERTS &, RSN
EROIJO—-NIL7 RUATZENLULEORONY AV ZBHRTEEF T, EAF, mREEETTONAIHS
BS5AB 18707 O0-NIVF7 RURAZFE>T, BHED/NYIVHLAVI—2 v MIERTEFT ., Fe.
LANAICEGSNIENY IV DTSAR—=FP RURIFHED SO SRV, HEBNSDRERT IR %
BRI CEET,

LA
TSAN—FTRLZ
172.16.1.1

JA ’
[Foezst ]

BEDUICEEHNIC

TIAR—=F7RLR ZWHTENB
172.16.1.2 198.98.98.13
[ A

TSAR—FTRLR
172.16.1.3

-+ FSAR— P RURETO—NLT RURIEDNT
B2 FSAR—RPRUREE. 1—YHEBICEYETEIENTESIP? RUATT,
JO—NVT RUREE. £VT—%y b EDKZ MEBRITBHIC. InterNIC HEDT 1L 2 ERHEHEH 52
WETENBHRTHE—DIP7 RLUZTT., TONATEEDESETONAITDEE52FET.
AN ES UEERT 2188 (BEFEGE). MATSAR— P RUREBBENBUET, FEBETE. WAN
BIOT RLUZETO—/NL7 RUR. LANBIDT RUZRETSAR—h7 RUZELTVET,
o ERRNEE] & [y ND—ORMEE] (34 VI—2y NCEET BB IPT RUADE Y STHNREYET,
SRR (R T B TS (LT O—/NLT RUZNTONA T SEINICE Y HTSNET,
Ry RO—JREEE. LAN ZE1E UTEET 3HET. 550 UHTONAIHSTO—/NILT KL ZIHEY
LTESNFT., TONATEEDESFZHIEOSE LAHESRICH U TI/O—/NL7 RUZNEU ST SNED,

VILF NATHEEZER TS E. T TICLANZBRLTVRIHEED. TSAR—KPRUVREZEETEZ LB
AV =2y MIERTEDLSICBIET, Lh L. ARICERTEZEHIE. BlvisTonkzso—-NIL7
RLUZADELHICBROSNE T, CNZBRT DIHIC. RILF NATHEEN' D E T, YILF NATHEEZERT 2
& R—hBESZEFELT, EWHTOHNLITO—NILTZ RUZADEHULED/NY DV ZEHETEE T,

TILF NATHEES (3. IO 3 DOMEE TR EINE T,
« EIRINAT

« EBHUNAT

« NATHTHEZIR

NIOTEETHIAT BIIVF NATHAES. BANAT, BIRINAT. BHINAT BEUNAT STHEROBITT.

CAIEBICTZEDIIT
IPINT Y RDTST XY MORET ZBIBOBSR. TS5T XY NENIEE/NT v MK WFICERE/ T v NESHET
BE. FDTSTAY RN v MIEESN., ERICGBIETERVWEENHUET,
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Gevb
€ BIRINAT &3
BARNATE, TSAR=KZRLRETO-NIVTZ RURZ AW [SHIGMIFE T, 45—y MMTEEFIC
BRCERNVIVOERIE. TONATEZHLIETO0-NIL7 RURDEHTY . [EHINAT] ZERT
B&. ERERBT O— /LT KU ADBMIN EO/NY IV EECEETEXT.

PAIAE ¥ v

TIAR=F7RLR
172.16.1.1

TYIERRAV b

JO—/N\IL7RLR
198.98.98.13
172.16.1.1¢>198.98.98.13
172.16.1.2¢>198.98.98.13

TIANR=F7RLR
172.16.1.2

& FMINAT &IF
HANAT &, BEREDEVICZEVWTWVWSZO-NILZ RUREEDUTET, ZDlzsH. LAN_ EDWeb
P—NZRHTIELSBESFBELTVEEA. [BEHNAT] ZERTDE. FEDNYIVPFZTUT—
YaVICAUIP7Z RUAR, R—bhESZEEVHTEDT. COMBEZBRTETEI,

PAIAE -V v

TIAN—hTFLR
172.16.1.1

K- MBS F ‘

J0—/\L7 RFL A

198.98.98.13
’ 198.98.98.14
— R—rES

80

23

172.16.1.1/80¢>198.98.98.13/80
172.16.1.2/23>198.98.98.14/23

TIEARAV

TZAR=FT7RLR
172.16.1.2
R—h&ES
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@ NATHTHEEREIL
BEDNAT CTld, ABEBETBEHICEETDTSAR— NP RURZIO—NIL7 RURICEBRUET,
[HTHZEH] TlE. AEBOF RURAZZERT B ETTO—NIVEIDRA MITSAR— P RUXZEY
HTET, ZODfeD. AEDIP P RURAZEERKLEY . TSAR—RPRUVAETZ RUADEET DI X
U MNBETEFY,

TONALzE

o’
TIRARA Vb

Ja—/\V7 LA
172.16.1.2

172.16.2.2172.16.1.2

FSAR—FTFLR
172.16.1.2
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2.19.1 NAT {KBEDEIRE

v NI—IRIESIUERABMICE > T, BYRTILF NATHREZRTE T DUNENSH D T T, BIREEZLT
[CRUET,

NAT #EEN D BIRNGS

. WRBISAVILTY v TERT DES
« TONAITHBENZBTESNTO-NILZ RURKWELDONY Y (I7K) ZEHRI 2B (TITTL
SIERICEFREDSENTT)
- BEOXRYNI—TJD7 RUVRAZZOFFFERITIES
- BREORY D—TJ0O7 RURZREITES
- BEANAT CHoR5E
- IRRESAVILY v TEET. ARICERT 2/\Y IVERN 1 B08E
- Xy NDO—JBEEGT, ERICESRT D/ I VEREN T O-NL7 RUABUTOERS
- BMINAT B MERIES
- IRRBEISA VIV v TEET. BRICERO/NY IV SERT 255
- ERCERITZI/NYIVOEHNTO-NILTY RUAMZBR DIHE
- BHINATHAERZS
- ABICU—ERZRHTBHBE (WWWH—/\, FTPY—N\1R&E)
- IPPRULRAZRBEULTEMET B 77U —Y 3V EFRT 355
o AVI—2RY MVPNIRET. IPseciBIEDIFNCAVI—Xy b EDT—NRELDBENHDIHEE. YIU
F NAT EEEEFERT 2UEN G ET, TDEE, VPNTERHTSZ 7 RUANNATOD7? RURT—ILICE
FNB3HEEIF. BHINATZEELTLRETV,. TNIEIPsecBEICHVLSNS7 RUANIEULLEREND
&K3IC, BFETZTORINWPR—IESTEICHELET (ESP (FOMIILES 1 50) P IKE (R—bk
HFS UDP : 500) 7&),
+ IPsec h' Aggressive Mode MIZE. Initiator IZ[FH' JLF NAT #EREZER L TV D & =1 IPsec SA BIAZTE
I CEFXITH. ZDH Responder H'S IPsec /N v REEE URIFNUENAT =T ILHMERENT, @&ET
TF B A, Responder TXILF NAT #EEZ 1T ZER LTS & IPsec SA BEIIINF B A, Main Mode D
Zald. IKEDRXRIVI—avEWNANSHIETHDT. YILF NATHEEERE T ZFERA LTV TH IPsec SA
(FHEEIIINF T, IZZL. IPsecBSENAT T —JILA WA ICIERE NS FE TAOIBEE RWUEF T,

& 38 T-27)L [O7Y RBESHIE]
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2.20 VolP NAT S IN—Y)LikRE

VoIP NAT b SNN—H)UiEREL (3. WILF NATHBEZERT 3 EEELIRLIVOIP 79 79 —ZEIEFCES K ST
I BHEBET T, 212U, UPnP (Universal Plug and Play) (S UTEVoIP 79 09 —TCRIZNIKEMELE B

fuo EIREIC, UPNPICRR UEEBY 7 U — 30’075 LD IVF NATHEEZERA U CHEHETED &K
SICRBTERBUET,

TIUTF NATREBEZ(ERT B EICK > TEENTERVES

TZAR—hk Ja—/\b
T7RLR 7RLR
. VolP VolP
T e —q = =1

LT, BENTERLERICEH. UTOLSBIENEISNET,
2R 1

VoIP 7SI =S VolPB—NNEFRITDEE, FREIT—YICVOIPPITI—DIPPZ RUR (TFSAR—k
P RUR) B, VolP =\ SDRIEIEH VoIP P9I —ICmEFH A

VolP
o _ - B\
So—1b F5AR—p 7

7RLR T7RLA REESE

SREE/ SRT—F
IP7 RLZ
(FZAN=F)

£2A2

VolP Y —/N\Hh S BFEFERERNHD EE. IL—IDVolP iR— hBES EDBEHNEREN TSIz, VoIP
PITI—ICEEFTE o

VolP S VolP
7a78— | TF KA
=5 yop :
F—rES B
BRBR
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VoIP NAT b S/N—H)UEEIC K > TRIEN TEBI55

TSANR—b Ja—/\b
NZS

UPnP3XHE
B VolP 1;/"_"7\\
7RI~

CZTI&. VoIP NAT b SN—BILEEEICK > TBIETED L ED. BMEDBIEIC OV THBALE T,
(1) UPnPHIGVoIP 79I —[&, JL—FIC7O—-NIL7 RLAZBVWEHhEET,

Buahbe
UPNP3X it —_— -
VolP -
TRTE— -~
go—/\b
T7RLR

(2) UPnPXIRVoIP 7SI 79I —I%. JL—FIDVolP iK— rBEEICBWLWeT—9IEVoIP 79 TI—~EIFTDKDS
[CIL—=FICR—;IYEVITERELET,

VolPR—hES
UPnPXH I -
VoIP
TRATH—

() VoIlP 75 TF9—[F, FEET—FICI—IDIPZ RUR (FO—-NIL7 RUR) ZZHTVolP B—/NITHE

mUET,
VoIP =\ S )IL—F [CBWEEREEINE(F. R— MYy EVITDEREICLD>TVoIP 7 TI—ICEEF
ER
UPNPXis VolP
VolP =N
7575 VolP JO=NIV zpzppes
[EREET—#%] R—bzwEry  K—rES TRLA
525IEID
SREF/ SRT—R
IP7RLR
(CA=EIAVIN)]

(4) VolPY—N\HhSI—F LBV EBEEEERERDR— MY Y EY T DEREICK>TVoIP 75 79 —ICE
TFI,

VolPR— bk At s
Lo s o BIEAE
R—bvEVD EHS EEER

UPNP3i D — VoIP
VoIP - Fraa
7ETH— ‘
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AT

BIIREDIIT
VOIP 79 FI—NDI =17 ISR UT. UPnPEEENERTEDXSICRESN TV EZRBLTLI IS,
VoIP 79 79 —I&. WILF NATHBEZER LGV lanA VI T T —ADENHITEHRLTLREEL,
VoIP B —/N\IE. TILF NATHEEZERT 20> EBINSTVERBSDlan A VI T 1 —RITEHRINTLBHDEL
TEMELE T, YILF NATHEREZ(FERT D lan A 9 T T —ABRWESIE. TILF NATHEEZEERAT B >&H/)
TVERBESDremote 1 VI T I —ADE > EBHBEEDSV P I EARA Y MMIEHRSINTWLD D E UL TEME
LEXT,
VoIP NAT S /N—1 )UiEEIF. <ILF NATHREEZERT M VI T T —ANDBEICH UTEELE T,
VoIP NAT b SN—T)UEEEETIE. UTOR—MNESZFERULET. Z0H. INSDR—MEIP T4 )LIUVD
TERFLBEVWTLREEW,

JOkan R—hES
UDP 1900

TCP 5432

R— by EVIERIE. BEEMAT (NATT—T I - BBNAT T —JILE) BFTHRETEET,

& 28 v-a7)) [HiE—8

R—rIvEVIERIE. UPnPWMEBH RET DRICEVHRZRTET DN EIRERT DETHRofeFHICKEY
Fx9,

VoIP 79 79 —IC K> TlE. NATZHEATRIBEDL BV ET, NAT DI HTEEHIEVEEBELITIIISNEITD
T. NATOEZCHERE| ) B TRHEZREL TS,

NAT DEZTIF. 2O0—NIL7 RUZADEIC. AT 1ZRELTLREEV. 2 EEREULEBE. UPNPHIEL
<EELIBVLWT ENBUETD,

& SR =27 [O7Y RRESHIE]
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2.21 TOS/Traffic Class{BEEZ* X &aE

TOS/Traffic Class [EE XA HEEEES (. IBET D IP/NT v FDTOS{EZRf=(F IPv6 /N v kD Traffic Class {B%Z
EFRZ DHEETT, IP-VPNIRZE>TEEPLUARYAHEREN ST —I D TOS/Traffic Class [EEZZE L
TEETDTEICEKY. IPVPNHBRDELEZR ST T EDTEET, TOS/Traffic ClassET/ Vv MBS

ETIS3FvUFPVPNY—ER (X—/V— VPNIRE) LERT DIESICEMNREEETT,

AEBE CHR— M UTWLS TOS/Traffic Class [BEE =X #a8E(F. LATDRFC (Request For Comments) [Z#E

mMUTVET,

« RFC2474 : Definition of the Differentiated Services Field (DS Field) in the IPv4 and IPv6 Headers

TOS{ES TR A FKEE(S.

DT —52&Y
BEEINS

IP-VPN{@
TOS:4H
BrEns

IPV4[RFC791] CEESNTWVD. IPNT Y AW S(CH D 8 E Y hD Type Of Service

(TOS) T4 —ILRZHFIHT D ENTEET, —FRIVICIET DD Precedence 74 —ILRZETOS 7+ —JU R
EEVFETH, KEETIE Precedence Z2H 8 E Y NEARZEZTIRI DT ENTEFT,

« RFC791 Internet Protocol

0 1

2

3 4 5 6 7

Precedence

Bits 0-2: Precedence.
111 - Network Control

110 - Internetwork Control
101 - CRITIC/ECP
100 - Flash Override

011 - Flash

010 - Immediate

001 - Priority
000 - Routine

Bit 3: 0= Normal Delay, 1 = Low Delay.

Bits 4: 0= Normal Throughput, 1 = High Throughput.
Bits 5: 0= Normal Reliability, 1 = High Reliability.

Bit 6-7: Reserved for Future Use.
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RFC791 D Precedence [CK WIBEET DH5EIF. UTORESRUTLLEEL,
TOS:5 (CRITIC/ECP) [CEHT BIHEEF. OXA0ZEIEELE T,

Precedence bit HEX
111 - Network Control — 11100000 — OxEO
110 - Internetwork Control ~ — 11000000 — 0xCO
101 - CRITIC/ECP — 10100000 — 0xA0
100 - Flash Override — 10000000 — 0x80
011 - Flash — 01100000 — 0x60
010 - Immediate — 01000000 — 0x40
001 - Priority — 00100000 — 0x20
000 - Routine — 00000000 — 0x00

EFMIZKHETIE, EEXIP7RUVA, HBTHER—IES. FEFTIP7 RUR, EETR—IES. BLUT
ORJINBEZEETEEXT, TOREIC—ET B/ v MDD TOS/Traffic Class [EEZEE BRI TRELE T, &
HOFRHE—HT 2HEEEF. ERESHNINSVFOERSEZFERLET,

EFRIOR/REBSBED 212/VT v D TOS/Traffic Class{BIFEEREI SNFEH Ao

& 2R TZa7)L (37 REESHIE]
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2.22 VLANDSAFUF I vEYIIEEE

VLAN ' SAZUFT 4w EVTEEEEIF. KEBNSIEETDVLANNT W MDTSAFUT « ZRET D8
RETT,

TSAFTVTABEETDEICK) . TSAFUT 4 T4—)URICH LT QoSkgEZ Y R— M LTWB LA T
2AAYFRELEHRI DT ENTEET,

BEETIE. VLANIDE. IP/NT Y RDTOS 7« =)L RBKUIPV6 /NI v kD Traffic Class 7 « —JU RODED
5. VLANNT Y RDTSA AU T A BEZRELE T

TSAFUT 4T 4—ILRDEFO~T7T. BEIEMHIFUTOESY TY,
BL:7-26—25—-4—-3—-2->1-0:{L

[ ] [ ]
EEDTSAA VT AE:T ‘:>
s
g
[ | [ |

& 2R TZa7)L [O7Y RRESHIE]
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2.23 Y-k

VI—EVIREEER. LANSKUWANDOIRICXE T 25T —98 () ZHRT S#EETT . TDOEEZEF
FAT2Z LT RROORDOFHTIRI L, HEUVCHHTT —IZRXETHIENTEXT,

Ethernet L igEthernet
(1000BASE-TX) (2 H5Mbps)

[
L

[EI#HEE 1£1000Mbps 2 A
X HE%5MbpsIcHIFE T2

e, RIVFIV—T 4« VITRBEEHATEITEICL DT, HTHRY M-I TEITEREFHZHIRT 5T &
TEFT Wz —E>VT),

W Exsubpsichrszs M

B SA3MbpsicHIFRYT 2 ]

CABBICTEDIIT
VI -V U TOBEAERTEEELE A,
« IPbhURIL

F—IEEET 21—l

& 38 T-a7)L [O7Y RBESHIE]
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2.24 FwEEHE (WFQ) £6EE

WFQHBEREE (F. LAN B XU WANEHRE LSRN ED T —F DFEZE T DHEEET Y,
WFQ#BEIFFHLIc/VY RIBOERICRUT, BANT Yy hERT V21—V VI UET,
F—IAMU—=LAICIEF, LTOD2FEEN G ET,
o FHRAKNU—L
FEHEFHUET—IRANI=LEFHNANI—LEEVET, NVRIE (FEE (&. 1Kbps BfiIFE/(F
% TERELET,
e RAMITH#—FAMU—LA
FHUAN)—=LLADF—970—ZRIA NI TA— A MI—=LESVET, RAMIT+—IA MY —
LICEIWHTSNZ/NY RiglE, [FHRAMU—LD/INY RIGDEET] ZEUSIVVEHE T,

RARIT#—=bAMU=LDONY RIENF0DEZEEF. FHAMI—LDT—INITXTDFH/NY FiEZER
LTLRBWEZRET, BUDNY RIBICT—IZRIT TENTEXT,

FTHRAR—=LEFHT1ILY

1INy M4

—>

N RIRITHAFILT
Rra—)>yg

Ay s
] 5] |

5
AVRTT—R
] [H] [N

ZzoMmn |
AV

e00
:
|

THIT 1)L DFME

FHIT LI EF. HANT Y HEDFHNA MU —LICETZDH ZHFITREEICERLET. FHT 1)L
IDIPINT Y bME. UTORGTEELE T,

« HTHEER IPPRUVR/ ZRUVARRT /R— &S (TCP/UDP))
. XETER IPPRUVR/ ZRUVARRT /R— &S (TCP/UDP))
« IPNT Y hDTOSHEFEIEIPV6 /NI v b Traffic Class B

- JOMJLES
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PNT Y MMIRITBFNTAILIE. =T« VITNT Y MEIFZEFTvIULET,

BFEBTIETOS 7« —JU R2{K% 0x00 ~ Oxff CIEETCETEIH'. RFC791 TIETOS BHELTVET,
[+ RFC791 Internet Protocol] (P.131) ZZBULTL T,

Gevb
& FH97 1 1L 9 DBSEIE(
FHRTAIWIE. ADDNT Y MHERD T 4 LIV VITREIC—HTDEESHHIET, ZDBE. EEE
SOINEVBDIEBESNE T,
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2241 bPS5T714vIDBRIAPMI—-LBAICEDINY FIEDES

B2ARU—LHQFBATEBZNYRIEEF,. cSTavINBHBIANI—LBICKIEHULET,
LTFOREZESRELTVRIBSERCHBLET,

® WFQDERE

. AVITI—R: NV RIE=128Kbps

. RTPZRU—L : VY Rig= 32Kbps

« FTPRKMU—L :/VV Rig= 16Kbps

o RAMIT#—BMAMU—L /N7 Rig=80Kbps

1 DDAMIU—=LICES T4 v IDHBDEE

3DDAMI—=LDSBE 1 DDAMI—LICREIF IS T4 v INHBRHEE. ED1DDRAMI—LHA VY
TI—ADINTOFHZERLET,
DFDELSICRTPRMIY—LAREIF ST 4 v INHBIHE. 128Kbps DI N THHZFERT B ENTEEXT,

RTP
AbU—L

(128Kbps)
i S

_» 'FTP \ (128Kbps)
B b |y ARU—L
mnl=ln \(OKbps) H5

— — > | 4v571—2R
IRZ R \ OO0aE

IT74—bk /
o \(OKbps)
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2DODAMU—=LICES T v INHRBE

BTRDKSICRTPAMIY—LEFTPARNI—=ALIRIS T4 v INSBUET, RAMITr—bARMU—LICHS
T4y IBRBWESG., FS5T4vINHBZANI—LDFHNY RBOLETNT v bR T 21-UYTULET,
RTPAMU—LEFTPRAMU—LDFH/NY RFIEBDLLEA32 1 16 DIFE. TODHET 128Kbps DFEHZ7EI L
F9. RTPRAMU—LAIF85.4Kbps. FTP X bU—L(&42.6Kbps DFHEERT DI ENTEFT,

RTP
AbU—L

(85.4Kbps)
1

_ 'FTP (128Kbps)
YA AUAY) S WAGAA =] AM)—=L
HONO (42.6Kbps) i

— e AVRTT—R

A2k oncmQo
IJ4+—hk /
. \(OKbps)

3DDAMY—LIRTICIS T v INHD5E

ITRTCDRAMI—=LICRS T4 v INHBBERFZEVTVSFHIFH ) TR A, FHUL/NY RIBICE>T/Y
Ty heERTI1-UVITULET,

RTP
AbU—Ls

(32Kbps)
EEE

_~ 'FTP (128Kbps)
AN PAC AR ARY—L
DERE (16Kbps) HH

— —_— AVRTI—RA

NZ OnERC
IT4—b /
N :(80Kbps) i

\3

tl\
K

CAIBEBICTEDIIT
FHA MU —LICERETD/\VY RIBIZ100% U EDEFHIhh e EEDRAEETHY . EHhDRA NU—LHDERL
TURBRWESIRZVWTWVWSHEIEZEFE > TEIETEF I,

& 2R TZa7)L (O3 REESHIE]
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2.25 DHCP gt

DHCP #%gE(3. IPv4 DHCP #8E& IPv6 DHCP BEREDYS L E T
IR, ZNZENDHEREICDOVWTEHIALE T,

2.25.1 IPv4 DHCP g8
IPv4 DHCPB4gEIE, IP 7 RURBREDBHREHRAKRICEIVIRS Y (U—/)V#EEE). DHCPY—/\D'SIPP RLU R
REDBHRZERE LY (547> MMEBE). DHCP Y —N\Hh SEfR N3 ERE B WD DHCP 254 7 Y
NCohiked (UL—I—Y'x Y MEE) #EETT,

DHCP Y —/\t%8E

DHCP Y —/\#gE&E. IP7 RURIREDEHRZHKRICEINICE WIRDEEET T, TDREEZFER LT, DHCP
TS5A7 Y MEBEZER D CTOWBIRKICIP 7 RUAZBHNICEI W ETEY, EIWHTIIPPZ RLRIF. 954
PYEDMACT RUREMMATIFUTEEULE T, LIeh' > T ANEBEB FOLANICDHCP 754 77> hRE
EROMAZIER T 25 EF. WARRICIPY RURAZRET 2UEIFH ) F A, Windows Tl&DHCP 754
7Y MEREEYIR— U TVET,

NV AVHERTHE
BEMICIPT KL RBIWIRS

KRBT SA7 Y MIIP7 RURZEEIVIRDIHE. ICMP ECHONT v MMI&KY, T TICHEDIPZ KU
ZEIWETONTVBRA M EFELBLNESIHZF IV IULET. JNICKY. IPP FURANEET BB
MZRIRS T ENTEFT,

KIFDFETIE, BIWETBIPPZ RUADBRBIP? RUAEBIVIRD ZENTED IP7 RLUADERXELZE
EULET, AREDIP7 FLUADEIWETELF. ¥=a27IL [1HR—8&] Z8RULTLEEL,

CAIEBICTEDIIT
AEBDDHCP Y —/\#4gEIE. REBODO LANEIRY FDO—JRIFICIP7Z RURZEEHRITDENTEEXFT, DHCPU
L—B&YR— KU IPIL—9ZD#MUT, IP7 RUREERT B EFTEEE A

N |

DHCP! L—%
HR— b LTlP/L—%

7 KL ABMIRE]
DHCPER

Y
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BIFIC, ARZEEDDHCP U —/\HEBEDSRENBTZRULET,
F7Y3av0iEsE BREHE =1: 3
Subnet Mask 1~32 YRy NYRT
Router Option 1.0.0.1 ~ 126.255.255.254 FIFIWKTF—bhD A

128.0.0.1 ~ 191.255.255.254
192.0.0.1 ~223.255.255.254

Domain Name Server
Option

1.0.0.1 ~126.255.255.254
128.0.0.1 ~ 191.255.255.254
192.0.0.1 ~223.255.255.254

TSAUDNSH—NT7 RLR
THYFUDNSH—NT RLUR

Network Time Protocol
Servers Option

1.0.0.1 ~126.255.255.254
128.0.0.1 ~ 191.255.255.254
192.0.0.1 ~223.255.255.254

NTPB—N\7 KLU

Time Server Option

1.0.0.1~126.255.255.254
128.0.0.1 ~ 191.255.255.254
192.0.0.1 ~223.255.255.254

TIMEY—N7 RL2R

WINS Server Option

1.0.0.1 ~126.255.255.254
128.0.0.1 ~ 191.255.255.254
192.0.0.1 ~223.255.255.254

TSARUWINS H—/N\7 LR
TAVIUWINS H—/\T7 KLU

SIP Server Option

1.0.0.1~126.255.255.254
128.0.0.1 ~ 191.255.255.254
192.0.0.1 ~223.255.255.254

TSATRUSIPY—NT7 RUR
TAVITUSIPY—N7RUR
Flels.

it“‘,ﬁ.ﬁ _ FSATUSIPH—/YRXA V%
BABONFORYT EHYTUSIPY—INRAA V%

Domain Name BA 80 MFDHHF RXA %

BULTIPZRUAM | 1~253 IP7RURZE S TERAMESZELET,

BWHATHREB7Z RUR 1.0.0.1 ~ 126.255.255.254 ZWHTBIP7 RUADREIB? RURAZERELEF T,
128.0.0.1~191.255.255.254 | o= Ufe 7 RURZER USHE LT, KUAETWVT RUZ%IE
192.0.0.1 ~223.255.255.254 | [CE|WMTET,

2|V X THERE 1#~14 U —Z HAR]

i) O0sERTETHE. U—RERNERICKR D T T,

1R ESOBUTZRETHE. U—RBBZ17&ULTR
W&E,

DHCP 751 77 haE

DHCP 754 7~ hEEEF. DHCP U —/\D'5IP7 RURARREDERZEIS T 2HEET T, EFAT 2HSI.
DHCP Y —/\D'EEL TS LAN [CIER T DMEN GV E T, FIRER. PP RURAZEH I DT EBRLIRY
RO—JZFATEXT,

AEEDDHCP 7547~ bEREIF. ITDBERZRITE > TEMELE T,

« IP7RLUX
« RYKIYRYT
« U—RHE

c FIOFIKNL=IDIP7RLZR
« DNSH—NDIP7RLZR

« TIMEG—N\DIP7RLUZR

« NTPH—NDIP7RLUZR

c RAAVE

o U—2EHERE
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Gevb
AEECTTIFIMIL—IDIP7 RURAZZITID L. BEMICEBEE1 DT T4 MUb—MHRY
54 v IEBE UTEMSNET. TORIT (v IRBE. X971 v TRBIEROREETS &I
KU FITFIML— FUADEBDHTHEL, BEE1UHNCEEITZIENTEXT,

CDRIT 1 v IFEE. EDDEUH TENDRERR CUREBMZTIBGF. TNENDOREEER
[C1LADETEBERZREL TS,

o 5@ ATV IRBREORECOVTE, ¥Za7)b [ARYRUT7ZLUYZ] @ [lanip route] ZBIRULTLTE
AN

DHCP UL —TIT—3' 1 bHEEE

DHCPISA 7Y M, BURY ND—T LICHZT—N\D5, IPP7 RUAREDBERZESI DI ENTER
ER

DHCPUL—I—J v b, EEHICEH S DHCP I 54 77> hDER%Z DHCP Y —N\HEEh T 2 15k = ik
THHEETT . COWEEZFAT S LT, EROBIDR Y kT —TI[CDHCP Y —/N\HW'1FET 315G DEERIC
BRZEFIDIENTEXT,

& 38 T-a7)L (27 RBESHIE]
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MAC 7 RURF T v J#EEE

MAC 7 RURF v I#gElEX. DHCP Y —/\#EREXTcIEDHCP U L—I—Y' TV MEREZ{ERT 2. DHCP
TISAT7VMDMACT RURADHTESNEBDHESHhEF T v I T DHEETT, DHCP DEKRDZ{FZF0]
FTBDMACTZ RURDERICIE, RART—IR—X, AAABERB LU RADIUS H—N\DERTEET.

AAATBERB LU RADIUS B —NICERET 2BSIF. IDBELU/INRAT—REULTMAC 7 RU A% 16 R 124
(OAOVTREYISEV) DINFTHRELTLREEL,

BB, DHCPISA 7V NMIEHITBIP7 RLU A%, AAAEIRFEIFRADIUS H—NICERET D EHTEET,
AAATBERDIZE. aaa user ip address remote IV Y RICERELTLEE LY,

RADIUS Y —/NXDIEE. Framed-IP-Address 7 FUE 12— MIERELTLEETL,

2.25.2 IPv6 DHCP i&gE

IPv6 DHCP#&EEIE. IPV6 LT 1w I RIFEDIEER%Z IPv6 DHCP IS4 7 MCERTm UL (B—/\H&EE) .
FONASIDIPv6 DHCP B —/I\D S5 IPv6 LT 4 v I RIREDBREMB UL (9547 MgE) . BIRD
v NJ—2J(CBIPv6 DHCP 754 7> b & IPv6 DHCP U —/\ZEdfkd 3 (UL —IT—I' 1 NkRE) #&
BETY,

IPv6é DHCP Y —/\#5E

AEETIE. IPv6 DHCP U —/\BEZERL T, IPV6 7 RUR. IPv6 L T4 v IR ENTAIDERZEY
R—hULTWLET,
BRI, IPv6 DHCP Y —/N\HRECEM CE 3 IEES KU EMBMZERULE T,

156 HHE

EICEINETBIPv6 7 RU R 300

ENICEIZETB IPv6 7 RUR MR RTF—IN—REHH
IPv6 XL T4 wIR 1

DNSH—/N\7 RLZ 2

DNS RXA V% 1

SIPH—/N\7 RLUZ 2

SIP RXA % 2

SNTPH—/N\7 RLU R 2

CAIBICTEDIIT
AEBD IPv6 DHCP U —/ViEld, AEBCEGEINRY ND—IRIFCERAT 2T ENTEET,
IPv6 DHCPU L —I—Y v b UTETIDEEFETEF A,
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IPvé DHCP 7 51 77 2/ MgE

AEETIE, IPV6 DHCP IS A 7 MEREZERUT, IPV6 L T4 wIRENSAIDOREBEYR—NLT
WEd,

AEREEFIHT 2 E. ONAIDSBEBLIEIPVe LT 4w I A%ZEY T X w MEUT. Router Advertisement
Message (RA) TFARY RD—J(C64EY RDIPV6 L T4 v I RAZEERMIT DI EDNTEEI,

BELEIPVe LTy o R %
Y7 %y MELTRATIRRICE R

==sipm—

IPv6 DHCPH—/\

BIEEXRE

IPv6 DHCPH—/\h5
IPV6 7L 71w 7 R % BS

<
<%

IPV63Ry 7=

BAIRIC, IPv6 DHCP IS4 7 MERE TS CEBIEEB JUBSHZTRLE T,

IPV6 LT 4w IR 1
IPv6 7 RL R 1
DNSH—N\7 RU R 2
DNS RX A% 1
SIPH—N7 RUZR 2
SIP RXA2% 2
SNTPH—N7 RLUZR 2

IPvé DHCP U L —I—3'1 Y MERE

IPv6é DHCPUL—TI—J 1Y M. ERDRY bT—TIC&HS IPv6 DHCP I 54 77> b & IPve DHCP U —/\
Bzt s DHEETT . COMEEZFIAI ST LT, ERDFIDR Y hD—T(CIPv6 DHCP Y —/\D'1FET
PEEOBERERFIDENTEFT,

AEBETHR— T2 IPv6 DHCP#EEZ. LATDRFC (Request For Comments) [THERLLTWET,
+ RFC3315 : Dynamic Host Configuration Protocol for IPv6 (DHCPV6)

+ RFC3319 : Dynamic Host Configuration Protocol (DHCPv6) Options for Session Initiation Protocol (SIP)
Server

+ RFC3633 : IPv6 Prefix Options for Dynamic Host Configuration Protocol (DHCP) version 6
+ RFC3646 : DNS Configuration options for Dynamic Host Configuration Protocol for IPv6 (DHCPv6)
* RFC4075 : Simple Network Time Protocol (SNTP) Configuration Option for DHCPv6
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LUFIC, AHEETYR— T2 IPv6 DHCP X v E—IZRUE T,

O YiR—brT3, x: FR—FLEL

Solicit

Advertise

Request

O|0|0O

Confirm

Renew

Rebind

Reply

Release

O|O|O0|0

Decline

Information-Request

O|O0|O0|O|0|O|0|O|0|0O

O

BUFIC, AHEBETYIR— T2 IPv6 DHCP A 'Y 3 VZRULE T,

O YR—=brFB. x: PIR—KLEEW

OPTION_CLIENTID

OPTION_SERVERID

OPTION_IA_NA

OPTION_IA_ADDR

OPTION_ORO

OPTION_PREFERENCE

OPTION_ELAPSED_TIME

OPTION_STATUS_CODE

OPTION_SIP_SERVER D

OPTION_SIP_SERVER A

OPTION_DNS_SERVERS

OPTION_DOMAIN_LIST

OPTION_IA_PD

OPTION_IAPREFIX

OPTION_SNTP_SERVERS

Ol0|O0|O|O0|O0|O0|O0|0|O0|0|O0|0|0|0

OPTIONS_PREFIXDEL

X

OPTIONS_PREFIX_INFO

X

Ol0|O0|O|O|O|O0[O|0|O0|0]|O|0|O0|0|0|0

& S8 -1 7)) [avURE
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2.26 DNS Y —/\{kfE

DNS H—/\#EEE& (. LANA V9 T T —ARDIHARNDDNS BRICH U T, EAIDNSH—/\ (TeEA . &
ONASIDDNSH—/N) ZfUIRWT. REEHNF > CVDIEHREIRT CENTEDHAETT,

DNS U —/\t#aEZER T 5158, mARIFIDNS 7 RLUAEULTIL—IDIP7 RURZFRELE T, imAkH DHCP
IS54A7 2 hDFEIF. DHCP Y —/\NH@HM T B DNS 7 RUREULTIL—IDLAN IR— D IP 7 KL X 78X

TRIHRENHIET,

REEIC(F,. LUTD25EED DNS —N\#EgED D F T,
« DNSH—/N (RIF7swvT) ke

+ ProxyDNS (DNS#RW5F) #EaE

2.26.1 DNSY—/N (R9F7+1v7T) 1&hE

RXA 2% (FQDN : Fully Qualified Domain Name) & IP7 R ZADEZEFENICERELE T, DNSTSA 7V
rhSoVEHE (BESIE. F5]E) ICHUL. BELEIY MUZERRL, ZEI Y NUDRDOH >IBEIF
RELFET, BONSh>eigE&(dF. ERIDNS H—NICEAWSHhEFR T, ¥5|E (IP7 RUAHNSRZEIZER
) 93881F. RE/NTY MAICEENS TYPE & CLASS%#, TYPE=A (1 a host address). CLASS IN (1
the Internet) BEEULF T,

AIT4vIT—TIVFRKT64 T FUTT,

2.26.2 ProxyDNS (DNS#EW 1)) HEEE

ProxyDNS (DNS#&Y53(F) #EEE. DNSH#EEZFERAULIBEICAVWEHESNICURL (IR5|E) FelFIP7
FLUR (FE5|E) [Tk, ZEEHVEVEDEEDDNS U —NZEHNICEVIRD ZENTEF T, ZDIH.
DNSZERURBRWVT. UTOLSRBIRIEZYE— M A MAICKIRTER T,

[ ]

[FFDNSH =N\

=
(I—
[
]

AEBENIHAD'S DNS D Query X v E—IZR{EUIIHE. DNSIRW (I T—TILVAIC. BLEHERD EX
AVBE—HITBDIVNIDNEETBZINEINZFIVILET, —HI BT NUNFETDHEEF. TD—
HUIVRMUDDNS 7 RURICA Yy E—IZEELE T, —HIBITY MUNFELRBWESRE. T77)b
RDNS7 RLURICX Y E—IZEELE T,
DNSHRWZIFT—TILICEFZNZEN2 DX TODNS Y —NZERT DI ENTE, EFICA Y E—IZEKXT
BILETRARIEZITVE T, BEDY—N\DSDIGEDS S, KICRETELHDHEKICEEXINEK T,
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XFHDEAB D SIRICRES NN FIIRZHR L. INTOXFIN—HLTVWBHEGIC, TV MY E—FU
FEEHIBULE T, Flo " * "FIFRIBRNFE LT, " * "DIBOEIFTHIICKIIY MU Z—E U SHIKT L

ESCIS

REH)

- RXA% :DNSH—N7RLUZX
«  www.fujitsu.co.jp 11141

» fitp.fujitsu.co.jp 12222

«  *is.fuku.fujitsu.co.jp :3.3.33

—H 92TV MUNRRLVES, DHCP Y —/N&F/zIE IPv6 DHCP Y —/NIC &K > THUS LIz DNS B —/\h'H NI,
ZOHRTRAICIREB LY —NNELWEDEZTLE T,
DNS#RW B1FFT—TIVIFRAK32ITY MUTY,

& 2R T-a7) (37 RRESHIE]
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2.27 SNMP gk

SNMP (Simple Network Management Protocol) &(&. IPEB KLU TCPELANILDERZINE. EETDEH
DIPEEHRDOZONIILTY,

SNMPEETIE. BETIREZSNMPYX—Jv, BEINBIKEZSNMPI—I 1Y hEEVFET,
SNMP#EETR Y ND—J ZEET 155, BET BlF SNMPIYR—Y vikieZ, EEIN MG SNMP
I—YzVhEEEEYR—MUTVWDAERHUFET,

SNMP ¥ R—J v#§EEIF. Ry hT—J EDRmARDOBENREPESIKEZ—TEELE T, SNMPI—Y TV H
#BE(X. SNMP Y R—I v DEXRICH LT MIB (Management Information Base : BIEERN—X) EVLWSEE
BRZERULET,

SNMP #8ElE. CD2 DDEEREZFRULU T, SNMPYR—J v ESNMPI—IJ TV MEDBETMIBICEREIN
FENTAIBEEZELTCRY ND—TEEBUE T,

AEBETIlF. SNMPv1, SNMPv2c BEXUSNMPV3ZHR— M UE T, Ffe. EEMBBKLUELELIRMIB
ZYR—FLULTVET,

& 2R o-a7) (B

SNMP #gEIC K D18

SNMP X —+

[

EIIJSNMPI—vzyr&%ﬂﬁ—r%%

BET VR VER
INSZw I

Gevb
& MBE&EIZ
MIB [C[&. EBDR VS [CERRVMEEMIB EEBERNVSIBEEDILEMIBH G FT, RFC1213KRETES
INBZIZEMBIF. BE/ —ROZNZNOEERNR (A T7ITTN) L7 ITERTBHDRBODERED
TY, RFCTIlE. SNMPI—J 1V hYEEINEBEBEREZERLTCVEF T, EEBERICIE. SNMP ./ —
RELTDOYRAFLER (VAT LBPEBEERIGE) P TCP/IP CRETY 2#fstiERNHUET. L.
RFC TEHEINTVBEETRGREBPHUBIREZTDICEERTCTEF A, ZODMH. FEOMIILDIE
RPBHOEBECLEDORVIEEICEHDETMBZIGRUE T, CNZEIRMIBEEVETY,
MIB[Z ASN.1 (Abstract Syntax Notation 1) EWSHEHTERLE T, SNMP ¥ r—J v H'Hi5R MIB ZEIE
IBEHICIE. SNMPI—Y Y MITZDIRRMIBZ B UL T, SNMP ¥ 32— v hYZ DGR MIB D15
ZINET DL SICERT DUENGHIET,

& 2R TZa7)L (37 REESIE]
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2.271 ifindex DEI) T & ifDescr

AEBTDIiflndex DENWH T, BELURINT D ifDescr LA FITRUET,
- ¥

1~ | BASEROR
9100 ~ | pseudo-ether €&
10000 ~ | lan ES
19000 | loopback 9T T—R
20000 ~ | remote E#
100000000 ~ | ap EE

+  REXMORE DG
Si-R G120, Si-R G121

1 EthernetPort(ether-1-1) ETHER Z)L—7" 1
2~5 EthernetPort(ether-2-X) ETHER Z')L—2" 2 (X: R—bBES)
6 ModemModule(usb1) usB ik—

Si-R G210. Si-R G211

1~2 EthernetPort(ether-1-X) ETHERZ')L—"1 (X: R— rES)
3~ 10 EthernetPort(ether-2-X) ETHERZIL—7 2 (X: iR—hES)
11 ~12 ModemModule(usbX) USBIR— bk (X: IR— hES)

o REBAYVITI—REDHIG

9100 ~ | MultiAccessVirtual(pseudo-etherX) pseudo-ether €& (ifidex = 9100 + X)
10000 ~ | MultiAccessVirtual(lanX) lanE# (ifindex = 10000 + X)
19000 Loopback loopbackf 9 J1—2X
20000~ | PointToPointVirtual(remoteX) remote & (iflndex = 20000 + X)
100000000 ~ | P2P_Datalink(remoteXapY) apEZ (ifindex = 100000000 + (10000xX) + Y)
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2.28 ECMP g

—BHIC, IW—F 1 VT KBERIEIE. BEEE U THRESNL1 DOXRy hT—J(C3 U TREETREREE/Y
AN EHHDIHBE. TOBEIANEZEELT. HHoEHBEIRXMDNEVEENZAZEB—ITRELE T,
ECMP (Equal Cost Multi Path) #8Eld. BILHTHERY hI—=TICNT v hEXETIHBSIC. BUEEIR
RDONRAZHATDTEICKOT, BENADERZDET D ENTEDHEETT,

BENAF. RRK4DECTEFICFHETDZENTEFT,

o —RNIRIV—T 4« V0 BEIR M BRIODBENARLIEFET 285

[ | | ]
[ | | ]

+ ECMPHEEICKDIL—T 4«7 i AUBEIR SDOBENAZRERKFIRAY 3155

T . )
X =100
| ] ||

ECMP#EETIE. RIT A4 v IIb—T 4 VT ICKBDRIEEREF I OSPF ZFIF L TREEZE =T >IcBSIC.
BHOBE/NZAZRRICFET S ENTEFT,
29T 4 v I)b— b & OSPF ZHAUEHNR FEBRTEF R, AIT 1 v I IL— NDERTERINDE
@S/ VA & OSPF DEHE CHEM S NBEHDEES/VA EFIHII U TRESNE T, AUREICHULTRY
T4 wI)b— k& OSPF DEADEE/NADEFELESE. BEEREICEIVNT, ES55HO@EE/VANR
EENFI,
« AITAVII—T 4 VITDEE
BEBBEESLIUA NI Y IBELFEIURYI T« v IIb—MFIECMP & LTEBFICFIAEINE T,
« OSPFZFIRTIHEE
BE/NADRESHEICKL >TRAUBEIR MRS EBEIC. ECMP & ULTEBFIAEINE T,
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F2E HEEH=E

AT

EIIREDIIT

ECMP #8EIZ IPV4 DIBEEIFFIATEE Y,

- BEDBEEYYaVvEREDBE/NRICERNICET Z LI TEZ A, FIRATZBIE/NRIE. /N v MEREEFIC

RESNET. Ny Ya1AREZEFALLESD. BENABIELT DL FASNZBENANEEIND LN
HNET,

« NATHEBE. el WILFF v AMEREEHATRCLLETEFT A, Ffe. ECMPHREEICK > TaTFEZDHLIE

EINZADRPRIE T, NATHEECK > TP FUABRZFFSE DT LETER B NATHEEZFIRT 2155(S.
ZNZENDBEEY Y3 VAR UBENAZFALKITS I ENMRETTN. ECMPHEEZFIAL CafiZzam L
BE. AUBENZAZFALREITE ZENTERBRBIIENHIFT,

« BENABRAXTS Y ROEVAREBIRUIESIE. ECMPEEIC K > TEREDEIT DBIE/VADEPRIET.

Ny NORBZSRUTUBZITOMEE (PTILIU YT PTOSEESRAREEERE) ZHEALBVTLIEEL,
IPISTAY RENEZENZENDNT v MORIXDBENZAZERT 3. ELLLEBTERVSEENHUET,
PPPoE BIE CREHERKAEZTIA LRVEREEDBE/NARL. SRR EDEE TRIETERVGEE THERS
NADEENRETERN . ECMPHEEEDBEE/NAICHIAULBNTL TN, ERICEET 3T LN TERLGR
BTENBNET,

2.28.1 BENREIREE

ECMPHEETIE. EDEHDEE/NATINT v NEEHET DN ERET DI, UTDARDHBUET,

« SovROEVAR
ZFNEFNOXB/NT v MMC, FIRT2BENAEIUEZ D ENTEET, BIE/NADEFIKZFIFHEIC
SEULETH. N v NOEEXRIEF RIS NE Ao

o NwyaAaR
EHNT Y NOABICELH T, FETIEENAEEIRULET . COHFEEFRLUEES. AURZ MNED
BERBUBENAEIRAULET. ZDH. Ny FOEXIBFFREESNEITH, BENADEEFRED
BEhHUET,

FEETIF. UTOIEFTEENAZERLET,
(1) EmENT Y bOXEBTIP7 RURAEHTEIPZ RUR%Z, 32EY hDEEULTHIELE T,
(2 (1) ORBROLA16EY FDEETMI16E Y FDEZINEL. HEHN) ZERLT16 £y hDEZETH
LET,
(3) QOEBERDLHUSEY hDEEFMISE Y FDEZNEL. MM ZERLTCEE Y FOEZFEHULE T,
(4) (3) DERZFIAUREREE/NAMTE >R ZRDET,
(5) (4) OFRWZE, LFICHTIFHT, BENAZRELE T,
cRUN0ODZE  BE/NA1%ZFA
- RUN1DEE L BENA27%ZFA
cRUN 2055 1 BIE/NA3%ZFA
- RUDIDEE [ BE/NR4%ZFA

Bl) EETIP7 RUAN192.168.1.1. HTHEIP 7 RLAH'172.16.254.1 TH B/ v MTDOWVT,
192.168.2.0/24 [CEET 2BE/NR 1. BIE/NR 2, BIE/NZ3. BENR4DFET DHE

(1)

31 2423 1615 87 0 Evhk

FETIP7RLR | 192 | 168 1 1 — c0a80101 (162K

HTHEIPTRLZ | 172 16 254 1 — ac10fe01 (16:%)
FTNZENZNELE I,
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c0a80101 + ac10fe01 = 16¢ch8ff02 (16 E2Y)

MDD EEHRLTI2E Y FDIEICT D & 6cb8fi02 (1638EX) S EFT,
2 (1) DEROLM16EY FETHI16E Y REINELE T,

6cb8 + ff02 = 16bba (16 %K)

MDD EEBELT16E Y FDIEICT D& 6bba (16EH) ERBRUET,
3) (2 DFEROLAMIsEY NETUSE Y FEINMELET,

6b + ba =125 (163&%0)

HEDNWZERLTBE Y FDIEICTHE25 (16EH) LIRWET, TDEZ 10EHTERY L 37(Cixl)
F9,

(4) (3) DIERDI7TZATEI IR ZKRDDET1ERVET,
(5) (4) DFBRICKY., BENA2DFANREINE T,

— 0\Y O
2.28.2 BEEINYIT v VERE
BENVITPvIRREEHATAZEICEK DT, BE/INAD—IPICEENRELUEES. IEEHEE/NAZFA
UCEBEZMRKIDCENTEEXT, CNICTELS T, IEERICIIELHEENAEFIHLTCATEEDEL. @EE
EXREIFICITFIRTTEERBE/NAEFRA U CEEEZIRGEIT D ENTEET,

& B8 T-17)) [TV RETESEMIE]

151 ECMP 148



HEAESHBAE (V20) F2E HEEH=E

2.29 VRRP #%#E

VRRP#EEL (. BIRVICREHIE (RIPIRE) TERLERARNS, BIORY NT—IDBEICFERLTVS
W=D BASHDERTHRTERLZOIHEE. BETELIDIL—INBEZNYI7 v TI5HE (G5
Ry FRIVNAHEE) TT. Ffeo VRRPDI I —TZEHRET 5 LT, BIEDETIHELRERZR
RI2HEE (ISRIVUVTHEE) BYR—BULTVET,
VRRP#HEIF 2 DU EDIL—I BT IL—TZ B L. 18DIL—9 (REIL—9) OKIICEELE T, TIL—
TADEI—F [CEBEENRESINTS Y. ZOBEEICREOTIRIIL—Y (REICIV—T 1 VT ZITI3E
B) ENvI7vTIL—8 (RRII—ITEBEZRHEUICEECIL—T « VTR ZES | EHMKE) ZREL
FI, Ffe. TJIW—TTELREBIPZ RURZREL. YRII—IPTIL—THTONT Y M 2IBLE T,
BINREEEHIEZ U R — b UCOLRBWVRKRTlE,. BIREDT T4 ML—9ELTRBIP7Z RURAZRET %
ZET RV -9 ZER U EEEDBVLBEZRRETEX Y,

EBIC, 2DV LEDIV—I TEBDIT I —TZIRIIV—IDDHIT DKL SICHEL. WmARTEICTT#I b
W—hDRIBIL—IZRIFTTCRET DI ET. BETHETREBRDI SAI U VITHKEDRIRTEX I,

VRRP #EEZERT 2 L EDIL—I DEMEZLITICHIALE T,

2291 R KY FRIVINTHERE

. BEROENE
VRRP#EEZFER L TWVSIEE. YRAIIL—FF. EHNICNY I 7 v FIL—FICVRRP-AD X v E—
(VRRP Advertisement message:VRRP [GERX vt —Y) EEELET, NvIT7vFIL—9F. ¥YAY
IW—INWNEDVRRP-AD X wE—IZEZETBHIET. YRAIIV—IHERICEMELTVWS EHIRTLE T,
JYRAIINW—ITld. REIP/ MACT7 RUZASHTDNT v MFUIBESNFEIH. NvITP v T IL—ITldd
NTCHWEEINFT,

[

REPTELAA g

TIHINTF—bozA
[TARABIPT FL AR ERTE

INvIT v TIV—3
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EERERFOENE
RRAIINW—INI T FBE. VRRP-AD X E—J([FRESNFEA. £2T. NwIPvITIL—ITlF.
REICVRRP-AD X v E—IZZELTHSESYAIIL—I DI I V1&HIFEE TITR®D VRRP-AD X vt —
IDZHETERN2EBE. YRIIW—INT IV UEHLET, NvIF7 v T Ib—9F. REIP7 R
LREREMAC 7 RURZS|EMNT, YRIIW—FIEUTEMELE T, YRIIL—IDT D UBEHEIF. L
TOHBERTHESINE T,

VRRP-AD X v t— XS/ x 3 + Skew_Time [

Skew_Time :YRII—IHITIVUEIRIC. KUVBEEDEVWNY I7 v FIL—INAL—XIC

PNBDONBDLSICTBRHDRETHY . UTOSERTEHESINET,
Skew _Time = (256 - VRRP B5%E) /256 [#

TIFIVNT—koTA
ITRARIPT F L AAZERTE

RIBIPT KL ZA \

RABIPT LA\
{RABMACT” F L R %5 | EHfEC

SV cUA
SOV MUANBRAINIEE. VRRP I IL—TDIREDEFREN SIEE UIEZRE UILEBEED VRRP
W—9EULTEMELEF T,
- AVITI—RIIRUA
F—7IikIF. EHRIGFTN. Ficld PVCIREBHESSFIBIC K > CEREART SRS NIEZH A I T —
RAUERESNI TV MU AZBERAULET,
- b—hFOVRNUAH
BELEH THEREN, BELEA VI TI—ADIV—T 4 VI T—=TIICEELBWVWES. 992V KU
HZBRAULET,
. J—REHYRUA
BEULEA VI TT—ADSIBEURH THKICICMP ECHO /N v R EXRE UIREDBRVBE. 9TV bk
UAZBERLET,
EEEIHIFDENE
TIW—TATH>EBBEEDEVIL—INERBLIEES. BUIIL—TARADIYRAIIL—FFIRIIL—F
ERELU, NwIPvII—FERBRVETD,
BEEHZEERVRETRTITUIY M E—RZofICT DT ET. BEMEIBERIET D EHNTEEXT,
ZDBEIE. FTEER TRIC BEXZa—] @ [VRRPFEIIWEREUL] Ffcld vrrp preempt-permit <
VURERTIDIETIYRIIN—IDPIEBZ HIWRL) B TEFT,
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2.29.2 IS5ARAI9VUVIEEE

. ERIFOEME
PC-AZ ) —2FVRRPZIL—F A%, PC-BIIL—TEGVRRP I IL—TBETF T4 I MNL—FEUTHRET
3 LT BEDHERIETEE T, Fle, TIW—TECNVIT v TIL—IBEFEELT. IL—9%HEE
[NV IPYvTLTWVWBDT., FIL—TADIYRII—IDI IV ULIEBETH/NY I 7 v T IL—IHhE
ZS|IEMSTENTEFT,

TIV—=TARRZ)V—45)

JI1L—71D 1
TIFIVMV—52ELT BRE 1254
JIV—=TA (10.1.1.1) %& RIEIP7FLR :10.1.1.1

Gl JIV—=TBUNYIT Y TIL—5)
JI1L—71D 12

BEE : 100
REBIP7FLX :10.1.1.2

TIV—=TAUNY Ty TIV—4)
2 I1L—71D B 1
BEE 1100

g RIBIP7RLR :10.1.1.1
TI7HIVIV—2ELT

JIb—7B (10.1.1.2) % JIV—TB(RRAZIL—27)
& JI1L—71D 2
B 1254

RABIP7FLX :10.1.1.2

LDOE%ZEPC-ATIL—T PC-BII—THSREEDERHIEUTDKLSICIRUET,
PC-AT =D SR & EDiER

PC-BI =TSR & EDIERM

e

@E A
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. [BEERLEOEE
Si-RGHI I IV UIcEE. TIL—TAICHTBIYRAIIL—F(ESi-R GH2 [C5|EHDNE T, YIUEBZEE
[CDWTIE, [2.29.1 BFKY bRIVINAH&RE] (P152) ZBRBULTLIEEL,

TIHIVML—2ELT
JIV—7TA(10.1.1.1) &

FIH—2ELT -
SIb—7B(10.1.1.2) % IV —TARAZIL—5)

e JIV—TB(RRAZIV—73)

. SOUVKNUAH
IV NUADNBEEINEEE. VRRP IV —DREDEBLEED SIBEUELERNE UBEED VRRP
IW—IEULTEHELEF T,
MU ADOEFEICDODWVTIE. [2.29.1 BEHZHRY RRIVINAH#EBE] (P152) ZBRBRULTLEELY,

« EEEBROEE
[2.291 BZRY FRIVNAtEEE] (P.152) LEHRDFIETUIN BN FRELEXT,

CARBEIIREDIIT

s E—DAVITI—AICEETEERVRRP T IL—FFRAK4DETTY,

+ VRRPZIL—TDFIL—TIDlF. A—EBANTERBULBVKSICRELTL T,

+ VRRPZIL—TICEINHETRHREIPZ RURERIPZ RLUAF, MTEACYTRY MIRBRDKLIRETDEED
EBHLET,

BA—7I—ICIRRA2BFTCERTDIENTEET,

s E—JIW—TEUVLTHERTEDIL—YI1F. VRRPEFEZDR—FIBSIi-RGIYU—X, Si-RVU—X, BKLUSI-R
brin¥U—XT9,

FEBEOERDIRA. YAII—ITORERMR. FlFEBY Y FERTUREES. NvIT7 v IL—IHTR
FIW—FERBDTENHIET,

VRRPHEEIC K > THIWBI N REUCH L. BIETRES 3D F CORRBIFER L TLSRIEHIE 20 S J)VICIKTF
LET,

+ VRRPHEEZFERLTVLRHEE. YRAYIL—FIF. VRRP-AD (VRRP Advertisement message : VRRP [GERX v
=) BNV IPvTIV—FICEBNISEKELE T, NvIFPvFIL—FF. IRIIL—INS5DVRRP-AD X v
T—IBZETDHIET. YRAIIW—INERBICEMELTVWD EHIITLE T, Ny I 7w FIL—F(F VRRP-AD X v
T—IEREICZELTHS—ERBAITRD VRRP-AD X v Et—IBZETERH 28BS, YRIIL—IHT D
JUREEHIBL, Y AII—IEULTEHELEF T,

« J—RIUVNUHEFERTBES. H8F/—RICICMP ECHONY v REERNISEELE T, ZDch. EIEH
TREVORZFERALTVREEE}. BEREDRERICEEZENHVEFET, COXIRRECTE/ —RIIV KU
HEFEDBVWTLREEW, =YY MUATEE LS TAREBICHUTRAI T 1« v IIb— MO EET D55,
W= IV NUARBEELFBA. Fle. —F OV NUATEEUH TERIEE TRTE UREERTIIE
WSEETH., TIFIBML—bERGERY NT—IIRT (FLTavIRAR) BEVINETVELRY RT—T DR
BERIFEELEER. -9 OV NUARREELFEA.

« BZRY MAIVNAEEEZFERTIIBEE. TUY IKELHBIT DI LETEFRA. T, L—FEERTD
HUB . STPHREZEMICLTL TV, STPHEEZRBMICT DL, BHNY MAIUNAITEREULTVIREE
WEGRBRT —TIVDIREZELICK ST, WEERHIT D ENBUFT,
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VRRPHEELHALT. UTOREZERT 2HBGEERNUNETT,

— < ILF NAT #aE I BRI RERCHRD SOBENRINDENGHIET,

— DHCPYU—/\###8E (IPv4) :DHCPRSF 1 v IHBEZFERULRWES, PP RURAZEHITBLFIDIPT FL
ADENHTENBTENBIET,

—IPT4ILIYTHEEE IV BARERICTHARD S D fp MEYND ZENBUET,

—SFEHEaE DI B X RERICESBERES ISHOINE LA, BEBEROK[EFONSHRAI—
ERDFET,

— Proxy DNS EREIL—IDIPFZ RURAZDNS H—ND7 RUAEUTERT S EEFTEFHAS

— VPN #%HE IRRIIW—IENY I 7y T I—FIFE U IPsec bRV (RRINTw hE YRV

HODIPZ RURABEL) ZREULBVTLEEW, BAU IPsec b RILZERE U
BE. BFRENSDRENT Y hZELWL—YI TRET DI ENTEFEA. F
fo. BENRIIRE. RIBIP7 RURAZERTBHILIETEF A
VRRP#EE(E. DNS U —/V#EE. 94 LY —/\ERES KUEIN VPN Y —/NHEEEE W\ o e ARNEE E TENE I 5 B1E
Y—N\HEEDRRILZENE UCHRATEILETEZ A

& 28 T-a7)L [O7Y RRESHIE]
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2.30 JVUvyITI—THERE

FEETIE. VLANRODTU w IHEEE RIS, TV w I T I —THEEICRIELTVE D,

TUy IERES F. B3 LANZER L. MAC U —LEDHYT 2HEETT, EHEAREICIE. LAN-LANERE
LAN-WANEHD 2 DHH D F T,

LAN-WAN 5 T TV v VGO BE SR AERF. UTDOEBY T,

« IP YR (Ethernet over IP 'L w )

. F—SEEEI2-N

AERETIE. LTFD2O0#EEZY R—MLTVEXT,
o TUYIRXAVEDETBIcHDT Uy ITI—EV THiEE
« IPTU—LDEEAR b—FT«2T/ TUv) DOFEREEE

2.30.1 DUvIII—-EVIEEE

TUwITIW—EVTHEEER. BAVITI—RICTI—THANFZREL. TNENDA VI TT—RICT
IW—TZEIWETBTEICK>T. TU Y IEEN. ZDTIV—TAICHACIIETITONS L SICT BHETT .
TW—T 2R3 ET. UTORDKSIC. TUy VBEZESTIL—TICHMTDHIENTEXT,

T IL—T0 RIS =T DTy Dl

REDVE—MUETI—REFED
Ethernet{ > 2 71— &7 IL—71t T %
TETTVYIRAALV5E

Vw7 I—T1
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CWHEICREDIIT

o JTUwIRBF—TILEERBEIE. macage [CREULENIRTDI I —TTCHEREINE T,

o TI—TAIYNEULTEETRERA VI TT—RlF. VLIANA VI TT—REUE—RA VI TT—RX (remote) T
o lanA VI T —RETI—TAVNEUVUTEETEF A,

s IPTU—LZETUwITRIEE., TOTVYITI—TICBITDA VI TT—ALTIF. UTOMEE=ZFIHT D&
DTEFT, ZNLSHDEREF. IPTLU—LETUYITEA VI TT—ALTRFFBATEF . Tl BHO
VLANA V9 Tz —RZRE T I—TFICEHTIP T U v IETBHEEE. BUTIL—THRTVLAN DA B> EBIIE
WVLAN A V9 T 1 — R CRBEFFSNIclan A V9 T T —ATCRIFUATOMEEEFIRTEE T,

- FTP (7 —L7 v F—hrRRE)

- telnet

- YRFLOTD%E

- SNMPI—Y T, Trapi*E

- IAFEVIIN—FT 4T
IPT7L—LZTUYITBRHEIC. IXRU I Zloose [CRELEEELF. TUvITIW—THETU Y IEREN
ThNEd, Ffe. TUVIRXAVRARBH—DIPEIAY MNCHBIZEICERULTIA(FEvII—T 1 VT %E
BAULTLEEL,

« IPETUYITRHEE. WANBICETU y ITHIREIND TU—LARIFHEREEN. B WAN fIIC Ethernet 7
L—LTRIBWVWIP/NT Y REEZET D EEFTEFBA. £2T. IPETUWIT2ERERETIE. IPICRETS
TRTDREIFLANA VI T —AATCERLFT. UE—MAM VI TI—RATRIPICETIRERFERLZNT
<FEEW,

WANRHETIPZIU v I U, Uy ILREHFTIHES (FRXRYU Uh' Loose) . fTc& X WAN DFEICTFET DR Y b
D—J(CH T 2RBETH>TH., INTOFHNREDREIFLANA VI T —IFITERELTLL RSV, TUwIIC
KD THFEED LAN EAXKED LAN B WANRHETERINTL S . LANRIICREBREZERI NIE. HER
< WANDEICEETDHTERY NI—TJICTUw ITEHmESNTEELE T,
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2.30.2 IP 7L —LODEER T DEIRERE

TUyITI—TEUTRAELICIPVAXZIZIPV6 DT L —L%, TUYIWMRETBINEIHZERBIRT B &

HNTEXT, BFE. RELEIPTLV—LR, L—F 4 VT TEHEEEINE T, UM L. TUYITIL—THRTIL—
T4 VI EENCUEE., IPTU—LRTU Y ITHEINE T,

FICHZRULETD,

ZCTR. TI—=T0TlE. IPHIL—F 4« VI TEEEN, IPUS (IPXIRE) FTVU Y ITHEEEINE T, 7
W—T1TRE. IPBRUTIPLADTY v ITEREEINEK T,

Ty ITIv—71

P )y I TDIRE
~ = === =TV TDERE

IP7L—LZTUyIWREUEBES. WANA VI TT—RALETIET YU Y ITHIREN D Ethernet 7L —LJE
[FHEZMESTN. EZEWANEIC Ethernet 7U—ALTIERBWIPNNT v R EXZET BT EIFTEE B A

&K2T. IPIL—LEZEITVUYIFTZDERFETIE. IPTLU—LICEATIERIFIRTLANA VI T —AAIT
TV UE—RA VI TI—RATRIPIU—LICETIERRFITODBVTLEEL, WANZZH U THFEE
ETVwITERBEINTWVDH., IPTLU—LETUYyIWREUTGEART ZBEIE. UTORDEKSICLAN
AICERIREBDREEITVE T, ZORIBICEKHE TS IP/NT v MME, LANBISEHEENSBIETITY wIIC
KO TWANRIICHERREINE T, ZDIsd. WANDEICTFET DR Y NT—T TH>TH. LANfIICERHIIRER
BEREITDIET, ZDXRY NIT—=JICTUwIRHTEET D ENTEFT,

!l?7") w3 (ERER) < Loose)

PIV—TF1aT

WANIRER T JH

LANOICE$HIRRR A ERTET B 192.168.1.0/24

172.16.1.0/24—192.168.1.2
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BRI &

IPv4 XclFIPV6 DT L—L%ZETUy ITUET 2155, ZELIPTLU—LDHTHEMAC Y FUANKEE
HTTRVEE, ZDOIPTU—LRZDFEFITY v ITEHEEINE T,

RIEUCIPILU—LDHTHEMACT RURANWREA VI TI—AHTT. HTEIPZ RUVRABHREBEAVY
TI1—AHTDHFEF. FEREHTDIPTILU—LEVLTUELET (TNICKO>TPingDIZELY T D17
DEFHFRENIPTIV—LZTV Y ITEHET DA VI TT—ALTHAREICKEIET),

UDU. BTEMACT RUADREAS VI TI—RABHTDHETH. HTEIPPRUANZREAVITT—R
HTTRBVWTEDNSBIET . HBTEIPTZ RUADNREA VI TT—RASH T TN 215G F. IERY V%2R
EFTBTLICKDT. ZOIPNT Y M EEHETINESHZEBIRT BT ENTEFT,

Fle. PIU—LZIV—FT 4 VI TUIETBAVITI—ANBIPIU—LZETY Y ITEHET D1V
TI—2ZN =T 4 VITMBICK>TREULIENT v b ZHEAT BHED. ImMERUVICKOT, ZONTY
M T 0Oy IENDNERESNDINDREIVET,

EERU VK. UTD2OHUET,
» strict
IPv4 J'Uw IZTIHBEIF. TIL—TADSITIN—TABLOTI—TRNSTIL—THANDIL—FT 1« VT
[CXBEmEZITVEE Ao
* loose
IPv4 J'Uw IZITIBEEF. TIL—TADSTI—TARABRUCTI—TANSTIL—TANDIV—FT 1 VT
[CKBERZEITVE T,
IPv4 J'Uw IBERFIC T IL—TAN ST I—THANDIL—F 4 VT IC K BDEENMTHNBDIF. ZETL—LD
HBTCEMACT RUANDZREA VI TI—AHTTHBIN. HBTEIPPZ RUANREA VI T T —AHTTIHEW
&5 CIo
Fre. IPVvAT Uy IBERFICT IL—THD S TIL—TANDIL—T 1 VT ICKBEENTTHONDDIE. IPvaZ
W=F 4 VTFBA VI TI—ATRELIENT Y ", W—FT 4 VTICELDT. IPVAETUYIFTBA Y
T —ANHHETNBZHZETT,
strict DIBE. CTNSDERXETOAVITBHIET. TV IHRERRHND/NT v MR ULTHTIL—TAITEHL
EBEZEITOTENTEFXT,.
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2.31 ZBE-F

BBE—RER. ITRFEVLAN T U—LBKRUITIRU T LU—L%Z VLANSEER UICEXTIREE T B E— R T,
AKETIE. VLANSEREZITL), FREICR > fcEnX s, VLANSRERUICET U —LZHEBT D E— RZYIR—
FUETS

2.31.1 VLAN E—R&EESBE—-R

AREETIE, VLANFREICR D TEXT D [VLANE—R] &, VLANSERERLICZ2TU—LESBBIND B
BE—R] ZYPWEBXZENTEET,
L. YIUBIHN1TADDIE. ETHERZIL—21EFTF, ETHERZIL— 1 ClE&SBE— RIFYR—KMU

TOFE A,
VLAN E—F

VLAN E— R Tld. ZER—MIBEESNTLRVLWWID DT U—LZEZHEUEE. EDTU—LRBREINET T,
e, FMEXNR—BENSIF, WEULLVID TERHEINE T,

ZEE—F

BEBE—RTIE. ETHERR—KMCVIDZEREIT DI ELBL, ITRETU—L - ITIBRULIV—LZRS T E

NCEFT,

BEE—RT. ETHER/R—MCVID ZRELBEETH, BMELIEVID ZENE L, FRE— NMBETIHMELE T,
FBE—RTIE. FHDETHERR— M CEBINTVRBWVLSH TETV—LEZHELIIBE. ETHERIIL—7

AD2R— bADEGEZITS LEIFIC. BETOMEDHITVET,

ETHERR—h
VID=20 .
VIDEREREL <
ETHERKR—h ~
VIDERETL
ETHERKR—
VIDERETRL
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Ffe. ETHERR—MIERESNTUVIRWVLAN Zlan A 9 T 1 —R(ICEURIFIZEE. UTOKSICERET S

C & COEETT,
o IITRUIV—LEFEIRLITFS
lan vlan 0

o IITRFEITL—LETFIMITD
lan vlan 10 < VID ##8E 9 %

CAIEBICTEDIFT
BRE—REZELTCLZEE. EEEEHF EEREAN SEETRELDIETI6 HRENDUET,
22U, V20.04 LS. BBE— REERFEBTHBHICIEEESIE A,

2.31.2 FJBRE—REIDVUYIITI—D1RE

BEE—RTIVYITI - ZFERT D ENTRETT, BBE—RTIE. ETHERZIL—2FH 1D
DITIW—TICRIFTBT D ENTEEFT, TI—TAVNEUVTIRETEERA VI T —AEUTDEBYT
ER
« remotef 9T 1—R

VLAN E— REEE. B Dremote A VI T T —RETIW—TZ BRI D ENTEET,

ETHERKR—h
VIDERETRL

ETHERKR—
VIDEREL

remote
AVERTI—R

ETHERR—
J VIDEREREL

e vilanA/29TJ1—R
EHTERZ'IL—71 DB R— MMIERESNIEVLAN ET IV —T =BT D ENTEET,

ETHERR— b
VIDERETRL

ETHERR— bk
VIDEREL

ETHERR—F
VID=10

ETHERR—k
VIDERERL

CAIEBICTEDIIT
FRE—RETUwITIN—THee=HA T 2ERAT. ETHERZIL—2h 85U T U — LD, ETHERZIL—
1DR—KMTEREESNTVBVLAN ERIURESTEBETH. VI NI T 7 COERMRNIBICIFEDE T,
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2.32 BENYIT v I ke

BENYI7 v THEEL X, BERSIFEEUCBENRAZRE UIBE(C, ZOEE/NRZFRTS LT,
IVRY—IVRDBEZEHRFTHHETT ., BE/NYI7 Y THEERE. LITD2 DDEEDHESEHE TREIR
INEI,

- BEEE0REEE

« BRHETNCBEREICKHT 2585/ VAT OEE

ZZTlR UTORDRY hDO—IHIICEDVWTEHRALE T,

‘
-~

[Rvo7yn=% ]

[ EENVIT YT % ]
RI\TBIL—2tvh

(@—AIVb—%5)

CAIEBICTEDIIT
CCTClIRREA@BEICDODVWTHIBLTWVWE TN, —BNRBRISA T h—H—NEFILDOBEEIX. [95A4T7 Y D5
Y—NADBEE (FELBER)] & [H—NDBISAT7YMOEES (FECHE) ] BPRILTIHTHILET, 0D
e, ERICHIAT 2I581E. AEESZ(ICLT. WALMDBEHNHIITAELSICRY NDO—TEEZT>TLREEL,
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2.32.1 EESESORLGERE

BERZSEFTIITBRERICTRELET, ZOEREIF. EIC. UTFDIDICHEIZIENTEXT,
(1) ZEETEO—AILIL—9 EDBDEERRRZERNLE T D BERS

(2) O—AIL—9 LEHRIL—9 EOBDEEERRZERLE T 2BIEEE

(3) EEEIL—9 EXEFREDOBDIEMRRZER I 2BEERSE

ZNENEENRET BEMICONT, UTITRULET,

_’_

[ ] | BENvITYTE
KEITBIL—2LvE
(B—=AIIb—%)

| (1) J (2 I (3) |

CCTlE. BRCEICAZBEDEEIREMAEIC DVWTHIEULETD,

(1) #FSmEO—-AI—9 EDRDBEERSE
EETEO—NILIL—9 LOMDBIERSICE. UTOBENEIS5NET,
.+ RRIN—FEO—NIRY NT—T EOMDEE (I—TIEiMR. T —7ILRIF. HUB DML L)
- YRII—5 DifE

CNSDEEICHT DEAEKEDREAEEEERETEEGERE. UTDESBYTY,
+ VRRP#gEZFIA UZEERE (IPv4)
o FAFTZVII—T 4 VT HEEZFIAULIEEERT

=7 ViRl

INVIT v TIV—2

RIS, ZNENDORESEICOVTHIBLET,
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VRRP #gEZH A LICEERE (IPv4)

AEBETIF. VRRP (Virtual Router Redundancy Protocol) ZHR— K UTWEY, COEEHREAZER. &(E
TTCIAMFTZvII—FT 47 7ORVAFETERGL (LEEL) BEICFHALED,
RRAIIN—=IFENY TP vTIV—IBTVRRP ZFIET BHEE. O—HILRy ND—J LTRF1E8DIL—9 (R
BIL—9) RIIFFMELTVWBLSICBAFTYT, ZDfesh. YRIIW—IHDHELHEED. Ethernet EDIFHD
/—REZOHEZELE T IHEFH D FEA,

YRII—F &, EENIC/NY I7 v FIL—FICVRRP-AD /NI v RZEXELE T, NvIT7vTIL—I I,
VRRP-AD /N v hE—ERESECERN SEBSIC. VRRPTIYRII—IDEEZE=ZZRHBUET . EEEIH
&, NwI7vTI—9IHVRRP-AD/NTw MERET DT EICL>THRESINE T,

FAFIvII—F « VT HEeZF A LI RERE

(2)

ARECTE. WKIDDIAFIvII—FT427TORINZEYR—ELTVET, CORSRESER. XE
TLCTAMFTZIvII—FT 47 T7OMINZERTZIEEICFALET.

EDTAFIvIIV—FT 4«7 7O H. EENICHEIT—IDREESNTVET, HlHlT—9 Z—EiFH
RETETRBMOIIBEIC. Ny IT7vTIL—FFREBRAEUVTIYRIIN—IDESEZRELE T, ESEIH
F. Wy I7PyvTI—I DT -9 ERET DI EICK > TRHEEINE T,

O—-AIL—9 LEHRIL—9 & DR DBSEE

O—AIL—9 ERiEIL—9 EOMDBERSICE. UTFOBRNEX SNFT,

.« O—AL—9 ERBIL—Y EORDEBE (X —TIVEiR. 77—k, LRERBERL)
. BEIL—9 Ok

INSDEEICH T BAREDRL /AL BERHTERERIE. UTOEBY T,
« N—ROIT7ICKDESHRE

« F—9UvoFOLIEFAULEERE

- ERSTEERRREERIA U EERL

s FAFZVII—T 1 VIHEEZFIR U ESEH

. BRIAREESRILREZEFIA LIt EERE

BIFIC, ZNZENORESGEICDOVTHIBLET,

N—RD I 7ICKBESHED

COBEERLF. MEORZEZEFALTEREIL—9 EBETIBEICHATER T, IPsecBLUIP X)L
TRIAATET A COFTETRESNICESE. MEORZEEINAUGRETERVES EHEINE T,

—

iR
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—_

F—9 U070k JLZFIRAUESRH

COREREAER. O—AILIL—9 EEHEIL—9 EOBTUTOEHREERZFIA UL CVWSSSICRIATER
T COFECTRHSINESF. COERENFATERVEHIKENE T,

EE

AR/ S
i

ST ‘%’

+ PPPoEZFIAT 3155 (BIFEFIEEERIEIRDOH)
PPPoE CHEHEFIELAEZFIA UCIESIE. PPPoE 7w ¥ 3 VEIMORENBEREEL UTRESINE T,
Fic. BEEIHIEPPPoE LY Y3 VERKICK > TREEINE T,

EhciEsiee=fIA U rcEEad
AEB(F. FEEREEBICK U TELMIC ICMP echo request Z3X{EUT. ZDINEEZHET D EICK>TRE
H7ZERT B LIEREEZY R— MU TVET,
LTOMEET. BENYIT7 Y TOIHDBEREZRET DI ENTEET,
+ VRRP./—R&TIY MU HEE (IPv4)
VRRP /—R&'T Y MU AEE. IPV4ABENFIETEEREDERLERTHNRTEXT ., TOHETHE

HENEEEZIEX. VRRPEEEEDDTHIMTENE I, Fe. BEEIBIEICMP echo reply DEHE(C &K > THRH
LET,

.« RS ESARAKEE
ERTCERRMLAE (L. LITDRGITRER T IPVABENTRRSSICARATET T, COHETHRESINIES

&, COEHEEDFIATERVDDE LTHIRIENE T, Fe. EEEIBIE. ICMP echo reply DS LD
THRESINFET,

- PPPoE (HEEHZHHEEEFIREFDH)
- IPRYRIL
- |IPsec

- overlap

CAITBICTEDIIT
REEHORTERIMICEL > CTARBNSEEMBLLERE. BENRELTOEL TH L3BERENEESRET S
BERHUET, CNlE, BERIALT I MY RETRIETICEIRY NDO—IOhBETREIREETEIT D ENTE
BOBBICRELET, TNE. BRI LT Y MNSEETHCEL TR EICEIWABT BT ENTEET,

FAFIYvII—FT 1« V7 ZHALESHEH

EETEO—AIIL—9 EDOEDBIEREE] (P.164) DITHELFRTT .
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EIRARREES R EE = F A U IR SRt

TYBEEY 1-ILERDSEES. ERREEREEZFIALTO A VLU ARICERTESIRETH D h ZHER
TRIENTEFT . EHNICERREZER L. BRNENRIFRSSFERITIFATE. FROGSFE
FEFFATERVBDE LTHIENE T, BRIAEBOER(FOHRNIER U TVIRWVARETDHTL), DOlfRiE
B ICERIREDE T ZRE0 U THIDEFEICYI W BZ 2BMEFTVLE B A,

|| mres

Z DR
FAATRE

T—RBEEI1 IV
(usB1)

PEGRAVS

BRFR

T DR
FIFARA]

T4 YL X

TFRBEEY1—IV
(SLOT)

(3) BigIL—9 &S5k & DEDBEEES
BiEIL—5 SXERE OHDEEBSCE. LTOBENEISNET.
- BEBIL—5h OXERF TORIBHIMEEE

COREICHT BZEAREDREFERE. LTFOESUTY,
o EESEERKEEZEFIA L EERE

s FAFZVII—T 1 VITHEEZEFIR U ESEH
RIS, ZNZENOREAEICDOVWTHIALE T,

EETERKEZFA U ESRED
[O—HIIL—9 EREIL—9 EDRDBERE] (P.165) DHALERKTT.
BREERERICRET DT LICL ST, MBL—IDEDBEREF TRETEET,

CAREIIREDIIT
L3 EStBkae 2 AR U CHAEEEDHEEERZITSBEEIE. BEVICEHEI —IEERTILSICHRELTL TN, B
BIL—9 KW EODEBZERUICHES. ICMP echo reply &, FERIEZFIHE U CERTICEESNE T, FTORIETH
BEBENFHE LSS, BEHEIBL THICMP echo reply W EASTTICEIETER L KRB fcth, EIERENTTS T &N
TERLBEUFET,

FAFIvII—F « VI ZFA LI ESHRE

TAFIvII—FT 1« VI ZFAALIIBE. BEIL—IDSORBRADBHICK >TREEINE T, BEEIH
(F. BHEIL—I D SOEBEAICKIRBINE T,

167 BIENY I 7 v THERE



HEAESHBAE (V20) F2E HEEH=E

i CEAZERAE

AEBRFERSNICEGRIECEICEEREEARE T EEE Y R— ML TVET. BEOEIBREDEETITS
CENTEFY, CIT. BEERICEL ST, EERE EEIHRENBERIGERUCRET D ETEELRE
ENMRTHLBRESEHHUFET, INICHL. KEBFERNWISBEETEEIREEZBES B DIEHRTHEREET
FIHELTWVWETD,

EFcHEREEEFIRURIBEE. Z0ERLIFonline AV Y REITICK D AR —IIETHH D F TEIETEER
BOFFFRFINFT, INICKY . BRESEERICODEEUICEEZERDOIENTEET,
FAEIREEANDER L. offine IV RE(TICKDFEHRFEL. BEREERBIICL2BEHFEEZTOIENTE
*9 ., BEEAEDHEEIE remote ap recovery EER CRESNE T,

2.32.2 RETNIEERSICH T HEE/NRFOHEEE

BEREORHTAICK > T ARETOEE/NATOKEIC K DFRAENERZVET,
Tk, ENZENDREFTEIC K BFATELAKE TOBRE/ N AGTOEREIC DV THIALE T,

RS NIBEES DA

[2.32.1 BEREEDRLERE] (P.164) [CK>TRESNICBEREE. UTOKS ICHIAINET,

+  VRRP##eZFAUIEERE
VRRPH#EET, YRII—INUBZERE LTHAINE D,

o FAFZIVIIN—T 4 VIHEE=EFIA UEERE
RISHIEERE T, RIBYWEBZERE UV THIHSNE T,

o N—ROI7ICKBDESHRH
Ethernet@#RC. VLANB LU lanA VI T T —RADI U VERE UTHREEINE T,

. F—SUvIZrORILEFNRUEERY
BRI DFATRERENDOBRER E UTHAIHASNE T, BFEEEADIT R TOEHGELFIRTREEIRES
PG, ZHITDI2MmtA VI TIT—ADT I VERE UTHHAEINE T,

o EGLESEEEZFAULESRY
EHEOHAREIRENOBBERE UCHHESNE T, BFEERAND IR TOEGKEDFIATEEIRE S
261, ZHITDd2MtA VI TT—ADI I VERE ULTHIHEINE T,
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BIS/ VAT ERERE

AREDBE/NAIOHKEEE. UTDEBUTY,
+  VRRP#gEZ R Lo oitkae

«  IRESHIEEREZFR U oI orkee

o NIWFIL—F 1 VI #ReEFIRA Lo o

AE
« NwI7vTR— bEEEZFIR LT okeE

KIS, ZNENOBE/NATFORAEDHAEHALET,
VRRP #gEZF|F U 13X Ot&aE

VRRP #BeZ A UIcIBE. VRRPIL—FF. BEKUBEEDEVKENFET 3 LHMEIN TS EER. R
BIL—IDMACT RURSBTITEBENNT v hZEZIELE B ALANADS > £ HEBEEN SV VRRP IL—
I (RRAIIV=F)BNT v M EZBEU ERELE T FNDVRRPIL—9 (INy I 7 v T IL—9) FERELF B Ao

YRII—T1F. EERHZZKICBEEDEREENDEEZLAN EICLBULET ., YRII—IHWBEEZTIFS
TS LT, UTDEEL BV F T,
- AVITI—RTIVRUA
AVITI—RIIVRNIAEF AVITI—ADI OV ZLEEULTHRIRLE T, D#EEEE lan vrrp
group trigger ifdown E&KIC &k > TERESINF T,
. W—hTIYRUS
=R DY NUAF, BESNERENIREN SBRLIEIEZEE UTHRALET ., CDEEE lan
vrrp group trigger route EF&KIC Kk > TERESNF T,
. J—RIHYRUS
J—RIDVNUAHF, VRRP ./—RF DY MU HREEZFIE U CEERERENDIERI TR Zo T &
ZEEE LTHIALET . TOHEAEEI lan vrrp group trigger node BEIC K > TERESNE T,
Ny I 7w FI)Ib—F&. VRRP-AD/NT v MTKD TV RI I —IEBRODBEFIEIFYRAIIL—FI DEEELTE
BAICKDT. BEPFUKIRII—FICRHRBIRNELEHIULET, ZOHER. BENVRAIIL—FIERBHIE
58, REIL—9IMACT7 RUAHTNT v b ZEZEL., EEXLEFE T, CNICK- T, BENANTFOEINET,

RIS H{EEEZ R U o miae

TEKBIE, BEVNT Y MEEDA VI TI—ANSEET Dh7%Z, BEI R ORIBBERICK > THELE
T, RISHIEHEAEZFIRT S LICK . BEERBEICRRIBERZIORBAICEEL, BENANTEEINSH
Fo Fleo FA4FTIVII—T 1« VTHEZFIAL TV RHEIE. BRBBEROZEEZ, 1 FIvII—FT1Y
J70 VALV THEEIL—IISBRIT S EICEK>T. AREICEET HIIC, TOTBELSICERITS
CEHTEXT . INSRIEHIEIEREE. FIFITSTORINICK>TERIET,

IPv4 ZF|FT 5155
FTAFZvII—FT 1 VIHEEEFIRA U TEERBSNEES. £9. TO94FZvIIL—F«2 2’080
JLOEE CRIEZEENTHNET. RIPVI/RIPV2, OSPF B KLU BGP4DIHEE. KEBREEZZE LTV EEIE.
REBRBICEFINFT T, KEBREBHIBVEER. HIFRESNED,
AVITI—RAT I VICL>TEERESINEBEIE. UTOEEERIET,
e 297 4wI)b— bk (distance i*1 U LICEBEINHD)
BRIEERIHIFRINE T,
o FAFZVIN—TFT A VTICL>TEBEINCEZR
IO UIA VI T T —REFHETIREBICH/HUT. F14FZTvII—F 4 VI %ZFBUEESHRBEDOL
HEEIUTT,
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INESDUEBZET S E. RIT A v IILb—hBRUOZNZENDI A FZ v I Ib—F « VT DPTREFIRE
MEREIN. RRNBIHIRENRAESNE T, Fle. I4FZvII—FT 4 VIEEZFIHUTVWSIESEEF. &
RNRFREORERBREBZEIL—IICH U TRIMULET, BERZIAFZvIIb—FT 0770 JILBEDRE
#&i@40IE. routemanage ip redist E&RICL > TRESNE T,

CABEICREDIT
FEBOVHRETIE. A1 VI T —RICERELRET RURICIHET 24288 (connected route) &, 19T —RS
D UHREE THORIBBERI SHIREINE A, ZDcsH. BEN SEREIETEIREICHNT DEET —INEEEF
TEREUCULE - EBSFEOSER &N TEFE A

IPv6 ZFIFT 2155

IPv6 RIP ZFF U CEERE SNBSS, ABREZZZLTVR LR, ABREBICEEINF T, ABRE
MW EEE, HIBfRENFE T,
AVITI—RIIVICKH>TEERHEINBEIE. UTOEEERDEFT,
« A9F4v7)b—b (distance h'1 A LICERESINI=HD)
RESERNBIRREINF T,
+ IPV6 RIPICK > TEEINLRIE
IOV UIeA VI T —REFBETIREBICKHULT. 914 FZvIIb—F ¢ VT ZFBEUESHRBEFOL
BEEUTY,

RIVFIV—T « 7 Ttz ¥R Ul T Oikae

FEREICF. BFERER (remote) DECTICEMDERITER (ap) ZERLIIBE. EDEHEEZFRALT
RKET I ZELMXT DN EERT DVILFIL—T « VI HEEN G T . BFIBRERSRIBHIELEEICK>T

BREINF TN, JILFIL—T « VT #EEF T T TERRSNIABFRROE T O EDERITZFAT 2D 7ZER

T3, BERBERZZEEUVRVTEE/NAZILTED I ENTEXT,

RILFIL=T 4 2 7F. HoEBHBEENEL. BIETRRELLE > TLSEREICRUTEET -9 ZEX(EL

FI. BEEORVERENFIATERVEHIENTVRIESEF. FIATESRIOEREZAIALTEETS

&K T BENANZEGINET,

CAREICREDIIT

RIVFIV—F « VT HEEEFIAT DR, rmtA 9 T x—AD LinkUp trap 3 & U LinkDown trap (&, LA TFDIBE(T%

HENFT,

« LinkUp trap [&. rmt« > 97 2 —RICHMT BEFERESER (remote) DB FOFEFIEER (ap) NINTHHATE
BULREN S, 1 DTHAIATEIREICB > EBEITREEINE T,

+ LinkDown trap [&. rmt4f >9 T T —RICKNT DHEFIBHRER (remote) DEC TDEFFERER (ap) NNINTHA
TERWRRBICR BRI NE T,

FNZFNOEHIEDREDZE(LTIE. rmt 9T T —RAD LinkUp trap 3 & U LinkDown trap [&EHEINFE R Ao
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Ny I 7w TR— MgeEZFIA U roiEmikat

Ny I7 vy TiR— MMEREZFIBURBE. AUEIT AV MR UT2 DDEHTERNET R— M EEHK CEE T,
ZNICEK>T. —ADEHTERNET R— M CEENFEELCEED. HDEZEOFEE LU TVELEHTERNET
R— b ZFBALUCEREZMITIT D2 ENTEET,

HTFRIC, NvI7vTR— kae=FIHT 2 580BRAEIZRUET,

ether 2 1

A S HuB() ]

ether 2 2

[FwzgE@] |
|
@ ERFR
- FEBIF. ETHERZIL—T2HR— M1 EBEK— . ETHERZIL—T2KR— 22NV IF v FELTE
TNTLd
. RE (1) SFWEE (2 B BEVWENYI7 v TIREBRELO>TNS (HUB & FWEBEDBD
JEEB".:.’E@H:.'L\ RYPWBRZITIENTED)
@ E{SEMF
BRI

AEE(F. ETHERZ I —T2R— MM Z&ER—b. ETHERZIW—F2 R— K 2ZNv I P v I TEES
N. ETHERZ L= 2 R— M1 CEELTVE T,

CDIREDBEREZ., UTITRUED,

FEE [ether21] «—HUB (1) «—FWEE (1) «—KA K~

NEFEIREE] D [ETHERZIL—T2R— 1] T —TIUiRlIF. iR EDRELIEES

AEE(S. ETHERO“)L—7°2 R— M1 OBEEEZEEHL. BER— NZEETHERZIL—2"2R— b~ 2(CH)0
BAFYT, CDBFE. FWEEBFESICSMLK I EEFHFEA. CDIREDEEREZ., LTFICRULET,
AEE [ether22] «—HUB (2) «—HUB (1) «—=FWZEE (1) «—HKA b

EERE] DHUB (1) OBENFEEUBE

AEEIL. ETHERQ)IJ 72719 N OBERZEZZEE L. BER—MZETHERTIL—T2R— k2280
BAET. JOBE KE (1) bEEZERHL. FWKE (2) ZREBUEBEICIVED el &%z
RELET, c_(DJk 0)151.:.%2?%7& UFIERUET,

AFE [ether22] «—HUB (2) «—>FWEE (2) «—/KXk

/\ 5% 9 7w TiR— MEREEFIE T DIRIC. lan A >9 7 T —AD LinkUp trap 3 & UF LinkDown trap [&. LATFDIEEIC

RHEINFE T,

- LinkUp trap [&. @IETHERNET R— hAFIATERVIREN S, EB 5N —ANFIRATEDIREICH S THIBEISEE
TNE9,

- LinkDown trap [&. @ ETHERNET /R— MO FIETERVREICR > TEBBIGEHEINE T,

ZNZFNODETHERNET R— FDIKEEDZA(L TIE. lanA >9 T T —AD LinkUp trap S & U LinkDown trap [FiERH ENE

Bh,

Ny I7 v TiR— N TOBERICHEER— MHEIBULEIES. Ny I7 v TR— b R— MU EBZ D8 [C—BHY

[CEIEREICRVET, CDfesd. NwI 7y TiR—MITEF v U PEBROY AT LOTHHEAOTNETH. Tn

FERETREHUFEA,
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2.33 FYJL— bhE(SigEE

FUTU—hEERESR. BN UHBEERIGICHBIZERET VI U—MIERLTHE, Z0OF7V
L—hZE>TEEZTOSMIETT, TV U—hEER. BRI BEVIC. BELT—IVERDPH SiER
UTORWERZZEGFAFICEMNICED H TR ). MIEBRFEEERRIT S ENTEETD,

Ffe. E—DIBFICIE. AAA (Authentication. Authorization. Accounting) BN SEBIIEHRZERIST D &
&KW, E—DERZFENICEINHTIIENTEFT, ITBIC. AAABERNSBEBRZEREID &1L,
BRAZHEFRY NO—JBRICHELCEEICHRT., KUZLKDEFEFEERIDIIENTEET, AAA
1BERIF. KEEICRESNIEAAABRFCIFRADIUS B —N\DSBIBT DI ENTEFT,
FEBDAABERTIE. T U— NEETERI DI DREHERG S BEERICRATIERZERLTD
LZTENTEFT,

A
EEICREAILEER
CEYETIPT LR
CIPTAEGE

IF7—Ib
mt30. rmt31, -

AAA
11— T LDEAER
+ 1—4ID
« BRROREER
CIP7 FLRGE

. mt39

BEICERT 21271 —R%
y F7—ILH 58V HTS

PHS

FUTU—hEBHRICERT 34971 —RIF,. TYTU—MRICFHNEINZIFT-ILH S, ZVTVSAY
I 71 —RZBEENICHRRUTEBIELE T,

e, BEFBOREF. AAABRICERSNEI-—PERTITHNE T,

BEREFOERZENT B1HGE. AAABRICIEFEFO I -V BRZERI DL TEINT S ENTEEXT,
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AT

EIIREDIIT
FUTU— NEEHEE Y R— N T IR IPsec T,

TUTU—REETERTZ A VI T —AFTVTU—FERICBUET, TV — R RICFHREINEmt1 >
I T —2RICIF. remote ERZERE LIBWLWTLIEE,

feEZE, mt30~474 V9 T —R%ZFT VT L— MARICFH LIRS, remote 30 ~47 & T remote ERZRTE
LIEVWTLEELY,
FUTU—MEREERTDHBE (IPT7AIWIVUYTRE)., EEHE [TV U—MERCREUVERR TV
TFU—bhTEHATZ I mtA VI T —AH TEHEINDEH. TNESHTEERATERHOESEHEICINFE DL SIC
ERZUTKESL, KEFATEENEZBALEEEF. BREAEICK ) ZEBENEELEVWEEIHUET,
BRTEREREITDES. TYTU—MNEDA VI T 1 —ADEHDFRELBVTL T,

e ZlE. BREERERAMSERURBEBT. 1049 T —RAEFTYTU— MNAICERT RS, BEHRELTE
BEOERME B ERBIFT,

TV L— MERE AAATBEROD I —HRIDREICE VIEEN H 518513, BEABRTH D AAABRNMERINET,
AAAERRICEI—1—Y (NRT—RBE—) HEET D EECF. EEBSHINTVAA I-HERIBLESINE
T ERBFSHKETVI—HVBERICRKESESH—HBIBZIERN Y. ERESHNSTVI-TIBERICEIEES TH
AETHhRBRVERNHDHEED. ERESDNTVI-—YTEEITONFET,

& ID CTEHMDBEZTOIBEE. AAABROI—YERIC. IDENRD—REFZERL TSV (ERIIER
ZEEZUBVT, IDENAT—REFDI—YBEREERITDEHFIDEULTRONE D),
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2.34 F—93x7 e

F=9IARTME. TLYYXRITA LD [ONWEE] ZFIALL. FEERET-SBEY—EXTI, &
BU—ERZFRAT 3. BEREFOEEREFESTITVE I,

FEERBADBEY -—EXATHDT—9IXRT bZFIAULTVPNBIE/NAZBRI D LICLY . RELIGE
ENTIRELRIE T,

EEES wEES
XX-XXXX-XXXX YY-YYYY-yyyy
T

F—5 337 hZEFIRA U VPN R DEMEZLU FICRUE T,

(1) O YEFDES
NGN Oz U, RNEREZIET D ENGNHFHDDHCP Y —N\DSIP7 RUAPRSIPY—ND7 RL
A, BEBSLBEDEHEBERZNELET . NEULIBFERZTIC. NGNHD SIP Y —/N[CEFLIEZ
TVET, BRETRIE. ERNICERNT Y FEEHUET,

NGN

DHCPH—/\ SIPH—/\

BEEFESE
SIPH—/ B8R

BEEESYY-YYYY-YYYY
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(2) MHm~NDNT v hFEE
F—9 %0 b ZEFIAT BRREBR > TV BMHLRIC, BIE/NT v MHIREULLEE. SIPY—/NITH Ufth

WRDERFEESICAIT EREREXELE T,

NGN

YY-YYYY-Yyyyno

] T
| BEEHE S XX-XXXX-XXXX | 7 BEES YY-YYYY-yyyy

(3) F—9BERASIPEYY 3 VDEIL
BEEIPPXT ¢ 7R, FIRFTEOBEREREUERERE SIPY—N\ERHUTHFEBISRES
NFEIT, HFREFZELXAT « PEHCHEHEZEDEREZF T v I L. BENRITNIXEFRSEZN SIP
H—NZEBUGREESNET,

(4) VPN@EE/NADIBEE
SIPtwY Y 3 VIR UTAEFEBOBHRED &I, VPNEENREEELET,

SIPt v ayORFERE
EOTVPNBIEICHER
1ERE R

| TEEEES I XX-XXXX-XXXX EEEES YY-YYYY-YYYY

(5) VPNBE/NABKLUSIP Y Y3 VDL
BENT Y MR R, —FEERENRET D& VPNIBE/NR, SIPEYY 3y EbICEHENICEIREN
F9,
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CAIREICREDIIT
. P9I MEREFERT 3158, DHCP IS4 7Y MEREDRTE S IPv4 & IPVe A TEMIC LT 2T,
F—9ART NIRHBEDHITH B, RISEBEETS SBBRSORREBUET, TERT . EER
SR TEELRE W,
o F=YORITNF. FATIFEHICLVBERENBBUEFIDT., TEFELEEL,
. F—SORT MEREEFERT 2881E. NAT MSN—Y LR ERT 2URENHIFT,
o BIMVPNEERECSHAT B EFTEER A

& BB TZa7)L [OXYRBESEGIE] O [F—9 DRI MERERES |
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2.35 RADIUS $%gE

RADIUS #gE(x. AAA (Authentication, Authorization, Accounting) 1ESRODOEEZNEEH—/V (RADIUS H—/\)
ZFHAUTITOHEETT ., BHOKETHEU AAA BRI BEREEY., AEDI1—YBEREEETIEESHE.
I1—YOFIHERPRERR. 1—Y T EOERFPPOROFBBERZEN LU CEEIT S ENTEET,
FEREITIF. RADIUS 754 7~ MMEBES RADIUS U —/\HBED 2 D' W F T,

TS, ZNENDOEEECOVWTHIELE T,

2.35.1 RADIUS 75417 > MMERE

RADIUS 754 7~ b&gEIF. LU RADIUS HBik— MEBED' S AAAZRRBH U CHIESNE .
RIS, ZNENOHEETHIATER AAABRZRULE T,

PhAOIF 1T

RADIUS Y iK— bk §BEEAIL (authentication) d1—¥Y{58 (authorization) (accounting)

O+« 31— 35 HERE - PAP5R: RIS R FRUFEA
+ CHAP 535
TV L— NEEkkEE JU7 7+ EREE - IPv4 29 T 1 v T{REEIEER cEXBMEA T T v MY
(IPsec ./ IKE #&#%) (%1) < IPV6 RI T« v TIRIEIEER  ESMEINT W MR
- IKE & v & 3 VHEIED -

H#EE (Pre-shared key)
- BENRIRA IPsec [BERD

TrERERHE
-y Y aVERRKRZ RUR
- 33K IPsec XSREEH
RIEHART 7 T ABHLEHERE - PAP £33 FRUEEA FRUEEA
(MAC 77 R L Z 885 - CHAP =32
(3%2)
DHCP MAC7 RURAF I wv7T | - PAPEREE FERULFEA FERULFEA
(MAC 7 R L A5 - CHAP %3]
(3%2)
ARP SRR RE - PAP £33 FRUFEA FRUFEA
« CHAP 535
(3%2)
IEEE802.1X EREIE AL + EAP-MD5 &35 FRAULEEA iR

- EAP-TLS 573
- EAP-TTLS 585
- PEAP 335

1) IPsec./ IKE i C RADIUS #8EZ RV SIHE DML, 1—P&. /NAD— R EBICIKEBRDBFER
ERRIER. FEBFAUIPY RURZFESI U7 FTFRXMREE (PAPEREECEL) ERWUET,
%2) A—YRIFMACT RUA (REYIWXFIZEUHEX12XF) . INRADT—RIFMACT? RUAZFIEMAC 7 KL
wu\nElﬁ%ﬁt E*TUL/\ZU I‘%E’Dﬁ_quCBU gg—o

177 RADIUS #&8E



HEAESHBAE (V20)

F2E HEEH=E

AEBDRADIUS 754 7 M&REIZ, BHEDRADIUS Y—N\ZERUIC/NY 77 v iBREIcIdaEoanE

RUNTIRECT T

RADIUS U —/N&E UTEERSNIERIAY —NBKO7 DO YT VTP —NIE, alive IREEE dead IRKEEZRFE &
T ZNZENDOREDERBUTDEH W T,

- alive JREE

Y—N\DERTRETHDIRETT,
BEENFL (ERLOBENNEV) U—N\DSEBELUTERINE T,
BUBEEDOY —/N\DIEHFETDHER. SVILICY—NPERINEKT,

« dead}REE

Y—NHTODUITIIRAMIA LT D MUIZEICKY . ZOY—NDERZ—HNICELEUTVSIRET

T, [EDICalive REDT —/ND'FHET 315G, ERUICBEEDERERINEEA,

EIEFHREE CEE LB ERT 2 £, HEMIC alive REICEIBLE T,
RELXIC> 7N T 4 VT Z(TIHBE. IRNTOY—N\Wdead REICTBRD E. SVYILIC1DDY—NT
HTLU. REDESNY— /N Falive REEICEIBLE T

2.35.2 RADIUS U —/\i&gE

IFIC. RADIUS Y —/\HEBETHIATES AAATBIRZRUE T,

- CHAP 533l
- RIEEBESHE
- EAP MD5 53

*PAP /JU7FFRA R

o
v

- RIS X
HEFRIPFZRUA

A9 T1x—RID

- RRIBIER

- IKEHB#R

- IPsec MR &

-y yavERRKR7Z FUX
- ¥R IPsec MR EEF

* VLAN ID

cAITT YR
<INy N
- FE R

%) RADIUS Y —N\HBRECTRITI /7 AD YT 4« VIOERIEY AT AOTICHAEINE T,

AEENYR—BIBRADIUS Y RUE 21— R ZERULET,

BSH (N) EBF>TVWB7MJUE1—HMIRADIUSIEE? NUE 21—, (26,AB) & B>TWB7 MU
E 21— KMEVSA (Vender-Specific-Attribute) T W, ABRY S ID. BNV SEBEMESZERLET,

AFEENYR— 9 B Authentication 15¥R

User-Name (1)
aaa userid

STRING
RFC2865 [T #EHL

User-Password (2)
aaa user password

STRING
RFC2865 [T 4L
PAPSBEIDBSICEREINE T,

CHAP-Password (3)
aaa user password

STRING
RFC2865 |4l
CHAPSREIDIGSICEREINE T,
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Calling-Station-Id (31) STRING
aaa user called number "<called_number>"
Ffzld. <subaddress>h'HDHEF
"<called_number>*<subaddress>"
aaa user supplicant mac "<mac>"
<mac> (& "xx-xx-xx-xx-xx-xx' fzz{
CHAP-Challenge (60) STRING
=L RFC2865 [ 4L
CHAP SREEDIZEICERATNE T,
EAP-Message (79) STRING
aaa user id RFC3579 [C#E#L
aaa user password EAP MD5 EREIDZSEICERINZE T .

REBENYIR— T B Authorization 153k

Filter-Id (11) STRING
aaa user user-role "administrator" : EEEJI S X
"user" —RI—YISR
Framed-IP-Address (8) IPADDR
aaa user ip address remote RFC2865 [C#EHL
Framed-Route (22) STRING
aaa user ip route "<address>/<mask> <next_hop> <metric>"

+ <next_hop>(CI& 0.0.0.0 ZIBELTLEELY,

« 1207 MUE1—bFT1DORBERERELF T . EHEOREIERESRET
258 k. ZOE¥PD7 NUE 21— MR EBERVET,

+ aaa user ip route TIEE LTz distance [ RADIUS #EETITZET D &N TEEE
Ao RADIUS T 54 7 MHYSEIFEL - o 1RERIEFROD distance fBIFH(C 100 BE & 1R

PEXE
Framed-Interface-ld (96) Interface-ld
aaa user ip6 ifid RFC3162 [CZEHL
Framed-IPv6-Route (99) STRING
aaa user ip route "<address>/<prefixlen> <next_hop> <metric>"

+ <next_hop>(ClF“" Z/ELTLEEL,

c 1DO7 MUE2I—RFT1DDRBEHRZRELF T . BHEOREIEREZNRTET
258 k. ZOEHPD7 NUE2—MPRAEBERVET,

+ aaa user ip6 route TIEE LTz distance [& RADIUS H¢BETIRZET B &N TEEE
Ao RADIUS T 54 7 MO SEIFEL - o 1RERIEFROD distance fBIFH(C 100 BE & 1R
WET,
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Fujitsu-ipsec-ikekey STRING

-Commands (26,211,105) "<kind> <shared_key>"

aaa user ike shared key <kind> : £EROBEDERZXF TIEELEZ T,
0 :16EE
1 I XFhE

<shared_key> : £H#% <kind> TIEE UIcERI T FIITIEE LE T,

A7 NUE2—RRFISTXY bENFRA. TDIs aaa user ike shared key <X
2 RT247 XF%#FBZ B shared_key ZREULCIBE. BABWHAN 7 MUE1—KIC
SFENRBLH, BERULEEB Y ICAAABHRMED S5IB<RWE T, RADIUS HEE
{9 %1553 shared_key |F 247 XFZLNTHRE L TL 2EL,

Fujitsu-ipsec-addmask STRING
-Commands (26,211,106) "<src_addr>/<mask> <dst_addr>/<mask>"
aaa user ipsec ike range <src_addr>/<mask> :

RETIPP RURERY BRRATZERULE T, anyd ZIBE LIBESIFINTD
IPv4a 7 RUZR%Z, any6 ZIBEUBSIFTRTDIPV6 7 RUREIBELEDDEH
BRENFY,

<dst_addr>/<mask> :

HTEIPPRUVRERY FRRTZELIRULE T, anyd ZIEEUBEEFIRTD
IPv4a 7 RUZR%Z, any6 ZIBEUBSIFTRTDIPV6 7 RUREIBELEBDEH

BENET,
Fujitsu-ipsec-pingdest STRING
-Commands (26,211,107) "<destination>"
aaa user sessionwatch <destination> : ESIRMIRETBDHTCEIPPZ RURAZEEELE T,
Fujitsu-ipsec-ext-addmask- STRING
Commands (26,211,108) "<src_addr>/<mask> <dst_addr>/<mask>"
aaa user ipsec extension-range <src_addr>/<mask> :

EETIPP7 RUREVY AT ZERUE T, anyd ZIEELICBRRF>IRTDIPv4 7 R
LR%Z, any6 ZIEEUGESIFTRNTDIPV6 7 RURZEELEBHDEHFRLE T,
<dst_addr>/<mask> :

HTEIPPZRUVRAERRIZERULE T, anyd ZIBEULEBSIFIRTDIPv4 7 R
LR%Z, any6 ZIEEUGESIFTRNTDIPV6 7 RURZREELEBHDEHFRLE T,

¥1D207 MUE1—FT1 DOMREEZRELE T . EREDOHREAEZRET S
BaE. ZOEHFO7 NUE1—- M REBERUET,

Tunnel-Private-Group-Id (81) STRING

aaa user supplicant vid 0x00+"<vid>"

<vid> : Supplicant [CE|*) T3 VLAN IDZEELEF T,
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AEBNYIR— ~T B Accounting 1EFR

RADIUSZ RUEa1—b (BS) ==

Acct-Input-Octets (42) INTEGER

RFC2866 |4l

Acct-Output-Octets (43) INTEGER

RFC2866 [ ZEHlL

Acct-Session-Time (46) INTEGER

RFC2866 |4l

Acct-Input-Packets (47) INTEGER

RFC2866 [ ZEHlL

Acct-Output-Packets (48) INTEGER

RFC2866 [T $EHL

AT

BIIRZEDIT

AEBEDRADIUS B —/V#EEElE, SFRGYU—X, Si-RYU—X, BELUSR-SYU—-XDRADIUSTSA 7 b
hoFETEERT,

18DERKE LT, RADIUS—/\EEEE RADIUS IS4 7 NERER AT S &lFTEF A

1E8DAREE LT, RADIUS U —/N\HEEZEHEET 5 L@FTEF B A,

RADIUS 7’0 b JLOFIT. BRI KO T HO YT 4 VI HTA 2L 256 T . EEFIC 257 U EDFREEE
PHOVT 4 VT ETOCGER. @HAEDKKLET,

RIEBED RADIUS #EEIF 4096 /N1 M EFBZ D RADIUS D/NT v hEIRZA FH Ao

RADIUS B —/\#gEZ AWV DHBEE. UTOKSBBESICTDEREBI TULEVET, RADIUSH—/N\DS/NT Y
FERXRETERLZRY, RADIUSTSA 7Y MAITIA LT D MOREL, SRELFKBLET,

- IPV4 RI T 4w IRBEREARBICHRELLBS (B> EHRVLER T 130 @H' LR)

- IPV6 A9 T« v IRRIEIBMEKREICRELBE (B2 EBHRVLERXTH50EH LIR)

- ViR IPsec WREEZKEICRELEBES (B> EBHRVER TIN50 EH LIR)

AAA EERD aaa user ip route. aaa user ip6 route (9T 1 v IRIEER) THREU distance B (BEE) (&
RADIUS U —/N\EBETIIEHET DT EFTEF HAS

AAAIBEERD aaa user ip address local (IPEAXER) THREUEMIP 7 RLUXRIERADIUS U —/N\EEECIIEET
BT ERFTEFEAS

RADIUS 7 5+« 7 > bEBE TS U T= Framed-Route. Framed-IPv6-Route D1E#R(a distance [ (B5EE) 100 D#Z
BIERE LTRONEF T, Fleo INSORBIBFEREZITANCRER. ZEORBEMOLRZBATUESES. O
RIFUBIENZF T,

RADIUS IS4 7 MMEREZER L TCH. AU IL—TDI1—EREFFIAEINE T, AAATIL—TICRADIUS T
SA 7Y MEEE (aaaradius) &E1—H1EHR (aaauser) DAAZERLCHBES. I RADIUST >4 7Y MEBET
SREENTTHONFE T, RADIUS IS4 7 MEBETORIIN I U ZEIF I — T EREFIASNEF B AN, FREEICK
BUEBSF. RICI-VBEHRCREETVED,

RADIUS 7 AU VT 4 VOO —NEEHETERUIEES., 7AD YT« VITRBET NIV T 1« VTR TIRBIDT
AYVTF 4 VTG —NTERENZOEEEN S U F T,

RADIUS U —/\#$EE(d VRRP #EEZFER UL TEZE(LT D LI TEF B A
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2.36 MAC 7 RL RIEEEERE

MAC 77 FUR”I%&EE‘E(‘:H: g %mmwu\uET INR— Z%*IJJEHLJMAC I\I-/Zn:u\u[E/ARwa\nIE%?i5jﬁA\
BEIMICMAC 7 RLU R EFRZBREADREI T —INR—RIC—EERTEDHETT,

AEEZFIALT. —EDMAC 7 RURNEHEZRITTRY NDO—JZBHRT DT ET. FRIOREET—9
N=ZNDIHARMAC 7 RUZADEFRZITD T ERL<. MEIRIHARMAC 7 KL R ZHEIC AAABEBEDSREET —
INR—RAICEBFRITDIENTEET,

CABREBILREDIIT

+ RADIUSZTSA 7~ MEEEZRAULTMAC 7 RURSREIZ (T OIS (E. AMEREICKW ITRXTDOMACT R IJZW..\uE(atmm
MIMERYETH. MAC 7 R ZDINEFITHNFE R A. RADIUS H—/NTMAC 7 R ZDINEEIT> TL I2E
RADIUS B —/N\#EEEZFIFH L TVWB AAA T IL— l«.?db'CﬂY%’i’ 5158I1E. RADIUSTSA 7Y Hﬁ'JlCiE%I]@'%)
VLAN ID [FEECRESNEBA. BRICHELTL S
MAC 7 R L Z DIREEBIAT BR1ICREES NIiRIE. w.,ﬁf%ﬁﬂé’;ﬁﬁwuatmwﬁbrdmnw MAC 7 R L ZR&E
onsdszm WEBA. MACT RUZDINEERIEL TH SRIIZRIET Bh. REHRSHEL ORI CIREET >
TR
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2.37 IEEE802.1X ER:EiknE

IEEE802.1X SREI#ERE & (X, ABRICERE LTz RADIUS H—/NIC K> TEREEEITWVE T,
AEETIlF, IEEE802.1X [CHEHL U f=ER5EHERE (802.1XEREE) ZHR—MLTWVETY,

SUEEEEEIX. EREEATN. [EAP-MD5]. [EAP-TLS|. [EAP-TTLS]. [PEAP| IC®IHLTWET, =TS

DT T—IN—RELT. BEREADAAAEREZRVcO—HIVEREEE. HEBICRADIUS H—NZREL

fcUE— I\m.\nl—th‘ﬂﬁﬁf*i_g"o O—AILEREE =R AT 5B &(d [EAP-MD5] DH CEREIZITL\WET, UE—
NI ZFIRT 355 O—AIVEBEEICLERT KW Z 2R [EAP-TLS] B&KU [EAP-TTLS| & & TR =TT

W&Ed,

AEpE=EFIET B & T, SREEEFOIDIRLY Supplicant DIEE GREIERZR<) ZIRTERMU. BN

Supplicant AP S DR Y RD—TADARHET7 TR ZHIELE T,

FEKETIE. 1 DDYIER— b TEHMDIHKRZSRIACTEX T, CDHE. FEEDYWER— MM vFUT
HUBIREZE R L. ZIICEMDHRZERL T, TNENDIHAK CeralZ1T D ERNTIFETI,

1 DOYNIEIN— b CTERHMDIGRZEREL T %S, ‘EAPOLEE" X v E—IZXET DY TUAY MY T M EER
UTLIZTW, “EAPOLBEIE" X v E—IZXELRZVWSTU ALY bV T M TREBIINFEBEINE Ao

RADIUSH —/\
(835D

192.168.1.100

BigHER
SBEEAT | EAP-TLS

CHAIFBICTEDIFT
AAABSREDRERIEIRE U CTITBERSIFEEFYR— MU, JEHE N v M. T—98) (&, BICO@EHENET,

RIS, FEAPDFSEIANEFHZRUE T,

EREES B

EAP-MD5 [+ ID, /YZRD—RA—ZDRIHFHETH 3.
1—YEENNRT— REEFTE3BE, BREORHERHTES.

EAP-TLS « FHAEADER (BIJIT T [CKBFTENTES,

ISA7 Y~ (A—YIHR) EY—NOWBICBFREINT VI IVEHAEIC K DWAMREN TE S,
o HRRUINOI—YERIAZEDF = v I BLTESHTES,
« EIAEXRMIER (CRL) ZRIRUL. K3 UTEIRED Y 7 BRZIEETE D,

EAP-TTLS + ID. NAT—RR—-XADRIHRIETH B,
1—YRRAI CHRESHITETH B,
« BABOIXMEEIDRL BLEFIUT A UNIVEHFTE S,

PEAP + ID. NADT—RR—XDFEHRHETH B,
1—YERAICHRRENFTETH D,

« BAROIXR hEIEADERL, BLEFIUT 1 UNIVEHRTES,
1—EENNAT—RZEECTCERRE,. BEEOEFZHR[CED,

183 IEEE802.1X S3:i#LaE



HEAESHBAE (V20) F2E HEEH=E

EAP-MD5 £33

EAP-MD5SREEE IF. A —HifRE RADIUS U — /N THEBED/NAT— REF DT EICKH>TEREET 2 /KT
T FrLY - VARVAEPUERY L., MD5/\v Y aBIC K> TEBS{ELT. RADIUS H—/N\H1—HD
SREEZITVWE Y. O—AHJLEREEFE [RADIUS H—/N] ORDO W IICAKEAD [AAAKEEE] HFIESNET,
IEEE802.1X #BEMD EAP-MD5 S3SED Y — 4o Y A Z LU TFICRUE T,

I—HiRR Si-R RADIUSH—/\

EAPOL | EAP over RADIUS

IEEE802.1X

SREERIRER

EAPOLRH%A

IEEE802.1X
SRAERAtA
EAPUZ T Xk (IDER)
! EAPL Z/R>Z (IDi@XD) RADIUSTZ Ao T A (ID:EEN)

\

\
\

MD5
Fr L IEEE
EAPJZ T X I (MD5R4) RADIUST7 7R F+ L >3 (MD5RH4R)
INAT—R < <
(BEFrLIE)
*ME
EAPL ARV R (INAT—R) RADIUST7Z AU TR
IEEE802.1X
SREERLINEAN
EAPH I+ X RADIUST7VH ATV 7+

< <
¢ <7

Tunnel-Type.
Tunnel Medium-Type.
Tunnel-Private-Group-ID(VLAN-ID)
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EAP-TLS 5X;

EAP-TLSEREE& &, 1 —HimRKE RADIUS B —/NDOWRAICEHRZE#F D EICK > TR T AR TI,
IEEE802.1X B¥BED EAP-TLSERSED Y — o V A ZELUTICRUE T,

a4 Si-R RADIUSH—/\
EAPOLRRE _
EAPUY TR (IDEXK)
EAPL Z 7R Z (IDIEAN) _ | RADIUST Y XYY T k (ID:&EHD)
EAPUZ TR | (TLSEHHR) RADIUST YR F ¥ LY (TLSFISR)
EAPL ARV A _ | RADIUSTZ R I TR [
Client_hello:TLS/\— 3> >3 VID ELEL BES 7L 31 X LMRAEDEN
EAPUJZ IR} RADIUST Yt RAF+L >
Server_hello3EIRLIETLS/N—T 3> 23 VD ELEL BES77)V D X MERH @A LS
Certificate 't —/ \FEBRZ D%(T 293 T—3y
Certificate_request: 7> 77>/ FERAZE DZFTERK ) 3
Server_hello_done: % —/\Hh5D—ED A vt —IH&T ZBH
| MTURMEDT —2IBHEIENTEAENS (SE3HE) 5
| eapL T2 | RADIUSTHERUZ TP |
|| EaPUS TR RADIUST 74 AF¥L > E
| [z |
EAPL XKV R | RADIUST7Z 4TI -~
Certificate: 7 577> MEERRE D3E(T
Client_key_exchange: 7L< A2 —o L b D&M (U —/\ R TESL)
Change_cipher_spec: #ifzlC % 0¥ T— SN B SAREFER T 2T &% B
Finished :$#3#&ERAIVEN RIH L fe T &7 @A
| O MTURMEDF —2IBHEIEN TR ENS (SE25 %) 5
|| EAPUsTRLE RADIUST 742 F+L > E
| eapLzR> 2 | rADIUSTH Y ZT 2N |
NGE 5
EAPUZIXb RADIUSTZLAF v LY
Change_cipher_spec: #ifzlc % 0¥ T— b ESNTcBSAREFER T 2T &% B
Finished : 2331 SRAFIVED BRI L e T & & @A
EAPL KV R | RADIUST7Z LRI TR N -~
_EAPHIER RADIUST VA7t T+
< & )
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58sL (EAP-TTLS SREEHEER)

SREf & 1&. RADIUS H—/ND#HCEIBREZE#IF D EICL DT,
DY -4V RAELUTFICRUED,

EAPUZ T A (IDER)

EAPL R 7R (IDi&@%0)

Si-R

RADIUS7 7t RX1)7 T I (ID:&@N)

Y

_EAPUZ TR (PEAPRESA)

RADIUST 7R F ¥ L > (PEAPRISA)

EAPLRRVR

RADIUST 7t AU TAb

TLS Client_hello

_EAPUJZTRN

RADIUST 7 ¥ AF ¥ LY

TLS server_hello_done

TLS server_hello, TLS certificate. [TLS sever_key_exchangel].[TLS certificate_request].

EAPL XKV R

RADIUST 72X TA

»
>

TLS change_cipher_spec. TLS finished

[TLS certificate]. TLS client_key_exchange. [TLS certificate_verify].

_EAPUS T}

RADIUST 74 AF¥L Y

TLS change_cipher_spec. TLS finished

EAPL XKV R

Y

RADIUST 7t R TA b

\

RADIUSTZ 42 F v LoD

EAPUZ IR} (IDER)

EAPL R 7R Z (IDi&@50)

Y

RADIUST 7t AT TAb

Y

_EAPUZIZ

RADIUSTZ£AF LY

| EAP-Type=MS-CHAPv2, OpCode=Challenge

EAPL ARV

RADIUST 7+ AT TRk

>

| EAP-Type=MS-CHAPv2, OpCode=Response

_EAPUUTRb

RADIUST 7 ¥ AF ¥ LY

| EAP-Type=MS-CHAPv2, OpCode=Success

EAPL XKV R

RADIUS7 7t R T AL

>

| EAP-Type=MS-CHAPv2, OpCode=Success

—y

_EAPUS T

RADIUST 7 ¥ AF ¥ LY

| type=Extension Success

EAPL ARV

RADIUS7 7t X)) LAk

\/

\/

EAPH I ER

RADIUST VA7t T+

)L

SREALT B AT, IEEES02.1X HaE

RADIUSH—/\

TLS
xdyI—vav
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2.38 AIEmK7 I ARGLLEEE (MAC 7 KL X535

RNEMART 7 ABALEREE (MAC RURSSEE) &1, O—AILANDSUE— bRy fDT—IAthiikg 3/\
7w MOXMETIRANFA S NICIHARTH DD Z. XETTMAC T RLURA%ZH & (CEREET DHEAET T,
AHEBREZFIRT 2 C & CRREGBFO OBV ERKRZRM L. UE— bRy NI—INDREF T ERZRHLELE T,
FELZAT D IcHDEREA T —IN—RE LT, BREAD AAARKREZRW-O—AJLESEEE. SHERIC RADIUS
Y—NZEREULIY E— MREAIDFIATER T,

YE—hERyrT—2

B O—7J/ULAN

CAITBICTEDIIT
. AEERETIE, BARNSD/INT v NHERZE UTRIEEMUET, LIch' > T, BRMIC/TT vy REZELREN
HWRICDVWTIE, ERICHEANTCERVESHHUET,
. AEEETIE. BRCEICRIIBRE—TRERELET. RIERE RS LERETRIF—IR—ADEEPEN
ZI5E. FRIEFEUCVBRRIHERN I A Y7 IR TBDETRMENTULRWVKSICERRADZENHUET,
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2.39 ARP EZEi%EE

ARPSREIHERE S (F. EULEARP /N Y b GEETTIP 7 RLUAHY0.0.0.0 M) [CX U TEIETTIHAD MAC 7
RURBEIZ{TSHEEET T,

AEEEEFERTDE. LAV 2Ry NDO—JADRERKRDERHE. BrUZDHKICHT DBEEHETEET,
SREIATIE [CHAP/PAP] ([CHIHUL. ImERDMAC 7 RLU R E. AAABHRE I RADIUS H—NICEELE T,
AAAIBEERB KU RADIUS U —/NICEIF T DIES(F |DB$U/\°Z'7—|\“<‘:L/ZMAC7FUZE165§§Q121‘?‘]
(IOVTRISREN) DINXFTHRELTLIESL,, BB, FBEA/NAT— Rh'arpauth password IY¥ > R
BESNTVRESIF. BU/NZAD— hb‘{ﬁﬁﬁiﬂi?o SEUARP /NT v FDXETTMAC 7 RU A D E R
TNTVEBH S EEE,. YRATFTLOJICRRUET, BH. ERENTLRVMAC T RUADIFKRICHULT
ARPN\T v M E{E > BEHhEDEEDH ) F T,

B, SREIRBURIFISRTE T DIRRIC. BRIz ICERSIARBURIFIFRNGE T 9 2 10 FF1ICEREERBIRAKIC
% U ARP Request XS U. IHZEICTARP reply Z2{E UTcIBSICREHIEZRELE T,

VLAN (BT7Rwb) [CDOE1EDHFMBZENT DI EICK) . ZDVLAN (UTxRv N) 2EDRE =TS
ENTEFXT,

g_/ufaEL_m’&’Jb"C
RNEGHENFETARPREZT>CLRIBGIF. BEZHET DI LN TER A,
NEBHEENSD T U—LXEZRH ST EFTET A,
« BIEZEWHETBHDARP IEAEEN SXESNH EIC. EUVARPERTLEEESNIBEIF. FIELGHKSEE
BED PR METEENTECLRSIBENSHIE T,
- BEPBEETSREZURVE. YRATLAOTZRRT DIEITF TREGHEEECHT DBEDHEFITOE A,
« AKERETIE. RADIUS7 AU YT 1 VI HEEIRERTEE B A,
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2.40 SSH Y —/\i&gE

SSHHY—/\E¥EEE (. TELNET U —/N\#EECRIC Y E— bOJ' A V#EEE (sshU—/\) EFTPH—N\EBEEEREU
UE— NI 7 A IVEDEEEE (sftp B —/\) ZHR—MNULTWVET,

TELNET Y —/N\EEEB LU FTP U —/\EEETIE. ENTFA M T —IDEFBET 0. BEABTEEZIN
o), MEASNBEREN S ET, SSHY—/\EEETI(F. KA MBIHSLUBSILBEICELY . RETIERE
TEZO04 VEEEB KT 7 A IVEREHREEFIFA T A C &N TEE T,

o s FEBEDSSHY—/\i#Eld, BSD S Y RICEIVTABMINTNSTU—Y T b T 7D OpenSSH ZFIA
LTLWET, FULKLE. 2XT1 b (https://www.openssh.com/) ZSRULTLEEL,

TrAEEE
AVTFVR)

sftp7 247> bk

AEBEOERBABRSIUU Y MFICARED SSHRR MREERNMERSNE T £REEE. BTN 5S
P TYT ., SSHMR MEREERERMFBIFE T TIFICY XOT D HATN, EMTE T LR SARE(C SSH
BRIBIENTERT,

SSHIZSA7 VYT RDT7ICH5H UHiEHEMEFD SSH KR MREIRZSRTEL TH K MEL HBIEE(F.
LB T show ssh server key dsa 1< > R&E (3 show ssh server key rsa 1YY RERITULTRRENS SSH
MANREIRZRELE T,

AFKEIC SSHIER UTBRIC, AFKED SSHRR MREERN' SSH IS4 7 Y MAUISEEEINT, REFCHMREF
TNTLVBRERLBGDIHEF. SSHERNESINE T, LIch'>T. BEIRBREICKY. SSHRR bERE
BOAEESNIHZGIE. SSHISA TPV MY T MY I P ICREFIFREFSNTLS SSHIRR M ERRIRZB5R
EIBNHIFRLTHI S SSHERULE T,

Z0%. NAD—RAHNTOVT MHRREINETH, SSHIRZ FEREIIFEDIURIC K . RIRESNBZFTED
BN X T,

REKEND SSHERE. FAFICRASEENTFETT . RAEGHEBR THCIR SSHERERNH - LIBE
(&, SSHRR hEREIZ T BRIICYIMIENE T,

F Iz, serverinfo ssh/serverinfo sftp Y > RZ off [CERET D &ICK Y. SSHY—NHEEEZETRICEILESES
CENTEFT,
sshISA 7V hEsfip I TA47 2 M SSHRN— MIIERF T D=8, serverinfo X RMDsshFfeldsftpDE

B55HhH on DIFE. AEED SSH R— MIIESHE TEDIREET. serverinfo IV Y RToff ICIR>TWLWTH/INR
J—RANDFTHTIONH LT, EBEHUIFISNET,

g/ufd»%!uméj”"(
SSHH—/ VA b“%@l:rﬂ:btb\éﬁﬁgt$' BZIE L. serverinfo Y RTSSHEERED EBE S ZEBRICUL
THREZRRUMIBEES. SSHiRA MREHBROERICEHEIIMNIE T, TDEE, By Y aVERIALT I MHE
EITDIRE. l&b‘ﬂ)LiElu,E’%?é_JﬁE’l’_{b‘aﬁU 9,
o AREBDSSHY—/NHEETIE, SSHPORIILN—Yav2 BFEYR—bULTWAE$. SSHZO ~IJL/IN—
JaV2[CHBUIESSHISA PNV ITRNILT (sshISAFP VRNV IR 7HBELUsftp IS4 7V RV T~
D7) EERALTLIREETV
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LATRIC, sshiZfid telnetiEHmDIBERERUET,

NAD— RASEFEAHBESIME | 25 telnetinfo MERTEICHES
(O7'4 oS telnetinfo DEREICHES)
YROT Ry t—J (—EHRE login 1—H'% logon telnet

BITFIC, sfipkfits fipEDEERZRLE T,

11— IDIEE EinailCIBE ERRICIERE
(—EBD sftp 7 54 7 > NI IEHEIRES (—BRD ftp 7 54 7~ MIiERHRIC
ICIBETS) IBET D)

NAFUE—RISE U &Y

Ny TE—REE U &t

ARKECTYIN— 9B SSHY—/\HEE

SSHZO~IJIWN—Y 3

SSHZ’ORIWN—=Y 3V 2R FEYR— K

SSHR—h&ES 7OV 22 /TCP

IPZORILN=T3Y IPv4 B KUV IPv6 T R— b

RA MEREEZ O ML RSA

RARREEZ IV TUX LD | ssh-rsa, ssh-dss

EBSARDERE aes128-cbc. 3des-cbc. blowfish-cbe, cast128-cbe. arcfour. aes192-cbe.

aes256-cbc. rijndael-cbc@lysator.liu.se. aes128-ctr. aes192-ctr. aes256-ctr

Xy E—IFEEa— FOEE

hmac-md5. hmac-sha1. hmac-ripemd160. hmac-ripemd160@openssh.com. hmac-
sha1-96. hmac-md5-96

GiliSzE80m

3
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2.41 7oU—93avIJ 19

PFUT—23V T4 IVIHEETIE. NEECTIET 2FY—/\REICH UL TP I R ZHBRI D T ENTEFT,
CNICKY, KREDXA Y TF YV RAFRIEIEEDY —/\HEEEZFERT DinKRZREL. EFa2UTrZ@LT
BTENTEFT,

FTP
H— ) \Khe

TELNET
H— ) \Khe

SSH
FFRIE NI o — ) \HghE
FIRE

X

TIME
H—/ \KaE

OO

DNS
H—) \Hge
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2.42 PKI &g

PKIBEES (&, YT IVEIHHEDIER. . HIFRZEITOEBETY .
SEAZE & (F. ITU-TEIED X509 [CERSNTSY . AABR. NFERE. BVER. YUZILES. YIRF¥
RENSENTLET,

PKIKEEZERT 27U T —Y 3 V(. LMTFDOEBYTT,
« IPsect¥gE (RSAT Y'Y ILEZRIAT)

CAIBEBICTZEDIIT

o AEEDPKIBEEETIE, SEBAZICDWVWTEREEE (CA) ICEAVLWEHEZ CEETEEBAS
RSAER7 B LUBRBTHENHVSESF. RSATIIINEBLITFEHTE=E A,

. ARBFEEBIREEIEFEBIBEOEDHEENET UEaTh, 77U r—YavIck-> TRIIREE%E
FERUGITET. BWERNET Lgald. STRE0EH (3% ®T> TS0,
#L<lE. BPFUS—Y 3 VOBEBERESBLTLI T,

. REIESREEIEEORIICARASNS Y. BELERIBIBEEN SRITINTOWRVIREDSRS. BITIC
KT BT ENBIET,
#U<IE. 8P FUS—Y a3 VOREBEESBLTI T,

& 28 T-a7)L (O3 RRESHIE]
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2.43 sFlow t%gE

sFlowlg. bS5 T4 v IBUZIVIALICEZIU VTS BHDOTONIITY,
FST4wIDTLK—BEYTUITUL, HBEtNFETHERTLET, TDH. Ry NI—TPREICERZ
MFIT. BERY FO—TICIFEFISE LT,
sFlow #EEIC(X. T ORBZFOREN GBI T T,
+ sFlowI—YJ TV b
FSTO4vIZEZI—-ULT. b T4vIICHATREREXETIRETT .
e sFlowdL 7%
STy I EREZELTHENITDRETT .
sFlowEE TRy RO —J ZERT 2HBE. UTOREEZY R— MU TVWRIREN G FT,
BRI 30 i sFlow T—Y 1 MgE
RN B4 : sFlow O 7 9 #k8E

sFlowT—J' TV ME. UTOEZYR—MLTWVET,
o JO—YU7ILEkEE
ERENT Y M1 —HIEEDERTEICH Y TU YT U, sFlowBRICIHTILIVIIISEELETD,
o HOVITTTILEERE
FINA ZADFEHERZ I —IEEDRIRCEICY Y TFU YT U. sFlowlEBRICIITUTIOL I 9 (ISEELE
ER
sFlow L7 I#kElE. I—I Y bDSDUYTIVTF—I &SR, WBLRY ND—JZEZIUVTULETD,
KEBECTlF. Ver5DsFlow I—I' 1Y MEREZ T R— ML, wan-lanBED/NT v b EY Y FILOFRICLTVE
ERS
AHEEEERT BI88. sFlow IL I IDBIENETY,

& SR oL 7)) (-8

o sFlow¥gElC KD EZ-ZIVU VT

g ’ <~——-LAN-WAN;E(E -

I—Jzvh
Q sflow7—%

|
L1/

sFlowd Lo %

& 2R T-a7)L (O RRESHIE]
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2.44 FSYFVOEEE

bSwFVTHEEE . BEDR. BEBYA 29T —ADORKEEL (MUA) ZEZEE LT, BEESNLTF Y
Y3y (AYVR) ZBRATSHETT,

EETED MUARUTOESNTT,
« J—RbhUH
« EBENUA

J—RFhrUAH

HBDR/ED/—F (B ICHUT. ICMPECHONY v hEXRET D EICKVZED/ — FOBEEFRES K
UEBZERHEULE T,

R NUSN

ERNRD/—F (&B) [CHULT. TCPERZTV. Bt r FCORBEZAELE Y. AEREZHLICE
RFEOBRREBDORES LUEHZRB LT,

773 (AXVR)

NUARERICERTIBZIVY REEELE T,

CAIEEBICREDIIT
- EETZ7PIVaY (AXVR) ELT. AYYSY - 07 - st - REBEOFRRIATY R, BLV. FSvFyo
MEEESDRT - BEROREHEHRET - 7V PREIVY REEELLES. I7Y RERTINE LA
J—RRNUATOEEETSES. 18F./— RICICMP ECHO /N4 v NEERINICEELE T, ZDo. ELEHT
FRVEREERALTVRIESE. BEEEORRICEDCENBUET, COXRSIRBERETIE/—R M) HZEED
BOVTLREEL,
. BENHTOERETSHE. BF/— RNy NEEHNIGRELE T, COSH. EEHITERVEREE
AULTW2iE5(F. BEFESORRAICKRZCENBUET, COLIRBRRBETCREENARFEDLRVTLLREEL,
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2.45 USB X EUfE

USB XEURBEL(F. USBXEVICEBHERBRZHREFLLY. USBXEUNSEHERBRZLET DD
DHEEET T

o 5 SHUSBXEY (BHBR—LN—Y)

https://www.fujitsu.com/jp/products/network/manual/usb/

AEECRUTDI 7MWY AT LZYIR—EULTVET,
« FAT12 (VFAT)
- FAT16 (VFAT)
« FAT32 (VFAT)

Fle. KRECRUTOERZTS IENTEFET,

« USBAEUDT#+—Yw b

« USBAEUNSDEMERDEX

+ USBAEUANDBHRERDRT

« USBAEUNBDY T LY I7DEH

« USBAEUADY T RII7DREF

+  USB XEUADtech-support DIRTE

« TPAIRE T7AMIL—BDRR. T7AILDHIER. T7AAILDIE—. T7AILEEE)

CAIEEBICREDIIT

USBDT 7AWV AT AlE, FAT32TI#—< v bULTLIEEL,

AEBFVFATZYIR— LTV, OVI T 7AIVBZEEETEE T, IEU. BARED T 7 1 ILRBIFEET
XA

USB XEUIF, BHD/N—F 1 Y3 VICHESINIZHDEFBTEEIH. MS-DOS® DR/ S—F « ¥ 3 VIFFIA
TEFtBAS

Y3—bhHy hEFHTRZLETEFR R A

fitSRETTI 7 —V v bUCUSBXEYU ZFIA U CTAMEDRE LB G, FRETI+—V vy FUBLTLES
Lo

FIET #—<Y v MEDFATIERI (FAT12, FAT16. FAT32) (&, USBXEUDBEICHKHU CEHEMICHIKIENE T,
AEBECUSBXEUZT#—V v hT2E. RESNTVERBRINTEESN. N—FT Y3 VFE—CRVZF
Fo 74— Y MTBEZTRBERT 7 AIHFE>TORLD, THITERLTIEE L,

USB R— M IC. EIMFREEEH USB X EULIHDEFZEA LBV T T,
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2451 BRERDEEE(REF

BRERDEmESLVREFR. UTOHETITVETD,
« copy AN RTITSES
USBAEUDT 7A)bIE. /umO/<filename> TP I LATEFRT, fc& A, USBAEUICHEMEINTVS
“config.txt’ EWLVS T 7 A JLIE. copy IY RT/umO/config.txt DK S ICIBELF T,
USB XEUNEHN—T 4 ¥ 3 VICREENTWVBIBEEIF. KEDON—FT 3 VHFHEEINF T,
T4 LI FUDRYIWEESIE/ TT, fcEAIKX. USBAXEUDir EVWSF 4 LT MUICEMENTNDS
“config.txt’ EWLVS T 7 A JLIE. /umO/dir/configtixt DK SICI/ELE T
BEHRICUCY T RO I 7 DEHBLPRENTEEX T,
+ PCLUATHEGXT 3&ES
PCEFERAULRBWVWTITSAZERG. YZa7)b [AXRY RI—Y—-XAAR] ZBRULTLLREEL,
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2.46 fERFERE

ARETIE. N\—FEEZREUR REZY AT LIV VSBEHEICRHRBRE—RICEBRTIERIENTE
9,

fERE— KT, INTOBEHEZEFELLITH,. BERRREDHIC. TV —)LiIR— B RIUHERX
T4 7 DIHEFATTREE BRI KT

BEEEEANBR I /N\—REZERUTOES YT,
- BEEE
o ZOfDN—REE
- Flash XEU#E
e,
122 UUSBF/INA R, 12C. BKUPHY DEFEIFIREE T,
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2.47 ECOE—RSVJRiHE

KEBEODLUTDSVTZBENTBIET. BEBNTIHESEEIZENTEFY,
Si-R G120. Si-R G121 DIBE
+ USB

« WAN

« VPN

« WWAN

+ MODE

« LINK/ACT/SPEED

« FDX

Si-R G210. Si-R G211 DIEE
« USB1

+ USB2

«  WAN

« VPN

« WWAN

+ MODE

+ LINK/ACT/SPEED

« FDX

CABERICREDIIT
ECOE—RICTBICIF. lamp mode AX Y REFHT 2HEE. KEEBICEFBEINTULS SELECTRY >,/ ENTER R
IUEFERTRHENHUET, HHIEFUTESRBRULTLIRESL,

o z@ =17 [ARVYRUT7LYR] @ [lamp mode)
Y=a7Jb [Si-R G120 ZHIAICH>T]
Y=a7J)b [Si-R G121 ZHIAICH-T]
<Y Z=a7)b [Si-R G210 ZFIAICH > Tl
<YZ=a7)b [Si-R G211 THEICHI=>T)
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2.48 BRRBRTE— SV IHKEE
REE (Si-RG121. Si-RG211 DFH) TIINBEEEY 1 —ILOERIREES Y S TRRIDIENTEET,
ERIREICK>TPEDKSICT Y ITHRTUET,

Si-R G121 DIHA
« 38 (VPN. WAN. MNG. WWAN h'&s4T)
« o (VPN. WAN. MNG H'#Rs2XT. WWAN HV7H4T)

59 (VPN. WANDHR=XT. MNG. WWAN HYEKT)

255 (VPNHORmXT. WAN. MNG. WWAN hV;E£T)

« {ESUL (VPN. WAN. MNG. WWAN Hh¥;&KT)

Si-R G211 DIES

« 3 (VPN. WAN. FUNC. WWAN h'#gs24T)

« b (VPN. WAN. FUNCHh&sXT. WWAN H¥EKT)

« 55 (VPN. WANARmXT. FUNC. WWAN HYEKT)

55 (VPNARsXT. WAN. FUNC. WWAN Hh7H4T)

« {S57L (VPN. WAN. FUNC. WWAN H';H4T)

e s =17l [SiRG121 ZRIRICHE ST
Y=a7)b [SiR G211 TRIAICHI=>T]

CABBICTZEDIIT
ERRERTE— RICBIF LRSS, ECOE—RTSYTHTRETH >TH, SHEOERRERTE— RICEEL
1ESYTDH. BRRERRNTONET,
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2.49 imAOI#R1CiEEE

AR RIEEEEE (F. Ry MDD —J LICEHRSIN TV 3R ZBENICHKEE U, HR4RImKIER (MACPZ KL
A IP7RUR, & Ucether IR— hES. XY —8, HEEER) ZINET BHEETT,

INEE UTcimRIERIF. —BERRUICY ., FTPRBAECF copy TNV RTCSVI7AILEULTRUHT ZENT
EFI,

AEREICK Y. Ry MO =T EICED K SBRIRRMEREIN TV DD ZFHMICIER T 5 ENTEX T,

Fv b T—7 bEICERE NIERRD
MAC 7 KL R, IP7 FL X, ether R— F&S,
Ny 2—%, BREZ—HRT

= n
EIFLANT 7 ARA > b
TIr—
T/NA VIR
CAWEBICTZEDIIT
o AKEBEFETHERZIL—T 2 CEHTCEE Y, ETHERZIL—T1 ClRIERTEF B Ao

« IPVAZEFERALTVRLRY hD—TJ L TIRIGRBERZELUSRETET B A

« AHEREIXARP /NG w b ZER U TIRARDBREZITVE T, ARP/NT v MIGE LRV FRETEEX B A
HEERTERI I AEREIC K W HTE LIHERTH Y . REDKEEER R BIBENHIE T,
NVT—&, KEERFHNTERVWEELNHU XTI, BB, #HAILWRY T -8, #EERE I - HMERDOH
AIEHRZERET S LEDHURETI,

+ IEEE802.1X SRSIHERER o [FNIEIRAK 7 7 T ABALEEE (MAC 77 RUASRED) #BEEAHREZHAT 3155, FRIT
NTLRVIFERIFRETEX B Ao
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2.50 NXConcierge I—3Y 1 M

NXConcierge &lF. Ry D —J#esZEDEET 2T 5D REISD-WAN/LAN U—ERX T,
AEEIF. NXConcierge [CLDRY FU—IHSEDERICHRHUEI—Y 1Y MEREREHULTHY.
NXConcierge &EH#T DT ET, Ry NI —TIRHATHEDEDERZRITI D ENTEEXT,
NXconcierge &EIET B e HICIFFIRRREERTINET TV MF—DRETT,

PACT 7 AL
IVRRAV MR b

Proxy t—/\%&
FATZHED
BEREEE

NXConceierge T—Y' 1 MEBEZFIE T D ET. UTOKL S IRKEEZRIATEE T,

v bD— IR RKEE

BERRODR Y NI —TIHGBOREZERLE T,

bS5 T« v ITIR{EHEEE

BENRORY NT—IHEDA VI TI—ADY—ERRI ST 1 v 7IRKRZEER—-F LB L. &
ER—9 )VEAEICTORIERRTLE T,

BiruimAR o8 L hkaE

R hD—TIHBIMREUTE, Ry D —TJ(CFET 2ERERZEERN—IILNER L. EIER—FIVE
HICTORERRULET,

MAC sERTHEEE
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