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Microsoft® Windows® XP Professional operating system Windows XP

Microsoft® Windows® XP Home Edition operating system

Microsoft® Windows Vista® Ultimate operating system Windows Vista

Microsoft® Windows Vista® Business operating system

Microsoft® Windows Vista® Home Premium operating system

Microsoft® Windows Vista® Home Basic operating system

Microsoft® Windows Vista® Enterprise operating system

Microsoft® Windows® 7 64bit Home Premium Windows 7 & fcld Windows

Microsoft® Windows® 7 32bit Professional
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{iE FEFSERIF

AHEICF. AVTAFIVZFPRESIUZOIY MIEI—FICRK O THESN, TEEDFERAFKHE EBICRNENTULS FreeBSD D

—EOZENTNE T,
# @#)COPYRIGHT 8.2 (Berkeley) 3/21/94

All of the documentation and software included in the 4.4BSD and 4.4BSD-Lite Releases is copyrighted by The Regents of the
University of California.

Copyright 1979, 1980, 1983, 1986, 1988, 1989, 1991, 1992, 1993, 1994 The Regents of the University of California. All rights
reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following conditions
are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following acknowledgement: This product
includes software developed by the University of California, Berkeley and its contributors.

4. Neither the name of the University nor the names of its contributors may be used to endorse or promote products derived from
this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS "AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED
AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.

The Institute of Electrical and Electronics Engineers and the American National Standards Committee X3, on Information Processing
Systems have given us permission to reprint portions of their documentation.

In the following statement, the phrase "this text" refers to portions of the system documentation.

Portions of this text are reprinted and reproduced in electronic form in the second BSD Networking Software Release, from IEEE Std
1003.1-1988, |IEEE Standard Portable Operating System Interface for Computer Environments (POSIX), copyright C 1988 by the
Institute of Electrical and Electronics Engineers, Inc. In the event of any discrepancy between these versions and the original IEEE
Standard, the original IEEE Standard is the referee document.

In the following statement, the phrase "This material' refers to portions of the system documentation.

This material is reproduced with permission from American National Standards Committee X3, on Information Processing Systems.
Computer and Business Equipment Manufacturers Association (CBEMA), 311 First St., NW, Suite 500, Washington, DC 20001-2178.
The developmental work of Programming Language C was completed by the X3J11 Technical Committee.

The views and conclusions contained in the software and documentation are those of the authors and should not be interpreted as
representing official policies, either expressed or implied, of the Regents of the University of California.

AERICFE. AUT ATV REN—TUVARICBVTHEESNEY T NI T 7HEENTVE D,
Copyright © 1989 Regents of the University of California. All rights reserved.

Redistribution and use in source and binary forms are permitted provided that the above copyright notice and this paragraph are
duplicated in all such forms and that any documentation, advertising materials, and other materials related to such distribution and
use acknowledge that the software was developed by the University of California, Berkeley. The name of the University may not be
used to endorse or promote products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED "AS IS" AND WITHOUT ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, WITHOUT
LIMITATION, THE IMPLIED WARRANTIES OF MERCHANTIBILITY AND FITNESS FOR A PARTICULAR PURPOSE.

AERICIF. WIDEDKAME 7OV T MCK O THRFESN. FEEOERAKEEEBICENSNTVDY T MY I PHEFENTVET,

Copyright © 1995,1996,1997and 1998 WIDE Project.
All rights reserved.
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Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following conditions
are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

3. Neither the name of the project nor the names of its contributors may be used to endorse or promote products derived from this
software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS "AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED
AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.

FTHRBICIF. ATV TA—FRZLOTHHESN. PEOEARGEEBICEEMTNTLD mrouted D—EHZENTNET,

The mrouted program is covered by the following license. Use of the mrouted program represents acceptance of these terms and
conditions.

1. STANFORD grants to LICENSEE a nonexclusive and nontransferable license to use, copy and modify the computer software
“mrouted” (hereinafter called the “Program”), upon the terms and conditions hereinafter set out and until Licensee discontinues use
of the Licensed Program.

2. LICENSEE acknowledges that the Program is a research tool still in the development state, that it is being supplied “as is,” without
any accompanying services from STANFORD, and that this license is entered into in order to encourage scientific collaboration aimed
at further development and application of the Program.

3. LICENSEE may copy the Program and may sublicense others to use object code copies of the Program or any derivative version of
the Program. All copies must contain all copyright and other proprietary notices found in the Program as provided by STANFORD.
Title to copyright to the Program remains with STANFORD.

4. LICENSEE may create derivative versions of the Program. LICENSEE hereby grants STANFORD a royalty-free license to use,
copy, modify, distribute and sublicense any such derivative works. At the time LICENSEE provides a copy of a derivative version of
the Program to a third party, LICENSEE shall provide STANFORD with one copy of the source code of the derivative version at no
charge to STANFORD.

5. STANFORD MAKES NO REPRESENTATIONS OR WARRANTIES, EXPRESS OR IMPLIED.By way of example, but not limitation,
STANFORD MAKES NO REPRESENTATION OR WARRANTIES OF MERCHANTABILITY OR FITNESS FOR ANY PARTICULAR
PURPOSE OR THAT THE USE OF THE LICENSED PROGRAM WILL NOT INFRINGE ANY PATENTS,COPYRIGHTS, TRADEMARKS
OR OTHER RIGHTS. STANFORD shall not be held liable for any liability nor for any direct, indirect or consequential damages with
respect to any claim by LICENSEE or any third party on account of or arising from this Agreement or use of the Program.

6. This agreement shall be construed, interpreted and applied in accordance with the State of California and any legal action arising
out of this Agreement or use of the Program shall be filed in a court in the State of California.

7. Nothing in this Agreement shall be construed as conferring rights to use in advertising, publicity or otherwise any trademark or the
name of “Stanford”.

The mrouted program is COPYRIGHT 1989 by The Board of Trustees of Leland Stanford Junior University.

AHRBICEF. EAUITAINZPRKESKLCZOIY MUE 21— (LR THFESN, TaOERFHEEDICEAINTLS pimd D
—EOEFENTCVE T,

Copyright © 1998-2001
University of Southern California/Information Sciences Institute.All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following conditions
are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

3. Neither the name of the project nor the names of its contributors may be used to endorse or promote products derived from this
software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE PROJECT AND CONTRIBUTORS “AS IS” AND ANY EXPRESS OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE PROJECT OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED
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AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.

$ld: LICENSE,v 1.5 2001/09/10 20:31:36 pavlin Exp $
Part of this program has been derived from mrouted.
The mrouted program is covered by the license in the accompanying file named "LICENSE.mrouted".

The mrouted program is COPYRIGHT 1989 by The Board of Trustees of Leland Stanford Junior University.

AERBICE. FUIVKZICK O THRESN. TDERARGE EBICEASINTLS pimdd D—EHZFENTLET,
Copyright © 1998 by the University of Oregon.All rights reserved.

Permission to use, copy, modify, and distribute this software and its documentation in source and binary forms for lawful purposes
and without fee is hereby granted, provided that the above copyright notice appear in all copies and that both the copyright notice
and this permission notice appear in supporting documentation, and that any documentation, advertising materials,and other
materials related to such distribution and use acknowledge that the software was developed by the University of Oregon.The name
of the University of Oregon may not be used to endorse or promote products derived from this software without specific prior
written permission.

THE UNIVERSITY OF OREGON DOES NOT MAKE ANY REPRESENTATIONS ABOUT THE SUITABILITY OF THIS SOFTWARE FOR
ANY PURPOSE. THIS SOFTWARE IS PROVIDED "AS IS" AND WITHOUT ANY EXPRESS OR IMPLIED WARRANTIES,INCLUDING,
WITHOUT LIMITATION, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE,
TITLE, AND NON-INFRINGEMENT.

IN NO EVENT SHALL UO, OR ANY OTHER CONTRIBUTOR BE LIABLE FOR ANY SPECIAL, INDIRECT OR CONSEQUENTIAL
DAMAGES, WHETHER IN CONTRACTTORT, OR OTHER FORM OF ACTION, ARISING OUT OF OR IN CONNECTION WITH,THE
USE OR PERFORMANCE OF THIS SOFTWARE.

Other copyrights might apply to parts of this software and are so noted when applicable.
Questions concerning this software should be directed to Kurt Windisch (kurtw@antc.uoregon.edu)
$ld: LICENSE,v 1.2 1998/05/29 21:58:19 kurtw Exp $

Part of this program has been derived from PIM sparse-mode pimd.
The pimd program is covered by the license in the accompanying file named "LICENSE.pimd".

The pimd program is COPYRIGHT 1998 by University of Southern California.

Part of this program has been derived from mrouted.

The mrouted program is covered by the license in the accompanying file named "LICENSE.mrouted".

The mrouted program is COPYRIGHT 1989 by The Board of Trustees of Leland Stanford Junior University.
Copyright © 1998 by the University of Southern California.All rights reserved.

Permission to use, copy, modify, and distribute this software and its documentation in source and binary forms for lawful purposes
and without fee is hereby granted, provided that the above copyright notice appear in all copies and that both the copyright notice
and this permission notice appear in supporting documentation, and that any documentation, advertising materials,and other
materials related to such distribution and use acknowledge that the software was developed by the University of Southern California
and/or Information Sciences Institute.

The name of the University of Southern California may not be used to endorse or promote products derived from this software
without specific prior written permission.

THE UNIVERSITY OF SOUTHERN CALIFORNIA DOES NOT MAKE ANY REPRESENTATIONS ABOUT THE SUITABILITY OF THIS
SOFTWARE FOR ANY PURPOSE. THIS SOFTWARE IS PROVIDED "AS IS" AND WITHOUT ANY EXPRESS OR IMPLIED
WARRANTIES,INCLUDING, WITHOUT LIMITATION, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE, TITLE, AND NON-INFRINGEMENT.

IN NO EVENT SHALL USC, OR ANY OTHER CONTRIBUTOR BE LIABLE FOR ANY SPECIAL, INDIRECT OR CONSEQUENTIAL
DAMAGES, WHETHER IN CONTRACTTORT, OR OTHER FORM OF ACTION, ARISING OUT OF OR IN CONNECTION WITH,THE
USE OR PERFORMANCE OF THIS SOFTWARE.

Other copyrights might apply to parts of this software and are so noted when applicable.
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Questions concerning this software should be directed to Pavlin Ilvanov Radoslavov (pavlin@catarina.usc.edu)
$ld: LICENSE.pimd,v 1.1 1998/05/29 21:58:20 kurtw Exp $

Part of this program has been derived from mrouted.
The mrouted program is covered by the license in the accompanying file named "LICENSE.mrouted".

The mrouted program is COPYRIGHT 1989 by The Board of Trustees of Leland Stanford Junior University.

AEFRICIE. RSA Data Security ftHE(E#EZHE L CL1D MD5 Message-Digest Algorithm D ENTWVE T,
Copyright © 1991-2, RSA Data Security, Inc. Created 1991. All rights reserved.

License to copy and use this software is granted provided that it is identified as the "RSA Data Security, Inc. MD5 Message-Digest
Algorithm" in all material mentioning or referencing this software or this function.

License is also granted to make and use derivative works provided that such works are identified as "derived from the RSA Data
Security, Inc. MD5 Message-Digest Algorithm" in all material mentioning or referencing the derived work.

RSA Data Security, Inc. makes no representations concerning either the merchantability of this software or the suitability of this
software for any particular purpose. It is provided "as is" without express or implied warranty of any kind.

These notices must be retained in any copies of any part of this documentation and/or software.

AETRICIE. Eric Young KK (eay@cryptsoft.com) (CKR D CERIBSNERES Y T MO I P HEZSENTVE T,
Copyright © 1995-1998 Eric Young (eay@cryptsoft.com) All rights reserved.

This package is an SSL implementation written by Eric Young (eay@cryptsoft.com).
The implementation was written so as to conform with Netscapes SSL.

This library is free for commercial and non-commercial use as long as the following conditions are aheared to. The following
conditions apply to all code found in this distribution, be it the RC4, RSA, lhash, DES, etc., code; not just the SSL code. The SSL
documentation included with this distribution is covered by the same copyright terms except that the holder is Tim Hudson
(tih@cryptsoft.com).

Copyright remains Eric Young's, and as such any Copyright notices in the code are not to be removed.|If this package is used in a
product, Eric Young should be given attribution as the author of the parts of the library used.This can be in the form of a textual
message at program startup or in documentation (online or textual) provided with the package.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following conditions
are met:

1. Redistributions of source code must retain the copyright notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following acknowledgement:"This product
includes cryptographic software written by Eric Young (eay@cryptsoft.com)" The word 'cryptographic' can be left out if the rouines
from the library being used are not cryptographic related :-).

4. If you include any Windows specific code (or a derivative thereof) from the apps directory (application code) you must include an
acknowledgement:'This product includes software written by Tim Hudson (tjh@cryptsoft.com)"

THIS SOFTWARE IS PROVIDED BY ERIC YOUNG "AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE
GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

AERICIE. OpenSSLY—)La v hE{ER YT 218 OpenSSL Project (http://www.OpenSSL.org/) [CR D> THERESNIEY T Dz 7H
SENTVET,

Copyright © 1999 The OpenSSL Project. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following conditions
are met:

1"
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1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following acknowledgment: "This product
includes software developed by the OpenSSL Project

for use in the OpenSSL Toolkit. (http://www.OpenSSL.org/)"

4. The names "OpenSSL Toolkit" and "OpenSSL Project" must not be used to endorse or promote products derived from this
software without prior written permission. For written permission, please contact licensing@OpenSSL.org.

5. Products derived from this software may not be called "OpenSSL" nor may "OpenSSL" appear in their names without prior written
permission of the OpenSSL Project.

6. Redistributions of any form whatsoever must retain the following acknowledgment: "This product includes software developed by
the OpenSSL Project for use in the OpenSSL Toolkit (http://www.OpenSSL.org/)"

THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT “AS IS" AND ANY EXPRESSED OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE OpenSSL PROJECT OR ITS CONTRIBUTORS BE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

ARR(C(E. John Bicket . Sam Leffler K& KU Errno Consulting #(C ko TR Nfe. UITFDERZFEICE DY T Moz 7H
ZENTVFRT,

Copyright © 2005 John Bicket
All rights reserved.

Copyright © 2002 - 2005 Sam Leffler, Errno Consulting
All rights reserved.

Copyright © 2004 - 2005 Sam Leffler, Errno Consulting
Copyright © 2004 Video54 Technologies, Inc.
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following conditions
are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer, without
modification.

2. Redistributions in binary form must reproduce at minimum a disclaimer similar to the "NO WARRANTY" disclaimer below
("Disclaimer") and any redistribution must be conditioned upon including a substantially similar Disclaimer requirement for further
binary redistribution.

3. Neither the names of the above-listed copyright holders nor the names of any contributors may be used to endorse or promote
products derived from this software without specific prior written permission.

12
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ABIR(TIE. Atsushi Onoe K. Videob4 Technologies #t. Sam Leffler K& KU Errno Consulting#tIC & o TaaikS Nz, LA DEREF
EICEDCVI NI IPHEENTVED,

Copyright © 2001 Atsushi Onoe
Copyright © 2002 - 2005 Sam Leffler, Errno Consulting
All rights reserved.

Copyright © 2004 Video54 Technologies, Inc.
Copyright © 2004 - 2005 Sam Leffler, Errno Consulting
All rights reserved.

Copyright © 2003 - 2005 Sam Leffler, Errno Consulting
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following conditions
are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

3. The name of the author may not be used to endorse or promote products derived from this software without specific prior written
permission.

BIERIC(F, David Young KICK o CEEIRENe. KITDERAFFFEICEDL VI I T 7HZENTVET,
Copyright © 2003, 2004 David Young. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following conditions
are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

3. The name of David Young may not be used to endorse or promote products derived from this software without specific prior
written permission.

13
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2.10 BGP4ifE
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IPsec(ClE. IPANYHZEREEBBSIEULEWV NSV AIR— M E—RNEIPAY S ZRELBBES1ET S b RILE—
RD2DDE—RHBDET, RZEKEIL bYRIVE— REIFZYR—MLTWDEH. ST TIEMRILVE—R
IEID7ZEHREALE T,

Py bT—9
(Internet)

e PseciE{E a——

IP&E{E

AREETHYIR— I % IPsec DEEH

FEREDYR— T D IPsec DEFEF. LLTFDEHBDTT,

IPsec ERIEHE AH. ESP. SREIfFESP
BE#EEIN—-Yay IKE Version1. IKE Version2
BT #REAN FEnBEER

BEIEpEATHE ¢ IKE Version1 (Main Mode. Aggression Mode. Quick Mode)
BEN#ERTIR  IKE Version2 (IKE SA INIT3Z#8, IKE AUTH3Z#8, CREATE CHILD SA i)

BENEACH (IKE) RsFAT | HEHERET (Pre-Shared Key) AX. RSAF I IVERZERISR. EAP RIS
TFXaUF Iy MEE | FRIVE—K (IPv4 over IPv4, IPv4 over IPv6, IPv6 over IPv4, IPv6 over IPv6)

Tk
BS7ILIUX L DES-CBC. 3DES-CBC. AES-CBC
FREEZ WU XL HMAC-MD5. HMAC-SHA1, HMAC-SHA2

S Z TV XLESRAZ IV T XLE— ROELIFHY
MD5 : ¥V 7L TEREEDEL

SHA1 : EFa U ¢ hii@uhi, SREEHHEL

SHA2 : SHA1 &b tEF a1 UF s hisalkENTLD

AEECYIR— T D IPsecHRElF. ITOFH IO MILDRFCICERMUET,
e RFC2104: "HMAC: Keyed-Hashing for Message Authentication”

e RFC2401: "Security Architecture for the Internet Protocol"

e RFC2402: "IP Authentication Header"

e RFC2403: "The Use of HMAC-MD5-96 within ESP and AH"

e RFC2404: "The Use of HMAC-SHA1-96 within ESP and AH"

e RFC2405: "The ESP DES-CBC Cipher Algorithm With Explicit [V"

e RFC2406: "IP Encapsulating Security Payload (ESP)"
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RFC2407: "The Internet IP Security Domain of Interpretation for ISAKMP"

RFC2408: "Internet Security Association and Key Management Protocol(ISAKMP)"
e RFC2409: "The Internet Key Exchange (IKE)"

e RFC2410: "The NULL Encryption Algorithm and Its Use With IPsec"

e RFC2411: "IPsecurity Document Roadmap"

e RFC3394: "Advanced Encryption Standard (AES) Key Wrap Algorithm"

e RFC3706: "A Traffic-Based Method of Detecting Dead Internet Key Exchange (IKE) Peers"
e RFC4301: "Security Architecture for the Internet Protocol"

e RFC4302: "IP Authentication Header"

e RFC4303: "IP Encapsulating Security Payload (ESP)"

e RFC4306: "Internet Key Exchange (IKEv2) Protocol"

e RFC4868: "Using HMAC-SHA256, HMAC-SHA384, and HMAC-SHAB12 with IPsec’

Security Association & Security Parameters Index

IPsec DI, 58EL - BES{ED 7L IU X LPREED UL H7%Z IPsec D JO M I)LBEEDSYIDBE LI &
TY, IPsec CIBIETDMRANES UlE. BIETDHICIEASH DA TEREL - BESEO7ILIUXLRERT
DRERELUC, ZOBEREHEEITDUNENDDFET, CDEFKR%E SA (Security Association) ESWVNET .

1 DDA MMFEHDEEICHIGT DIcbDEHD SAZRF > TVWET, ZDfetd. Z(FE oz IPsec D/
. EDSAICHILT D2HDIEDNZEHBIT DMENDDEFT . BAITDICHD/INSASTELT, HEITEHET D
AHPESP D\ wAH(CZEND SPI (Security Parameter Index) ZERUE T,

SPI
Security Security
Association Association
SPI
AEEBEA WANI[EZ AEEB

AHAY S EESPAwYS

IPsec Tl&. 1P\ w bDFA T 3~ wH(C, SBEECIEFAH (Authentication Header) N\w5 7%, BBS{EE K
USRELICIE ESP (Encapsulating Security Payload) w4 7ZERALUTWVWET,

IP /N4 w REBEE (AH:Authentication Header)

next header | length | reserved
SPI(Security Parameter Index)
Authenticated Data

HIPAY A

AH [ #uUoFviPAvs | TeP [ ~ro—F
SRR (HIPA Y X DR EFHERQ)

AHIFIP /Ty RZFREET BDTeDIC IPANY FTHRRENDBD T, TT4HD IP/T v hOREIIC IPsec7'—
DIADT7 RUAE EEDERNSED AHNY F7ZBALE T,
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AH(EEBEE 7)Y X s - 5851+ — - BB 7LV XL - BS+F— - +—Fm - T—EEHEREERDD SP

B&E, FBEE7IVIUXLTHERTSDT—2 - 7+ —J)b K Authenticated Data D' BE DT> TLE T,

EETDAIE. AUIFILDIPIT w hESREERD S/ \ v S 1 BEEZEE > CTIEME LIcB D% Authenticated Data

[CETAANTEELFRT,

ZIETDF. SPIDERCHEFAZRFELET T, TOREFEEBUBSROKLURE7/)VIU XLZFERLT

EIETDAERBFOSEZTVET, AHA W FIND Authenticated Data E—E UTEIBEIC. BFERELIEE

T LET,

uuuftluﬁﬁﬁ?énuuﬁﬁab‘dil)/\u/:LB@*SZHc‘:(Et SATF—HIXR=XICHHD UHBERUTHEET, SALIF.
SCHBISFREI AN PRI EEDT—I DB A>TVD T —IBIEDE T,

IPJ\4 v NEES{E (ESP:Encapsulating Security Payload)

Payload Date
Sequence Number Field
SPI(Security Parameter Index)
: Padding
Padding Length | next header
Authenticated Date

)

P ESP FIIFIb o o 1| ESP ESP
v | ~ws | IPAavg | TOP I NEF T S | s

=L EEE
Bt el

ESPIXIP/\Tw RZZREE (IP)\Tw hORSATF T VD) RIFTEREL IP)IT Y hEESELET,

ﬁ&wu\nﬁ (Pre-Shared Key) H_tt RSA Tjg}llg%wmnIEH_t

BRI (IKE) CT. BIEIDEFOFRA (RN ZTVE T AERETIE. UTD3I DDA ZE
YR—hUFT.
o HBEHEIEL (Pre-Shared Key) AT
INADT—RICKDEVFIARN T WADKETHRDC/\RAT—RZEREL. IKERXRDYI—3vthcZzn)/(
AD—RZFERUTC. BEITOEFHNELVLWCEZERLET,
e RSATIUHIERZIAN
IKEDRIVI— 3 ‘/72?‘?53)?73—@”*%—6 BEOMEREFERUCBRT Y ZER L. KERXIYIT—

U aVHRACHEFEEONR#EZEALU TR ZTL. EULVMEFTHDCEEERLET. COREDIEs)
(CfERTY DB, *”_&&Ea(ud::)?uﬁlﬂﬂ@“égc‘:(udib HERFA AN KD DEBEOSUIEFERE
PMTAET,

e EAPEREE (Pre-Shared Key)
IKE Version2 CODIHMERRIEEFEREE AT C I,
A IDBKLU/INRAT—RICKDHIAARNTT . BFEEEEA—DI—TFIDBKIU/NRAT—RZREL.
KERXR DY IT—3avdCZDI—TFIDBKIV/IRT—REFRLT. BEITDIHEFAELVCEERERL
F7,
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iyt

IPseclBEDHZE. E ROV CHFEEDOBREEICK D CTHFEED SATEBRSNSZENDDFRT, DL
T, HFREDSADHIBRENcCEZRET D ENTERL S, BETEFVREEICIED T,

BB R ERT D EICEKD, IPsec bYRIVZERE U THFRED SADHBRSN LD CEZRHUE
9, IPsec BIECEFVEEGIE. SAZBENT D EICK DT, BEZEHSESIENTEXT,

[ | [ |
CAIEBICTEDIIT
. BEKEEEEATIE. HHE/— RICICMP ECHO /N v FEREIMICGRELE T, ZO. BEHTHELER

ZFEALTVIESIE. BEEEOERELDTENGBDET, COKLIFRIETIE., BHEIAEREFEALZENTL
skl AN

. EBRAEREERT I8, BERURELEDIEF/— RBKLUBEBD7 RUAD IPsec WREHRICSEN D HE
H&HbFET, IPsecHREH ICSFNEVES(E. BHEFEERDO/INT Y MHBHEESIN. IPsecBEHNTEF A,

- Dead Peer Detection (DPD) #EEEHAT 2ESICERIEERIEI NS T+ v IRFRHELEDFT,

& B8 O3 RETEEFIE [2.13 IPsec Bz ES] (P152)

IKE D NAT b3 /\—Y )L

IPsec/IKE Tl&. IPsecxEFTc(F IPsec b RIVXKBDEEICH UTNATZEATSE. IKERXRDYI -3y

TEMITDHEEBENTET Ao

IKE XRJYIT—2 30 IPsecBENTELVEAE LT, MUMFHBDIFHNET,

o IKE(FXIETT /D THhR— hMESHEE CHIFNIEESEL

o IPsecBIEZITD/ T Y hOANYFFR— hESZERCEWVCH. NAT [CKDIN— hNEIHEEZFRIT &
WTEHFEWL

IKEDNAT S N\—)UREZFERT D EICKD. TNOEDEESNTNATZN L CDIKERIYI -3

BKU IPsecBENTEDRDICHEDKT,

R—hBESZEZILIBEVNATC, RFT 1 v IICESP)\Ty MEBBT DL IFEGEF. NAT bS/\—)L7Z2 R
UL CH IPsec BENNTEE T,

REENYR— T B IKEDNAT bS5/ —)UREEIE. ITFDORFCHIU RS T MIEMLET,

e "Negotiation of NAT-Traversal in the IKE"
RFC3947,
draft-ietf-ipsec-nat-t-ike-03,
draft-ietf-ipsec-nat-t-ike-02

e "UDP Encapsulation of IPsec ESP Packets"
RFC3948
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2.18.1 HhBJ VPN HEEE

—MRBVEVPNIBEOBRIE, SRREREPT IV IEEZE T I DAY B R C I, (EROY—/\ED
SAT7 Y METIVOBEIFCOERFBACTHTUIED. FFSD IPBEDILKRICKDIURBTDBEEDER.
TUHI—FDERZE T DNENDDEE ST SFTEHEDN CTCETCVET,

feEREL IPEBREICREREND VolPEAMTIE T K- T FOIRRE CBIEZIT D e, BEHRBE TR UICT
b EVIZEREATOLDIERNTT, UH L. 2UREZ XY Y A8 CTRET IeHIClE. FRRITINT
DHHLRIERZRET DMENDD. BRBIURTOED SIFBICHETT,

FKEIF. COBBICHUT, BNVPNEREZYR— MU TVWET, COREIFERRDIBRZRET DT
T, BEHUTCVPNBE/(RAZBEITHCENTEDHDTT, BURZRET DEIFEDT, WRHHZ
BEPHRICURDENSNHE CTOEEFNINT DI ENEEXT,

IR Dinternet EMVPN#EEEFEA L -15E

Zﬁiﬁ/ ‘ h Zﬁi&/

BRI —FE. RESNCERRERZBHI VPN T —/NICER LT T, TUT. VPNEBIE/ CADEERDHNE
EIFDfHEIC. BBIVPN U —) R CRETTOURIBHRZESE U T VPN BE/ (RZBRLE T, VPNEE/(
ADBRINDETIE. IEBREBSD VY IV—FRATEIESNSDICH. VPNEHRETDE. T—IHEECE
BV EDRIREEH D F B Ao

Fie. WRETER VPNEBRE/ (ADBEINZRKR T, BVYIL—FRATOBELNELLED, BVF KNS
T4V TBERINE T,
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EHY VPN DENEZLL M TRUE T,
(1) BWVPNT—) D&

REEEER., SHR/L—5(E BBVPN T —/ N U CTEFRIEZTVE T, TDE. EHRRICER/C

Ty hNeXHUE T,

)
o

(2) MBHRADI Ty hFEE

MY VPNRRICIE D TS HLRIC, &I/ (T MOEEUZEE(C, EBYVPNERE/ CADEEZRFR®R U

EER
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(3) BIHIVPN IBFRDITIR

F9 BHVPN Y=/ U THEFRROERLFERZENEGDOEE T EBRIVPNT—/UF, EFREINT
VDHLRIBEHRD O, AT DWRZIRERL. HFURICERZERUET. TDE. FHYVPNEE/ (X7Z
BEIDHICHEFERZ, BFIVPN Y —/VeBAU CTHRBETHRULE T,

o

BEVPNY —/ 31
EEIESE
Fuabht

(4) BHHIVPNIES/ (R ODIEE
ISHRIRC L D TEEB UHEFUROBHRED (L. EBBVPNEES/ \AEEBELETD,

o B
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(5) ENHYVPN&@IE/ CADEIHA
BE/ Ty bOTELTIED BRI VPNIBE/ (ADAREICED & BEWICUMIENE T, €D&. (1) DK

RBICRDFT,
CABEICTEDIFT
- B VPNEEEREERT 2581, BERREEERATINELGDET, F2WET IPsec/IKE DRE (HERLT

&) EA—ICLTLREEL,
o BIMVPNY—/N\EERETEFLE BRI, BHERO VPNEES/I (A BRENET,
s BUFRTRETHSO—AILIDBKLTO—AILRY FNOEEIFTEFEA.
. EIBIVPN VR LT NATEEERERTEZ B A,

& SR 7 RBTEEGIE [2.13 IPsecfszES ] (P152)
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2.19 7 IbF NAT &6t

NIVFNATH#EE (7 FURAZEIREEE) S(d. LANAICERSN/CERED/ Y AV TERTHTSAN—K7 R
LR7%., AEBICEIDZETzI0—)ULT RURICERT DHEETT . YILFT NATHEEZERAIT DL, RN
HOITO—)VUL7 SUATZNULOHD)CY AV ZEFRTEX T, LA mRERTCTOI\(IH5H
5221870 70—)UL7 RURZEST, #HaD/\Y IS VT—Ry MIERTEX T, K.
LANRICER SN/ OV DT S5AN— K7 RUR(FHABDSOD BIFLesd, HABBSDRIELT IR %
BRI CEEXT,

Nel S°° 1 ., s’
g | 7 @D

BECEVICEHMIC

172.16.1.2 198.98.98.13
LA

T34 R—+7 FLR
172.16.1.3

i + TS5AR— NP RURESTO—)ULT RURIZDNT
EE IS4 R— P RUREE, 1—YDERICEDYTEIENTESIPT7 RUATY,
HO—)ULTP RURER. A VF—%y b EDRR MEBRIT BT, InterNICHEEDT KL R EREHED 52
DUTSNBWRTH—DIPT RUATT, TO/\A FEEDBER TN A IDSH5XET.

*LANES UZERT 215E (BEMBIEE). @HTSAN—hP RURAEBDIENDDERT ., FEBETIE.
WANRIDY RUR7ZT0O—/)VUL7 RV LANRIDY RURZETSAN—K7 RUXELTOET,

o [WAREMER] & TRy hD—08E] 315 —Ry MIERITDBRDIP7 RUADEIDHTHRRLEDETT,
MRS, EREICER I L TO—)ULY RUARTOINA FHSERICEIDHTESNE T,
Ry bD—JBEGIE. LANZRAE UTERIDEET. 5 UHTONA I 5T70—/ULT RUALEID
HTOENFT . JONA FERDOHEFEHFOR LAGERICHUTIO—/ULT RUADEDHTENET,

NILF NAT#EEZ AT L. T CTICLANZERLULCWVWSEED., TSAN— b RURAZEETD L
AVET—RY MIERTEDRDICEDEFT, UL, BRICERCEDAHIE. FIbEToNnzsO—/UL7
NUXDEEICRONE T, CNZERT DICHIC, YILF NATHEEDDD T T, VWILTF NATHBEZEHT D
& R=PESZEOT, BIbHTOSNIO—/VUL? RURDEHU LD/ DV ZE# R TER T,

NILF NATHEEE [E. BITD 3 DOEE TR ENE T,
e BJRYNAT

o FRRYNAT

o NATH THEER

PEOUEETHIAT HTILF NATHEE, B NAT. TEINAT. A589NAT 5K NAT 35 THEIRDBITY .

CAIEBICTZEDIIT
IPINTy RDTSH XY MOIRET DREDIRSF. TSTRAY MENIKIEINT v REDRIICEE/T Yy NESHET
& FDOTSITXY My MIBEESN. ERIGBETEFEVEEHLSEDET,
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Gevb
& BHIXINAT &(3

BHANATIE. TSAR—=r 7 RLAESTO—=/INILT RURAZE AT [CTHRRIFFET, €1 /5—% v MMCERIC
EBHETE/N\VIVOEMIE. TONNCFEEZHULIEIO—/INLT RUADEETY ., [EIMINAT] ZERT
&, ERATTREFSI O—/NL7 RUZADES ED/INY AV HEIFICIER CTEE I,

Tang g E

T34 R=+F7 LR
172.16.1.1
e P
- T RARA U+

-

| Fa—nNLT FLR |
198.98.98.13

.’_ 172.16.1.1198.98.98.13

172.16.1.2¢>198.98.98.13
TSAR—+T7FLR
172.16.1.2

& FHHINAT &IT

BARNAT X, @BEREDRUVICEZVWTVWSIO—-/NIL7 RUREEDYETET, ZDfsH. LAN ED Web
H—N\ERHETIRIIFESGFIELTVEBA. [BEEHINAT] #ZERATDE FEONV IR TUS—
2aVICEILIP7 RUAR, R—ESZEIDEHTHDT. COMBEZHRTEET,

A=A R

TSAR—=+rT7RFLZR
172.16.1.1

e
- ¥ @GEED

80 D
—
JBa—n\IL7 KFLR
198.98.98.13
198.98.98.14

R—+ES
80
23

172.16.1.1/80¢>198.98.98.13/80
172.16.1.2/23>198.98.98.14/23

TSAR—+rF7 KLR
172.16.1.2
R—+ES
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& NAT HTHhERET
BEEDNAT TlE. HEBEBETREHDITRETDTISAR— P RURAZESO—INIL7 RUVRICEBELE T,
[BTHZER] TlE. HEO7 RUREZERTZCETHTO—-NIVEIDORA MTTSAR— K7 RURA%EE|D
HTEFT, DD, HEBDIPT7 RUAZEERUIED., TSAR—RP RUVRAET7 RURADEETDEI A
V MBIETEETY,

Tang gRE

g
THOEARA D+ SE—LF LR
172.16.1.2

172.16.2.2172.16.1.2
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2.19.1 NAT HEEEDEIREHE

Ry hNI—ORBEIOFEABNICKI DT, BUENILT NATHREZRE T DMENDD XTI, FRELEZLT
([CRULE T,

NAT BEED N EIFIES

o RIS A VLT v TR T D85S
o TJO/I\AFWSEIbHTONIIO—/ULY RUALDELLD/\V Y (imK) ZEFEIDHEHEE (TITTL
SIERICFFEBOSENFT)
e BIFDRY NI—0D7 RUAZZDFFERTDBE
e BRIOXRY NI—JD7 RURZRITHES
- BANAT THHIE5EE
IMARZLSY A V)L Y TEET. BRICERT $/\VIOVERN 1 B05BE
- Ry ND—UBREG T, BRICERT /Y IVAEMNIO—)ULY RUZREATDERES
- BINNAT BABISES
- ERBIYA VIV v TERE T BRICERD/\Y IVhDERT DIBE
- BERCEHRT /Y OV0aMN I O—/\LY RUAHZBR 5155
- BINAT DA EBIFIES
- ABBICH—EXZRHT S5E WWWT—)( FTPT—/{EL)
- PP RUVRZEBUCEET S P IUT—Y 3V ZFERT 155
o A=W KVPNIEET. IPsecBEDIFNCAVI—Fw b EDU—)EEEDBENDDHE. VI
F NAT #BE#FERTOMBHDHDEFT, TDEE. VPNTEART D7 RUAMRNATDY RURT—IUICEF
NBDBEF. EEINATZBELTLEETW,. CNUFIPsecBEICEVLOSND Y RUANEULEREIND K
DIC, BRI 270NV OR—MESCEICHELET (ESP (FOMILES 1 50) PIKE (R—hES
UDP : 500) %&&)o
e |Psec N Aggressive Mode MDI5&E. Initiator JE[FHY)LF NAT #EEEZEA LTS & =& IPsec SA BIRZTE
I TEFRIN. ZD#E Responder 0'S IPsec/ W w MEEE UIKIFTUENAT =T IUBMER S NS, BIET
ETF T A, Responder TYJ)LF NATHBEIC 1T 72ER L TCTULD & IPsec SABHIEILSNFF Ao Main Mode D

BZEE IKEDRIVI—Y3VZERNADSRIRT DT, YILF NATHREEIZIFZEA LTV TH IPsec SA
(FHELENE T, fefE U, IPsecBIEIENAT T—J LR G ICER S ND X TARBIRELIED T T,

& 2B T RBFEEAIE [2.15 <ILF NATHAE (7 RLUAZBgEE) ZFS] (P307)
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2.20 VolP NAT FSIN\—=Y)bigRe

VoIP NAT b Z/\—t)UEE S (3. <ILF NAT#EEZ(FER T 2 EBIELIEWLWoIP P T —ZEBECED K DIC
T BDEEBECT T, f=fEL. UPnP (Universal Plug and Play) [CXUTeVolP 74 T4 —TCiEIFNIFEIELEZ EAu.

BRIC. UPnPICHILUTERE Y TUT—2 3> TOI S LABYILT NATHAEZER U CHBECED KL DIC
BBHTENBDET,

VIUF NATKEEZERT AT EICK > TEIEMNTERVLES

T5AN=h 8-\
VNS 7RLA
. VolP VolP
T e —q = =1

EHT. BENTEEVZRAICIE. LUIFDOKRIECENEZSNET,
21

VoIP 75 T —N5SVolP U—)INEiR T HEE. ST —FICVoIP P I TI—DIPF RURX (TSAN—K7
RLR) ZZHDIcD. VolP U—) D SDFREENED VoIP 77 5 T 5 —(CREE B Ao

VolP
- ~ 5 H—/\
SO—\ FSAN—F

T7RLR 7RLX SREESE

IP7RLZ
(TZAR=F)

2R 2

VoIP T —/\Q SEFEEEEMERN DD EE, IL—FDVoIP R— ~ESEDBENEMINTVDZH. VolP
TEITI—ICBEFE .

VolP ST VolP
TRATR— H—N
VoIP —
F—rES BEEEE
HETER
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VoIP NAT R S/\—H)VEREIC K > TEEH TEDIES

T34 A=+ ga—n\)L
7 ELR 7 FLR

BEEH

UPNnPxtit
VolP
TETH—

VolP
H—

CZTI&E. VoIP NAT hS/I\—T)UBEIC K D CRIETED EED. EMEDBIEICDWNCEHBELE T,
(1) UPnPRENVoIP 7 T5—(F, JL—F(CJ0—)ULF FURZBVGHEE T,

Hunabhe
UPNPXIIS
VoIP S ﬂ
TETH— -~
Ja—nL
7 RLR

(2) UPNPRLVoIP 7 FTEF—(&. JL—FDVolP R— hESICBLCT —57%ZVolP 7 I TF—~NEIFDLDIC
IW—FICR—= v EY T ERELE T,

VolPR— + &S

UPnP3¢ it
VolP
THETa—

(3) VolP7HTH—Id. ST —FITIL—FDIPF FUX (JO—)NULF7 RUR) ZZH T VolP U —/ (T

LET,

VolP T —/)\D'B)L—FICBVEEREERNEF. R— b vEYIDREICEDTVoIP 7H TI—[CEBEF

ER

UPnP3 &
VolP
TETHE—

[REEF—4]

FREEID
SE/SRT—F
IP7 KLZ

(F'a—n)L)

VolP
ﬂ H—\

VolP g a—nNL s
R—rwvEVY R—+ES AN

(4) VolPU—)\n5)L—FICEVcEBFEEEEMRERKDR— MY EY TDREICK DT VoIP 7 I T5—(CJE

TXI,

UPnP3 &
VolP
TETH—

BFEERE
B

VolP
H—/\
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AT

BIIREDIIT

VoIP7HTH7—DI a7 IVZESRUT, UPnPREEDERTEDLSICRESNTVS I LZERLTLIEELY,
VolP 7575 —[&. TILF NATHEEEEFERALUZEWanA V¥ T T —ADENDITERLTL EEL,
VolPH—/\l&. ILF NATHEERFERT 20 oEBINETVEEESDlanA V¥ T 1 —RAILEHEINTLDBDEL
THELET . VILFNATEREZRFERT D lanM4 V5 7 1 —ADBWEEIE. YILF NATHEEEZFERTD I B>EBIN
TVEERBESDremote f VYT I—ADE > EBBEEDOEVT I EARA Y MIEHRESNTLS2HDE LTEIE
LET,

VoIP NAT bSIN—Y)UEEEEIR. <ILF NATHEEZERT DA V9T T —ANDBEICHUTEELE T,
VoIP NAT bSI\—Y JUEETIE. ITOR— MESZFERALET, ZDdD. INSOR—MZIPT 4 ILFUVT
TEBULEWTLEEL,

ZOkanw R—rES
UDP 1900

TCP 5432

R— by EVIERIE. BERAET (NATT—JILEEH-HENATT—JILE) EXTRECTELT,

& SR (I8 (2.3 VAT LBRAE—E] (P26)

R— b v EVIERIE. UPnPXREBHRE T DIRICHEMERZRET 2 EHIRERT 2ETHEOEFXICHED
F9,

VoIP 7 HTH—ICLoTlE. NAT AT RIBEHHDET, NATDEID Y TEHEAHEVEBELIINETD
T. NATOEETHELFE D HTREEFRELTLIEEL,

NATDEZETIE. JO—/NIL7 RUADERIC. F1ZRELTLREEL, 2B EEZRELEES. UPnPHIEL
<EMELIBLT EDGDET,

& SR J7 RBTEEAIE [2.20 VolP NAT hS/\—1)UikEE] (P94)
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2.21 TOS/Traffic Class {BEE¥ IR X a8

TOS/Traffic Class fEETA HEREE(E. IBET D IP/Tw MO TOSEZR(F IPv6 /W b Traffic Class B E
THRX DHERET I, IPVPNIRZEE > TEEP LU AR ADEKREINDT—F D TOS/Traffic Class BEZZEE L Ti%
ETDTEICEKD. IPVPNBARADELEZ R ST EMNTEFT, TOS/Traffic Class BT/ MBEHIEZITD

FrUPVPNY—ERX (X—/{—VPN7EL) LEHRT DEEICHEWFERETT .

AEBECTHIR— M LTULS TOS/Traffic Class flEE A #EEIF. LITDRFC (Request For Comments) [CZEHL
LCTWET,

TOSEE TR A HERE(S.

tDT—42 &Y
BEEIhD

IP-VPN#3
TOS:4M
BrEhd

DT —42IFTOS:0I-E

RFC2474 : Definition of the Differentiated Services Field (DS Field) in the IPv4 and IPv6 Headers

IPVA[RFC791] CTERINTWD. IP)\Tw hAwH(CHD 8 E Y D Type Of Service

(TOS) TA4—IUREHIHTDENTEET, —MRIICTIETDFD Precedence 7 « —)U RZTOS T 4 —)U K
EEVEITH. AEETIE Precedence Z208E Y hERZETMZ D ENTEET,

RFC791 Internet Protocol

0 1 2 3 4 5 6 7

Precedence D T R 0 0

Bits 0-2: Precedence.

111 - Network Control

110 - Internetwork Control

101 - CRITIC/ECP

100 - Flash Override

011 - Flash

010 - Immediate

001 - Priority

000 - Routine
Bit 3: 0= Normal Delay,
Bits 4: 0 = Normal Throughput, 1 = High Throughput.
Bits 5: 0 = Normal Reliability, 1 = High Reliability.

1 = Low Delay.

Bit 6-7: Reserved for Future Use.
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RFC791 M Precedence [CLKDIBET DHEIF. LITDRZSRUTLIEEL,
TOS:5 (CRITIC/ECP) [CEIT DIHEEIE. OXA0ZIBELET .

Precedence bit HEX
111 - Network Control — 11100000 — OxEO
110 - Internetwork Control ~ — 11000000 — 0xCO
101 - CRITIC/ECP — 10100000 — 0xA0
100 - Flash Override — 10000000 — 0x80
011 - Flash — 01100000 — 0x60
010 - Immediate — 01000000 — 0x40
001 - Priority — 00100000 — 0x20
000 - Routine — 00000000  — 0x00

ETMARMETIF. FEEXIPY RUR, HTER—IES. EETIP7 RUR, EETR—MES. BRUT
ORI BESZERBECEET, COERMFIC—HT D/ Y ~DTOS/Traffic Class [EZEERA GEELF T, &
HORUHE—HITDBEIF. ERESHNSVHDORGZERLET,

EEMIOR/RELSED o2/ Ty hD TOS/Traffic Class fBIFE TR 5NFEB Avo

& SR O RFEEGE [2.17 TOS/Traffic Class BB FRZ #aEES ] (P318)

98 TOS/Traffic Class fEBE T X #aE



HEAESIAE (V3)

2.22 VLANDSALF YT+ IvEYIikEE

VLAN 7SA AU T AR vEVTHREEE [F. ZAEREBDOIEETDVLAN T Y hDTSA AU T 1 Z/ET D%
BECT,

To2AFUTAZRETDEICKD, TZAFUT 4 T4—IURICH LT QoS#pEZ Y R— b LTWD LAV
2RAAVTFHRELEHI D ENTEFT,

AEBECIE. VLANID &, 1P/ RDTOS 7« —JU RE KU IPV6 /T bD Traffic Class 7 « —)b RODIED

5. VLANX\Tw bDTSA AU T A BEZHRELET,

TS5AF )T 4 T4—)URDEIFO0~7T. BEIEAMAFUTOESDTT,

B 726—25—-4—-3—-2-1-0:&WL

- | |
B ) gm0 Tsq+uT4fE 7
C ﬁ> :
GiRO y |
s o S
i | ]

& SR 0TV RBEEFIE 218 VLAN TSA A UT 4w EV IHEERHES] (P320)
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2.23 Yr—EVJigRE

VI—EVIRRESE. LANBRUOWANORICEHT DT —FE (FH) ZHIRT DHAECTT, TDREZF]
HAT22&ET. EROOROTE CIFEL, BEULCHRE CT—FZXETHENTEXT,
Ethernet

IRigiEthernet
ﬂ (1000BASE-TX) 1 (B#)7155Mbps)
L1

[E1#3:3 F (£1000Mbps 72 HY
%8 %5MbpsIZ#IfET %

Flew NIVFI—FT 4« VIRBEEHAT DI EICK DT, HTERY NI—I CE(CEXEFEZRRT DI LN
TEFT Wz —E> D),

B SxsMopsizsiEsz W

R

L—4

k.
iR

M 5 K3MbpsI=HIRT 2

||
CABBICTEDIIT
YI—EVIEEE. UTOEBGERNTRBELE A,
- IPRYRIL

. F—HEEET1-I

& R OV RRESEHIE 219 V-V IHEERES] (P322)
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2.24 wHiRGld (WFQ) #HE

WFQHREE [E. LAN S KU WAN R EICRNDREDT —5 DflEZ 19 SHREC T,
WFQHBEIS I LTc/ > RIBDER(ISIGU T BTy bR Y2—-UVIUET,
TF—=FAMU—=LICE UTFD2BENGDDFTT,
s FTHIANU—LA
BEHZEFHUCT =Y A M) —LZFHA NI —LESVET, N\ MR (FEE) (& 1Kbps BAIETlE
%THEELERT,
o NAMITA—HFANI—LA
FHRAN—LLADT =5 T70—NA LT —bhANI—LEEVNET NRAPITF—FAKNI—
LICEIDZHToNS/ U M|l [FHRA SU—LD/I\Y MEOGET] ZZEU5ILeHETT,

NARIT#—=hrARI—=LDI\Y REA0DFE(IE. FHRAMI—LDT—IDRITNTDFH/\ MEZFERA
ULCWLWEWEERT. BODIY MEICT—57ZRIT CEDNTEXT,

FRIA R —=LEFHNT 1LY

1INy M4

—>

NV RIBICEBILT

F4 RrTa—)5
ZRU—12

HH) S b EG \

] |N] | 77

AVRTT—R
] [H] [N

e00
:
|

ZzoMmn |
AV

T T 1 LY D5FE

TRTILEEF HHIT Y BREDFHRA M —AICEIT DD ZHRITDEEICEALET. FHT 1)L
SDIPIT w MME. LIFDORETEELE S,

o HTHIER IPPRUA/ 7 RUANAY /H— &S (TCP/UDP))
o XETEHR PV RUR /7 RUARRY /R— &S (TCP/UDP))
e IP)\Tw hDTOSHEZFTZIFIPVE )Ty <D Traffic Class &

o JOMIILES
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Py MCHTDFHNT A IDIE =T« TIT Y bEFZEF TV I ULET,

REBTIETOS T« —)U REA%Z 0x00 ~ Oxff TIEECTEFXIH. RFC791 TIFTOS ZHE UL TWVWE T,
[e¢ RFC791 Internet Protocol] (P97) Z&BULTLEEL,

Gevb
® FH7 1 b5 DEEIE
FHT LS. 100/ MEEDT 1LY UV IRHIC—HT BBANBDET, TOBE. TRE
SONTVEDHEEINET .

102 HEHE (WFQ) 1#aE



HEAESIAE (V3) H2E M=

2241 bS5T74YvIDBHBARMI—=LEAICEDINY FIEOESE

BEARI—LDHMATED/I\Y NEE. bS5 T4 v IhHDRA N —LBICKDEELET,
PIRO&GZEBZRELTVDIBEZMICHBELED,

® WFQDEEE

o AHFTT—X )\ RiE=128Kbps

e RTPRAKRU—LA )\ Rig=32Kbps

e FTPAKMU—L ) Rig= 16Kbps

o RXRXMITH—hFRARI—=L 1) RiE= 80Kbps

1 DDA NIY—=LICPST 1 v IDBHIES

3DDAMI—=LDIBE. 1DDANI=LICRETF ST 4 v IDBDDEE. TD1DDANI—LHAVE
TI—ADINCOHHZFERLET,
BIFDESICRTPAMU—LAIZEIT bST 4 v IR D D5E. 128Kbps DI N TCHFHZERT DI ENTEEXT,

RTP
AbU—L

(128Kbps)
i S

_» 'FTP \ (128Kbps)
B b |y AbU—L

(OKbps) yal
ooog e R e AVRTT—R
IRZ R \ Ooboon

IT74—bk /
o \(OKbps)
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2DDABMI—=LICFS T v IHHIES

BIFDKIICRTPRA NI =LEFTPARI—=ALIC RS T4 v IBHDET, NAPIT4—hARU—=AICHS
T4 vIDEWEE. ST« v IR BDRA N —LDFH/\Y NMEDLHET/\T v MeRATI2—-UVITLET,
RTPANU—LEFTPRANU—LDTHINY FEDLEERDN 32 1 16 DIHE. COET 128Kbps DFEZDEIL
FJo RTP A MU—LAIF85.4Kbps. FTP A bU—/AIF42.6Kbps DFEZERAT D ENTEXT,

RTP
ARU—Ls

(85.4Kbps)
1

_ 'FTP (128Kbps)
YA AUAY) S WAGAA =] AM)—=L
HONO (42.6Kbps) i

— —_— AVZTT—R

ANZ R oncmQo
IJ4+—hk /
o \(OKbps)

3DDAPMY—LIRTIChS T v IHHIEE

ITRCDRARI—=AIC RS T4 v IBBBDHEIFEVTVSFEHIFH O R BA. FHUC/INY MRICHEDT/(
TwheATIa1—-UVIUET,

RTP
AbU—Ls

(32Kbps)
EEE

_ 'FTP (128Kbps)
WAy R |1y ko AbU—Ls
CEEE (16Kbps) pal

— —_— AVRTI—RA

NZ OnERC
IT4—b /
N :(80Kbps) i

\3

tl\
Pk

CAIBEBICTEDIIT
FHZ MU —LICEET B0V RIERZ 100%L LOBFEHHD >l L EOBAEETHD. FHNDOR NU—LDERAL
TULWEWESRZEVWTLSHFEEZEE> CEETEED,

& BB O RREEMIE [2.21 HiEHEIE (WFQ) #aE=RES ] (P327)
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2.25 DHCP &gt

DHCP#8E(&. IPv4 DHCP#BEL IPv6 DHCPHEREN' G D F T
BURIC ZNZNORREICDOWVCERBALE T,

2.25.1 IPv4 DHCP ##&
IPv4 DHCPH#%gEIL. IP 7 RURKEDBHREIHARICEIDIR>IED (F—)\EEE). DHCP O —/\h'BIP7 KRR
FEDBEREERBUED (U547 bEEE). DHCP U — ) \h' BB SN DIEHRZE EREHD DHCP V54 77>/
NZH#kgd (UL—IT—I 1 MERE) ¥EETT,

DHCP B —/\¥%gE

DHCP U —/\#REL[F. 1PV RUREEDERZimAICEIMICEIDIRDMAETT . COWMREZFEAL T, DHCP
D547 MEREZER D CLDIRKIC IP 7 FURZBEEMICEID S TERT, BIDATIPP FURIF. 54

7Y RDMACT RURERMRMIFUTEELE T, UIehi o T AKEES FO LAN[CDHCP 54 77 M¥EE
ZER DImAZER I 5 E(F. WmARICIPY FURZRET DHNEFH D F Ao Windows TlEDHCP 754
7 MEREZE T IR— L TWVE T,

RKYavhERT b E
BEMICIPY FLREIYIRS

L/

KEEIXT ATV MIIPT FURZEIDIRSZE. ICMP ECHO /(T v MIKD. T TICHEDIPT KU R%Z
FOZHTONTVBDRA MHEFELFEVNE DD ZF TV I LT, JNCKD, IP7 RURADEET DEK4
ZERDRS CENTEET,

EBROFRECTIE, EIDZHTDIPT7 FUADERIP? FUREEDIRDS CENTED 1PV U ADRAKERZE
ELET. ZEKBDIPY FUADEIDHTEHIE. IHh—8 [23 VAT LRKE—E] (P26) ZBRULTLE
[y AN

CAIEBICREDIIT
AEBED DHCP U —/\igEld. REBED LANBIRY FDO—IFFICIP7 RUAZERWI D EDNTEEFI, DHCPU
L—%ZHR—kURIPIL—5%FH LT, IP7 RURAZBRMITDZER>TEEBAS

SRS ‘

7

7 KL AR AR * ‘\\
| u

] oll XN\
. DHgP') L—%
\1 ’ ’ H#K— k LEzIPL—%
N 7 R L REAFRA 192.168.2.0
DHCPZE R
L[/
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BUFIC, AFEEDDHCP Y —) WREDRENTZRLE T,

FTYavniEsE EREHE Bk
Subnet Mask 1~32 By fYRD
Router Option 1.0.0.1 ~ 126.255.255.254 FIxITF—bhoA

128.0.0.1 ~ 191.255.255.254
192.0.0.1 ~223.255.255.254

Domain Name Server
Option

1.0.0.1 ~126.255.255.254
128.0.0.1 ~ 191.255.255.254
192.0.0.1 ~223.255.255.254

TSA4<YUDNSH—/{7 RUR
THYFUDNSB—/I\F RLR

Network Time Protocol
Servers Option

1.0.0.1 ~126.255.255.254
128.0.0.1 ~ 191.255.255.254
192.0.0.1 ~223.255.255.254

NTP B —I\7 RLR

Time Server Option

1.0.0.1~126.255.255.254
128.0.0.1 ~ 191.255.255.254
192.0.0.1 ~223.255.255.254

TIMEY—I\7 KL R

WINS Server Option

1.0.0.1 ~126.255.255.254
128.0.0.1 ~ 191.255.255.254
192.0.0.1 ~223.255.255.254

TSAYUWINSH—I\7 RL R
TAVHUWINSH—IN7 RUZR

SIP Server Option

1.0.0.1~126.255.255.254
128.0.0.1 ~ 191.255.255.254
192.0.0.1 ~223.255.255.254

TSARUSIPY—I{7 RUZR
TAVFUSIPY—INT RUR
el

itw~rﬁ_“ _ TSATUSIPH—I\RXS V%
B 80 MFDRYF EAVIUSIPH—ICRAL VR
Domain Name BA 80 X FDREMF RXA%
EIOMTIPP7RURAM | 1~253 IP7 RURZEEID YT RRAMEIELET,

BIb TR RUX 1.0.0.1 ~ 126.255.255.254 ZbHTSIP7 RLUADRIKRT? RURAZFRELEFT .
128.0.0.1~191.255.255.254 | s Lfc 7 RURZIFLHELT. KbXEVWT RURZEIE
192.0.0.1 ~223.255.255.254 | [CEIhXTZET,

2| LT 1#~14 U —Z HARS
IR Os&ERET D E. U—RHBEHOERICEDE T,

1L ESOBUTESRETDE. U—AHEE 19ELTR
Wxd,
DHCP U541 7 2 NEE

DHCP OS54 7> hREIF. DHCP Y —/\H'S IP7 RURIEEDIBERZEIS T DHAETT . AT 5.
DHCP U —/\H'EEL TS LAN (LRt T dMED DD F T, MAEF. IP7 RURZEHIT D EFELRY

D—UZAATEXT,

REEDDHCP IS4 7~ hREIE. LIFDIBEHRZERITE O THELE T,

e IP7RLUX
e RV NKVYRY
o U—XHE

o FTIAILNL—=FDIPT KLRA

* DNSH—/WDIPT KL
e TIMET—/XDIPF? KFLR
e NTPY—/IDIP7 FUX

© RXAVE

. U—XEHHH
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Gevb
ARECTIAIWNL—5DIP7 RLAZZITID L. BEIMICETEODT I )L ML—hHRS
T4V IBBELTEREINT T, CORYT ¢ v IRIE. 5T 1 v IBRBRROFREZITOIZ&IC
&b, FT1IU MU— FAOERDB TR, BEEOLBICEET BT ENTERT,

CDRY T« v IERE. FHORAUSTENDEBRFERCUREBHZTIBGRF. TNENOEEER
[COLIHNDIETEBEREZRELTLIEE L),

& B3R 257 v IRRBRORECOVTE. IXYRUT 7LV [laniproute] ZSBLTLEEL,

DHCPUL—I—3Y 1 MégE

DHCPOSA 7Y MEBIURY hD—=T LICH DT —)\DS.IPT RURREDIFERZER/ITHENTEXT,
DHCPUL—I—I T b, =ECH S DHCP IS5+ 77> bDEKZZ DHCP U —/\h'Ecth I 152 T
DHEECTT, COWREZAIATDI LT, ERMODBID=R Y DI —T(ZDHCP U—/ W7 T D5EBEKICIE
BREREEITHILEDNTEFT,

& 5 X7 NRESEHIE
" [2.22.1 DHCP Y —)\ge&{ES | (P331). [2.22.2 DHCP R T 1w U#RERES | (P333).
[2223DHCP U S A7 MEgEZES ] (P335). [2.224DHCP UL —TI—I 1 MMEBEZED | (P337)
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MAC 77 RUARAF T v U e

MAC” RURXTF T v ItkeelE. DHCP U —) \WEBERc(E DHCP U L—T—Y T MEREZ{EA T D%, DHCP
ISATYMDMACT RUABHEISNcBDNE SN ZETF T v I T DHAETT . DHCP DEKDZ (S ZFFA]
I MACY RUADERICIE, RABT—HFX—=R, AAAIBRS KU RADIUS U —/\HMEATEXRT,

AAATBEFRB LU RADIUS T—/NICERET DHBA(IF. IDBXU/IAT—RELTMACT RUAZ 16 EH 12#]
(OO TRYSHELY) DINXFTHRELTLIESL),

B, DHCPUSA T MIEETmT D IPT7 RUA%Z, AAAIBRFCIFRADIUS —/\CRET D TEFT,
AAATBERMDIZA. aaa user ip address remote IV RICERELTLEE L,

RADIUS —/\Di5E. Framed-IP-Address 77 b E 12— MMIEBRFELTLEE L),

2.25.2 IPv6 DHCP KgE

IPv6 DHCP#EEIE. IPv6 T T« v I RIFEDIERZ IPv6 DHCP 7 54 77> MMCEm LD (U—/)\EE). 7
O/ FDIPv6 DHCP T —/NDS IPv6 T T 4 v I XAIFEDIBRZEUS UTD (547> bEEE) . EIED
*w hJ—2I(282 IPv6 DHCP 75 A 7> & IPve DHCP U —/)\E7Zit g (UL —TIT—I 1 hEEE) #
RECY,

IPv6 DHCP Y —/ \i&gE

AEETI(F. IPv6 DHCP U —/) WEREZFER U T, IPv6 77 RUX, IPv6 T T 4w I A EINS AT Dtz TR —
FLUTWET,
BAIRIC, IPv6 DHCP U —) BBE CECfn CEDIREB LU M ZRLUE T,

IRE BTzl

BICBIDHTS P67 KLU R 300

BMIICEIDUTS IPv6e 7 RUR R RF—=HR—TEEH
IPv6 ILT 4w IR 1

DNSH—/\7 KL R 2

DNS RXA V% 1

SIPY—)\7 RUZR 2

SIP RXAV%& 2

SNTPH—)\7 RL R 2

CAIREICREDIIT
AEED IPv6 DHCP U —/\HEEIF. ARBICEHESNERY NIO—IEIFICEBETITIENTEET,
IPv6 DHCPU L —I—YzV hEhiiLUTCRMI D LR TEF A
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IPv6é DHCP U5 A 77>/ M&gE

FEBTIE. IPV6 DHCP US4 7 MMERERFER U T, IPV6 7L T 4 v I A EINSASTDEEBEYR— LT
*x9,

AEEEZEFIRT S E. TOIAIDBEEBUIEIPV6e LT 4w I RZET TR w MELT. Router Advertisement
Message (RA) THRAiRw ND—2(C64E Y bDIPV6 LT 4 v IR R I D ENTEED,

WELEIP6T LI v I R%E
H Iy MMEL CRATHRICER

PR e = ]

IREIL—4E
IPv6 DHCPH#—/%

BIEEESE

IPv6 DHCPH#—/3h\ 5
IPV6 LT 4 v RERE

A

IPV6FRy FT—4

BAIRIC, IPv6 DHCP U547 MMERECHIS CEHIRE B FUMIEHZRULE T,

IPv6 FLT 1w IR 1
IPv6 7 KL 1
DNS B—I\7 RU R 2
DNS RX1 % 1
SIPY—/I\7 RL R 2
SIP RXA1 % 2
SNTPH—/{7 RL R 2

IPvé DHCP U L—I—3 1 MEkEE

IPv6 DHCPUL—I—Y T hd. BEDRY hDI—2(CHD IPv6 DHCP 754 77> b & IPve DHCP U —/ &
ZHIR T DHEETT . COHREZFIRAT D LT, ERtDRID=R Y hDI—2T(CIPv6 DHCP U —/\H\FET 15
BOHERZEFTIDENTEET,

AEBTHR— N9 D IPv6 DHCPH#AEIE. LIRMDRFC (Request For Comments) (CHEHLL TWE T,

RFC3315 : Dynamic Host Configuration Protocol for IPv6 (DHCPv6)

RFC3319 : Dynamic Host Configuration Protocol (DHCPv6) Options for Session Initiation Protocol (SIP)
Server

RFC3633 : IPv6 Prefix Options for Dynamic Host Configuration Protocol (DHCP) version 6
RFC3646 : DNS Configuration options for Dynamic Host Configuration Protocol for IPv6 (DHCPv6)
RFC4075 . Simple Network Time Protocol (SNTP) Configuration Option for DHCPv6
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BUFIC, AHBETYR— T3 IPv6 DHCP X v Z—I%ZRUE T,
O YIR—hF2d. x FiR—KULEWV

Solicit

Advertise

Request

O|0|0O

Confirm

Renew

Rebind

Reply

Release

O|0]0|0O

Decline

Information-Request

OlO0|O0|O|0|O|0|O0|0|0O

O

BUFIC, AHEEECHIR— T 2 IPv6 DHCP A 7Y 3 V7 RLE T,
O YR=bTBD. x: TiR—ELIEL

OPTION_CLIENTID

OPTION_SERVERID

OPTION_IA_NA

OPTION_IA_ADDR

OPTION_ORO

OPTION_PREFERENCE

OPTION_ELAPSED_TIME

OPTION_STATUS_CODE

OPTION_SIP_SERVER D

OPTION_SIP_SERVER A

OPTION_DNS_SERVERS

OPTION_DOMAIN_LIST

OPTION_IA_PD

OPTION_IAPREFIX

OPTION_SNTP_SERVERS

Ol0|O0|O|O0|O0|O0|O0|0]O0|0|O0|0|0|0

OPTIONS_PREFIXDEL

X

OPTIONS_PREFIX_INFO

X

Ol0|O|O|O|O|O[O|0[O0|0]|O|0|O0|0|0|0

o 3 <7 NRESRHIE

[2.22.51Pv6 DHCP 754 77> MMEREZE D] (R341). 2.22.6 IPv6 DHCP U —/ (BkgEZES | (P343).

[2.22.7 IPv6 DHCPU L —IT—J T MREZES | (P345).
[2.22.8 IPv6 DHCP U 54 77~/ NE&BETEUE UTc &% IPv6 DHCP U —/ \BEE TRt 9 51 (P347)

110

DHCP #gE



HEAESIAE (V3) H2E M=

2.26 DNS Y —/\{&RE

DNS T —/UBEE (3. LANA 25 T T —ARDIHARNDDNS ERISH LT, EUDNSH—/U (fe&X(E. 70
JINAFDDONST—/)\) Zhiik UIEWT. REEBEDF > CL\DIBHRZIRT CENTEDRETT,

DNS U —/) \BEAER T 215, IKRIEDNS 7 RURELTIL—FDIP 7 RURZEREULF T, imARN DHCP
I5AT7 2 hDFEF. DHCPY—/HBAIT D DNS 7 RURE U TIL—F D LANR— hDIP 77 KL A %84
FHUENDDFET,

AFEICIF. LIFD2TERED DNS U—) #geENHD D T,

e DNSH—IN (RF¥T 1 wvD) tKaE

e ProxyDNS (DNS#RDZ3(F) #EaE

2.26.1 DNSY—)\ (RH¥FT+1sv D) K&iE

KX >4 (FQDN : Fully Qualified Domain Name) & IP 77 R AD#EZEEBMNICERELFE T DNSTSA T
O SDEVEDE (BESIE, W5IE) ([CHU. RELEIY MIERRL. ZHETY NURRDH oEBEE
INELUET, BDOhOiEh ofeBEald. EHDNST—/NICRRWVWEDEET, @551F (P77 RUADSEZFIZN
%) 9D5EF. s/ y FRICEENSD TYPE & CLASS Z. TYPE=A (1 a host address). CLASS IN (1
the Internet) EEE LFE T,

AT 4w IT—=TVFERKCT64ITY MITT,

2.26.2 ProxyDNS (DNS#EDF) HEhE

ProxyDNS (DNS#RD3(F) #EElE. DNSHREZEALIBEICBRWLEDhESNIZURL (IB51E) FielIP7
FUR (B351E) [CKD. AREHBLEHELRDDNS U—/\ZEBNICEIDIRD CENTEFX T, TDEH,
DNS Z R LW T UIRDK DFERFEZ Y E— A MIICRIRCTEX T,

|
[3tARDNSH—/%
=
M| o
|

RERENIHAD'S DNSD Query X v E—YZRIELIHBE. DNSIRDD(FT—TILAIC, BWLWEDHELRD kX
AVREHITDHIY NUDFEETOINE DN ZT TV ILERT, —HIT LY NUNEFEET DEEF. TD—
HURIZY MUDDNS? FURICXA Yy E—IZEEALE T, —HIT DL MUDFELFVEEF. TT4)U

RDNS 7 RURICAY B—IZIELF T,

DNS#RD DT T —TIVICIFZNZN2 DR TODNS Y —/\ZEEZERIT D ENTE. BRICX Yy E—IZEXT

BDETRRIEZITVE T, BHOT—/\DSDREDDE. KICRECTECDDONHKRICEESNE T,
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XFEDEBAH N SIAICRESNIEXFIRZLEE L. INTOXFIHN—HLTWDHEIC. TV MJE—HU
FEEHMLE T, Ko, " * "[FRBIEXFEUT, " * "DIBOHEIFITOFICHATLY MU Z—H Uz HlT L

F9,

EBHI)

e RAAUE - DNSH—/{7 KU X
e www.fujitsu.co.jp 211

e ftp.fujitsu.co.jp 12222

e *is.fuku.fujitsu.co.jp ©3.3.33

—¥IBHIY MUNEWES., DHCP U —/\&E (& IPv6 DHCP U —/NC &K o CEUE LIc DNS U —/ &MU,
ZTOHRTRIICEF LY —) NEWLEDEZTVE T,
DNS#RD B FT—TIUF&EKR32 T hUTT,

& B8 O RERESEHISE [2.23 DNS U—) e ES (ProxyDNS) | (P352)
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2.27 SNMP &@g

SNMP (Simple Network Management Protocol) &, IPEBBKUTCPELANILDIEHRZINE. EET DD
DIPEEADOTZONIILTT,

SNMP#EETIE. BETHORBZ SNMPYR—I v, BETNDOEEZSNMPI—I 1Y ~EEWVET,
SNMP#gECR Y NI — U ZEIRT 185, BIE T SIIF SNMPYR—I vikfger, BIESNDMAIESNMP
I—I1Y MEREZYIR— LU TWVDREBENGDDET,

SNMP Y R—I vikaEld. Rv bD—0 EOmARDBEPREOCESIREZ—TEELFX T, SNMPI—IJ TV b
HEREIZ. SNMP YxR—Y v DERICH LT MIB (Management Information Base : BIEEHRN—X) EWLWOEE
1BERZRUE T,

SNMP#EEEIF. CD2 DDEEEZFER LT, SNMPYR—I+ESNMPIT—I 1Y hEDBTMIBICEREN
TS AT ZXREUCRY NIO—UZBEBUFT,

AEETIE. SNMPv1. SNMPv2c BKU SNMPV3ZHR— b UE T, /e, BEMIB B LOELENEMIB
ZUR—rLTWET,

& SR g5 (3.1 @£MIB] (P33). [3.2 E+EHIEMIB] (P54)

SNMP HEEIC KD EIR

SNMP X —+

[

|:|:SNMPI—:)I> AR A — 32

BET VR VER
INSZw I

lws | | pc | | Pc|

Gevb
¢ MB &[T
MIBICIE. WEDRV Y ICERFVMEEMIB ERENVIEFTDIRMBHHDFYT, RFC1213FETER
ETNBFREMBIE. BE/—ROZNZNOEERR (XTI I N) LT IERT B HDRIEDERBE
TY, RFCTIX. SNMPI—Y Y hHREIREEEBHEEREL CVT T, BEERERICIE. SNMP ./ —
RELTOYRATALER (VATLARVPEREERLEE) P TCP/IPICEET S8 EHE#RMGDET. LML,
RFCTEEINTVSEBE CRIGERP HUB K EZTHICEETEFX BA, £Dc. FETO MIILDE
ROBHOKECEDRVFEFICEDETCMBZEIIRLET . INZHHIRMIBESELET .
MIB I ASN.1 (Abstract Syntax Notation 1) EWVWSHHTERLFT T SNMP Y R—J v Hifihik MIB ZEIE

FTBRHICIE. SNMPI—Y 1V MITZEDIEEMIBELARUT. SNMP Y2— Y v hZFDIEE MIB D1EER
ZIETBILIICERT DHUEHSHDET,

& SR 0TV RBEEMLE [2.25 SNMPI—I 1> MEBERES ] (P363)
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2.27.1 ifindex DEIDET & ifDescr

KEBTDIifindex DEIDH T, BRURILT D ifDescr ZLA N CRUE T,
o NEE

1 ~ | BAREEHR
9100 ~ | pseudo-ether B
10000 ~ | lan TES%
19000 loopback %7 x—X
20000 ~ | remote B
100000000 ~ | ap B

o RERMEREDI
G

Si-R G110

1 EthernetPort(ether-1-1) ETHERF)L—7 1
2~5 EthernetPort(ether-2-X) ETHERJIL—T 2 (X: iR—bFES)
6 ModemModule(usb1) UsSBiR— b

o HIEAVYTITI—REDHI

9100 ~ | MultiAccessVirtual(pseudo-etherX) pseudo-ether % (ifidex = 9100 + X)
10000 ~ | MultiAccessVirtual(lanX) lanE% (ifindex = 10000 + X)
19000 Loopback loopbackf ¥ Jx—2X
20000~ | PointToPointVirtual(remoteX) remote &2 (iflndex = 20000 + X)
100000000 ~ | P2P_Datalink(remoteXapY) apES (iflndex = 100000000 + (10000xX) + Y)
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2.28 ECMP fE

—MRAIC, Ib—T 1 VICKRBDERESEIF. REEE UCERESNIC1 DDRY hD—J(Cx U CEZEA gEE@E/
ADEHGDHE. ZTOBEIANEZEELT. Ho>EDBEIX MDNEWVEE/ (R ZH—ITRELE T,
ECMP (Equal Cost Multi Path) #g8E(F. BUD THERY hD—2(2)Tw hEEETDHERIC. BUEEIR
RDI\RZHATDEICEL DT, BE/NRDBRZDHIT D ENTEDHKEETT,

BE/NRF. FRADECTEARICFHBIDCENTEETD,

o —NEIL—FT 4T BEIXSDRIDBE/ALITZIRT 255

n n
Gi-R® Si-R G
- 554 E;é B
] m

o ECMPHBEICKDIL—T 7T BUREIRX MORIE/ (R ZERHAT 55

ECMP#EBETIE. AT 4w I—T 4 VLK DREERTESclF OSPF ZF) B U TREEZEZ T o 1cBA (.
BHOBE/\RZEFICFIAITDCENTEFT,
AT 4w )b— b&E OSPFZHA UCEBRNRIFEBH TER B RYT 1 v I)b— bOEETHEEEINSE
DB/ (R & OSPF DEFE THEM SN EHDEE/ A EIFIRIIUTHRESNFE T, BUREICHULTRSY
T4 wI)b— k& OSPFODmEADBEE/ N ADEFEEUICBEIF. BEEREICEDNT. E55hM@E/ (AhR
ESNFET,
o XITAVII—Ta4VIDHEE

REBEESRIOA NI YIERBURAYT 1 v I)b— MMFECMP & UTEBFICHBAINE T,
e OSPFZFIAYTZEAE

BE/IADREERICL>TRUBEIR MEGTOIEBEAIC. ECMPEUTCERFIFAESNE T,
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AT

EIIRZDIT
ECMP BEBEIX IPv4 DIFSSEIFFIRATEE Y,

- HEDBEtYYaVvEFEDERE/RICERNICGET LI TEX A FIATDERE/I(RE. /Ty MRXEFIC

REENZY, N\ YV aARZFERALGED. BE/INABHELTDE. FHSNDEE/ (ADBEEENDIEH
HHET,

« NATHEHE, F(E. VILFF v A MEREEHATI LI TEE . Fle. ECMPEBEIC K> CAREZESBILIEE

B/ CRADEFHEIRT. NATHEEEICK D TP RURAEREERES B DT LB TEI B NATHEEZFIAT D155,
ZNENDEFEEY Y a VHAUBENZAZAALKIT 2T EHBETI D, ECMPEEZFIFAL CafiZaa LT
Ba. BUBE/NAZFIALREITDIENTELLLEDIEDSHDET,

« BENZABRAXNTSYY FOEVARZEERUBESIE. ECMPH#EECK > TREDET 288/ (ADEHFIR T,

KTy FORBZERUTRIBZITOMHEE (IPT«ILYU VTP TOSEXRAMEELE) ZEALEVTLEEL,
IPISTAY RENLENZENDIT Y ORI DBIENAZERT 2. ELLLETELRVESHGDET,

+ PPPoEE{E THIHEGIKAEZNA LTV ERTLDBE/(RF. FEKRME EDERTEETERVESTHRIE

2.28.1

ECMP

NADEEDRHTEEL . ECMPEEEDERE/ (R ICFIALEVTLIEEW, ERICEETDIENTELLE
BTEHBDFT,

BEINAERGE

HBETIE. EOBMDBE/ (R T/\T Y hMEEX T DDDERET DDIC. LIFDHNAHDFE T,

o TUVROEVAR
FNZNOEH) T Y bMS, FIRTDBE/\AZYDBZDCENTEFY,, BE/\(ADEHEIFFEFHEIC
DELEITH. )Ty bOERXIEIFRIESNE B Ao

e J\wiaAaxK
EH/ Ty FORABICK ST, FRTBE/\AZERLE T COFEZHABLUES. BURZ SEO
BEREUBE/  RZFBLET. 20, /Ty hOEXRIEFFRIESNEITH. BE/ \RDEEFFES
BERDDFT,

REKE

Tl&. UTDIEFCEE/ (AZERULET,

(1) ®E@X/)Ty hORXETIP7 FURXESTHEIPY RURZE, 328y hOEEULTNELE T,

2 (

1) OFBEROEMI16EY FDESMI6EY POBEZMEL. #HTEDDZRELTI16E Y hOEZES

LET,

3) (
4 (
(B) (

2)DFERD EAISE Y hDEE TMIBE Y FDEZMNEL M LMD ZHFRL T8 Y hDEZEHULE T,
3) DfERZHARIREIRRE) (A TR D IeRDZRDF T,
4) OROD%Z, LIFCHTFHT, BE/RZRELFT.

RO 0DBE | BE/ (X1 7ZFH
CRODN DIBE [ EfE/I (R 27z
IROD20BE | BE/ (X 3%ZFH
RODBDIBE [ EfE/ R4z

) =

ETTIP 7 RLUZAH192.168.1.1. HTHEIP 7 RLUAB172.16.254.1 TH B/ v RMIDWT,

192.168.2.0/24 [CEET 815/ (R 1. ®E/(RX 2, BFE/(R3. BE/RADEFETDHE

(M)

31 2423 1615 87 0 Evhk

FETIP7RLR | 192 | 168 1 1 — c0a80101 (162K

HTHEIPTRLZ | 172 16 254 1 — ac10fe01 (16:%)
FNENZMELET,
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I
N
1
2
™
&
i

c0a80101 + ac10fe01 = 16cb8ff02 (163E#)
M EDRDZFBELT32E w FDIEICY D& 6ehb8ff02 (163EH) SEDET,
2 ) OEROLEfi1eEY hETMI6E Y MZEMELET,
6cb8 + ff02 = 16bba (16 3EE)
M EDRDZRBELTI6E Y hDEICT D& 6bba (16 EX) EFDFET,
3) () DHEROLEfsEY hETISE Y hEIBEULERT,
6b + ba =125 (16 EH)
MEMRDZFEBFBLCSE Y hDBICTSHE25 (165ER) EHDFT, CDEZ 10ERTHRYT &37(CED
EEP
(4) (3) DERDITZATEIDIERDZEKDDETEEDFT,

(6) (4) DERICKD. BE/ R 2DFAFNRESNE T,

2.28.2 &SI\ I 7 v IlEEE
BE/I\W Iy TREEESHATDEICKDT. BE/I\IRO—ERICEENREUES. EREEE/ (X =FA
LCEBEERGEITOIENTEETT, CNICKDT., EBEICIFEREE) R EFRALUCAEZDE L. BEE
ERAFICIFATREFEE) \AZHBA U CBEEZREIT AT ENTEFR T,

& R O30 RERTEEMIE [2.26 ECMP#EERES | (P366)
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2.29 VRRP {fg

VRRP#REE (. ENVICHRREEHIE (RIPTEE) TEFLVIHARD S, BIOxRY hD—IDBEICERLTVD
W= DNIFR D DERTHIRCEE LI DIEE. BEICTENDIL—IWEEZ/\v 7y T3 oHeE (G5
Ry NAYVINA#EE) TI. Flc. VRRPDI ) —TZEHRET LT BEOEFEDHETTRENZRE
Roatkae (USRYUVITHEE) BYR—MLTVET,

VRRP#8EIF 2 DL EDIL—F BT IL—TZER L. 18DIL—F (REIL—5) OLDCEBIELEFRT, JIL—T
ROEI—F ICIFBEEDRESNTHD. TOBEEICEODTNRYIL—F (RRIOIL—T « VI =ZITIE
B) N\ IT7vTIb—% (RAYI—FTERBZREUCEEIDIV—T « VINEZES I EHIEKE) ZREL
T, Ffew JIL—TECRBIPZ RURZEREL. NAYI—IDTI—THTDITy MelEBUE T,
BRIFREEHIE Z U R — b U COEWIRR Tl BERRERDT T 4L ML—5 E UTRIIP 7Y RURZRET D
CET RV - = ER U EEEDBVBEZRT CEX I,

EBIC 2D LDV =5 TEHDI I —TER AT I —I BRI DL IICHREL. WARSEICTT#IL b
W= DRI —FZD T TCRETDIET, BEDHETRERDI SATU Y THEDRIECEX T,

VRRP#EEZEAT &L EDIL—F DEMEZLIFCEHBALE T,

2.291 fEGRKRY BRI VINALEEEE

o ERIEDENE
VRRPHBEZFERA L CWDHER. YAY)I—F(F, EEMIC/\yI7 v T)L—F(CVRRP-AD X vwt—)
(VRRP Advertisement message:VRRP LR XA wt—Y) ZEEULE T, NwvIPvTIL—FF. XA )U—
IHHDVRRP-AD XY T—IZEZETDET. NAYI—IDEBICELTVDEHILETD,
RAZIW—FTlF. REIP/ MACT RURASHTDINT v MILBENETH. I\w o7 v TI—FTlEFITAN
THEINFT,

|

{RABIP7 KL RA

VRRP-AD 2 v —

SRS

FIAN =z A [ = ﬂ_

IZRFEIP7 KL RAZHRE
Ny F7yvTIL—4
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o [EEFRLERFDENE
RAGIN—EIDRT I FHE. VRRP-AD X wE—I([FEEINEF . £ T NI 7P vTIL—FTIE.
B#ICVRRP-AD X v T—IEZIELTHBEVRYIL—F DI D VIR E TITXRD VRRP-AD X v 7—
DRETETEDOIEBE. NAYIL—IDFT O UleEHUE T, I\v o7y TIL—5F. REIPY KU
AERBMACT RURZS|IEMRNT., YRAYIL—FEUTEMELE T, YA IL—FDF D VEEF. BT
DFFEXTEHEINE T,
VRRP-AD X v T—Vsk{SEFE x 3 + Skew_Time [#
Skew_Time INAGNW—INT TV UIERRIC. KbBEEDEW W I 7 v II—FHAL—XIC
PDEBONDLDICTBICHDIRETHD ., LTOFERNCEEEINE T,
Skew_Time = (256 - VRRP{B4CE) /256 [#

TIANRT— kA
IZRABIP7 KL RAZERTE

R#EIP7 FLRA

RIEBIP7 FL R,
RIEMACT FLRZFIE/H#

e OVKUA

S0 NUADERENISE. VRRP J)L—TDRAEDBREED SIEE UTcEZFE U B E D VRRP

=5 EUTEELE T,

- AVITTI—RIDYNUA
T—=7JIVRIT. BRAFIN. FclF PVCIRERESFIRICK > OBERT i NI4T 1—R
([CBRESNcY DY MU AZBRLET,

- =IOV RIS
BE U THRIBEED, BEUcA VI T I —RADIV—T 4« VI T—TJIVFELEWMEE. D7 KU

HEBALET.
- J—RIDYRUA
152 LT A /5 7 T— A SHERE LITds THEIC ICMP ECHO /W4 v MEs LIFEHEESE, 99 b
A EERLET.

o [EEEIRFFDEME
JI—TRHRTH>EBBEEDSVWIL—FHEIRULIEEEG. BUIIL—TARADIYAIIN—FEXATIL—5
ERZEL. I\wITPvII—FE-DFETD,
BEERELEFHEVBEBECIETIUI YT M E— REoff [CTDTET. BEEIREZITDIENTEET,
FOBEEIFE. RTEEST TRIC BEXZa1—] O [VRRPFEIWIDR U] FfelE virp preempt-permit 1Y
VRERTIDIETIYAII—FIDYIDEZ WIDRL) BTEFT,
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2.29.2 USRAFIVU IR

o BERDENE

PC-AZJIL—TIEVRRP J)L—T A%, PC-BI)L—TEVRRP IIL—TBZT T # )L ML—5EUTHRET
C&ET, BEpHMZERIRTEEX T, e, JIV—TCEIN\vIT7 v T =D FELT. IL—FZHEEIC
Ny IT7vTLTWDDT, JIL—TADIY AT IL—FRT DY UIeBa To/\y o7 v T)L—5HhiiE%z

SIEMSTENTEXT,

TIL—TA (RREIL—4)

4 L—7ID 1
TIAILRIL—52ELT BRE R : 254
JI—TA (10.1.1.1) % REBIP7 KLZR :10.1.11
A

TIL—TB (Nv o7y TIL—%4)
2 L—7ID 12
BEE : 100
{RAEIP7 FLZ :10.1.1.2

ﬂ TIW—=TA (N9 97y TIL—%4)

J)L—7ID 1

BRE : 100

RAEIP7 KLZ : 10.1.1.1
FIAILMIL—2ELT
JL—7TB (101.12) & HL—TB (RRZIL—4)
5 JL—FID 2
BRE : 254
RAEIP7 KLZ :10.1.1.2

+FOE%ZEPC-ATIL—T. PCBIIL—TH B BIeEEDOBREIFLUTORDICHEDET,
PC-AJI—ThSRIEEDIBM

[zzan—5]

[Svo7yTn—5]

PC-BII—ThSREEDIBM

o7y Tn—3]

[k251—5]
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o EFHRLERODEF
SFRGHI DT DV U EE. TIL—TAICHTDNYALYIL—F(ESi-R G#2 [T |EMNANE T, VIDEXEE
[CDWTIE [2.291 BFRy AT VINA#EE] (P118) ZEZHIRUTLIEEL,

FTIAILRL—52ELT
JI—TA (10.1.1.1) &

—— -

FIFLRL—FELT
N TIL—TA (RREIL—4)
Jra—7B 0t & TL—TB (RREN—5)

o IOVKUA
O NUADBERASNCEES. VRRP J)L—TJDREDBEEN SIEE UTEZHE UTcB5EED VRRP
=5 EUTEIELE T,
MUADBRRICDOWNTIE. 12.29.1 5Ky bAYVINA#EE] (P118) ZERULTLEELY,

o BEEHROBE
[2.29.1 @Z Ry bAYV)\A#EE] (P118) LEKOFIBCUIDBADHEELET,

CHWIEEILREDIIT

« A—DAV5TI—AICEEAEEE VRRP JIL—TEBK2DETTT,

« VRRPII—TDIIL—TIDId. B—EEBENTEERULLEVKSICEELTLEEL,

+ VRRPII—TICEIDHETRDREIPZ RURERIP7 RUR[F. AFREILTTRY MCHBIKLSIBRETDHILEED
HHULET,

A—II—TICRRK2EETEIT D ENTEET,

s E—II—TEULTERATEDIL—FI1E. VRRPHEEEZEYR—FIBSIiRGYU—X, Si-RYU—X, BKUSI-R
brin¥U—XTY,

AEBEOEEFEDRA. YRIIV—FTORERM. FEFEEVEY MEETURES. K\vIoT7yvIIL—FHTR
FI—HEBDBIENHDFT,

* VRRPHEBEICK > THUIDBIDREEUH L., BIETEELED T TORFEIEERL TVLSREHIE 70O b JIVICKTE
LET,

+ VRRPH#EEZEFERLTLSIHER. YAYIL—FIE. VRRP-AD (VRRP Advertisement message : VRRP [GERX v
=) BNy O7 v IIL—FICEBNICEELET. NvIT7vTIL—Fld. IRTIL—FHS5DVRRP-AD X v
T—IBZETDICET. YRYIW—FIHERECEELTVWDEHIBLE T, /I\v I 7w TIL—FIE VRRP-AD X v
-V ZREICZELTHS—ERBAICRD VRRP-AD X v E—IBZHETEHED 2 KIEFS. YA IL—FHFD
YUREHIBRL., FIERFERRAIIL—FEUVTEMELE T,

« J—RIYY NUHEERTIES. 8F./— RICICMP ECHO /N v FEEHAMITRELE T, T, EFEF
TREFVERREFERLTWSIESEIE. BEESDFRERICEDICEHNGDET, COKSHFRIETIE / —RFIV MY
HEFEDEWTLEEV, IL— DY NUATERLU G THERRICHU TR YT 1« v I IL— MOEET BEE.
=RV NUARRELVLFBA. e, IL—FF DY MU A TEEU S THRFR E TR TRIUVRBIBHRTIIE
WBSTH. 7773 NL—RERIERY NO—OTFRT (FLT4vIRAR) BEDIWELEULRY RDO—TJ D
BEHRHEELEEEE. W—MO Y NUARRELFTBA.

« BERY NAYVINAEEEZFERT 5. TU Y IRBEEHBATIC LR TEFRA. e, -5 EEHRTD
HUB [&. STPHHEEEEMICUTL EEL, STPHEEETMICT DL, BERBRy FRAY VNS TEBEULTVWSIREL
EEFRET—TILDKREZELVICED T, HEERETDICENBDET,
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VRRP#EECHAL T, UTOREEZERT HESERDUETT .

— VLT NAT B8E IO B RERTIHKD S DRENEINDZEHSHDET,

—DHCP Y —/\tk8E (IPv4) :DHCPRHTF 1w UREEZFERULEWVES. IP7 RUAZEHIDHEFDIPT KL
ADEIDHTENDIEDSHDET,

—IPT1LHY I HkeE D YID BRI RERICIHRD SO fip BEVND T EHHDFT,

—REHlELaE DB RERICRERRIIS IEHINT A, FEEROREHFIONSBRY—1
EEDET,

— Proxy DNS HREBIL—5DIPFP RUZA%ZDNSH—/I\D7 RUREUVTERT S LRI TEFBh.

— VPN BE IRRIW—=5ENRYIT v TI—FIEEU IPsec bRV (HFRINT Y bE BRIV

HODIPF7 RURHEL) ZBEULIEVTLEEL, U IPsec hrRIVZERE LT
0. HFRENSOZEE/\Ty FZEELWL—F TREIT DI EDTEFT A, &
fe. BEBESIRE. REBIPTY RUAZERTIZLEBFTEZ EA,
VRRP ##E(&. DNS Y —/\#EE. & LY —)\HEES S UBIM VPN U —/\iEEE L\ o e ARE L CEIFT 251
H— ) \KEEDTURILZENE LTRIRAT ST LR TEI B A

& SR O RBEEGIE [2.27 VRRP#EERES ] (P371)
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2.30 JUvyIII—-J ke
REBETIE. VLANAD T U w IEEEEBIIC, TUw I T )b—TREEICHIE L TWE T,
TUwIBRES 3. B2 LANZER L. MAC JU—LZhikd DHEET T, HMAABICIE. LAN-LAN RS
LAN-WAN #Zi5tD 2 DR D F T,
LAN-WAN $#5T C T v IR AT RIS LT8R &, LIFDEBDTY,
e IP XU (Ethernet over IP T w )
s F—HYBEEY2I

REECIE, ITD2 DDO#peE Y R— UL TWVE T,
o JUYIRXAVERETDIcHDTUwI T —E> TR
o IPIU—LDEEAR =T 42T/ TUwY) OFERERE

2.30.1 JUvIT)I—-EVTEEE

TUwI I —EVIHEEER. A VYT —RICTI—THERFZHREL. TNTNDA VI TT—RICT
IV—=TZEIDZETHIEICKDT, TUyIEED. ZDT)IL—TAICEAUTZETITOND K DICT HHRET T,
II—TZERFBHZET, UTFOHDK SIS, TUyIBEZEZII—TICOMIT D ENTEXT,

Iy SHL—T0 BT L—TADT Y v SEaskE
FhhEEA.

LANO

LAN1

BEDYE—F VI TI—REBED
Ethernetf ¥4 7z —RX & IL—FT 3
CETTVYDRALUHE|

Ty N—T1
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CAIBBICTEDIIT

TV IEBF—JVEFIFEIE. mac age [CEREULENITRTDITIV—TTEHENE T,
GI—TAXAVINE U TIEETREG A VY T 1 —RIE. VLANA P T1—RAEVUE—PM VP T —RX (remote) T
o lanA VI T —RARTI—TAVINEVLTEETEF A,

IPZL—L%EIVUwITREE. TOITVYITIV—T BT DA /YT x—ALTlE. UTOMEEZFIATH &
DTEFT, ZTNLUNOKRER. IPTLV—LEITVUYITRA VI TI—ALTRIBATEFRA. Fleo B3O
VLANA V571 —RZRUCITIV—TICZHTIP IV v IETBHESIE. ABUITIL—TATVLAN IDHB>EBINE
WVLANA V5 T 1 —RICBEHER}FSNIzlan A V5 T 1 —ATRIFUTOMEEZFIATEET,

- FTP (Z7—=L7 v 7F—NEE)

- telnet

- YRAFLOTDEE

- SNMPI—YzV b, TrapiX(g

- FAFEVIIN—FTaVT

IP7L—L%ZTUwIFTIHEHIC. IBMERY Y% loose ITRELEEEIF. TUvIHIL—THETU v JERRH
TONFT, Fleo TV I RAASVARBE—DIPEIRAY FMCHDICEITEFBELTIALFTEvIIN—FT 1 I%(E
AULTLREEL,

IPEIJUYIFTBIES. WANRICIE TV v IYThHEND TU—LRITHERXE N, BEiE WANHIC Ethernet 7
L—LTRIEWVIP/I\ Y MEEXZETDIEEFTEFBA. £2T\ IPEIVUYITZERRRETIE. IPICRETS
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9BHTET. ZORY NI—=U(C TV IRBHTREIT DI ENTEFT,

IPIL—F 425

IPF1) < (BR#EAR 2 : Loose) _

192.168.1.0/24

LANOICR YRR ZBET %
172.16.1.0/24—192.168.1.2

125 U wIT)—THHE



HEAESIAE (V3) H2E M=

BRXIND &

IPVARTZIEIPV6 DT —L7ZTY v ITUET DHE. REUIP TU—LDH THEMACT RUADRKED
TTIHEWVNEE, ZDIPTU—LAFZDFETY Y I THESNE T,

RIEUCIPTU—LDHTHEMACT RUADREA VT TT—RAHTCT, HTCERIPT RURBREA VY
TI—AHTCDHEEF REBHCDIPTIU—LEVTHUIRLET (CNCKDTPIngDINEPY T DT
DEHIFERIPTIU—LZTI Y ITHET DA VT T IT—ALTHAREICIEDFT),
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VRRP #ge=FIA L cEEEE (IPv4)
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O—AILIL—5 EBEIL—5 EOBDBERECE. LUTOBENER 5NFT.,
o O—NIL—5ERBIL—5 EOBOREE (F—JIUIiR. 77—k, REHBEERL)
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%7,

o IEFTITEAIRILRE
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NICK>T. —ADEHTERNET R— hCRENFEEUCEED. MADBEEDFESE L TULIEWVEHTERNET IR—
heMA U CBEZ#iRT & ENTEXT,

BUIRIC, Ny o7 wTR— MEREZNA T D5 EaORRAIZRUE T,

ether 2 1 I S

= __—

— B

ether 2 2 \

|
@ ERniR
o ALKBE(F. ETHERI)L—T2/R— M1 ZBER— b ETHERIIL—T2R—b2%Z/\w P v ITEUTER
ENTVD

e FWEKE (1) EFWERE (2) &0 BEVLVE/\Y 7 vTIHBMEFEO TS (HUB & FWREEDED
BEREEZRHU. RUDBRZTOIIENTED)

@ BSEMF
BRI
AEEIL. ETHERJ)L—T2R— M1 Z@ER— b ETHERIIL—T21R—b2%Z/)\w I 7 v TTEHRSMN.
ETHER Z)L—T21R— M1 TBIELTVE T,
CDIREDBEREZ. INIRUET,
AEE [ether21] «—HUB (1) «—=FWXEE (1) «—/hA b

NEREIREE] @ [ETHERII—T21R—K1] Tr—JIUiRIF. BiREEDRELIHS

RKEIF. ETHERT)L—T 2/ R— b1 DOBEREZRE L. BER— Mz ETHER J)L—T 27R— b 2(Z8)D
BAFET, COBE. FWKEFBEICN K ZEEHDEFE, COREOBEREZ. LIFIRULET,
AFEE [ether22] «—HUB (2) «—HUB (1) «—=FWEE (1) «—RA K

EFEIREE] OHUB (1) OEENELELES

AEE(F. ETHER T IL—T 2 R— 1 DBEESZERHL. BER— NZETHER J)L—T21R— K 2(H)D
BAFEYT, COHE. FWEE (1) bEEZEEL. FWEE (2) ZREUCEEICYIDEDL el & %R
BELFT, CORRBOBEREZ. MUTMIRULET,

AEE [ether22] «—HUB (2) «—=FWEE (2) «—IIA K

CARBEIIREDIIT

o IN\w o7y TiR— MEBEZFIRT BMEIC. lanA V4% T T —ZAD LinkUp trap 8 &K U LinkDown trap [&. I TFDIBSIC
EHENF T,
- LinkUp trap I&. @ ETHERNET /K— RHFIRTERVIRED S, E55h—ADFIATEDIREICHE - IBSICEH

TNEI,

- LinkDown trap . MIETHERNET iR— MOFIFTEREVIREEIC K > TR IGEHENFE T,
ZNZNOETHERNET ik— FDIRREDOZETIE. lan A >~ % T £ —A D LinkUp trap B KU LinkDown trap [FiEHENF
Hho

« Ny o7 v TiR— NCOBEPRISEESKR— MEIRLEES. Ny I 7 v Tik— bhbhiiR— MIDEZ DI ([C—BFH
[CEIEREEICED F T, TOfeh. Ny o7 v TR—MITREF v UTPRROVAFLOTDHAENETH, Th
FEETEGDFEA,

137 BiE/N\y J7 v Tk



HEAESIAE (V3) F2

2.33 FYIL— halEHhEE

TUTU— NEEREESIE. DOD UDBEEERICHETOBEHRZT V TU— MIERLTHBE. 20T
L—hZE>TEEZTOMETT, T 7U—NEEIG. BFEITDUIC. REULT—IVIBROSFH SEER
U CWEWERZZRGAFICHNICEIDHE TSI, AEERFEEEEIRIDCENTEFT,

Fre, B—DOHEFCIE. AAA (Authentication. Authorization. Accounting) 1BRD'SERIISHRZEET D&
KD, B—DIERZENICEIDHTDIENTEF T, IHIC. AAABRNOBEIBREZEREGIDIEICKD.
BT R Y MO —UERICREUCEEITHENT., KDSLLDEFEFEERIDIENTEET, AAA
1ERIF. AEE(ICRTE SN AAAIBFREFTCIEZRADIUS U— )\ bEIE T2 CENTEFT .
FEBDAAERTIE. T T — NEETERI DI DORIEREE BEERICEAITDIEREERLTD
LTENTEFT,

AAA

2A—HZEDEANER
- 1—HID
- BRRIERE
CIP7 RLARBE

FoIL—k
BEICRELLEER
CEYLTIP7 FLR
CIPTALRIRE

IFF—
mt30. rmt31, - - -

\/ BEICERATSI 0897 —R%
@ IF7—LhoEYETS
[ ,gl

R348 (IPsec)

TUTU—hEERICERT A VYT I—XIE TV TU—bRICFHSNZIFT—=)Lh S, Z0WTWLDA Y
Y1 —AZBEFNICHRRUCBELE T,

o, BEROFREE. AAABRICERSN/ICI—YERCTIINNE T,

ERAFOSRZENT 25513 AAMIBRICERIEFOI—ERZERI DT TEMIDIENTEFT,
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AT

EIIREDIIT

FVTU— NEEREEE Y R— Mo SIERIZER IPsec TY .

FYUIU—NEETERTS MY T —RBGT Y IU— M ERICKEDEYT, TV TL—MRRFHENEmtA Y
FTT—RICIK. remote BRZFREULFEVNTLIEEL,

feEZIE, mMt30~47A4 V5T 1 —R%FVTU—FAICFH LTS, remote 30 ~47 FTO remote ERERE
ULIFWVWTL EELN,
FUIU—MNBREERERTDIES (IPT7AIFUVIRE), BEBHIE [T IL—MERCTREULICEERN TV
TU—hTERTZmtA VP T —ZAH] THEIND D, ZNEZHTEERATEHOEHHEICINED LSIC
EEULTLREEN, RERATCENEBA LT, BRETBICKDEEKENMELEWEEHHDET,
ERTERERETIES. TYIV— MDA VI T 1 —ADEHDIFREULEVWTLEE L,

LA, BRACEERKISEERURELEEC. 10/ V9 T71—REFTVIU— NRICERT 2155, EHtE
EDERMF B EKLDFT,
FI7L—MEREAAABBROI—YRAIDREICEUEBNH 55(F. BEARBERTH D AAABHRIBEREINET,
AAATBRRICEI——Y (\ADT—RBE—) HEET R LEECE. EEESHIINEVAAA I—FERMBRINF
T, EEESHAETVI—PERICREBFESH—HIIEELGD. EEESHNETVI—TIBERICREBESTH
AETOEVWERDHDHEED. ERESO/NETVI—YTEENITONET,

HiE D TEHMOBEEITSEEER. AAABROI—YERIC. IDENRD—REFZEEELTLLEEL (ERIER
EEEULEVT, IDENRAT—REFOI—YIBREECEITDEHFIDELTHERDODNET),

TL— MEtERE

I
U
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2.34 RADIUS @8

RADIUS #8E(d. AAA (Authentication, Authorization, Accounting) 1&ERROEEZMNIBH—/ (RADIUS H—/\)
ZFAUTITOMEET Y., EHORBECHU AABRAVEFIBEP. KEODI-—TEHRZEEITDIHEFLTE.
A—YOFRANBERRTEBR. 1—CEOBEGRBECEROFNBBERZEN U CEBEITSCENTEFT,
AEE(CIE. RADIUS U754 77> MMERES RADIUS T —/\BERED 2 DY D FE T,

BIRIC. ZNZNORBEICDOWVNTERALE T,

2.34.1 RADIUS 547 MEEE

RADIUS 754 7~ h&aEIX. LITD RADIUS B7R— MMERED' S AAA Z R U CHRIAENE T,
BURIC, ZNZNOREETHIFRIREF AAA B ZRULE T,

O « v 1—YsREIRE -PAPE’:?E RIS ERALFEA
- CHAP £33
FUT— hEfSkkEE U7 7+ NEREE  IPv4 25 T 1 v J{RERIER EXBMEFITY MY
(IPsec ./ IKE $%#%) (%1) CIPVB AT T ¢ v IRIRIEER | - EREIT Y MY
- IKE £y ¥ 3 VREIEED - HifisE

H#HEH (Pre-shared key)
- EEIBERIRA IPsec BERD
POEEiE]
-y aVERRKRTZ RUAR
- 3R IPsec MR &R

FIERKT U ABh1EEEE - PAPERE FERULEEA FERULEEA
(MAC 77 R A3 - CHAP £3:F

(3%2)
DHCP MAC7Z RURF I w¥ |- PAPER: ERALEEA FERALEEA
(MAC 77 R REREIE) - CHAP 255

(3%2)
ARP sR5IHRERE - PAP :’3: ERALEEA ERAULFEA

- CHAP %3

(3%2)

IEEE802.1X SRS #%HE + EAP-MD5 ER5iE FEALEEA ¥ ihTR

- EAP-TLS 583
- EAP-TTLS 535
- PEAP S35

¥1) IPsec./ IKE £#t C RADIUS #geZ L\ D H/E D DIL.\nJ.—t(g I—9%, JXRDT— REDBICIKE BHROBFEE
HAER. FCFBFRIPY RURZESTEI U7 THFA MR (PAPEREEEEIL) EIEDET,
%2) I—YRIEMACT FLUR (BRYIDXFIEUHEX12XF) . JAADT—REMAC T RURAFCIEMAC Y KU
AFREHER CRES N/ \AD — N2 E O fEEREsEEED T T,
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REBDRADIUS 754 7> MREIF. BEAD RADIUS U—/\ZZEAUIC/\y O7 v TR (3 BRDEHE

RUDYEIREC T,

RADIUS I —/NE U CERSNIEER Y —/I\BKROT7HD VT 4 I5—)N3. alive IREEL dead IREEZHRT B
T, TNZTNOREBOEKRIILUTDESDTT,

o alive JREE

H—)\HMERTIRE CHDRETT .
BrENBL (EFLOBENNELV) T—/5BEUTERSNE T,
B UBSEEDOY—/\DMERFHET D5BEF. SVTAICT—/IHERENE T,

e deadlrRE

=B TCDUITITAMTALT D MUIeZEICKD, ZOY—/\DERZ—RBICELEUTVDIRET

T, [FDCalive IREED Y —)\DEET DIHEE.

EFERUCBIEEDBIRIERSNEE v,

EBIREHEE CHEE UTCBBDRAT L. BEMICalive REEICEIHULE T,
REERICE T DO YT 4 VIZETDHE. INTCDOY—/\Hdead REICED E. SVFALICT1DDY—/\T
AITU. WEDFSNICY—/\Salive KEEICEIBLE T,

2.34.2 RADIUS Y —/\{&gE

BRI, RADIUS U —/BBETHIRCTED AAATERZRLE T,

*PAP /U772 NEREE
- CHAP Z33E

- RASEBSHEL

- EAP MD5 E35E

- BRI S X

<HEFRIP7 RUR

A5 T7x—2XID

- RERIEER

- IKEHHH

- IPsec X{ERERH

- By v a VERIRKRT RUR
- 13K IPsec XISk EEHE

* VLAN ID

cFOFw MY
A AR S|
- BEGASR

%) RADIUS U —)WRECRITIOIc 7 AD YT « VIBERISV AT AOT[CHAIESNE T,

AREHNTR— I BDHRADIUS 7 MUE 21— ERULET,

ESHD (N) EEOTVS7 MUE 21— MERADIUSEEY RUE1—b, (26AB) & BEo>TWLWDHF7 KU
E'a2—MEVSA (Vender-Specific-Attribute) THD. AR S ID, BHIRVYEEBUHESZRUET,

AEBEHYR— M9 B Authentication 1&ER

User-Name (1)

STRING

aaa user password

aaa user id RFC2865 [ #4EHlL
User-Password (2) STRING
aaa user password RFC2865 [C#EHL

PAP SREIDIZSICERATINE T,
CHAP-Password (3) STRING

RFC2865 [T #EHlL
CHAPSEIDBZSICEREINE T,
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Calling-Station-Id (31) STRING
aaa user called number "<called_number>"
FfelE. <subaddress>hidp BIFHEIE
"<called_number>*<subaddress>"
aaa user supplicant mac "<mac>"
<mac> [& "xx-xx-xx-xx-xx-xx' 5L
CHAP-Challenge (60) STRING
249 RFC2865 [C #EH#lL
CHAP SREEDIZSICERENE T,
EAP-Message (79) STRING
aaa user id RFC3579 [C#EHiL
aaa user password EAP MD5 SREIDGZSICERAEINE T,
REBEH Y R— b9 B Authorization &3k

Filter-1d (11) STRING
aaa user user-role "administrator" : BEZEI SR
"user" P—RRA—YUS5R
Framed-IP-Address (8) IPADDR
aaa user ip address remote RFC2865 [C#EHl
Framed-Route (22) STRING
aaa user ip route "<address>/<mask> <next_hop> <metric>"

+ <next_hop>(Cl& 0.0.0.0 #IBELTLEEL,

« 1207 NUEa2—RFT1DORBERERELET T EHEORIREHRZRET
355 (&, ZOEMSO7 NUE1—MREEEDFET,

+ aaa user ip route TIBE U fc distance [& RADIUS B4BETITET 2 EHTEEE
ho RADIUS 754 7V MHZRIFE o I iREREERD distance {EIFFIC 100 B & 18

bxs,
Framed-Interface-ld (96) Interface-ld
aaa user ip6 ifid RFC3162 [C#EHi
Framed-IPv6-Route (99) STRING
aaa user ip route "<address>/<prefixlen> <next_hop> <metric>"

« <next_hop>ICld“:" ZI/BELTLEELY

c 1207 NUEa2—RFT1DORBERERELE T EHREORIBEHREZRET
355 (&, ZOEHSO7 NUE1—MREEEDFET,

+ aaa user ip6 route TIEXE LTz distance I& RADIUS #8E CTImET D D TEFE
ho RADIUS 754 7V MHZRIFE o I iREREERD distance {EIFFIC 100 B & 18
bFxd,
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Fujitsu-ipsec-ikekey
-Commands (26,211,105)
aaa user ike shared key

STRING
"<kind> <shared_key>"
<kind> : HEROBOEFZNFTHEELE I,

0 :16iEHE
1 IMFhIgE

<shared_key> : XEH% <kind> TIEE LRI T FIITEELE T,

A7 NUEaA—BRRITSITIXY hENF B A, TDTc aaa user ike shared key 1<

Y RT 247 XF%##BZ D shared_key ZREUIBS. BADEHH7 UE1—KIC
SENELEH. BRILEESDICAAARBHRMEOSIELEDE T, RADIUS HiE%=
AT %1553 shared_key l& 247 XFLNTERELTLEEL,

Fujitsu-ipsec-addmask
-Commands (26,211,106)
aaa user ipsec ike range

STRING

"<src_addr>/<mask> <dst_addr>/<mask>"

<src_addr>/<mask> :

EETIP7 RURERY MRV ZEBRULE T, anyd ZIELIZEIFIRTOD
IPv47 RUR%E, any6 ZIEEUIIBSIFTNTDIPV6 7 RUAZIBELIEBDEH
TENET,

<dst_addr>/<mask> :

STEIPPZ RURERY NRRIZSERUFE T, anyd ZIEEULIBSIETRTO
IPv47 RUR%E, any6 ZIEEULIIBSIFTNTDIPV6 7 RUAZBELIEBD EH
BENFE9,

Fujitsu-ipsec-pingdest
-Commands (26,211,107)
aaa user sessionwatch

STRING
"<destination>"

<destination> : BSfRRETDHTHEIP 7 RUREIBELE T .

Fujitsu-ipsec-ext-addmask-
Commands (26,211,108)
aaa user ipsec extension-range

STRING

"<src_addr>/<mask> <dst_addr>/<mask>"

<src_addr>/<mask> :

RETIP7 RUVRAEYRIZERULE T, anyd ZIEEUIESFINTOD IPv4 7 R
LRA%Z. any6 ZIEEULUIEBSIEIRTDIPV6 7 RURZIBELEBEDEHFFELET,
<dst_addr>/<mask> :

STEIPFZ RUREVRIZSIRUE T, anyd ZIEULIESEIXTDIPV4 7 K
LRA%Z. any6 ZIEEULUIEBSIEIRTDIPV6 7 RURZIBELEBEDEHFFLET,

¥1D07 NUE2A—RFT1DOMNREEZRELF T, EHEOHREFEERET D
B5E. ZOEMSD7 NUE1—MRAEELEDET,

Tunnel-Private-Group-Id (81)
aaa user supplicant vid

STRING
0x00+"<vid>"
<vid> : Supplicant [CEIDZT% VLAN ID Z{EE L& T
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AEBEDH R— b9 % Accounting 153k

RADIUS7 RUEa1—b (BS) g

Acct-Input-Octets (42) INTEGER

RFC2866 |C &4l

Acct-Output-Octets (43) INTEGER

RFC2866 | ZEHlL

Acct-Session-Time (46) INTEGER

RFC2866 |C #EHl

Acct-Input-Packets (47) INTEGER

RFC2866 | #EHL

Acct-Output-Packets (48) INTEGER

RFC2866 |C#EHl

TS

BIIREDIIT

AEBODORADIUS U —/\#EEElE, SiFRGYU—X, Si-RYU—X, BLKUSR-SYU—XDRADIUSISAT Kk
hSFHIRATEET,

18DFEE T, RADIUS H—/\#EE& RADIUS US54 7 MEREEHAT DT LIFTEF B A,

1BOFKE LT, RADIUSH—/\IEEEEMEBRET D LIFTEF A,

RADIUS 70O RV DFIIT. BEFICREIB LU THD YT« VITDTR 28 256 T . EIRFIC 257 U EDEREIE
PADIT 4V IRTOIBESIR. mALDHRBUET,

AIBD RADIUS #EEIX 4096 )\ h & X 5 RADIUS D/\Twy RERZ F B Ao

RADIUS B —/\igEZALDIESIF. UTOLIBSICTOEREBITLFVE T, RADIUSH—/I\h 5/
FERHTELFLIED, RADIUSOSA 7Y MITHA LTI MO REL., SBEEHFKRBULET,

- IPVARS T 4 v ORBBEREABICRELEES (B> EBRVLENTH 130EH LR)

- IPVv6 AF T 1 v URRIRBREREBICRELES (B2 EHRUVLEXTHI 50 EH LER)

- HE5R IPsec WREHEZXZICRELIBEE (o> LHRVEXTH 50 @D _LER)

AAA EERD aaa user ip route. aaa user ip6 route (RF T « v IRIKER) THREU distance B8 (BEE) &
RADIUS B —/\H§EETIIEET D CLIETEF A

AAATEERD aaa user ip address local (IPEAXRIER) THELBRAIIP 7 FU R RADIUS B —/\IEEETIITET
B ERFTEFEAS

RADIUS 54 77~ MMEBETSHE U Tz Framed-Route. Framed-IPv6-Route D15#R( distance B (B5EEE) 100 D#F
BIEHRE LTRDODNE T, Fle. INSORBEREZFANHER. EEORBHOLIREEEBIATULESES. O
RIFIERENZE I

RADIUS US4 7 MEEZERELTH. ALIIN—TOI1—ERIEFIAETNE T, AAATIIL—FICRADIUS
SA 7Y MEBE (aaaradius) &1—Y1EER (aaa user) DAAFZERULCES. FFRADIUSTS A7V NMERET
SREEDTONE T, RADIUS IS4 7Y MERETORIN I L IEBES R I—EREFIRESNEF AN, BREECK
BUEBSE. RICI—YERCRIETVE T,

RADIUS PAY YT « VI —NE@HMETERULIES, PADYT« VIRBETHOI VT« VIR TREIOT
NOVFT 4 VTS —INTERENDORERDBD X T,

RADIUS & —/\#§HEId VRRP BBEZERA L TEEILT DI LB TET B Ao
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2.35 MAC 7 FL RAUSEERE

MAC 77 b RAINEERREE (F. BREBENDESEET —IN—RXZFHIAUMAC 7 R AFREE/ ARPEREEZ1T D5 A.
BEBIICMAC T RURIERZBREANDFELT —IN—RIC—REER CEHHETT,

FHEREZFIALC. —EDMAC T FURINERBZRITTCRY N)—UZ BRI ET. BRIDREAT —%
N—ZANDIHARMAC T RUADBFZEITD LR HEFImARMAC 77 KU A ZEE(C AAAKBEDSRELT —
IN—RICBIRIT DI ENTEFT,

g./uf&%(bﬂ%jw'—c
RADIUS 54 77~ M&BEZRULWTMAC 77 RU ARSI ZIT S B, FEEEEICKD T XTDMAC 7 KU ASREEFEREE
BIhEFEDETH. MAC T RUZADIRERRTHNEHA. RADIUSH—/\TMAC T RUADIEEIT>TLIEEL.
RADIUS B —/\#REEFIR LT3 AAA T IL—T T L TIREZE TS558, RADIUS 54 7 MAITEH T D
VLAN D [FBEEICEREEINF A BFIICERELTLEE L,
MAC 77 RL A DINEZRIAT DRIICEREI S NIciizR(E. SREHRFIFREAIKSRAETh IRV ). MAC 7 RU RINE
DHRICHEDFEA. MACT RUZXDINEZRMIEL TH SEREIZRMIAT DD, SRRSO TINEZIT >
TLEEEL,
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2.36 IEEE802.1X EZsEikne

|EEE802’IXD/L.DIE*}%%§E&[3: 9+HB(CEQELJ7—¢_RAD|US17 /\[LJ:DZDIL\DIEE L/\gsa_o

AFECIF. IEEE802.1X [CHEH U I-FRAIHEARE (802.1XEREE) ZHUMR— UL TWLE T,

SPSIHEREIE. SRSIATN. [EAP-MD5J. [EAP-TLS]. [EAP-TTLS). [PEAP] (CHIRULTWET, SREIEIT DTt
@E;L?\EJI?_Q/\ Xt LJ—C g %W@AAA*}‘E %ﬁﬁb\jlm jj“/uu\ul.—lit 9‘|‘ﬂmk_ RAD'US-U— }\%DR%LJTL
UE—REIDFAETEER Y, O—NILEREEZEFIRYT 25 8(& [EAP-MD5] DH TR EEZTVEYT, UE—K
REEFIAT 25BEE. O—HIVEREEHCHENT KD LR [EAP-TLS] KU [EAP-TTLS] FETEREIZ1TL)
F9,

AHEREZFIA T DT & T, SRELEFAIDIE Supplicant s GREIERZIRL) ZINTERMU. RSN
Supplicant A S DR Y N T—=INDARHT7 I A %ZHIEUE T,

AEE CEMERESID EIN TS RADIUS U —/\[E. B B& [Safeauthor V3.5] T,

AEETIE. 1 DOYER— S CTEMDIGRZRL CERIT . CDBA. AEEODYER—MNIXAvF T
HUBKEZER L. TICERDmAZERLC. TNZNDIRK CRelZTDOERNAET Y,

1 DOYIBR— b CTEMDImKRZREIT D5E. "EAPOLBEBR " X vtt—IEFKETHIUTIUAY NV T RS
BUTLIEEL, “"EAPOLEEIR " XA v E—I X EUIEWSTU Y bV T M CIEEREED RIS NE EAv.
B LAN TOFETEIERESENENTWVWD T TU ALY bV T MME. E@ER [Systemwalker Desktop
Inspection 802 1XYTU AV~ TT,

RADIUSH—/%
(FR3E)

= — O

[
(|

192.168.1.100

FHRLAN

PELAR : EAP-TLS

CABBICTEDIIT
AAASEEDEREIRE U CTILBERBRZIIYHR— MU, BEHE U\ vy ML F—48) . ECONBMENET,
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LBITIC, Windows® hMEE TR L TLD EAP (Extensible Authentication Protocol) ZRLE T o

O TR x - R

Windows XP SP3 x O x O
Windows Vista x O x O
Windows 7 x O x O

PIRIC, FEAPORESNERHZRLE T,

EAP-MD5 .

ID. J\ZT— KR—ZDRIHHETH 2.
I-YESHRT— REEETE 25, BREORFEEMNCTES.

EAP-TLS .

SABADER (YTITI M) [CEDRENTES,
ISATY L (A—YiFK) EY—/\ORBICBRSNITY S IVRBIC & BRAHBLNTE D,
BRONDO1—FAEREDF T v S BLVEEHTE S,

SIEESHER (CRL) ZRIRL. KU IEBREO7 I EREEETE D,

EAP-TTLS .

ID. J\AT—RR—ZDREHFETH D,
A—HiHRAICHAELNFTETH 5.
EBAROIR FEIEHMEL,. BVEF1UT 1 URNIVEHIFTES,

PEAP .

ID. JXRD— RR—RDEFERIETH Do

A—YinAKEI CHAAEHFETH Do

BAROIR hEEHDEL, BLEFI1UT « UNIVERIFTED,
A—YBEGHNI\RT—REZEETED L. BEEOAFZENCED,
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EAP-MD5 %5

EAP-MD5EREEE[F. 1—HimARE RADIUS U —/\E CTHBD/CAD — R Z2HF D EICK D CRELT 9T I,
FrLY  DARVAZPOED U, MD5/\y ¥ aB#ICK o TIES{ELT. RADIUS U—/\H\ 1— D583
ZITWVWE T, O—HJUEREEEIE [RADIUS U —/ DRDDICAEEBAD [AAARKRE] HFASNE T,
IEEE802.1X #BE(MD EAP-MD5 SREE DY — 4 A% LA PSR UE T,

I—HiRER Si-R RADIUSH—/\

EAPOL | EAP over RADIUS

IEEE802.1X

SREERIMRE R

EAPOLRS%A

IEEE802.1X
SREERAtA
EAPUZ T Xk (IDER)
! EAPL Z /R Z (IDi&@xD) RADIUSTZ Ao T A (ID:&EEN)

\

\
\

MD5
F¥ L IERE

EAPJZ T X I (MD5R4) RADIUST7 7R F+ L > (MD5RH4R)
INAT—R < <
(EFrLIE)
*ME

EAPL ARV R (INAT—R) RADIUST7Z AU TR
IEEE802.1X
SREERLINEAN

EAPH I+ X RADIUST Vv AT+ 7+

< <
¢ <7

Tunnel-Type.
Tunnel Medium-Type.
Tunnel-Private-Group-ID(VLAN-ID)
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EAP-TLS 535IE

EAP-TLSEREEE (F. O —HimeK & RADIUS U —/ (DR TS ICEIREZH D EICK D TCERRET /T,
IEEE802.1X #4BEMD EAP-TLS BRI DY — 4o > A Z I M TR ULE T,

a4 Si-R RADIUSH—/\
EAPOLRAA _
EAPUY TR (IDEXK)
EAPL Z 7R Z (IDI@AN) _ | RADIUST Y XY T Z k (ID:&EHD)
EAPUZ TR | (TLSEHR) RADIUST YR F ¥ LY (TLSRAER)
EAPL ARV A _ | RADIUSTZ R I TR [
Client_hello: TLS/\— 3> >3 VID ELEL BES 7L 3 X LMREEDEN
EAPUJZIRN RADIUST Yt RAF+L >
Server_hello3EIRLFETLS/N—T 3> 23 VD ELEL BES7)V D X LMERHOEH] LS
Certificate 1t —/ \FEBRZ D%(T 293 T—3y
Certificate_request: 7> 77>/ FERAZE DZFTER ) 3
Server_hello_done: % —/\Hh5D—ED A vt —I&T ZIBH
| O MTURMEDT —2IBHEIENTEAENS (SE3HE) 5
| eapL T2 _ | RADIUSTHERUZTRE |
|| EAPUS TR RADIUST 74 AF¥L Y E
| [z |
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Certificate: 7 > 77> MEERRE D3E(T
Client_key_exchange: 7L< A2 —o L b DiE (U —/ R TESL)
Change_cipher_spec: #ifzlC 2 0¥ T— SN B SAREFER T 2T &% B
Finished :HEX#aLSRAEAUIBO TN LT T &84
| O MTURMEDT —2IBHEIEN TR ENS (SE25E) 5
|| EAPUsTRE RADIUST 4R F+L > E
| eapLz> 2 | rADIUSTH U Z TR |
NGE 5
EAPUZIXb RADIUSTZLAF v LY
Change_cipher_spec: #ifzlc % 0¥ T— SNBSS EFER T 2T &% B
Finished : 2331 SRAFIVED BRI L e T & & @A
EAPL KV R | RADIUS7Z£RZ TR N -~
_EAPHIER RADIUST VA7t T+
< & D
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TLS server_hello_done
TLS
EAPL XKV R _ | RADIUST7 VAT AR > xdyI—v3v
[TLS certificate]. TLS client_key_exchange. [TLS certificate_verify].
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EAPLRRVR _ | RADIUST7 VAT AR >
EAPUZ TR (IDER) RADIUST I RAF¥L >
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_EAPUJTRb RADIUSTVHAF ¥ LY
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EAPL ZKVZ _ | RADIUSTZ RS TR _ =<
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‘EAP')'7IX N BADIUS?7‘E7\$"‘*7 Ly
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EAPL XKV X _ | RADIUS7Z RS T A _
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EAPUZIRb RADIUST YV RAFvL Y
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EAPLZKVR _ | RADIUSTZ 2RI TR _
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2.37 AEmAK7 I CAMLLERE (MAC 7 FL AE3EE)
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ARPEZEIHERE S (F. BMEUTZARP /W w b GRIETTIP 7 RLUXHY0.0.0.0 IS) (T30 L TRIETTIRARD MAC 77
ML AGREEZIT DREBEC T

IEREEFRTDE. LA V2R Y RND—ORDAREIHFADEH. BRrUZDIHRICHT DBEEHECEFT,
SREIATNIE TCHAP/PAP] (THIGU. IARDMAC 77 RLUA(F. AAAIBFRZEZFRADIUS H—/KICERUE T,
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INTVED DIEBE. YRATLAOTICRRUET, BH. BIERINTULELMAC 7 RUZADIHRICKHUT
ARP /T v R EE S TOBEHEDKEDH D FT,

B, FREIRBRIFIEREE T DimAR(C. BEREIDc8(CEREIRBRIFIFENE T 9 2 10 il CEREEABumR AR
U ARP Request Z3%(E U, IWEIC T ARP reply 18 LTS & (CEREHMEE L E T .

VLAN (B DJxwv ) [CDEF18D0RBEEMIT D EICKD. ZDVLAN (HTXRw ) A0 =ETOIE
BNTEFET,

CABEICREDIIT
s FIEGHEIBIDFEITARPEREZTOCLDIESR. BEEHETHICEHNTEFEA.
s FEBEBIHISDTU—LREEB S EEFTEFTEA.
. BEEPHETDIHDARP HAEEN SEETNcHEIC. EUVLWARPIBRTLEEESNIESI}. FESESRE
BWEDIPRA METEBEHNTECLESIEZESHHDFT,
s BEBEETOIREELEVE. YRAFLOTERRT BRI TRESESICHT BEOHERTVEEA.
« AEERETIE. RADIUS 7 AU VT « VJHREIRERTEE A,

152 ARP E25iH#AE



HEAESIAE (V3) H2E M=

2.39 FSYFU KRR

NS YFVIRECIE BEOR. BELA VYT I —XADOREZL (KUK) 22 LT, eSS
Y3V (ONVR) ZERIHETT,

EECED NUARUTOEBOTT,
o J—RRUH

/—KRUAH

HBORED/—F (FE) [CHUT. ICMP ECHO/\T v hEXRET D EICKDZD )/ — FOBEEHRED K
OEIRZRHEULE T,

7ov3av (AV¥UR)

NUARERICERITI S INY RZRELE T,

JEJEH?Z:TOJEJ (O R) EULT. A9 V7 - 05 - FEt - REBEEDFRRIAVY R, BLY. bSvFoo
BEEE B DT - HIFROHEHBHRRT - JYU7ZEREIVY REEELEES. OvY REETENE B A
« /—RRMUHTOERZEITIBEG. 8F./—RICICMP ECHO /Ny v hEEHMICOEELE T, ZDIcH. EEEFIT

FFVERRZERLTVRIESEE. BBREDFERICEDIENABDIT. TOLIBFRIETIE/— R MU HZEED
BFVTLREL,
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2.40 SSHY—/\f%h

SSHU—/UkaEL (&, TELNET U —/)\#RECBIC U E—bOJ A V#KEE (ssh—/)\) & FTPU—/aEEEIU
UE—bT7A)VERXtaE (sfp—/) ZYR—FULTVET,

TELNET U —) WERES KO FTP U —/\ERE Tl FXTFRA T —YDEFBETDch. BERNEFZEZIN
eh. EASNDRBRIEND D FE T, SSHY—/UERETIE. ThRA MERAEB L UBESEBEICKD. T2 TER
TEBROATA VEEEDB KU T 7 A )VEnXREZ AT D N TEX T,

o 5@ FEEDSSHY—/UHEE. BSD 51 Y RICEIVTABENTWSTU—Y T h 1 70 OpenSSH I
LTWEY, EULIE. XY A1 b (http//www.openssh.com/) Z#ESRBLTL T,

ssh’?%%?’zb
Nz

sftpy 472+

774 VERiE
(AVTFFUR)

KEBOEFRRARBKIU U MFHCAZEED SSHINA MREERNMEMRINE T, EMHFEE. BT 5%
PDTTo SSHIRR NEREHREMBIKIFETE FRICY ROTREASN. £ 7 UTeBmh HAZEEB(C SSH i
HIDTENTEET,

SSHOSA 7V VT DT TPICHED UHEFAEFD SSHIRA MREEEZRTE U THIMNEHDDHEEIE.
AEEE T show ssh server key dsa <>/ RE/eld show ssh server key rsa IV R&EEITU THRRSND SSH
A MEREERZSRELER T,

AREEEB(C SSHIERE USRI, REBED SSHIRA MEREEENSSH 7 54 77 MUITEESNT, FREFCIFRET
TNTVBDREELDBERFE. SSHERNIESINE T, LD >T. BEEEICKD, SSHIR A MERALR
WEBINCBEF. SSHI A7 bV T I TP ICREECIFFEFESINTLS SSHIRR MREIRZEBRT
TAHDHPBRLTH S SSHERUE T,

ZD%. JNRADT—RANTOVT MHKRENETITH. SSHIRA SEREEEEDMIBIC KD, RIRENDFTEA
RO DD ET,

REBEND SSHERF. BRIC1ERUDTEEWC., SSHIEFRPICHTC/E SSHEREKRD D o IciZE(E.
SSHRR hEREEZ 9 DRIICUIMISNE T,

FT. serverinfo ssh/serverinfo sftp AN R7Z off [CRRET DT EICKD . SSHY—)\HEEZRR(CEIESED
CENTEFT,

ssh7SA 7 hEsftp 5472 bE SSHR— ST I DIsd. serverinfo I RMDsshFfclF sfipDE
5500 on DIFE. AFED SSHIR— MMt CEDIRRET. serverinfo XY RToff [CIE>TWWTH/ X
D— RABDFTITONIEH &S, BTSN E T,
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CAREBIIREDIIT
e SSHY—/\KEENTLR(CEIE U TVWDIRETEREZIEEFH U, serverinfo ¥ RTSSHEEEED E S SH ZEFICL
THREERRUMIES. SSHRR MIEIROERKICEHEHOINDET, COEE, By aVERIALT U MDHE
£I3E5E. FHONEBICHET DAEEENGDFT,
o AREBOSSHY—/\EETIE., SSHZORIWIN—Y 3 V2 BlIFEYR— LTV, SSHZO Ma)L/IN—
JaV2ICHRIRUIESSHOSA TR ITIRDIT (sshISAT VNI TRIIT7BELUsftp YSAT7V YT+
D7) ZERAULTLEEL,

DURIC, sshiEiis telnet IBGOEERZRUE T,

INRAT— RASBFHEADE SIS | 29 telnetinfo MEFEICHED
(O% « (& telnetinfo DEFEICHED )
V2O X vt—Y (—EH ) login 1—H'4& logon telnet

L\/{—F[:\ Sﬁp %I\Et ﬁp ﬁl\i@*ﬁéﬁ%ﬁ LZFET,

1—YIDIEE BEAICER BRRlCERE
(—BBD sftp I 547V MMRiEmREeE | (—BDftp I 547 Y MMEERHEIC
ICHEET D) EET D)

A FUE—RIEE 23Y; &b

Ny TE—RERE TL &b

ARETYIR— 9% SSH Y —/ \H¥aE

SSHZORJN—=Y 3y SSHZORJNIN—=Y a2 FRYR—F

SSHiR— &S JO M3V 22 /TCP

IPZ7OMIWIN=T 3V IPv4 B KU IPv6 ZHR— b

KRR MEEEZO 3L RSA

KRR REREEZ LT U X LDFESE | ssh-rsa, ssh-dss

BESHNOEE aes128-cbc. 3des-cbc. blowfish-cbe. cast128-cbe. arcfour. aes192-cbc.

aes256-cbc., rijndael-cbc@lysator.liu.se. aes128-ctr, aes192-ctr, aes256-ctr

Xy E— IR d— ROESE hmac-md5. hmac-sha1. hmac-ripemd160. hmac-ripemd160@openssh.com. hmac-
sha1-96. hmac-md5-96

BB R 1
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PIVT—2 3T« )VIHEETIE. RERECEIFI 2FT—) WREICH U C7 O R ZHIRT & CENTEE T,
CNUCEKD, KREDA Y TF VY RAFCIFAEKEDY —) WREZERA T DinkZREL. TFa1UT(Z[@ LT
BDIENTEET,

FTP
H—\HERE

TELNET
H—\HERE

SSH
H—/\HERE

TIME
H—\HERE

DNS
3t

O : &ifg
X o EERT
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2.42 PKI &ge

PKIBEEL (F. TYZ)VEIBREDER. BiR. HIFRZ{TOHEETT,
SEBAE & (E. ITU-TEIEDXB09 [CERSNTH D AANIBR. NFHR. BPHR. YU7ILES. YIRTFv
BENZFENTVET,

PKItBEZERT 7 TUT— 3 VE, IFDESBDTY,
e [Psec#BE (RSATIHLEZRIAAT)

CAIREICREDIIT

. AEBOPKISEETIE. SABICOVTER (CA) [CHRLADERTERTEE A
RSABA7 B LUEEEIRENEVESE. RSAF IS BLRIMIERTEF Ao

- AEBREEEITRER R EEETREOENRNRT LBaTh, 7IUr—yavIic &> TIREIEESE
ERUSITET. BHERNET LSSR. SIRE0EH (55 &ToTLREW,
L EPTUS—va VOREBEESRLTIEEL,
SEISIARSSIRE ORI ICRIAT NS . BEULRIBIRED SRTENTOEVEIREDBS. R5EC
KT BT EDBDET,
L EPTUS—va VOREBEESBLTIEEL,

& BB O3 RRESEMIE [2.39 PKIKEERES] (P413)
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USB XEV {§hE

USBAEUHREE (. USBAEUICRRERBRZREFLZD. USBAEUD OBWNERIBRZIEAT DD
DHEEETT

- 50 TIHUSB XEY (BLBR—LANR—Y)

" http://fenics.fujitsu.com/products/manual/usb/

KEETIEUTD I 7AWV RAT LZEYR—EUTVETD,
e FAT12 (VFAT)
e FAT16 (VFAT)
e FAT32 (VFAT)

e,

e US
us
e US
us
e US
e US

by V7

AEBECIFLUTOEEZTD ENTEFT,
BXEUDITA—Yw

B XEU N BDEMERDERE

B XEUNDEHERDRT
BAEUNBDY T DT FDEH
BAEUADY T hD T FPDFREF

B XTEUAD tech-support DIF1E

T7A)BE (TDF7AI—BDOERR. T77AIVDEIER. T7A4)LDOIE—. T7AILREE)

ELREDIIT
FEBE VFATZHR— ML TWB e, OVIT7AIRBEEETEERT, EL. BEEDOT 7 1 IVRBIIIEET
EF A
USB XEUIF. BHD/IN—F 1 Y aVICREENIcHDEFIATEZTIH. MS-DOS® DHRER/N—F « ¥ a VI$FIH
TEFEA
Ya—bAhy bEFIRTRCERFTEFEA.

« HEBRTI+—< Y bUEUSBAEVZFIAULTHEENRELBESIE. ARETI+—<I v FUBELTLEE

LYo

. WMIET#+—Vw NEDFATIERI (FAT12. FAT16. FAT32) [&. USBXEUDBEICHU CEEMICHBTENE T,
o AEEBTUSBAEUZEIA—T Y FTDE. FRESNTULERBRIRTHESN, N\—FT oY avE—ICEDFE

Fo T#—X v hIBEZRBELT 71 IUDHFER>TLELD, THITERULTLREEL,
USBR— bIC. ENFEREEFH USB XE U LISORFZHFA LBV T L EELY,
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2431 BRERDHEELIREF

BHERDImESLUREFF. UTOAETCITVET,

o copy IN Y RTITOBE
USBXEUDT7AIUIE. /Jum0/<filename> TP I BZATEF T, fcEAF. USBAEUICHEMINTLD
“config.txt” EWVND T 7 A )UIE. copy INX >/ RT/umO/config. txt DL DITIBEULE T,
USB AEUDERI—T « V3 VICDESNTVDEHEEIE. LBD/\—FT a3 VhFIHESNE I,
T4 LU NUDXYIDESIF/TI, fe&EZF USBAEUD “dir" EVWVS T« LT MUICHEMENTLD
“config.txt” EWND T 7 A J)UI&. /umO/dir/config txt DR DICHEELF T,
BEICUTY I MO T 7 OBHBRIERENTEET,

e PCUATHXTDEHES
PCEMAULBWCITOAAIF. OXY RA—T—XHA RD [271 PCURATDY I hD 17 EEHERB
]OA VA =)L) (P50) BZBRULTLIEEL,

159 USB X E U #as



HEAESIAE (V3)

2.44 fRiRIEEE
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