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Microsoft® Windows® XP Professional operating system Windows XP

Microsoft® Windows® XP Home Edition operating system

Microsoft® Windows® 2000 Server Network operating system Windows 2000

Microsoft® Windows® 2000 Professional operating system

Microsoft® Windows NT® Server network operating system Version 4.0 Windows NT 4.0

Microsoft® Windows NT® Workstation operating system Version 4.0

Microsoft® Windows Server® 2003, Standard Edition Windows Server 2003

Microsoft® Windows Server® 2003 R2, Standard Edition

Microsoft® Windows Server® 2003, Enterprise Edition

Microsoft® Windows Server® 2003 R2, Enterprise Edition

Microsoft® Windows Server® 2003, Datacenter Edition

Microsoft® Windows Server® 2003 R2, Datacenter Edition

Microsoft® Windows Server® 2003, Web Edition

Microsoft® Windows Server® 2003, Standard x64 Edition

Microsoft® Windows Server® 2003 R2, Standard Edition

Microsoft® Windows Server® 2003, Enterprise x64 Edition

Microsoft® Windows Server® 2003 R2, Enterprise x64 Edition

Microsoft® Windows Server® 2003, Enterprise Edition for Itanium-based systems

Microsoft® Windows Server® 2003, Datacenter x64 Edition

Microsoft® Windows Server® 2003 R2, Datacenter x64 Edition

Microsoft® Windows Vista® Ultimate operating system Windows Vista

Microsoft® Windows Vista® Business operating system

Microsoft® Windows Vista® Home Premium operating system

Microsoft® Windows Vista® Home Basic operating system

Microsoft® Windows Vista® Enterprise operating system

Microsoft® Windows® 7 64bit Home Premium Windows 7

Microsoft® Windows® 7 32bit Professional
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AHEICF. AVTAFIVZFPRESIUZOIY MIEI—FICRK O THESN, TEEDFERAFKHE EBICRNENTULS FreeBSD D

—EOZENTNE T,
# @#)COPYRIGHT 8.2 (Berkeley) 3/21/94

All of the documentation and software included in the 4.4BSD and 4.4BSD-Lite Releases is copyrighted by The Regents of the
University of California.

Copyright 1979, 1980, 1983, 1986, 1988, 1989, 1991, 1992, 1993, 1994 The Regents of the University of California. All rights
reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following conditions
are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following acknowledgement: This product
includes software developed by the University of California, Berkeley and its contributors.

4. Neither the name of the University nor the names of its contributors may be used to endorse or promote products derived from
this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS "AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED
AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.

The Institute of Electrical and Electronics Engineers and the American National Standards Committee X3, on Information Processing
Systems have given us permission to reprint portions of their documentation.

In the following statement, the phrase "this text" refers to portions of the system documentation.

Portions of this text are reprinted and reproduced in electronic form in the second BSD Networking Software Release, from IEEE Std
1003.1-1988, |IEEE Standard Portable Operating System Interface for Computer Environments (POSIX), copyright C 1988 by the
Institute of Electrical and Electronics Engineers, Inc. In the event of any discrepancy between these versions and the original IEEE
Standard, the original IEEE Standard is the referee document.

In the following statement, the phrase "This material' refers to portions of the system documentation.

This material is reproduced with permission from American National Standards Committee X3, on Information Processing Systems.
Computer and Business Equipment Manufacturers Association (CBEMA), 311 First St., NW, Suite 500, Washington, DC 20001-2178.
The developmental work of Programming Language C was completed by the X3J11 Technical Committee.

The views and conclusions contained in the software and documentation are those of the authors and should not be interpreted as
representing official policies, either expressed or implied, of the Regents of the University of California.

AERICFE. AUT ATV REN—TUVARICBVTHEESNEY T NI T 7HEENTVE D,
Copyright © 1989 Regents of the University of California. All rights reserved.

Redistribution and use in source and binary forms are permitted provided that the above copyright notice and this paragraph are
duplicated in all such forms and that any documentation, advertising materials, and other materials related to such distribution and
use acknowledge that the software was developed by the University of California, Berkeley. The name of the University may not be
used to endorse or promote products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED "AS IS" AND WITHOUT ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, WITHOUT
LIMITATION, THE IMPLIED WARRANTIES OF MERCHANTIBILITY AND FITNESS FOR A PARTICULAR PURPOSE.

FRE(CF. RYV T3 — FRBXROTHESN. FEOERRALEBICEMENTULSD mrouted D—EHZFENTNET,

The mrouted program is covered by the following license. Use of the mrouted program represents acceptance of these terms and
conditions.
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1. STANFORD grants to LICENSEE a nonexclusive and nontransferable license to use, copy and modify the computer software
“mrouted” (hereinafter called the “Program”), upon the terms and conditions hereinafter set out and until Licensee discontinues use
of the Licensed Program.

2. LICENSEE acknowledges that the Program is a research tool still in the development state, that it is being supplied “as is,” without
any accompanying services from STANFORD, and that this license is entered into in order to encourage scientific collaboration aimed
at further development and application of the Program.

3. LICENSEE may copy the Program and may sublicense others to use object code copies of the Program or any derivative version of
the Program. All copies must contain all copyright and other proprietary notices found in the Program as provided by STANFORD.
Title to copyright to the Program remains with STANFORD.

4. LICENSEE may create derivative versions of the Program. LICENSEE hereby grants STANFORD a royalty-free license to use,
copy, modify, distribute and sublicense any such derivative works. At the time LICENSEE provides a copy of a derivative version of
the Program to a third party, LICENSEE shall provide STANFORD with one copy of the source code of the derivative version at no
charge to STANFORD.

5. STANFORD MAKES NO REPRESENTATIONS OR WARRANTIES, EXPRESS OR IMPLIED.By way of example, but not limitation,
STANFORD MAKES NO REPRESENTATION OR WARRANTIES OF MERCHANTABILITY OR FITNESS FOR ANY PARTICULAR
PURPOSE OR THAT THE USE OF THE LICENSED PROGRAM WILL NOT INFRINGE ANY PATENTS,COPYRIGHTS, TRADEMARKS
OR OTHER RIGHTS. STANFORD shall not be held liable for any liability nor for any direct, indirect or consequential damages with
respect to any claim by LICENSEE or any third party on account of or arising from this Agreement or use of the Program.

6. This agreement shall be construed, interpreted and applied in accordance with the State of California and any legal action arising
out of this Agreement or use of the Program shall be filed in a court in the State of California.

7. Nothing in this Agreement shall be construed as conferring rights to use in advertising, publicity or otherwise any trademark or the
name of “Stanford”.

The mrouted program is COPYRIGHT 1989 by The Board of Trustees of Leland Stanford Junior University.

RHE(ICIFE mAUTHIVZPRESFIOZOIY MUE1—FICKoTHE SN, TEROFEARLEEEDBICEMINTLD pimd D
—EHAZFENTNFT,

Copyright (c) 1998-2001
University of Southern California/Information Sciences Institute.All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following conditions
are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

3. Neither the name of the project nor the names of its contributors may be used to endorse or promote products derived from this
software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE PROJECT AND CONTRIBUTORS “AS IS” AND ANY EXPRESS OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE PROJECT OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED
AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.

$Id: LICENSE,v 1.5 2001/09/10 20:31:36 pavlin Exp $
Part of this program has been derived from mrouted.
The mrouted program is covered by the license in the accompanying file named "LICENSE.mrouted".

The mrouted program is COPYRIGHT 1989 by The Board of Trustees of Leland Stanford Junior University.

AERBICF. FUIVKZICK O THESN. TDERARGE EBICEASINTULS pimdd D—EHAZFENTLET,
Copyright (c) 1998 by the University of Oregon.All rights reserved.

Permission to use, copy, modify, and distribute this software and its documentation in source and binary forms for lawful purposes
and without fee is hereby granted, provided that the above copyright notice appear in all copies and that both the copyright notice
and this permission notice appear in supporting documentation, and that any documentation, advertising materials,and other
materials related to such distribution and use acknowledge that the software was developed by the University of Oregon.The name
of the University of Oregon may not be used to endorse or promote products derived from this software without specific prior
written permission.

THE UNIVERSITY OF OREGON DOES NOT MAKE ANY REPRESENTATIONS ABOUT THE SUITABILITY OF THIS SOFTWARE FOR
ANY PURPOSE. THIS SOFTWARE IS PROVIDED "AS IS" AND WITHOUT ANY EXPRESS OR IMPLIED WARRANTIES,INCLUDING,
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WITHOUT LIMITATION, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE,
TITLE, AND NON-INFRINGEMENT.

IN NO EVENT SHALL UO, OR ANY OTHER CONTRIBUTOR BE LIABLE FOR ANY SPECIAL, INDIRECT OR CONSEQUENTIAL
DAMAGES, WHETHER IN CONTRACT,TORT, OR OTHER FORM OF ACTION, ARISING OUT OF OR IN CONNECTION WITH,THE
USE OR PERFORMANCE OF THIS SOFTWARE.

Other copyrights might apply to parts of this software and are so noted when applicable.

Questions concerning this software should be directed to Kurt Windisch (kurtw@antc.uoregon.edu)

$ld: LICENSE,v 1.2 1998/05/29 21:58:19 kurtw Exp $

Part of this program has been derived from PIM sparse-mode pimd.
The pimd program is covered by the license in the accompanying file named "LICENSE.pimd".

The pimd program is COPYRIGHT 1998 by University of Southern California.

Part of this program has been derived from mrouted.

The mrouted program is covered by the license in the accompanying file named "LICENSE.mrouted".

The mrouted program is COPYRIGHT 1989 by The Board of Trustees of Leland Stanford Junior University.

Copyright (c) 1998 by the University of Southern California.All rights reserved.

Permission to use, copy, modify, and distribute this software and its documentation in source and binary forms for lawful purposes
and without fee is hereby granted, provided that the above copyright notice appear in all copies and that both the copyright notice
and this permission notice appear in supporting documentation, and that any documentation, advertising materials,and other
materials related to such distribution and use acknowledge that the software was developed by the University of Southern California
and/or Information Sciences Institute.

The name of the University of Southern California may not be used to endorse or promote products derived from this software
without specific prior written permission.

THE UNIVERSITY OF SOUTHERN CALIFORNIA DOES NOT MAKE ANY REPRESENTATIONS ABOUT THE SUITABILITY OF THIS
SOFTWARE FOR ANY PURPOSE. THIS SOFTWARE IS PROVIDED "AS IS" AND WITHOUT ANY EXPRESS OR IMPLIED
WARRANTIES,INCLUDING, WITHOUT LIMITATION, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE, TITLE, AND NON-INFRINGEMENT.

IN NO EVENT SHALL USC, OR ANY OTHER CONTRIBUTOR BE LIABLE FOR ANY SPECIAL, INDIRECT OR CONSEQUENTIAL
DAMAGES, WHETHER IN CONTRACT,TORT, OR OTHER FORM OF ACTION, ARISING OUT OF OR IN CONNECTION WITH,THE
USE OR PERFORMANCE OF THIS SOFTWARE.

Other copyrights might apply to parts of this software and are so noted when applicable.

Questions concerning this software should be directed to Pavlin lvanov Radoslavov (pavlin@catarina.usc.edu)

$ld: LICENSE.pimd,v 1.1 1998/05/29 21:58:20 kurtw Exp $

Part of this program has been derived from mrouted.
The mrouted program is covered by the license in the accompanying file named "LICENSE.mrouted".

The mrouted program is COPYRIGHT 1989 by The Board of Trustees of Leland Stanford Junior University.

AERICIE. RSA Data Security ftHE(E#EZHE L CL1D MD5 Message-Digest Algorithm D ENTVE T,
Copyright (C) 1991-2, RSA Data Security, Inc. Created 1991. All rights reserved.

License to copy and use this software is granted provided that it is identified as the "RSA Data Security, Inc. MD5 Message-Digest
Algorithm" in all material mentioning or referencing this software or this function.

License is also granted to make and use derivative works provided that such works are identified as "derived from the RSA Data
Security, Inc. MD5 Message-Digest Algorithm" in all material mentioning or referencing the derived work.

RSA Data Security, Inc. makes no representations concerning either the merchantability of this software or the suitability of this
software for any particular purpose. It is provided "as is" without express or implied warranty of any kind.

These notices must be retained in any copies of any part of this documentation and/or software.

10
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AETRITIE. Eric Young K (eay@cryptsoft.com) ([CKR D CERIBSNIERES Y T hO T P HSENTVE T,
Copyright (C) 1995-1998 Eric Young (eay@cryptsoft.com) All rights reserved.

This package is an SSL implementation written by Eric Young (eay@cryptsoft.com).
The implementation was written so as to conform with Netscapes SSL.

This library is free for commercial and non-commercial use as long as the following conditions are aheared to. The following
conditions apply to all code found in this distribution, be it the RC4, RSA, lhash, DES, etc., code; not just the SSL code. The SSL
documentation included with this distribution is covered by the same copyright terms except that the holder is Tim Hudson
(tih@cryptsoft.com).

Copyright remains Eric Young's, and as such any Copyright notices in the code are not to be removed.|f this package is used in a
product, Eric Young should be given attribution as the author of the parts of the library used.This can be in the form of a textual
message at program startup or in documentation (online or textual) provided with the package.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following conditions
are met:

1. Redistributions of source code must retain the copyright notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following acknowledgement:"This product
includes cryptographic software written by Eric Young (eay@cryptsoft.com)" The word 'cryptographic' can be left out if the rouines
from the library being used are not cryptographic related :-).

4. If you include any Windows specific code (or a derivative thereof) from the apps directory (application code) you must include an
acknowledgement:"This product includes software written by Tim Hudson (tjh@cryptsoft.com)"

THIS SOFTWARE IS PROVIDED BY ERIC YOUNG “AS IS AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE
GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

AERICIE. OpenSSLY—)LaFw NEERAT D18 OpenSSL Project (http://www.OpenSSL.org/)) [CR D THRESNIEY T Dz 7H
SENTVET,

Copyright (c) 1999 The OpenSSL Project. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following conditions
are met:
1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.
2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.
3. All advertising materials mentioning features or use of this software must display the following acknowledgment: "This product
includes software developed by the OpenSSL Project

for use in the OpenSSL Toolkit. (http://www.OpenSSL.org/)"
4. The names "OpenSSL Toolkit" and "OpenSSL Project" must not be used to endorse or promote products derived from this
software without prior written permission. For written permission, please contact licensing@OpenSSL.org.
5. Products derived from this software may not be called "OpenSSL" nor may "OpenSSL" appear in their names without prior written
permission of the OpenSSL Project.
6. Redistributions of any form whatsoever must retain the following acknowledgment: "This product includes software developed by
the OpenSSL Project for use in the OpenSSL Toolkit (http://www.OpenSSL.org/)"

THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT “AS IS" AND ANY EXPRESSED OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE OpenSSL PROJECT OR ITS CONTRIBUTORS BE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

1"


http://www.OpenSSL.org/
http://www.OpenSSL.org/
http://www.OpenSSL.org/
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"ether macfilter". "vlan macfilter". "lan ip filter'. "ether gos aclmap". "vlan gqos aclmap’. "lan ip dscp" I~ -/

REDETCEELA T4 EE CHRETIBEC T,

BEIBAIIE. TNZNLUTDXRDICHED KT,

- OX Y ROBERELIEIE. "ether macfilter'. "vlan macfilter'. "lan ip filter'. "ether gos aclmap'. "vlan
gos aclmap’. 'lanip dscp' ONX Y RDIEE T,

- ether iR— MEDBSEIERIFE. ether R— FESHNEWVEDIHELEDET,

- VLANBEDELIELE. VLAN ID BNEWVEFESIHBELIEDET,

- lanBOBEIERIE. lan ERESHINSVEOIDELEDET,

NATHEICKD LR HBEZA T 6418

"ether macfilter'. "vlan macfilter'. "lan ip filter". "ether gos aclmap". "vlan gos aclmap". "lan ip dscp'. "vlan

protocol' AN REDLE TCEBEAR TCEAN AT FT CHREDIRETT,

BIEIEfE. TNZNLUTDRDICHEDFT,

- OV ROBEABSTIEE. "vian protocol'. "ether macfilter'. "vlan macfilter'. "lan ip filter'. "ether gos
aclmap’. "vlan gos aclmap". "lan ip dscp' X RDIEETY .

- ether IR— FEIDBEIERE. ether IR— FESHNETVEDINELEDET,
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- VLANBEDEELIEAIFE. VLAN ID AN EWVEFE D EL<IEDET,
- lan BEDBFEIRALE lan ERESHNECWVEDIHELEDE T,

"ether macfilter'. "vlan macfilter'. "lan ip filter". "ether gos aclmap". "vlan gos aclmap". "lan ip dscp" I~ >~/

RHVHET VYR, BAT D acl [CRKOTUTDRIICEDFT,

BHD acl’ZBAT HEFETNTNDESTEFED I I HHEDEICKDZNZNDESUTELDIE
D ET,

acl mac EEDBS

llc DLSAP ZiEE T BI5E 3
llc D LSAP Z35E LIELSE 1
acl vlan ERDZS 1
acl ip EERDHES
srclP 77 RURZIEE LBELSEE
tos {iE /dscp [EZBE LIFWLNES 1
tos{E/dscp ([EZIEET BIHES 3
srclP 7 RURAZIEET dIBS
dstlP 77 KL ZZ8E LIFVES 1
dstiP 77 RLRZIEE T 3155
srclP & dstiP DY R V{ED R UGS
tosfB /dscp EEISE LHEWES 1
tos {E/dscp EZIEE T 215E 3
srclP & dstiP DY A VENRE B IHS 3

"vlan protocol' IN Y RHVHEBE T OV A THIE. LIFDKDICIHEDFT,

70 FJJLVLAN EEDBS
vlan protocol ipv4 Z8RE T DIHEE 3
vlan protocol ipvé Z{8XE Y DIHES 1
vlan protocol <count> ether Z35E 9 D185 1
vlan protocol <count> lic Z{EE 9 2158 1

o PUIIAVKICKD LR  HE2ATI16E
"ether qos aclmap'. 'vlan gos aclmap’. 'lan ip dscp'. "vlan protocol' I¥ > REDOETEBLATI6 7Y
Y3 VECHEIEECTT,
BIEIEfE. TNZNLUTDRDICHEDFT,
- OV ROBEAB\STIEE. "vian protocol'. "ether gos aclmap'. "vlan gos aclmap'. 'lan ip dscp’ A</ R
DIEE T,
- ether — MEIDEEIERLF. ether R— hESHNSTVESHELHEDFT,
- VLANRBEOEBIIERIIE. VLAN IDHDVNEWEDHELKEDERT,

- lanEDOETIBMIF. lan ERESHNEVESHELIEDFTT,
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PFOONY RPERESNTVDBRIC1 POV 3 VAEESINEITH. OXY FOEERICHHI DS T 17
I 3VDHEEINETT,
- vlan <vid> protocol ipv4

- vlan <vid> protocol ipv6

OOV ROERESNTWVWDBERICT POV a3V BESINT T,
<tos_value>. <dscp_value>. <queue_value>DEUEHEE(IF. IV ROEEKICHDHOST1 7o 3
DIHHEINFT,

- ether <number> qos aclmap <count> tos <tos_value> <acl>

- ether <number >qos aclmap <count> dscp <dscp_value> <acl>

- ether <number> qos aclmap <count> queue <queue_value> <acl>
- vlan <vid> gos aclmap <count> tos <tos_value> <acl>

- vlan <vid> gos aclmap <count> dscp <dscp_value> <acl>

- vlan <vid> gos aclmap <count> queue <queue_value> <acl>

- lan <number> ip dscp <count> acl <acl_count> <dscp_value>

PIFOONY RPERESNTWVSEAIC1 POV 3 VN EESINE T,
<vid> HEUHZEF. OXY FOEBERICOIDIDSF1 P I 3 VDHFBEEINT T,
- vlan <vid> protocol <count> ether

- vlan <vid> protocol <count> llc

CAIEBICTZEDIIT
MAC 7 4 L5 DRREEDDIRIFEBICAHS NIy N TT, AREDSHAEIND/ Ty NIHREEDFB A,
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2.14 QoS HEhE

Coo0) 2wE

Qost¥REL (F. BIEHIEPELHEDETRR ZIT o C. BEDREZEERT HHAETT,
BURIC, BehliEfae S @l E S RAMEC OV CEHIALE T,

2.14.1 B5chHlEigsE

BEHERKEESF. /Ty hEFa1—aVTU. RIMIFESNcF 21 —DEEEICHE > THATDHEETT,
BITHERAEIE. VLANBRED I - TS A4 U T A BEARERNEBDF 21— 20T 5T & TRIREINE T,
Ty ~ME—E, HAOR—bK (BREHTR—F20) ODEHODF1—(CFa—aV TN, BEFEHIC
WO TCHENEINET T, F2—FZTNTN0 ~7DBEEZF OTHDH. HFHARELLLED(CHE> TRIEEN LH
DET, BIHEGINE SR-X316T2/324T2/340TR1 Tl&. Strict Priority Queuing (Strict) & /zld Weighted Round
Robin (WRR). SR-X526R1 Tl&. Strict Priority Queuing (Strict) Z/z(& Deficit Round Robin (DRR) (D2 DH'H
ERULE T,

Ffe. ARECIE. A—YTSAAUT A BEEAEBERBOF 1 —DMINIITZEETHEHTEXT,

F 1 —D#F SR-X316T2/324T2 DIHFE 4 8. SR-X340TR1/526R1 DIFE 8EC T,

REB CHIR— b T HEBCHIEKREIC(E. LITFOBENDDET,

SR-X316T2/324T2 DIFH

e |EEE802.1p [CH#EHML LTz CoS [C KD EITHIE

o FIBURE/INT Y MIHT DT I AV TSA AT 1 [CKRDEIHE

SR-X340TR1 DIZS

e |EEE802.1p [C#EHML LTz CoS [C KD EBSTHIH

FIIEUREINT Y MIHTDT T4 IV N TSAZ U T « [CKDESEHIE

ACLICKBDHENF1—EF

* ACLICKD CoSTEBDEE (EFE#D CoSfBICIDBIHIHNEITINET)

e ACLICKD IPv4 DSCPIEDZEEE

e ACLICEKDTOS (IP Precedence) DEHE

SR-X526R1 DIHE

IEEE802.1p [CH#EHL LTz CoS (C kDBl

YIRFURE)I Ty MINTDT T4 IV N TSA 7 U T 4 [CKDESTHIE

ACLICKBDHENF1—EF

e ACLICK% IPv4 DSCPEDZEE

e ACLICKDTOS (IP Precedence) (DEFE

BROBBEOBSLAEZERICERICUBEE. ACLICKDBERENE > EBBEIT. KRICCoSICKDE

S, BRICYTIEURE/ T Y MIRTDT T4 IV TSAFUT « [CRDHBEHIEDIRICEBERIE AT S
NEd,
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BIRIC, CoSHIEDSZEICBRTD ILU—LARDT «—)URZRULET,
CosS #liHl
VIAN S IFE T LU—LT#+—<w bk (IEEES02.1q)

<—— Tag 4Byte —— ~<— DATA 460 1500Byte —
<::| DA SA | VLAN Tag TYPE POOOO0OD CRC
0oooop 00000
2Byte
| Priority | CFI | VID
3bit bt 12bit

OCoSOODOO

A—YTS5A4F VT 1 ELBEEDRER

REBOVHRESIUBEHEZTOIBEDOI—TTSA 4T UT BEKERNROF 1 —DHERTEZ. LT
[CRULET,

@ SR-X316T2/324T2DI5S

0 (Best Effort) 1 1
1 (Background) 0 0
RG] 0 0
3 (Excellent effort) 1 1
4 (Controlled Load) 2 2
5 (Video) 2 2
6 (Voice) 3 3

3 3

7 (Network Control)

@ SR-X340TR1/526R1 DI5S

0 (Best Effort) 2 2 1
1 (Background) 0 0 0
2 (FiR) 1 1 0
3 (Excellent effort) 3 3 1
4 (Controlled Load) 4 4 2
5 (Video) 5 5 2
6 (Voice) 6 6 3

7 7 3

7 (Network Control)
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{BSehlfEH DR E

[Eooo0] SR-X316T2, 324T2, 340TR1

BIEHIEDLERCIE. Strict XIZFWRRDEBSHZZRELE T

e Strict
* WRR

CBEEOEVWF1—DTU—LAZREEINELET,
CFA-CEIC—EDOHIE (HAk) =

L. 1BREEEHREZTVE T, tEXE Fa1—

71210%, F21—0IC1 ZREUES. F1—7EF2—01310 1 DA TUELTHONE T,

BUFRIC. Strict & WRRDIEF TR UET .
@ SR-X316T2/324T2 (21— 4(EFA) DIBS

oo oo0oo oo

ooooooo100020003

DO
DO
Do | (D1 D2
po J (b1 ) b2 ) [ D3
po J [ b1 ) D2 ][ D3
I I I []

00030000000000200000
00000Do0DO0DDN0D0nOD

A

EH
w|lw

ooo
O Strict Priority Queuingd O

@ SR-X340TR1 (¥a1—8{ER) DIEH

oo oooo oo

oo oooo oo

ooooooo1000200038

DO

DO

DO

Do )| ( D1 D2 ] ( D3
Do ] [ D1 D2 ] [ D3
[ [(p1] 1 I
\ /

D2

000000000
o0o0o000oooo

oo

0 Weighted Round Robin O

[ERE] oooo ot

goooooo1000200030004000800060007

oopooooO010002000300040005600060007

(DO DO
DO DO
Do ) [( b1 ) D2 Do )| (D1 D2
Do J (b1 )| D2 D3] (D5 ) (D6 | [ D7 Do )| (b1 ) D2 ] (D3 (D5 ) (D6 ) (D7
Do J b1 ) D2]) (D3] D4)[D5])[Ds6]|[D7 Do ] [ D1 D2 J (D3 J[ D4 )| D5 )| D6 ][ D7
I I I I I I I / I I I I I D5 ) | I
noaoooann ()
D5
(D6 )
[ D6 )

O NEIR
O

0 Strict Priority Queuingd O

o00700000000006e00000
ooooooooOoooonoooood

0oooooooo
0000000000

ooo
[ Weighted Round Robin [
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| SR-X526R1

BICHEHDER(C (&, Strict X/CIEDRROEBSH R ELE T,
e Strict EBEEOSVFI—DTL—LAERBECIELET,

e DRR Fa1—CElC RERBRUCVGEERZEELE T, COBEICEDNT, BKEABTHS
F1-—CLICHNZRRCEDT —FYEZRELE T, TOELU EELD/T Y hHHENT
SZDF1—[CHAEE/T Y FH O THRDF 2 —DUE(CEDLDICLET., FFa1—0D
BEOGEEHE. R—bOERKFE (10Gbps) [CFEDHKRDITIEELTLIZE L,

PUFIS, Strict & DRR DUESIZRUE T,

0o 0000 oo 0o 0000 ot
00000001000200030004000500060007 00000001000200030004000500060007
DO DO
DO DO
po ) [( b1 ) D2 Do )| ( D1 D2
Do | (b1 ) D2 ] (D3] D5 ] [ D6 ] [ D7 Do ) (D1 D2 ] ( D3 D5 ] [ D6 ] ( D7
Do ] [ D1 D2 J (b3 )| b4 ) Dp5])[Ds ][ D7 Do ) [ D1 D2 (b3 ][ Db4)|[Dbs])[(Ds]|D7
I I I I I I I / I I I I I I

D4
DDDDDDDDD/—@ & @&

000000000

BnOOOOooooOo

goo
0 Strict Priority Queuingd O 0 Deficit Round Robin0 O
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2.14.2 B5ehHlElEHE TRX EEE

ODooOj| SR-X340TR1, 526R1

i

BAHIHIERETIRIBEETIE. AEBERAT S/ MOMACT RUZ, /v MER. VLAN ID. COS
B, IP7 RUR, R—hESEEDHEFEDEICEDVTEBALHMBEHRESIRI DT ENTEEI,
AEEEEE U/ Ty MOYACL AD "acl mac' B2, "acl vian' . "acl ip" E%. "acl tcp' . "acl udp'E
Fz. BKU"acl icmp' EEICEZH UICBAICELHEIERNESIRI 5NET,

BrHliHERETRAFN

LITDORUZIEET D EICLD T, BEHMEBEROESSRAZHEHTEE T,

o )Ty hATIR—b
T A )VFWEBONREESD) Ty SASETHER K— b

o BT BTHIEIER
- COSfE (VLANREBEDI—TTSAAUT 1 fB) ¥SR-X340TR1 D IPv4 D+
- DSCPfE (IP/\Tw bAWHIDTOS 74 —)URDLEAI6E Y ) XIPv4 D+
- IP PrecedencefB (IPNwYAHFDTOS 74 —)LRDEMIE W ) XIPv4 Ddr
- ATy RO ASNDERICERSNDHR—bDF1— (VT w MIEEBZSNEFEA)

* ACLES
BIEHERESRADRGLED )T v M-V EERUCACLES

BIEHEEERE TR A EEEDE A &R

BIEHIERE S MARAE TIF. ACLTERE UL/ T v MY =2 TRIEHIEIEHRZU FORM CESRAIEE
ITHIENTEXT,
e ETHERMR—h
ether INY RCREULE T, ETHERR— NI U T, EEUZACLD/ Ty M= [C—EUTe A/
v M UT, BEREERSSRANEZRELE T,
e VLAN
vlan OV R TERELFE T VLAN(CET D ETHERR— MMIW U T, EEULEACLD) T v bWF—2(C—
BURADI Ty MU T, BEAEERESSRANEZRELE T,
B—VLANKRD I NTDETHER R— MMIBA T HHEICERLET,

CAIREBILREDIIT
SR-X526R1 Cld. UTDT7L—LAlFACLHRICIEDF B Ao

+ "aclmac lic" EERZEEAUIBEEDVLAN Y IGEDIc TU—L
« ZORJJLVLANDERESNEIU—LA

+ MAC 7« ILFHREDERENIL—LA

« IPT«IF VY ITHEEDNERENEIL—LA

- BREEORVESHIEEHRETRAKENERINTIL—LA
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CEXTEAJHETS LR

[Doo00] SR-X340TR1

KE|CREAREF LRZLMIRUET,

ACLICK D LBR : 1281&

"ether gos aclmap'. "vlan qos aclmap’. B&U "lan ip dscp” AN REDOE TEESA T 128 @F TEREA
BEC T,

XY ROBRABKIBEE. "ether gos aclmap”. "vlan gos acimap'. "lan ip dscp' ONX Y RDIEE T,

Flz. ether — MEADBEIBALIZE ether R— hESHVNSWVWEDSHELHED . VLAN EDEEIEALIE VLAN
DAY NEVEDIHELEDEFET,

LMo T, ETHER1 7R— BT "ether qos aclmap' <Y RO 128 @FE TERESNTLEHRE. LIEED "vian
gos aclmap’. 'lan ip dscp" ONX Y RIFERINEE Ao

rule [CK 2 _EBR 12818

"ether gos aclmap'. "vlan qos aclmap’. BV "lan ip dscp' AV REHOE TEEBELA T 128 BE THED
BETY,

ZTNZNDACLDIL—ILEIF. DITFDEERICK > TERDHNFT,

- TCPEF/zIF UDP ZERTET D ACLMDIBE © TCP F/eld UDP MiX{ETTii— MM & B THlh— MIDBEDIER
- ICMPZERTET D ACLDBE | ICMPDICMP TYPE & ICMP CODE DZNZNDEROHEEDIER

- TCP/UDP/ICMP 72527 UIELVACL DHE 1

/uh?km?&')b"(
BaHEERETMIDHURELDDREIFIREICANEN/INT Y RTT, ZREKIDHAEND /Ty MIxFRE
TbFEEA.
« HEOREARLRZER BEGFERTNT A,
« ether macfilter". "ether qos aclmap". "vlan macfilter". "vlan qos aclmap". "lan ip filter". "lan ip dscp". "serverinfo
filter" YV RIEED ACL Z2IRT DERIFREZF T 400 B TRERRETI .

| SR-X526R1

A=

KEB|CREAREF LRZLNIRUET,

BREINVY RICKD LR : ESMAT641E

"ether macfilter". "vlan macfilter'. "lan ip filter". "ether gos aclmap". "vlan gos aclmap". "lan ip dscp" I~/
FEDE CEERMAH T4 ER CRERRETC T,

BEIBAIE. ZNZNRUTDXRDICHEDFT,

- OV ROBERABSTIEE. "ether macfilter'. "vlan macfilter'. "lan ip filter'. "ether qos aclmap'. "vlan
gos aclmap”. 'lan ip dscp" IA¥ > RDIBE T,

- ether lh— MREDBICIBRLIE. ether R— FESHINSWVESHELHEDET,
- VLAN BIDESEIBEALIE. VLAN ID BVINEWVESHEL<EDFT,
- lanBEOBLIERF. lan ERESHVINTWVEOIHELEDERT,

NARATHICKD LR : KESA T4 18

"ether macfilter'. "vlan macfilter'. "lan ip filter". "ether gos aclmap". "vlan gos aclmap". "lan ip dscp'. "vlan

protocol' AN FEDE CERERAE T4 N AT X CHREABETI .

BIEIBAIE. ZNZNLUTDXRDICHEDFT,

- OV ROBERELIEIE. "vian protocol'. "ether macfilter'. "vlan macfilter'. "lan ip filter'. "ether qos
aclmap". "vlan gos aclmap'. "lan ip dscp" X/ RODIEE T,

- ether IR— FEIDBELIERLE. ether IR— FESHNSVEDIHELLEDET,
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- VLANBEDEELIEAIFE. VLAN ID AN EWVEFE D EL<IEDET,
- lan BEDBFEIRALE lan ERESHNECWVEDIHELEDE T,

"ether macfilter'. "vlan macfilter'. "lan ip filter". "ether gos aclmap". "vlan gos aclmap'. "lan ip dscp" I~¥ >~/
FHVEET DN ATHIE. BARETDacl[CKD>TUTDRDIICIEDFT,

BHD aclZBA T DHEIFTNZENDESTEFEDTID HFPEDEICLIDEZNZNDGFUTEED L
H&dDET,

acl mac EEDBS

llc D LSAP ZiEET BinS 3
llc D LSAP Zi5E LIS S 1
acl vlan EEDIES 1

acl ip ERDHES

srclP 7 RUZAZIEE L IBELES
tos i /dscp [EZIEE LEWLIES 1
tos{E/dscp (EXISTET BIBS 3
srclP 7 RURAZIEET D155
dstlP 7 R RZEIEE LIEWVES 1
dstiP 7 RURAZEET 3158
srclP & dstiP DY XV {EH R LIHS
tos{B /dscp fEZIEE LIFWVLES 1
tosfB /dscp (EZEIEET BIHS 3
srclP & dstiP DY RVEH RIS DIHE 3

"vlan protocol' INX Y RHAVHB TN A I#IE. LIFDKDICHEDFRT,

70 k3L VLAN BEDIBS
vlan protocol ipv4 Zi5E T DIES 3
vlan protocol ipv6 ZIEE T DIES 1
vlan protocol <count> ether Z18E 9 2158 1
vlan protocol <count> lic Z}EE Y 215S 1

o PUIIAVKICKD LR  HE2ATI16E
"ether qos aclmap'. 'vlan qos aclmap’. 'lan ip dscp'. "vlan protocol' I¥ > REDOETEBLATI6 7Y
Y AVECHREHBETT,
BIEIEfE. TNZNLUTDRDICHEDFT,
- O ROBERESIEIE. "vian protocol'. "ether qos aclmap'. 'vlan gos aclmap'. "lan ip dscp' I/ N
DIEE T,
- ether — MEIDEEIERLF. ether R— hESHNSTVESHELHEDFT,
- VLAN BEOESEIBIIE. VLAN IDAVNEIES BB < D ET

- lanBEDBEIRALE. lan ERESDHNEVEDIDHELIEDET,
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PFOONY RPERESNTVDBRIC1 POV 3 VAEESINEITH. OXY FOEERICHHI DS T 17
I 3VDHEEINETT,
- vlan <vid> protocol ipv4

- vlan <vid> protocol ipv6

MTROOXYY RBRESNTVWSDEHEEICT1 P77 aVhEBESINE D,
<tos_value>. <dscp_value>. <queue_value>HEIUBG(F. IV ROEBEHICHHIDHST1 7o 3
DHBEBEINET,

- ether <number> qos aclmap <count> tos <tos_value> <acl>

- ether <number >qos aclmap <count> dscp <dscp_value> <acl>

- ether <number> qos aclmap <count> queue <queue_value> <acl>
- vlan <vid> gos aclmap <count> tos <tos_value> <acl>

- vlan <vid> gos aclmap <count> dscp <dscp_value> <acl>

- vlan <vid> gos aclmap <count> queue <queue_value> <acl>

- lan <number> ip dscp <count> acl <acl_count> <dscp_value>

ROV Y RHSRESNTVDHEEICT1 7Y 3 VhEESNE T,
<vid> A UHZGF. OXY FOBELICHDIDST1 P I 3 VDIHFHBESNT T,
- vlan <vid> protocol <count> ether

- vlan <vid> protocol <count> llc

CAIEBICTEDIIT

BEHEERS T RADHRELDDRIAEEICANETN/INT Y hTT . FEREHNSHNEND/IT v MIHRERF
bE A,
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2.15 IGMP A X —J'tkRE

[Coool swe

IGMP XX —THReL (F. EETHUELH U2 IGMP Ty hZEHESR L C. RIEBDFET 2/IR— MYILFF v
ABNINT w N3RS DHEET T,
s XfETT

FEEICER U CVBDImARECEVILFF v A ML—5

s REEBENEFEIDHR—b
NIVTFFvANTI—=T7 RUADURFBFELTCVER— bRIEIEVILFF v X MU—FhE RSN
R—h
FEEEZFIAT D EICK DT BIFFLIEWLWNILTFF v A My hMElmROREUIELED, mROBEZE
WIDENTEET,
AEBED IGMP AX—TJHAE T, IGMP 7O R JLDI\—J 371 £ 22 IR—bLTVET,

BURIC, IGMP AX—THBEDENFICDVNTRULE T,

P THiee © ) L) =
poog !DDD [] DDD?DD 8 OF3

oooooooo ’ 0000000000
ooooo X 0DOoooooooood
0oooooo

REBODR— KT, YILFFvABU—FHERSNERILTF v A MU= IR— hX2FU AT HEFET D
MR—hEUCERH NSRS Z. LIPIRULET,

IWFErAMV—FR—bK | ILFF+ A ML= KR—BODERE (vlan <vlan_id> igmpsnoop router) [C&D>T. AT

DREGTRHENZF T,

« auto FIEER LIS
IGMP Query /\&ry hEZEURIES. ZOR— M TILFF+ XA ML—FR—MER
HENEI,

+ yes <port_no>ZIEELIIBS
BEICKLDIERENICR— MFEEBBFICTIVFF v A MU= R—bEUTREEINF
T EHIC, auto BIBEULIBS EERIC. IGMP Query packet #{E LTciR— b BT
WFF+AMV—FR— & UTREEINE T,

URFiK—b IGMP Membership Report /Ny F&EZEUfciR— hHURFIR— FELTREEINT T,

NIVFF v ANTI—T7 RURZSHTHRICE DI Y hMEREUEE. REEBIINILTFF v A MU—FR—
REKROURFR— MDD ZDI\NT Y X LER T,
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CAREBIIREDIIT

« IGMPZFIAUREWVWTYILFF v X MEBEZEITOTLDIESEIE. BEHNTEHLLLSOREEDNBDET,

* IGMPAX—THBEMTHIEKELERIT DR— M. BRERTIILFF AR —FR—bEUTHRELTLE
Ay AN

o YIFFvAPMV—=ID28UEEHEINDESIE. YILFF v A MUV—FR— N EBEEECTERELTLEEL,
RIVFF v A= R— D EULLRHEENGZLED, IILFFv A ML—FDEICERENDIFERDIVILFF v
ARy MeZETEBLEIIEEHHEDFT,

FEETRK. —BEREINIIN—T7 RURARY A FHADFELEL EOIEEETHIY MU BREREELEL
T. HHOR—MOBROFZEEELET . TEBLETIV—T7 RUAHEREINTNDIESIE. clear igmpsnoop group
AV YV RTHETDIEDNTEET, HMlE. ATV RUT7LVR] #8RULTLEEL,

s RABRUEELFVILFF v A NI IV—T7 RURABZERBZES. BA 7 RURIGTXTE—VLANRAIC flooding &
NF9g., {/ONDT I —T7 RURADRAEROEENERBZ DIEE(F. IGMP AX—THEEFFIALIEVTL ZE L,

o AEBETIF224.1.1.1&£225.1.1.1%9224.1.1.1&£225.129.1.1DK3C. PP RUADTI23E Y RHEU7 KL X
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L4 v I RERZEZEUICEE. BYHRZEEITDOD TV T4 v IRUI SEER L, A VT TIT—R
IDZEIUIEIPVEe 7 RURZBEERELE T,

SEURTL T 4w I RIEHRIE. show ipv6 ra prefixlist AN RTCSRBTEET, Fle. BEERE U P )
N A(F. show ipv6 route & /(& show interface AN R CEIRTCEF I,

CAIREBILREDIIT
c ADDAYITI—ATERDTIL T 1 v I ABERESET EEE. ABEROREELVELEHEHENLTL
(AN
. BAHIRRNI365 BEBA LT T« v I RIER (BRI ) EHELIBA. 365 BOEMRE UTEMELET .
TUT 1 v IRBROTLT 1 v I RED6ALUNDEE. ZOTLT 1 v I ABERESHEENE T,
TUT 4w I REROA VY VI TS T EBET RURER TS IDBRESNTUNDIES. IPV6 7 RUABES VS
JI—RAICBELEFT.

Router Advertisement Message 2{SIC X% 7 7 = )L MERDBENE

Router Advertisement Message Z51g UfciEa. EEIL—FDUo0—-A)IL7 RURAZH@RT— D14 &
957 A4 MR ZERELEF T,

BRD)L—2 LD Router Advertisement Message ZEUICBR. T 74N MNU—FEUTRIATEST T
IWNIL—F U ZER L. CO—BOHRT/\Ty MO RIEAREFIL—FZT T4 MNU—FEUTERELER T,
ERRUET T #IU MLU—F U X MMZE. show ipv6 ra default-routerlist IN¥ > RCEIRTCEFR T, Ffc. show
ipv6 route IN Y KT, BRESNCT 74V MU—FZSRTEF T,

CAREICREDIIT
« E#UL—5H 5 Router Advertisement Message ZZ{E UTEIHS. IL—F TU T 7 LV AIC KB BEFIEISEIEL
Bho COEE. BUICEELRIL—FZTFITFILMNL—5ELET,
+ Router Advertisement Message IC& 27 T # )b MERDBEEERX 12 THRELE T, RYT1vIDT T+ ME
BERTERATIBE. AT« v IRKROBEEEEZELTLIEE,

Router Advertisement Message S{S[C &% ND (&R D BEIER

Router Advertisement Message [C(d. BERICERAT OBHEIB®R (NDIBHR) HSZFNTVET . Router
Advertisement Message #fEU. REXA Y E—I(CSFENTLD ND [BHREAEBE CTHRIFL TLID ND 1B
FRILBHAFE. NDIBEROEFHHTOHNETT .

IR, AFRETHRFELTCWVD ND IERETDVIEEZRLE T,

o BEEEBOIEMICOVTOENHIE (IHAMEIL307)

o BEEEBEDIEMESEZ1T D Neighbor Solicitation (NS) Message DX{SREME (FIEAMBE(E 172)
o RANY T (FIHREIL64)

o BREXRYNI—U L THEIDHIMIUR (FIEE(E 1500/ )
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V—A7 FUADOBEEER

IPv6 Cld. 25T T—RICEHDIPv6 7 RUALEIDZTOND CEN—RINTT . AKEN SBEZIRH.
PIVT =Y 3VICKOTHTRMICY —RA7 FURZEIEE UEWEE(E. BED IPv6 77 KLU ADHNS—ED
IL—=IVICEDWVWCTT RURADFERZTVE T,

KEBHDNTR—bTDYV—RA7 RUADZERIL—IUIE. UTFORFCHERU RS T MIEMUET,
e RFC3484 : Default Address Selection for Internet Protocol version 6 (IPv6)
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2.24 IP711bP YV

Doo0) 2wE

TREIL. IPTA)LFUVTHREP) (XD — ROREFEZFEDT. Ry MNI—0DEF21UT (1 ZELEEED

CENTEFT,

POV U TREEE (F. AEBZRALU CGERIETD/ U Y hE PP RUXWIR— hNESHEETHIET D
EICKDT RYRNT—0DEFaUT s EZOLESIEDTENDNTEFD,

AEBTF. AEBCAHSNE/ Ty BOEESNIE ACLEED "acl ip" EEDB KU, "acl tep' EFEF/E(E "acl
udp" Fcld "acl icmp" ERICEZH UIEHBEICIP D4 LS U J0IBZETNE T,

E———

oooooooao

e

od
oooo

PO O00O0OOOO

Internet

oooodooooooo

goooooooooooa

—Ng

ooooono

>

XY hI=0DtEF2UT4ZELIEDICIE. LTFOERICOVWTERDUNENDDET,

o Ry hIJ—TODLEFaUT A

o RAVFLHDER (T7A47—D074—)b. I—UREFE)

CAITBICTEDIIT

ProxyDNS Z5E L CWLSIEE. ProxyDNSICXHULTDIP T« ILF YUV IZFREL TEMREBD T Ao
c AREFEDRAAYFTIR. JVE1—FTAIVADRBREHLSIERFTET A, NVIVAITD 1 LAMERY T

MEERT L. FIOFRIUETT.

PT4ILFY Y ITORREBDDRIEIEREICAIENINT Y RTT, FEEDSHAETNZINT Y MEIRREED

Ao

+ SR-X526R1TI&. ORIV VLANDBRENET U —LIRACLIRICIED XA
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BHEIEICIHUTEF 1T« AHZRDD

A=y MMIERTDHETHLANE D UZERIT DHBETH. T—YDRNICIE SO SABENL K
OB EWDS2DDHEAAHDET, BFaUT 1« Hit7ZERDDBEIE. 2DDHBICDOVNTERT D
WENBHODET,

® [ABDHSAEN] BNDT—IICHTEIEF21YT 152D
REDI Ty MERITESEWNKDICT Do
FRFARA MDY T AZEET D,
WEBLI—ICRDARBIET IR %Zr <,

® [HEHLSHEN] BNDF—FICHTHEF21 YT 1 52O
ERNCREEDH DY A MNEENDT U AZHIRYT 2.
WERL—TICRDAEIET T 2R ZH <,
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2.25 DSCP{EEXIRX EhE

Dooojf| SR-X340TR1, 526R1

DSCPEEEMAMBEC(F. IBETDIP/T Y MO DSCPEZETIEI HHAETT, IPVPNIZFE>TEEPL
ARVADBEKREINST—FDDSCPEZZEE U GEET DT EICKD. IPVPNEADBEZ RS CENTE
FJ., DSCPIBET/\Ty MEFEHMEZITOF v U P VPNI—ER (XR—/{—VPNEE) EEETDHERICERD
TFHERETC T,

AEBECTHR—MLUTWD DSCPEETMAMEEIE. LITDRFC (Request For Comments) (CEHLL TULE T,
e RFC2474 : Definition of the Differentiated Services Field (DS Field) in the IPv4 and IPv6 Headers

ooooooo
ooooo

DSCP:40 0 0

IP-VPNO
DSCP:40
ooooo

DSCPIEE A AL, IPv4 [RFC791] TERSNTWLD IP )T v bAwH(CH2 8 Ew hDType Of
Service (TOS) T4 —JURBKRUIPV6 /T bAwH(CEHSD8E W hD Traffic Class 7+ —)L KD >S5, DSCP
T4 =)L RZHEHT S ENTEXT,

e RFC791 Internet Protocol

e RFC2460 Internet Protocol,Version 6 (IPv6) Specification

0 1 2 3 4 5 6 7

0 I
DSCP cu

I I N |
Bits 0-56: DSCP
Bits 6-7: Currently unused

ETMARMTIF, FEFEXIPY RUR, HTER—IES. EETIP7 RUR, XETR—MES, BKRUT
ORJILBSZEECEET . COFHFIC—ETD/\T v FDDSCPEEEFMR TEELF T EHOFMLtE
—H925EEIF. ERESHNNSVADERGZHEHALET,

ETRADRRELESEN 1)y RO DSCPBEFEERR 5SNFFA.

AEETIE. REBICATISN/ Ty D, IBESNICACL BED "acl ip' BF. SR, "acl tep'. "acl udp”
FrelF "acl icmp' B&EICEZH UTCBE(IC DSCPEE T MR NIBEZITNE T,
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CAIBBICTEDIIT
SR-X526R1Tld. UTFDTL—LIFACLEREBED EH Ao

ZOR3JJVVLANDBRENEILU—L4

« MAC 7« Lo HEEDEREINE I U—L4A

« IPTsILF UV ITHEDNERSNEI V-4

+ QoS BSEHIEIEREFRZ BN ERSNEIV—LA
BEEDEVDSCPEEXMAKIEENERSINEIL—LA

& B3R O RRTEEHIE 15 DSCPIESTRAMAERES | (P53)
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2.26 RADIUS §&ag

Doo0) 2wE

RADIUS #8E(&. AAA (Authentication, Authorization, Accounting) 1BROEEZEMNIT—/C (RADIUS H—/\)
ZHMRAUTITOMAECT .. BHOEECTHUAAABRNNELSZEPY, KEDI—TERZEEITDHALE.
I—YDOREHERPHRTEFR. 1—YCEOERFBZENLU CEIEIT DI ENTEET,

ARBETIE. RADIUS 54 7 MEREZ T R— UL TWVET,

RADIUS 54 77~ MEREIE. LI RADIUS HR— MMEBEN' D AAA ZHEH UL CRIASNE T,

BURIC, ZNZNOHKEECTHIARTRER AAABRZRUE T,

OJ4>1—Y8R5t PAP 585 CHAP ER:E ERALEEA ERALEEA

FEBDRADIUS 754 7> MMEREIF. BEAD RADIUS H—/\EFER LT/ Ny 7 v T ECIF B a0 aHER
HaJgE T,
RADIUS H—/\&E UTEESNEERET T —/\ B RO DD VT 4 I —/NE. alive IREES dead IREEZRFEF T
TNZNOREORKIFATDES DT,
o alive JREE
B — ) \hMERTJEETHDHIREET T,
BEENSL (ERLOHED/NEV) T—/hS@BEUTERINE T,
B UBEEDY —/ \DMEMEFET D56(F. VY AICT—/INBIRENE T,
e deadREE
=GB TDUITIAREIA LTI U EICKD, ZOU—/\DFERE—RNCEIELTVDIRET
T, [EDCalive IRREDT—/\DIFET D155, ExUBRIEEDBFFERAINEE A,
EIRSFHRE CTIEE UIEREARE T E. BEMICalive JREEICEIRLET,
SELETCIE TP H O VT 4 V0T DBA. INTOY—/\Hdead IREICHED E. SVYLICT1DOT—)(T
AT, IEOESNeY—) U alive REEICEIHUFE T,

CAEEICREDIIT

+ RADIUS 70 R ODHIIT. BIFICSREEBRTT DI VT« VITHMTASEE 256 T, EIRFIC 257 L EDEREEE
FADIT 4V IETOIBESIR. mALBHRBULET,

+ RADIUSOSA 7V NMEgEZEERLTH. ALII—TDI1—HERIEFIASNET. AAATIL—TICRADIUS &
SA 7 MERE (aaaradius) &E1—H1ERR (aaa user) ODIEAEEZRUIBES. RADIUS IS4 7 MERETERETE
HfThNFE T, RADIUS IS4 7V MERETEREID I LIS - BRIEFIRENF BAD,. SREEICKE L
Zald. RICI—VERTRAZETVED .
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2.27 TACACS+ &g

[Coool 2wueE

TACACS+#%RE(d. AAA (Authentication, Authorization, Accounting) 1B ROERZENET—/\ (TACACS+ U —
JV) ZRIAUTITOMEECT T, BHOKECEU AAABRINELZGY. KEOD1—TIBEHRZEET HIBAE
&L FREE (Authentication). 588] (Authorization) KU 7D T /7 (Accounting) BERZEN LU TERE
THTENTEFT,
REETIF. TACACS+ U T4 77 bEBED I —UEREIEES IV Y RERAMEEZ U R— b L TWLE T,
I—YREMEREE (3. PO AW AREICOT 1 VBICRREHLIEZTLE T,
O FERAMRES (F. PO BRI —UDAREDREM T IV RETRICE IR ZITVE T,
TACACS+ 754 77> hEEEIF. BEEBDTACACS+ U—N\ZERU/\y I 7 v TR ECFamasm i
BECT,
TACACS+ T —/\& U CERSNICEREE /R U —/ (&, alive JREEL dead IREEZFRFHEF T o
ZTNZENDIREBOEKIGFLUTDESDTT,
o alive JREE
Y — ) \hMERRRECHDIREET T,
BEENSLY (ERLOEBEHN/NEVY) =S BEUTHERINET,
B UEBEEDT—/\WMEMEEITDBEEIE. TUYAICTH—/INERENET,
e deadiRRE
H—/NEDTCPEFGERBOY—/I\GTDIITTA ST A LT D MU EICKD, ZDOU—/\DFERZ—
FICEIELUTVDIREET T, [FDCalive IREED T —/\HEHET D15E. TR UICELEDBIFFERINE
Bh.
EBIHFHEBECRE UICRENRET &, BEMIC alive IREEICEIBHLE T,
SEIFRCFRAZITOHE. IXRTOY—)\Ndead REICHED E. SVHLICT DDOT—/)XTHITU. W&
DOBESNIEY—/ U alive IREEICEIHUE T,

;/uf&%f [EDIFT

TACACS+IUSA 7Y MERED T h o VT« VIHEEIF B R— L TLE B A
RADIUS US54 7 MEEEE DIHRIFTEEF B Ao AAATIL—TFICRADIUS 541 7 btk (aaa radius) &
TACACS+ IS4 7~ M&BE (aaa tacacsp) DEAZEERUICIES. TACACS+ IS4 7Y NMEREIIEMEED &
Fo AAATIIL—TICTACACS+ IS4 7 MEREC I —Y1EIR (aaa user) DEAZEEHRUICIBESE(E. TACACS+ Y
SA 7V MERETSRIDTONE T, TACACS+ IS4 7Y MERETEREINAR L TH. 1—YI1ERCORELF{TH
nEth.

« TACACS+Y—/\FAHEROERZARLILES. BPRaF—RBESEENF A, REPRAF—5 ZIES
LT 3mSR, HEREEEL TS,

« TACACS+ IV RERAIHEEEIX. TACACS+ 1—UEREHEEEZFERLCOJ (1 Y LItGEDHEMELEDFT,

+ TACACS+1—Y RIS DIER I S X (&, BEEE/INXAT— K (password admin set) REDHEICIKEFELET,

« TACACS+ IV REBOT#EEEIE. WebSREH KLU FTP/SFTP TIREMELEF B A
TACACS+ <Y REROMEEET. RIBICRITT SOV RERFIDITY Y RICKH T BRADRENNRELEDIE. UL

TICEDFET,
RTFHIYVR RESRENBELEIVY R
diff show running-config (running-config [T U T diff £32{T9 %155)
show tech-support show (show IV R£4F)
save show (show J< > R£1¥)
load BREEIYY R2E
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INCEEE) (XD — ROBERICKDEREARDER Y SAZRUE T,
o BEE)(XT—-RMFLDOBE
—MRI—F T SATOREEDIHTNE T,
o BEE)(XD—RHDDBHE
BEEI SATOREZ{TL SRR UCHBE(IC—RI— O S A TOREZITVE T,
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2.28 DNS Y —/\{&RE

Coo0) 2wE

DNS T —/UBEE (3. LANA 25 T T —ARDIHARNDDNS ERISH LT, EHDNSH—/U (fe& X (E. 70
JINAFDDONST—/)\) Zhiik UIEWT. REEDF > CL\DIBHRZIRT CENTEDRETT,

DNS U —/) \BEAER T 2IBE. IKRIEDNS 7 RURXELTIL—FDIP 7 RURZEREULF T, RN DHCP
I5AT7 2 hDBEF. DHCPY—/UHBAIT D DNS 7 RURE U TIL—F D LANR— hDIP 77 KL A 784
FHUENDDFET,

AFEICIF. IO 2TERED DNS U—) #geENHD D T,

e DNSH—IN (RFT 1 wvD) taE

e ProxyDNS (DNS#RDZ(F) #eae

2.28.1 DNSY—)\ (R¥FT1v D) K&iE

RXA1 >4 (FQDN : Fully Qualified Domain Name) & IP77 R AD#EZEBMNICERELFE T DNSTSA T
FOSDEVEDE (BESIE, W5IE) ([C/U. RELEIY MIERRL. ZHTY NURRDH oEBEE
INELUET, BDOhOiEh ofeBEald. EHDNST—/NICRVWEDEET., @551F (P77 RUADSEZFIZG
&) 9BAF. IE/I\T Y FHRICEEND TYPE E CLASSZ, TYPEZ A (1 a host address) /(3 AAAA
(28 a host IPv6 address). CLASSZ IN (1the Internet) &ULZE T,

2.28.2 ProxyDNS (DNSi#Eb#1F) HEgE

ProxyDNS (DNSH#RD () #pE(F. DNS#EeZER UIBEICELEHhE SN URL (B51E) FicldIP7
FUR (B31E) [CKD. AREHBLEHELRDDNS U —/\ZEBNICEIDIRD CENTEFX T, TDEH,
DNS Z R LW T UIRD K DFERFEZ Y E— M A MIICKRIRTEX T,

||
[DNsOOOd

[Dopnsooog

RERENIHADS DNS D Query X v E—YZRIELIHBE. DNSIRDD(FT—TILAIC, BWLWEHELRD kX
AVREHITDHIY NUDFEETOINE DN ZT IV ILERT, —HIT DL MUDEFEET DEEF. TD—
HURIZY MUDDNS? FURICXA Yy E—IZEEALE T, —HIT DL MUDFELEVEEF. TT4)U
RDNS 7 RURICAY B—IZIELF T,

XFBIDED D SIRICRESNEXFIRZLEE U, INTOXFIH—HLTWVDHEIC. TV MJE—HU
JTeEHMTLUE T, Flo, "* "[FFRIEXFEE LT, " * "DIBEOEERFITOFICZETY MU ZE—H U EHIBL
ECI
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=EH)

o RAAE - DNSH—/U7 KU X
e www.fujitsu.co.jp 11

e ftp.fujitsu.co.jp 12222

e *is.fuku.fujitsu.co.jp . 3333

T 74U BDNSY—/\DRENTE,. LELCTIY MUZERRCELEN ofcHBald. T 740 h—/NCEWEG
HEFEI,

& R O RBEEFE 16 DNS U —/ WaEAES (ProxyDNS) | (P55)
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2.29 SNMP §&gg

Coo0) 2wE

SNMP (Simple Network Management Protocol) &l&. IPEBBKUTCPELANILDIEHRZINE. EET D)
DIPEEADOTZONIILTT,

SNMP#EETIE. BIETHIRBZ SNMPYR—I v, BETNDOEEZSNMPI—I 1Y ~EEWVET,
SNMP#gECR Y NI — U ZEIRT 185, BIE T DIIFSNMPYR—I vikfger, BIESNDAIESNMP
I—I1 MEREZYIR— LU TWVDREBENGDDET,

SNMP Y R—I vikaEld. Rv bD—J EOmARDBEPREOESREZ—TEELEX T, SNMPI—IJ TV b
HEREIZ. SNMPYXR—Y v DERICH LT MIB (Management Information Base : BIEEHRN—X) EWLWOEE
BHRZRUE T,

SNMP#EEEIF. CD2 DDEEEZFER LT, SNMPYR—I+ESNMPIT—I 1Y hEDBTMIBICEREN
TS AT ZXREUCRY NIO—0ZBEBUFT,

AEETIE. SNMPv1. SNMPv2c BKU SNMPV3ZHR— b UE T, Ffe. BEMIB B KOELENEMIB
ZUR—rLTWET,

& 5B g8 (3.1 2EMB] (P28). [3.2 E-@IEMIB] (P44)

SNMP #EEIC KD EIE

SNMPO OODOO

\
e
goooooooag
INSOD OO HUB Wi HUB
[ [
|WS| | PC | | PC | I:IDSNMPDDDDDDDDDDDDDD

Gevb
& MBE&E

MIBICIE. WEDRV Y ICERFVMEEMIB ERENVIETDIRRMBHHDFYT, RFC1213FETER
TNBEEMBIE. BIE/ —ROZNZNOEIEWR (FTII D) [CFPIERT B DIREDERESE
TY, RFCTIlE. SNMPI—Y Y MHEIDFFEINETERERZEEZL CVE T, EBBEIRICIE. SNMP
/—RELTOYRTLER (VAT LRBYPERBERIEL) Y TCP/IPICEHET 2HEHERNHDFT, Lh
L. RFCTEEINTLWSEETRGREPHUBKEZETRFICEBTEFBA. ZODRH. FEZ7O ML
DEROZHDEBTEORNVYERICEDETMBEILIRLET . TNEIRMBESVET,
MIB I ASN.1 (Abstract Syntax Notation 1) EWVWSHHTERLF T SNMP Y R—J v Hifhik MIB ZEIE
TBHICIE. SNMPI—Y TV MAITZEDHREEMIB Z2AFUT. SNMP ¥ 32—J v hiZFDHEE MIB DIEER
ZINETDELIICEET DUELGHDIT,

o s <Y NRESRGIE 18 SNMPIT—I T MEgEZEDS | (R63)
Web 1—H'—XHA K [2.3.1 SNMPD:&E] (P22)
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ifindex DEIDHT

KRB CDifndex DEIDZHTZ A FIRULE T,

1~ lanEE (1+lan ERES)

100 N¥R—I AV MiR— b (SR-X526R1 D)

5001 loopbackf &7 x—2X

6001 ~ UVoF7IUTF—o3a> (6000+<UVIF7TUF—avd—T&ES>)
7001~ ether K— I (7000 + <ether R— FES>)

2.29.1 RMON #gE

RMON (Remote Network Monitoring) &l&. &w hD—J BRI DIFERIETH D, =BEHEICHD LAN

DRST 4y IPITS—IEEDBERRZERT DHEETT,

RMON #£8E(% SNMP #BEZ IR LTc BHDTH O, SNMP I—I T MAIT LAN DfisHBIRZER U CHE,
SNMPYR—Y v (FZ[FRMONYR—I ) DSDEKRICIHNUTER LT —57% SNMPDIvEE UL TGRU

ESES

AEBCTIFUTDORMON )L —TZ Y R— b~ ULET,

e statistics Z)L—F
ESENR ETHER R— M LD/ w MR TS —8UE E DEARNISHEHERZINEUF T,

e history J)L—7

statistics 7)L— T CINET DBEREFEE UMEHBERZBEBRE UCRFLET . BEBRIE—EHBO
FREMBEIRE U CERBENTRIFISNETID T, SNMPYR—I ¥ (KIZ[ERMONNYR—I ) [F—EDHEHE
BT EDHTRRIDIENTEEXT,
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2.30 SSHY—/\fgh

Coo0) 2wE

SSHU—/UkaEL (&, TELNET U —/)\#ECBIC U E—bOJ A V#KEE (ssh—/)\) &FTPT—/\BEEEIU
UE—bT7A)VERXtaE (sfp —/) ZYR—FULTVET,

TELNET U —) WRES KU FTP U —/\RE Tl FXTFRA T —YDETBETDch. BERNEFZEZIN
eh. EASNDRBRIEND D FE T, SSHY—/UERETIE. KA MEREEB L UBESEBEICKD. Z2TER
TEBHOATA VDB RU T 7 A )VEnXREZ AT H N TEX T,

o 5@ FEEDSSHY—/UHEE. BSD 54 Y RICEIVTABENTVSTU—Y T h T 70 OpenSSH I
LTWEY, EULIE. Y1 b (http//www.openssh.com/) ZSRRULTLZEL,

oooooo
oooooooo

sftp0 00000

gobooooooooooooboooo

AEBOBRRAROSLUU LY MFICAEBOD SSHRRA MEREEEDNERINE T, £MEEF. BT 5
DTY o SSHIRRA MEREHBERBIARESE FIFICY RO, ERSE T Uelmh SAERB(CSSHIE
MIBDTENTEFT,

SSHOZA P> MV T DT 7ICH 5D UHEFIEFD SSH IR R MEREERZHRTE LU CH < MENDHBEF.
ZREEE T show ssh server key dsa 1< >/ R&/z(d show ssh server key rsa IX > RZ&SER{TU TR 1D SSH
MA NEREHRZERELER T,

AIFEE(C SSHERE LRI, AFED SSH A MEREEFENSSH 754 77> MAITEESNT, BEFCIFRET
TNTVDHEEETDBEEF. SSHEFMEESINE T, LIH> T, KB E(CKLD. SSHRZ MERAL#E
BEEINIBEIE. SSHISA TPV M T M TP IREFEIFREFESNTWVD SSHR R MREHEEBRTE
TDDHIRLTH S SSHERELE T,

ZFDHE, INRT—=RAHLTOVT SRR INEITH. SSHIRA MEREHFEDIIEE(C LD, BRSNDETE
DEEIIDDFET,

AEEBAND SSH ZfEIE. BIRHC 1R UDTERLLEs., SSHIEEFRRICH /o SSHIERER DD o Iaiz & (.
SSHIRR hEREEZ T S aEICHIIENE T,

&7z, serverinfo ssh/serverinfo sftp IN > R7%Z off [CERTET DT EICKD. SSHT—/ e ZTR(CEILETED
CEDTEFY,

ssh ATV hEsftp 5472 MMESSHM— SIS I Dicéb. serverinfo AN KD sshxfclE sftp DE
B0 on DIFE. AFEED SSHIR— NI CEDIRBDFR IR TH DI, off (TERE UIAIF/INRAT—RA
HAETIDONEH ECEFIERINE T,
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CAREBIIREDIIT
e SSHY—/\KEENTLR(CEIE U TVWDIRETEREZIEEFH U, serverinfo ¥ RTSSHEEEED E S SH ZEFICL
THREERRUMIES. SSHRR MIEIROERKICEHEHOINDET, COEE, By aVERIALT U MDHE
£I3E5E. FHONEBICHET DAEEENGDFT,
o AEBOSSHY—/EETIE., SSHTZORIWIN—Ya v 2FEYR—MLTWS ). SSHZO MIJLIN—
JaV2ICMBUIESSHISA TPV RNV ITRIIT (sshISAT7U M ITRIDI7BKUsitpISAT7 IRV T
D7) ZERAULTLEEL,

DURIC, sshiEiis telnet IBGOEERZRUE T,

INRAT— RASBFHEADE SIS | 29 telnetinfo MEFEICHED
(O% « (& telnetinfo DEFEICHED )
V2O X vt—Y (—EH ) login 1—H'4& logon telnet
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