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BENDOZTETESR

Oracle Solaris 11 #/ > Xb—)LF D&, BE T Apache MMV Rb—ILENFET,
KRETIE. Apache DIEEFIEZMRHLET,

BEMIC. AETERTIREEHELET .

o Solaris 11 (AZTIZ Solaris 11.4) D/A—S3>
e  Solaris 11 @ SRU (Support Repository Update)

e Apache M/\—23>

e Apache H—E XD ikHE

1) Solaris 11 M/N\—Sa FHRLET.

2)

#t cat /etc/release

Copyright (c) 1983, 2019, Oracle and/or its affiliates

Oracle Solaris 11.4 SPARC
All rights reserved.
Assembled 21 May 2019

SRU(Support Repository Update) D/A\—CavEREELET,

# pkg info entire

£
#Iy—

AEA:

AT3dY:

KEE:
INT) i rv—:
ACDE

T

Ny r—Aem BT
=& A4 VR b—ILEER:
4 X

FMRI :

entire

entire incorporation including Support Repository Update
(Oracle Solaris 11.4.9.5.0).

This package constrains system package versions to the same
build. WARNING: Proper system update and correct package
selection depend on the presence of this incorporation.
Removing this package will result in an unsupported system.
For more information see:
https://support. oracle. com/rs?type=doc&id=2433412. 1

Meta Packages/Incorporations

AR M=ILEH

solaris

11.4 (Oracle Solaris 11.4.9.5.0)

11.4.9.0.1.5.0

2019058228 18801 5203 #

2019 £ 06 B 21 H 0585 30 7 18 #

2.52 kB
pkg://solaris/entire@11.4-11.4.9.0.1.5.0:201905227180103Z
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3) Apache D/N\—Sa%HERELET,

#t /usr/apache2/2. 4/bin/httpd -v
Server version: Apache/2.4.39 (UNIX)
Server built: Apr 8 2019 05:14:49

4) Apache DH—ERXDIREEZHEZELET,

#t sves svc:/network/http:apache24
STATE STIME FMRI
disabled 14:32:33 svc:/network/http:apache24
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3 Apache DiFZE

3.1 EBEIZFAILDESE

Apache DRI 71 ILIL. letc/apache2/2 4/ DEETFICH U TILHARAESINTWET DT Yo FTILD
7AIILEIAE—LTHRELET,

1) YT ITFAINDHE, EET7A I (httpd.conf) D/ TV TEERELET

# cp /etc/apache2/2. 4/httpd. conf /etc/apache2/2. 4/httpd. conf_bak

2) BRI7ZANERRLET.

# vi /etc/apache2/2. 4/httpd. conf

>  HEHEIFAILOHRTIER (/354A—4) (2D TIEN5.2 httpd.conf T7AILDRAE 1ZSHBL TS,
> LU J7 AL EIDITEEIZEE RSN TODHFIX. I7MILDITHERLET . Vi TT42D N set nulaY VR THERTESE
E

i) [ServerNamelZ#E&ELET .
BEDKRANEEEELET , CCTIEHIEL T, RRMEZFTwebsv.example.co.jplELET S
[£=K] ServerName RARA[R—FEE]

246 # ServerName gives the name and port that the server uses to identify itself.
247 # This can often be determined automatically, but we recommend you specify
248 # it explicitly to prevent problems during startup.

249 #

250 # If your host doesn’t have a registered DNS name, enter its IP address here.
251 #

252 ServerName websv. example. co. jp:80

> DNSICKBBHIBRATERWMGEE. IP PRLRZHEELEY
>  KR—IESEEBLEEEE, 80 BR—MEEENET,

GEE)
Apache #EE T DR, O—HILYRDK) ER—FBENNNYTAUT T 518 . H—E XD GHEE)
TEHWGEELHYET , publisher DIR—FBEEFMDEEDHR—FBSIZEBL TS,
R—FEESDOZEEFIEICEALTIE. LTESBLTESLY,
e [Oracle Solaris 11 ZF>THKLS HEE-ERFIEE) ]

https://www.fujitsu.com/jp/sparc-technical/document/solaris/#os
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i) [DocumentRoot]Zs%ELET
HTML FFa AU rEBLMN T TAL I ERRELET,

275 #
276 DocumentRoot “/var/apache2/2.4/htdocs”
277 <Directory “/var/apace2/2.4/htdocs”>

272 # DocumentRoot: The directory out of which you will serve your
273 1 documents. By default, all requests are taken from this directory, but
274 # symbolic links and aliases may be used to point to other locations

32 Y—ERDEE
1) Apache DH—ERFEZEILET,

# svcadm enable svc:/network/http:apache24

2) Apache DY —ERZHRELFET,

# sves svc:/network/http:apache24
STATE STIME FMRI

online 15:58:23  svc:/network/http:apache24

3) RAMBRZERELET .

# vi /etc/hosts

10.20.112.192 websv. example. co. jp
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3.3 FS9¥hoDRER
Web 508 M5 Web H—/I\NEHRTEDEEFERLET . UTO URLEZAALET,
http://TR A~ < R—+&ES>

X 3.1 BRI7MIOHmEKIFIE2)D )T IP PRLRZRELIGE (L, [RAMEICIP 7RLRZE
mEL TS,

(<] @ Mozilla Firefox 2=
http:/ /websv.examplecojp/ X | +
€ O example.co.jp b wBE ¥ A O =
It works!
Point

DocumentRoot T4L U747 THRELI=T/AL2RJAD. Directorylndex T4 U747 THEEL
I7AILDORBLRTINET,
TALIT4TIZDNTIE, 5.2 httpd.conf 77/ IILDRE 1ZSHBLTESLY,

© 2019-2023 Fuijitsu Limited



10
Oracle Solaris Web —/\{8EF|gE FU][TSU

4 SMF H—ERXDEEA*

ZZTl&. SMF L1z Apache DH—ERXBEBDFEICDONTEEHTVWET . LEICIGLTSEL
TLZALY,

o H—EXRDIKEHER

# sves svc:/network/http:apache24
STATE STIME FMRI
online 16:27:01 svc:/network/http:apache24

»  STATE ME#HFERIE. lonline (f£&)) &l disable] (121k) TY,
>  H—ER%ZIL. AlEFMapache24 | THIEETAHIENTEE T UTOATURERETY .

o H—ERDIEE

# svcadm enable svc:/network/http:apache24

o H—ERNDEL

# svcadm disable svc:/network/http:apache24

o H—ERDEIE

# svcadm restart svc:/network/http:apache24

o H—FEXROEH

# svcadm refresh svc:/network/http:apache24
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5 Apache IRIEDFFHIELTE

51 HEREI7MILOERE

BRI 71 )L (Jetc/apache2/2.4/httpd.conf) ##RE T 5 LT, Web H—/\DEMEIRIEDFEMERE N

AIRETY .

LT Tl R I7AILICDONTERSRLED .

T4LOT14T4 RE
ServerRoot Y—INDR—XTALINIFERE
[fModule EDa—ILDFEHETHEEITNEBINETALIOTAIEIRTE
Listen DYTRNEZITF5 IP TRLRAOKR—FBEEDERE
User/Group httod 7OERD1I—HF—R LT IL—TRADEE

ServerAdmin

BENFA—ILTFLADERTE

ServerName BRBEEERIHRAMNRER—IBEDETE
DocumentRoot HTML a3 AV DI DR TE
Directory BEDTALIVNBETFICERAINSTALITAITERE

AllowOverride

T RAHEERI7AILVTERATESTALITATDIEE

Options

TALO)ITR L TR AT RE AR E BRE

Directorylndex

AVTIIRBRDT IAHIIR—DDERTE

ErrorLog IZ5—OT DEMET7AILDEERE
LogLevel IS—ATDLRILDERE

LogFormat TOEART DIA—TUMNEE

DefaultType TI+ILED MIME 24T DHRTE
CustomLog A DEMI7AILER N TH—T VDT
ScriptAlias CGI R TrDISRAEKTE

RequestHeader ANYEHAZTA XHERED R TE

TypesConfig MIME 24 TR ET7 ML DELIEEIETE

IncludeOptional

Y—INDBRET7AIID, RYRATDEREI7MILDIETE
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5.2 httpd.conf 77/ ILDAE
ZZTlE. fetclapache2/2.4/httpd.conf DIRNBETALIT4T ZEIZRELET

® [ServerRoot]

AVRP=ILENT=H—/INDR—RT AL IR EEELET

31 # Do not add a slash at the end of the directory path. If you point

32 # ServerRoot at a non-local disk, be sure to specify a local disk on the

33 # Mutex directive, if file-based mutexes are used. If you wish to share the
34 # same ServerRoot for multiple httpd daemons, you will need to change at

35 1 least PidFile.

36 #

37 ServerRoot “/usr/apache2/2.4”

> TALIMINRRORRIZN H(RTvP 1) MG TSN,
® [IfModule]
<IfModule>M 5</IfModule>CBFEN S LI avIE, EDa1—ILBFEET HESICUNESNLST(LY
TATEEETA-OICHALES . BEDERATIE. ZET IV ELHYFEEA,
® [Listen]

Apache WA Y VTR EZIHFTER—MESEEELET,
BEDAEZ—TI—ADNoDHIIIAMEZFHFFTEHHERIE, IP TRLABIBEL TS,

50 # Listen: Allows you to bind Apache to specific IP addresses and/or
51 # ports, instead of the default. See also the <VirtualHost>

52 # directive.

53 #

54 # Change this to Listen on specific IP addresses as shown below to
55 # prevent Apache from glomming onto all bound IP addresses (0.0.0.0)
56 #

57 #Listen 12.34.56. 78:80

58 Listen 80

> EE.K—FEE80% http TALILTHEALET,
® [User] &[Groupl]
http 4—/\TOCRADREELLEDII—HF—RETIL—TEEEBELET .

214 # If you wish httpd to run as a different user or group, you must run
215 # httpd as root initially and it will switch

216 #

217 # User/Group: The name (or #number) of the user/group to run httpd as
218 # It is usually good practice to create a dedicated user and group for
219 # running httpd, as with most system services.

220 #

221 User webservd

222 Group webservd
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® [ServerAdmin]

http Y —/NICEENRELBEDEMEA—ILTRLRAZEELES .

239 # ServerAdmin: Your address, where problems with the server should be
240 1t e-mailed. This address appears on some server—generated pages, such
241 { as error documents. e.g. admin@your—domain. com

242 #

243 ServerAdmin you@yourhost. com

® [ServerName]

B—N\NEPBEEETRY EEFEIRRANRER—IERELE T IP TRLALIEETEFT,

246 1 ServerName gives the name and port that the server uses to identify itself.
247 1 This can often be determined automatically, but we recommend you specify
248 1# it explicitly to prevent problems during startup.

249 #

250 # If your host doesn’t have a registered DNS name, enter its IP address here.
251 #

252 ServerName 127.0.0. 1

® [DocumentRoot]

HTML KX a AV REBL DM T TAL O EIEELE T,

272 1# DocumentRoot: The directory out of which you will serve your

273 # documents. By default, all requests are taken from this directory, but
274 # symbolic links and aliases may be used to point to other locations

275 #

276 DocumentRoot “/var/apache2/2.4/htdocs”

> FTALIRISADTREZIZN (RS9 2) # ML TS,
>  TALINIEEBELIES. <directory> TP IERHFAZHRTEL TS,

® [Directory]
BEDTALINE TV ITTALIMNIEFICEAT 5T OTAITERELET,

® [AllowOverride]
TR H|EEHR T 7L (htaccess) THEATEDTALIOT4IHBELET .
ATALUT471Z None ZHELI-BA .. AR TALIMNEB T T IERHEHIER I 7 ILITES I
UYES,

293 # AllowOverride controls what directives may be placed in .htaccess files
294 # It can be “All”, “None”, or any combination of the keywords:

295 # AllowOverride Filelnfo AuthConfig Limit

206 #

297  AllowOverride None

© 2019-2023 Fuijitsu Limited
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® [Options]
TALOM) ISR L TE AT RE G REZ B ELE T
® [Directoryindex]

ISAT UMM HTML 27 IILEIEELLEWTTZ I EALEBE . CSTHRELI7ZAIVIZTOEALE
T EBIEETRIEEIE. AR—ATRYYZET . BEIBEIFZENSTT,

306 # Directorylndex: sets the file that Apache will serve if a directory
307 # is requested.

308 #

309 <IfModule dir_module>

310 Directorylndex index. html

311 </IfModule>

® [ErrorLog]
IS—OJ DEMETTAIVEBELET .

322 1# ErrorLog: The location of the error log file

323 # If you do not specify an ErrorLog directive within a <VirtualHost>
324 # container, error messages relating to that virtual host will be

325 1# logged here. If you *do* define an error logfile for a <VirtualHost>
326 # container, that host's errors will be logged there and not here.

327 #

328 ErrorLog /var/apache2/2.4/|ogs/error_log

® [Loglevel]
IS—AJDLRIVEEELET .

331 # LoglLevel: Control the number of messages logged to the error_log
332 1# Possible values include: debug, info, notice, warn, error, crit,
333 # alert, emerg

334 #

335 Loglevel warn

LRIL H7L) ]
emerg BRE - DRATLLFIATELL
alert BEb(ILNNE
crit 3T DA /N
error I5—
warn =25 TIAILELAL
notice LEEN. EELER
info EBMNER
debug TNV Ayt—

© 2019-2023 Fuijitsu Limited
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® [LogFormat]
FORAAT DIA—IvbE, TA—IYMIHT B9 IR—LEBELET,
—yor—LlE, CustomLog TALITATDEIHELTHERTEET,

339 # The following directives define some format nicknames for use with

340 # a CustomLog directive (see below).

341 #

342 LogFormat “%h %I %u %t ¥“%r¥” %s %b ¥ %{Referer}i¥” ¥ %{User—Agent} i¥”” combined
343 LogFormat “%h %l %u %t ¥“%r¥” %>s %b“ common

T+—IYMIEETEDEL "%" T4LIT4T%  LUTFIZRLET,

BEE E5BA
%h ) E—FRRFDIER
%l DFAT D OBESNDFHAER (FHEHE-TEEMEATEE)
%u A—AILTHEN SNz —H—B (HTTP EAFRII O LE(CIRIGTTRE)
%t Bl
%r DOTRNDAE (LBEDOH)
%s Y—I\DHBINDRAT—RRX (T ALIMNEDRT—ERERTT HHEEICIE %>s)
%b DOTRMIHLTEESN /NI

® [CustomLog]

TORAOT DEMET7AILER hTA—<vb (FIzIX, LogFormat T4L O T4 THELI-74+—<
M T o= R—L)EHRELET .

351 # The location and format of the access logfile (Common Logfile Format).
352 # If you do not define any access logfiles within a <VirtualHost>

353 # container, they will be logged here. Contrariwise, if you *xdox

354 # define per—<VirtualHost> access logfiles, transactions will be

355 1# logged therein and *notx in this file

356 #

357 CustomLog “/var/apache2/2.4/logs/access_log” common

® [ScriptAlias]
CGI RVYTEDIRRERELET . CGl T7AMILITHLTERDNHo1=IHEICIE, T7MILDRABER

FTHROYIZERNH = CGl H—/NEITEITL. ZOHRREZITSVHISRLET . BE. ZCOTALIH
JIZIZ. COl HBEDETHATI7AMILEFEREELET .

386 1# ScriptAlias: This controls which directories contain server scripts
387 # ScriptAliases are essentially the same as Aliases, except that

388 # documents in the realname directory are treated as applications and
389 # run by the server when requested rather than as documents sent to the
390 # client. The same rules about trailing “/” apply to ScriptAlias

391 # directives as to Alias

392 #

393 ScriptAlias /egi-bin/ “/var/apache2/2.4/cgi-bin/”

© 2019-2023 Fuijitsu Limited

12



[e®)
Oracle Solaris Web —/\{8EF|gE FU][TSU

® [RequestHeader]
HTTP DU TRMAYR LIEBEAVTZHIEIL AvE DB, EERA | BLVHIBRGEZTVET,

B EE B BA
set ANYBEBRELET , TTITAVIDFET DEE L. ES]AFET,
append BEITHIANVFIEZEMLET . FETHIAVFELEDOMIE, (V7)) TRYILNE
add ’\‘y’f?;fﬁ)o’c-h ADITITAVEEFRELET . ACAVIEZEBITHRET HIHEIE
RALET,
unset BELARIOAVIDNHFET HIHE. TATHIBRLET,

® [TypesConfig]
MIME 24 T ET7AILDMEFRELET

426 # TypesConfig points to the file containing the |ist of mappings from
427 # filename extension to MIME-type.

428 #

429 TypesConfig /etc/apache2/2.4/mime. types

® [IncludeOptional]
Y—N\DREIT7AIND, MDBREIT7AILERYALERICERLET,

524 # Sample configuration files are in the

525 # /etc/apache2/2.4/samples—conf.d directory. To use a
526 # sample .conf file, copy it to /etc/apache2/2.4/conf.d
527 # directory and modify as required.

528 #

529 IncludeOptional /etc/apache2/2.4/conf.d/*. conf

httpd.conf ML DHDELTE MY, /etc/apache2/2.4/samples-conf.d/T4L I RJEE T D FID*.conf 77
AILIZHBLTVET,

IncludeOptional T ELI=TsL IR (LFE D5 E [L/etc/apache2/2.4/conf.d/) IZ. *.conf T71 L%
aE—LTERLEY,

LRIV L
autoindex.conf TIOHFTOTALIMNIRRICETHEEI7AIL
dav.conf WebDAV DFEE 741 IL
default.conf Apache —/N\IZETHEKREET7MIL
info.conf Apache H—/\OEERRPIREE web L TRRTHHREI7AIL
mpm.conf PidFlle, LockFlle, RIFHERBMDEETI 7ML
languages.conf XFIA—RDEREIT7AIL
manual.conf O—AJLIZATAEL TS Apache Y= a7 L ABRDHRET7AIL
multilang-errordoc.conf | T3 —BFITRY Ay E—C DEREIT 7ML
proxy_scgi.conf TOF Y —N\EEHIERTLIITIL
ssl.conf SSL HIEDFREIT7AIL

© 2019-2023 Fuijitsu Limited
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LR E%BA
userdir.conf aA—H—F 4L Yk) % http://aaa.com/~1—H—& I TABTRERET7MIL
vhosts.conf IN—F v JLIRRARDEREIT7A IV, FHMILI8 N—F YL RRALDEERTE I1ZSHR
LTLEEELY,

53 H—FROEEE
1) EERIFANVELEELSES. Y—EXEEEBLTERERBEEET,

1t svcadm restart svc:/network/http:apache24

2) HY—ERDREEERLET.
STIME DENEHFH NS LEHERLET,

# sves svc:/network/http:apache24
STATE STIME FMRI
online 10:22:44  svc:/network/http:apache24

© 2019-2023 Fuijitsu Limited
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6

1)

2)

3)

4)

7O AFEIERI7AILDEESEL Basic 5L

Basic SBEE& (3. Web YA FDBIEICFERAT S http TALILAHEZ S, REEANGEL—Y—EB5 A
KXTT, 7O ERDFHIBEINTz Web R—T(ZT7HUEALKSET DL Web TS5HHTa—H—8E &/
RAID—=RDAHNERD, Y—N\TT7IEREZHALTNDI—HF —IT—HT DL R—DEEETHILE
NTEBLEHATT,

Basic F2:Fd httpd.conf 774 LMD <Directory>t oL av [T BRREIEHRETCHLEFT  HED T«
LOMNBETDOAHERET HIELTEFET,

RERIET U RAHIEEER T 71 )L (.htaccess) & AULNZEREEM E R TLI-AY. Apache Fa—h)T7IILT
(FH—/\DHEREDEX 1) T1ZEZ . httpd.conf I7AILTHRET D HEEFHELTLET,

IRRT—RI7AIVEERLET

# mkdir —-p /usr/local/apache/passwd
# touch /usr/local/apache/passwd/passwords

.htpasswd 771 J)LIZ secret 1—H—% B HLET .
[Zx] /usr/apache2/2.4/bin/ntpasswd [-¢] </SRT—RI7 AL Z> <BEFT 51 —H—%&>

# /usr/apache2/2.4/bin/htpasswd —c¢ /usr/local/apache/passwd/passwords secret
New password:

Re-type new password:

Adding password for user secret

>  YEMEREEDH. T-clA T avE T TERITLES,
guest 1—H—ZEBMBHELET.

# /usr/apache2/2.4/bin/htpasswd /usr/local/apache/passwd/passwords guest
New password:

Re-type new password:

Adding password for user guest

NAD—FRI7PAIVEEZRLET,

# Is —la /usr/local/apache/passwd/passwords
-rw—r—r— 1 root root 89 68 258 14:07 /usr/local/apache/passwd/passwords

# cat /usr/local/apache/passwd/passwords
secret:$apr1$527AL2xa$PPTf0coNRJgMNUsHxY4FLv/
guest:$apr1$E0AY3txF$SPw jvhAn1vyuBuZKbXFeE1

>  NRAT—REESEINTRRSINET,
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5 JIN—TEFMTORIOBREZLET .
TIN—TI7AIVEERL. JIL—T 774 ILICULTOEKXTEEHLET,
(K] [V IL—T&]: [1——& 1] [2——% 2] -

# vi /usr/local/apache/passwd/group
test: secret guest

6) httpd.conf 77 ILEERELET
UTOHEZEBRELET,

# vi /etc/apache2/2. 4/httpd. conf
<{Directory “/var/apache2/2.4/htdocs”>

AuthType Basic

AuthName “Please enter your ID & password”
AuthUserFile /usr/local/apache/passwd/passwords
AuthGroupFile /usr/local/apache/passwd/group
Require group test

<{/Directory>

AuthType

A—H BB DIERZIEELET . type [ZIX. Basic (FEAFEEE) & Digest(MD5 A4 AR
i) DEREMAEETY , LEEDHITIL. Basic RBEIFHELTLET,

AuthName

A—H RO, V547 MIICRREEDXFINEHELFES . LEEDHITIE. "Please enter
your ID & password"D &S TY , FEICEE T HEMNARETT,

AuthUserFile

A—H—BIAD=HD, A—HF—,NRRT—FD—EIT74/ L (LEDOHITIL.
lusr/local/apache/passwd/passwords) {8 ELE T . 77 LA TR /NI TIEELLGWEE.
ServerRoot TAL T4 THRELIZTALIM ML DR /INRELTHEDHONET

Apache Fa1—krUT7 LTI D AA/RRT—R T 7/ )LEF I O—RTELNELSIZ, Y TMHBT
DR TEGWNEFRIC/NNRT—F 77/ LEBLEEHRELTVET,

AuthGroupFile

A—Y—BAD=HD . JI)L— 7’774)I/(J:n30){§|]'tli lusr/local/apache/passwd/group) & 7€
LE9, Require T4LYT47 T. group ELIEEITRNETY , I7MILAEHERI/NATIEELE
LB &, ServerRoot TALYTAT THRELIZTALIMNIDLDHER/NRELTHRONET,
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e Require
Y—N\DTALINIZER T DA 7 NDEGESA £ FEETAEHEERELET.
all granted FTRTDISAT U DEREHFALET T+ ILHME
all denied TRTDISAT UL DEREEELET
not [ip.address] BEDRAMOTRLAN DEHREZIEELET
ip [ip] BED IP PRLANSDEHREHFAILET
group [V IL—T'4&] BEDTIL—THhoDRBIEEHFALEYT
user [1—H—4] BEDQDI—HY—IoDBEZHALET
valid-user TRTOA—HY—DoDBEFHALET
local A—AILRRAMD S DEREHFATLES

7 TI0YhLEGEEEZLET.
Web T304 M5 Web H—/INEEL, BEEF (7O BNRRENSEEHBLET .
BERAER. 133 TS5V o DH#ERIEFLTY .

¥ @ 2P —BEARDV—FEAALTIEZN

http://websv.example.co.jp A A= —ZENAT—=KEBRLTVWET . MDAV~
“Please enter your ID & password”

A== ||
INAT—R;

. Frvtl | [ OK

A—HP—RENRT—FEAAL.TOKIRELED YV ILETS,
8) MEMLI-A—H—TTF7IERATEHLEMBLTZE,
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7

7.1

1)

2)

3)

4)

SSL/TLS Z25E (Secure Socket Layer/Transport Layer Security)

SSL/TLS [E.HTTP ® FTP BETERIET AR VN T—I LDT—A2%BEEIEL. BRELBEIEFITOST-
HOTaka)LTY,

SSL/TLS BEDRE

Solaris 11 D1ZLEMEETH S openssl Z{FAL. SSL/TLS BB R EITAFIEEHBALET . AET
X. BCERDFIEZREHLET,

BIsTEH PATH 28 ELET.

# PATH=$PATH: /usr/sfw/bin
#t export PATH

Apache AR Y —/ AR OBBEREEMT 50D TLIMNZERLET .

# mkdir /etc/apache2/2.4/ssl.crt

# mkdir /etc/apache2/2.4/ssl. key

SSL/TLS OBRBEERI7AINEaE—LET,

# cp /etc/apache2/2. 4/samples—conf. d/ssl.conf /etc/apache2/2. 4/conf.d/.

INRIL—XEEBLET,
NATL—XIFEEDXFEF T 4 XFULTHRELTL S,

# openssl genrsa -des3 -out /etc/apache2/2.4/ssl|.key/server.key 1024
Generating RSA private key, 1024 bit long modulus

e is 65537 (0x10001)
Enter pass phrase for /etc/apache2/2.4/ssl. key/server. key: kxkkokx
Verifying — Enter pass phrase for /etc/apache2/2.4/ssl. key/server. key: kxkkkxk

© 2019-2023 Fuijitsu Limited
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5) CSRZRITLET.

# openss| req -new -x509 -days 365 -key /etc/apache2/2.4/ssl. key/server. key —out

/etc/apache2/2. 4/ssl.crt/server. crt

Enter pass phrase for /etc/apache2/ssl.key/server. key s xxkkk —F|[§ 4) THE LT
NRITL—X%EAR

You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value

If you enter '.’, the field will be left blank

Country Name (2 letter code) []:JP —Ea—F%AR
State or Province Name (full name) []:TOKYO —EHERFEZLE AN
Local ity Name (eg, city) []:SHINAGAWA —#HTHEEAN
Organization Name (eg, company) []:FUJITSU —fHBaEAN

Organizational Unit Name (eg, section) []:INFRA —HEBERZLEAN
Common Name (eg, YOUR name) []:websv.example.co. jp <A FEZZEAN

Email| Address []: —A—JL7 FLRZEAD (EE)
GEE)

INRTL—APYSNDIEEET R TERICLEGEE. I5—MAFEELET,
F=. BAERFEAE Y FARKFTADLTEZSN,

6) RSA/NTA—FERHBELXFERAL., ABRBEERLET,

# openssl rsa —-in /etc/apache2/2.4/ssl. key/server. key -out
/etc/apache2/2. 4/ss . key/server. key

Enter pass phrase for /etc/apache2/2.4/ssl. key/server. key :¥kkskokok
writing RSA key

© 2019-2023 Fuijitsu Limited
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7)

8)

Apache RFIREZRERELET,

# Is -1 /etc/apache2/2.4/ssl. key/server. key
-rw—r—r— 1 root root 887 6 H 25 A 14:53 /etc/apache2/2.4/ssl|.key/server. key
it cat /etc/apache2/2.4/ssl.key/server. key

MI1CXgIBAAKBzQCkbDKHILTkVyAyVUnweAH3tzCNwYvUWse i UcuudAvZBXk3XZLT
Bd3uzsElyun9rNW53gAHm7AAGhu6uuoN2 i V6v2UqCJ2xA/+/QqBoaf /uvP+7LIP5
JInSv+jckaFNI8idFgLfQiy/JHutgQpm9PSO jTkX/ptVI7gNvtQS00yL4wIDAQAB
AoGAPT8AY5xHdXbuy 1Dxxd0t/nQCZgteZa+aBWCrmkGn1KMxT+pPNzwcOORQqg1HK
b2/d/0pseek INkFfatCONIKSyr IgstLEXevLh5zR IUE+APx1TCL5VDfvZRmhOBi 2
NwFkUzxY00G8pf2DdEVWEbhHRQP8uwSfw13GrP9u1KEh6CECQQADagAGypT5HA I Vm
QPPvDsPpD3CenCMfZundvOE9sFA9tpp+D/J411Gg6 jvzZ jxQJ jHOVIYFnzW8KFZE
$97uZpDVAKEAWKRAVH5rGi4T6JvWWi 3XM9 i 2BMRQ1V8,/MuKoMGxw jLBvkFBizCVd
1QNk4Z5R1tdtEI/GVM79DAe9KOCPc IHF 1wJBAJTSp1Vkk5yODF jPWNaO+d9eMt j1
hD65PAVAZTZ9Rsoh++xtNDt5+JD/ucGbGs+E IHv1/CsMG++Cke/NhfpARdkCQQCB
WMguyCNZvL6ZXKmce IMX+NaedMJhwkZJAG81tFoN3RnLgG3t 7Nk IAfNmmk sRGauy
hxcAMsssnLSiEcW+I1SSZAkEAor enm+8PAAu3bUI 7FLEhgYSDomfspxG/Tw1 jT7pP
FzoPz6kRDwrz2TskCuSRyeZ jDk21a0LV1CDzEEHWAWZc6Q==

ssl.conf J7MILEHRELET,

# vi /etc/apache2/2.4/conf.d/ssl|. conf

# General setup for the virtual host

DocumentRoot “/var/apache2/2.4/htdocs”

ServerName websv. example. co. jp:443 —[RR ] : 443 % FE
ServerAdmin websv@example. co. jp —EBEEA—IILT FLRAZETE
ErrorLog /var/apache2/2.4/logs/error_log

TransferLog /var/apache2/2.4/logs/access_log

# Server Certificate:
SSLCertificateFile “/etc/apache2/2.4/ss|.crt/server.crt” —T4 LY M) EEBE
# Server Private Key:

SSLCertificateKeyFile “/etc/apache2/2.4/ss|.key/server.key” «—T 4 L% k1) Z{EE
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9)

10)

11)

12)

13)

14)

Apache OH—E X#ER httpd/ssl FO/ 3T 1% true ICRELET .

# svecfg —s apache24

svc:/network/http:apache24> setprop httpd/ss| = boolean: true
svc:/network/http:apache24> listprop httpd/ssl

httpd/ss| boolean true

svc:/network/http:apache24> end

SSL/TLS 22— /L&EEALET,

Apache2.4 /5 SSL/TLS EVa—IUIXT I7AILETIAAURTOREINTINS =8, ITEO#EHIBRL T
AURTINERRIRLET,

# vi /etc/apache2/2. 4/httpd. conf

#LoadModule ss| module |ibexec/mod_ssl. so

#LoadModule socache_shmeb_module |ibexec/mod_socache redis. so

H—EABHEBRAAALET .

# svcadm refresh svc:/network/http:apache24

H—ERZBEHLET.

# svcadm restart svc:/network/http:apache24

H—ERADRBEEBLET .

# svcs apache24
STATE STIME FMRI
online 16:32:59 svc:/network/http:apache24

Apache 0 SSL/TLS 2{1%#mEELET,

# openss| s_client —connect localhost:443 -brief

depth=0 C = JP, ST = TOKYO, L = SHINAGAWA, 0 = FUJITSU, OU = INFRA, CN =
websv. example. co. jp, emailAddress =

verify error:num=18:self signed certificate

CONNEGTION ESTABLISHED

Protocol version: TLSv1.2

Ciphersuite: ECDHE-RSA-AES256-GCM-SHA384

Peer certificate: G = JP, ST = TOKYO, L = SHINAGAWA, 0 = FUJITSU, OU = INFRA, CN =
websv. example. co. jp, emailAddress =

Hash used: SHA512

Supported Elliptic Curve Point Formats:
uncompressed:ansiX962_compressed_prime:ansiX962_compressed_char2

Server Temp Key: ECDH, P-256, 256 bits
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7.2 TS99 DHER

Web 7S94 h 5 Web H—/3A_ SSL/TLS ZF AL TIEfE T AL HEELET,
LTFDOURLZAALET,
https://TkRA B < R—FBE>

2 @ Mozilla Firefox 288
https:/ /websv..amplecojp/ X | +
€ ) © 8. | htips//websvexample.co.jp c | |Q ®% w B8 & 4 =
It works!
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8 N—FvILRAFDERE

N—F LR R (Virtualhost) &[E. 1 B DH—/ N LIZHEHD Web 1 h &R T 2HAETT .
N—F % )LIRRALDERAFEIZIE. NAME R—RE IP R—ZXD 2 D FENHYET . mARE
%.DNS H—/\DEENDETY,

8.1

1)

e NAME R—X

[o®)
FUJITSU

NAME R—ZD/3—F v JLARA L, Web T574H Web H—/ KL TEDRAMRZERIZL, b
BEIHRAMERETDHARXTY .1 DD IP FRLRAT, D Web 4 A MR T HEMNTTHRET

ERS
e |IPR—X

IP R—ZD/N—F v )LIRARE, IP PRLRATHRAMERBITEARXTT , 12D H—/NEIZEHD IP
TFRLRZEHRTEL, EHD Web YA 2R THIENTFHRETT .

NAME ~"—X
R EHD
FAL 1 FASLY 2
RAM % example.co.jp sparc.co.jp
IP 7RLA 10.20.112.192 10.20.112.192
DocumentRoot /var/apache2/2.4/htdocs Ivar/apache?2/2.4/htdocs/dom2
ServerAdmin websv@example.co.jp websv2@sparc.co.jp

N—F v )LRAMDBREERE I7MINEIE—LET,

# cp /etc/apache2/2. 4/samples-conf.d/vhosts. conf /etc/apache2/2. 4/conf.d/.

23
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2) vhosts.conf 77/ ILERELET,

3)

4)

5)

H—/\4% (ServerName) ERF 2 42k JL—bk (DocumentRoot) ##R&ELET .

# vi /etc/apache2/2. 4/conf.d/vhosts. conf

# Use name-based virtual hosting.

#
NameVirtualHost 10.20.112.192:80 —RA F&[FEEIFIPF7RLR]l R— FBEESZIETE

#

# VirtualHost example:

# Almost any Apache directive may go into a VirtualHost container.

# The first VirtualHost section is used for all requests that do not
# match a ServerName or ServerAlias in any <VirtualHost> block

#

<VirtualHost 10.20.112. 192:80>

ServerAdmin websv@example. co. jp —RAL T DEBEA—ILT7 FLRAZIETE
ServerName websv. example. co. jp —RAL T DRA B EEE
DocumentRoot /var/apache2/2. 4/htdocs —FAMTDORFaI AV MIL—MEIEE

</VirtualHost>
<VirtualHost 10.20.112.192:80>

ServerName websv2. sparc. co. jp —RAAL22DRA+E (Bl4) ZiHEE
DocumentRoot /var/apache2/2.4/htdocs/dom2 — KA A 22D KFF 14> k)L— FEIEFE
</VirtualHost>

Apache DY —ERZBiZEHLET,

# svcadm restart svc:/network/http:apache24

H—ERADRBEEBLET .

# sves svc:/network/http:apache24
STATE STIME FMRI

online 15:00:03 svc:/network/http:apache24

DNS —/N\E®ELFET,
UTDHREEBERLET,

# vi /etc/hosts

10.20.112.192 websv2. sparc. co. jp

© 2019-2023 Fuijitsu Limited
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6) ERELI=-Y—/\BTWeb H—/\[TEHRTSHELEHRALET.
UT®DURLEAALET,
http://Fi B HRA A <R—FES>

@ Mozilla Firefox = = E3
http://websv2.sparccojp/ % | +
sparc.co,jp c | |Q #y wBe ¥ A 9 =
It works?
Point

RAAS> 2 [ZERTELT=. Ivar/apache2/2.4/htdocs/dom2/index.html DABNRFRESNET,
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8.2 IPR—X
R EHID)
FAL 1 FAL> 2
KA example.co.jp sparc.co.jp
IP7RLR 10.20.112.192 10.20.112.193
DocumentRoot /var/apache2/htdocs /var/apache2/htdocs/dom2
ServerAdmin websv@example.co.jp websv2@sparc.co.jp

1) N—F¥IIHRRAFOBREBEERI7MILEIE—LFET.

# cp /etc/apache2/2. 4/samples-conf.d/vhosts. conf /etc/apache2/2. 4/conf.d/.

2) H—NITBESA TS IP ZHEELET .

# ipadm show-addr

ADDROBJ TYPE STATE ADDR

00/v4 static ok 127.0.0.1/8

net0/v4 static ok 10.19.112.192/24

net1/v4 static ok 10.19.112. 193/24

00/v6 static ok ::1/128

net0/v6 addrconf ok fd80::¢199:2ff4:fc9d: ff90/10
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3)

4)

5)

6)

vhosts.conf 771 ILEw&EBLET .
H—/\4% (ServerName) ERF 2 42k JL—bk (DocumentRoot) ##R&ELET .

# vi /etc/apache2/2. 4/conf.d/vhosts. conf

NameVirtualHost 10.20.112.192:80 — 8.1 NABNE R—R | THEEZHD=H.
CCTREEDBERIHY FEA

#

# VirtualHost example:

# Almost any Apache directive may go into a VirtualHost container

# The first VirtualHost section is used for all requests that do not
# match a ServerName or ServerAlias in any <VirtualHost> block

<VirtualHost 10.20. 112. 192:80>

ServerAdmin websv@example. co. jp —RAL T DEBEA—ILT7 FLRAZIETE
ServerName websv. example. co. jp —RFAL 1T DHRR FEEIETE
DocumentRoot /var/apache2/2.4/htdocs —FALMTDORFIAVMIL—MEIEE

</VirtualHost>

<VirtualHost 10.20. 112. 193:80>

ServerAdmin websv2@sparc. co. jp —RAL D 2DEBEA—ILT RLRAZETE

ServerName websv2. sparc. co. jp —RAL 2 2DRA CEFEE
DocumentRoot /var/apache2/2.4/htdocs/dom2 — KA A 22D KF 14> k)L— FEIEE
</VirtualHost>

H—ERZBEHLET.

# svcadm restart svc:/network/http:apache24

H—ERADRBEEBLET .

# sves svc:/network/http:apache24
STATE STIME FMRI
online 15:00:05 svc:/network/http:apache24

DNS —/N\EH®RELFET,
UTDHREEBERLET,

# vi /etc/hosts

10.20.112.192 websv. example. co. jp
10.20.112. 193 websv2. sparc. co. jp
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7) ERELI=IP PELAT Web —/\[CEHR TSSO EEHRELET,
LUT®DURLEAALEYS,
http:/IP 7KL A<:71h—hHFE>

& @ Mozilla Firefox ==
http://10.20.112.193/ x |+

€ ) © /1020112193 BICEY wBa §$ 4 9 =
It works?

© 2019-2023 Fujitsu Limited

28



[e®)
Oracle Solaris Web —/\{8EF|gE FU][TSU

SEXH

e Apache HTTP H—/\ /\—23> 24 FxaAvhk
http://httpd.apache.org/docs/2.4/
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