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Abstract

Systems of engagement (SoE)—ICT systems for creating and maintaining connections between
companies and customers and building trust—are required to offer flexibility and quickness in
responding to changes in business, in addition to availability comparable to that of systems of record
(SoR), which are ICT systems that support the mission-critical operations in an organization. For
services provided by SoE to be used by more users, a system must essentially satisfy the security
and integrity requirements that allow for a greater sense of security in users. However, grasping the
configuration and requirements of an entire system is generally difficult for service developers, and
it was difficult to redesign a system giving considerations to the security and performance based on
the service every time improvements were made to the service. Therefore, Fujitsu Laboratories has
developed a system of building SoE and supporting stable operations so that such service developers
can quickly and flexibly provide a secure service in a multi-cloud environment. This paper presents
the Network as Code (NaC) and network verification technologies that assist even those service
developers who lack an understanding of the entire system with the construction of a secure system.
It also describes traffic prediction and anomaly detection technologies, which promptly recognize any
failures and performance degradation in an SoE system to allow for the provision of integrity.
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