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Threat Analysis Method and Smart Contract Verification to Improve
Reliability of Blockchain
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Abstract

Blockchain is a technology devised as a fundamental technology of Bitcoin. It allows
reliability to be ensured in a decentralized manner, and expectations are high for its application
in various areas beyond virtual currency, such as real estate and healthcare. However, any
problem in a boundary between elements that constitute an entire system or in a smart
contract, often introduced as a subsystem, may lead directly to significant losses in business
such as the theft of the virtual currency managed by a blockchain. Accordingly, improving the
reliability of the system as a whole, including applications, is an issue. Fujitsu Laboratories
has developed a threat analysis method, which checks a blockchain system for any problems
at the time of its construction and operation, and a smart contract verification technology that
exhaustively detects threats in smart contracts by using static analysis technology. This will
enable blockchain developers to quickly develop systems that use blockchains with greater
security. This paper describes the threat analysis method and smart contract verification
technology that we have developed.
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