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Security Technology for OTA Software Updates to Maintain Safety of Motor
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Abstract

In recent years, much of the equipment in motor vehicles (hereinafter, “vehicles”), including
those that control the basic safety-related functions of driving, turning, and stopping, have
become computerized and controlled by software. In addition, due to the increase in connected
cars and the practical application of self-driving, the risk of cyberattacks causing major
accidents is increasing. Low-cost security software updates that can be applied in a short
amount of time to vehicles after sales are required. Fujitsu has developed an over-the-air (OTA)
software update system that uses wireless communication to update software with safety and
low communication traffic. This system evolves security measures to counter cyberattacks. It
features authentication and digital signature technology adopted for distributing legitimate
software to vehicles with a formal contract, as well as accountability technology incorporated to
ensure correct updates are executed, which is required because updating takes place remotely.
Reduced communication traffic is also achieved by applying an incremental update technology.
This paper presents the OTA software update system that counters increasingly sophisticated
cyberattacks to support evolving security measures.
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