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Security Testing Technology to Detect Unknown Vulnerabilities Hidden in
Systems
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Abstract

As various cyberattacks become increasingly rampant, the number of reported vulnerabilities
in software products is steadily increasing year by year. The presence of vulnerabilities hidden
in products and systems is a major factor behind cyberattacks, and vulnerability measures to
forestall attacks urgently need to be put in place. Fujitsu Laboratories has turned its attention
to a testing technique called fuzzing, which incorporates the perspectives and mentalities of
attackers, and developed a security testing technology that detects unknown vulnerabilities
in advance. This technology provides functions such as “optimum test data generation” to
generate test data that allow for the detection of vulnerabilities in a shorter amount of time
and “automatic protocol adaptation” to automatically analyze and appropriately evaluate
unknown protocols. It also supports IoT products, which are increasing in recent years. Fujitsu
makes use of this technology for pre-shipment verification of products and systems, helping to
systematically strengthen security quality. This paper describes the functions of this security
testing technology.
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