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Biometric Authentication Technology Facilitating Protection and
Management of Biometric Data
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Abstract

Recently, amendments to laws such as the Amended Act on the Protection of Personal
Information (implemented in May 2017) in Japan and the General Data Protection Regulation
in the EU (implemented in May 2018) have been increasing the need for safe management of
personal data, with biometric data used for biometric authentication also falling under this
scope. In utilizing biometric data, biometric data protection technology that allows for the
easy handling of data while strengthening biometric data protections is attracting attention.
However, thereis a problem with this technology, with it difficult to achieve both security against
biometric data leaks and accuracy in the provided biometric authentication. To deal with this
issue, Fujitsu Laboratories has taken advantage of its palm vein authentication technology,
one of its strength, to develop a biometric data protection technology that is robust against vein
deformation. This technology facilitates the protection and management of biometric data and
1s expected to contribute to the expansion of personal authentication services that make use
of empty-handed authentication, which requires centralized management of biometric data in
the system. This paper presents examples of use of palm vein authentication technology and
empty-handed authentication, which only requires biometric data for authentication without
the need to enter IDs.
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