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Latest Trends in Research on Security Technologies
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Abstract

Digital co-creation is underway mainly in relation to data, which is being referred to as the
“new oil of the 21st century.” Meanwhile, new risks are also emerging, such as cyberattacks,
which are expected to intensify due to the utilization of the IoT, compliance with regulations
relating to personal data, and ensuring the reliability of data to be fed to Al. Security
technologies are raising expectations as technologies that support the trust of humans, data,
and systems. Fujitsu Laboratories is conducting research and development in the three core
areas of authentication/authorization, data security, and cyber security for the purpose of
supporting safety and security of all customer businesses. This paper first outlines the security
technologies that Fujitsu Laboratories is working on. Next, as a topic of the latest research,
it describes a technology to ensure the trust of data by making use of blockchain technology.
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PUF : Physically Unclonable Function
VPX : Virtual Private digital eXchange

-1 BFaUTqHEMYNUTR

WICSFANMRELT, N, T—%, VATLZEEZ,
BHRICSEEDOSF D HEBWLWTWS, 1L, K
AFRRET 28t & L TFO U SEIRERIED & 5 5
AERAEEAT, T— % 2 RET DR & LTSS
Bk, T xEHEITLIEMELTC Ty Y
Fr—2EDRDH B

2.1 ZKLTBHFIDEF21UT ¢

WHAOY A N—WBNETIE, 774 T — 75—
N EEROWTHENARBSEZVESICTSHA
ORI TH 572 LA L, BEIX—)LIES
BOELTAN—KBYPEE(LT HHT, 2TOY
AN—EE AOTT7O Y 7325 EIIAAIHETH
D, WLz TITEGL75E 2 f8E U - B nR
DEEMENIE L TV 5,
Fﬁ?%ﬁ@ﬁ%ﬂ—t$10?4ﬁﬁﬁfﬁi
A CBVTS, SAN—EEZ 2B
it%ﬁ%ﬁmm%@ﬁhﬁén,ﬁm%ﬂ @E
AEHIOEfEPHER SN TV A,
BEROEBWRAZZATFOOLF2YT 4T

SHIOTANDORIBIINETH D, HHWHE

FUJITSU, Vol. 70, No. 2 (04, 2019)
BE | DBIPHBREZADEF1UT 1

WA =3y MIDOLED5I0TTIE, BEHABHEIC
EHET, ROV AN—WBEIIRLGD2EZHN
WEER D,

IoTZER LY AT LOBEIZB LTI, K4
RV —De Y —ZflAabESEEBIC, &
el TEFaV T 2HRITHIENKkDON
%o lIoTHEROMEFEZ BT 272012, B @
TRl THES Z R E LT 7 7 2 0 THElT %2 B F
U7zo BEMlIE, REEBEOD [V AT LITEBCRID
fEsstE 2T 2t¥ 2V 74 7 A MG 258
SNz,

EEYT 1 (TR TTv RH—) ZBVWTIE, &

WCEITHOEIINLTY TILEY A LI IEBAD
MR 65N b, L @EIFFAHIE, HHEHECU
(Electronic Control Unit) IZBWT, EHHE v b
7 —2T&%CAN (Controller Area Network) |2
BASNAIREERA YL —D% ) 7ILY A LTHAT
BEMERHFE LY ECY FIcB0TE, 29
U7-EHEEESRICB I 202 MEN N T L, FEHM
DEHRZEN L TCERI DL IV T v I T—
N2 EICDRTF By — BT 2R ER

63



tF a1 U T« BiliORMAAFRER

ORIV EEL S,

F/o, TIHPEERES AT LICBVTS, OT
(Operational Technology) |2 & % HEHIH P EL
—H T, OTEFANDT A N—E S EELL T
%, LIFTIX, £ETA 21O EE TR RIBE

ICERT 5. 2O, BT LTIy = 7RG
L7cWERZ 3 ICEIET 20D 2 LIETET, E
ENMOPRBREE RS, IO L, REMNLLE
FOVEEZBIT 2 ATRMOHEFIZE V.

2.2 FIUYIVHEIICAIF=KHD
TFaVUr~a

B HMMEICB T 5T VY IVHANEE T, H
FPRANTH 20 ED D, FRIAEOEEEE &S Rt
FEPPKOOND, EFa2 )T HEMEIIAOLE
PR, MBI R ARAET S [ho]
ICHFES ZENTE S,

AANGRIHOEIEEICOWVWTIE, ELEOME R
THHFOUOLEIRBIAE T IICHET S, FIAFER
ﬁm%ﬁﬁbfméc%%@i@oaﬁmaﬁf
&, 1THABED? S — AZFBIET 5 2 & A AT #E
HoleDIIRH LT, HFREDHABDLES I LT,
100 ANHED S RANZFRIET 22 ENTEL LD
X7 o7z, THICKD, REBANY P2 EIZBN
T, AV—bF 740N — R EOKIBENIAE L
FROBIAERPHRIBENATREE I o 720 FEMIE, AFEB
BO [EET—YORECEEELZBHICTELEME
FGEER] 2R E Nz,

T—=%DtF 2V T+, C (Confidentiality :
MWEM), T (Integrity:7E2M), A (Availability :
M) OZO0BEIPSEZZVESH B, RT
b, 70y I Fr—VIIRFICIEAR ER] T S
ELTHfE SV, 7TayrFo—rEifiaERL
7o, BREICELNBT—YOREZEET HHEMIC
DNTIEBETHENS, £z, 7av s Fz— 2/
PEET IO aryFr—rEMIIOVTIE,
KFBEO [TuvrFr—02E2O%T5t
FauTaHEfaxrrsyarFz—r]) 28R
N7z,

64

3. TIUSIHAIZEZZAET—9
T¥aUsr«

RETE, TIVINT—YOEEEEASZ 5T —
YDOTITANY —RiEEHDE Lzt F 2 ) T4
fric >V TR 5,

3.1 FYYIIHEICEIF =T — T Fdsii

EXE QR HMPEEIC DAY, #Hiik
BESCY —ERAZEDHT T I VHEITIE, T
DVINT = PP A N-EENZTREL, T—FD
BT IAF VBRSNS, BICAIEMOE
HicBWTIX, AlICEZ 5T Y OEEEISTEE
THb, MLEMOEEEZHERT 2 7-OJRMEIER
EANER LI, INDSIET—FIZHRENN
HIlhBEEZOND, ZDHICE, T—4 W
WCESTEDEI LTINS ED KD NI
KoTEONT D 2R TZA2LEDNDH 5, it
HEHT AT —VF LT 2E&5E
1%, é‘Bhtﬁf\ﬁi‘%ﬁzofﬂ;@%éht%@#%
HRTEAILLEERER L5,

DX RBEEEL LI, ELERFEFRTIET—
& O HFT R AR 7 & ORI % — oI BB R HE 72
F—5 ORFEEEFEM 2B LS MU, 28T
HENT—5 OREEEE 2 —tbL, KAW%:%
DWIAEANT — % OB p DR % i 5
HEMICOVWTEHAT 5,

(1) FeE

EEMTEAT—% 2@ 5O EELE I
X, #EFREER] 2175 [OAuth] OAuthicEI\ 7z
7Yt AEEu b a)L [UMA (User-Managed
Access)| BB, IhsldnInd, BAZIR
ELTEHREFENTVS, 21X, BERAAORRE%:
8% 2 EIC k> TREIFRZ RO RBEKE IR
HZEIETES, LrL, BENSBICATELTWS
AT —% %2 —5E L CTHAEBICRE T 2 HRICIE
I LHRETPETH %,

OAuth, UMA® B8 8 (Y 72 1 % %= B-212 7R s
UMAIX, FIAZBBEATT—% 2880 L THE3EFIC
RBETE2ETILTHD. =N TA 7 ME
THRETHEROBEZ, TOFTETAETREVIET

FUJITSU, Vol. 70, No. 2 (04, 2019)
BE | DRBRIPHBREZADEF1UT 1



OAuth 2.0

T+ 21U T« Bt O&EMAHAFREIE

(muy—)ﬂ

B
=\ EEREEH
: iy
'= EEty9—
F—SFIH
BxE
UMA 2.0

AS : Authorization Server
RS : Resource Server

-2 OAuth, UMAD#ERSI

— BEESt — — RBAH — P
) EEEE R T “n
"ii‘ - o BB
N FoosiEi e
Lvsn—ait sk
Pl Aﬁ
o C —> gjﬁ_@g@ / (Eeem
= i

WRF—9 FHT—

M-3 ZFEIEEICE D BEERIR

L, Avt—VHPERGEERD, FRUIESL
HEVLEEEZMAAZENHEETDH 5,
(2) BEFERLN
FEEEICN LT, UMAZILBEL T —4 7 4 —
< FPBHREEAEOAD D LT SHI EITEK
D, BHROT—YBEEZREBNIC—ATOT—% &L
TRV, ZOT—FEEE N—7 28D F1) 2 FiE
EERLI, THICKD, UMARERREZ 27 7
Y AHEOREEREDP LN S, BET 5 A5
BMboI2mBDY =47 Y ATEREDT—4 % —
ERETEXAXDIk>77, 1272L, TOIEIC
FOTENBX—-LEETARIERY 7 %2K0,
T4 BRI HBIIHT HMEHEESEL S, £
ZTh—7 Y ORBGEHREDEM L2,

FUJITSU, Vol. 70, No. 2 (04, 2019)
BE | DBIPHBREZADEF1UT 1

3.2 HAREMNDBIZS TR

UMATIE, FEY—NCREEROMREIT-
TWA7®D, BEMTT—%%—EIET 5EL[H
BEINLT =Y DHMEIES NS GRak T — /N IR
RENRBERPBEAT -y 07 72 ABER,
Tay I F -V TEBINS-ORSATAHE
IR TH 2, BBZOEFEICBWVW T, EL&
h7ay7Fr—rrI7 K- R [FUJITSU
Intelligent Data Service Virtuora DX 7 — % Vi@ -
MERAY—E R ZFAL TV S,

72, AANREBEZHE T 2BICHATRZER
K= UVbEMELIze THICKD, F—ERREE
HEOREBRET ) r—a Y PEEBEBHROE
BIZTLEBRERLLSTHRL, £/, FIABN

65



tF a1 U T« BiliORMAAFRER

PoBEEZ—TULT B E TRV T B> T 5,

AEMOILAFE LT, FIZIE, T—%aihatt
3, BEESMHC L VY -2t 6BUE L&
BRET—YDEABEZONS (H-3), Z0iEix
JBIET — 7 \1CHIK T — & 0 T — & 72 OEE ST
WA B R T—%%MAT, RIAN—DEHET IV
RN L, FhIUCEDWTRERE BT A AR
{tROBEEFEE (FL~T 1 7 AR E) OF—¢
ANEZ OGNS, 1—H—IF, BEIEBICEEL
TWThoT =7 o RERPEES NP E -
TR ARERR T A5 &N TE S,

4, TIU

ARETIE, TIYVYIVEIARARERTZ 5, &L B
FRRPEZ B0 DOV F 1) 5 1 OEHHIT
IOV TIRRTz,

T—4 OEHRE, EABHRORZ V, AlILEX
BT DEEEE VWS THi ) AZITMAT,
[TZ&ED /T A N—HEBLBERLHEEFLREZ VY
DEWBE>TWVD, ZO—FHT, ¥ T+ HMR
MROLZVWEVWSEHENH S, A THER, Al
T7uyrFr—rERERA LR X2 T+
Biffiid, 25 LiztF 2y 5« EIROBES 2 IL5R
L, AN+ FT—=%+ YATLD I A MZERT B
MThd. 5lEHmEERICHI HEMAE L ED
TWn<,

S2EXM

(1) BBEXELG YA N—tF2V T RBREHANT
1.
http://www.meti.go.jp/policy/netsecurity/
mng_guide.html

(2) ELEBIFERT : BE#lchy b T =7 TOY A N—E
%19 2 Bl 2 BrFE.
http://pr.fujitsu.com/jp/news/2018/01/24-1.html

(3) ELmEWiZEAT « REXRALZHBR 72T -y HBEOEHE
M2 [\ B9 % i 2 B
http://pr.fujitsu.com/jp/mnews/2018/09/20-1.html

EEEAN

66 ©2019 EL@MEHT

2BH & or oL

(Hk) B @rern

Yt F 271 HERR
FeHEFaYF4RT Ay I F T —
>V O FEFEFICHESE,

HE B vzx<s va)

(#) @R

Y ¥ 2 5 1 BFERR
FeHEFaYF4RTOY I FL—
VIS O ERFICEE,

FUJITSU, Vol. 70, No. 2 (04, 2019)
BE | DRBRIPHBREZADEF1UT 1


http://www.meti.go.jp/policy/netsecurity/mng_guide.html
http://pr.fujitsu.com/jp/news/2018/01/24-1.html
http://pr.fujitsu.com/jp/news/2018/09/20-1.html

