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Service for Investigating Threat Information from Dark Web
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Abstract

The dark web, which is inaccessible without using special browsers or other means, 1s used
by criminal syndicates in some cases for the purpose of illegal trading. For that reason, it is
important for organizations to keep tabs on their own information exchanged on the dark web
to deal with any threat proactively or quickly. However, accessing and investigating the dark
web 1s technically and psychologically difficult for personnel who are not specialist investigators.
Given these circumstances, Fujitsu has started offering FUJITSU Security Solution Cyber
Threat Proactive Analysis Dark Web Investigation Service, which investigates confidential
information leaks, fake accounts, and signs of attacks over the Internet, including from the
dark web, in place of customers. A feature of this service is that it examines deep layers
of the Internet, including the dark web, and any threats detected are analyzed by analysts
specialized in cyber security. These threats are then given scores to indicate the likelihood of
damage. This paper presents the background and features of this service, the implemented
investigation process, and what can be detected.
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