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Risk Assessment Consulting Method to Protect Social Infrastructure from
Threat of Cyberattacks
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Abstract

The recent increase in cyberattacks is compelling companies to take diverse and extensive
security measures. In particular, if social infrastructure services such as power, communication,
transportation, and finance are interrupted, society will be greatly affected. Accordingly, social
infrastructure operators are required to implement reliable measures while making decisions
on the priorities of their critical security risks. In order to deal with this issue, Fujitsu Research
Institute has developed a risk assessment consulting method for addressing risks efficiently
and effectively. This method first identifies important businesses and services and conducts
unique risk analyses based on an understanding of cyberattacks and other threats and security
vulnerabilities relating to information assets, including relevant information systems and
control systems. Then, the results of these analyses can be used as a basis to clarify important
issues facing a company, and security measures can be prioritized for implementation. This in
turn leads to ensured rationality in investment. This paper describes the concept and approach
of this method, mainly intended for operators responsible for social infrastructure services.
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