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Abstract

Electronic data and people’s lives are becoming more closely intertwined, leading to the
formation of a digital society where the Internet is being used to process an ever-increasing
volume of data exchanges and transactions. This trend is blurring the boundary between the
real world and virtual spaces, resulting in a greater impact from cyberattacks. A fundamental
requirement for all businesses is security monitoring to detect such attacks. Security monitoring
is usually performed under the management of a security operations centre (SOC). However,
to cope with the continued rise in cyberattacks, organisations as a whole must continue to
innovate. This paper describes an innovative approach to improve incident response in SOC
or a response by ATC (the Advanced Threat Centre) which realizes security automation and
orchestration as a new model to support effective security monitoring.
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Electronic data and people’s lives are becoming more closely intertwined, leading to the
formation of a digital society where the Internet is being used to process an ever-increasing
volume of data exchanges and transactions. This trend is blurring the boundary between the
real world and virtual spaces, resulting in a greater impact from cyberattacks. A fundamental
requirement for all businesses is security monitoring to detect such attacks. Security monitoring
is usually performed under the management of a security operations centre (SOC). However,
to cope with the continued rise in cyberattacks, organisations as a whole must continue to
innovate. This paper describes an innovative approach to improve incident response in SOC
or a response by ATC (the Advanced Threat Centre) which realizes security automation and

orchestration as a new model to support effective security monitoring.

1. Introduction

As attacks that threaten cybersecurity con-
tinue to increase in complexity and scale, the
security operations centres (SOCs) are finding
it difficult to respond to all the attack faced by
modern day businesses. Security monitoring is
vitally important, and businesses that lack con-
trol over their security measures will be limited
in their ability to exercise accountability for their
actions. This is why security monitoring by
SOCs is so important.

An SOC 1is defined as a body that organ-
ises an information security team to perform
continuous monitoring and analysis on the basis
of an organisation’s basic policies on security.”
Traditionally, SOCs were built and operated on
the basis of technology and procedures such as
signature matching (a method that check me-
chanically against rules that detect cyberattacks).

However, this approach is no longer sufficient for

24

effective security monitoring. A fresh, proactive
(preventative) approach is required to counter
modern-day cyberattacks.

This paper describes the construction and

implementation of Fujitsu’s Advanced Threat

Centre (ATC).

2. Security automation and
orchestration

Security automation refers to the automa-
tion of business processes with the aim of cutting
down on the number of routine checks and inci-
dents (potential threat situations) processed by
the SOC’s first line (handled by operators fol-
lowing established procedures) and second line
(handled on an ad hoc basis by analysts without
following procedures). On the other hand, orches-
tration refers to the process of weaving security
techniques together so that they can function
This facilitates

the acquisition of abundant information by SOC

through rational cooperation.
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analysts, allowing them to automate the blocking
of attacks.

Both of these concepts use a strategic ap-
proach that is tailored to the organisation’s
This

strategy, also called a “playbook”, is derived from

environment and security technologies.

the sports terminology that describes the team’s
various strategies. By adopting this strategy,
the team can aim to become a winner in the
market.” Common playbooks can be customized
to an organisation’s structure by orchestrating the
organisation’s business processes and technolo-
gies. Figure 1 shows an example of a playbook for

phishing fraud alerts.

2.1 Effects of security automation and
orchestration

The principal effects of security automation

and orchestration (SAO) are shown below.

*  Reducing wasted effort by automating re-
peatable and predictable checks/incidents

+  Closing the cyber skills gap and boosting the
morale of security staff by reducing basic
tasks such as daily checks, thereby provid-
ing analysts with the space to work on the
true analytical task of threat hunting (using
techniques such as log analysis and machine
learning to track down intrusive threats)

*  Delivering an API-to-API, playbook-driven,
standardised approach to incident re-
sponse by integrating all standard security
technologies

*  Improving incident response and service
quality in line with ongoing improvements
in mean-time-to-recovery (MTTR) metrics,

demonstrating the ability to respond to

Playbook (complex strategy)
triggered

Extract URL from

email body

Does the linked site exist?

Use threat intelligence

Issue ticket (add a task
to project management tool)
and close

No

Process the URL

Check domain with

WHO IS

Send email

Figure 1
Playbook for a phishing alert.
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Escalate severity of

Issue high severity ticket for attention

Yes

o Issue ticket and close
incident

of analyst
VT: VirusTotal *?

*1: Domain name registration information retrieval service.
*2: Service to check for malicious URLs.
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customer incidents more efficiently

*  Enriching the response to incidents by
automating the extraction of threat infor-
mation on the basis of a strategy adapted
to each set of circumstances, and thereby
reducing the incidence of false positives

. Orchestrating incident responses by using
strategic decision-making to take steps such
as blocking out networks on the basis of the
use of proxy servers or firewall rules

+  Alleviating alert response fatigue in secu-
rity operations by reducing the number of
incidents faced by first line and second line
analysts

+  Allowing Fujitsu to develop highly reliable
security services for highly targeted attacks
as we move towards advanced analytical
methods such as the Enterprise Computer
Security Incident Response Team (CSIRT),
Endpoint Detection and Response (EDR)
and fraud prevention

*  Deploying basic strategies that can be used
across multiple SOCs and customer environ-
ments through Managed Security Service
Provider (MSSP) offerings

*  Leveraging the technical functionality of
several new technologies, such as machine
learning, to provide capabilities such as in-
cident assignment, integrated management,
and rapid appraisal of overall threat param-
eters through the use of security dashboards
Some of these effects are described below in

more detail.

2.2 Machine learning

According to a study in the field of ma-
chine learning at Carnegie Mellon University,
investment in machine learning for cyberse-
curity applications is expected to reach $96
billion (Approximately 10 trillion yen) by
2021.” Traditional security technologies such

as intrusion detection, antivirus, and security

26

information & event monitoring (SIEM) are
evolving as vendors use scalable cloud networks to
introduce machine learning into their solutions.
The new technologies in the SAO market, it
is possible to use machine learning to make the
same logical decisions as cybersecurity analysts.
This will also be a key driver for security auto-

mation for analysts in Fujitsu’s ATCs.

2.3 Cyber skills gap

Due to fierce competition in the cybersecu-
rity market, organisations are also facing staff
retention challenges in addition to dealing with
continued attacks. A study by Burning Glass”
found that cybersecurity workers could expect to
be paid $6,500 more a year on average compared
to traditional ICT workers. There is currently
a large gap between the supply and demand for
cybersecurity workers, and as of 2019, there are
reported to be 1.5 million unfilled positions.”

By automating the SOC first line and sec-
ond line monitoring processes, Fujitsu’s security
workers will become able to tackle more interest-
ing analyses and work at a senior analyst level.
They will also be able to get involved in more
interesting security work, resulting in security
workers with higher morale and stronger moti-
vation as well as a greater retention of security
workers. These are key objectives in a very com-
petitive cybersecurity employment market.

To transform our SOC into an ATC, Fujitsu
will need to develop new services aligned to
growth areas and invest in these markets. EDR
is one approach that is predicted by Gartner to
show a high rate of growth over the next three
years.

Although traditional antivirus measures still
have a place in modern enterprise, the security
monitoring of the future will also require EDR
solutions and ATC analysts that can understand
identified threats. It is therefore extremely im-

portant that we select the correct technologies to
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support the approach and ensure that analysts are

skilled to the right level for true threat hunting.

2.4 Mean Time to Respond (MTTR) and

Mean Time to Detect (MTTD) as metrics

For managed security services provided to
customers, the performance guarantee of a ser-
vice level agreement (SLA) is still a formal key
performance indicator (KPI). However, organisa-
tions will increasingly adopt new metrics for the
evaluation of incident responses.

The UK government describes cyberat-
tack response methods as follows: “An effective
response to an attack depends upon first being
aware that an attack has happened or is taking
place. A swift response is essential to stop the
attack, and to respond and minimise the impact
or damage caused.” ®

The mean time to respond (MTTR) is an
incident response evaluation criterion that has
been adopted in recent years to achieve this
objective. Using this metric, it can be shown
that the time taken to respond to incidents is
gradually decreasing. However, the mean time
to detect (MTTD) is a term representing the
number of days for which an attacker is able to

remain hidden inside a network before being

Threat Intelligence

Automation

detected. According to a study by FireEye, the
global average dwell time of attackers from intru-
sion to discovery went up from 99 days in 2016 to
101 days in 2017.”

Under these circumstances, it is no longer
effective to respond to incidents manually within
the specified time frame. Instead, by moving to-
wards an SAO-based ecosystem for dealing with
advanced threats, Fujitsu will be able to auto-
mate first line and second line work so that our
analysts can concentrate their efforts elsewhere.

By using SAO to gather and store infor-
mation about threats and incidents, it will be
possible to provide prompt and diverse incident
responses.
SAOQO cycle. In today’s SOC, an analyst would be

required to manually cross-reference an indicator

Figure 2 shows an overview of the

of compromise (IOC) across multiple intelligence
sources, which takes too long. By automating this
process and proactively blocking latent threats on
the basis of risk scores, this will provide huge im-

provements for customers.

2.5 Change in analyst mind-set
The transformation from SOC to ATC will
involve fundamental changes in the approach

to security monitoring and will require major

Orchestration

Storage and use of threat intelligence for faster and more efficient incident response

Figure 2

SAO cycle for storage and use of threat intelligence.
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Take

antivirus, for example, conventional security

changes in the mind-set of analysts.

technologies issue warnings to SOC analysts
about specific pieces of malware that match a
signature. By switching over to ATC, it is easy
to tell whether or not malware was delivered by
a large-scale malicious spam campaign, in which
case the incident can be dealt with and solved
simply by quarantining and disinfecting the af-
fected PCs and/or servers.

If new types of security technology that
uses Al, machine learning algorithms, et al, are
implemented, then it will be possible to identify
only anomalous traffic. Examples of this include
odd behaviour by users or servers, such as run-
ning scripts or logging in at unusual times. This
reactive approach will require analysts to inves-
tigate alerts that are more complex to determine
whether malicious activity is indeed taking place.

Conversely, a proactive approach requires
analysts with a mindset that leads them to
search for the most complex threats that attack-
ers try to hide, including threats that are not

picked up by security technologies such as proxy

servers or emalil servers. It is therefore of para-
mount importance that SAO is used to address
the need for removing as much noise as possible
or to enhance incident case through threat in-
formation. Figure 3 shows the basic structure of
SAO provided by Fujitsu.

3. Services provided by ATC

The primary objective of the shift from SOC
to ATC 1s to provide our customers with enter-
prise CSIRT services that focus on attacks that
could not be identified by traditional SOC secu-
rity technologies. ATC needs to have a greater
level of trust from customers, a lower false posi-
tive attack detection rate, a repository of threat
information for enriched threat analysis, and the
ability to provide customers with a faster and
more effective incident response.

As shown in Figure 4, the introduction of
an enterprise CSIRT model enables Fujitsu to
complement the threat information identification
teams of our customers. Although our customers

may previously have introduced services provided

Customer ; Int t ; Fujitsu SAO
Infrastructure 1 nterne 1 Infrastructure
| 1
1 1 N
HTTPS / SSL 1| HTTPS/SSL |,
communication| j|communication|;
=5 I I C)o SAO engine IJ b
| 1 -
ooy, I 1 ~
og - : : - |_‘$; | Playbooks 2
oo B 828 (e 188 = 1T
oa0.- ) I I Data |;J----|;l Integration T
ool . SAO Data (log) g o=0 o
-5 / Engine Server . ; (log) — <
/7
oo : : Web console
Data (log) : :
| 1
| 1
| 1
Figure 3
Basic structure of SAO.
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Identification

Figure 4

by other companies, they may lack experienced

analysts or the ability to deploy adequate incident

responses.
Examples of services that fit with this

CSIRT model include the following:

*  Provision of cyber security threat intelligence

*  Response to cyber security threats

*  Vulnerability management

+  Endpoint detection & response (EDR)

*  Managed detection & response (MDR)

*  Behaviour analysis of users and entities
(managed information resources and data
resources)

*  Advanced product analytics

*  Threat hunting service

*  Fraud detection services
Some of these services are already available

as Fujitsu’s offerings, while others are in the
works. Appropriate technology is vital for sup-
porting and strengthening ATC threat analysis
ecosystems, especially ecosystems that can be in-
tegrated with SAO. It is also essential to develop
ecosystems in cooperation with our partners.

In reactive approaches to security monitor-
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Detection and hunting

u

Enterprise CSIRT model.

Respond

ing, it can no longer be considered adequate to
predict, detect and respond to modern-day at-
tacks. Whilst solutions such as STEM technology
are still important in customer networks, these
are traditional network-centric models introduced
to conform with compliance requirements and
regulations, and do not always provide compre-
hensive alarms beyond the standard correlation
rules (combinations of phenomena that are simul-
taneous and strongly interrelated). The large
log files of devices such as proxy servers, domain
name system (DNS) servers, and endpoint equip-
ment are sometimes unsuitable for an SIEM
approach due to the impact on the number of
messages per second.

Threat hunting across all these logs is essen-
tial to identify and protect against attacks that
may have bypassed security technologies, such as
scripting or identity theft at an endpoint, or bea-
coning activity through DNS or proxy controls.

Threat hunting can be offered to customers
as a service in modular blocks such as a set num-
ber of hours per week. This can also be applied

to existing commodity services such as endpoints,
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Web Email

* Anonymisers

+ TOR monitoring + Executive monitoring

+ Beaconing + Malware analysis
- DGA + BEC monitoring
+ Command & Control + Outbound phishing (0365)
+ Malware + Typo-squatting monitoring
* Trends * Trends

IPS
Figure 5

Examples of threat hunting services.

Web services and email management services.

An example is shown in Figure 5. Threat hunt-

ing as a service will result in:

*  Improvement of detection rates in a faster
time period

+  Identification of threats that are missed by
traditional security technologies

*  Reduction of the overall target of attacks

+  Additional security measures beyond exist-
ing SIEM technologies

+  Additional security measures to existing

commodity services
4. Future prospects

Security threats will continue to increase
in complexity, and unless Fujitsu responds ap-
propriately, we will be unable to provide effective
security operations.

The ATCs will use cyber threat intelligence
to correlate threat activity to its impact on the
customer’s business and actively provide con-
Thereby, they will shield

the customer’s brand from the effects of security

textual information.

incidents. Fujitsu will track attackers, keep
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+ Tracking phishing spam campaigns

: Intrusion protection system
DLP :Data loss prevention
0365: Microsoft Office 365

Endpoint

+ Deep malware analysis

+ Host IPS analysis

+ Threat actor analysis

+ BEC monitoring

+ DLP evaluation

+ Proactive app control rule
implementation

+ Device & data control Monitoring

+ Trends

TOR : The onion router
DGA: Domain generation algorithm
BEC : Business Email Compromise

a continual look-out for new threat, and will
combine this with the results of vulnerability
management to address the threats faced by our
customers.

We will provide a security business frame-
work based on real time threat analytics to
discover new threats and signs of compromise
in a threat-hunting model. All of this will be
supported by new security services in an ad-
vanced ecosystem of countermeasures to targeted
threats.

To achieve this, Fujitsu will use SAO and
tasks.
Based on this, we will provide enterprise CSIRT

orchestration to streamline routine

services.

5. Conclusion

In this paper, we have described the con-
struction and deployment of Fujitsu ATC and
its merits. As organisations grow as security
matures and introduce more security measures,
the attackers they face also continue to change.
It is therefore vital that Fujitsu keeps respond-

ing to these changing threats. In the field of

FUJITSU, Vol. 70, No. 2 (04, 2019)
BE | DRBRIPHBREZADEF1UT 1



Advanced Threat Centre and Future of Security Monitoring

security monitoring, techniques such as SAO,
orchestration, AI, EDR, and threat hunting are
all relatively new. A transition towards ATCs
will allow Fuyjitsu to introduce and manage these
services on behalf of our customers.

At Fujitsu, we will improve our ability to de-
tect threats, both known and unknown, and we
will grow and develop analytical staff who can
understand the results of this detection. By intro-
ducing SAO, we will improve our ability to make
this happen in a more efficient and predictable
manner, delivering optimal operational managed

services and effective incident responses.
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