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Abstract

Cloud systems continue to grow as smartphones and cloud services become more
prevalent. While they have become highly automated, leveraging software technology,
automation has not advanced in terms of building and managing networks. For example,
software-defined networking (SDN) has only been partially adopted within cloud system
networks despite its anticipated potential for automating network management by
using software definition technology. Meanwhile, existing networks such as enterprise
networks still need to be constructed manually and managed by experts. Pursuing
the automation of network management, Fujitsu has been proactive in SDN-related
activities, introducing it to businesses and network carriers and participating various
communities related to open source software. This paper describes an end-to-end
network design and development technology, which we have developed for automating
network management. It also introduces a traffic abnormality detection technology
designed to automatically identify abnormal network activities through Al-enabled
data analysis. In addition, we will explain the Fujitsu Network Virtuora series, which
uses those technologies to realize the automation of network management.
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