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Privacy Protection Technology to Support Safe and Secure Utilization
of Personal Data
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Abstract

The diffusion of smartphones and the Internet of Things (IoT) has made it possible
to gather and link together the data of all people and things and, as a result, the
importance of business that utilizes these data is expected to grow further. Personal
data, in particular, are an element essential to the realization of digital marketing but
their handling requires careful attention because they may have a serious effect on
the privacy of individuals. In Japan, as the Social Security and Tax Number System
(Individual Number System) was enforced, the Act on the Protection of Personal
Information was amended in order to achieve both protection of privacy and utilization
of personal data. This amendment has tightened the regulations for handling personal
information and, at the same time, allowed the information to be provided to third
parties without obtaining the owner's consent through conversion to anonymously
processed information that cannot be used to identify the owner. This paper presents
anonymization technologies such as pseudonymization and k-anonymization that are
privacy-protection technologies developed by Fujitsu Laboratories for safe and secure
utilization of personal data, and the privacy risk assessment technology for appropriate
operation of anonymization technology. It also provides application examples and
scenes of use of these technologies.
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