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Abstract

As the terms the Internet of Things and Industrie 4.0 imply, MONOZUKURI
(manufacturing) is rapidly undergoing digitization, leveraging highly developed
technologies for controlling robots. Meanwhile, cyberattacks continue to become more
tactical, targeting not only information systems but also industrial control systems
that are in non-stop operation at MONOZUKURI sites and critical infrastructure.
The fact that the industrial control systems require perpetual operation and real-
time control/processing, makes it difficult to ensure that the best security measures
developed for information systems always apply to them. Many MONOZUKURI sites
where industrial control systems are deployed are unaware of their security threats,
and thus they are unable to determine specific actions and the extent to which they
need to be implemented. There is also a shortage of personnel who have the knowledge
and skills to defend the industrial control systems from cyberattacks, and who can lead
an incident response team when their site comes under attack. This paper presents a
method to visualize security risks at MONOZUKURI sites, and describes the training
for security engineers in the industrial control systems field, followed by a discussion
on the future prospects.
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HMI : Human Machine Interface DCS : Distributed Control System

EWS : Engineering Workstation

PLC : Programmable Logic Controller
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- Network and system security - Part 2-1 : Establishing
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