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Abstract

Along with the increased diffusion of the Internet, the “Internet of devices,” or
Internet of Things (IoT), is becoming increasingly widespread and measures are being
taken to utilize the gathered IoT data in big data analysis and applications. There is
a wide range of target IoT items such as sensors, automobiles, consumer electronics
and wearable devices, and this makes it necessary to apply security technologies
according to the device and usage, while considering the types of data exchanged.
This paper presents the requirements of IoT security. It also describes the following
specific approaches of Fujitsu Laboratories: a technology that has realized mutual
authentication and cryptographic communication at the same time by applying in an
extended way an ID-based key agreement scheme to TLS; and a technology that allows
more small-area data to be safely disclosed by having multi-tiered use of a fixed mesh
on a map, which is anonymization technology for utilizing positional data.
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