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Proactive Defense Model Based on Cyber Threat Analysis
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Abstract

As a measure against cyber attacks, enterprises are establishing computer security
incident response teams (CSIRTSs) and ensuring they have defense in depth. Even these
measures, however, may not be sufficient for perfect defending against attacks and the
number of cases of damage is increasing day by day. It has reached the stage where, to
further strengthen protection, it is necessary to carry out reactive defense after being
attacked but also proactive defense to closely analyze attacks. Attacks by the same
adversary are considered to show certain peculiarities. They are seen as features of
attacks, which are defined as “Cyber Threat Intelligence,” and extracting this Cyber
Threat Intelligence out of various signs and traces of attacks is defined as “Cyber
Threat Analysis.” Establishing a proactive defense model based on these definitions
seems to be useful to detect attacks that target a specific organization, which have been
increasing in recent years and are difficult to detect and defend against with existing
security measures. This paper describes the standardization of Cyber Threat Analysis
techniques including malware analysis and how to express Cyber Threat Intelligence.
It also describes a model that realizes proactive defense against future cyber attacks
by utilizing Cyber Threat Intelligence.
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IDS: Intrusion Detection System
IPS: Intrusion Prevention System
SOC: Security Operation Center
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