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In-house Practice of Security Operation Center: Operation and
Security Dashboard
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Abstract

Recently, cyber crimes have been rapidly increasing in Japan and overseas and their methods
are becoming more complicated and sophisticated. Targets of cyber attacks are shifting from
individuals to corporations, and cyber spy activities targeting confidential information of
corporations have become conspicuous. The total amount of damage caused by attacks, such
as unauthorized access to corporations, is increasing year by year, and the amount is said to
have exceeded USD 375 billion worldwide. Under the circumstances, there is a global need to
improve capabilities to promptly identify risks and quickly respond to incidents, in addition to
improving security measures that can respond to the actual conditions for defending against
cyber attacks. The Fujitsu Group has been implementing in-house activities to quickly detect
signs of cyber attacks and other cyber threats for immediate incident response at the security
operations center (SOC). With the existing operation model, however, there still remains
demand for global-level standardization of incident response operations for faster responses.
This paper describes an approach to meeting this challenge. It involves analyzing the actual
business processes and standardizing their operations before introducing an automation
tool, with which incident response time can be reduced and potential risks in the corporate
network can be eliminated at an early stage. In addition, it presents a security dashboard that
visualizes the operation status of the SOC by using the key performance indicators (KPIs).
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